CIS 192 — Lesson 15

Lesson Module Status

o Slides — draft

* Properties - done

» Flashcards — | wish

o 15t minute quiz — NA

« Web Calendar summary — done
 Web book pages —

e Commands —
« Howtos — Tim Childers - guest speaker on

 Skills pacing - NA LDAP at 6:30PM

e Lab — done
* Depot (VMs) — NA
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Course history and credits

Jim Griffin

» Jim created the original version of this course

« Jim’s site: http://cabrillo.edu/—jgriffin/

Rick Graziani

» Thanks to Rick Graziani for the use of some of his great
network slides

* Rick’s site: http://cabrillo.edu/—~rgraziani/




Joe P.

Teach & Confer is a live

interactive classroom to meet
with your students.
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WWW.CCC Confer.org
dial-in: 888-886-3951
passcode: 439080

Junious

S

Joe A. \\\b View;i:ﬁ:'lvistmnfer
Kay
Lieven
Chris H.
Edwin
\
VMs for tonight
(Revert, 384MB RAM
and Power up)
Celebrian
L y

Robert

Jesus
Josh

Casady

Brynden

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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No more guizzes!
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Management tools and utilities

= Identify, isolate, and correct malfunctions in a * Questions on previous material
computer network. - Housekeeping

* T3 review

= Troubleshooting exercise

* LDAP - guest speaker Tim Childers

= Various tools

» Prepping for the final

e Lab and final prep workshop

* Wrap



Questions
ONn previous
material
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Questions?

* Previous lesson material
e Lab assignment



Housekeeping
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The Final - Thursday, June 3

Is there anyone who cannot take the final at our
usual class time (which starts at 5:30pm)?

 Any conflicts with finals in another class?

Note, according to the college schedule, our final exam is supposed to
take place from 4-6:50pm!

Unless there is a conflict with another class 1'd like to propose we
start the final instead at 5:30pm which is our normal class starting
time. Plan for three hours but if you need extra time you may stay
longer.
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Extra credit labs are due midnight June 3

Five forum posts are due midnight June 3

10
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Q2. What is the difference between an iterative DNS query and a recursive
DNS query? How could you demonstrate the type of queries (recursive or
iterative) done by a DNS client (the resolver) vs. the type of queries done
by a DNS server using our class VM’s?

Difference: Iterative queries request the “best” answer, the response may be
a referral to another name server. Recursive queries request “final” answers
only.

Demonstrate by: Setting up one VM as a DNS server and another as a DNS
client using the first VM as it’'s nameserver (in /etc/resolv.conf). Monitor
outgoing DNS queries for (hopefully not cached) hostnames with Wireshark
from both VMs.

Examine the "Recursion Desired" flag in a Wireshark capture of the DNS query
or just observer whether or not iterative queries are taking place.

The DNS client will make recursive queries and the DNS server will make non-
recursive (iterative) queries.

13



CIS 192 - Lesson 15 ‘I lw

958 "4

Q3. Locate the “.” zone file on Hershey used by the installed DNS software. Look
for the root server operated by IANA. What is the fully qualified domain name
and IP address of that root server according to Hershey’s zone file?

FODN: L.ROOT-SERVERS.NET.
IP Address: 198.32.64.12

From /etc/named.conf on Hershey:
zone "." IN {

type hint;
file "named.ca";

33
From /var/named/named.ca on Hershey:
; operated by IANA

- 3600000 NS
L.ROOT-SERVERS .NET. 3600000 A

; housed 1n Japan, operated by WIDE

- 3600000 NS
M_.ROOT-SERVERS _NET. 3600000 A
: End of File

Partial credit if you were
"close" (m or k server)

L.ROOT-SERVERS .NET.
198.32.64.12

M.ROOT-SERVERS .NET .
202.12.27.33

14
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Q5. Which exported directory on Hershey has access restricted to the systems in
room 2501 (172.30.1.0/24)?

/backup/centos

[rsimms@hershey rsimms]$ /usr/sbin/showmount -e localhost
Export list for localhost:

/home *

/install/rh  *

/install/suse *

/install/rhel *

/backup/centos 172.30.1.0/255.255.255.0

[rsimms@hershey rsimms]$

Use showmount -e hershey on Hershey or one of your
Linux VMs to list exported directories

15
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Q6. A firewall was inadvertently clobbered on a CentOS (Red Hat) system
preventing remote access to the CUPS service. It now has only the following:

[root@arwen ~]# iptables -nL RH-Firewall-1-INPUT --line-numbers
Chain RH-Firewall-1-INPUT (2 references)

num target prot opt source destination

1 ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

2 ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255

3 ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0

4 ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0

5 ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353

6 ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

7 ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22

8 REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited
[root@arwen ~]#

What complete iptables command(s) would insert the necessary rules for remote
access to the CUPS service?

iptables -1 RH-Firewall-1-INPUT 6 -p udp -m udp --dport 631 -j ACCEPT
iptables -1 RH-Firewall-1-INPUT 6 -p tcp -m tcp --dport 631 -j ACCEPT

Tip: Look at the output of cat Zetc/sysconfig/Ziptables on any of the CentOS VMs

Note: Be sure and use the | (insert) rather than A (append). Appending a new rule would be
ineffective. The rule on line 8 will reject any packet. Any rules (appended) after line 8 would
be ignored. 16
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[root@elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.3.5 on Sun May 17 14:13:55 2009

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]}

:OUTPUT ACCEPT [237:32096]

:RH-FirewalI-1-INPUT - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A FORWARD -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p #cmp -m icmp --icmp-type any -j ACCEPT

-A RH-Firewall-1-INPUT -p esp -j ACCEPT

-A RH-Firewall-1-INPUT -p ah -j ACCEPT

-A RH-Firewall-1-INPUT -d 224.0.0.251 -p udp -m udp --dport 5353 -j ACCEPT

-A RH-Firewall-1-INPUT -p udp -m udp --dport 631 -j ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m tcp --dport 631 -j ACCEPT

-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A RH-Firewall-1-INPUT -p udp -m state --state NEW -m udp --dport 53 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 21 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

# Completed on Sun May 17 14:13:55 2009

[root@elrond ~]#

17



CIS 192 - Lesson 15

1

Q8. What is the name of the printer being shared by the Samba service on

Hershey?
hpdesk, lazer

[rsimms@hershey rsimms]$ smbclient -L localhost
added interface 1p=172.30.1.20 bcast=172.30.1.255 nmask=255.255.255.0
added interface 1p=172.30.4.20 bcast=172.30.4.255 nmask=255.255.255.0

Password:
Anonymous login successftul

Domain=[WORKGROUP] OS=[Unix] Server=[Samba 2.2.7a]

Sharename Type Comment

depot Disk Public files on Hershey

IPC$ IPC IPC Service (Most Cool Samba Server)
ADMIN$ Disk IPC Service (Most Cool Samba Server)
hpdesk Printer

lazer Printer

Server Comment

CIS-SERVER Buffalo NAS server

DV2000

HERSHEY Most Cool Samba Server

Workgroup Master

CIS-MUD STATIONO9

TOLKIEN SNICKERS

WORKGROUP HERSHEY

[rsimms@hershey rsimms]$

18



Cabildls G leg CIS 192 - Lesson 15 & ﬂ i I IW

Q9. Your organization has decided to set SELinux to enforcing mode on all
systems. This caused access problems to the Samba docs share on a system
named Celebrian. Users can no longer access the share with SELinux set to
enforcing mode. You review the share information and see the following:

From smb.conf:

[docs] Need to change this
comment = Public documents context type for this
path = /var/shares/docs directory to be shared
guest ok = Yes by Samba
A long lising of the directory being shared:
[root@celebrian var]# Is -1dZ shares/docs
drwxr-xr-x c¢isl1l92 users root:object r:var_t shares/docs

What single command would fix this problem so users could again access the
share with SELinux set to enforcing mode?

chcon -R -t samba_share_t /var/shares/docs/*

(see Lab 8 or Lesson 11 for sharing directories using Samba)

19
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Q12. On Hershey what file would you edit and what line number would you modify
to reconfigure sendmail to use a different alias file? (You can assume the make
would be done and the service restarted after your changes were made)

File to edit (use absolute filename): /etc/mail/sendmail.mc

Line number to modify: 26 which is define( " ALIAS FILE', /etc/aliases")dnl

[rich@hershey rich]$ cat /etc/mail/sendmail.mc | grep -n /etc/aliases
26:define(" ALIAS_FILE', “/etc/aliases")dnl
[rich@hershey rich]$

20
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Q15. What are the two NIS maps on Hershey that hold the domain wide hosts
information (hostname-IP pairs) for the cis-mud.net domain? (give the
absolute filenames)

/var/yp/cismud.net/hosts.byaddr
/var/yp/cismud.net/hosts.byname

[rsimms@hershey rsimms]$ Is /var/yp

binding hosts.00 nicknames shadow yp.-conf

cismud.net MakefTile passwd shadow-- ypserv.conf

hosts Makefile- passwd-- shadow.OLD ypservers

[rsimms@hershey rsimms]$ Is /var/yp/cismud.net/

group.bygid hosts.byname protocols.byname services.byservicename
group.byname passwd.byname protocols.bynumber ypservers

hosts.byaddr passwd.byuid services.byname

[rsimms@hershey rsimms]$

21
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Q16. (2 point) What command was typed on Elrond (172.30.1.200) that resulted
in this Wireshark capture?

[Filter: l[ip.addr ==172.30.1.200 | v ][E;pression..." Clea["Apply]

No. . Time source SP Destination DP Protocol | Info -
234 286.937449 172.30.1.2080 57157 207.62.187.53 53 DNS Standard query A|mail.hayrocket.com |
235 286.949322 207.62.187.53 53 172.30.1.200 57157 DNS Standard guery response A 208.113.200.58

238 286.979500 172.30.1.200 50798 208.113.200.50 1168 TCP 50798 > pop3 [ACK] Seg=1 Ack=1 Win=5840 Len=0 TSV=56
239 287.003346 208.113.200.50 110 172.30.1.200 50798 POP S: +0K Hello there.
240 287.005186 172.30.1.200 50798 208.113.200.50 110 TCP 50798 > pop3 [ACK] Segq=1 Ack=19 Win=5840 Len=0 TSV=5f |+~

[‘_“ [2]

telnet mail.hayrocket.com 110 Using telnet to dialog with a POP server

Note that initial DNS queries which indicates a hostname rather than a IP
address was used for the command

22
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Q17. (1 point) On a CentOS 5.4 system what type of DNS queries are used by
the client resolver when attempting to resolve hostnames into IP addresses?

(circle one)

a) Iterative
)Recursive

c) Ad-hoc

d) Wildcard

Use Q2 to demonstrate to yourself that this is what happens.

The DNS client
resolver does a
recursive query to the
name server for
www.gmx.de. The
response immediately
follows with the IP
address "answer"

ethl: Capturing - Wireshark

Hle Edit WVWiew Go Capture Analyze Statistics Help

26 367958337
27 772.071680
28 772,400816

Vmware e3:93:94 Vmware 30:86:76

192.168.2. 1687 192.168.2. 165

29 772.504505 192.168.2.105 51804  192.168.2.107
30 772.688402 192.168.2.107 T 192.168.2. 165
31 772.689651 192.168.2.165 49623  192.168.2.107

il m ﬂ Ié m ‘ q ? i % I{P“I% “%:I% Iﬂ% 7
@orer) |+ poressen.| 4 cer| /2o
No.. Time 51P 5P DIP

3>

DP Protocol Info
ARP g

53 D5
51804  DN5 Standard query response
53 DS Standard query MX www.gmx.de g

= Domain Name System (query)
Response In: 28
Transaction ID: B0x1211
~ Flags: 0x0100 (Standard gquery)
= Response: Message is a query
000 0... ... .. = Opcode: Standard query (0)

L. 0. ... ... = Truncated: Message is not truncated
l ....... ..., ... = Recursion desired: Do query recursively l

B

WD .. = 2 reserved ()

nthenti e nted dads O

Mo mutheeticoatod dads Gc on

[<@

(al = haon
Query Name (dns.gqry.name), 12 b... Packets: 926 Displayed:

23

nt okl
926 Marked: 0 Profile: Default
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Q17. (continued)

The DNS server makes iterative queries to resolve www.gmx.de which involves

talking to some intermediate "best answer" referrals

eth0: Capturing - Wireshark

Fle Edit View Go Capture Analyze Statistics Help
T EE -

oy S M e’ =

‘E]Eilter: || \L|| <k Expression... H 4 glear”qj?apply‘

& G
oy

No.. Time SIP SP DIP DP Protocol Info :|
. 172.38.4.1687 g8 89.213.253,189 ] 5 Ltandard guery A wew . gmx.de
276 772.241968 B9.213.253.189 53 172.30.4.187 7908  DNS Standard query response
277 7T72.245497  172.30.4.107 58232 195.243.137.26 53 DNS Standard query A ns.schlund.de ‘
278 T72.246608 172.30.4.107 44185 195.243.137.26 53 DNS Standard guery AMAA ns.schlund.de
279 772.248568 172.30.4.107 27895 192.42.93.30 53 DNS Standard query A dns.gmx.net
280 772.249997 172.30.4.107 48723 192 .42.93.30 53 DNS Standard query AAMAA dns.gmx.net
281 772.2BR986 192.42.93 .30 53 172 .30.4.187 27895 DNS Standard query response A 213.165.64.1
282 772.2BB147 192 .42.93.30 53 172.30.4.107 48723 DNS Standard query response
283 772.2008%4 172.30.4.107 21270 213.165.584.1 53 DNS Standard query AAMAA dns.gmx.net
284 772.292128 172.30.4.107 22216 213.165.64.1 53 DNS Standard query A wew.gmx.de
285 772.479834 195.243,137.26 53 172.30.4.107 58232 DNS Standard query response
286 772.481p43 172.30.4.107 22394 195.20.224.98 53 DNS Standard query A ns.schlund.de
287 772.484260 195,243 .137.26 53 172.30.4.107 44185 DNS Standard gquery response
288 772.485801 213 .165.64.1 53 172.30.4.107 21270 DNS Standard query response
289 772.486135 172.30.4.107 8978 195.20.224.98 53 DNS Standard query ASAA ns.schlund.de
290 772.493319 213.165.64.1 53 172 .30.4.187 22216 DNS Standard query response A 217.72.202.249
291 772.499252 172.30.4.107 42353 213.1685.64.1 53 DNS Standard query AAAA wew . gmx.de
282 772.6B63155 195.20.224.98 53 172.30.4.107 22394 DNS Standard query response A 195.20,224,597
293 772.663R54 195.208,224.98 53 172 .30.4.107 8978  DNS Standard query response
284 772.681304 213 .165.64.1 53 172.30.4.107 42353 DNS Standard query response
285 772.6B56R3 172.30.4.107 20475 195.20.224.97 53 DNS Standard query MY www.gmx.de “
296 772.866521 195.20,224.97 53 172 .30.4.187 20475 DNS tandard response MY 10 mx@.gmx.net
297 J77.237759 Vmware 30:16:94 Vmware_e3:93:8a ARP i e e ﬂ

I B

= Recursion desired: Don't do query recursive'l.yl

<)o)

Profile: Default

eth0: <live capture in progress> ... Packets: 8111 Displayed: 8111 Marked: 0

24
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Q18. By examining the email message headers, fill in the blanks below:

Name of computer used to create the message: shrekster

IP Address of the computer used to create the message: 63.249.103.10
MUA that created the email (name of product): Outlook Express

MTA that sent the email (fully qualified hostname): mail.cruzio.com

Return-Path: <dog@mystery.com>

X-Original-To: rich@hayrocket.com

Delivered-To: rsimms@spaceymail-mx1.g.dreamhost.com

Received: from mail.cruzio.com (mail.cruzio.com [63.249.95.37])
by spaceymail-mx1.g.dreamhost.com (Postfix) with ESMTP id 58307CE77F
for <rich@hayrocket.com>; Sat, 16 May 2009 20:51:06 -0700 (PDT)

Received: from shrekster (dsl-63-249-103-107.dhcp.cruzio.com [63.249.103.107])
by mail.cruzio.com with SMTP id n4H3p3C1050144
for <rich@hayrocket.com>; Sat, 16 May 2009 20:51:05 -0700 (PDT)

Message-I1D: <03C11112625C44FEAC1FB1033FF9A951@shrekster>

From: "Mystery Dog" <dog@mystery.com>

To: <rich@hayrocket.com=>

Subject: Who am |

Date: Sat, 16 May 2009 20:51:03 -0700

MIME-Version: 1.0

Content-Type: multipart/alternative;
boundary="----=_NextPart_000_0006_ 01C9D668.06DF9A70"

X-Priority: 3

X-MSMail-Priority: Normal

X-Mailer: Microsoft Outlook Express 6.00.2900.5512

X-MimeOLE: Produced By Microsoft MimeOLE V6.00.2900.5579

25
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http://simms-teach.com/cis192home.php

Student Learner Qutcomes

Identify the protocols used for establishing connections between network nodes, as well as the
common conventions used by each protocol.

Install and configure a local area network (LAN) that meets the resource needs of a small to
medium business.

Install and configure common network client/server applications in a LAN environment.

Assess and modify the performance of a network using both graphical and command line
tools.

Identify, isolate, and correct malfunctions in @ computer network.

27
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http://simms-teach.com/cis192home.php

Student Learner Qutcomes

[- Identify the protocols used for establishing connections between network nodes, as well as the]

common conventions used by each protocol.

» Install and configure a local area network (LAN) that meets the resource needs of a small to
medium business.

» Install and configure common network client/server applications in a LAN environment.

» Assess and modify the performance of a network using both graphical and command line
tools.

» Identify, isolate, and correct malfunctions in a computer network.

28
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Protocols Assessment

SLO: Identify the protocols used for establishing connections
between network nodes, as well as the common conventions
used by each protocol.

Please browse to the following link and take the anonymous survey:

http://www.surveymonkey.com/s/X9SJQYV

29
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http://simms-teach.com/cis192home.php

Student Learner Qutcomes

Identify the protocols used for establishing connections between network nodes, as well as the
common conventions used by each protocol.

Install and configure a local area network (LAN) that meets the resource needs of a small to
medium business.

Install and configure common network client/server applications in a LAN environment.

Assess and modify the performance of a network using both graphical and command line
tools.

Identify, isolate, and correct malfunctions in @ computer network. J

30
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SLO: ldentify, isolate, and correct malfunctions in a
computer network

The problem: The FTP and Telnet services on Celebrian are
no longer are available and customers are getting very
irritated.

History: The server went down during a power failure.
However after the server was started up again both the Telnet
and FTP services no longer are working.

Situation: The original administrator who configured the
server has left the company. As a consultant you have just
signed a Professional Services Agreement get both these
services back online.

31
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€« ¢ N 9 ntpy/simms-teach.com/ > OG- & 2§ Google % " B Rich's Cobrillo College Cl... » / B http://simms-teach.com...
C | f | ¥ hitp://simms-teach.com/docs/cis192/cis192lesson06,pdf¥#page=45 » O~ F-
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Rich's Cabrillo College CIS Classes HBEHD #% 5 /m kO o8 e F- A g e ;
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Rich Simms
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« tcpdump

« Wireshark

XHTML
Metal Sitemap W3C 1%

WiC °3’£ Credits

Quick reference links
added to web site

vsftpd
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Troubleshooting Assessment

celebrian
172.30.N.0 /24

y—=" E:
==

ethO .1XX

.1XX is based on your station number and the IP Table
N=1 for the classroom and N=4 for the CIS lab or CTC
http://simms-teach.com/docs/static-ip-addrs.pdf

« Revert and power-up Celebrian

e Cable as shown

» Use dhclient ethO for an initial IP address

e scp logname@opus.cabrillo.edu:/7home/cis192/scripts/down* .
 chmod 700 download-scripts-packages (use tab complete)

» ./download-scripts-packages (and download everything)

e cd bin

e ./do-actl3A-celebrian

» Repair the problem(s) and get the Telnet and FTP services back online

= Verify your fix by accessing these services from another VM 43
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Lightweight Directory Access Protocol
(LDAP)

NIS is the historical solution for synchronizing files on the
network and enabling a common login mechanism.

NIS is easy to setup and administer however it does not scale up
well (domains cannot be linked) and is only minimally secure.

Microsoft uses LDAP as part of their Active Directory solution.

Sites today are migrating to LDAP which enables a common
solution across Windows, Linux and UNIX.

Besides sharing files and printers, Samba can be configured as a
Domain Controller to fit within an Active Directory environment.

Tim Childers has set up a reference implementation of LDAP and
Samba on the System Pod in 2504. Centralized user account
information allows domain logins from both Windows and Linux.

35
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Guest Speaker

Tim Childers
Intel Corporation

(and previous Cabrillo College student)
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Troubleshooting Tools

Applications telnet app-port (Lesson 13)
and Ports netstat -utln (Lesson 5)

traceroute ip-addr or mtr ip-addr (Lesson 2)
Eoutes and route -n (Lesson 3)
onnectivity ping ip-addr (Lesson 1)

arp -a (Lesson 2)

C ' : '
onnection |fCOnf|g (LeSSOn 1)

Basic troubleshooting tools we have been using in this course

38
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Monitoring Tools

wireshark - graphical packet sniffer (Lesson 2)
tcpdump - text based packet sniffer (Lesson 2)

arpwatch - collect IP MAC pairs (Lesson 2)

Packet and ARP level monitoring

39
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Troubleshooting and Monitoring Tool Examples

= SETIUrrdil
e telnet-server

Cabrillo College e vsftpd

Web Advisor

CCC Confer
o ¥ 5 Troubleshooting Tools
Quick Ref .

VM Repairs e fetchmail
GAH! « ifconfig

o tcpdump
e Telnet "App Ping"

& trarornoto

The Quick Ref page on the
web site has been updated
with examples showing the
troubleshooting tools

CIS 192 - Lesson 2

Troubleshooting
mtr command

[root@elrond ~]# mtr google.com

My Lracerouce [vD.71)
elrond.localdomain (0.0.0.0) Wed Fab 17 06:15:50 2010
Bevs: Help Display mods  Restarc staristics  Order of fields 14

200.ge-0-1-0.gw.equinix-sj.sonic.net
©.az0.gqwZ.2quinix-8j.sonic.net
I 216.239.49.1¢68

Hoet logs®  Last Ivg Eest StDav
1. 172.30.1.1 0.0% 1.3 2.3 0.3 & 2.6
2. 102.1e8.0.1 0.0% 2.9 3.3 2.0 4 0.7
| 3. ds1-63-249-103-gateway.dhcp.cruzic.com 0.0% 11.7 367.5 8.5 B230. 1525.

13.7 422.9 &bk.6

4. 114.at-5-0-0.gw3.20 2.0% 10 17.5 10
5. 200.ge-0-1-0.gw._equ 0.0% 12.8 315.9 ©_
B 0.0% 12.7 11t5.0
7 0.0% 13.3 18.8 10
8. 0.0% 11.6 8.0 11.
9. t 14.3 33.9

10. 0.0% 1l&. 5.9

11.6 g8.7 22.3

A nice alternative to traceroute

154
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Network and System Management Tools

fing

nmap

Nagios

Cacti
Webmin

HP SIM

many more ...

Free tools that run on Linux

41
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03:

03:
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File Edit View Terminal

[root@sniffer ~]# fing
a3:

Help

Discovery profile: Default discovery profile

Discovery class:
Discovery on:

Discovery round starting.

Host is up:
HW Address:

Host is up:
HW Address:

Host is up:
HW Address:

Host is up:
HW Address:

Host is up:
HW Address:

Host is up:
HW Address:

http://www.over-look.com/site/index.php/download

172.30.4.
PB:00:27:

172.30.4.
00:BO:64:

172.30.4.
00:40:05:

172.30.4.
A0:1D:73:

172.30.4.
00:AA:00:

172.30.4.
00:21:9B6:

201
4A:59:89

1
53:42:01

10
7D:0B:64

12
19:F4:86

20
30:96:48

101
88:08F:5C

(Cadmus Co :

(Cisco Sys

(ANI Commu

(Buffalo)

(Intel)

(Dell)

data-link (data-link layer)
172.30.4.0/24

network discovery
scanning tool

View Terminal

—
_____________________________________________________________________________ I -

B O N o N S S SN SO S %

=

LN Pl
= @ R &

.1e1
.1e2

16
187
110
138
150
151
152

.201

@3:56:28 = Discovery round completed in 4.816 seconds.
@3:56:28 = Network 172.30.4.0/24 has 11/15 hosts up.

@3:56:28 = Next round starting at ©3:57:23. Press Ctrl~C to exit.

02:
02:
B2:

B2:
02:

03:

B2:
B3:

40:
45:
40:

43:
48:

32:

37:
55:

25
23
28

28
43

24

28
28
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root@sniffer:~/bin

File Edit View Terminal Help
[root@sniffer bin]# nmap -s5% -p 21-23,25,111 172.30.4.1-201
Starting Nmap 5.21 { http://nmap.org )} at 2010-085-13 64:18 PDT

Nmap scan report for 172.30.4.1
Host is up (0.0056s latency).

PORT
21/tcp
22/tcp
23/tcp
25/tcp
111/tcp

STATE
closed
closed
open
closed
closed

SERVICE
ftp

ssh
telnet
smtp
rpcbind

MAC Address: 00:BD:64:53:42:01 (Cisco Systems)

Nmap scan report for 172.30.4.10
Host is up (0.00817s latency).

PORT
21/tcp
22/tcp
23/tcp
25/tcp
11l/tcp

Host is
PORT

21/tcp
22/tep
23/tep
25/tcp
111/tcp

MAC Address:

MAC Address:

STATE

closed
closed
closed
closed
closed

SERVICE
fip

ssh
telnet
smtp
rpcbind

00:40:05:7D:0B:64 (ANI Communications)

Nmap scan report for 172.30.4.12

up {0.002%s latency).

STATE
open
closed
closed
closed
closed

SERVICE
fip

sshi
telnet
smtp
rpcbind

O:1D:73:19:F4:86 (Buffalo)

B

(<]

nmap
network scanning tool

yum install nmap
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Network and System Management Tools

Grapr <> Tree Hose

Fle Edi View Co Bookmards Toos Help
@ e b a0 [ e liwebicachicact 0B Elgraph_veew.pheTaction=tree&iree_id=1&leat_id=10 e

B Ariingion, MA
- Charioite, HC
B Charicteswiie, VA
B o, GA
B patas, TX
= Bawbeies
Hosl: HOU-51-5W3548-1
Jpost: 15052 Swisos
Ei Data Center Core
oz HOL-AA-ATH-1
Hosks 1000 A4-ATH-
Hast: HOU-A4-ATH-3
Hoslt: HOU-S4-ATH-4
e Duaryien, DH
Lo
E= Harnsburg, PR
= Wab Mosting Farm
Hoal: HAR-CLIST-WWWD
Mosls HAR-CLIST WWH
Husd: HAR-CLIST-WWA2
Host HAR-CLUST-WWWil

E parmi, AL

= Pulse Preimyg
Hosd: MIA-RE-C7200-3

- Proeses, AZ

B Salt Lake City, UT
San De=ego, T

B gan Francisce, CA
Saiits Pe, NH

W Cyracyss, NY

i Tampa, AL

- Trantan, NI

Done

000 CAIOO DEIOD OR00 FOIDD 1300 400 EDD SO0 20:00 2200
B Eebrusd <u|'|-|r|s 5pd W dveragel A Maximm VR ER A Teia] Dei BB R
| ]

Duthownd Current 188K Mwerige; 600 W Hextmw B30 W Tetal Deti B49.5E B

Ol uefcant Packels In  Corrent: 36010 6 Averege: 1SS N Murimmi L3N
Hast: HAR-CUST-WWWa W unicast Pachens Owt Currest: 36543 b Average: LET N i zmn
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-5 -SWRS0S -2 — l.lril:-a: Packets - 171

[T

o B 0 O 8 e
TEO0 NI00 SEIO0 00 00 EZmon

i T

ma—m Traffic - 1.-’3

e ._[

bptes pEr Secnd

OE 00 CRiD0 DE:DD 0H:00 P00 TEOD BAI0D VDD TEO0 MEDD 200 :

W Embeued  Current: 2084 B Mversge: EZ D0 R maximm 2 R el e a1 G
W Osthosnd Current: MI.TE R dversgel E.TE b Wavisem  BEE T b Tete] 0wt 6. 18 G

http://www.cacti.net

Cacti

Open source graphing
tool for RRDTool data
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: 0.02/10.28 7 0.445 sec
0.00/0.85/0.153 sec
0.26/ 4.06 / 3.147 sec
Host Check Latency: 0.00/ 0.94 / 0.535 sec
# Active Host | Service Checks: 17/ 175
# Passive Host | Service Checks: 0/ 0

ano

Network Map For All Hosts
Last Updatod: Fri Jan 11 11:53:03 CST 2008

Layout Mathod: Scaling factor
[ Collapsed tree 3 0.0

ovory
Magios® 3.0rc1 - wew,1agios ofg Drawing Layers _ Layer mode:
Lol Environmental Probes o]

Fedora Core & Mroduction Servers O @ Exclude
Printers .
Production Linux Servers

[Vicw Status Dotail For A Hosts
[Viow Siatus Overvivw For Al Hoats'

Suppross popups:

(Update )

Hagios Process

7N

\ e =

i/fjj%//wwm
Q<’$/)~<</V a/ \@?E\? >

et i ool e gl e s opergear [ ———
r " g Wy P

R

ayINON.COR  NAFioS.CON  nagios .orinagioscommnity.org

http://www.nagios.org

Nagios
Open source system

and network monitoring
tool
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Network and System Management Tools

T Ee B yiew (o Boskmans Tools Windes  feip Debpg @8

nﬁ:'u T m%m “ W hifgolacalhost | D00 Cabeseren || g Search ;IEI -

T A Hone | whBoknaes @iaM s g

€©.0.0.0

T T I I el A P e T

webmin

Web based system
administration tool

Verdan 1.090 on localhost localdomasln (Redhot Linax 7.3)

e B o B wE | ool ogued o e tmin 1 890 an bl st nan (Redhal Linus 7.3 [ |l

http://www.webmin.com/ 46
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A HP Systems Insight Manager - Microsoft Internet Explorer provided by Hewlett-Packard (= 2]

Fle Edt Mew Fawortes Tock Heb i HP SIM
Qoesk » O - KW 2@ @ Psewch frroos @ -5 @l DB 3
Agdress .ﬁ https: [fhpsimsrr, ko hp.com: 50000 /mxpar talhome M or talFrames. jsp

&) HP Systems Insight Manager

— . . . , Web based system
System Status ‘M Tools = Deploy = Configure ~ Diagnose = Optimize ~ Reports ~ Tasks & Logs + Options ~  Help = R . .
e " Management Processors administration tool

a¥ L0 systemis) | [IICTENN

10 7 10 389 Unciearsd Event Status

View as: [table %] Customize. .

[ elect “Al Manngement Processars” self
Summary: ) 1 criscal W 0 Major b 0 Minor & 43 Harmal Eunuwu 3 0 Unknown_Tatak 44

I o i i o

(i green-con Management Processor  16.116.45.22 HP Single Partiticn

| D C} (i} indige-consale Management Processor 16.116.45.24 HP Single Partiticn

System Advisor 'O @ Q) mofbil-consale Management Processor 15.116.72.144 Infegrated Lights-
Al Systems ¥ Sever R

& Al Events O & (O mgihR-consale Management Processor  16.118.72.145 Infegrated Lights-
- LML Y S Lo hm“"m

B storage s;atems S O & (5 mgti3-conzole Management Processor  18.116.72.148 Integraled Lights-

B A Racks | O @ (3 mgebit-console Manogement Processor 16.116.72.147 Intngrated Lights-

::: E:m‘”'“ 0o () mgtent in Enel mylen1_USUSET204BTE Mansgement Processer 16.116.72.148 BlasdeSystem e70

ents

B Al Hetwa King Devices | 0 & (33 mghen2 in Encl mgten]_0SUSETI04ETE Mansgement Processor 1611672149 BiladeSysiem c70

B an printers 0 & ) mpOl15tbesisad Managemant Processer 16.116.75.81 Integralad Lights.

n“ All Maragement Process | || ') g ) meOl1SEocs3chc Management Processor 161167648 indegrated Lights-

o Syatewaby Strlus I m M e AGRRASIRRa Mansasmant Drnssasne 1R 117 75 50 Intaneated | whte.
Systems by Operating Systh < »

B clusters by Type

H Clusters by Status i As Cole e | |m
& system Functions
B Funnta

&] Done S @ Trusted sites

http://www.hp.com/go/hpsim 47
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Network and System Management Tools

OpenView
Tivoli
CA-Unicenter
many more ...

48
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The final is available
now on the web site

CIS 192 - Lesson 15 hs [ﬂ l l Iw

Final - 60 points

* Meet at the normal class time and location

 There are 8 possible tasks to implement from
scratch during the final exam. The description
of these task requirements will be available
one week prior to the exam.

* One task is mandatory (20 points). Two
additional tasks of your choice make up the
rest of the exam (20 points each)

« Any additional tasks completed during the
exam will earn 6 points of extra credit each.
These extra credit points are not subject to
the extra credit cap for the course.

* You may use the forum and work with other
students to prepare in advance of the final.
During the final you must work by yourself.

« The exam is open, book, open notes and open
computer. Your are not allowed to ask for or

give assistance during the exam. 50
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Final - 60 points

Tips

* Prior to the final, select the tasks you plan to
do and practice implementing them over and
over till you can do them in your sleep.

» Take note of any implementation problems
that come up and record the troubleshooting
solutions you discovered to fix them.

 Make yourself some personal checklists with
the steps, command examples, and
references to help things go smoothly during
the exam.

The final is available

now on the web site 51
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- wﬂurﬂurﬂu in
or the Atmosphere

Transpiration

Ground Water. -~
Infiltration

e e e e

— Water Storage
e in Oceans.

Ground Water Storage

USGS Ground-Water

e for "hanqmgmlrfd Discharge

e e e e
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Default GWs flow to
the ocean (Internet)
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gst. 1958 "

|51 hivendell -
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If you use iptables commands (recommended) to configure the firewall then
DON'T use the Security Level Configuration tool or the lokkit command!

g connections. Disabling a firewall
nections and is not recommended.

Trusted service

P Other ports

[  Bpply ] [ xgance|]

<Tab>; 1it-Tab> between elements <Space> selects T12>= p . screen

Security Level
Configuration

The Security Level Configuration tool and the lokkit command will
clobber any changes you have made with iptables commands!
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The Final i1s Tuesday June 3
Room 2501 - Starts at 5:30 PM

 Extra credit Iabs are due midnight June 3

e Five forum posts are due midnight June 3

 The final will be open book open notes, open
computer
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Open Lab Workshop

Lab 10 - Internet Services
Extra Credit Labs

Final preparation

59
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Classroom Static IP addresses for VM's

Instructor

Station-01
Station-02
Station-03
Station-04
Station-05
Station-06
Station-07
Station-08
Station-09
Station-10
Station-11

Station-12

Skakion-09

172.30.1.100
172.30.1.101
172.30.1.102
172.30.1.103
172.30.1.104
172.30.1.105
172.30.1.106
172.30.1.107
172.30.1.108
172.30.1.109
172.30.1.110
172.30.1.111
172.30.1.112

172.30.1.125
172.30.1.126
172.30.1.127
172.30.1.128
172.30.1.129
172.30.1.130
172.30.1.131
172.30.1.132
172.30.1.133
172.30.1.134
172.30.1.135
172.30.1.136
172.30.1.137

Station-13
Station-14
Station-15
Station-16
Station-17
Station-18
Station-19
Station-20
Station-21
Station-22
Station-23
Station-24

172.30.1.113
172.30.1.114
172.30.1.115
172.30.1.116
172.30.1.117
172.30.1.118
172.30.1.119
172.30.1.120
172.30.1.121
172.30.1.122
172.30.1.123
172.30.1.124

Note the static IP address for your station to
use in the next class exercise

172.30.1.138
172.30.1.139
172.30.1.140
172.30.1.141
172.30.1.142
172.30.1.143
172.30.1.144
172.30.1.145
172.30.1.146
172.30.1.147
172.30.1.148
172.30.1.149

ol
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Classroom DHCP IP allocation pools table by station number

g5k, 1955 "

172.30.1.101 172.30.1.50 172.30.1.54 172.30.1.101 172.30.1.210 172.30.1.214
02 172.30.1.102 172.30.1.55 172.30.1.59 14 172.30.1.102 172.30.1.215 172.30.1.219
03 172.30.1.103 172.30.1.60 172.30.1.64 15 172.30.1.103 172.30.1.220 172.30.1.224
04 172.30.1.104 172.30.1.65 172.30.1.69 16 172.30.1.104 172.30.1.225 172.30.1.229
05 172.30.1.105 172.30.1.70 172.30.1.74 17 172.30.1.105 172.30.1.230 172.30.1.234
06 172.30.1.106 172.30.1.75 172.30.1.79 18 172.30.1.106 172.30.1.235 172.30.1.239
o7 172.30.1.107 172.30.1.80 172.30.1.84 19 172.30.1.107 172.30.1.240 172.30.1.244
08 172.30.1.108 172.30.1.85 172.30.1.89 20 172.30.1.108 172.30.1.245 172.30.1.249
09 172.30.1.109 172.30.1.90 172.30.1.94 21 172.30.1.109 172.30.1.250 172.30.1.254
10 172.30.1.110 172.30.1.95 172.30.1.99 22 172.30.1.110 172.30.1.30 172.30.1.34
11 172.30.1.111 172.30.1.200 172.30.1.204 23 172.30.1.111 172.30.1.35 172.30.1.39
12 172.30.1.112 172.30.1.205 172.30.1.209 24 172.30.1.112 172.30.1.20 172.30.1.44
Instruct 172.30.1.100 172.30.1.45 172.30.1.49

=

Skakion-09

Use these pools of addresses based on your station
number to avoid conflicts on the classroom network
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Q11. What MUA is installed on Hershey?

/bin/mail and /or evolution

[rich@hershey rich]$ type mail

mail 1s /bin/mail

[rich@hershey rich]$ rpm -ga | grep evolution
evolution-1.2.2-4

[rich@hershey rich]$

[rich@hershey rich]$ mail

Marl version 8.1 6/6/93. Type ? for help.
“/var/spool/mail/rich": 1 message

> 1 rich@middelearth.net Tue May 12 11:50 22/664 "Almost"
& X

[rich@hershey rich]$

64



