Cagum: L oXXeg CIS 90 - Lesson 10
Lesson Module Checklist
e Slides -

* Properties -

« Flash cards -

» First minute quiz -

« Web calendar summary -
« Web book pages -

« Commands - done

« Lab tested and uploaded -

« Test02 uploaded, permissions set -

« Test02 mods made to Opus and Sun-Hwa -
« Real test uploaded and permissions set -

« CCC Confer wall paper — NA

Materials uploaded -

Backup slides, CCC info, handouts on flash drive -
Check that backup room headset is charged -

« Spare 9v battery for mic

R



Instructor: Rich Simms
Dial-in: 888-450-4821
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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Quiz

Please answer these questions in the order
shown:

No Quiz Today

email answers to: risimms(@cabrillo.edu

(answers must be emailed within the first few minutes of class for credit) 3



CIS 90 - Lesson 10
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i

[ ] Video (webcam) optional
[ ] layout and share apps
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Part 1 - Flashcards questions (1 point each)
[Q1] What command shows the other users logged in to the computer?
o 0 de [A1]
e
/ [Q2] What environment variable is used by the shgfl to determine which directories to
search when locating a command?
7 A2
boot bin c sbin [A2] ~
===
i .cabrillo.edu's password: =
' Current dlrectory Last login: Oct 8 18:58:43 2012 from 50-4-68-235.dsl.dynamic.fusionbroadban
d.com
Show all downloads... %

What command copies th
Terminal type? [xterm]
Terminal type is xterm
/home/cis90/simben § D

SeMying gabrillo College
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First Minute Quiz

Please answer these questions in the order
shown:

No Quiz Today

But we do have a test!

email answers to: risimms@cabrillo.edu
(within the first few minutes of class) 6
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UNIX Processes

Objectives

e Know the process life cycle e Questions from last week
e Interpret ps command output

_ : e Housekeeping
e Run or schedule jobs to run in the

e Process definition

background
e Send signals to processes * Process lifecycle
e Configure process load balancing e Process information
e Job control
e Signals
e Load balancing
e Wrap up

o Test #2



CIS 90 - Lesson 10 ‘ l lw




0, G 1S 90 - Lesson 10500t LR BRI I

Previous material and assignment

1. Questions on previous material?
« File management (Lesson 6)
« Permissions (Lesson 7)
« Input/output (Lesson 8)
« Labs
» Practice test

2. Questions regarding the test today?

« Test will start during the last hour of class.

« Should take about 45-60 minutes

« If you wish, you can keep working on it till
11:59PM.

« You must do all the work on the test by yourself
and not ask or give help to others regarding any
of the test questions.






CIS 90 - Lesson 10 ' ﬁ l ’ IW

umask summary

« Use the umask command to specify the permissions
you want stripped from future new files and directories

« Does not change permissions on existing files

« To determine permissions on a new file or directory
apply the umask to the initial permission starting
point:

 For new files, start with 666

 For new directories, start with 7277

« For file copies, start with the permission on
the source file being copied

11
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With a umask of 033 what permissions would a newly created
directory have?

umask setting of 033 strips
these bits: --- -wx -wx
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Example 1 - new directory

With a umask of 033 what permissions would a newly created

directory have?

rwx rwx r W X

starting point = 777
(new directory)

umask setting of 033 strips
these bits: --- -wx -wx

13
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Example 1 - new directory

With a umask of 033 what permissions would a newly created
directory have?

F "W X I l l I l l starting point = 777
| ] (new directory)
umask setting of 033 strips
these bits: --- -wx -wx

r W X i r - - i r - - Answer: 744

Prove it to yourself on Opus as shown here

/home/cis900l/simmsben $ umask 033

/home/cis900l/simmsben $ mkdir brandnewdir
/home/cis900l/simmsben $ ls -1ld brandnewdir/

drwxr--r-- 2 simmsben cis900l 4096 Apr 21 12:46 brandnewdir/

14
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With a umask of 077 what permissions would a newly created
file have?

l l ll l l From issuing umask 077
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Example 2 - new file

With a umask of 077 what permissions would a newly created

file have?

rW-irw-irw-

starting point = 666
(new file)

umask setting of 077 strips
these bits: --- rwx rwx

16
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Example 2 - new file

With a umask of 077 what permissions would a newly created

file have?
_ starting point = 666
MW l l ll l l {aeTtils),
umask setting of 077 strips
; i these bits: --- rwx rwx
F W - T Answer: 600

Prove it to yourself on Opus as shown here

/home/cis900l/simmsben $ umask 077
/home/cis900l/simmsben $ touch brandnewfile
/home/cis900l/simmsben $ ls -1 brandnewfile

— I 1 simmsben cis9%900l 0 Apr 21 12:50 brandnewfile 17
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If umask=022 and cinderella file permissions=622

What would the permissions be on the file cinderella.bak after:
cp cinderella cinderella.bak

Y

l i l From issuing umask 022
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Example 2 - file copy

If umask=022 and the cinderella file permissions=622

What would the permissions be on the file cinderella.bak after:
cp cinderella cinderella.bak

I _ _ i — starting point = 622
r W W W (source file permissions)
g umask setting of 022 strips
these bits: --- -w- -w-

19
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Example 2 - file copy

If umask=022 and the cinderella file permissions=622

What would the permissions be on the file cinderella.bak after:
cp cinderella cinderella.bak

riw - _ _ _ - starting point = 622
(source file permissions)
umask setting of 022 strips
these bits: --- -w- -w-

r W - | = = == = - Answer: 600

Prove it to yourself on Opus as shown here

/home/cis900l/simmsben $ touch cinderella

/home/cis900l/simmsben $ chmod 622 cinderella

/home/ci1s900l/simmsben $ umask 022

/home/cis900l/simmsben $ cp cinderella cinderella.bak
/home/ci1s900l/simmsben $ 1ls -1 cinderella.bak

—IrwW——————- 1 simmsben cis900l 0 Apr 21 12:53 cinderella.bak 20
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FY]

shell debugging and {}

21
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‘ &% The Shell Parse Step

INZ &
l/_ ‘\
V)

)
& @ 1) Prompt for a command

2) Parse (interpret metacharacters,
expand file names and dissect

Shell command line into options and
arguments)

3) Search for program (along the

System Applications path) _ _

Commands 4) Execute program by loading into

memory (becomes a process),

hookup input and outputs, and

Kernel pass along command line options
and arguments.

5) Nap (wait till process is done)

6) Repeat

22
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Important Concept to Understand

« It's a team effort between the shell and the
command to process what a user types after the
prompt

« The shell does the initial work during the parse
step and hands a clean list of options and
arguments to the command

« The command may not see everything the user
actually typed in

23
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FYI set —Xx, set +Xx

/home/cis90/rodduk $ set -x Enable shell debugging
+ set -x

++ echo -ne '\033]0;rodduk@opus:~"'

, . - Shows how bash
/home/cis90/rodduk $ type /bin/pi expands pathnames
+ type /bin/ping /bin/ping6
/bin/ping is /bin/ping

/bin/ping6 is /bin/ping6
++ echo -ne '\033]0;rodduk@opus:~"

/home/cis90/rodduk $ type -af /usr/bin/p[ek]*[ct] 2> /dev/null
+ type -af /usr/bin/perlcc /usr/bin/perldoc /usr/bin/pkcsll inspect
/usr/bin/perlcc is /usr/bin/perlcc

/usr/bin/perldoc is /usr/bin/perldoc

/usr/bin/pkcsll inspect is /usr/bin/pkcsll inspect

++ echo -ne '\033]0;rodduk@opus:~"'

/home/cis90/rodduk $ set +X Disable shell debugging
+ set +x

/home/cis90/rodduk $

shows what arguments are actually passed to the command when it’s
loaded 24
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FYI set —Xx, set +Xx

/home/cis90/rodduk $ set -x Enable shell debugging
+ set -x
++ echo -ne '\033]0;rodduk@opus:~"

/home/cis90/rodduk $ find .-name '$LOGNAME'

+ find . -name 'SLOGNAME' <

find: ./Hidden: Permission denied Shows how quoted
find: ./testdir: Permission denied text strings get

++ echo -ne '\033]0;rodduk@opus:~" handled for variables

/home/cis90/rodduk $ find . -name "$LOGNAME"

+ find . —-name rodduk <
find: ./Hidden: Permission denied
. /rodduk

find: ./testdir: Permission denied
++ echo -ne '\033]0;rodduk@opus:~"

/home/cis90/rodduk $ set +x Disable shell debugging
+ set +x
/home/cis90/rodduk $

Shows variables in double (weak) quotes get expanded, while those in

single (strong) quotes do not .
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FYI set —Xx, set +Xx

/home/cis90/simben $ set -x Enable shell debugging
+ set -x
++ echo -ne '\033]0;simben90@opus:~"

/home/cis90/simben $ find . -name *.egg

+ find . -name 1991.egg <

./1991.egg Shows how guoted

++ echo -ne '\033]0;simben9%0@opus:~" text strings get
handled

/home/cis90/simben $ find . -name "*.egg"

+ find . -name '*.egg' i

./1991.egg

./basket/.1993.egg

< snipped >

./basket/.1969.egg
./basket/.1972.egg

++ echo -ne '\033]0;simben90@opus:~"'

/home/cis90/simben $ set +x  Djsable shell debugging
+ set +x
/home/cis90/simben $

Shows filename expansion metacharacters without quotes are
expanded and those in quotes are not 26
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FYI using {}

The braces {} are filename expansion metacharacters

/home/cis90/simben $ mkdir fast
/home/cis90/simben $ ls fast
/home/cis90/simben $ touch fast/file{l,2,3,4,5}
/home/cis90/simben $ ls fast

filel file2 file3 filed4d fileb

Short hand for specifying multiple filenames at once

/home/cis90/simben $ set -x
++ echo -ne '\033]0;simben90@opus:~"'

/home/cis90/simben $ touch fast/file{l,2,3,4,5}

+ touch fast/filel fast/file2 fast/file3 fast/filed
fast/fileb

++ echo -ne '\033]0;simben90@opus:~"'

Showing
how bash
did the
expansion
above

27
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Managing your grade

Percentage | Total Points |Letter Grade|Pass/No Pass

90% or higher|504 or higher A Pass

80% to 89.9%| 448 to 503 B Pass

70% to 79.9%| 392 to 447 C Pass

60% to 69.9%| 336 to 391 D No pass

0% to 59.9% 0 to 335 F No pass
Points gone by i
« 7 quizzes - 21 points
« 1 tests - 30 points :

P 301 points

« 2 forum periods - 40 points
« 7 labs - 210 points

Points yet to earn -
3 quizzes - 9 points
2 tests - 60 points
2 forum periods - 40 points - 259 points
3 labs - 90 points

1 final project - 60 points

Plus extra credit - up to 90 points 29
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S i D e T anborn: 74% (225 of 301 points)
- arador: 62% (189 of 301 points)
aragorn: 68% (205 of 301 points)
balrog: 54% (165 of 301 points)
bombadil: 9
boromir: 62
celeborn: 1

(

0% (273 of 301 points)
% (189 of 301 points)
05% (317 of 301 points)
dori: 51% (156 of 301 points)
elrond: 65% (196 of 301 points)
eomer: 83% (251 of 301 points)
gimli: 40% (123 of 301 points)
goldberry: 54% (165 of 301 points)
huan: 101% (307 of 301 points)
ingold: 101% (305 of 301 points)
marhari: 46% (140 of 301 points)
pallando: 78% (237 of 301 points)
e WOEY W e o quickbeam: 27% (84 of 301 points)
samwise: 74% (223 of 301 points)
saruman: 95% (288 of 301 points)
sauron: 105% (317 of 301 points)
shadowfax: 106% (320 of 301 points)
As of October 27, 2012 | smeagol: 99% (298 of 301 points)
(using Jesse’s | theoden: 92% (279 of 301 points)

checkgrades script) | tulkas: 81% (244 of 301 points) 30
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Managing your grade
Getting extra help for CIS 90

€« C Mt | © simms-teach.com/cis90grades.php & = HEN
Rich's Cabrillo College CIS Classes 1 Come_ by the lab and get help
CIS 90 Grades from instructors and student
assistants

m

CIS 90 (Fall 2010) Grades i
Course Home Calendar
T —— e
Points can be earned from the following activities: B Geogle ©! richsimm: » | g Rich's Cab » / [ Cabrillo N > '\ [ Cabrillo Ci » | = Howtoco x | [ CabriloCi |
3 = = € [ webhawks.org/~cislab/ x| =
* 59 - Quizzes
. - Tests m
CIS a0
. Help forum participation .
Previous Classes e 54% - Lab assignments - Cabrillo Network & Systems Technology Lab
9 -
+ 11% - Final ] Aptos Campus
How your grade is determined: S . |_Home | Resources | NETLAB | Location |
A student can earn up to 560 total points doing the activities listed above. The course grade i
e number of points earned. Fall 2012 Instructor and Lab Assistant Hours
abrillo College
b Ad B = e e o Note: The CIS Lab is closed on holidays and spring break (Sep 3, Nov 12, Mov 22-23)
Web Advisor ercentage otal Points |Letter Grade|Pass/No Pasg
” - - -

CCC Confer 90% or higher|504 or higher il Pass Half Hour Monday Tuesday Wednesday ~ Thursday Friday Saturday Sunday
Static IPg 80% to 89.9%| 448 to 503 B Pass 08:30 closed closed closed
0 70% to 79.9%| 392 to 447 c Pass got0 dosed

uick Ref ° il 09:30 closed

VM Repairs 60% to 69.9%| 336 to 391 D No pass 10:00 Gerlinde B Bryan closed

o 0% to 59.9% | 0 to 335 F No pass 1030 Gerinds Bryan Bryan closed

=0 11:00 David David Bryan Bryan closed
For some flexibility, personal preferences or family emergencies there is an additional 90 poi i e e ErED /) 2t 3

tra credit activities 12:00 David David Jim Bryan Bryan closed

EXtralced: - 12:30 David David Jim Bryan Bryan closed

. 01:00 David, Gerlinde Chelsea David, Gerlinde  Jim, Chelsea Bryan Bryan closed

Choice of Grade or Pass/No Pass 01:30 Geilinde, Rich Chelsea Gerlinde Jim, Chelsea Bryan Bryan closed

You indicate your grading choice on the Student Survey form passed out during the first class| 2 Sria R Eizse i @iz e FIEE

grading choice selection on the table below. Contact the instructor by email with any question 0830 || Gorrce, Fich Chelsos Eron Cheleen dosed

03.00 Rich, Bryan Chelsea Bryan Chelsea closed

03:30 Rich, Bryan Chelsea Bryan Chelsea closed

04:00 Bryan Chelsea Bryan Chelsea closed closed closed

04:30 Bryan Chelsea, Gerlinde Bryan Chelsea closed closed closed

05:00 Bryan Gerlinde Bryan Chelsea closed closed closed

05:30 Bryan Chelsea closed closed closed

06:00 closed closed closed

06:30 closed closed closed

07:00 closed closed closed

07:30 closed closed closed

08:00 closed closed closed

08:30 closed closed closed

09:00 closed closed closed

Gerlinde=Gerlinde Brady, Jim=Jim Griffin, Rich=Rich Simms
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Managing your grade
Getting extra help for CIS 90

* Rich’s Office Hours Wed 4:20PM-5:10PM in Room
2501 (right after class) or TBA

« Ask questions on the Forum at:
http://opus.cabrillo.edu/forum/
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&y The Shell Execute Step

)
& @ 1) Prompt for a command

2) Parse (interpret metacharacters,
expand file names and dissect

Shell command line into options and
arguments)

3) Search for program (along the

System Applications path) _ _

Commands 4) Execute program by loading into

memory (becomes a process),

hookup input and outputs, and

Kernel pass along command line options
and arguments.

5) Nap (wait till process is done)

6) Repeat

34
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Definition of a process

A process is a program that has
been copied (loaded) into memory
by the kernel and is either running

(executing instructions) or waiting
to run.

ot L
) ¥
A} ©

35
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Program to process

/home/c1s90/simben S$cmd

stdout

r
(X

A process is a program
that has been loaded into
memory and is either
running (executing Options: NA
instructions) or waiting to Args: NA
run

OF:

.
I70

stdin
stderr

36
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Example program to process: sort command

/home/cis90/simben $ sort /dev/pts/0
duke o
benji stdout x

star

s — ()
benj1i
duke

homer
star

Options: NA

/dev/pts/0

A command like sort is a
program when it is stored
on the drive. Itis a

process when jt is copied

~oa
...... -~ o

2z rot 778
ALl SSS .
T — e S

-

-------
—

J
L]

duke stdin to memory by the kernel d
benji and either running or stderr
star waiting to run.

37
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I l “¥? (0 unread) Yahoo! Mail, richsimms | . Rich's Cabrillo College CIS Classe... x | || Assembly Language Tutorial X |T

File Edit View History Bookmarks Tools Help

Assemb 1guage Tutorial - Mozilla Firefox

oy ( L1 ‘http://www.hep.wisc.edu/~pinghc/x86AssmTutorial.htm 97 v |

@:_-\ [ Yahoo APl

@ Disable- & Cookies™ | CS5+ -] Forms= (¥ Images~ @ Information~ | Miscellaneous~ ../ Outline~ _ 3 Resizer ./ Tools®

-

A simple example:

CCDE

void funtctionl() {
int A = 10;
L += 66;

}

compiles to...

funtctionl:
1 pushl %ebp #
2 movl %esp, %ebp #,
3 subl $4, %esp #,
4 movl $£10, -4(%ebp) #, A
5 leal -4 (%ebp), %eax #,
6 addl $66, (%eax) #, A
7 leave
8 ret
Explanation:
push ebp

copy stack pointer to ebp

make space on stack for local data

put value 10 in A (this would be the address A has now)
load address of A into EAX (similar to a pointer)

add 66 to A

. don't think you need to know the rest

m

s W N

Mixing C and Assembly Language

The way to mix C and assembly language is to use the "asm" directive. To access C-language variables from inside
of assembly language. you simply use the C identifier name as a memory operand. These variables cannot be local to
a procedure, and also cannot be static inside a procedure. They must be global (but can be static global). The b

< | 10 ] »

Done

1

Most programs are
written in the C
language

The C compiler
translates the C code
into binary machine
code instructions the
CPU can execute.

http://www.hep.wisc.edu/~pinghc/x86AssmTutorial.htm 38
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Example program to process: sort command

[rsimms@opus ~]$ type sort Use type to find where the

sort is /bin/sort sort program is located ) _
Use file to see sort is

[rsimms@opus ~]$ file /bin/sort a binary executable

/bin/sort: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), for GNU/Linux
2.6.9, dynamically linked (uses shared libs), for GNU/Linux 2.6.9, stripped
[rsimms@opus ~]8$

[rsimms@opus ~]$ xxd /bin/sort | more

0000000: 7£45 4c46 0101 0100 0000 0000 0000 0000 .ELF.......ouu..

0000010: 0200 0300 0100 0000 e093 0408 3400 0000 ....evvunn.. 4...

0000020: 2cdb 0000 0000 0000 3400 2000 0800 2800 ,....... 4. ... (. Use xxd to produce a

0000030: 1f00 1e00 0600 0000 3400 0000 3480 0408 ........ 4...4... . .
0000040: 3480 0408 0001 0000 0001 0000 0500 0000 4...eeuuuuunnnn. hexadecimal dump of the sort file
0000050: 0400 0000 0300 0000 3401 0000 3481 0408 ........ 4...4...

0000060: 3481 0408 1300 0000 1300 0000 0400 0000 4...euuuuuunnnn.

< snipped >

A command like sort is a program
when it is stored on the drive. Itis a
process when it is copied to memory
by the kernel and either running or
waiting to run by the CPU

39
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&y The Shell Execute Step

)
& @ 1) Prompt for a command

2) Parse (interpret metacharacters,
expand file names and dissect

Shell command line into options and
arguments)

3) Search for program (along the

System Applications path) _ _

Commands 4) Execute program by loading into

memory (becomes a process),

hookup input and outputs, and

Kernel pass along command line options
and arguments.

5) Nap (wait till process is done)

6) Repeat

41
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Executing a command <cmd>

/home/cis90/simben $<cmd>

stdout

r
(X

A process is a program that
has been loaded into memory
and is either running
(executing instructions) or
waiting to run

Options: NA
Args: NA

stdin

stderr

42
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Process Lifecycle

Note: This diagram PID: 582 PID: 582
shows a generic ” cp g
command “<cmd>" exec() exit()
being loaded and bash <cmd> X
executed for the user “a‘
by the bash shell. PPID: 501 PPID: 501 y"‘
PID: 501 PID: 501 .~ PID: 501
—p— £
wait()

bash bash bash

PPID: 250 PPID: 250 PPID: 250

A process uses system calls (e.g. fork, exec, wait, exit)
to request services from the kernel 43
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Process Lifecycle — fork child process

PID: 582

bash Child process (different PID)

PPID: 501

PID: 501 PID: 501
bash bash Parent process
PPID: 250 PPID: 250

1) The first step in executing a command is to create a new child process

» This is done by the parent process (bash) making a copy of itself using
the fork system call.

« The new child process is a duplicate of the parent but it has a different 44
PID.
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Process Lifecycle

PID: 582 PID: 582
bash — <cmd>
PPID: 501 PPID: 501
PID: 501 PID: 501
bash fork() bash wait()
PPID: 250 PPID: 250

2) The next step is to load the command into the new child process

« An exec system call is issued to overlay the child process with the instructions of
the requested command. The new instructions then are executed.

« The parent process issues the wait system call and goes to sleep.
45
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Process Lifecycle

PID: 582 PID: 582
exec() exit(’
bash <cmd> u&')’ X
PPID: 501 PPID: 501
PID: 501 PID: 501 " PID: 501
fork() wait() “

bash bash bash

PPID: 250 PPID: 250 PPID: 250

3) The final step is to terminate the new child process after it has finished

« When the child process finishes executing the instructions it issues the exit
system call. At this point it gives up all its resources and becomes a zombie.

« The parent is woken up. Once the parent has informed the kernel it has finished
working with the child, the child process is killed and removed from the process 46
table.



CIS 90 - Lesson 10

Process Lifecycle

PID: 582 PID: 582
exec() exit()
bash <cmd> —
PPID: 501 PPID: 501 .
PID: 501 PID: 501 " PID: 501
fork() wait() £
bash bash bash
PPID: 250 PPID: 250 PPID: 250

Note: If the parent process were to die before the child,
the zombie will become an orphan.

Fortunately the init process will adopt any orphaned
zombies!

47
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Process
Information

DS command
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2.0 A o
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Process

PID

PPID

UID
TTY

S

PRI
SZ
CMD

WCHAN

TIME

NI

Process Identification Number, a unique number
identifying the process

Parent PID, the PID of the parent process (like ... in
the file hierarchy)

The user running the process

The terminal that the process's stdin and stdout
are connected to

The status of the process: S=Sleeping,
R=Running, T=Stopped, Z=Zombie

Process priority

Process size

The name of the process (the command being run)
The CPU utilization of the process

Waiting channel (name of kernel function in which
the process is sleeping)

Flags (1=forked but didn't exit, 4=used superuser
privileges)

Cumulative CPU time

Nice value

Information

Just a few of the
types of information
kept on a process.

Use man ps to see a
lot more.
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ps command

[rsimms@opus ~]$ ps

PID TTY TIME CMD
6204 pts/6 00:00:00 bash
6285 pts/6 00:00:00 ps
[rsimms@opus ~]$

Show just my processes. Note bash was started for
me when I logged into my terminal session. ps is
showing because it is running the instant this output is
printed.
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ps command with -u option

[rsimms@opus ~]$ cat /etc/passwd | grep Marcos
valdemar:x:1200:103:Marcos Valdebenito:/home/cis90/valdemar:/bin/bash

[rsimms@opus ~]$ ps -u 1200

PID TTY TIME CMD
5971 7 00:00:00 sshd
5972 pts/5 00:00:00 bash

[rsimms@opus ~]$ ps -u dymesdia

PID TTY TIME CMD
6418 2 00:00:00 sshd
6419 pts/1 00:00:00 bash

[rsimms@opus ~]$ ps -u rsimms

PID TTY TIME CMD
5368 ? 00:00:00 sshd
5369 pts/0 00:00:00 bash
6173 pts/0 00:00:00 man
6176 pts/0 00:00:00 sh
6177 pts/0 00:00:00 sh
6182 pts/0 00:00:00 1less
6203 ? 00:00:00 sshd
6204 pts/6 00:00:00 bash
6510 pts/6 00:00:00 ps

Use the -u (user) option to look at
processes owned by a specific user

o1
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ps command with =l option

Use -1 (long format) to show additional process information

[rsimms@opus ~]$ ps -1
F S UID ©PID PPID C PRI NI ADDR SZ WCHAN TTY TIME CMD
6204issleeping 0 S 201 6204 6203 0 75 0O — 1165 wait pts/6 00:00:00 Dbash
6521 isrunning 0 R 201 6521 6204 0 77 0O - 1050 - pts/6 00:00:00 ps
X parent Process 1D \
Process ID Size in 1K blocks
User ID

Running or sleeping
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Deep Dive View of ps -l command

, PID: 6521 PID: 6521
Running the
ps -1 hash  LoxecO | ps
command as gfg'sc’,”;k"
from bash
PPID: 6204 PPID: 6204
The child process (ps) is
running (status=R)
PID: 6204 PID: 6204
.‘ A The parent process
bash fork() WL-E\(__, (bash) issues the wait
as bash e system call and goes to
sleep (status=S)
PPID: 6203 PPID: 6203
[rsimms@opus ~]1$ ps -1
F'S UID PID PPID C PRI NI ADDR SZ WCHAN TTY TIME CMD
6204 is sleeping | 0 s 201 6204 6203 0 75 0 - 1165 wait pts/6 00:00:00 bash
6521 isrunning | 0 R 201 6521 6204 0 77 0 - 1050 - pts/6 00:00:00 ps

An exec system call is issued to overlay the child process with the instructions of the
requested command. The new instructions then are executed.
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ps command with -ef options (page 1)

[rsimms@opus ~]$ ps -ef

UID PID PPID C STIME TTY TIME CMD

root 1 0 0 Sepl0 ? 00:00:05 init [3]

root 2 1 0 SeplO ? 00:00:00 [migration/O0]

root 3 1 0 SeplO ? 00:00:00 [ksoftirgd/O0]

root 4 1 0 Sepl0 ? 00:00:00 [watchdog/0]

root 5 1 0 SeplO 2 00:00:02 [migration/1]

root 6 1 0 Sepl0 ? 00:00:00 [ksoftirgd/1]

root 7 1 0 Sepl0 ? 00:00:00 [watchdog/1]

root 8 1 0 SeplO 2 00:00:00 [events/0]

root 9 1 0 SeplO 2 00:00:00 [events/1l]

root 10 1 0 Sepl0 ? 00:00:00 [khelper] Use =-ef option to
root 11 1 0 SeplO ? 00:00:00 [kthread] see everything
root 15 11 0 Sepl0 ? 00:00:00 [kblockd/O0] .

root 16 11 0 Sepld 2 00:00:00 [kblockd/1] with full format
root 17 11 0 SeplO ? 00:00:00 [kacpid]

root 109 11 0 SeplO ? 00:00:00 [cqueue/0]

root 110 11 0 SeplO ? 00:00:00 [cqueue/1]

root 113 11 0 SeplO 2 00:00:00 [khubd]

root 115 11 0 SeplO ? 00:00:00 [kseriod]

root 181 11 0 SeplO ? 00:00:00 [pdflush]

root 182 11 0 SeplO ? 00:00:07 [pdflush]

root 183 11 0 SeplO 2 00:00:01 [kswapdO]

root 184 11 0 SeplO ? 00:00:00 [aio/0]

root 185 11 0 SeplO 2 00:00:00 [aio/1]

root 341 11 0 SeplO ? 00:00:00 [kpsmoused]

root 371 11 0 Sepl0 ? 00:00:00 [ata/0] 54
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root
root
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root
root
root
root
root
root
root
rpc
root
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root
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ps command with -ef options (page 2)

372
373
377
378
379
412
446
869
1420
1421
2082
2098
2100
2120
2123
2160
2183
2201
2227
2275
2345
2364
2383
2434
2472
2493

11
11
11
11
11
11

11

11
11

2098

=

e e e e e

O O O O O OO OO OO IO OO OOIOIODOOOoOOooo oo

Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0
Sepl0

LR I O B R S N R B R R I L N R O R O S N B S S S S R VLV

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
125
00:
00:
00:
00:
00:
00:
00:
00:
:23
00:
: 20
00:
01:
00:
00:
00:
00:
00:
00:
00:
00:

01

00

00

00
00
00
00

00
00
01
00
00
05
11
05

00

00
18
00
00
00
00
15
51
00
02

ata/1]

ata aux]

scsi eh 0]

scsi eh 1]

kjournald]

kauditd]

/sbin/udevd -d

[kedac]

[kmpathd/0]

[kmpathd/1]

/usr/sbin/restorecond

auditd

/sbin/audispd

syslogd -m O

klogd -x

mcstransd

portmap

/usr/bin/python -E /usr/sbin/setroub
rpc.statd

rpc.idmapd

/usr/bin/vmnet-bridge -d /var/run/vm
/usr/bin/vmnet-natd -d /var/run/vmne
dbus-daemon --system

pcscd

/usr/bin/hidd --server

automount

[
[
[
[
[
[
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ps command with -ef options (page 3)

root 2534 1 0 SeplO ? 00:00:00 ./hpiod

root 2539 1 0 SeplO ? 00:00:00 python ./hpssd.py

root 2556 1 0 SeplO ? 00:00:00 cupsd

root 2575 1 0 SeplO 2 00:00:11 /usr/sbin/sshd

root 2600 1 0 SeplO 2 00:00:01 sendmail: accepting connections
Smmsp 2609 1 0 SeplO 2 00:00:00 sendmail: Queue runner@01:00:00 for
root 2626 1 0 SeplO ? 00:00:00 crond

xfs 2662 1 0 SeplO ? 00:00:00 xfs -droppriv -daemon

root 2693 1 0 SeplO ? 00:00:00 /usr/sbin/atd

root 2710 1 0 SeplO ? 00:00:00 rhnsd --interval 240

root 2743 1 0 SeplO 2 00:01:33 /usr/bin/python -tt /usr/sbin/yum-up
root 2745 1 0 SeplO ? 00:00:00 /usr/libexec/gam server

root 2749 1 0 SeplO ? 00:00:00 /usr/bin/vmnet-netifup -d /var/run/v
root 2758 1 0 SeplO ? 00:00:00 /usr/bin/vmnet-netifup -d /var/run/v
root 2768 1 0 SeplO 2 00:00:00 /usr/bin/vmnet-netifup -d /var/run/v
root 2827 1 0 SeplO 2 00:00:00 /usr/bin/vmnet-dhcpd -cf /etc/vmware
root 2858 1 0 SeplO 2 00:00:00 /usr/bin/vmnet-dhcpd -cf /etc/vmware
root 2859 1 0 SeplO 2 00:00:00 /usr/bin/vmnet-dhcpd -cf /etc/vmware
68 2875 1 0 SeplO 2 00:00:01 hald

root 2876 2875 0 SeplO ? 00:00:00 hald-runner

68 2883 2876 0 SeplO ? 00:00:00 hald-addon-acpi: listening on acpid
68 2886 2876 0 SeplO ? 00:00:00 hald-addon-keyboard: listening on /d
68 2890 2876 0 SeplO ? 00:00:00 hald-addon-keyboard: listening on /d
root 2898 2876 0 SeplO ? 00:02:46 hald-addon-storage: polling /dev/hda
root 2944 1 0 Sepl0 ? 00:00:00 /usr/sbin/smartd -g never

root 2949 1 0 Sepl0 tty2 00:00:00 /sbin/mingetty tty?2
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ps command with -ef options (page 4)

root 2950 1 0 SeplO0 tty3 00:00:00 /sbin/mingetty tty3
root 5365 2575 0 08:19 2 00:00:00 sshd: rsimms [priv]
rsimms 5368 5365 0 08:19 2 00:00:00 sshd: rsimms@pts/0
rsimms 5369 5368 0 08:19 pts/0 00:00:00 -bash

root 5969 2575 0 10:14 ? 00:00:00 sshd: valdemar [priv]
valdemar 5971 5969 0 10:14 2 00:00:00 sshd: valdemar@pts/5
valdemar 5972 5971 0 10:14 pts/5 00:00:00 -bash

rsimms 6173 5369 0 10:36 pts/0 00:00:00 man ps

rsimms 6176 6173 0 10:36 pts/0 00:00:00 sh -c¢ (cd /usr/share/man && (echo ".
rsimms 6177 6176 0 10:36 pts/0 00:00:00 sh -c¢ (cd /usr/share/man && (echo ".
rsimms 6182 6177 0 10:36 pts/0 00:00:00 /usr/bin/less -is
root 6200 2575 0 10:37 72 00:00:00 sshd: rsimms [priv]
rsimms 6203 6200 0 10:37 2 00:00:00 sshd: rsimms@pts/6
rsimms 6204 6203 0 10:37 pts/6 00:00:00 -bash

root 0408 2575 0 11:07 ? 00:00:00 sshd: dymesdia [priv]
dymesdia 6418 6408 0 11:08 2 00:00:00 sshd: dymesdia@pts/1
dymesdia 6419 6418 0 11:08 pts/1 00:00:00 -bash

rsimms 6524 6204 0 11:15 pts/6 00:00:00 ps -ef

lyonsrob 12891 1 0 OctO1 ? 00:00:00 SCREEN

lyonsrob 12892 12891 0 OctO0l pts/3 00:00:00 /bin/bash

root 29218 1 0 Octl5 ttyl 00:00:00 /sbin/mingetty ttyl

[rsimmsQ@opus ~]$

S7
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Job Control
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Shome/fcisg0/roddyduk § find / —-user roddyduk 2> fdev/null -

Some commands, like the one we used in Lab 7, take a |
long time to complete. Until it finishes you can't type any
more commands!

It is running in the foreground

m

4
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Job Control
A feature of the bash shell

Foreground processes
» Processes that receive their input and write
their output to the terminal.
» The parent shell waits on these processes to

die.

Background Processes
* Processes that do not get their input from a

user keyboard.
 The parent shell does not wait on these
processes; it re-prompts the user for next

command.
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Job Control
A feature of the bash shell

When a process is running the .
user can stop it and choose

whether it runs in the (R
background or foreground

Running in
Background Stopped

cmd
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Job Control
A feature of the bash shell

Running in
Foreground

™, Ctrl-F (CIS 90 students)
Ctrl-Z (everyone else)

Running in
Background

62

Use the jobs command to view
stopped and background jobs
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Job Control
Suspending and Resuming

Ctril-F
« Stops (suspends) a foreground process by
sending it a "TTY Stop" (SIGTSTP) signal

Note, CIS 90 students will be using Ctrl-F which has
been configured in their shell environment. Normally
Ctrl-Z is used.

bg
* resumes the currently suspended process and
runs it in the background
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Job Control
Keyboard customization for CIS 90

Ctrl-Z or Ctri-F
« To send a SIGTSTP signal from the keyboard

« Stops (suspends) a foreground process

/home/cis90/simben $ stty -a CIS 90 accounts use CtrlI-F

speed 38400 baud; rows 26; columns 78; line = 0;
kill = "U; eof = "D; eol = <undef>;

intr = ~C; quit = "\; erase = "?;
eol?2 = <undef>; swtch = <undef>; start = *Q; stop = "*S; susp = “F; rprnt = "R;
werase = "W; lnext = "V; flush = "0; min = 1; time = 0;

[rsimms@opus ~]$ stty -a Other Opus accounts use Ctri-Z

speed 38400 baud; rows 39; columns 84; line = 0;
= "~?; kill = ~U; eof = "D; eol = <undef>; eol2 = <undef>;

intr = ~C; quit = "\; erase =
swtch <undef>; start = 7Q; stop = *S; susp = "Z; rprnt = "R; werase = "W;

lnext =

~V; flush = *0; min = 1; time = 0;

The bash shell environment for the CIS 90 accounts was customized to use a

different keystroke for sending a SIGTSTP signal 64
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Job Control
Example - suspending a find command

$ find / -name "stage[12]" 2> /dev/null----.\’ Suspend a long find
/'~ command, then resume it
in the background

Running in
Foreground

™., Ctrl-F (CIS 90 students)

Ctri-Z (everyone else)

Running in

Background
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Job Control
Example - suspending a find command

[rsimms@opus ~1$ find / -name "stage[12]" 2> /dev/null

&
<4

— Ctrl-F (c1s 90 accounts) Or

[1] Stopped find / —-name "stage[1l2]" 2> /dev/null .
[rsunms@oiﬁs ~1$ bg J Ctri-Z (other accounts) IS
[1]+ find / -name "stage[12]" 2> /dev/null & tapped to suspend the
[rsimms@opus ~]$ find command

Notice, we can type more commands again after
the find command was stopped

[rsimms@opus ~1$ ps =l -u rsimms
F S UID PID PPID C PRI NI ADDR SZ WCHAN TTY TIME CMD
5 S 201 25055 25044 0 75 0 - 2481 stext °? 00:00:00 sshd
0 S 201 25056 25055 0 78 0 - 1168 - pts/3 00:00:00 bash
Process ID 25124 58 201 25087 25084 0 75 0 - 2481 stéxt ? 00:00:00 sshd
: ) 0 S 201 25088 25087 0 75 0 - 1168 wait pts/4 00:00:00 bash
(find) is stopped 4 ¢ 501 25124 25056 2 78 0 - 1098 finish pts/3 00:00:00 find

(status =T) o R 201 25127 25088 0 77 0 - 1065 - pts/4 00:00:00 ps

66



CIS 90 - Lesson 10

Job Control
Example - suspending a find command

[rsimms@opus ~1$ find / -name "stage[12]" 2> /dev/null
/boot/grub/stagel

/boot/grub/stage?2

/usr/share/grub/i386-redhat/stagel
/usr/share/grub/i386-redhat/stage2

[1]1+ Stopped find / -name "stage[1l2]" 2> /dev/null
[rsimms@opus ~]$ bg

[1]1+ find / -name "stage[12]" 2> /dev/null &

[rsimms@opus ~]8$

[rsimms@opus ~]1$ ps =l -u rsimms
F S UID PID PPID C PRI NI ADDR SZ
5 S 201 25055 25044 0 75 0 - 2481
0 s 201 25056 25055 0 75 0 - 1168
5 S 201 25087 25084 0 75 0 - 2481
Process ID 25124 o ;01 25088 25087 0 75 0 - 1168
(find) is running o 201 25124 25056 1 78 0 - 1099
(status=R) o R 201 25129 25088 0 77 0 - 1065

WCHAN
stext

stext
walt

TTY
pts/3
pts/4

pts/3
pts/4

= N W]
]
C
’

bg resumes the find
command in the
background

TIME CMD
00:00:00 sshd
00:00:00 bash
00:00:00 sshd
00:00:00 bash
00:00:00 find
00:00:00 ps
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Job Control
Example - suspending a sleep command

Run the sleep command
$ sleep 50 . (for 50 seconds), stop it,
then continue in the
background

Running in
Foreground

.. Ctrl-F (CIS 90 students)

N

Ctrl-Z (everyone else)

Running in

Background

~So
~
~
~~
~
~
~
-
-

-
-
-
——
e
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Job Control
Example - suspending a sleep command

[rsimms@opus ~]1$ sleep 50

«— Ctril-F (cis 90 accounts) or Ctri-Z
[1]+ Stopped sleep 50 (other accounts) IS tapped while
[rsimmsQopus ~]$ sleep is running

[rsimms@opus ~]$ ps =1 -u rsimms

F S UIlD PID PPID C PRI NI ADDR SZ WCHAN TTY TIME CMD

58 201 25055 25044 0 75 0 - 2481 stext °? 00:00:00 sshd

0 S 201 25056 25055 0 76 0 - 1168 - pts/3 00:00:00 bash

5585 201 25087 25084 0 75 0 - 2481 stext 7 00:00:00 sshd
PID 25389 0 S 201 25088 25087 0 75 0 - 1168 wait pts/4 00:00:00 bash
(sleep) is 0 T 201 25389 25056 0 76 0 - 929 finish pts/3  00:00:00 sleep
Stopped 0 R 201 25391 25088 0 77 0 - 1065 - pts/4 00:00:00 ps
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Job Control
Example - suspending a sleep command

[rsimms@opus ~]$ sleep 50
[1]+ Stopped sleep 50
[rsimms@opus ~1$ bg bg resumes the_.' sleep
[1]+ sleep 50 & command and it
finishes
. [rsimms@opus ~]$ PS =1 =-u rsimms
PID 2_5389 IS Fs ulp PID PPID C PRI NI ADDR SZ WCHAN TTY TIME CMD
sleeping and s s 201 25055 25044 0 75 0 - 2481 stext 2 00:00:00 sshd
no longer o s 201 25056 25055 0O 75 0 - 1168 - pts/3 00:00:00 bash
stopped 5 R 201 25087 25084 0 81 0 - 2481 stext 72 00:00:00 sshd
(status=S) 0 S 201 25088 25087 0 75 0 - 1168 wait pts/4 00:00:00 bash
0 S 201 25389 25056 0 75 0 - 929 322807 pts/3 00:00:00 sleep
0 R 201 25394 25088 0 77 0 - 1065 - pts/4 00:00:00 ps
[rsimmsQopus ~]8$
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Job Control
Additional Control Options

&

« Append to a command to run it in the
background

fg
« Brings the most recent background process to
the foreground

jobs
« Lists all background jobs
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Job Control
Example

$ sleep 10 & o The sleep command is started
) Running in in the background, then

Foreground brought to the foreground

Running in
Background

Stopped
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Job Control

Example
The & has sleep run in the background and jobs
[rsimms@opus ~]1$ sleep 10 & shows the shows it as the one and only
(1] 7761 background job
[rsimms@opus ~]$ jobs
[1]+ Running sleep 10 &
[rsimms@opus ~]1$ fg
sleep 10

After fg, sleep now runs in the foreground. The prompt is gone. Need to
wait until sleep finishes for prompt to return.

[rsimms@opus ~]$
[rsimms@opus ~]$

& is often used when running GUI tools like firefox or wireshark from the command
line. This allows you to keep using the terminal for more commands while those

applications run.
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PLATE #

COMMERCIAL CODE SIGNALS

EXAMPLES OF THE S8EVERAL HOISTS
WHIJH CAN BE MADE HAVING TWO, THREE, OR FOUR FLAGS.
mnmmmtwmundmmmm #o000d £ms of 1t3 0oourTeRoe
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Signals are asynchronous messages sent to processes

P

-~
~~~
S~
-~
~

Running process getting a signal

Asynchronous means it can happen at any time
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Signals

Signals are asynchronous messages sent to processes

They can result in one of three courses of action:
1. be ignored,
2. default action (die)
3. execute some predefined function.

Signals are sent:
« Using the kill command: $ kill -# PID

« Where # is the signal number and PID is the process id.
« if no signal number is specified, SIGTERM is sent.

» Using special keystrokes (e.g. Ctrl-Z for SIGTSTP/20)
* limited to just a few signals
» sent to the process running in the foreground

Use Kill -1 to see all signals [
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Signals

Signals are
asynchronous
messages sent to
processes

Running process gets a signal 78



SIGHUP
SIGINT
SIGQUIT
SIGILL
SIGTRAP
SIGIOT
SIGBUS
SIGFPE
SIGKILL
SIGUSR1
SIGSEGV
SIGUSR?2
SIGPIPE
SIGALRM
SIGTERM

OVCONOTUPA,WNHKF

CIS 90 - Lesson 10

Signals

Hangup (POSIX)

Terminal interrupt (ANSI) CtrI-C
Terminal quit (POSIX) Ctri-\

Illegal instruction (ANSI)

Trace trap (POSIX)

IOT Trap (4.2 BSD)

BUS error (4.2 BSD)

Floating point exception (ANSI)

Kill (can't be caught or ignored) (POSIX)
User defined signal 1 (POSIX)

Invalid memory segment access (ANSI)
User defined signal 2 (POSIX)

Write on a pipe with no reader, Broken pipe (POSIX)

Alarm clock (POSIX)

Termination (ANSI) (default kill signal when not specified)

Use kill -1 to see all signals
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SIGSTKFLT
SIGCHLD
SIGCONT
SIGSTOP
SIGTSTP
SIGTTIN
SIGTTOU
SIGURG
SIGXCPU
SIGXFSZ
SIGVTALRM
SIGPROF
SIGWINCH
SIGIO
SIGPWR

16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

Signals

Stack fault

Child process has stopped or exited, changed (POSIX)
Continue executing, if stopped (POSIX)

Stop executing(can't be caught or ignored) (POSIX)
Terminal stop signal (POSIX) Ctri-Z or Ctri-F
Background process trying to read, from TTY (POSIX)
Background process trying to write, to TTY (POSIX)
Urgent condition on socket (4.2 BSD)

CPU limit exceeded (4.2 BSD)

File size limit exceeded (4.2 BSD)

Virtual alarm clock (4.2 BSD)

Profiling alarm clock (4.2 BSD)

Window size change (4.3 BSD, Sun)

I/O now possible (4.2 BSD)

Power failure restart (System V)

Use kill -1 to see all signals
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Signals
Use Kkill =1 to see all of them

/home/cis90/rodduk S kill -1

1) SIGHUP 2) SIGINT 3) SIGQUIT 4) SIGILL

5) SIGTRAP 6) SIGABRT 7) SIGBUS 8) SIGFPE

9) SIGKILL 10) SIGUSRI 11) SIGSEGV 12) SIGUSRZ2

13) SIGPIPE 14) SIGALRM 15) SIGTERM 16) SIGSTKFLT
17) SIGCHLD 18) SIGCONT 19) SIGSTOP 20) SIGTSTP
21) SIGTTIN 22) SIGTTOU 23) SIGURG 24) SIGXCPU
25) SIGXFSZ 26) SIGVTALRM 2°7) SIGPROF 28) SIGWINCH
29) SIGIO 30) SIGPWR 31) SIGSYS 34) SIGRTMIN
35) SIGRTMIN+1 36) SIGRTMIN+2 37) SIGRTMIN+3 38) SIGRTMIN+4
39) SIGRTMIN+5 40) SIGRTMIN+6 41) SIGRTMIN+7 42) SIGRTMIN+8
43) SIGRTMIN+9 44) SIGRTMIN+10 45) SIGRTMIN+11 46) SIGRTMIN+12
47) SIGRTMIN+13 48) SIGRTMIN+14 49) SIGRTMIN+15 50) SIGRTMAX-14
51) SIGRTMAX-13 52) SIGRTMAX-12 53) SIGRTMAX-11 54) SIGRTMAX-10
55) SIGRTMAX-9 56) SIGRTMAX-8 ©57) SIGRTMAX-7 58) SIGRTMAX-6
59) SIGRTMAX-5 ©60) SIGRTMAX-4 61) SIGRTMAX-3 62) SIGRTMAX-2
63) SIGRTMAX-1 64) SIGRTMAX

/home/cis90/rodduk $
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Signals
Special keystrokes

/home/cis90/rodduk $ stty -a
speed 38400 baud; rows 26; columns 78; line = 0;

intr = ~C; quit = *\; erase = "?; kill = "U; eof = "D; eol = <undef>;
eol?2 = <undef>; swtch = <undef>; start = *Q; stop = "S; susp = “F; rprnt = "R;
werase = “W; lnext = "V; flush = "0; min = 1; time = 0;

[rsimms@opus ~]$ stty -a

speed 38400 baud; rows 39; columns 84; line = 0;
intr = ~C; quit = "\; erase = "?; kill = ~U; eof = "D; eol = <undef>; eol2 = <undef>;
swtch = <undef>; start = *Q; stop = *S; susp = "Z; rprnt = "R; werase = "W;
lnext = "V; flush = "0; min = 1; time = 0;

use Ctrl-C to send a SIGINT/Z2

or Ctrl-\ to send a SIGQUIT/3
82



CIS 90 - Lesson 10

Signals
Jim's app script
[ e ey, - E=SREER

#!/bin/sh -
#

# app — script to demostrate use of signals

#

# Usage: run app with no options or parameters

#

# Send signals to it with keystrokes or kill command

#

# MNotes:

# stty —echo stop the display of characters typed

# stty echo makes typed characters visible again

# sStty susp "2 sets suspend keystroke to Ctlr-Z (to stop forground processes)
I stty susp @ sets suspend character to @ (to stop foreground processes)

#

trap Z #Ignore SIGINT

trap 'echo —n guit it!' 3 #Handle SIGQUIT

trap 'stty echo susp “Z;echo ee; echo cleanup;exit' 15 #Handle SIGTERM
clear

banner testing
stty —-echo susp @
sleep 1

echo one

m

13,1 All ~ 83
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Signals

Class Exercise

* View with cat bin/app

* Look for the three trap handlers
o Signal 2 (SIGINT)
o Signal 3 (SIGQUIT)
o Signal 15 (SIGTERM)

84



CIS 90 - Lesson 10

Signals

Benji runs app

r@ simmsben@opus:~ - p=w|s(Cle
FHEFFFT FAFFAFAF FHFFT  HAFFAFF  FHFEFF  F ¥ FREEAF -
# # ¥ ¥ ¥ # #F ¥ ¥ ¥
# # ¥ # # F# ¥ &
# FEEFT FREFT # # #F OF OF R FEFF
# # # # # # ¥ OFOF ¥
# # # # # # # ## #
# FHEFFHT FRAFH # FHEFF F ¥ FEEAF
one
two
thrl

m

Benji logs in and runs app ... uh oh, its stuck !
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Signals

Benji runs app

r@ simmsben@opus:~ - p=w|s(Cle
FHEFFFT FAFFAFAF FHFFT  HAFFAFF  FHFEFF  F ¥ FREEAF -
# # ¥ ¥ ¥ # #F ¥ ¥ ¥
# # ¥ # # F# ¥ &
# FEEFT FREFT # # #F OF OF R FEFF
# # # # # # ¥ OFOF ¥
# # # # # # # ## #
# FHEFFHT FRAFH # FHEFF F ¥ FEEAF
one
two
thrl

m

Benji tries using the keyboard to send a SIGINT/2 using CtrI-C

but nothing happens (because app is ignoring SIGINT) -
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Signals

Benji runs app

[ ‘@ simmsben@opus:~ - A=HECT
FREFRTT FHFRFFF FAFFF RATHEFER FEEER % ¥ FREFET =
# # # # # # ## ¥ # #
¥ ¥ # # # ¥ ¥ ¥ F
# FRAFF FHEFF # # F OF FF FEAF
¥ ¥ # # # # FFF ¥
# # # # # # # ## F #
¥ FREFFRT  FEEET # FEEEF F ¥ FREET
one
two
thruit
quit it![

m

Benji tries using the keyboard to send a SIGQUIT/3 using Ctrl-\
but app reacts by saying "quit it"
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Signals

Benji runs app

[ @ roddyduk@opus:~ A E@g
/home/cis90/roddyduk $ ps —u simmsben <
PID TTY TIME CMD
6657 7 00:00:00 sshd
6658 pts/1 00:00:00 bash
7033 2 00:00:00 sshd
7034 pts/2 00:00:00 bash
7065 pts/Z2 00:00:00 app
7579 pts/2 00:00:00 sleep
/home/cis90/roddyduk $ kill 7065
-bash: kill: (7065) - Operation not permitted
/home/cis90/roddyduk S |

Benji asks his friend Duke to kill off his stalled app process. Duke uses ps to

look it up but does not have permission to Kill it off
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i ‘@ simmsben@opus:~ E@g
FHREAFHAT FEFFAFF FHFFF  FAFFHFF  FHEFF  F ¥  FEEFF -
# # # = # # F# ¥ # =
# ¥ ¥ # # ¥ ¥ #
# FHAFF FHREFF # # F F F F F#uEFF
# # = # # # F RO =
# # # F 0 i El e
. L] =
£ $pRREE  $eppp | B smmsben@opus .
/home/cis90/simmsben 5 ps -u simmsben -
one PID TTY TIME CMD
N o 6657 2 00:00:00 sshd
thrQuit 6658 pts/1 00:00:00 bash
quit it!l 7033 2 00:00:00 sshd
7034 pts/2 00:00:00 bash
7065 pts/2 00:00:00 app |
7843 pts/Z 00:00:00 sleep
7844 pts/1 00:00:00 ps
/home/cis90/simmsben $ kill -2 7065
- /home/cis90/simmsben $ [
B
e — = — —)
Benji logs into another Putty session and sends a
SIGINT/2 using the kill command .... but nothing 89

happens
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Signals

Benji runs app

gquit it!quit it!guit it!l

/home/c1s590/simmsben 5 kill -3 7065
fhome/cis90/simmsben 5 kill -3 7065
/home/cis90/simmsben 5 [

i @ simmsben@opusi~ E@g
FHEFEEE BERERER  FRERE  REREREF  BEERE 4 $  FRERE .

# # # # # # #4 $ #

: 2 2 : : £+ %%

# FHEHE FHEHE # # $ F # #  FEeE

# # # # # $ # 4 # #

# # # # # # # 4 # #

: EEEEEEE BEEEE : 3233 % 3 paEap | B
ones I
lltwo
thrQuit

m

1

—— = ——

Benji ups the anty and sends two SIGQUIT/3’s but the app
process shrugs them off with "quit it!" messages

90
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Signals

Benji runs app

r‘@ simmsben@opus:~ E@l'g
FRAFART FREFHAT HHFFF FHoFFes F#ues:78 # # FEEF o
7 = = = 7 7 FF #F ¥ =
# # # # # # # # #
# FEEFF FREFF # # F F # F #FFF
# # # # # # FF F #
y - y % y 0 E 22 o2 - B>
# FEEHERE HEEEH # FHEFEFE K # HEEEH ’ ~
one Wl |
two i
thrQuit
quit it!quit it!quit itlee |
llcleanup 3
/home/cis90/simmsben $ [ |
B Thome/ci500/ s mmsben § Kill -3 7065 |
fhome/cis90/simmsben 5 kill -15 7065
/home/cis90/simmsben § [ |

e —— — — .

Benji decides to send a SIGTERM/15 this time and the app
process finishes, cleans up and exits 91
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Signals

Benji runs app

r@ simmsben@opus:~ E@'g
FHREFFEFT FERRRFF  FEEFF  REFEEFFE O FEREFEOF ¥ OFERFEF -
# # # # # # ## # F #
¥ ¥ ¥ ¥ ¥ ¥ # ¥ F
¥ FREFT FEERT i i ¥ # # # #¥##
¥ ¥ ‘@ simmsben @opus:~ * E@g
# # # - - - :
/home/cis90/simmsben 5 ps —u simmsben =
¥ FREFFFF  FHRAFS . T o
6657 ? 00:00:00 sshd
322 6658 pts/1 00:00:00 bash
thrl 7033 2 00:00:00 sshd
7034 pts/2 00:00:00 bash
i 8237 pts/2 00:00:00 app
8279 pts/2 00:00:00 sleep
8280 pts/1 00:00:00 ps
/home/cis90/simmsben $ [
|
L}

m

1

|

The same thing happens again another day. This time Benji
does not care what happens with app ... 92
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r@ simmsben@opus:~ E@.g
FRARFRF REFFFRT FHEFF RERHRER  FEEEF % FORRFEF -
¥ # # # ¥ ¥ ¥ ¥ # #
# # # # # #F O
¥ FRAFH FHAFF ¥ ¥ #F OF F & FEFH
# # # # # # FROF #
¥ # # F 0 : ; — =
2 SRREEEE  RREEE EP simmsben@opusi~ ' |
/home/cis%0/simmsben 5 ps -u simmsben -
one PID TTY TIME CMD
— 6657 2 00:00:00 sshd
thrEilled 6658 pts/1 00:00:00 bash
/home/cis%0/simmsben § | 7033 2 00:00:00 sshd
[l 7034 pts/2 00:00:00 bash
8237 pts/2 00:00:00 app
8279 pts/Z2 00:00:00 sleep
8280 pts/1 00:00:00 ps
/home/cis%0/simmsben $ kill -9 8237
- /home/cis90/simmsben $ [
||
e —— = — |

So he sends a SIGKILL/9 this time ... and app never even sees it
coming .... poof ... app is gone
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Signals

Class Exercise

 Run app
* Try sending it a SIGINT from the keyboard (Ctrl-C)
* Try sending it a SIGQUIT from the keyboard (Ctrl-\)
* Login to another Putty session

« Use the ps —u $LOGNAME to find the app PID

« Send it a SIGINT (kill -2 PID)

« Send it a SIGQUIT (kill -3 PID)
 Now send either a SIGKILL (9) or SIGTERM (15)

94
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Load Balancing with at command

So that the multiprocessing CPU on a UNIX system does not get
overloaded, some processes need to be run during low peak hours such

as early in the morning or later in the day.

The at command reads from stdin for a list of commands to run, and
begins running them at the time of day specified as the first argument

p\e\/ /home/cis900l/simmsben $ at 10:30pm < script_file
)

et ®
mp\el /home/cis900l/simmsben $ at 11:59pm
eXo at> cat files.out bigshell > lab08
at> cp lab08 /home/rsimms/cis90/$LOGNAME
at> Ctrl-D <«
/home/cis900l/simmsben S Note: the Ctrl-D must be

entered as the first
character on the last line. 96
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at command scheduling examples

This job makes a backup of myscript and

/home/cis90/rodduk $ cat jobl sends an email when finished
cp bin/myscript bin/myscript.bak
echo "Job 1 - finished, myscript has been backed up" | mail -s "Job 1" rodduk

/home/cis90/rodduk $ at now + 5 minutes < jobl

job 24 at 2008-11-12 12:14

/home/cis90/rodduk $ at now + 2 hours < jobl

job 25 at 2008-11-12 14:09 Many ways to specify a
/home/cis90/rodduk $ at teatime < jobl future time to run

job 26 at 2008-11-12 16:00

/home/cis90/rodduk $ at now + 1 week < jobl

job 27 at 2008-11-19 12:10

/home/cis90/rodduk $ at 3:00 12/12/2010 < jobl

job 28 at 2008-12-12 03:00

/home/cis90/rodduk $ atqg

25 2008-11-12 14:09 a rodduk Use the atq command to
28 2008-12-12 03:00 a rodduk show queued jobs

27 2008-11-19 12:10 a rodduk

26 2008-11-12 16:00 a rodduk

24 2008-11-12 12:14 a rodduk

/home/cis90/rodduk $ 97



/home/cis90/rodduk $ jobs

/home/cis90/rodduk $ atq

25 2008-11-12
28 2008-12-12
277 2008-11-19
26 2008-11-12
24 2008-11-12
/home/cis90/rodduk
/home/cis90/rodduk
25 2008-11-12
28 2008-12-12
277 2008-11-19
26 2008-11-12

CIS 90 - Lesson 10

14:09 a rodduk
03:00 a rodduk
12:10 a rodduk
16:00 a rodduk
12:14 a rodduk
$ atrm 24

$ atq

14:09 a rodduk
03:00 a rodduk
12:10 a rodduk
16:00 a rodduk

/home/cis90/rodduk $

" ~
2088 A \
) |
s, /.
S v
1
g ..‘ _

at command management

The jobs command does not apply here. It lists
processes running or suspended in the
background.

The atq command lists jobs queued to run in
the futures that were scheduled by at
command

The atrm command is
used to remove jobs from
the queue
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at command error handling

/home/cis90/simben $ at now + 1 minute Oops, specified a non-existent
at> Kkitty letter command to run in the future
at> <EOT> (kitty should have been cat)

job 150 at 2011-04-20 10:47

/home/cis90/simben $ atq
150 2011-04-20 10:47 a simmsben
/home/cis900l/simmsben $ atq

/home/cis90/simben $ mail

Mail version 8.1 6/6/93. Type ? for help.

"/var/spool/mail/simben": 1 message 1 new

>N 1 simben@Opus.cabril Wed Apr 20 10:47 16/709 "Output from your Jjob "

& 1

Message 1:

From simben@Opus.cabrillo.edu Wed Apr 20 10:47:01 2011

Date: Wed, 20 Apr 2011 10:47:01 -0700

From: Benji Simms <simben(@Opus.cabrillo.edu>

Subject: Output from your job 150 Because, you may not be online

To: simben@Opus.cabrillo.edu when the command runs, any
error messages are mailed to you.

/bin/bash: line 2: kitty: command not found
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New commands:

Ctrl-Z or F Suspends a foreground process
bg Resumes suspended process

& Runs command in the background
fg Brings background job to foreground
jobs show background jobs

kill Send a signal to a process

at Run job once in the future

atq Show all at jobs queued to run
atrm Remove at jobs from queue

sleep Sleep for specified amount of time
stty Terminal control

101
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Next Class

Assignment: Check Calendar Page on web
site to see what is due next week. que

Quiz #8 questions for next class:

« What command shows the current running processes?
« Name four states a process can be in.

« What is the difference between the fork and exec system
calls?
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The Test

10 minute break
rocks/hiderocks T2 (sun-hwa)
trouble-T2 (sun-hwa)
« set permissions on activities (sun-hwa)
trick and treats for Benji (opus)
Add website read permission on test2 103
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