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Remote Access to the CIS VLab (304)

This Howto shows to remotely access the CIS 90 VMs in the CIS Virtual Lab (VLab). The
CIS VLab was developed to remotely provide Distance Education students with the same
resources found in the physical CIS Lab on campus. The CIS VLab provides current CIS
students with a number of Linux and Windows virtual machines (VMs) that can be accessed
remotely for doing lab assignments.

Supplies

e A reasonably fast computer running Windows
o or a Windows virtual machine on a Mac computer
o or using the CoRD: Simple RDP Remote Desktop on a Mac (download from
http://cord.sourceforge.net/)

e A reasonably fast Internet connection

Overview

Lab Resources Room 1403 on Aptos Campus
Remote Access to CIS VLab

cislab (Win 2008)

vmserverd4 (VMware ESXi)

You can access the 192 VMs from home
using RDP (Remote Desktop Protocol)

From home you will use a Remote Desktop Protocol (RDP) file to first connect to the
Windows 2008 server named cislab on the Aptos campus, from there you will use the
VMware vSphere Client and a vCenter server to access the VMware ESXi server named
vmserver4. The VMs used for CIS 90 are on that ESXi server.


http://cord.sourceforge.net/

The following VMs available for use by CIS 90 students:

Operating System
Linux (OpenSUSE)

Linux (Ubuntu)
Kate Linux (Debian)

Not-Opus Linux (CentOS)

Each VM is a fully functional computer system that can be powered up, connected to
networks, used to complete lab assignments, and then powered down. All VMs are
connected to the CIS Lab network.

To meet the needs of multiple students wanting to use VLab at the same time, the VMs
have been cloned and placed into eight virtual pods. Each pod has one Mr-Eko, one Kate
and one Not-Opus VM. The VM named Fang has a spreadsheet where students can reserve
a pod for their own use.

Step 1 - Download and unzip the RDP file

Go to the CIS 192 Calendar page on the course website at http://simms-teach.com/ and in
Lesson 1 locate the link for the “CIS VLab RDP File.”

CIS 90 (Spring 2012) Course Calendar
Course Home Grades

(content subject to change)

Lesson Date Topics Chapter Due
CIS 90
Previous Classes Class and Linux Overview
¢ Understand how this course will work
* High-level overview of computers, operating
systems and virtual machines
o Overview of UNDX/Linux market and
architecture
Cabrillo College o Learn first commands and how to navigate
Web Advisor between terminals
¢ Use a remote Linux server
State I e Use Linux running on a local virtual machine
Commands and Files 1.1-1.15
Accessing Viab Materials (Gillay)
* Presentation slides (download)
1 2/8 » Logins Sheet (download) 2,4,5,
SRR (FCE5 Viab ROP le: (dowinload) ) p113-115,
p164-172
Supplemental (Hahn)
e Howto #103: Installing PUTTY (download)
¢ Video #100: Remote Putty login to Opus (view)
Assignment
¢ Student Survey
e lab1
CCC Confer
¢ Enter virtual classroom
o (Class archives

Download this zipped file to your computer and extract the file named “vlab90.rdp” to your
Desktop so you can easily find it again.


http://simms-teach.com/

You only download this RDP file once. It can be used over and over whenever you want to
connect to VLab. You can delete the zipped file if you wish.

Step 2 - Connect to VLab using the RDP file

Locate the new RDP file on your Desktop and double click, or Right-Click > Connect, to start
the connection.

Type: Remote Desktop Connection
Size: 1.42 KB

er of this RemoteApp program cannot be identified. Do you want
‘o run the program anyway?

This RemoteApp program could hamm your local or remote computer. Do not connect to nun this
program unless you know where this program came from or have used it before.

% Publisher: Unknown publisher
Type: RemateApp program
Path: Vpelient -passthroughAuth = veenter cisviab net
MName: Whiware vSphere Client
Remote computer: cislab .cabrillo .edu

Diont ask me again for connections to this computer

() Details Connect ]L___E_a'm |

Go ahead and Click on Connect button



When prompted for credentials, use cislab\xxxxxxxx (where Xxxxxxxx is
your vlab account name) in the first field. Type your password into the
second field.

-
Windows Security lu

Enter your credentials |
These credentials will be used to connect to cislab.cabrillo.edu.

=

[ | cislab. - |

Domain: cislab

[] Remember my credentials

| ok || cancel

Click OK to continue

You may get this warning:

il
& RemotelApp

The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. t may be unsafe to proceed.
Certfficate name

5] Name in the certificate from the remote computer:
RDserver cislab net

Certfficate emors

The following emors were encountered while validating the remote
computer's certficate:

/1 The certfficate is not from a trusted certifying authority.

Do you want to connect despite these cerificate emors?

[7] Dont ask me again for connections to this computer

View certfficate. .

Click Yes to continue




The connection process will automatically start up the vSphere Client using your VLab
credentials:

: RemoteApp

M%)

Starting

WMware vSphere Client

VMware vSphere Client

vmware

VMware vSphere™

Client

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a

vCenter Server.
IP address [ Name: Ivcenter.l:islab.nEt =]
User name: ICISLAB'\
Password: I

¥ | Use Windows session aedentials

3 Connecting... Login | Cancel I Help

You may get this warning:

Certificate Warnings

An untrusted SSL certificate is installed on “wmserver4.dsvlab.net” and secure communication
cannot be guaranteed. Depending on your security policy, this issue might not represent a
security concern. You may need to install a trusted S50 certificate on your server to prevent this
warning from appearing.

Click Ignore to continue using the current SSL certificate.
View Certificate | Ignore | Cancel I

[~ Installthis certificate and do not display any security warnings for "vmserverd.cisvlab.net”.

Click Ignore to continue



After the connection is complete you will have successfully logged into VLab! At

this point you will be running the vSphere Client and attached to the vCenter
server:

[#) vCenter.cislab.net - vSphere Client

File Edit View Inventory Administration Plug-ins Help

E @ |‘E§ Home | ﬁ*lv Search Inventory |Q,|
Inventory =
QA B a2 8 e
Search Hosts and Clusters VM= and Datastores Metworking
Templates
Administration
i) Y =) 2: &
-- v -
Roles Sessions Licensing System Logs wCenter Server Licensing vCenter Service
Settings Reporting Status
Manager
Management
............ T i @ —
7 = 3 S
Srhadilad Tasks Fuante Mane Hrat Drrfilas 1 ietrmizatinn ﬂ
Recent Tasks Name, Target or Status contains: - I Clear %
Mare Target Status | Detais | nitiated by | wiCenter Server | Requested Start Ti... = | Start Time
4| | 0
7 Tasks @ Aarms | [CISLABIsimben30 2
Click the VMs and Templates icon to continue.




Use the left panel in the VM and Templates view to navigate to VMs:

[ vCenter.cislab.net - vSphere Client

File Edit View Inventory Administraton Plug-ns Help

E @ |Q Home Db gF] Inventory D & vMs and Templates | w Search Inventory |Q |
(=7 [vCenter.cislab.net vCenter.cislab.net VMware vCenter Server, 4.1.0, 258902

| Tasks & Events | Alarms | Permissions |

Getting Started WL A

What is the Virtual Machines & Templates View?

This view displays all virtual machines and templates in the
inventory, arranged by datacenter. Through this view you
can organize virtual machines into folder hierarchies.

Basic Tasks

Create a datacenter

4

Recent Tasks Name, Target or Status contains: ~ I Clear %

Mame Target Status | Details | Initiated by | wCenter Server | Requested Start Ti.,, — | Start Time
1| | i
7] Tasks @ Alarms | [CISLAB\simben3D 4

Click the small “x” if necessary to open vCenter VM folders

Keep clicking as necessary the “+” to expand folders and sub-folders:

[ vCenter.cislab.net - vSphere Client

File Edit View Inventory Administration Plug-ns Help

E @ |Q Home [+ E'lj Inventory [ Qa WMs and Templates | w Search Inventory |Q |
U B
(=l [ |vCenter.cislab.net vCenter.cislab.net VMware vCenter Server, 4.1.0, 258902

[E5 Linux Lab i -

| Datace:

What is the Virtual Machines & Templates View?

This view displays all virtual machines and templates in the
inventory, arranged by datacenter. Through this view you
can organize virtual machines into folder hierarchies.

Basic Tasks

Create a datacenter

4

Recent Tasks Name, Target or Status contains: - I Clear %

Mame Target Status | Details | Initiated by | wCenter Server | Requested Start Ti.., — | Start Time
1| | i
7 Tasks @ Marms | [CISLAB\simben3D 4

Click the small “x” if necessary to open the Linux Lab folder



Keep clicking as necessary the “+” to expand folders and sub-folders:

[ vCenter.cislab.net - vSphere Client

File Edit View Inventory Administration Plug-ns Help

ﬁ E |’E§ Home b gf] Inventory [ Qa WMs and Templates | w Search Inventory |Q |
U B
El (&) | vCenter.cislab.net vCenter.cislab.net VMware vCenter Server, 4.1.0, 258902
=] Linux Lab _ _ _
@ CIS 90 i | Datacel ! Permissions | Maps

What is the Virtual Machines & Templates View?

This view displays all virtual machines and templates in the
inventory, arranged by datacenter. Through this view you
can organize virtual machines into folder hierarchies.

Basic Tasks

Create a datacenter

4

Recent Tasks Name, Target or Status contains: - I Clear %

Mame Target Status | Details | Initiated by | wCenter Server | Requested Start Ti.., — | Start Time
4] | i
7 Tasks @ Marms | [CISLAB\simben3D 4

Click the small “x” if necessary to open the CIS 90 folder

Keep clicking as necessary the “+"” to expand folders and sub-folders:

[ vCenter.cislab.net - vSphere Client

File Edit View Inventory Administration Plug-ns Help

E E |E} Home b gF] Inventory P & vMs and Templates | w Search Inventory |Q |
O H
El 53! | vCenter.cislab.net vCenter.cislab.net VMware vCenter Server, 4.1.0, 258902
= Linux Lab -
=] E; CIS 90 . Datace
[ Podo1
[} Pod02 What is the Virtual Machines & Templates View?
[ Podo3
) Podoa This view displays all virtual machines and templates in the
) Podos inventory, arranged by datacenter. Through this view you
[ Podos can organize virtual machines into folder hierarchies.
[ Podo7
) Podos

s Fang (Pod reservati
Basic Tasks

Create a datacenter

1 | 2]«

Recent Tasks Name, Target or Status contains: - I Clear %
Mame | Target Status | Details | Initiated by | wCenter Server | Requested Start Ti.., — | Start Time

4] | i
7 Tasks @ Marms | [CISLAB\simben3D 4

Click the small “x” if necessary to open one of the pod folders



Locate an available VM (powered off) for use:

&1 vCenter.cislab.net - vSphere Client

File Edit View Inventory Administration Plugins Help
G g |E§ Home b gf Inventory b &%) VMsand Templates
0 > B0 GBeR @

B [ vCenter.cislab.net Mr-Eko-01
El [z Linux Lab
=] @; CIS 90 Getting Started
= [ Pod 01
G Kate-01 What i < :
atis a Virtual Machine?
&
G Not-Opus-01 A virtual machine is a software computer that, like a
[ Pod 02 physical computer, runs an operating system and Virtu
[} Pod03 applications. An operating system installed on a virtual
[} Pod o4 machine is called a guest operating system.
) Podos L
) Podos Because every virtual machine is an isolated computing 4
) Podo7 environment, you can use virfual machines as desktop or .
) Podos workstation environments, as testing environments, or to >
{3 Fang (Pod reservati | consolidate server applications.
In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.
1 | 2]« | LH

Recent Tasks Name, Target or Status contains: - I Clear x

Mame | Target Status | Details | Initiated by | wCenter Server | Requested Start Ti.., — | Start Time
1| | i
7 Tasks @ Aarms | [CISLABisimben30 %

Note the tabs. Use the Console tab to interact with VMs. The Recent Tasks log at the
bottom can be closed to make more room for VM consoles.

Use the Fang VM to reserve a free pod before you start using any VMs:

[%) vCenter.cislab.net - vSphere Client

Eile Edit View Inventory Administration Plug-ns Help

E E ‘@ Home | &7' Inventory | Qa WMs and Templates h Inventory ‘C}‘
nr et Gl o @
Bl (5 wCenter cislab.net Fang (Pod reservations)
B [ Linux Lab
= [ c1s90
@ Pod 01 :,: ] Spring-2012-Pod-Reservations-cisg0.ods - LibreOtfice Cale <@fang cisviab net= 2 @ e =
% Pod 02 File Edit Wiew Insert Format Tools Data Window Help x
Pod 03 b — PR
i S Lk Lk W - &) - - AL %) | e [
%mg‘; 18 HHH L’f @5&. _Afggovu[\]rh, ) by 21 Q) '.1 =
&
Pod 06 = : 1 T = === 9 e~
g o | || Lberation sans v 10 v i i U g === u) %) o0c wg | EQ BE| |
[ Pod o8 S
(3 |[Fang (Pod reservati F11 v fe, w WV o rs
A |efc] o [ E foed 6 [ H [ v [ J [ K [ L [ Ma
1 Please make reservatons, using 3[]
2 |Don't forgst to s he shestwhen POD1 POD 2 POD 3
3 |done in case ofa crashl WrEko | Not Opus | Kare WrEko | Mot Opus | Kare WrEko | Mot Opus | Kare r Ek
8 4 | Al
9 5 | AM
10 ~ 6 | Al
1L | -l 7 AM s s e
12 o 8 | AM
13 N 9 A
14 W 10 | AM
18] 11 | AM
16 ﬁ 12 ' PM
17 L 1 | PM
18 _a- 2 | PM
15 > 3 | PM
20 4 | PW
21 ; 5 | PM
22 6 | PM
23 7 | PM
24 8 | PM
I — 25 9 P ~ =
FTasks @ Alarms | [CISLABsimben20

Put your initials into the spreadsheet cells to reserve VMs in a pod for a specific period of time.



Power up the VM you wish to use:

5] vCenter.cislab.net - vSphere Client

Eile Edit View Inventory Administration Plug-ns Help

E |Eh Home g Inventory b & VMsand Templates ‘WSaarchIn'-emc-\“, |Q|
mreoEnDo @

Fl (5] vCenter cislab net
= [y Linux Lab
= asw
B Pedo1
§ Kate-01
{3 [Mr-Eko-01
@1 Mot-Opus-01
[ Podo2
[ Podo3
[} Podo4
[ Podos
[ Podos
[ Podo7
[ Podos
(T3 Fang (Pod reservati

CIS 90 Student
Pz rd:

b

4] ]
FTasks @ Alarms | [CISLABsimben20 4
Select a VM, and click the green triangle icon to power it up.

Step 3 - Disconnect from VLab

Please remember to shut down (not power off) VMs when finished:
e Select VM on left panel and use Ctrl-D
e or use Shutdown option in Operating system
e or use init 0 in shell if logged in as root

To disconnect, use File > Exit or just click the upper-right “X” to close the VMware vSphere
Client. You will then be disconnected from VLab. Any VMs that you did not shutdown will
continue to run.



