CIS 192 - Lesson 3
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Instructor: Rich Simms
Dial-in: 888-450-4821
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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Lesson Module Checklist

« Slides
« Whiteboard with 1st minute quiz

Flashcards

Web Calendar summary
Web book pages
Commands

Howtos

Lab tested

Opus - lab template in depot

Youtube Videos, if any, uploaded

Whiteboard updated with random order quiz questions

« Backup slides, Confer links, handouts on flash drive
* 9V backup battery for microphone
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[ ] Preload White Board with cis*lesson??*-WB
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[ ] layout and share apps
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[ ] Video (webcam) optional

() CCCConfer-0-RIC.. [ o |[@ |[ &)
File Edit View Tools Window Help

D% -

w AUDIO & VIDEO

{ w PARTICIPANTS -=
g Rich Simms @ %
|-
MAIN ROOM (3) D 3
O Rich Simms -
(] ou §|
Teleconference Y —
L | B Y
o "
§ w CHAT
s

- Teleconference joined the Main Room. (
6:51 AM ) -

EECE

©C @ B

)

bin

Part 1 - Flashcards questions (1 point each)

[Q1] What command shows the other users logged in to the computer?

[A1]

[Q2] What environment variable is used by the shell to\determine which directories to
search when locating a command?

[A2]

5

PR

d

What command copies th

Last login:

ed

Oct
.com

Terminal type? [xterm]
Terminal type is xterm
/home/cis90/simben § U

Welcome to Or
Seding Cabrillo (

slab.cabrillo.edu's password:

.cabrillo.edu's password: _
8 18:58:43 2012 from [Chealamhe e
Ele Edt View Inventory Administaion Plugins W

(25 u ’@cis%lesson(ﬁ df * - Foxi A— S Bl
-2y .pdf * - Foxit Reader y V 4 Y Y Y \
Y J \ B Kyl . Ne G D)
g u Fle Edt View Tools Comments Forms SharePoint He & LS y “ \ — = — \J = = = ——
ReaSE ) ) | C' | [} simms-teach.com/docs/cis90/cis-90-TEST-1-Fall-12.pdf sel =
& & |

(v
//===\\
A=/

B gl vCenter

= [y cIs viab
B [ cIs 192
B ¥ Pod 01

Name, Target or Status contains: ~ Clear

Clear

| Status «
o
@ -
o

x

>

[

<

| Target | Status | Detals

| Initiated by

|

[¢9 Tasks @ Mlarms |

|License Period: 331 days remaining [CISLAB\simms 7/
7

o

[

G52AM |
10/10/2012




CIS 192 - Lesson 3

Video (webcam) optional

Follow moderator

Double-click on postages stamps

r

(i) CCC Confer— 0 - RICH SIMMS - .- ® _—
File Edit View [Tools| Window Help -
» AUDIO & App!lcatmn Sharing * rE‘ @
Audic g
Breakout Rooms 4 New Page Delete Page
Chat L4
Graphing Calculater ¥
In-Session Invite L4
Interaction L4
Moderator g
R Palling v
Talk Profile 4
Recorder L4
¥ PARTICIPA Session Plan L
Rich Sin Telephony 4
feseEe Timer '
B Video Camera Settings...
N Whiteboard Maxirnum Simultanecus Cameras...
Ha R:j:: St;nms o= v HI:E\;) ¥ | Make Video Follow Moderator Focus

Moderator (You)

Make Video Follow Speaker

Send Camera Snapshot To Whiteboard

= 5




Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime

Control Panel (small icons)

Parel » A8 Cortrol Panel hems »

General Tab > Settings...

CIS 192 - Lesson 3

e
| £/ Java Control Panel = —

r Adjust your computer's settings

General | Java | Security | Advanced

About
View version information about Java Control Panel
Network Settings

Network settings are used when making Intemet connections. By default, Java wil
use the network settings in your web browser. Only advanced users shoud modify

these settings.

Fies you use in Java applications are stored in a spedial folder for quick execution
Iater. Only advanced users should delete files or modify these settings.

Temporary Internet Files

CCC

500MB cache size

Delete these

AN Javs Dowwnioads

tyouwantto downioad
Jaca or anather computer
‘or Opecasing Systerm,clck
the ink belaw.

A2 Downioags

Free Java Download

Download Java for your deskiop computer now!

Free Java Download

halis Jaa? » DOLhae J3a? » Nasgmsig?

Version 7 Update 13

Why download Java?

Javate You 0 work and play n a secure computing enronment

Jva alows 3¢

1o play anline games, chat with people around the word,

r Mo
Temporary Files Settings ——— g Delete Files and Applications M
iGeep temparary s on my computer
& Delete the following files?
Location
Select the location where temporary files are kept:
s\Rich Simms\AppData\Locallow\Sun\Java\Deploymenticache Change...
f Cached Applications and Applets
| Disk Space
r Installed Applications and Applets
Select the compression level for JAR files: none = L O
fl Set the amount of disk space for storing temporary files:
I O 500 = MB
| L]
DeleteFiles... | [ Restore Defaults —
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Course history and credits

« Jim created the original version of this course

 Jim’s site: http://cabrillo.edu/~jgriffin/

Rick Graziani

« Thanks to Rick Graziani for the use of some of
his great network slides

» Rick’s site: http://cabrillo.edu/~rgraziani/
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First Minute Quiz

Please answer these questions in the order shown:

Use CCC Cemfier Wihit:e [Beare

For credit email answers to:
risimms@cabrillo.edu

within the first few minutes of class
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Routing and Subnetting

» Configure appropriate IP addresses, network * Quiz
and subnet masks, and broadcast addresses

) . tion
based on the size and number of network Que.s 'ons _
segments required. » Review and practice
« Connect multiple network segments together * Housekeeping
using Linux servers as routers and configuring - Routing

the appropriate routing tables
PProp < » Packet forwarding

» Static Routes

» Routing table

« Troubleshooting
* Lab

* Wrap
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Questions

10
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Questions

|l esson material?

Labs?

How this course works?

11"2F|:|E]_1E|FDE]EE ﬁﬁﬁi%ﬂﬁl@% 11"231:%]_1@'35%05%%_1@
Chinese | K=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

11



CIS 192 - Lesson 3 ﬁ l ’ Iw

Network
Topology
Tools
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Network Topology Diagrams

Spending a little time here —"
... will save you a "Ton" of time here when doing lab assignments -

13
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14



CIS 192 - Lesson 3
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Options ~ View Tools Extensions  Help
e | | o |
= a B B AR OO0 0

Logical [Root]

MNew Cluster Mowve Object Set Tiled Background Viewport

mn

Default gateways Key commands needed
) Sauron -> 192,168.20.1 ipconfig ethn oo oo oo pp
i}% Arwen -> 192,168.16.1 route add default gw oo xx., Xk xxx
Elrond - 172.30.4.1 route add -net 3000 K00 X000 X000 PP OW 3000 X000, 1003000
21 Frodo -= 172.30.4.1 iptables -0 FORWARD 1
Nopar 172.30.4.1 echo 1 = jprocfsys/netfipv4/ip_forward

Static routes
Frodo - Rivendell/Mordor va 172,30,4.252/21

g Elrond -3 Mordor via 192, 168.16.2

C

172.30.4.150 (DHCP) pd-pT —
Sguron o -|'-~
192,168.23.200 .
ethd ethi ethd ethl B
172,30.4.252 192,168.16.1 192.163.16,2  192.168.20.1
= = s
— p— —~ S
2950-24 = Switch-FT
CIE Lab Router-PFT Switch-BT Router-PT Mordor
Elrond Rivendell Arwen
192,168,20.0/22
172.30.4.0/24 192,168.16.0/22
o n | > r@
Time: 05:42:53 | Power Cycle Devices Reall:ime I
R . I i “w - _ . |Fire LastStatus Source Destination Type Colo
i -5 [ " f | i [ f I I8 y Scenario 0 -
| BERD (S (- (B
| Switches | |esn2s’ \assor) | 2960 | lGenerie! \Generie) | Ggps | lGeneri)) [ mew | pelete ]
— < | i | » - ; I
g L s L _ ’Toggle FDU List Wlndowl
Copper Straight-Through 4| U} >

Some use Cisco Packet Tracer 16
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Snickers

Elrond

CISVDC
172.30.5.

(]

g

CRIB SHEET

Frodo
route add -net 192.188.16.0/21 gw 172.20.182.168

Elrond

ifconfig eth0 17220 152 18818

ifconfigeth1 192.168.16. 1722

route add defaultgw 172.20.0.1

route add -net 192.168.16.0/22 gw 192.168.19.254
iptables -D FORWARD 1

echo 1> /procisys/net/ipv4fio_foward =]

Arwen

ifconfigethd 192.168.18.2/22
ifconfigeth1 192.168.20. 1722

route add defaultgw 152.168.16.1
iptables -0 FORWARD 1

echo 1> /procisys/net/ipv4/ip_forward

Sauron
ifconfig eth 192.168.20.200/22

aethl

route add defaultgw 152.168.20.1

Arwen

ethd athl

Sauron

ethd
EEEryy (192.168

172.20.0.0/16

.16.1

192.168.16.0/22

Rivendell .19.254 .20.1

e 4

192.168.20.0/22

Slide 158 of 155 | "Default Design” | <&

[EEp e e U _:;l

Some use PowerPoint

17



@ Cabrillo College - Science, Technolog... =

& www.cisco.com/web/zbout/ac50/acd7/2.html wvdc - Google

izl Network Topology Icons - Doing Busi... %

Worldwide [change]  Log In \ Account | Register My Cisco
] . -
cISCo Products & Services Support How to Buy Training & Events Partners m
Doing Business With Cisco
Network Topology Icons
HOME Cisco icons are globally recognized and generally accepted as standard for network
i ABOUT CISCO icon topologies. You may use them freely, but you may not alter them. All Conceptual Icons b
N DOING BUSIMESS WITH CISCO R o R B ~ You can download a printable
| Icons for Printed Collateral, Visio, Video, and Multi-media
CISCO BRAMND CENTER reference file showing all the F
Request Permission Use for Cisco corporate conceptual print-path icons conceptual icons. (PDF - 308 KB)
"‘.ﬂ” .
Logo Usage and Guidelines . - BW: EPS (7.6 MB) | JPG (4 MB) 5 o
C =] ownloa
Copyright and Trademarks ﬁ PMS 3015 EPS (14 MB) | JPG (3 MB)
Corporate Logo
Career Certification Logos
Partner Program Logos Icons as Microsoft Visio Stencils (.vss)
Ingredient Logo Use in Microsoft Visio.
Policies PMS 3015: ZIF (480 KB)
Network Topology Icons Black and White: ZIP (480 KB)
PPt color : ZIP (3 MB)
L
Icons for PowerPeint
Use in Corporate PowerPoint icons.
ZIP (2.2 MB)
1 Logical (and Conceptual) Icons as Microsoft Visio Stencils
! 5 ] Use logical stencils for Cisco product icons. Use conceptual
stencils for Visio presentation topologies.
Updates ongoing
Visio Stencils

Cisco provides network icons 18
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Network Topology Drawing Tools

Many more drawing tools ...

19
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CCC Confer Whiteboard Activity
(Use the common symbols in the Clip Art

Instructions:

« If not on the white board already add name of your favorite drawing tool
- Add a «/to drawing tools you have used

- Add a ¢next to your favorite tool(s)

e
L &/

20
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The generic

1 -
! Snickers topology for Lab 3
I
. CISVDC
“AYE 172.30.5.8
DNS
Frodo Sauron
ul;tj'r;\tu ut;tf\tu
Elrond Arwen
eth0 | dhcp
ethO CentOS /M ath1 E ethQ |Cent
“192.00]

172.20.0.0/16 yyy.yyy.yyy.yyy/lpp 277.227.222.22Z [ pp

22
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How to interpret

o Dashed lines imply the actual
network complexity is hidden in

order to simplify the diagram Only the last octets of the IP addresses
are shown on interfaces. The full
. address can be determined by looking
Snickers at the network. For example the full IP
address for Sauron's ethO interface is
192.168.23.200 and the full IP address
on NoPar in 172.20.0.1

~TAY M 172.30.5.8
DNS

"dhcp" means the interface is configured Sauron

for DHCP and the IP address will not be
known until the system is powered up.

g
ubuntu

o‘)
ubuntu

........ Elrond Arwen

ethO dhcp .23.200

Cent0S

ethO
16 2

ethO

fae

_________ 172 20.0.0/16 192.168.20.0/22
" Networks are shown using the " The names of the networks
<network address>/<prefix> are labeled on the switches

CIDR notation 23
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Classroom Net
172.30.1.0/24 10.240.1.2

19  sove vevesssv v sewew ..

< Internet >
R
Sleves sevoel seeven weewiic
This might be how it would Sauron

look if we still used physical
equipment

1 9s. Jvve vevessew | wweww. ..

9ol 9w 9| revev yewwwew ...

| eswss s veveel ) wveweeww.ls

CIS Lab Net
172.20.0.0/16

Rivendell Net Mordor Net

The green cables indicates
the cabling you do in VLab 24
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Pl

Activity

Hardware | options | Resources | Profiles | vServices | Virtual Machine Version: 8

1) Which system is this?

—Device Status
™ show all Devices Add... | Remave | ™ Comnmectsd
¥ Connect at power on .
Hardare [Summary | ” 2) Who does it belong to?
Bl Memory 512 MB — Adapter Type
d crus 1
Q Video card Video card T SEE E1000
= VMCI device Restricted 5 g
_ ~MAC Address Write your answers in
e SCSI controller 0 Paravirtual IUU'EU'EG'b?'dl'Be i
= Hard disk1 Virtual Disk TR the chat window
% CD/DVD drive 1 [ fusrflibfymwarefisoi... * Automatic  Manual
BB MNetwork adapter1 Rivendell-14 |
BB MNetwork adapter2 Mordaor-14 — DirectPath 1jO
BB Metwork adapter3 CIS Network Status: Not supported
é Floppy drive 1 Client Device Py .
—Network Connection
Metwork label:
Rivendell-14 j

Sauron

.‘d.;
ubuntu

ethO

P
172.20.0.0/16

25



. X es CIS 192 - Lesson 3 ﬁ l ’ Iw

The LOR
networks
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— A
a

DHCP

Ye Olde CIS Lab in 2504

Snickers

. Gandalf
Dad

DNS

Arwen

Elrond

eth0 ethl

.168

i

.} I 16.1
192.168.20.0/22

192.168.16.0/22

27
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Lab 3
Prep

28
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An example network
allocation for Lab 3

SUBNETTING INSTRUCTIONS

Network allocation: 192.168.16.0/21

Snickers

You need to subnet this network into two equally
sized sub-networks. Assign the lower block to

CISVDC Rivendell and the upper block to Mordor.
_['U
il
DNS

172.30.5.8

Frodo Sauron

s
ubuntu

.‘nf‘
ubuntu

eth0 | dhcp

| etho [ E etho | &=
52,000
172.20.0.0/16 yyy.yyy.yyy.yyy/lpp 772.272.222.22Z [ pp

29
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Subnetting

Rivendell subnet

CIS 192 - Lesson 3

root@pld-frodo:~# ipcalc 192.168.16.0/22
the networks Address: 192.168.16.0 11000000.10101000.000100 00.00000000
Netmask: 255.255.252.0 = 11111111.11111111.111111 00.00000000
Network: 192.168.16.0/22 11000000.10101000.000100 00.00000000
1) TO subnet a network HostMin: 192.168.16.1 11000000.10101000.000100 00.00000001
into two equally sized HostMax: 192.168.19.254 11000000.10101000.000100 11.11111110
B d t: 192.168.19.255 11000000.10101000.000100 11.11111111
sub-networks add one A
- Hosts/Net: 1022 "
bit to the netmask
Allocated network
root@pld-frodo:~# ipcalc 192.168.16.0/21 =
Address: 192.168.16.0 11000000.10101000.00010 000.00000000
Netmask: 255.255.248.0 = 21 11111111.11111111.11111 000.00000000
Network: 192.168.16.0/21 11000000.10101000.00010 000.00000000
HostMin:  192.168.16.1 11000000.10101000.00010 000.00000001 2) The second subnet
HostMax:  192.168.23.254 11000000.10101000.00010 111.11111110 will follow the first
Broadcast: 192.168.23.255 11000000.10101000.00010 111.11111111 . .
Hosts/Net: 2046 subnet (immediately
after the broadcast
/ address of the first)
Mordor subnet [
root@pl4-frodo:~# ipcalc 192.168.20.0/22
Address: 192.168.20.0 11000000.10101000.000101 00.00000000
Netmask: 255.255.252.0 = 11111111.111111211.111111 00.00000000
Network: 192.168.20.0/22 11000000.10101000.000101 00.00000000
HostMin: 192.168.20.1 11000000.10101000.000101 00.00000001
HostMax: 192.168.23.254 11000000.10101000.000101 11.11111110
30 Broadcast: 192.168.23.255 11000000.10101000.000101 11.11111111
Hosts/Net: 1022
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1 -
I Snickers
:NoPar
.0.1 ="l 172.30.5.8
DNS
Frodo
ul;tj'riltu
Elrond
eth0 | dhcp
.192.xxx
v

172.20.0.0/16

Plan your IP addresses
for each interface and
add to your diagram

Assign the minimum host
address for the appropriate
network to Elrond and Arwen's
ethl interfaces Sauron

g
ubuntu

e

192.168.16.0/22 . 192.168.20.0/22

Use one of your assigned static IPs

addresses for Elrond's ethO interface.

Assign the maximum host address for the appropriate
network to Arwen and Sauron's ethO interfaces 31
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Rivendell subnet

- f-
Gettlng IrSt root@pld-frodo:~# ipcalc 192.168.16.0/22
d I h Address:  192.168.16.0 11000000.10101000.000100 00.00000000
an aSt OSt Netmask:  255.255.252.0 = 22 11111111.11111111.111111 00.00000000
addresses on Network:  192.168.16.0/22 11000000.10101000.000100 00.00000000
y| HostMin:  192.168.16.1 11000000.10101000.000100 00.00000001
each network 7 fostus: 1s2166.1925  11000000.10101000 000100 11 11111110
o Broadcast: 192.168.19.255 11000000.10101000.000100 11.11111111
; Hosts/Net: 1022
Allocated network _
root@pl4-frodo:~# ipcalc 192.168.16.0/21
Address:  192.168.16.0 . 11000000.10101000.00010 000.00000000
Netmask:  255.255.248.0 = 2%  11111111.11111111.11111 000.00000000
Network:  192.168.16.0/21 ./ 11000000.10101000.00010 000.00000000
HostMin:  192.168.16.1 11000000.10101000.00010 000.00000001
HostMax:  192.168.23.254 “-. 11000000.10101000.00010 111.11111110
Broadcast: 192.168.23.255 11000000.10101000.00010 111.11111111
Hosts/Net: 2046
Mordor subnet
root@pl4-frodo:~# ipcalc 192.168.20.0/22
Address:  192.168.20.0 11000000.10101000.000101 00.00000000
Netmask:  255.255.252.0 = 22 11111111.11111111.111111 00.00000000
Network:  192.168.20.0/22 11000000.10101000.000101 00.00000000
............... HostMin:  192.168.20.1 11000000.10101000.000101 00.00000001
M HostMax: 192.168.23.254 11000000.10101000.000101 11.11111110
32 Broadcast: 192.168.23.255 11000000.10101000.000101 11.11111111
Hosts/Net: 1022
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Use the CIS 192 Pod Assignments table to select a static
IP address for Elrond'’s ethO interface

f [ Signin

€ - C [} simms-teach.com/docs/cis192/Pod-Assignments-192-sp13.pdf Q7 =

| CIS 192 Vlab Assignments |
€15 Lab Network
Student 172.20.0.0/16 Do IS |
Start End Rivendell =
ahmed 1 172.20.192.7 172.20.192.13 Shire-01 Rivendell-01 Mordor-01
Benji 2 172.20.192.14 172.20.192.20 Shire-02 Rivendell-02 Merdor-02
Bryan El 17220192.21 172.20.192.27 Shire-03 Rivendell-03 Mordor-03
carlos a 17220192 28 172.20.192.34 Shira-04 Rivendell-04 Mordor-04
Chris 5 172.20.192.35 172.20.192.41 Shire-05 Rivendell-08 Merdor-05
Corey 6 17220.192.42 172.20.192.48 Shire-06 Rivendell-06 Mordor-06
David H 7 172.20.192.49 172.20.192.55 Shire-07 Rivendell-07 Merdor-07
Dave a 172.20.192.56 172.20.192.62 Shire-08 Rivendell-08 Mordor-08
Donna 9 1722019263 172.20.192.69 Shire-09 Rivendell-09 Mardor-09 L4
Duke 10 172.20.192.70 172.20.192.76 Shire-10 Rivendell-10 Merdor-10
Elia 1 17220192.77 172.20.192.83 Shire-11 Rivendell-11 Merdor-11
Evan 12 172.20.192.84 172.20.192.90 Shire-12 Rivendell-12 Merdor-12
Gabriel 13 1722019291 172.20.192.97 Shire-13 Rivendell-13 Merdor-13
Homer 14 17220192 98 172.20.192 104 Shire-14 Rivendell-14 Mordor-14
SeanC. 15 172.20.192.106 172.20.192.111 Shire-15 Rivendell-15 Merdor-15
SeanF. 16 172.20.192.112 172.20.192.118 Shire-16 Rivendell-16 Merdor-16
Solomon 17 172.20.192.118 172.20.162.125 Shire-17 Rivendell-17 Merdor-17
Stephanie 18 172.20.192.126 172.20.192.132 Shire-18 Rivendell-18 Mordor-18
Tajvia 19 172.20.192.133 172.20.192.139 Shire-19 Rivendell-19 Mordor-19
Tony 20 172.20.192.140 172.20.192 146 Shire-20 Rivendell-20 Merdor-20
(Adam 21 172.20.192.147 172.20.192.153 Shire-21 Rivendell-21 Merdor-21
Ben 22 172.20.192.154 172.20.192 160 Shire-22 Rivendell-22 Mordor-22
Laura 23 172.20.192.161 172.20.192.167 Shire-23 Rivendell-23 Mordor-23
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Diagram updated with IP
addresses on interfaces

Snickers

LA/
DNS

Elrond

CISVDC
172.30.5.8

Cent0S

ethl
.16.1

i
192.168.16.0/22

eth0 |t
.19.254

Sauron

g
ubuntu

.23.254

192.168.20.0/22
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Activity

You have been given the 63.54.0.0/18 network

You are going to subnet it for three organizations, where the first

organization (Org 1) gets half of the addresses (the lower block) and the
other two (Org 2 & Org 3) split the remainder.

What are the three subnets and how many hosts are allowed on each?
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root@p24-frodo:~# ipcalc 63.54.0.0/18
Address:  63.54.0.0 00111111.00110110.00 000000.00000000
Netmask:  255.255.192.0 = 18  11111111.11111111.11 000000.00000000
Network:  63.54.0.0/18 00111111.00110110.00 000000.00000000
HostMin:  63.54.0.1 00111111.00110110.00 000000.00000001 Add one bit to the mask to cut
HostMax:  63.54.63.254 00111111.00110110.00 111111.11111110 s
Broadcast: 63.54.63.255 00111111.00110110.00 111111.11111111 the allocated network in half for
Hosts/Net: 16382 the first subnet for Org 1 ...
root@p24-frodo:~# ipcalc 63.54.0.0/19 e
Address:  63.54.0.0 00111111.00110110.000 00000.00000000
Netmask:  255.255.224.0 = 19  11111111.11111111.111 00000.00000000
Org 1 | Fildcard: 0.0.31.255 00000000.00000000.000 11111.11111111 _
subnet | Network: 63.54.0.0/19 00111111.00110110.000 00000.00000000 Starting after the last broadcast
HostMin:  63.54.0.1 00111111.00110110.000 00000.00000001 | address of Org 1's subnet and adding
HostMax: 63.54.31.254 00111111.00110110.000 11111.11111110 B
Broadcast: 63.54.31.255 00111111.00110110.000 11111.11111111 another bit to the mask to cut the
Hosts/Net: 8190 next network in half for Org 2 ...
g
root@p24-frodo:~# ipcalc 63.54.32.0/20 Starting after the
Address:  63.54.32.0 00111111.00110110.0010 0000.00000000
Netmask:  255.255.240.0 = 20  11111111.11111111.1111 0000.00000000 last broadcast
Wildcard: 0.0.15.255 00000000.00000000.0000 1111.11111111 | @ddress of the Org
Org 2 | \otuork:  63.54.32.0/20 00111111.00110110.0010 0000.00000000 | 2'S subnet and
subnet | . iymin:  63.54.32.1 00111111.00110110.0010 0000.00000001 | wsing the same
HostMax:  63.54.47.254 00111111.00110110.0010 1111.11111110 | mask calculate the
Broadcast: 63.54.47.255 00111111.00110110.0010 1111.11111111 | 5o sypnet for
Hosts/Net: 4094 Org 3
root@p24-frodo:~# ipcalc 63.54.48.0/20 o
Address:  63.54.48.0 00111111.00110110.0011 0000.00000000
Netmask:  255.255.240.0 = 20  11111111.11111111.1111 0000.00000000
Wildcard: 0.0.15.255 00000000.00000000.0000 1111.11111111
Org 3 | yetwork:  63.54.48.0/20 00111111.00110110.0011 0000.00000000
subnet | ;. ivin:  63.54.48.1 00111111.00110110.0011 0000.00000001
HostMax:  63.54.63.254 00111111.00110110.0011 1111.11111110
Broadcast: 63.54.63.255 00111111.00110110.0011 1111.11111111
Hosts/Net: 4094
36
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Start a crib sheet of the commands
needed to implement your networks

CRIB SHEET

Elrond
ifconfig eth0 172.20.192.168/16
ifconfig ethl 192.168.16.1/22

Arwen
Snickers ifconfig eth0 192.168.19.254/22
ifconfig ethl 192.168.20.1/22
CISVDC Sauron
172.30.5.8 ifconfig eth0 192.168.23.254/22
0.1 TTee-Ray
DNS
Sauron
Elrond
ethO ethO
m ‘192168 19.254]

172.20.0.0/16 192.168.16.0/22 192.168.20.0/22
38
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After powering on and configuring
interfaces you can record the IP
address Frodo got on your
diagram

Snickers

CISVDC
172.30.5.8

.0.1 LA

DNsS

Elrond

ethO

—fl
172.20.0.0/16 192.168.16.0/22

P e

ethO

" X oA I
KN \
I -
. J

CRIB SHEET

Elrond
ifconfig eth0 172.20.192.168/16
ifconfig ethl 192.168.16.1/22

Arwen
ifconfig eth0 192.168.19.254/22
ifconfig ethl 192.168.20.1/22

Sauron
ifconfig eth0 192.168.23.254/22

Sauron

192.168.20.0/22
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Your turn: Build this in your pod

Z
o
U
Q
1

"J,‘
ubuntu
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Snickers
_u'l'/
CISVDC
DHCP 172.30.5.8
~~~~~ —i“l
DNS
Elrond

eth0 | dhcp
ethO
m 192.00x]
172.20.0.0/16

P o

ethO
.19.254

192.168.16.0/22

o

CRIB SHEET

Elrond
ifconfig eth0 172.20.192.xxx/16
ifconfig eth1l 192.168.16.1/22

Arwen
ifconfig eth0 192.168.19.254/22
ifconfig eth1l 192.168.20.1/22

Sauron
ifconfig eth0 192.168.23.254/22

192.168.20.0/22
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m Help with labs

Like some help with labs?

I'm in the CIS Lab Monday afternoons
« See schedule at http://webhawks.org/~cislab/

or see me during office hours

or contact me to arrange another time online
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Turning in work and getting graded work back

Benji (simben192) submits his lab2 for grading
[simbenl92@opus ~]$ cp lab02 /home/rsimms/turnin/cisl92/1ab02.S$LOGNAME

Benji verifies his lab was submitted

[simbenl92@opus ~]$ 1ls /home/rsimms/turnin/cisl92
1lab01 1ab02.simbenl92 1lab02.visgabl92 1ab02.wildanl92 1ab02.winjasl92

Benji’s lab1l has been graded and placed in his directory

[simbenl92@opus ~]$ 1ls -1
total 52

-rw-r—--r—-— 1 simbenl92 c¢isl1l92 1350 Oct 3
—-rw—-r—-—-r—— 1 simbenl9%?2 cisl1l92 1400 Nov
[simbenl92Qopus ~]18$

19:05 labnotes
13:15 notes

-rw-r--r-- 1 simbenl92 cisl92 610 Nov 7 08:51 capture
-rw-r--r—-- 1 simbenl92 cisl92 360 Nov 1 09:26 labOl
-r-—————-—-- 1 simbenl92 staff 4170 Nov 2 16:05 lab0l.graded
—rw——————- 1 simbenl92 cisl192 3702 Nov 7 08:49 1lab02

1

1
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Grades Web Page

http://simms-teach.com/cis192grades.php

Code |Grading Quizzes & Tests Farum Labs Extra
Name | Choice |q1]|q2|q3|q4|qs|qs|q7|o8|q9|q10|T1|T2|T3|F1|F2|F3|F4|L1|L2[13 14|15 |16 |7 L8 L8 [L10|Final| Credit| Total| Grade
Max Foints 3(3]|3([3[3|3|3|3[3] 3 |30{30(30]|20|20({20({20|30|30|30(30(30|30|30|30({30( 30| &0 90 | 560
Aragorn | Grade | 2 30 3
Bilbo Grade | 3 29 3
Denethor | Grade | 3 8
Dwalin | Grade
Elrohir | Grade | 3 30 5
Elrond | Grade | 3 30 3
Eomer | Grade
Faramir | Grade | 3 30
ol 5 Please check your:
Gwaihir | Grade 30 . .
Toreth Grade | 3 30 [} Gradl ng Cholce
Legolas | Grade | 3 30
Nazgul | Grade | 3 30 8 ° 1 # 1 p 1 t
Pippin | Grade | 3 30 5 Qu IZ O I n S
Samwise | Grade | 3 30 2 H
Saruman | Grade | 3 30 3 b La b # 1 pOI nts
Strider | Grade | 3 29 3 . .
Theocer | Grode 3 T s « Extra Credit points
Treebeard| Grade

Don't know you secret LOR code name?

... then email me your student survey to get it!
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Grades Web Page

How your grade is determined:

A student can earn up to 560 total points doing the activities listed above. The course grade is based on the number of
points earned.

Percentage | Total Points |Letter Grade|Pass/No Pass
90% or higher|504 or higher A Pass
B0% to 89.9%| 448 to 503 B Pass
70% to 79.9%| 392 to 447 C Pass
60% to 69.9%| 336 to 391 D No pass
0% to 59.9%% 0to 335 F MNo pass

For some flexibility, personal preferences or family emergencies there is an additional 90 points available of extra credit
activities.

Select the grade you want and earn that many points!
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Extra Credit

Pass

; Link to Extra Credit page
is on the Grades page

se. Another 90 points is available from{extra credit)assignments. Students ci
erall progress on the chart below. Conta € instructor by email with any que

i Forum Labs

3|1Q10|T1|T2(T3|F1|[F2[F3|F4|L1|L2[L3|L4|L5|L6|L7|L8
3 |30|30|30(20|20{20(20(30(30|30(30|30 (30|30 30
30
30

Rich's Cabrillo College CIS Classes
CIS 192 Extra Credit

CIS 192 Extra Credit

Course Home Grades

General Options
Any combination of the following can be done to earn extra credit up to the maximum amount

Note the Cap on CIS 90 shown on the Grades page:

a// extra Cl’edlt CIs 192 +« Web site content review - The first person to email the instructor pointing out an
Previous Classes error or typo on this website will get one point of extra credit per content error found.
I'S 90 pOIn ts This includes any errors found on the instructor's downloaded materials that have been
covered in class. It does not include lesson PowerPoints or Labs that have not yet been

coverad in class but are pre-published on the website{ (Up to 20 points total) )
+ Develop new Howtos - Investigate and develop a Howto on a new topic area you are
interested in. At the Instructor's discretion and your permission, these Howtos will be
Cabrillo College published on this web site on the Resources page. Make a proposal first to the
i instructor on the topic area and to determine the amount of extra credit. Submittals
Web Advigor must follow the format of the instructor's Howtos on the Resources web page and be
Commands and Files web publishable| (Up to 20 points per Howto)
« Optional activities in lab assignments - Some of the lab assignments will have
optional activities that can be worked for extra credit.
« Lab assignments - Some courses may have one or more extra credit labs. Check the
CIS 90 Viab WM Calendar web page. (Point amount varies)
Assignements

T aan A - P d

VLab RDP file
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Be ready 7

Quiz 2

5 »

IP Routing and|

» Describe the

» Use the Sim

-oeevel St@y on top of deliverables with the
el Calendar web page

==

a routing table

+ View, add, and delete entries in a routing table
+ By properly configuring routing tables on hosts

4 Lab 2is due
11:59PM tonight

) and routers, configure a LAM of multiple 14 Lah 2
for the 2/26 segments which allows all hosts to 15
communicate with each other.
fIrSt Materials
minute + Presentation slides (download)
. TBA Assignment
qUIZZGS « Lab 3 (Routing)
CCC Confer
» Enter virtual classroom
» Class archives
—p>  |Quiz3
TCP and the Transport Layer
« SBCs, Dynamips/Dynagen, VirtualBox
« Dynamic routing
+ Quagga routing suite
» RIPvZ implementation skills
» Transport layer
+ TCP and UDP protocols
+ Service ports and sockets lab 3
3/5 i 15
Materials 5 posts

First test —
is the

following

» Presentation slides (download)

TBA Assignment
+ Practice Test 1

+ Lab 4 (Dynamic Routing and Port Forwarding)

CCC Confer

« Enter virtual classroom
» Class archives

Y lab 3 and five
forum posts are
due 11:59PM
March 5th

week!
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Routing Summary

[root@lilly ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.10.15.48 0.0.0.0 255.255.255.240 U 0 0 0 ethl
172.30.1.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl
0.0.0.0 172.30.1.1 0.0.0.0 UG 0 0 0 ethO

[root@lilly ~1#

sign post routing table

 Routers operate at layer 3 and make decisions on where
to send a packet.

* The routing decision is based on the routing table.

 If there is no route, the packet is dropped

Now let's looks at some of the details
49



Routers and the Network Layer (Layer 3)

Cisco commercial Router (I0S)

Linux Server with multiple NICs

_ Routerboard “kit” with MikroTik
Linksys home Router RouterOS (based on Linux 2.6 kernel)

50



Routers and the Network Layer (Layer 3)

I 1T T Cabrillo College

Routers

e Networking devices that make best path decisions (which interface to
forward the IP packet) based in Layer 3 IP Destination Address.

e Routers connect multiple networks.

Each interface connects to a different network. Each
interface has an IP address/mask for that network.

Rick Graziani
graziani@cabrillo.edu
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Routers and the Network Layer (Layer 3)

Physical Linux routers (a computer with multiple NICs)

e Networking devices that make best path decisions (which interface to
forward the IP packet) based in Layer 3 IP Destination Address.

e Linux routers connect multiple networks.

DeilyplDigitesl Digest:

AN 2GS
4

3 3
»

Directly Connected
Networks

Each interface connects to a different network. Each interface
has an IP address/mask for that network.

Rick Graziani modified by Rich Simms
graziani@cabrillo.edu 52
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est. 1959 %

AR W
Routers and the Network Layer (Layer 3)

Virtual Linux routers

e Networking devices that make best path decisions (which interface to
forward the IP packet) based in Layer 3 IP Destination Address.

e Virtual Linux routers connect multiple networks.

Hardware |opﬁm5| R_Esourcesl Pruﬁlesl vsewigegl Virtual Machine Version: 8

[~ Show All Devices Add... Remove | 7;"::;‘:::2

Hardware | Summar w ‘ ¥ Connect at power on

MR Memory 512 MB =

\(;::IU;U card \liideu card ’7:"?:::’::‘2" E1000 ‘

g \s,:s? de:iETl , S t”_:ttEdI —MAC Address

an coi! o ?rz\: uias 00:50:56:b7:08:5d -
E ngdD\le;rlwel ;zsr‘fﬁbftmv.'arejisoi‘.. % Automatic € Manual D I reCt | y
. P B Natw:crkadapterl CIS Network ‘ TR C t d

Each interface (B e IR e || CONNECtE

ﬁ Floppy drive 1 Client Device o ——
connects to a e Networks

. etworl =l
different network. et
Each interface has
an IP address/mask
for that network.
Help oK. | Cancel |
4
Rick Graziani modified by Rich Simms
graziani@cabrillo.edu 53




Routers belong to networks
T T T Cabrillo College

192.168.10.1

l255.255.25 252
Router interfaces

N\
@ belonging to networks
is a very important

® Ethernet 1 concept!

172.16.2.1
255.255.255.0
MAC: Oabbccddeeff

Serial O

Ethernet O

172.16.1.1
255.255.255.0
MAC: Ocddeeffaabb

Directly Connected Networks
e Router interfaces must be members of different networks.
e Router interfaces participate in the network like other hosts on that network.
e Ethernet interfaces:
- Have MAC Addresses
— ARP Tables

— Participate in the ARP Request and ARP Reply process like other hosts on
that network.

Rick Graziani 54
graziani@cabrillo.edu
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Linux routers belong to networks

192.168.10.1
pppW 255,255,255, 252

172.16.1.1

255.255.255.0 ==

MAC: Ocddeeffaabb eth0

Same concept
goes for Linux
routers!

172.16.2.1
255.255.255.0
MAC: Oabbccddeeff
Directly Connected Networks
e Linux router interfaces must be members of different networks.

e Router interfaces participate in the network like other hosts on that network.
e Ethernet interfaces:

- Have MAC Addresses

— ARP Tables

— Participate in the ARP Request and ARP Reply process like other hosts on
that network.

Rick Graziani modified by Rich Simms

graziani@cabrillo.edu 55



Network Layer
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Routers

e Make routing decisions based on Layer 3
information:

— Destination IP address

IpHeaderI Data I Layer 3: Network Layer

F
7 | Application ¥ v T
PP [ | —— = S
6 |[Presentation ) I Layer
5 Session
> _
4 | Transport Routers make the routing
> decision by looking at the
@_}:3} Network |— destination IP address and
bl — :2} Data Link | —> the routing table
1| Physical

Rick Graziani 26
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Routers and the Network Layer

« To get to GLENGAD go left
» To get to CULDAFF go straight on

« To get to MALIN HEAD go back

Using a routing table to make
routing decisions is like using
a signpost and deciding which
direction to go

Note: if there is no sign for your destination you may be LOST!
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Routers and the Network Layer

[root@lilly ~]# route -n this is a routing table

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.10.15.48 0.0.0.0 255.255.255.240 U 0 0 0 ethl
172.30.1.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl
0.0.0.0 172.30.1.1 0.0.0.0 UG 0 0 0 ethO

[root@lilly ~]#

« To get to the 10.10.15.48/28 network take the ethl interface
« To get to the 172.30.1.0/24 network take the ethO interface
« To get to the 169.254.0.0/16 network take the ethl interface

« For all other networks proceed to the 172.30.1.1 router via
the ethO interface get more directions there

Note: if there is no route to the destination the router will
DROP the packet!
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Routing Types

I T T T A I Cabrillo College

Two types of routes ... static or dynamic

A router must learn about non- Static
directly connected networks
either statically or dynamically. Uses a programmed route that a network

administrator enters into the router

Directly connected networks

are networks that the router is
connected to, has an IP

address/mask. Dynamic

Non-directly connected Uses a route that a routing protocol adjusts

networks are remote networks automatically for topology or traffic changes
connected to other routers.

Two types of destinations ... directly connected or not-directly connected

Rick Graziani 59
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Routed Protocols vs. Routing Protocols

T e A A Cabrillo College

Routed protocol
used between
routers to direct
user traffic

Examples: IP and IPX

An important
distinction!

Routing protocol
used between
routers to maintain
tables

Examples: RIP, IGRP, OSPF

Rick Graziani
graziani@cabrillo.edu



Routed Protocol

e IP is a routed protocol
e A routed protocol is a layer 3 protocol that contains

network addressing information.

Cabrillo College

e This network addressing information is used by routers
to determine the which interface, which next router, to
forward this packet.  o..cer

IP packets are routable
because of the way IP
address are organized
and used around the
world.

Ethernet frames are not
routable. They would
require massive routing
tables and be an update
nightmare!

Rick Graziani
graziani@cabrillo.edu

0 15 16 31
4-bit 4-hit 8-bit Type Of
Version | Header Service 16-bit Total Length (in bytes)
Length (TOS)
3-bit
16-bit Identification Flags 13-bit Fragment Offset

8 bit Time To Live
TTL

8-bit Protocol

16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)

61
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Routing Protocols

I T T T A I Cabrillo College

e Protocols used by routers to build routing

tables.
e Routing tables are used by routers to forward
packets.
- RIP This makes maintaining routing
— IGRP and EIGRP tables much more practical!
- OSPF We will play with some of these
- IS-IS next week!
- BGP
Rick Graziani 62
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[root@lilly ~]# route -n
Kernel IP routing table

[root@lilly ~1#

Destination Gateway Genmask Flags Metric Ref Use
10.10.15.48 0.0.0.0 255.255.255.240 U 0 0 0
172.30.1.0 0.0.0.0 255.255.255.0 U 0 0 0
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0
0.0.0.0 172.30.1.1 0.0.0.0 UG 0 0 0

Iface
ethl
ethO
ethl
ethO

sign post routing table

» Routing is making a decision on where to send a packet.
* The decision is based on the routing table.

 If there is no route, the packet is dropped
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Packet Forwarding Summary

* Frame arrives.

« Layer 3 packet yanked (unencapsulated) from frame and
the old frame is discarded.

« Routing decision is made using the destination IP address
of the layer 3 packet and the routing table.

* A new layer 2 frame is created containing (encapsulating)
the layer 3 packet.

« The new frame is sent out the interface determined by the
routing decision.

Now let's looks at some of the details
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To send, layer 3

Encapsulation
-” ||| |||| |||| |||| ||| ||| ||||||||| |||| ||| ||| |||| |||| ||||| Cabrillo College

Layer 3 IP Packet

packets are Destination | Source IP | Other IP | Data
encapsu/ated into IP Address Address fields
\— ___/
layer 2 frames ~
Layer 2 Data Link Frame 1
Destination Source Type Data Trailer
Address Address

. Layer 3 packets are encapsulated into Layer 2 frames by the host.

. Hubs: Only flood out the Layer 1 bits (repeater)

. Switches: Examine only Layer 2 information:
1. Learn (Source MAC Address)
2. Forward (Destination MAC Address)

. Layer 2 frames can be non-Ethernet frames, such as serial frames:
—  PPP, HDLC, Frame Relay, ATM, ISDN, etc.

—  Point-to-point serial frames (PPP, HDLC) are not multi-access networks and the
Destination Address is many times just a layer 2 broadcast address.

Rick Graziani
graziani@cabirillo.edu
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Encapsulation
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After receiving, routers Layer 3 IP Packet
yank out the /ayer 3 packet Destination | Source IP | Other IP | Data
and throw away the layer 2 IP Address | Address | fields
frame it arrived in. — o
~
Layer 2 Data Link Frame T
Destination Source Type Daté Trailer
Address Address

. Routers:
1. Un-encapsulate Layer 3 packet from Layer 2 frame.
2. Lookup Layer 3 packet, Destination IP Address, in Routing Table.

3. Encapsulate Layer 3 packet into new Layer 2 frame and forward out proper (exit)
interface.

. Note: Destination IP Address and Source IP Address are not in their proper order.

Rick Graziani 67
graziani@cabirillo.edu



Encapsulation
I T Cabrillo College

The layer 3 packet is then placed in a These addresses do
new layer 2 frame appropriate for the not change!

next network
Layer 3 IP PaVl

These change from host to —
Destination Source IP | Other IP | Data

router, router to router, and -
router to host. IP Address Address fields

N _
~
Layer ZData Nk Frame l

Destination Source Type Data Trailer
Address Address

‘ 1—Current Data Link Address of

_ Host or Router’s exit
Next hop Data Link interface

Address of Host or
Router’s interface

. Note: The only time Destination and Source IP Addresses change is with NAT/PAT. The only
device that is aware of the change is the device doing the NAT, but for all intents and purposes the
rule remains the same, IP Addresses do NOT change.
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A router interface I1s a host on that network

I (1T T T T T TTTTT T TV T T Teer Cabrillo College
172.30.10.0/24 10.25.0.0/16
172.30.10.11/24 172.30.10.13/24 10.25.7.11/16 10.25.3.13/16
172.30.10.10/24 l 172.30.10.12/24 l 10.25.1.10/16 l 10.25.3.12/16 l
() ) [ snf ) [ (] [
Wi = e s'_;g '_g e Ja _;g — Jg &—Jo
. AS Ad A3 AEI, B2 iE!E- y iE4 B5 ,

| Network A | | Network B |

Again ... router interfaces  172:30.10.12 10.25.1.1/16

belonging to networks is a
very important concept!

Router

« Since the interface where the router connects to a network is considered to be part of
that network.

* Router interfaces have an IP Address and Subnet Mask which makes them a host on the
network they are attached.

* Router interfaces must belong to separate networks!
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Routers belong to networks
I T Cabrillo College

192.168.10.1

Serial 0 255 255 255 252
Ethernet O Again ... router interfaces

\@ belonging to networks is a
172.16.1.1 255.255.255.0

very important concept!

MAC: Ocddeeffaabb Ethernet 1

172.16.2.1 255.255.255.0
MAC: Oabbccddeeff

* Router interfaces must be members of different networks.
* Router interfaces participate in the network like other hosts on that network.
» Ethernet interfaces:

— Have MAC Addresses

— ARP Tables

— Participate in the ARP Request and ARP Reply process like other hosts on
that network.
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Packet Forwarding

R O Ebr O Cabrillo College
X Y
192.168.1.0/24 RTA 192.168.2 024 RTB 192.168.3.0/24 RTC 192.1684.0724
g e gy e,
el s0 s0 el
192.168.1.10.24 192.168 4.10/24

Let’s do an example showing how a IP packet travels from
network to network to get to its eventual destination.
Packet Forwarding
 Host X has a packet(s) to send to Host Y

* Arrouter generally relays a packet from one data link to another, using two
basic functions:

1. a path determination function - Routing
2. a switching function - Packet Forwarding

« Let’s go through all of the stages these routers use to route and switch this
packet.

 Note: Data link addresses have been abbreviated.
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Remember: Encapsulation

These change from host
to router, router to router,

Cabrillo College

These addresses do
not change!

Layer 3 IP M

Destination Source IP | Other IP | Data
and router to host. IP Address | Address fields
N _/
~
Layer 4 Data Mygk Frame l
Destination Source Type Data Trailer
Address Address

|

Next hop Data Link
Address of Host or
Router’s interface

1—Current Data Link Address of

Host or Router’s exit
interface

* Now, let’s do an example...

Rick Graziani

graziani@cabrillo.edu
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Remember: Encapsulation
I T T Cabrillo College

192.168.1 [IEd 192 16820 ?4
_?
E1 —Eﬂ

el
192.168.1. I'I]I 24 [m 10 00-20 0B 31 0C-22 192.168 4.10/24
0A-10 0B-20
Layer 2 Data Link Frame Layer 3 IP Packet
Dest. NddC | Source M&C | Type || Dest. IP Source IP IP Data | Trailer
OB-2& 0C-22 800 192.168.4.10 | 192.168.1.10 | fields

« This is just a summary.
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Linux Routing and Packet Forwarding

 Linux has routing and packet forwarding already built in
« Routing tables are always maintained

« Packet forwarding needs to be enabled
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Enable Packet Forwarding
(Red Hat Family)

Temporary

Copy a 1 into /proc/sys/net/ipv4/ip_forward

[root@Relrond ~]1# echo 1 > /proc/sys/net/ipv4/ip_forward

Or copy a 0 to disable packet forwarding
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Enable Packet Forwarding
(Red Hat Family)

Permanent

Edit /etc/sysctl.conf

root@elrond ~]# cat /etc/sysctl.conf
Kernel sysctl configuration file for Red Hat Linux

For binary values, 0 is disabled, 1 is enabled. See sysctl(8) and
sysctl.conf (5) for more details.

[
id
id
id
id

# Controls IP packet forwarding

net.ipv4.ip forward = 1 4—~\\\\\\\

< snipped > enable packet forwarding

# Controls the maximum number of shared memory segments, in pages
kernel.shmall = 268435456
[root@elrond ~1#

Or set a 0 to disable packet forwarding
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Packet Forwarding Summary

* Frame arrives.

« Layer 3 packet yanked (unencapsulated) from frame and
the old frame is discarded.

« Routing decision is made using the destination IP address
of the layer 3 packet and the routing table.

* A new layer 2 frame is created containing (encapsulating)
the layer 3 packet.

« The new frame is sent out the interface determined by the
routing decision.
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Frodo cannot ping Sauron unless:

» Packet forwarding is enabled on Elrond
and Arwen

« Firewall modified on Elrond and Arwen

« Routing tables configured on each system

Snickers
1
1
I NoPar Ay
e __----" CISVDC
@' DHCP 172.30.5.8
0.1 B 7]
DNS
Frodo
.‘“;
ubuntu
Elrond
eth0 | dhcp
m 192000 .19.254

172.20.0.0/16 192.168.16.0/22 192.168.20.0/22
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Enable packet forwarding enabled Elrond and Arwen

[root@p24-elrond ~]# echo 1 > /proc/sys/net/ipv4/ip forward
[root@p24-elrond ~]# cat /proc/sys/net/ipv4/ip forward
1

[root@p24-arwen ~]# echo 1 > /proc/sys/net/ipv4/ip forward

[root@p24-arwen ~]# cat /proc/sys/net/ipv4/ip forward
1

Done!
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Snickers
1
1
! NoPar —i.',f’
=— =" CISVDC
@' DHCP 172.30.5.8
0.1 B
DNS
Frodo
.‘“;
ubuntu
Elrond
eth0 | dhcp
| etho = t
m 192000

172.20.0.0/16

Al 1
RN W
"
\ X B (
. L4
A ]

Frodo cannot ping Sauron unless:
Packet forwarding is enabled on Elrond

and Arwen

« Firewall modified on Elrond and Arwen
« Routing tables configured on each system

192.168.16.0/22

ethO

P e

192.168.20.0/22
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Modify firewalls to allow forwarding

[root@p24-elrond ~]# iptables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited

Chain FORWARD (policy ACCEPT)
target prot opt source destination
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

[root@p24-elrond ~]#

[root@p24-elrond ~]# iptables -D FORWARD 1
[root@p24-elrond ~]#

Delete the default firewall rule on the FORWARD chain
that blocks packet forwarding on Elrond
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Modify firewalls to allow forwarding

[root@p24-arwen ~]# iptables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited

Chain FORWARD (policy ACCEPT)
target prot opt source destination
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

[root@p24-arwen ~]#

[root@p24-arwen ~]# iptables -D FORWARD 1
[root@p24-arwen ~]#

Delete the default firewall rule on the FORWARD chain
that blocks packet forwarding on Arwen
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RN W
"
\ X B (
. L4
A ]

Frodo cannot ping Sauron unless:
Packet forwarding is enabled on Elrond

and Arwen

/ Firewall modified on Elrond and Arwen

« Routing tables configured on each system

192.168.16.0/22

ethO

P e

192.168.20.0/22
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Add default gateways that direct traffic toward the Internet

Elrond
route add default gw 172.20.0.1

Arwen
route add default gw 192.168.16.1

Snickers Sauron

: route add default gw 192.168.20.1

I NoPar =My

R 4 cIsvDC
@__- 172.30.5.8 Note: We don't need to add a default

~~~~ - gateway on Frodo. This was handled
.0.1 A automatically by DHCP
DNS

o‘-e
ubuntu

Elrond
eth0 | dhcp

Cent0S

ethO ethO

m’ 192.500x 16.1 ’ .19.254
172.20.0.0/16 192.168.16.0/22 192.168.20.0/22
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Common uses for Static Routes

Cabrillo College

Static Routing Example

\~'\ Only a single
@ network connection
- : with no need for
routing updates

Static I’OltheS are PolnttoPolnt
very use ul even or circuit-switched ET=p
in a dynamic connection =5

routing world _I_

"Stub™ Network ‘

Static routes in the real-worid

Soon we will learn about dynamic routing protocols (RIP, etc.), where routers can
learn automatically about networks, without the manual configuration of static routes.

Does this mean that static routes are never used in the real-world?
No! Static routes are used in conjunction with dynamic routing protocols.

It is common to use a static route where using a dynamic routing protocols would have
disadvantages or where it just not needed.
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Static Route Examples
T T T Cabrillo College

X 192.168.1.0/24 RTA 192.168.2.0.24 192.168.3.0/24 RTC 192.1684.0/24 Y
. .1 2 . .
el) éfm el)
0B -31 0C-22 192.168 4.10/24

192.168.1.10.24 00.10 00.20
0A-10 0B -20

e A router must learn about non-directly connected networks.
e To do this with static routes on a Cisco router:

RTB(config)# ip route network-address mask next-hop-ip-address

To reach hosts like Host X in the 192.168.1.0/24 network:
RTB(config)# ip route 192.168.1.0 255.255.255.0 192.168.2.1

What would be the static route to reach hosts like Host Y in the 192.168.4.0/24
network?

Rick Graziani 87
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Static Route Examples

RTB
X RTA 2
- ed el eth0 pppO el -
192.168.1.10.24 00-10 00-20 0B 31 0C-22 192.168 4.10/24
0A-10 0B-20

e A router must learn about non-directly connected networks.
e To do this with static routes on a Linux router use:

[root@RTB ~#] route add -net network/prefix gw next-hop
To reach hosts like Host X in the 192.168.1.0/24 network:
[root@RTB ~#] route add -net 192.168.1.0/24 gw 192.168.2.1

What would be the static route to reach hosts like Host Y in the 192.168.4.0/24
network?
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Static Route Examples

I T T T A I Cabrillo College
X 192.168.1.0/24 RTA 192.168.2.0.24 RTC C192.1684.024 ] Y
N 1 2 . F ——= ¥
al) el pl) [ al) a
192.168.1.10.24 00-10 00-20 0B 31 0C-22 192.168 4.10/24
0A-10 0B-20

RTB(config)# ip route network-address mask next-hop-ip-address
To reach hosts like Host Y in the 192.168.4.0/24 network:

RTB(config)# ip route 192.168.4.0 255.255.255.0 192.168.3.2
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Static Route Examples

RTB
X 192.168.1.024 RTA 192.168.2.024
= .1 1 2 .
- 0 el eth0 pppO
192.168.1.10.24 00-10 00-20 0B 31 uc 22 192. 1GBJ 10724
0A-10 0B-20

[root@RTB ~#] route add -net network/prefix gw next-hop

To reach hosts like Host Y in the 192.168.4.0/24 network:

[root@RTB ~#] route add -net 192.168.4.0/24 gw 192.168.3.2
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Static Route Examples

I T TTTTT T T T Iv Cabrillo College
X % 192.153.1.0_:21 RTA | 192.1682.0024 rTC (192.168.4027 ) Y
A A 2 1 2 )
el) ﬁ el el s0 s0 el
192.168.1.10.24 00-10 00-20 0B 31 0C-22 192.168 4.10/24
0A-10 0B -20

What would be the static routes for RTA to reach 192.168.3.0/24 and
192.168.4.0/24 networks?

RTA(config)# ip route network-address mask next-hop-ip-address
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Static Route Examples

I T TTTTT T T T Iv Cabrillo College
X % 192.153.1.0_:21 RTA | 192.1682.0724 RTB rTC (192.168.4027 ) Y
A 1 . 1 2 )
el) ﬁ el s0 s0 el
192.168.1.10.24 00-10 00-20 0B 31 0C-22 192.168 4.10/24

0A-10 0B-20

RTB(config)# ip route network-address mask next-hop-ip-address
The static routes for RTA to reach 192.168.3.0/24 and 192.168.4.0/24 networks:
RTA(config)# ip route 192.168.3.0 255.255.255.0 192.168.2.2

RTA(config)# ip route 192.168.4.0 255.255.255.0 192.168.2.2

Rick Graziani 92
graziani@cabrillo.edu



CIS 192 - Lesson 3

RTA
X 192.168.1.0.24
— .1
ethO :
192.168.1.10.24 00-10 00-20 0B -31 uc 22 192. 11334 10724
0A-10 0B-20

What would be the static routes for RTA to reach 192.168.3.0/24 and
192.168.4.0/24 networks?

[root@RTB ~#] route add -net network/prefix gw next-hop
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X

192.168.1.0.24
N

ethO

192.168.1.1024 00-10

0A-10

RTA

00-20 0B-31 0C-22 192.168 4.10/24
0B-20

[root@RTA ~#] route add -net network/prefix gw next-hop

The static routes for RTA to reach 192.168.3.0/24 and 192.168.4.0/24 networks:

[root@RTA ~#] route add -net 192.168.3.0/24 gw 192.168.2.2
[root@RTA ~#] route add -net 192.168.4.0/24 gw 192.168.2.2
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Setting Static Routes

(Red Hat Family)

Temporary
* route add -net network netmask mask gw next-hop

- route del -net network netmask mask gw next-hop alternate syntax

[root@elrond ~]# route add -net 192.168.3.0 netmask 255.255.255.0 gw 192.168.2.123
[root@elrond ~]# route del -net 192.168.3.0 netmask 255.255.255.0 gw 192.168.2.123

- route add -net network/prefix gw next-hop
* route del -net network/prefix gw next-hop

[root@elrond ~]# route add -net 192.168.3.0/24 gw 192.168.2.123
[root@elrond ~]# route del -net 192.168.3.0/24 gw 192.168.2.123

Permanent
* Edit /etc/sysconfig/network-scripts/route-eth*

[rootRelrond ~]# cat /etc/sysconfig/network-scripts/route-ethl
192.168.3.0/24 via 192.168.2.123

[root@Relrond ~]# service network restart
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Add static routes that direct traffic toward the Rivendell and Mordor

Snickers
1
1
! NoPar —i.',f’
ag— CISVDC
@' DHCP 172.30.5.8
0.1 TTee-Ray

o‘i
ubuntu

eth0 | dhcp

172.20.0.0/16

ethO

—fail e

DNsS

192.168.16.0/22
192.168.20.0/22

Elrond

Frodo
route add -net 192.168.16.0/22 gw 172.20.192.168
route add -net 192.168.20.0/22 gw 172.20.192.168

or supernet with:
route add -net 192.168.16.0/21 gw 172.20.192.168

Elrond
route add default gw 172.20.0.1
route add -net 192.168.20.0/22 gw 192.168.19.254

Arwen
route add default gw 192.168.16.1

Sauron
route add default gw 192.168.20.1

/
192.168.16.0/22 192.168.20.0/22

Sauron

192.168.20.0/22

.19.254




CIS 192 - Lesson 3

Snickers

CISVDC
172.30.5.8

.0.1 Na

DNsS

o“.;
ubuntu

Elrond

eth0 | dhcp

ethO
192.xxx

m/
172.20.0.0/16

ol " W]
]
3 L4

)

Frodo cannot ping Sauron unless:
Packet forwarding is enabled on Elrond

and Arwen
v/

Firewall modified on Elrond and Arwen

/ Routing tables configured on each system

root@p24-frodo:~# ping 192.168.23.254

PING 192.168.23.254 (192.168.23.254) 56(84)
64 bytes from 192.168.23.254:
64 bytes from 192.168.23.254:
~C

---192.168.23.254 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 99%ms
rtt min/avg/max/mdev = 0.460/0.542/0.625/0.085 ms
root@p24-frodo:~#

bytes of data.
icmp reg=1 ttl=62 time=0.625 ms &
icmp reg=2 ttl=62 time=0.460 ms (¢

.16.1

Sauron

ethO

P e
192.168.16.0/22

192.168.20.0/22




e

Routing
Table



CIS 192 - Lesson 3 _. ' ﬁ l l IW

Routing Table Overview

» Directly connected networks are automatically added to
the routing table.

« Static routes can be added using the route command.

« Default gateways can be added using the route command.

« Dynamic routing services that use routing protocols like

RIP and OSPF can add additional routes to the routing
table.
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The Routing Table

Routing Table

shows IP addresses instead of nhames (faster)

.

[root@p24-elrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.20.0 192.168.19.254 255.255.252.0 UG 0 0 0 ethl
192.168.16.0 0.0.0.0 255.255.252.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO

[root@p24-elrond ~]#

Destination shows the networks that a route exists for.
The 0.0.0.0 network is used for the default route.

100



CIS 192 - Lesson 3
The Routing Table

Routing Table

[root@p24-elrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.20.0 192.168.19.254 255.255.252.0 UG 0 0 0 ethl
192.168.16.0 0.0.0.0 255.255.252.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO

[root@p24-elrond ~]#

Gateway specifies the next-hop router or uses 0.0.0.0
for local directly-connected interfaces
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The Routing Table

Routing Table

[root@p24-elrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.20.0 192.168.19.254 255.255.252.0 UG 0 0 0 ethl
192.168.16.0 0.0.0.0 255.255.252.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO

[root@p24-elrond ~]#

Genmask is the mask applied to incoming destination IP
addresses to determine if a route exists. These are
sorted by longest (best match) to shortest prefix.
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The Routing Table

Routing Table

[root@p24-elrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.20.0 192.168.19.254 255.255.252.0 UG 0 0 0 ethl
192.168.16.0 0.0.0.0 255.255.252.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO

[root@p24-elrond ~]#

Note the genmask of 0.0.0.0 is used for the default
route. Applying this mask to any address will always
result in a match.
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The Routing Table

Routing Table

[root@p24-elrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.20.0 192.168.19.254 255.255.252.0 UG 0 0 0 ethl
192.168.16.0 0.0.0.0 255.255.252.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO

[root@p24-elrond ~]#

Possible flags include:
U (route is up)
H (target is a host)
G (gateway)
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The Routing Table

Routing Table

[root@p24-elrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.20.0 192.168.19.254 255.255.252.0 UG 0 0 0 ethl
192.168.16.0 0.0.0.0 255.255.252.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO

[root@p24-elrond ~]#

Metric:

The distance to the target (usually counted in hops). It
is not used by recent kernels, but may be needed by
routing daemons.
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The Routing Table

Routing Table

[root@p24-elrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.20.0 192.168.19.254 255.255.252.0 UG 0 0 0 ethl
192.168.16.0 0.0.0.0 255.255.252.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO

[root@p24-elrond ~]#

Ref:
Number of references to this route.
(when showing cache)
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The Routing Table

Routing Table

[root@p24-elrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.20.0 192.168.19.254 255.255.252.0 UG 0 0 0 ethl
192.168.16.0 0.0.0.0 255.255.252.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO

[root@p24-elrond ~]#

Use:
Count of lookups for the route
(when showing cache)
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The Routing Table

Routing Table

[root@p24-elrond ~]# route -n
Kernel IP routing table

Destination Gateway
192.168.20.0 192.168.19.254
192.168.16.0 0.0.0.0
169.254.0.0 0.0.0.0
169.254.0.0 0.0.0.0
172.20.0.0 0.0.0.0
0.0.0.0 172.20.0.1

[root@p24-elrond ~]#

Iface:

Genmask

255.
255.
255.
255.
255.
0.0.

255.
255.
255.
255.
255.

0.0

O O O DN DN

O O O NN DN

o O

Flags Metric Ref Use
UG 0 0 0
U 0 0 0
U 1002 0 0
U 1003 0 0
U 0 0 0
UG 0 0 0

Interface to which packets for this route will be sent.

Iface

ethl
ethl
ethO
ethl
ethO
ethO
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The Routing Table
Supernetting

Routing Table

root@p24-frodo:~# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1000 0 0 ethO
172.20.0.0 0.0.0.0 255.255.0.0 U 1 0 0 ethO
192.168.16.0 172.20.192.168 255.255.252.0 UG 0 0 0 ethO
192.168.20.0 172.20.192.168 255.255.252.0 UG 0 0 0 ethO

Note: these two routes could be replaced with a single route
for 192.168.16.0/21. This is super-netting (the reverse of
sub-netting)

Netmask: 255.255.248.0 = 21
Netmask: 255.255.252.0 = 22
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The Routing Algorithm

(How the decision is made)

Routing Algorithm

The purpose of the Routing Algorithm is to get the packet to its
destination network.

« Compute the network of the destination IP address

« Does the destination network match that on a local interface?
If so, send it out that interface

« Does the destination network match one or more listed in the
routing table?

If so, send it using the best match (largest genmask) route

« Is there a default route listed in the routing table?
If so, use that gateway
Otherwise, drop the packet - "network is unreachable”
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The Routing Algorithm

Compute the network
The network number is obtained by applying the genmask to the incoming IP
destination address.

Example: 192.168.23.254 with genmask 255.255.252.0 is 192.168.20.0

Address: 192.168.23.254 11000000.10101000.000101 11.11111110
Netmask: 255.255.252.0 = 22 11111111.11111111.111111 00.00000000
Network: 192.168.20.0/22 11000000.10101000.000101 00.00000000

[root@p24-elrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.20.0 192.168.19.254 255.255.252.0 UG 0 0 0 ethl
192.168.16.0 0.0.0.0 255.255.252.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO

[root@p24-elrond ~]#

On Elrond, an incoming packet with a destination address of 192.168.23.254 will be
sent out eth1 to the next-hop router at 192.168.19.254 111
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route command -n option

[root@p24-elrond ~]# route  Show route table with names
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.20.0 arwen 255.255.252.0 UG 0 0 0 ethl
192.168.16.0 * 255.255.252.0 U 0 0 0 ethl
link-local * 255.255.0.0 U 1002 0 0 ethO
link-local * 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 * 255.255.0.0 U 0 0 0 ethO
default lab-router 0.0.0.0 UG 0 0 0 ethO

[root@p24-elrond ~]# route -n  Show route table with IP addresses
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.20.0 192.168.19.254 255.255.252.0 UG 0 0 0 ethl
192.168.16.0 0.0.0.0 255.255.252.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO

[root@p24-elrond ~]#
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route command for viewing cache

[root@p24-elrond ~]# route -C
Kernel IP routing cache

Source Destination Gateway Flags Metric Ref Use Iface
172.20.4.104 172.20.255.255 172.20.255.255 ibl 0 0 13 1o
172.20.4.105 172.20.255.255 172.20.255.255 ibl 0 0 32 1o
frodo 172.20.192.168 172.20.192.168 il 0 0 53 1o
monitor.cislab. 172.20.255.255 172.20.255.255 1ibl 0 0 4 1o
172.20.4.105 255.255.255.255 255.255.255.255 ibl 0 0 0 lo
172.20.192.168 frodo frodo 0 1 0 ethO
globe.cislab.ne 172.20.255.255 172.20.255.255 1ibl 0 0 1 lo
172.20.192.168 frodo frodo 0 1 0 ethO
globe.cislab.ne 172.20.255.255 172.20.255.255 1ibl 0 0 1 lo
sauron frodo frodo 0 0 7 ethO
172.20.192.168 cisvdc.cislab.n lab-router 0 0 6 ethO
frodo sauron arwen i 0 0 7 ethl
172.20.4.58 172.20.255.255 172.20.255.255 ibl 0 0 0 lo

[root@p24-elrond ~]1#

show route table cache with names
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route command for viewing cache

[root@p24-elrond ~]# route -Cn
Kernel IP routing cache

Source Destination Gateway Flags Metric Ref Use Iface
172.20.192.168 172.30.5.8 172.20.0.1 0 0 9 ethO
172.20.4.104 172.20.255.255 172.20.255.255 ibl 0 0 14 1o
172.20.4.105 172.20.255.255 172.20.255.255 ibl 0 0 33 1o
172.30.5.8 172.20.192.168 172.20.192.168 1 0 0 9 lo
172.20.4.153 172.20.192.168 172.20.192.168 il 0 0 65 1o
172.20.0.7 172.20.255.255 172.20.255.255 ibl 0 0 4 lo
172.20.4.105 255.255.255.255 255.255.255.255 ibl 0 0 0 lo
172.20.192.168 172.20.4.153 172.20.4.153 0 1 0 ethO
172.20.90.10 172.20.255.255 172.20.255.255 ibl 0 0 1 1o
192.168.23.254 172.20.4.153 172.20.4.153 0 0 7 ethO
172.20.4.16 172.20.255.255 172.20.255.255 ibl 0 0 0 lo
172.20.192.168 172.30.5.8 172.20.0.1 0 0 9 ethO
172.20.4.153 192.168.23.254 192.168.19.254 1 0 0 7 ethl
172.20.4.58 172.20.255.255 172.20.255.255 ibl 0 0 0 lo

[root@p24-elrond ~]#

show route table cache with IP addresses
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route command
flushing the cache

Flush the route cache

[root@p24-elrond ~]# ip route flush cache
[root@p24-elrond ~]# route -Cn
Kernel IP routing cache

Source Destination Gateway Flags Metric Ref Use Iface
172.20.4.153 172.20.192.168 172.20.192.168 il 0 0 9 lo
[root@p24-elrond ~]1#

Note: Use route -CF on Red Hat 9
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Exercise

1. Explore the routing table and cache on Celebrian
* route
* route -n
* route -C
* route -Cn

2. Flush the route cache
» ip route flush cache
« route -Cn

3. Identify the directly connected, static and default routes.
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/etc/hosts
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/etc/hosts

ping frodo vs ping 172.20.4.153
ssh frodo vs ssh 172.20.4.153
scp myfile frodo: vs ssh myfile 172.20.4.153:

« Before the Domain Name System (DNS) arrived on the scene,
text files with IP/hostname associations were maintained for

name resolution.

« Hostnames are much easier to remember than IP addresses!

« The file /etc/hosts files is still available to quickly add local
hostnames for systems not resolved by your DNS servers.
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/etc/hosts

[root@p24-elrond ~]# cat /etc/hosts

127.0.0.1 localhost localhost.localdomain localhost4 localhost4.localdomainé
i1 localhost localhost.localdomain localhost6 localhost6.localdomain6
172.20.4.153 frodo

172.20.0.1 lab-router nopar

192.168.19.254 arwen

192.168.23.254 sauron

[root@p24-elrond ~]#

[root@p24-elrond ~]# ping -c2 nopar

PING lab-router (172.20.0.1) 56(84) bytes of data.

64 bytes from lab-router (172.20.0.1): icmp seg=1 ttl=255 time=4.16 ms
64 bytes from lab-router (172.20.0.1): icmp seg=2 ttl=255 time=0.468 ms

--—- lab-router ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001lms

rtt min/avg/max/mdev = 0.468/2.318/4.168/1.850 ms
[root@p24-elrond ~]#

Use /etc/hosts to refer to hosts by name rather than IP address
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ICMP Errors

Host Unreachable

root@frodo:~# ping 192.168.2.128

PING 192.168.2.128 (192.168.2.128) 56(84) bytes of data.

From 172.30.4.125 icmp seq=3 Destination Host Unreachable

From 172.30.4.125 icmp seg=4 Destination Host Unreachable

From 172.30.4.125 icmp seqg=5 Destination Host Unreachable

~C

-—-192.168.2.128 ping statistics ---

9 packets transmitted, 0 received, +3 errors, 100% packet loss, time 8019ms
, pipe 3

root@frodo:~#

When the packet arrives at the destination network there is no active
host to receive the packet. The host is offline, does not exist, or is not
cabled to the network. The ARP request for this host's MAC address is
failing.
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ICMP Errors

TTL exceeded

root@frodo:~# ping 192.168.5.200

PING 192.168.5.200 (192.168.5.200) 56(84) bytes of data.
From 192.168.2.123 icmp seg=1 Time to live exceeded
From 192.168.2.123 icmp seg=2 Time to live exceeded
From 192.168.2.123 icmp seg=3 Time to live exceeded
From 192.168.2.123 icmp seg=4 Time to live exceeded
From 192.168.2.123 icmp seg=5 Time to live exceeded
From 192.168.2.123 icmp seg=6 Time to live exceeded

~C

---192.168.5.200 ping statistics ---

6 packets transmitted, 0 received, +6 errors, 100% packet loss, time 5030ms

NN DN DN O

root@frodo:~#

One router is forwarding the packet to the next-hop router. The
next-hop router has no specific route for this packet but does
have a default route back to the previous router! Loops back and
forth the until TTL count is 0 and then the packet is dropped.
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ICMP Errors

Network Unreachable

[root@legolas ~]# ping 172.30.4.1
connect: Network is unreachable
[root@legolas ~1#

There is no matching route in the route table.
To fix, add a default gateway or a static route
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ICMP Errors

Nothing

[root@legolas ~]# ping 10.240.1.2
PING 10.240.1.2 (10.240.1.2) 56(84) bytes of data.

--—-10.240.1.2 ping statistics ---
8 packets transmitted, 0 received, 100% packet loss, time 7011lms

[rootQRlegolas ~]#

No response! The ping is being sent out on a route where there is no
route back!
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inefficient route

192.168.2.0/24 -> .125
192.168.3.0/24 -> .125
Default -> .1

Frodo

ICMP Redirect

Routers will update each others caches when they discover an

==

root@frodo:~# ping -c 2 192.168.3.123

PING 192.168.3.123 (192.168.3.123) 56(84) bytes of data.

64 bytes from 192.168.3.123: icmp seg=1l ttl=63 time=0.593 ms
64 bytes from 192.168.3.123: icmp seg=2 ttl=63 time=0.323 ms

-—-192.168.3.123 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.323/0.458/0.593/0.135 ms
root@frodo:~#

192.168.3.0/24 -> .123
.150 Default -> .1 Default -> .125
Elrond £ 4 |egolas

E/
125

172.30.4.0 /24

:’ e
125 N 123 123

192.168.2.0 /24 192.168.3.0 /24

What happens if we forgot to add the static route on Elrond? 125
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ICMP Redirect

Routers will update each others caches when they discover an
inefficient route

=
> 1 - Never get back

root@frodo:~# ping 192.168.3.123

PING 192.168.3.123 (192.168.3.123) 56(84) bytes of data.
192.168.2.0/24 -» 125 EEom 112:30:4.15: deneseant Redizect Hoat Wew nexihen: 1722041
192.168.3.0/24 -> .125 e P_sed - —

~C
-> .
Default -> .1 ~—- 192.168.3.123 ping statistics ---

gl:mdo 8 packets transmitted, 0 received, 100% packet loss, time 7004ms
.150 Default -> .1
Elrond Legolas

Y 125 125 Y 123 123 -

172.30.4.0 /24 192.168.2.0 /24 192.168.3.0 /24

Elrond tells Frodo there is a shorter route 126
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Lab

127



CIS 192 - Lesson 3 ﬂ ‘ I lw

Configuring a network
(What you will be doing in Lab 3)

Overall steps:

» Cable systems

» Assign valid IP addresses to all hosts and routers
« Enable IP forwarding on all routers

* Open firewalls

« Configure the routing tables of all hosts and routers

Tip: Use ip route flush cache when
correcting any entries in the routing table
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Wrap
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New commands, tools and services:
service
chkconfig
dhclient
ip
route
service
chkconfig
iptables

New Files and Directories (Red Hat):
/etc/sysconfig/network
/etc/sysconfig/network-scripts/ifcfg-eth*
/etc/sysconfig/network-scripts/route-eth*
/proc/sys/net/ipv4/ip_forward
/etc/sysctl.conf

New Files and Directories (Ubuntu):
/etc/hostname
/etc/network/interfaces
/etc/init.d/networking restart

VMware:

oA 1
oy N
g
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Next Class

Assignment: Check Calendar Page on web site

to see what is due next week. %o
06@
Quiz questions for next class: (\40\;69

« What command enables packet forwarding?

« What command deletes the first rule on the iptables
FORWARD chain?

« What command would add a static route to the
192.168.20.0/22 network via a gateway at 192.168.19.2547
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CRIB SHEET

Frodo
route add -net 192.168.16.0/21 gw 172.20.192.168

Elrond

ifconfig eth0 172.20.192.168/16

ifconfig ethl 192.168.16.1/22

route add default gw 172.20.0.1

route add -net 192.168.20.0/22 gw 192.168.19.254
iptables -D FORWARD 1

Snickers echo 1 > /proc/sys/net/ipv4/ip_forward

Arwen
ifconfig eth0 192.168.16.2/22

) CISVDC ifconfig eth0 192.168.19.254/22
- . 172.30.5.8 route add default gw 192.168.16.1
pan TN iptables -D FORWARD 1

0.1 —@ echo 1 > /proc/sys/net/ipv4/ip_forward
DNS Sauron
Frodo ifconfig eth0 192.168.23.254/22 sSauron

route add default gw 192.168.20.1

W
ubuntu
Elrond
ethO | .4.153
ethO ethO
—faip e 19254

172.20.0.0/16 192.168.16.0/22 192.168.20.0/22
133



o Coleg CIS 192 - Lesson 3 ji. p‘ } ’ |W

Permanent
Network
Configuration
Review +



CaQuQQot LolXeg CIS 192 - Lesson 3 ‘,-;;  ﬂ ‘ I lw

Configuring Network Settings

Different ways to configure network settings

1. GUI tools
 Permanent,
« Different for each distribution

2. The ifconfig and route commands
« Temporary (till next restart)

3. Editing configuration files and restarting the network

service
« Permanent
« Some variations between distributions
« Requires network service to be restarted
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Configuring Permanent Network Settings
(Red Hat Family)

IP address and subnet mask /etc/sysconfig/network-scripts/ifcfg-eth*
Default gateway /etc/sysconfig/network

DNS server(s) /etc/resolv.conf

Hostname /etc/sysconfig/network

Name/IP pairing /etc/hosts

/etc/sysconfig/network-scripts/ifcfg-eth0

By the way - tab completes are wonderful
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Managing System Services (daemons)
(Red Hat Family)

Manually starting and stopping

» service network <stop|start|restart|status>

System startup configuration

« chkconfig network <on|off>
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Let's permanently
configure Elrond and
Sauron's IP addresses and
default gateways

Snickers
1
1
I NoPar = Ay
N L CISVDC
@' DHCP 172.30.5.8
0.1 TTe-RAY
DNS
Elrond
ethO CentOS B ath1 ethO
m 192.168 .16.1 7.19.254

172.20.0.0/16 192.168.16.0/22 192.168.20.0/22
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Set Permanent Static IP Address and Subnet Mask
(Red Hat Family)

[root@p24-elrond ~]# cat /etc/sysconfig/network-scripts/ifcfg-eth0

DEVICE="eth0O"
BOOTPROTO="static"

NM CONTROLLED="no"
ONBOOT="yes"
TYPE="Ethernet"
IPADDR="172.20.192.168"
NETMASK="255.255.0.0"

eth0

.192.168
172.20.0.0/16

Elrond

CentOS|

.16.1

192.168.16.0/22

[root@p24-elrond ~]# cat /etc/sysconfig/network-scripts/ifcfg-ethl

DEVICE="ethl"
BOOTPROTO="static"

NM CONTROLLED="no"
ONBOOT="yes"
TYPE="Ethernet"
IPADDR="192.168.16.1"
NETMASK="255.255.252.0"

Elrond

ethl

ethQ | 5705
1192.168

172.20.0.0/16

[root@p24-elrond ~]# service network restart

down interface ethO:
down interface ethl:
down loopback interface:
up loopback interface:
up interface ethO:

up interface ethl:

Shutting
Shutting
Shutting
Bringing
Bringing
Bringing

.16.1

192,168.16.0/22

OK
OK
OK
OK
OK
OK

Lo B e B s B e A e B |
[ S Y T (T Y '
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Configuring permanent default gateway
(Red Hat Family)

NoPar

[root@p24-elrond ~]# cat /etc/sysconfig/network %
NETWORKING=yes o1
HOSTNAME=p24-elrond.rivendell
GATEWAY=172.20.0.1

[root@p24-elrond ~]# service network restart 17/i15
Shutting down interface ethO: [ OK ]

Shutting down interface ethl: [ OK ]

Shutting down loopback interface: [ OK ]

Bringing up loopback interface: [ OK ]

Bringing up interface ethO: [ OK ]

Bringing up interface ethl: [ OK ]
[root@p24-elrond ~]# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.16.0 0.0.0.0 255.255.252.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
172.20.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethO
0.0.0.0 172.20.0.1 0.0.0.0 UG 0 0 0 ethO
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Configuring DNS name servers

CISVDC

[root@p24-elrond ~]# cat /etc/resolv.conf 172.30.5.8

search cislab.net <.

This will be appended to
host names when trying
to resolve them

[root@p24-elrond ~]# ping nopar -c2

PING nopar.cislab.net (172.20.0.1) 56(84) bytes of data.
64 bytes from nopar.cislab.net (172.20.0.1): icmp seqg=1 ttl=255 time=0.428 ms
64 bytes from nopar.cislab.net (172.20.0.1): icmp seqg=2 ttl=255 time=0.506 ms

-—- nopar.cislab.net ping statistics ---
2 packets transmitted, 2 received, 0% packet loss,
rtt min/avg/max/mdev = 0.428/0.467/0.506/0.039 ms

[root@p24-elrond ~]#

time 1001ms
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Configuring the hostname
(Red Hat Family)

Permanent: Step 1 - edit /etc/sysconfig/network

[rootRelrond ~]# cat /etc/sysconfig/network
NETWORKING=yes

NETWORKING_I PV6=no Change
HOSTNAME=homer.localdomain <+«———— hostname
GATEWAY=172.30.4.1

[rootRelrond ~]# init 6 «——— Restart

Cent03 release 5.2 (Final)
Kernel 2.6.18-92.1.2Z.e15 on an 1686

homer login: root
Password:

Last login: Fri Feb 28 B1:23:44 from 172.38.4.183
[root@homer ™ 1# _

new hostname
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Configuring the hostname
(Red Hat Family)

Permanent: Step 2 - edit /etc/hosts

[root@homer ~]# cat /etc/hosts

# Do not remove the following line, or various programs

# that require network functionality will fail.

127.0.0.1 elrond.localdomain elrond localhost.localdomain localhost

::1 localhost6.localdomain6 localhost6
[rootRhomer ~]#

Be sure and update /etc/hosts with new hostname if necessary

[root@homer ~]# cat /etc/hosts

# Do not remove the following line, or various programs

# that require network functionality will fail.

127.0.0.1 homer.localdomain homer localhost.localdomain localhost

::1 localhost6.localdomain6 localhost6
[rootRhomer ~]#
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Configuring a static IP, mask and default gateway

root@p24-sauron:~# cat /etc/network/interfaces

auto 1lo

iface lo inet loopback

auto ethoO
iface ethO inet

address 192.168.
.252.0

netmask 255.255

gateway 192.168.

root@p24-sauron:

static
23.254

20.1

~#

Sauron

g
ubuntu

192.168.20.0/22
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Configuring DNS Settings oo
&0
root@sun:~# cat /Jetc/resolv.conf (:(\ «1 string is optional.
search cabrillo.edu ‘\> .l be appended to names
nameserver 10.240.1.2 00 being resolved if the name by
root@sun: ~# \5\0 itself does not resolve to an
66‘ IP address
N
\ KO(
Same as the Rr \’0"8 amily
S
5
OO
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Restarting network service
(so new settings take effect)

Debian/Ubuntu is a

/etc/init.d/networking restart little different than the
Red Hat family

root@p24-sauron:~# /ete/init.d/networking restart
* Running /etc/init.d/networking restart is deprecated because it may not enable again some interfaces
* Reconfiguring network interfaces... ssh stop/waiting
ssh start/running, process 2410
[ OK ]
root@p24-sauron:~#
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Changing system hostname

root@jin:~# cat /etc/hostname
jin
root@jin:~#

root@jin:~# vi /etc/hostname Change hostname to sun
root@jin:~# cat /etc/hostname
Sun Restart system

root@jin:~# init 6
< system restart snipped >

root@sun:~#

root@sun: ~& Prompt string changes after reboot

Important, be sure to update /etc/hosts with new hostname! 148
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Static Routes

root@sun:~# cat /etc/network/interfaces
auto 1o
iface lo inet loopback

auto ethO

iface eth0O inet static

address 172.30.4.222 Use up and down to configure
netmask 255.255.255.0 what will happen when
broadcast 172.30.4.255 interface is brought up or
network 172.30.4.0 down

gateway 172.30.4.1

up route add -net 192.168.2.0/24 gw 172.30.4.107
up route add -net 192.168.30.0/24 gw 172.30.4.107

root@sun:~#
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