CIS 192 - Lesson 6

Lesson Module Status

Slides
Whiteboard with 1st minute quiz

Flashcards

Web Calendar summary
Web book pages
Commands

Howtos

Lab tested
Lab template in depot
Youtube Videos uploaded

Backup slides, Confer links, handouts on flash drive
9V backup battery for microphone
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CIS 192 - Lesson 6
PR QAR F\nd |
Instructor: Rich Simms
Dial-in: 888-450-4821
Passcode: 761867

For tomght everyone join CCC Confer
and power up Frodo, Elrond and Arwen

S :
S - Y

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit




CIS 192 - Lesson 6 ﬂ ' I |w

Course history and credits

« Jim created the original version of this course

 Jim’s site: http://cabrillo.edu/~jgriffin/

Rick Graziani

« Thanks to Rick Graziani for the use of some of
his great network slides

» Rick’s site: http://cabrillo.edu/~rgraziani/
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Part 1 - Flashcards questions (1 point each)

[Q1] What command shows the other users logged in to the computer?

[A1]

[Q2] What environment variable is used by the shell to\determine which directories to
search when locating a command?

[A2]
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Video (webcam) optional

Follow moderator

Double-click on postages stamps

r

(i) CCC Confer— 0 - RICH SIMMS - .- ® _—
File Edit View [Tools| Window Help -
» AUDIO & App!lcatmn Sharing * rE‘ @
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Breakout Rooms 4 New Page Delete Page
Chat L4
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In-Session Invite L4
Interaction L4
Moderator g
R Palling v
Talk Profile 4
Recorder L4
¥ PARTICIPA Session Plan L
Rich Sin Telephony 4
feseEe Timer '
B Video Camera Settings...
N Whiteboard Maxirnum Simultanecus Cameras...
Ha R:j:: St;nms o= v HI:E\;) ¥ | Make Video Follow Moderator Focus

Moderator (You)

Make Video Follow Speaker

Send Camera Snapshot To Whiteboard

= 6




Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime

Control Panel (small icons)

Parel » A8 Cortrol Panel hems »

General Tab > Settings...

CIS 192 - Lesson 6

e
| £/ Java Control Panel = —

r Adjust your computer's settings

General | Java | Security | Advanced

About
View version information about Java Control Panel
Network Settings

Network settings are used when making Intemet connections. By default, Java wil
use the network settings in your web browser. Only advanced users shoud modify

these settings.

Fies you use in Java applications are stored in a spedial folder for quick execution
Iater. Only advanced users should delete files or modify these settings.

Temporary Internet Files

CCC

500MB cache size

Delete these

AN Javs Dowwnioads

tyouwantto downioad
Jaca or anather computer
‘or Opecasing Systerm,clck
the ink belaw.

A2 Downioags

Free Java Download

Download Java for your deskiop computer now!

Free Java Download

halis Jaa? » DOLhae J3a? » Nasgmsig?

Version 7 Update 13

Why download Java?

Javate You 0 work and play n a secure computing enronment

Jva alows 3¢

1o play anline games, chat with people around the word,

r Mo
Temporary Files Settings ——— g Delete Files and Applications M
iGeep temparary s on my computer
& Delete the following files?
Location
Select the location where temporary files are kept:
s\Rich Simms\AppData\Locallow\Sun\Java\Deploymenticache Change...
f Cached Applications and Applets
| Disk Space
r Installed Applications and Applets
Select the compression level for JAR files: none = L O
fl Set the amount of disk space for storing temporary files:
I O 500 = MB
| L]
DeleteFiles... | [ Restore Defaults —
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First Minute Quiz

Please answer these questions in the order shown:

Use CCE Cenfier Whitte Beara

For credit email answers to:
risimms@cabrillo.edu

within the first few minutes of class
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Firewalls and NAT

» Configure a network service with security * Quiz
restrictions for its use using either TCP Wrappers

* Questions
or a superdaemon.

» Use iptables to build a permissive firewall by * Housekeeping

selectively filtering packets based on protocol - Permanent configuration settings practice
type. + SSH

» Create a secure tunnel between two hosts that - SSH port forwarding
allows port forwarding into a private network.

* Netfilter
» Use Network Address Translation (NAT) to allow i
hosts on a private network to access the * Example firewall and NAT
Internet. « Lab 5 Prep
* Wrap
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Questions

10
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Questions

|l esson material?

Labs?

How this course works?

11"2F|:|E]_1E|FDE]EE ﬁﬁﬁi%ﬂﬁl@% 11"231:%]_1@'35%05%%_1@
Chinese | K=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

11
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Housekeeping
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 Lab 4 due 11:59PM tonight

« Send your Lab 4 map/crib sheets to
risimms@cabrillo.edu (jpg, png or pdf please)

13
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Perkins/VTEA Survey

Carl D. Perkins Career and Technical Education Act
POSTREPLY i | |, Search this topic...

Carl D. Perkins Career and Technical Education Act

Oby Rich Simms # Fri Mar 01, 2012 8:08 pm ThIS Is an Important
The Carl D. Perkins Vocational and Technical Education Act was originally authorized by Congress in 1984, [twas SO urce Of fun ding for
reauthorized in 1998 and again in 2006. This act provides federal funding for improving career technical education )

(CTE) within the United States in order to help the econamy. Cabr,//o CO//ege.

For Cabrillo College to receive a portion of this funding students in technical classes qu | out a survey. The more
surveys completed the more funds the college will receive. The survey only needs C ted once per term by

each student.

This survey can be completed online using web advisor: @@ Send me an emai/ that

Log on to WEBADVISOR at https://wave.cabrillo.edu you completed this
Select “STUDENTS: Click Here” (navy blue bar) survey for 3 points
+ Under “Academic Profile” Click on "Student Fc: = -

+ Use drop down list under “Select me%@ or which you are registered” and click on the current term. extra Cred’t!

s Select “SUBMIT”

Scroll down to the ”Caree 5 nformatlon

» Answer questions by @ the circle to the left of your “Yes” or “No™ answers
= question by clicking on blue underlined phrase

ions Select “SUBMIT

Then “LOG QUT"
Thank you for taking a few minutes to help Cabrillo College CS/CIS programs!

- Rich

http://oslab.cabrillo.edu/forum/viewtopic.php?f=63&t=1883
14
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m Help with labs

Like some help with labs?

I'm in the CIS Lab Monday afternoons
« See schedule at http://webhawks.org/~cislab/

or see me during office hours

or contact me to arrange another time online

15
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Commands and Files
Quick Reference and Examples

Linux Network Commands & Files

Click on the link in the table below to see commands, configuration files and examples.

Generzl Linux commands - root & shutdown

Netwark Testing

General Linux command: - bagie invantory

Installing mere commands

IF Addressing

Intarfaces

Interfaces -

DHCP client {termparard

Interfaces -

Static IP_(termporary)

Intarfaces -

Red Hat family ipermanent)

Intarfaces -

Debizn family (permaz nent'n]—

Narme resalution

ARF commands

Linux hardware and driver commands

iﬂml: configuration - Debian family (permanent) ]
P

Tates

Use this “deprecated” script to restart network
rvices:

Jetc/in)t.d/networking restart

It seems this script in now deprecated and each
interface must be manually shut down then brought
back up!

See: http://bugs.debian.org/cgi-
bin/bugreport.cgi?hug=565187

Edit this file to permanently configure
networking on Debian and Ubuntu
systems.

EXAMPLE - DHCP:

[etc/network/finterfaces

autalo
iface lo inet loopback

auto eth0
iface eth0 inet dhcp

EXAMPLE - static IP:

[ete/network/interfaces

auto lo
iface lo inet loopback

auto eth0

iface eth0 inet static
address 172.30.4.222
netmask 255.255.255.0

gateway 172.30.4.1

16
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Grades Web Page

http://simms-teach.com/cis192grades.php

Code |Grading Quizzes & Tests Forum Labs Extra
Name | Choice |g1(g2|03|q4|qs|o6|q7|q8|q9|qio|T1|T2|T3|F1|F2|F3|F4|L1 |L2|L3 |4 | L5 |L6 | L7 | L8 | Lo | L10| Final | Credit| Total| Grade
Max Points 3133|3313 3|3|3]| 3 |30|{30|30|20\20(20|20)30|30(20{30|30|30|30(30(30) 30| 60 a0 360

Aragorn | Grade | 2 3 20 30|30(23 3

Bilbo Grade | 3|3 | 3 20 29|28)29 11

Denethor | B/NP | 3 [ 3 [ 3 16 8 13[26 6

Dwalin | Grade 313 20 29(30

Elrohir Grade [ 3| 3|3 20 30(30|30 33

Elrond Grade | 3 3 20 30(30)30 12

Faramir | Grade |3 | 3| 3 20 30|30|28 16

Frodo Grade | 3 |3 [ 3 20 29|30(30 8

Gwaihir | Grade 3|3 20 30|27|30

Toreth Grade | 3| 3| 3 0 30(30|30

Legolas | Grade | 3 3 20 30|29|29

Nazgul | Grade [ 3 [3 |2 20 30/30(30 Please check your:

Fippin Grade |3 |3 | 3 20 30(30(30 ° i H
Samwise | Grade | 3 | 3 | 2 20 30|30(12 Gra_dlng_ Ch0|ce
Saruman | Grade | 3 | 3 20 30{30(30 . QUIZ points

Strider | Grade [3 |3 |2 20 29|30 H

Theoden | Grade | 3 [ 3 [ 3 20 30|29|27 * Lab pOIntS . .
Trecbeard| Grade - Extra Credit points

Don't know you secret LOR code name?
... then email me your student survey to get it!

17
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1722001

Mcrosoft Office
Excel Worlsheet

Lab 4 Network
Topology
nickers
CIsvDC
ethd
172.30.5.8

Frodo

DHCP 17220454

172.20.0.0/16

192.168.11.0/30

Rivendell

Gondor

192 168.11.8/30

10.10.11.0/24

Amor

192.168.11.4/30

Sauron

10.20.11.0/16

BOOTPROTO="static"
IPADDR=172.20.182.73

NETMASK-255.255.0.0

service network restart

Firewail - ailow incoming RIP

iptables -1 INPUT 4 -p udp -m udp —dport 520 -] AC
iptables -D FORWARD 1

service iptables save

Packet forwarding enable

vi /etofsysctl.conf

netipvs.ip_forward = 1

service network restart

Dynamic routing table updates

vi /etc/quagga/zebra.conf

hostname p11-elrond

|

password quagga
enable password quagea
:

log file /var/log/quazza/zebra. log

vi Jetc/quagga/ripd.cont
hostname p11-eirond
1og file [var/log/quagga/ripd.log

router rip
network ethd
network ethl
redistribute connected
default-information originate
|

line vty
password quagea

Start the daemons
service zebra

start service ripd start

Run at system startup

chkconfig zebra on

chkeonfig ripd on

Disable retum path ittering

2cho 0 > /proc/sys/net/ipvdfcont/eth0/rp_filter
echo 0> /proc/sys/net/ipvd/cent/eth1/rp_filter
Disable route fittering on stortup

vi Jetcsysctl.conf

# Controls source route verification
net.ipud.conf.default.rp_filter =0

iptables -1 INPUT 4 -p udp -m udp —dport 520
iptables -D FORWARD 1

senvice iptables save

Packet forwarding enable

i Jetefsysctl.cont

netipua.ip_forward =1

service network restart

i Jetc/quaggafzebra.conf
hostname pli-elrond

|

password quagga
enable password quagea
,

iptables -D FORWARD 1
senvice iptables save

Packet forwarding enable

vi fetcfsysctl.conf
net.ipud.ip_forward =1
service network restar
Dynamic routing table updates
vi Jetc/quagga/ zebra.cont
hostname pl1-elrond

'

password quagza

enable password quagea

:

Iog file Iog

i Jetc/quaggafripd.conf

hostname p1l-elrond

log file /var/log/quagga/ripd.log
'

router rip

network etho

nemwork ethl
redistribute connected
|

line vy

password quagza

f

Start the daemons
service zebra

start senvice ripd start
Run at system startup
chkeonfig zebra on
chkeonfig ripd on

'Disable return path fittering

logfile log

vi [etc/quagga/ripd.conf
hostname pil-elrond
log file fvarflog/quagga/ripd.log

router rip
network ethd
network ethl
network eth?

redistribute connected
|
line vty

password quagga

Start the daemons
service zebra

start service ripd start
Run at system startup
chkeonfig zebra on
chkconfig ripd on

echo 0 > /proc/sys/net/ipvé/conf/eth0/rp_filt¢ Disable return path filtering

prables -1 INPUT -p udp -m udp --dport 520 -]

echo 0> /proc/ n/ethfrp_filte echo 0 > /proc/ g
cho 0> /proc/sys/netfipvd/coni/ethl/rp._

Disable route filtering on startup
i fetc/sysctl.conf

#Controls source route veri
net.ipvd.conf.default.rp_filter

Disable route filtering on startup

vi Jete/sysctl.conf

# Controls source route verification
net.ipud.cont.defaultrp_filter=0

<l n

(Eia9-©- -~ " Elia Velarde L-cribalex - Microsoft Excel non-commercial use - »
Home | Inset  Pagelayout  Formulas View  Addins  Acrobat
& cut Calibri -8 A A E] B SiwepTet General - ﬂ ﬁ gj E- ? E = Autosum v % tﬁ
" 13 copy - @ Fn- I
P Fromairama B4 W D G As Hueseacentr- | $ -~ % 2 | 8| e e shiee | o DT Qe F e
Clipboard o Font Alignment ) Number 5 Styles Cells Editing
A5 - £ &
c D E %'
1 Frodo Sauron Elrond Legolas Arwen
2 i i Permanent interface address Default gateway Permanent interface addresses Permanent interface addresses
3 lautolo vi fetc/networkfinterfaces v i fetc/sysconfig/network vi i fifcfg-ethd i i ho
4 itace Io inet loopback Permanent interface address NETWORKING=yes DEVICE="eth0" DEVICE="eth0"
5 e autolo HOSTNAME=p11-elrond cislab.net ONBOOT="yes" ONBOOT="yes"
6 autoetno iface o inet loopback GATEW) BOOTPROTO="static” BOOTPROTO="static”
7 iface eth0 inet dhep 3uto eth Permanent interface oddresses IPADDR=192.168.11.2 92.168.11.9
8 | static routes ce ethD inet static address i i ipts/ifcig-ethd 255.255.251 5.255.255.252 i
9 | up route ada -net 152.16.11.0/28 gw 172.10.10.11.200 netmask 255.255.255.0 i i iptsfifcig-ethl i i ipts/ifcrg-eth1
10 |up route add -net 10.10.11.0/24 g 172.20 Default gateway DEVICE="eth1" DEVICE="eth1"
11 sete/init d/networking restart gateway 10.10.11.1 ‘ONBOOT="yes" ONBOOT="yes"
12 Jexc/initd/networking restart BOOTPROTO="static" BOOTPROTO="static"
| 13 IPADDR=192.168.1L5 IPADDR=192.168.11.6
14 iptsfifcfg-ethl 255.255 252 NETMASK=255.255.255.252.
15 DEVICE="eth1" D its/ifcfe-eth? vi i ipts/ifcfg-eth2
ONBOOT="yes" "eth2 DEVICE="eth2"
BOOTPROTO="static" ONBOOT="yes" ONBOOT="yes"
IPADDR=152.168.11.10 BOOTPROTO="static" BOOTPROTO="static"
NETMASK=255.255.255.252 IPADDR=10.10.11.1 IPADDR=10.20.11.1
firctg-eth2 255.255.0 NETMASK=255.255.0.0
DEVICE="eth2" service nework restart service network restart
ONBOOT="yes" Firewall - allow incoming RIP. Firewall - allow incoming RIP
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rip sheet.

./'7"-' RN
( interpmnet
)
\,_\7_] S
4 Snickers
| -
=
I Nopar . — Sauron
[} -
S ]
L SC = ==
-~ — CIsvDC v, &
~ eth0 200
01 ~I=1
Y 723058 Logolas
[ |
| ath2 Py
Rivendell otho R e _—
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A—; &
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.4.85 A eth0 .6
A— othl ey
[ .
‘5’ eth2 ethl g? sth0
" 752140 L L > Il
CIsLab Gondor
172.20.0.0/16 192.168.20.8/30

all routes
75C

20



gst, 1659 ™

CIS 192 - Lesson 6

Arwen

iptabies -1 INPUT £ -p udip -m udp —dport 530 -
ACCEFT

iptabies -0 FORWARD 1

service iptabies s

et mysct cond
ret iped.ip forsmrd=1

Efrond

iptabies -1 INPUT & -p udp -m wdp —dport 520 -j
ALCCEFT

iptabies D FORWARD 1

service iptables syve

et fsysci conf
ezt iped. ip_forsard =1

Leznins

iptabies -1 INPUT £ -p udp -m udp —-dport 520 -
ADEFT

iptabies -0 FORWWERD 1

service iptables s

et fopsct cond
retipud.ip_florsmrd =1

CRIB SHEET

Sauron

Mo Par
1722001

eth0 DHCP Eth0 192.168.19.1
eth2 .
L »
17220192133 Ethi m

Snickers

Legolas

DHCP
CISVDC
1723058
EthO
192.168.19.2

DNs

Frodo

AT

Rivendell
192.168.19.0/30

10.

Eth2
10.19.1

Ethl

192.168.19.5

10.10.19.0/24

192.168.19.4/30

192.168.19.10
CISLAB Elrond Gondor
172.20.0.0/16 192.168.19.8/30

Mordor
r
Ethl
192.168.19.6
EthO
192.168.19.9
Arwen

AT

Sauron

Eth2
192.168.19.1
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eth2:
10.10.5.1

10.10.5.0/24

. ———T

~rZ =5 2950-24 o
F; 172.30.5.8 ig;o;ss - RO i Arnor WG
1 ey { 192.168.5.5
ar
ethl:
192.168.5.6

2950-24
CISLAB

172.20.0.0/16

eth2: s
172.20.192.41 Elrond eth1:

192,168.5.10
2850-24
Gondor
192.168.5.8/30 Fi___f ___________
ELROND:

route add default gw 172.20.0.1

SAURON:
route add default gw 10.10.5.1

ELROND

ethi:
ifconfig eth1 192.168.5.1/30
eth2:

ifconfig eth2 172.20.192.41/16

ARWEN:

etho:

ifconfig eth0 192. 168.5.9/30
ethi:

ifconfig eth1 192, 168.5.6/30

SAURON

etho:
ifconfig eth0 10.10.5.200/24

LEGOLAS

eth0:

ifconfig eth0 192.168.5.2/30
ethl:

ifconfig eth1 192, 168.5.5/30
eth2:

ifconfig eth2 10.10.5.1/24

22
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gst, 1659 ™

Legolas

10.10. 23 .0/24

CIsSVDC
172.30.5.8

Sauron

CIS Lab Gondor

172.20.0.0/16 Birond 192.168.23 .8/30 Arwen

23
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172.20.4.60

CIS 192 Lab 04 Crib Sheet 10.10.12.0/24 10.10.12.200

Saurcn

eth2
10.10.12.1

eth0
192.168.12.2

eth1

192.168.12.5

Router-PT
Legolas

192.168.12.0/30 oz 192.168.12.4/30

witch-PT Switch-

eth0 :
Rivendell Mordor ethl
1SEIG8AT . 192.168.126
Ty e eth2 eth1 .ﬁ. eth0 5
e 172.20.192.84 Router-PT " 0 o o Switch-PT 192.168.12.9 Router-PT
CIS Lab Elrond e Gondor Arwen

192.168.12.8/30

24
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Internet

Clogd-PT
Clgudo

1841
Mo Par-g

19216861 | 255.255.255252 |
192168610 | 255.255.255.252
172.20192.48 255.255.00
192.1686.2 255.255.255.252 1921686 1
192.168.6.5 255.255.255.252
101061 255.255.255.0
192.1686.9 255.255.255.252 192.1686 10 Legolas
192.1685.6 255.255.255.252 i:.:.;',’” th
104610 200 255,255, 255.0 106.10.1 o 1
= 1841 Nethi 2Arnor24
17220447 255.255.0.0 172.200.1 27 Routers N\ -5 10.10.6:0/24
Pl Rivendell ﬁ
192.168.6.0/30 192.168.6.4/30,
eth0
.1 ethl
T eth? =Rl e -
= - P~ ~ %
CISLAB 4 — = 0" ,?
172.20.0.0/16 Erond .10 Gondor24 etho
L Routerl 192.168.6.8/30 3 fmen
Router2
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Build Lesson 6
Network
(prep for Lab 5)



S F] A

1. Connect Arwen ethO temporarily to
the CIS Lab network, get an IP
address using
dhclient -v ethO

2. Install telnet and telnet-server using
yum install telnet telnet-server

3. Release IP address with
dhclient -v -r ethO

29
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etho e
i aho 172.20.0.0/16 2%V 192.168.p0d.0/24
Elrond Arwen
Client Gateway Telnet
Server

Cable these systems in your pod

30
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Telnet install group debug if needed
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Static route to Rivendell via Elrond

”"ﬁ ethl etho —*—
> .4.45 | CIS Lab | 192.182 ——1 .1 9
(dhcp) 172.20.0.0/16 192183 192.168.26.0/24

Elrond

"Outside" "Inside"

Arwen

Cis192@p26-frodo:~$ cat /etc/network/interfaces
auto lo

iface lo inet loopback

auto ethO
iface ethO inet dhcp

up route add -net 192.168.26.0/24 gw 172.20.192.182

service network-manager stop Please use IP addresses
/etc/init.d/networking restart assigned to your own pod

32
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Frodo Group Debug if needed
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eth0 a etho =
—  4.45 | CISLab 192,182 ——

Frodo (dhcp) 172.20.0.0/16  .192.183
"Outside"

192.168.26.0/24
"Inside"

Arwen

[cis192@p26-elrond ~]$ cat /etc/sysconfig/network-scripts/ifcfg-ethO
DEVICE="eth0"
BOOTPROTO="static"
NM_CONTROLLED="no"
ONBOOT="yes"
TYPE="Ethernet" Please use IP addresses

IPADDR=172.20.192.182 ;
NETMASK=255 25 0.0 assigned to your own pod

[cis192@p26-elrond ~]$ cat /etc/sysconfig/network-scripts/ifcfg-eth0:1
DEVICE="eth0:1"

BOOTPROTO="static"

NM_CONTROLLED="no"

ONBOOT="yes"

TYPE="Ethernet"
IPADDR=172.20.192.183 Please use IP addresses

NETMASK=255.255.0.0 assigned to your own pod 34
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' 4.45 | CISLab | 192.182 —— 9
Frodo (dhcp) 172.20.0.0/16 .192.183 192.168.26.0/24
. Arwen
"Outside" "Inside"

[cis192@p26-elrond ~]$ cat /etc/sysconfig/network-scripts/ifcfg-ethl
DEVICE="eth1"

BOOTPROTO="static"

NM_CONTROLLED="no"

ONBOOT="yes"
TYPE="Ethernet" Please use IP addresses
IPADDR=192.168.26.1 assigned to your own pod

NETMASK=255.255.255.0
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ctho a_tho ctht
' 4.45 | CISLab | 192,182 — .1

Frodo (dhcp) 172.20.0.0/16 .192.183 192.168.26.0/24
L1 5 n Elrond n : n
Outside [: Inside

[root@p26-elrond ~]# cat /etc/sysconfig/network
NETWORKING=yes

HOSTNAME=p26-elrond.rivendell
GATEWAY=172.20.0.1

[root@p26-elrond ~]# cat /etc/resolv.conf
search cislab.net
nameserver 172.30.5.8

service network restart

Elrond should have Internet access now

Arwen

36
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' 4.45 | CISLab | 192,182 — .1 9

Frodo (dhcp) 172.20.0.0/16 .192.183 192.168.26.0/24

A
"Outside" "Tnside" rwen

[root@p26-elrond ~]# cat /etc/sysctl.conf

# Kernel sysctl configuration file for Red Hat Linux

#

# For binary values, 0 is disabled, 1 is enabled. See sysctl(8) and
# sysctl.conf(5) for more details.

# Controls IP packet forwarding
net.ipv4.ip_forward = 1

< snipped >

sysctl -p
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S BN B etho |+
ZAPVTII CIS Lab 192,182 ——1.1 9

Frodo (dhcp) 172.20.0.0/16 .192.183 192.168.26.0/24

"Outside" "Tnside" Arwen

[root@p26-elrond ~]# iptables -F

Flush all rules from firewall
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Elrond Group Debug if needed
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etho o etho —=* Meth1  Smc—ad etho ——
7~ .4.45  CIS Lab | 192.182 — | .1 9
Frodo dhc 172.20.0.0/16 192.183 192.168.26.0/24
(dhcp) f 2. Elrond ST
Outside Inside

[root@p26-arwen ~]# cat /etc/sysconfig/network-scripts/ifcfg-ethO

DEVICE="eth0"
BOOTPROTO="static"
NM_CONTROLLED="no"
ONBOOT="yes"
TYPE="Ethernet"
IPADDR=192.168.26.9
NETMASK=255.255.255.0

[root@p26-arwen ~]# cat /etc/sysconfig/network
NETWORKING=yes

HOSTNAME=p26-arwen.rivendell
GATEWAY=192.168.26.1

[root@p26-arwen ~]# cat /etc/resolv.conf
search cislab.net
nameserver 172.30.5.8

service network restart

Please use IP addresses
assigned to your own pod

40
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S BN B etho "
' 4.45 | CISLab | 192,182 — .1 9

Frodo (dhcp) 172.20.0.0/16 .192.183 192.168.26.0/24

"Outside" s "Inside"
[root@p26-arwen ~]# cat /etc/xinetd.d/telnet
# default: on
# description: The telnet server serves telnet sessions; it uses \
# unencrypted username/password pairs for authentication.
service telnet
: flags — REUSE Install and
socket_type = stream configure
wait = no Telnet server
user = root
server = /usr/sbin/in.telnetd
log_on_failure += USERID
disable = no
%

[root@p26-arwen ~ | #

service xinetd start
chkconfig xinetd on 41
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AWV CIS Lab 192,182 — 1 1 9

Frodo (dhcp) 172.20.0.0/16 .192.183 192.168.26.0/24

Elrond
"Outside" ph "Inside"

iptables -I INPUT 5 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

Allow Telnet connections

42
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Arwen Group Debug if needed
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Installing and Configuring FTP

FTP

File transfer protocol
Client-server model
Uses port 20 (for data) and 21 (for commands)

FTP uses ports 20 and 21

Not secure, uses clear text over the network that can be sniffed

Port Numbers

[root@elrond bin]# cat /etc/services

< snipped >

ftp-data 20/tcp

ftp-data 20/udp

# 21 is registered to ftp, but also used by fsp

Application
Layer

Port
Numbers—

ftp 21/tcp

ftp 21/udp fsp fspd
< snipped >

[root@elrond bin]#

Transport
Layer

F
T
P

T[s[D[T[s
E M|N|F| N
L(T|S|T|M
N| P P|P
E
T

-
(]
)
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vsftp

Additional security

This is why root cannot
login for ftp access

root@legolas ~]# cat /[etc/vsftpd/user_list

vsftpd userlist

If userlist deny=NO,

(default),

only allow users in this file
never allow users in this file, and

do not even prompt for a password.

Note that the default vsftpd pam config also checks /etc/vsftpd/ftpusers

[
#
#
# If userlist deny=YES
#
#
# for users that are denied.

root

bin
daemon
adm

1lp

sync
shutdown
halt
mail
news
uucp
operator
games
nobody
[root@legolas ~]#

[root@legolas

root

bin
daemon
adm

1p

sSync
shutdown
halt
mail
news
uucp
operator
games

nobody
[root@legolas

~1# cat [etc/vsftpd/ftpusers

# Users that are not allowed to login via ftp

" X oA I
KN \
I -
. J
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FTP

Two sockets are used

« Commands (requests and responses)
« Data transfer

Active mode

e Server initiates new connection for data transfer
 Client firewall must allow incoming connection

Passive mode
» Client initiates new connection for data transfer
» Server firewall must allow incoming connection

48
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FTP

Active mode
« Client sends PORT command to indicate the port it will listen on
« Server initiates new connection to that port for data transfer

Socket for commands

Shire Rivendell

ethO eth0 ethl eth0

172.30.4.83 192.168.2.150 .83 —r gw ) ——
42855 21 172.30.4.0/24 Firewall 192.168.2.0/24 FTP Server

SIp Sp DIP DP Protocol | Info

172.30.4.83 42855 192.168.2.150 21 FTP Request: PORT 172,30, 4,83,166,75

PORT 172, 30,4, 83,166, /5
166 decimal = A6 hex
75 decimal = 4b hex Socket for data transfer

A64B hex =(42571) (decimal) | Client |  Server

172.30.4.83 192.168.2.150

2
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Socket for data transfer

FTP " client | server |

172.30.4.83 192.168.2.150
42571 20

Active mode
 Client sends PORT command to indicate port it will listen on
« Server initiates new connection for data transfer to that port

PORT command to listen on port 166, 75
166 decimal = A6 hex
75 decimal = 4b hex
A64B hex = 42571 (decimal) 7

Legolas
i i P |
Shire Rivendell T

ey By = B
B 07 P 1o, N asol |

7
Firewall 192.168.2.0 /24 FTP Server

Frodo

ethO
—" 83

172.30.4.0/24

5P 5P DIP DP Protocol | Info

172.30.4.83 42855 192.168. 2. 150 21 FTP Request: PORT 172,30,4,83, 166,75

192.168.2.150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS
.30.4.83 42855 .168.2. 150 FTP Request: RETR legolas Retrieve legolas file

3 way handshake
> 42571 [ACK] Seq=l Ack-Ditiated by server
Response:

150 Opening Biﬂdgx_mnde_daia_"unnectiun for leg
FTP Data: 18 bytes File transfer
42571 > ftp-data [ACK] Se{ 4 way handshake P
to close connection

Do t

ftp-data

FTP
FTP-DATA

168, 2. 150 4,
192.168.2.150 21 172.30.4.83 42855
192.168.2.150 20 172.30.4.83 42571

.168. 2, 150

168, 2. 150

168, 2,150
172.30.4.83 42855 192.168.2.150 21

ftp-data = 42571 [ACK] Seq=Z0 ACE=Z W
Response: 226 File send OK.
42855 = Ttp [ACK] Seg=82 Ack=263 Win=5856 Len=0

TCP

50
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FTP

Passive mode

« Client send PASV request

« Server replies with port it will listen on

 Client initiates new connection to that port for data transfer

Socket for commands

Shire @ Rivendell g
ethO eth0 ethl eth0
172.30.4.83 192.168.2.150 .83 a — T a e
42855 21 172.30.4.0 /24 Firewall 192.168.2.0 /24 FTP Server
SIP 5P DIP DP Protocol  Info
172.30.4.83 42855 192, 168. 2. 150 21 FTP Request: PASV
192.168.2.150 21 172.30.4.83 42855 FTP Response: 227 Entering Passive Mode (192,168, 2, 150|200, 83

Response 192, 168, 2, 150,200, 83
200 decimal = C8 hex
83 decimal = 53 hex

C853 hex =|51283|(decimal) Socket for data transfer
172.30.4.83 192.168.2.150

41025 51
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Passive mode

« Client send PASV request

FTP

Frodo Elrond Legolas

Shire Rivendell
.83 .107 107 .150

172.30.4.0 /24 192.168.2.0 /24

. . . . . Firewall FTP Server
« Server replies with port it will listen on
 Client initiates new connection to that port for data transfer
Client sends passive requ?

SIP SP DIP DP Protocol | Info / Server to listen on 200, 83
172.30.4.83 42855 192.168.2.150 21 FTP Request: PASV = (853 = 51283
192.168.2.150 21 172.30.4.83 42855 FTP Response: 227 Entering Passive Mode (192, 168,2, 150,200, 83
172.30.4.83 42855 192.168.2.156 21 TCP 42855 > ftp [ACK] Seq=88 Ack=313 Win=5856 Len=0

.30.4.83 . 168, 2. 150
172.30.4.83 42855 192.168. 2. 150
192.168.2.150 21 172.30.4.83

.168.2. 150 .30.4.83

. 168, 2. 150

.168. 2. 150
192, 168.2.150 51283 172.30.4.83
192.168.2.150 21 172.30.4.83
172.30.4.83 42855 192.168. 2. 150

21
42855

41025
42855
21

FTP
FTP

TCP
FTP
TCP

3 way handshake

41025 > 51283 [ACK] Seq=1 Acki/nitiated by client
Request: RETR legolas Retrieve legolas file
Response: 150 Opening BINARY mode data connection for leg
FTP Data: 18 bytes File transfer

4 way
handshake to
close connection

51283 = 41025 [ACK] Seq=20 Ack=2 Win=5888 Len=0
Response: 226 File send OK.
42855 = Ttp [ACK] Seq=102 Ack=397 Win=5856 Len=0

41025 = 51283 [ACK] Seg=1 Ack=19 W
42855 = ftp [ACK] Seq=102 Ack=378
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root@frodo:~# ftp legolas

Connected to legolas.
220 (vsFTPd 2.0.5)

Name (legolas:cisl92): cisl92 .
331 Please specify the password. SeSS|On
Password:

Example FTP

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> get legolas

local: legolas remote: legolas

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for legolas (18 bytes).

226 File send OK.

18 bytes received in 0.04 secs (0.5 kB/s)

ftp> passive

Passive mode on.

ftp> get legolas

local: legolas remote: legolas

227 Entering Passive Mode (192,168,2,150,200,83)

150 Opening BINARY mode data connection for legolas (18 bytes).

226 File send OK.

18 bytes received in 0.00 secs (5.1 kB/s)

ftp> passive

Passive mode off.

ftp> get legolas

local: legolas remote: legolas

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for legolas (18 bytes).

226 File send OK.

18 bytes received in 0.00 secs (23.8 kB/s)
ftp> bye

221 Goodbye.

root@frodo:~#

" X oA I

KN \
I -
J

Connect to server

Login

Initialize

Get legolas file
using active
mode

Get legolas file
using passive
mode

Get legolas file
using active
mode

End
53



Legolas

Frodo . .
— Shire Rivendell
ethO :’ LA | ethl :’ ethO |3
7 .83 N 107 N .150
172.30.4.0 /24 Firewall 192.168.2.0 /24 FTP Server
root@frodo:~# ftp legolas ..
Connected to legolas. Frodo FTP's into Legolas
220 (vsFTPd 2.0.5)
SIP 5P DIP DP Protocol Info

3 way handshake -
initiated by client

172.30.4.83 42855 192.168. 2. 150 42855 = Ttp [ACK] Seg=l Ack=l
192.168.2.150 21 172.30.4.83 Response: 220 (vsFTPd 2.0.5)
172.30.4.83 42855 192.168.2.150 21 TCP 42855 = Ttp [ACK] Seg=l Ack=21 Win=5856 Len=0

Socket for commands

- 3 way handshake Cient | server

« New connection initiated by client 172.30.4.83 192.168.2.150
42855 21
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Frodo )
Rivendell

— Shire
! eth0 :’ 5 1 & :’ eth0
7 .83 N 107 S .150

172.30.4.0 /24 192.168.2.0 /24

Firewall FTP Server
Name (legolas:cisl192): ci1isl92
331 Please specify the password. Note the login happens over the
Password: wire in clear "sniffable" text
230 Login successful.
SIP Sp DIP DP Protocol | Info
172.30.4.83 42855 192.168. 2. 150 21 FTP Request: USER cisl92 | username | *
192.168.2.150 21 172.30.4.83 42855 TCP ftp = 42855 [ACK] Seq=21 Ack=14 Win=5888 Len=0
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 331 Please specify the password. *
172.30.4.83 42855 192.168. 2. 150 21 TCP 42855 = ftp [ACK] Seq=14 Ack=55 Win=5856 Len=0
Vmware 4e:21: Vmware 7c:18:T5 ARP Who has 192.168.2.1507 Tell 192.168.2.107
Vmware 7c:18: Vmware 4e:21:a5 ARP 192.168.2.150 is at 00:0c:29:7c:18:f5
172.30.4.83 42855 192.168.2.150 21 FTP Request: PASS Cabrillo | password |7,’§7
192.168.2.150 52916 207.62.187.54 53 DNS Standard query PTR 83.4.30.172.1in-addr.arpa
207.62.187.54 53 192.168.2. 150 52916 DNS Standard guery response, No such name
152.168.2.150 21 172.30.4.83 42855 TCP ftp = 42855 [ACK] Seq=55 Ack=29 Win=5888 Len=0
192.168.2. 150 172.30.4.83 42855 FTP Response: 230 Login successful.
172.30.4. 83 42855 152.168. 2. 150 21 TCP 42855 = Ttp [ACK] Seq=29 Ack=78 Win=5856 Len=0

Socket for commands

Login with username and password. | Client |  server |

Note the reverse DNS lookup attempt by 172.30.4.83 192.168.2.150
the FTP server 42855 21 55
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Elrond Legolas
Rivendell

— Shire
! eth0 :’ S ] B :’ etho [
7 .83 1IN 107 N .150

172.30.4.0 /24 192.168.2.0 /24 FTP Server

Frodo

Firewall

| » Client requests system type and
Rerlnote §ystem type 1s UNIX. | server rep/ies UNIX.
Using binary mode to transfer files.
» Client requests binary mode (Type I)
transfers and server changes to
binary mode

SIP 5P DIP DP Protocol Info

172.30.4.83 42855 192.168.2.156 21  FTP Request: A

192, 168.2.150 21 172.30.4.83 42855 TCP ftp > 42855 [ACK] Seq=78 Ack=35 Win=5888 Len=0

192, 168.2.150 21 172.30.4.83 42855 FTP Response: 215 (UNIX) Type: L8 *

172.30.4.83 42855 192.168.2.150 21 TCP 42855 > ftp [ACK] Seq=35 Ack=97 Win=5856 Len=0

172.30.4.83 42855 192.168.2.156 21 FTP Request: *
.168.2. 150 : Response: 200 Switching to Binary mode. *

172.30.4.83 42855 192.168.2.150 21 TCP 42855 > ftp [ACKT Seq= TK=IZ8 Win=58%6 Len=0
Socket for commands

172.30.4.83 192.168.2.150
42855 21
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Socket for commands

Elrond
Fro Shire Rivendell mm
! etho :’ etho [JEM P eth1 E/ etho [[E 172.30.4.83 192.168.2.150
7 .83 IV 107 107 N .150 42855 21
172.30.4.0 /24 Firewa)) ~ 192.168.2.0 /24 FTP Server

Socket for data transfer

Active Mode is when server initiates mm

new connection for data transfer 172.30.4.83 192.168.2.150

ftp> get legolas 42571 20
local: legolas remote: legolas

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for legolas (18 bytes).
226 File send OK.

18 bytes received in 0.04 secs (0.5 kB/s)

PORT command to
listen on 166, 75

SIP SP DIP DP Protocol  Info

= A64B = 42571
172.30.4.83 42855 192.168. 2. 150 21 FTP Request: PORT 172,630,4,683, 166,75
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS
172.30.4.83 42855 192.168.2.150 21 FTP Request: RETR legolas Retrieve legolas file

3 way handshake
initiate server

.168.2.150 4, ftp-data > 42571 [ACK] Seg=1 Ac
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 150 Opening Bﬁ-MEfLmd-LdaJ:a—"unnectiun for leg
192.168.2. 150 20 172.30.4.83 42571 FTP-DATA FTP Data: 18 bytes File transfer

.168.2. 150 42571 > ftp-data [ACK] Se( 4 way handshake B
to close connection !

.168. 2, 150 ] ftp-data = 42571 [ACK] Se(q=20 ACE= stats
.168.2. 150 : Response: 226 File send OK.
172.30.4.83 42855 192.168. 2. 150 21 TCP 42855 = ftp [ACK] Seq=82 Ack=263 Win=5856 Len=0 57
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Socket for commands

Elrond Legolas
Frodo | . | Client | Server |
— Shire Rivendell el
! eth0 :’ BN | eth: :/ etho [JE3 172.30.4.83  192.168.2.150
7 .83 N .107 W .150

42855 21
172.30.4.0 /24 192.168.2.0 /24 FTP Server

Firewall

. Socket for data transfer
ﬁtp> ' PaSSlZe Passive Mode is when client initiates | Client |  sServer |
assive mode on. i

ftos get logolas new connection for data transfer TEETE R,
local: legolas remote: legolas 41025 51283

227 Entering Passive Mode (192,168,2,150,200,83)

150 Opening BINARY mode data connection for legolas (18 bytes).

226 File send OK.

18 bytes received in 0.00 secs (5.1 kB/s)

Passive reply to |
SIP SP DIP DP Protocol Info listen on 200, 83
172.30.4.83 42855 192.168.2.150 21 FTP Request: PASV = C853 = 51283
192.168.2.150 21 172.30.4.83 42855 FTP Response: 227 Entering Passive Mode (192,168,2, 150,200, 83
172.30.4.83 42855 192.168.2.150 21 TCP 42855 > ftp [ACK] Seq=88 Ack=313 Win=5856 Len=0

3 way handshake

.30.4.83 168. 2. 150 41025 > 51283 [ACK] Seg=l initiated by client
172.30.4.83 42855 192.168.2.150 21 FTP Request: RETR legolas Retrieve legolas file
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 150 Opening BINARY mode data connection for leg
192.168.2.150 51283 172.30.4.83 41025 FTP-DATA FTP Data: 18 bytes File transfer

168.2. 150 41025 > 51283 [ACK] Seg=1 Ack=19 W z Wzyh ket
168.2. 150 42855 > ftp [ACK] Seq=102 Ack=37g | /'@Mdshake Lo
close connection
192.168.2.150 51283 172.30.4.83 41625 TCP 51283 > 41025 [ACK] Seq=20 Ack=2 Win=5888 Len=0
192.168.2.150 21 172.30.4.83 42855 FTP Response: 226 File send OK.

172.30.4.83 42855 192.168.2.150 21 TCP 42855 = ftp [ACK] 5eq=102 Ack=397 Win=5856 Len=0 58
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Elrond
Shire
eth0  gmmmsery | eth1
] .107

172.30.4.0 /24 Firewall

ftp> passive

Passive mode off.
ftp> get legolas
local: legolas remote: legolas
200 PORT command successful.

226 File send OK.

Socket for commands

Legolas
Rivendell __ Client | Server |
E/ eth0 172.30.4.83 192.168.2.150
[ .150 42855 21
192.168.2.0 /24 FTP Server

Active Mode is when server initiates
new connection for data transfer

Socket for data transfer

172.30.4.83 192.168.2.150
34098 20

Consider using PASV.
150 Opening BINARY mode data connection for legolas

(18 bytes).

PORT command to

18 bytes received in 0.00 secs (23.8 kB/s)

SIP Sp DIP DP Protocol |Info

172.30.4.83 42855 192.168.2.150 21 FTP Reguest: PORT 172,30,4,83, 133,50
192.168.2. 150 21 172.30.4.83 42855 FTP

172.30.4.83 42855 192.168.2.150 21 TCP 42855 = ftp [ACK] Seq=127 Ack=448

172.30.4.83 42855 192.168.2.1506 21

192

192

172.

172

172

.168.2. 150
192,

168.2. 150

.168. 2. 150

30.4.83

.30.4.83

. 168, 2. 150
. 168, 2, 150
.30.4.83

20
21
20

34098
42855

42855

172.
172,
172,

192

192

.168.2. 150
192.

168.2. 150

.168. 2. 150

.168. 2. 150

34098
42855
340098

20
21

21

FTP

TCP
FTP
FTP

TCP
TCP

TCP

-DATA

listen on 133, 50
= 8532 = 34098

Response: 200 PORT command successful. Consider using PAS

N1n=5856 e =C
Retrieve legolas file

3 way handshake :
ftp-data > 34098 [ACK] Seq=1 Acl.7/tiated by server

Response: 150 Opening BINARY mode data connection for leg
FTP Data: 18 bytes

Request: RETR legolas

File transfer

34098 > ftp-data [ACK] Seg=l| 4 Way handshake to
34098 > ftp-data [ACK] Seq=l| close connection
42855 > ftp [ACK] Seq=141 Ack=513 Win=5856 Len=0

ftp-data = 34098 [ACK] Seq=20 Ack=2 Win=5888 Len=0
Response: 226 File send OK.
42855 = ftp [ACK] Seq=141 Ack=532 Win=5856 Len=0
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Elrond Legolas
Frodo . .
—— Shire Rivendell
eth0 :’ 5 1 & :’ etho ||
7 .83 N .107 W .150
172.30.4.0 /24 Firewall 192.168.2.0 /24 FTP Server
ftp> bye
221 Goodbye.
SIP SP DIP DP Protocol | Info
172.30.4.83 42855 192.168.2.150 21 FTP Request: QUIT
192.168.2.150 21 172.30.4.83 42855 FTP Response: 221 Goodbye.
172.30.4.83 42855 192.168.2.150 21 TCP 42855 > ftp [ACK] Seq=147 Ack=54§ 4 way

handshake to
192.168.2.150 21 172.30.4.83 42855 TCP ftp > 42855 [ACK] Seq=547 Ack=148_Cl0se connection

Socket for commands

172.30.4.83 192.168.2.150
42855 21
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Practice
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FTP

Elrond Legolas
Frodo S

Shire Rivendell

E eth0 q eth0 eth1 q eth0
Z‘j.ss B 17 107 N .150

172.30.4.0 /24 192.168.2.0 /24

Firewall FTP Server
S|P 5P DIP DP Protocol | Info
172.30.4.83 42855 192.168.2. 150 21 FTP Regquest: PORT 172,30,4,83, 166,75
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS
172.30.4.83 42855 192.168. 2. 150 21 FTP Request: RETR legolas
152, 168. 2. 150 20 172.30.4.83 42571 TCP ftp-data = 42571 [SYN] Seq=0 Win=5840 Len=0 MS5=1460 TSV=
172.30.4.83 42571 192.168.2.150 20 TCP 42571 = ftp-data [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS
192, 168. 2. 150 20 172.30.4.83 42571 TCP ftp-data > 42571 [ACK] Seq=1 Ack=l Win=5888 Len=0
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 150 Opening BINARY mode data connection Tor leg
192.168.2. 150 20 172.30.4.83 42571 FTP-DATA FTP Data: 18 bytes
192, 168. 2. 150 20 172.30.4.83 42571 TCP ftp-data = 42571 [FIN, ACK] Seg=19 Ack=1 Win=5888 Len=0
172.30.4.83 42571 192.168. 2. 150 20 TCP 42571 = Ttp-data [ACK] Seqg=1 Ack=19 Win=5856 Len=0
172.30.4.83 42571 192.168. 2. 150 20 TCP 42571 = ftp-data [FIN, ACK] Seq=l Ack=20 Win=5856 Len=0
152, 168. 2. 150 20 172.30.4.83 42571 TCP ftp-data = 42571 [ACK] Seq=20 Ack=2 Win=5888 Len=0
192.168.2.150 21 172.30.4.83 42855 FTP Response: 226 File send DK.
172.30.4.83 42855 192.168.2. 150 21 TCP 42855 = Tip [ACK] Segq=82 Ack=263 Win=5856 Len=0

Was this FTP file transfer done in active or passive mode
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FTP

Frodo

Shire
getho q ethQ
.83 I 107

172.30.4.0 /24

Elrond Legolas
— Rivendell —

S —
107 N

192.168.2.0 /24

Firewall FTP Server

SP Protocol Info

.30.4, 83 42855 . 168, 2, 150 FTP Regquest: PORT 172,30,4,83, 166,75
.168.2. 150 21 .30.4.83 FTP Response: 200 PORT command successful. Consider using PAS
.30.4.83 42855 .168.2. 150 FTP Request: RETR legolas

3 way handshake

.168.2. 150 . TCP ftp-data > 42571 [ACK] Seq=1 Ad /Nitiated by server
T A A ¢ . FI1F ReEsponse: Lob Upenling BLINARY mode data connection Tor Leg
.168.2. 150 . FTP-DATA FTP Data: 18 bytes

. 168, 2. 150 42571 = ftp-data [ACK] Seg=1 Ack=19 Win=5856 Len=0

.168. 2. 150 ] ftp-data = 42571 [ACK] Seq=20 Ack=2 Win=5888 Len=0
.168.2. 150 .30.4.83 Response: 226 File send OK.
172.30.4.83 42855 192.168. 2. 150 21 TCP 42855 = Tip [ACK] Segq=82 Ack=263 Win=5856 Len=0

Active: server initiated the connection for file transfer
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FTP

Elrond Legolas
A

Frodo

Shire Rivendell

eth0 q eth0 ethl q eth0
=t R 1o 177 = I .150

172.30.4.0 /24 192.168.2.0 /24

Firewall FTP Server
SIp 5P DIP DP Protocol | Info
172.30.4.83 42855 192.168.2.150 21 FTP Request: PORT 172,30,4,683,166,75
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS
172.30.4.83 42855 152.168. 2. 150 21 FTP Reguest: RETR legolas
192.168.2. 150 20 172.30.4.83 42571 TCP ftp-data = 42571 [SYN] Seq=0 Win=5B840 Len=0 MSS5=1460 TSV=
172.30.4.83 42571 192.168.2. 150 20 TCP 42571 = ftp-data [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS
192, 168. 2. 150 20 172.30.4.83 42571 TCP ftp-data = 42571 [ACK] Seqg=1 Ack=l Win=5888 Len=0
192.168.2.150 21 172.30.4.83 42855 FTP Response: 150 Opening BINARY mode data connection for leg
192, 168. 2. 150 20 172.30.4.83 42571 FTP-DATA FTP Data: 18 bytes
192.168.2. 150 20 172.30.4.83 42571 TCP ftp-data = 42571 [FIN, ACK] Seq=19 Ack=1 Win=5888 Len=0
172.30.4.83 42571 192.168. 2. 150 20 TCP 42571 = ftp-data [ACK] Seq=1 Ack=19 Win=5856 Len=0
172.30.4.83 42571 152.168. 2. 150 20 TCP 42571 = Ttp-data [FIN, ACK] Seg=l Ack=20 Win=5856 Len=0
192.168. 2. 150 20 172.30.4.83 42571 TCP ftp-data = 42571 [ACK] Seq=20 Ack=2 Win=5888 Len=0

.168.2. 150 : Response: 226 File send OK.

172.30.4.83 42855 152.168.2.150 21 TCP 42855 = Ttp [ACK] Seq=82 Ack=263 Win=5856 Len=0

What socket was created for the data transfer?

IP: IP:
Port: Port: 64
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FTP

Elrond Legolas
< 4

Frodo

Shire
E ethO q ethO
;_ .83 N 107

172.30.4.0/24

Rivendell

EA N eth1 q etho |5
.107 . .150

192.168.2.0 /24

Firewall FTP Server
S|P 5P DIP DP Protocol | Info
172.30.4.83 42855 192.168. 2. 150 21 FTP Regquest: PORT 172,30,4,83, 166,75
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS
172.30.4.83 42855 192. 168. 2. 150 21 FTP Request: RETR legolas
3 way handshake

'168.2.150 .30. 4. TCP ftp-data > 42571 [ACK] Seq-l A-.tiated by server
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 150 Opening BINARY mode data connection Tor leg
192.168.2.150 20 172.30.4.83 42571 FTP-DATA FTP Data: 18 bytes

. 168, 2. 150 42571 = ftp-data [ACK] Seg=1 Ack=19Win=5856 Len=0

.168. 2. 150 ] ftp-data = 42571 [ACK] Seq=20 Ack=2 Win=588
.168.2. 150 . Response: 226 File send OK.
172.30.4.83 42855 192.168. 2. 150 21 TCP 42855 = Tip [ACK] Segq=82 Ack=263 Win=5856 Len=0

Socket for data transfer
172.30.4.83 192.168.2.150

42571 20
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FTP

Elrond Legolas
Frodo S

Shire Rivendell

E eth0 q eth0 eth1 q eth0
Z‘j.ss B 17 107 N .150

172.30.4.0 /24 192.168.2.0 /24

Firewall FTP Server
S|P 5P DIP DP Protocol | Info
172.30.4.83 42855 192.168.2. 150 21 FTP Regquest: PORT 172,30,4,83, 166,75
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS
172.30.4.83 42855 192.168. 2. 150 21 FTP Request: RETR legolas
152, 168. 2. 150 20 172.30.4.83 42571 TCP ftp-data = 42571 [SYN] Seq=0 Win=5840 Len=0 MS5=1460 TSV=
172.30.4.83 42571 192.168.2.150 20 TCP 42571 = ftp-data [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 MS
192, 168. 2. 150 20 172.30.4.83 42571 TCP ftp-data > 42571 [ACK] Seq=1 Ack=l Win=5888 Len=0
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 150 Opening BINARY mode data connection Tor leg
192.168.2. 150 20 172.30.4.83 42571 FTP-DATA FTP Data: 18 bytes
192, 168. 2. 150 20 172.30.4.83 42571 TCP ftp-data = 42571 [FIN, ACK] Seg=19 Ack=1 Win=5888 Len=0
172.30.4.83 42571 192.168. 2. 150 20 TCP 42571 = Ttp-data [ACK] Seqg=1 Ack=19 Win=5856 Len=0
172.30.4.83 42571 192.168. 2. 150 20 TCP 42571 = ftp-data [FIN, ACK] Seq=l Ack=20 Win=5856 Len=0
152, 168. 2. 150 20 172.30.4.83 42571 TCP ftp-data = 42571 [ACK] Seq=20 Ack=2 Win=5888 Len=0
192.168.2.150 21 172.30.4.83 42855 FTP Response: 226 File send DK.
172.30.4.83 42855 192.168.2. 150 21 TCP 42855 = Tip [ACK] Segq=82 Ack=263 Win=5856 Len=0

Is the same socket being used for both commands and data?
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FTP

Elrond Legolas
Rivendell —

A N ethi q etho [JE2
107 N .150

192.168.2.0 /24

Frodo

Shire
E ethO q ethO
;_ .83 N 107

172.30.4.0/24

Firewall FTP Server
S|P 5P DIP DP Protocol | Info
172.30.4.83 42855 192.168.2. 150 21 FTP Regquest: PORT 172,30,4,83, 166,75
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS
.30.4.83 42855 .168.2. 150 21 FTP Request: RETR legolas

.168. 2, 150 4. ftp-data > 42571 [ACK] Seq=1 Ack=l Win=5888 Len=0
.168.2. 150 21 172.30.4.83 42855 FTP Response: 150 Opening BINARY mode data connection Tor leg
.168.2.150 FTP Data: 18 bytes

. 168, 2. 150 42571 = Ttp-data [ACK] Seu<l Ack=19 Win=5856 Len=0

. 168.2. 150 ; fip-data = 42571 [ACK] Seq=20 Ack=2\Win=5888 Len=0

.168.2. 150 . Response: 226 File send OK.
42855 .168. 2. 150 42855 = Ttp [ACK] Segq=82 Ack=263 Win=5856

No, one socket for commands and another for data transfer

Socket for commands Socket for data transfer
172.30.4.83 192.168.2.150 172.30.4.83 192.168.2.150

42855 21 42571 20 67
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FTP

Elrond Legolas
A

Shire Rivendell

eth0 q eth0 ethl q eth0
Z‘j.ss B 17 107 N .150

172.30.4.0 /24 192.168.2.0 /24

Frodo

Firewall FTP Server
SIp 5P DIP DP Protocol | Info
1 |172.30.4.83 42855 192.168.2. 150 21 FTP Reguest: PORT 172,30,4,83, 166,75
2 |192.168.2.150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS
3 | 172.30.4.83 42855 192.168. 2. 150 21 FTP Request: RETR legolas
4 192.168.2.150 20 172.30.4.83 42571 TCP ftp-data = 42571 [SYN] Seq=0 Win=5840 Len=0 MS5=1460 TSV=
5 172.30.4.83 42571 192.168.2.150 20 TCP 42571 = Ttp-data [SYN, ACK] Seq=0 Ack=1l Win=5840 Len=0 Ms
6 |192.168.2.150 20 172.30.4.83 42571 TCP ftp-data = 42571 [ACK] Seqg=1 Ack=1 Win=5888 Len=0
7 |192.168.2.150 21 172.30.4.83 42855 FTP Response: 150 Opening BINARY mode data connection for leg
8 |192.168.2.150 20 172.30.4.83 42571 FTP-DATA FTP Data: 18 bytes
9 192.168.2.150 20 172.30.4.83 42571 TCP ftp-data = 42571 [FIN, ACK] Segq=19 Ack=1 Win=5888 Len=0
10 |172.30.4.83 42571 192.168. 2. 150 20 TCP 42571 = Ttp-data [ACK] Seg=1 Ack=19 Win=5856 Len=0
11 172.30.4.83 42571 192.168. 2. 150 20 TCP 42571 = ftp-data [FIN, ACK] Seq=1 Ack=20 Win=5856 Len=0
12 1192.168.2.150 20 172.30.4.83 42571 TCP ftp-data = 42571 [ACK] Seq=20 Ack=2 Win=5888 Len=0
.168.2.150 . Response: 226 File send OK.

14 1172.30.4.83 42855 192.168.2. 150 21 TCP 42855 = Tip [ACK] Seq=82 Ack=263 Win=5856 Len=0

After which packet was the connection made for data
transfer considered to be ESTABLISHED?
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Frodo

CIS 192 - Lesson 6

Shire

B =
.83 N

172.30.4.0 /24

FTP

Elrond
S A

ethQ
.107
Firewall

Legolas
Ay

Rivendell i

ethl q ethO [ |
107 N .150

192.168.2.0 /24 ETP Server

SP

.30.4.83 42855
.168.2.150 21
.30.4.83 42855

.168.2. 150
.30.4.83
.168.2. 150

Protoco
FTP

FTP
FTP

Info
Reguest: PORT 172,30,4,83, 166,75

Response: 200 PORT command successful. Consider using PAS

Reguest: RETR legolas

.168. 2,150

fip-data = 42571 [ACK] Seq=1 Ack=1 Win=5888 Len=0

.168. 2. 150
168, 2. 150

.168. 2. 150
. 168, 2. 150
172.30.4 83 42855

. 168. 2. 150

.30.4.83
192,

168.2.150 21

TCP

Response: 150 Opening BINARY mode data connectlon for leg

FTP Data: 18 bytes

42571 = Ttp-data [ACK] Seg=1 Ack=19 Win=5856 Len=0

ftp-data = 42571 [ACK] Seq=20 Ack=2 Win=5888 Len=0
Response: 226 File send OK.
42855 = Tip [ACK] Seq=82 Ack=263 Win=5856 Len=0

After packet 6 was sent, That is when the three way handshake was

completed.
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FTP

Elrond Legolas
A

Shire Rivendell

eth0 q eth0 ethl q eth0
Z‘j.ss B 17 107 N .150

172.30.4.0 /24 192.168.2.0 /24

Frodo

Firewall FTP Server
SIp 5P DIP DP Protocol | Info
1 |172.30.4.83 42855 192.168.2. 150 21 FTP Reguest: PORT 172,30,4,83, 166,75
2 | 192.168.2.150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS
3 [1?2.3ﬂ.4.83 42855 192.168.2. 150 21 FTP Request: RETR legolas
4 192.168.2.150 20 172.30.4.83 42571 TCP ftp-data = 42571 [SYN] Seq=0 Win=5840 Len=0 MS5=1460 TSV=
5 172.30.4.83 42571 192.168.2.150 20 TCP 42571 = Ttp-data [SYN, ACK] Seq=0 Ack=1l Win=5840 Len=0 Ms
6 |192.168.2.150 20 172.30.4.83 42571 TCP ftp-data = 42571 [ACK] Seqg=1 Ack=1 Win=5888 Len=0
7 |192.168.2.150 21 172.30.4.83 42855 FTP Response: 150 Opening BINARY mode data connection for leg
8 |192.168.2.150 20 172.30.4.83 42571 FTP-DATA FTP Data: 18 bytes
9 192.168.2.150 20 172.30.4.83 42571 TCP ftp-data = 42571 [FIN, ACK] Segq=19 Ack=1 Win=5888 Len=0
10 |172.30.4.83 42571 192.168. 2. 150 20 TCP 42571 = Ttp-data [ACK] Seg=1 Ack=19 Win=5856 Len=0
11 172.30.4.83 42571 192.168. 2. 150 20 TCP 42571 = ftp-data [FIN, ACK] Seq=1 Ack=20 Win=5856 Len=0
12 1192.168.2.150 20 172.30.4.83 42571 TCP ftp-data = 42571 [ACK] Seq=20 Ack=2 Win=5888 Len=0
.168.2.150 . Response: 226 File send OK.

14 1172.30.4.83 42855 192.168.2. 150 21 TCP 42855 = Tip [ACK] Seq=82 Ack=263 Win=5856 Len=0

Which packet or packets would be considered RELATED to
the connection used for sending packet 3 above
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FTP

Frodo

Shire
getho q ethQ
.83 I 107

172.30.4.0 /24

Elrond Legolas
— Rivendell —

ethl q ethO [ |
107 N .150

192.168.2.0 /24

Firewall FTP Server
SIp 5P DIP DP Protocol | Info

1 |172.30.4.83 42855 192. 168. 2. 150 21 FTP Reguest: PORT 172,30,4,83, 166,75

2 |192.168.2.150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS
3 [172.30.4.83 42855 192. 168. 2. 150 21 FTP Request: RETR legolas

4

5

6 .168. 2,150 .30. 4. ftp-data = 42571 [ACK] Seqg=1 Ack=1 Win=5888 Len=0

7 .168.2. 150 .30. 4. Response: 150 Opening BINARY mode data connection for leg
8 .168.2.150 .30. 4. FTP Data: 18 bytes

9

10 . 168. 2. 150 42571 = Ttp-data [ACK] Seg=1 Ack=19 Win=5856 Len=0
11
12 .168.2. 150 ] ftp-data = 42571 [ACK] Seq=20 Ack=2 Win=5888 Len=0
13 .168.2.150 .30.4.83 Response: 226 File send OK.

14 [172.30.4.83 42855 192.168.2.150 21 TCP 42855 = ftp [ACK] Seq=82 Ack=263 Win=5856 Len=0

Any of the packets used for the data transfer connection
would be considered RELATED to the connection used for
commands. 71
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Firewall - FTP Command port

[rootRelrond publ# iptables -I RH-Firewall-1-INPUT 9 -p tcp -m state --state NEW -m tcp --dport 21 -j ACCEPT

[root@elrond publ# iptables -nL

Chain INPUT (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT)
target prot opt source destination Open TCP pOI’t 21 for FTP

RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255

ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0

ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:21
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited

[rootRelrond publ# iptables-save > /etc/sysconfig/iptables
[rootRelrond pub]#

Save to make changes persist across restarts 23
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FTP Connection Tracking
(for kernel versions after 2.6.19)

nf_conntrack_ftp and nf_nat_ftp are kernel modules. They are used to
track related FTP connections so they can get through the firewall.

From the command line (temporary)
[root@celebrian ~]# modprobe nf_conntrack_ftp
[root@celebrian ~]1# modprobe nf_nat_ftp

[root@beast publ# lsmod | grep ftp

nf nat ftp 2544 0
nf nat 18618 1 nf nat ftp
nf conntrack ftp 10449 1 nf nat ftp
nf conntrack 66010 ©

nf nat ftp,nf nat,nf conntrack ftp,nf conntrack ipvé4,nf conntrack ipv6,xt state

To load at system boot (permanent), edit this file to include:
[root@celebrian ~1# cat /etc/sysconfig/iptables-config

# Load additional iptables modules (nat helpers)

# Default: -none-

# Space separated list of nat helpers (e.g. 'ip nat ftp ip nat irc'), which

# are loaded after the firewall rules are applied. Options for the helpers are
# stored in /etc/modprobe.conf.

IPTABLES MODULES="nf conntrack ftp nf nat ftp"

< snipped >
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Elrond Legolas

Frodo Shire Rivendell ’

ethO : l ethl : ethO “i

;_ .83 _’ .107 _’ 150

172.30.4.0 /24 Firewall 192.168.2.0 /24 FTP Server

[root@elrond ~]# iptables -nL For DNS lookups by
Chain INPUT (policy DROP) FTP server
target prot opt source destination
Chain FORWARD (policy DROP)
target prot opt source destination
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:53
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:21

Chain OUTPUT (policy DROP)
target prot opt source destination
[root@elrond ~]1#

This firewall setting allows external clients (Frodo) to
access the FTP server (Legolas)

Note: The FTP data port 20 is not specified 5
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Elrond
Frodo . .
— Shire Rivendell
! eth0 :’ S ] B E/ eth0
7 .83 1IN .107 N .150
172.30.4.0 /24 Eirewall 192.168.2.0 /24 FTP Server

root@frodo:~# ftp legolas
Connected to legolas.
220 (vsFTPd 2.0.5) .
S i P o Suc_cessfu/ dowr_7/oads usmg_both
331 Please specify the password. active and passive mode using the
Password: firewall settings in previous slide

230 Login successful.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> get legolas

local: legolas remote: legolas

200 PORT command successful. Consider using PASV.
150 Opening BINARY mode data connection for legolas
226 File send OK.

18 bytes received in 0.00 secs (15.1 kB/s)

ftp> passive

Passive mode on.

ftp> get legolas

local: legolas remote: legolas

227 Entering Passive Mode (192,168,2,150,224,164)
150 Opening BINARY mode data connection for legolas
226 File send OK.

18 bytes received in 0.00 secs (8.6 kB/s)

ftp> bye

221 Goodbye.

root@frodo:~#

(18 bytes).

(18 bytes).
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Elrond

Frodo )
Rivendell

— Shire
eth0 :’ & I ethl :’ ethO (ﬁ
;_ .83 I 107 W .150

172.30.4.0 /24 192.168.2.0 /24 FTP Server

Firewall

What If? We remove the firewall opening for the
DNS lookups sent by the FTP server

[root@elrond ~]# iptables -nL
Chain INPUT (policy DROP)
target prot opt source destination

Chain FORWARD (policy DROP)
target prot opt source destination

ACCHEY o St . e e o o
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:21

Chain OUTPUT (policy DROP)
target prot opt source destination
[root@elrond ~]#

Now DNS lookups
[root@elrond ~]# iptables -D FORWARD 1 are blocked 77
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Elrond
Frodo . .
— Shire Rivendell
! eth0 :’ S ] B E/ etho
7 .83 1IN .107 N .150
172.30.4.0 /24 Firewall 192.168.2.0 /24 FTP Server

root@frodo:~# ftp legolas
Connected to legolas.
220 (vsFTPd 2.0.5) , :
e (o lee el ST ¢ @sal oz Result: Instead of a fast login, now

there is a delay of about 15 seconds

331 Please specify the password.
Password: / before the successful login messages

230 Login successful. :
Remote system type is UNIX. and ftp prompt are dlSp/ayed

Using binary mode to transfer files.

ftp> get legolas

local: legolas remote: legolas

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for legolas (18 bytes).
226 File send OK.

18 bytes received in 0.00 secs (15.1 kB/s)

ftp> passive

Passive mode on.

ftp> get legolas

local: legolas remote: legolas

227 Entering Passive Mode (192,168,2,150,224,164)

150 Opening BINARY mode data connection for legolas (18 bytes).
226 File send OK.

18 bytes received in 0.00 secs (8.6 kB/s)

ftp> bye

221 Goodbye. 78
root@frodo:~#
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Elrond
Frodo . .
— Shire Rivendell
! eth0 :’ A B ethl E/ etho [}
7 .83 N 107 N .150
172.30.4.0 /24 Firewall 192.168.2.0 /24 FTP Server
root@frodo:~# ftp legolas
Connected to legolas.
220 (vsFTPd 2.0.5)
Name (legolas:cisl92): cisl92
331 Please specify the password. Delay encountered (N15
Password: seconds) here after dropping

230 Login sagéessful.

DNS lookups in firewall

SIP SP DIP DP. Protocol | Info No. | Time

172.30.4.195 40823 192, 168. 2. 150 21 FTP Request: PASS Cabrillo 12 8.920738
192.168. 2. 150 58200 207.62.187.54 53 DNS Standard query PTR 195.4.30.172.in-addr.ary 13 8.938715
192.168.2. 150 21 172.30.4.195 40823 TCP fip = 40823 [ACK] Seq=55 Ack=29 Win=5888 Le 14 8.951876
192.168.2. 150 58200 207.62.187.54 53 DNS Standard query PTR 195.4.30.172. in-addr.ary 15 16.612474
192.168.2. 150 21 172.30.4.195 40823 FTP Response: 230 Login successful. 16 24,336986

The login is delayed while the two DNS requests time-out.
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Frodo Legolas

Rivendell

= Shire
! eth0 :’ LA b ethi :’ etho |3
7 .83 N 107 W .150

172.30.4.0 /24 192.168.2.0 /24 FTP Server

Firewall

What If? We next remove the related
state condition from the firewall?

[root@elrond ~]# iptables -nL
Chain INPUT (policy DROP)
target prot opt source destination

Chain FORWARD (policy DROP)

target prot opt source destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state REFATED,ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:21

Chain OUTPUT (policy DROP)
target prot opt source destination
[root@elrond ~]1#

[root@Qelrond ~]# iptables -D FORWARD 1
[root@elrond ~]# iptables -I FORWARD 1 -m state --state ESTABLISHED -j ACCEPT 80
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Elrond Legolas

Frodo . 4 .

Shire Rivendell
getho :’ ethO ethl :’

83 Y 107 107 SN
172.30.4.0 /24 Firewall 192.168.2.0 /24 FTP Server

root@frodo:~# ftp legolas
Connected to legolas.
220 (vsFTPd 2.0.5)
Name (legolas:cisl92): cisl92 [ Hangs up here/ .because the
331 Please specify the password. related connection for the
SESBUOLG.: data transfer is now blocked

230 Login successful.
Remote system type is UNIX.
Using binary mode to transfer files.

Tep> get legelas Gives up after 5 tries of
local: legolas remote: legolas .
attempting to do a 3-way

200 PORT command successful. Consider using PASV.
425 Failed to establish connection. handshake
ftp>

by the firewall.

SIP 5P DIP DP Protocol Info No. . [ Time
172.30.4,195 59956 192,168, 2. 150 21 FTP Request: RETR legolas 123 383.241428

192.168.2.150 21 172.30.4.195 589956 ftp = 59956 [ACK] Seq=179 Ack=B4 Win=5888 | 125 383.316282

Vmware_Tc:18: Vmware_4e:21:a5 Who has 192.168.2.10877 Tell 192.168.2.150 154 443.727874
Vimware_de:21:, Vmware_7c:18:f5 192.168.2. 107 1s at G0:0c:29:4e:21:a5 155 443, 727967

192.168.2. 150 21 172.30.4.195 59956 Response: 425 Failed to establish connectic 167 476.875137
172.30. 4,195 59956 192.168. 2. 150 21 TCP 59956 = ftp [ACK] Seq=84 Ack=216 Win=5856 | 168 476.916311 81
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Practice
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Activity

Your friend says his new vsftp server transfers file correctly
however his users are experiencing very slow authentications

[root@elrond ~]# iptables -nL
Chain INPUT (policy DROP)
target prot opt source destination

Chain FORWARD (policy DROP)

target prot opt source destination
ACCEPT 2L =g O 000 40 0% Q5 05 8 state RELATED, ESTABLISHED
ACCEPT Cepy. =3 010 0R0T0 0.0.0.0/0 state NEW tcp dpt:21

Chain OUTPUT (policy DROP)
target prot opt source destination
[root@elrond ~]#

What is your advice? oh
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Activity

Your friend says his new vsftp server transfers file correctly
however his users are experiencing a slow logins

[root@elrond ~]# iptables -nL
Chain INPUT (policy DROP)
target prot opt source destination

Chain FORWARD (policy DROP)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:53

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:21
Chain OUTPUT (policy DROP)

target prot opt source destination

[root@elrond ~1#

Open port 53 for DNS traffic
iptables -I INPUT n -p udp --dport 53 -j ACCEPT 84



CIS 192 - Lesson 6 i pn t ’ |w

Activity

Your friend says her new vsftp server only works in active mode.
It hangs when they enter passive mode!

What is your advice?
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1) Make sure the connection tracking
module for FTP has been loaded into
the kernel

2) Make sure RELATED connections are
being accepted by the firewall
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sshd

The SSH server

« openssh-server package

« Red Hat Family
« Installed by default
« Use rpm —qa | grep openssh-server to check if

installed
« Ubuntu
* Not installed by default
 Use dpkg -l | grep openssh-server to check if
installed
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Installation on Ubuntu

[root@sauron ~]1# apt-get update
[root@sauron ~]# apt-get install openssh-server

Install using aptitude or apt-get
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sshd

Installation on Ubuntu

root@sauron:~# apt-get update

Get:1 http://security.ubuntu.com intrepid-security Release.gpg [189B]

Ign http://security.ubuntu.com intrepid-security/main Translation-en US

Hit http://us.archive.ubuntu.com intrepid Release.gpg

Ign http://us.archive.ubuntu.com intrepid/main Translation-en US

Ign http://security.ubuntu.com intrepid-security/restricted Translation-en US
Ign http://security.ubuntu.com intrepid-security/universe Translation-en US
Ign http://security.ubuntu.com intrepid-security/multiverse Translation-en US
Get:2 http://security.ubuntu.com intrepid-security Release [51.2kB]

Ign http://us.archive.ubuntu.com intrepid/restricted Translation-en US

Ign http://us.archive.ubuntu.com intrepid/universe Translation-en US

< snipped >

Get:20 http://us.archive.ubuntu.com intrepid-updates/multiverse Sources [4118B]
Fetched 784kB in 8s (93.5kB/s)
Reading package lists... Done

Current status: 270 updates [+55], 24979 new [+12].
root@sauron:~#
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Installation on Ubuntu

root@sauron:~# aptitude install openssh-server

Reading package lists... Done
Building dependency tree

Reading state information... Done
Reading extended state information
Initializing package states... Done

The following NEW packages will be installed:
openssh-server
0 packages upgraded, 1 newly installed, 0 to remove and 270 not upgraded.
Need to get 285kB of archives. After unpacking 782kB will be used.
Writing extended state information... Done
Get:1 http://us.archive.ubuntu.com intrepid/main openssh-server 1:5.1pl-3ubuntul [285kB]
Fetched 285kB in 2s (99.3kB/s)
Preconfiguring packages
Selecting previously deselected package openssh-server.

(Reading database ... 102936 files and directories currently installed.)
Unpacking openssh-server (from .../openssh-server 1%3a5.lpl-3ubuntul i386.deb)

Processing triggers for ufw
Processing triggers for man-db
Setting up openssh-server (1l:5.1pl-3ubuntul) .
* Restarting OpenBSD Secure Shell server sshd [ OK ]

Reading package lists... Done
Building dependency tree

Reading state information... Done
Reading extended state information
Initializing package states... Done

Writing extended state information... Done

root@sauron: ~#
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sshd

Daemon control on Ubuntu

root@sauron:

~# [etc/init.d/ssh status

* sshd 1s running.

root@sauron:

* Stopping

root@sauron:

* Starting

~# [etc/init.d/ssh stop
OpenBSD Secure Shell server sshd

~# [etc/init.d/ssh start
OpenBSD Secure Shell server sshd

OK

OK
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Daemon control on Red Hat family

[rootRarwen ~]# service sshd status
sshd (pid 4805) 1is running...

[rootRarwen ~]# service sshd stop
Stopping sshd:

[root@arwen ~]# service sshd start
Starting sshd:

OK

OK
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Firewall for sshd

CentOS Modified

[root@legolas ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.3.5 on Thu Feb 26 04:33:47 2009
*filter

: INPUT ACCEPT [0:0]

. FORWARD ACCEPT [0:0] New connections for the
:OUTPUT ACCEPT [2883:272960] SSH port are allowed
:RH-Firewall-1-INPUT - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -7 ACCEPT

-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type any -3 ACCEPT

-A RH-Firewall-1-INPUT -p esp -j ACCEPT

-A RH-Firewall-1-INPUT -p ah -j ACCEPT

-A RH-Firewall-1-INPUT -d 224.0.0.251 -p udp -m udp --dport 5353 -3 ACCEPT

-A RH-Firewall-1-INPUT -p udp -m udp --dport 631 -3 ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m tcp --dport 631 -3 ACCEPT

-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -p udp -m state --state NEW -m udp --dport 520 -7 ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

# Completed on Thu Feb 26 04:33:47 2009

[root@legolas ~]#
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sshd

Using netstat to view listening ssh ports

root@sauron:~# netstat -tln
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 0.0.0.0:22 0.0.0.0:%* LISTEN
tcp 0 0 127.0.0.1:631 0.0.0.0:%* LISTEN
tcpb 0 0 :::22 ¥ LISTEN

root@sauron:~# netstat -tl
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 *:ssh xx LISTEN
tcp 0 0 localhost:ipp xx LISTEN
tcpb 0 O [::]:ssh [2:]:% LISTEN

root@sauron:~#
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One SSH daemon per session

root@sauron:~# ps -ef | grep ssh

root 7601 1 0 13:59 » 00:00:00 /usr/sbin/sshd
root 7607 7601 1 14:11 2 00:00:00 sshd: root@pts/2
root 7632 7601 1 14:11 2 00:00:00 sshd: root@pts/3
root 7658 7280 0 14:12 pts/1 00:00:00 grep ssh
root@sauron:~# who

root tty2 2009-03-13 14:32

cisl92 tty7 2009-03-15 13:16 (:0)

cisl92 pts/0 2009-03-15 13:19 (:0.0)

cisl92 pts/1 2009-03-15 13:19 (:0.0)

root pts/2 2009-03-15 14:11 (legolas)

root pts/3 2009-03-15 14:11 (arwen)

root@sauron:~#
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sshd

Sample session

[root@elrond ~]# ssh cis192@sauron

The authenticity of host 'sauron (10.10.10.200)"' can't be established.

RSA key fingerprint is 61:£3:89:a3:b5:a3:2a:b9:6e:£f0:90:59:£5:93:14:0b8.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added 'sauron,10.10.10.200' (RSA) to the list of known
hosts.

cisl92@sauron's password:

Linux sauron 2.6.27-7-generic #1 SMP Fri Oct 24 06:42:44 UTC 2008 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:

http://help.ubuntu.com/

cisl92@sauron:~$ echo This is a secret!

This is a secret!

cisl92@sauron:~$ exit

logout

Connection to sauron closed.

[root@elrond ~]# o8
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ssh fingerprints

[root@p26-elrond ~]# ssh-keygen -1 -f /etc/ssh/ssh host rsa key.pub
2048 81:46:a23:17:7a:4b:91:¢c9:24:96:£3:ac:05:5a:¢c4:29
/etc/ssh/ssh host rsa key.pub (RSA)

root@p26-frodo:~# > .ssh/known hosts

root@p26-frodo:~# ssh elrond

The authenticity of host 'elrond (172.20.192.182)"' can't be
established.

RSA key fingerprint 1is
81:46:a23:17:7a:4b:91:¢c9:24:96:£3:ac:05:5a:c4:29.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'elrond,172.20.192.182' (RSA) to the list
of known hosts.

root@elrond's password:

Last login: Tue Mar 19 12:52:13 2013 from frodo
[root@p26-elrond ~]#
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File Edit

View Go

Capture Analyze Statistics

sshd

(Untitled) - Wireshark

Help

elelclele]e]

3 0.022971
4 0.058525
3 0.096685
b 0.096702
7 0.096918
8 0.097019
9 0.097098
10 0.124863
11 8.125571
12 06.128801

0. 150846

192.168.2.1

192.168.2.1
10.10.10. 200
192.168.2.1
192.168.2.1
10.10.10. 200
10.10.10. 200
192.168.2.1
10.10.10. 200
192.168.2.1
10.10.10. 200
10.106.10. 200

10.10.10. 200

10.106.10. 200
192.168.2.1
10.106.10. 200
10.106.10. 200
132.168.2.1
132.168.2.1
10.16.10. 200
152.168.2.1
10.10. 10. 200
1592.168.2.1
192.168.2.1

TCP
S5H
TCP
S5H
TCP
S5Hv2
S5Hv2
TCP

55Hv2
TCP

S5Hv2

SBE@goy degxgs # AT EBE @aa e W
‘Elﬂlter: ‘l IL” o Expression... H 4 glear”g?ﬂpply‘
0.. Time Source Destination Protocol Info

55884 = ssh [SYN] Seg=0 Win=58408 Len=0 M55=1

55884 = ssh [ACK] Seg=1 Ack=1 Win=5888 Len=0
Server Protocol: SSH-2.0-0OpenSSH 5. 1pl Debia
55884 = ssh [ACK] Seg=1 Ack=40 Win=5888 Len=
Client Protocol: SSH-2.0-0OpenSSH 4.3

ssh = 55884 [ACK] Seg=40 Ack=21 Win=5856 Len
Server: Key Exchange Init

Client: Key Exchange Init

ssh = 55884 [ACK] Seq=824 Ack=733 Win=7264 L
Client: Diffie-Hellman GEX Request

ssh = 55884 [ACK] Seqg=824 Ack=757 Win=7264 L
Server: Diffie-Hellman Key Exchange Reply

L mt e ' e

|(|: |

] ) x|

[ Internet Protocol, Src:

> Frame 1 (74 bytes on wire, 74 bytes captured)
> Ethernet II, Src: Vmware 7c:18:09 (00:0c:29:7c:18:09), Dst: Vmware 4c:9a:97 (00:0c:29:4c:93:97)
192.168.2.1 (192.168.2.1), Dst:
> Transmission Control Protocol, Src Port: 55884 (55884), Dst Port: ssh (22), Seq: @, Len: @

10.10.10.260 (10.10.10.200)

File: "ftmp/etherXXXX6vfzsD" 19 ...

Packets: 163 Displayed: 163 Marked: 0 Dropped: 0

Profile: Default

3 Way
hand
shake
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Stream Content
[ S, X Ft G, gT ....... M&. .sLA.. . % ........ ssh-rsa....8...... 1s. (]
b@zch K. "}e WG4, .. Tp. MN..-..{o0.vK..... % ¥ 5
4 BY..... MG & s +a.c.C..... K.;.gP ....... = 4] )s. k.= » . b, %Ram

(.- T Iu.T}.8...g..w..5.D..Nk.. PO #Egror M)

............... Y....R..h.|. I\ i

N i | T N B...].0.. 0 .1 T K M UYYgL L L oz.wVW,.,. 72, .PR.......... tooooo crv. .}

Mz...... u..X..... C. =[1..kb.

%, .. @80, ...d. B F e 330....x.:f.K ...... c..7..W.a ~.Bd}.In?...0;...0"'....D.

he# o pe..Tovg. &L .00..200 0007 S0 PSS L. L gy 9wc+ qT 3 R Z..k.;nds. .. 1. 9 uv.U7v. 1. " &RI.9..3....C..~=[/

3....bod. z. \GA...7 [, .. 0. X T, @ .o F BU o a G.-60..d.3/.......... hnanananar M a oo 1."N -

cado ML

[... ...pL.:.< ) ANu7. . ke 0T..&g2.})...p.I.c6....0Q.Fj|I.R..,..."

[..7.h,.Z1. .%R........ XVIy. .. 7.8, .00, y 8. 'y...wd.Z...}=...

9" L AACM...0.. .. ..., Z.%. . "A¥+= W

BoFrok+. . ;. B....9.Ld..FM Lo w1 =+60" UL XL T Gl = B 5.5.e.* m_.b. 1#[U%g.-5..... 1...%

{5...... Fan o e e o b~ T KK..l.P...>...Id ....... E

+.yn...R..... fI=p..wh........ 9.1.c?..... D.t..... Hife Y aallaaaacaac m; . V.od+Qb.h ug.

o0 oo | P K..=.... I S 4...c.=.0.ch T..4..Ue..%.... ...... =s.M.4..... s o .P..B V..%..

PP : PRI [P (PN « 10 I ST T .|« PR -.RI....B.aX..... ~f . E#20... S.ro.zo..]....-0z... #k$.2
(=..t.Ur..2.... A .. @ .... teoi.n. * % -=,L.7..6. A} JEm3. ... T.9.65..... s.L.3..b..)". .. W...(n.T..E.B...... =

Vo= V00 he 2.q...52 L Cr..9.2.%. ¢c. 1=, # ..... [% "L....m..% (..= i

v 2. 00 v+ ULBLLTY, [ ...... B...Y...3..aZl ...... MWTL. .. X .
I 777 b ma T cC> 59 & 1 Dw D sk " 1w 0o Wil w O A _dm AT fa T A &+ o LV =] il
[ ) )>]
‘ﬂFnd”@Save As || 2 ) 2 |f‘ ASCII O EBCDIC ) Hex Dump O C Arrays @ Raw
‘ & Help | l 3¢ Close l | [¥] Filter Out This Stream |
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TCP Wrappers and sshd

» sshd is compiled with TCP wrappers

[root@arwen ~]# type sshd
sshd is /usr/sbin/sshd
[root@arwen ~]# Idd /usr/sbin/sshd
linux-gate.so.1 => (0x00146000)
libwrap.so.0 => /usr/lib/libwrap.so0.0 (0x00fb8000)
< snipped >
libpthread.so.0 => /lib/libpthread.so0.0 (0x00185000)
[root@arwen ~]#

» /etc/hosts.allow - for permitted hosts
» /etc/hosts.deny — to ban hosts
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TCP Wrappers and sshd example

[rootRarwen ~]# cat /etc/hosts.allow
sshd: frodo 192.168. 10.0.0.0/255.0.0.0
in.telnetd: 192.168.2.10 127.0.0.1
vsvtpd: frodo arwen sauron

Arwen

For sshd, Frodo, all 192.168.x.x
and all 10.x.x.x hosts are allowed

Sauron at 10.10.10.200 is included.
Nosmo at 172.30.1.1 is NOT included

[root@arwen ~]# cat /etc/hosts.deny

ALL: ALL _ _ o
Everyone else is denied (this includes Nosmo)
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sshd

TCP Wrappers and sshd example

[root@Rarwen ~]# cat /etc/hosts.allow
sshd: frodo 192.168. 10.0.0.0/255.0.0.0
in.telnetd: 192.168.2.10 127.0.0.1
vsftpd: frodo arwen sauron

Arwen

[root@arwen ~]# cat /etc/hosts.deny

ALL: ALL
Sauron root@sauron:~# ssh arwen
root@arwen's password:
Last login: Sun Mar 15 20:11:31 2009 from frodo
s [root@arwen ~]#
Access permitted
Nosmo

[root@nosmo root]# ssh 192.168.2.9
- ssh exchange identification: Connection closed by remote host
— [root@nosmo root]#

Access denied
104
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172.30.4.0/ 24 192.168.2.8/30

E ethO EI eth2 :/ ethO
=9 .190 NN Axx [ 10 9
Frodo Elrond Arwen
Public Gateway Private
Client and Network
Firewall Server

Is there a way we can tunnel an insecure protocol, like
Telnet, through an SSH connection to reach a private
server on our home or business network?
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SSH Port Forwarding

-L [bind_address:]port:host:hostport
Specifies that the given port on the local (client) host is to
be forwarded to the given host and port on the remote side.
This works by allocating a socket to listen to port on the
local side, optionally bound to the specified bind_address.
Whenever a connection is made to this port, the connection is
forwarded over the secure channel, and a connection is made to
host port hostport from the remote machine. Port forwardings
can also be specified in the configuration file. IPv6
addresses can be specified with an alternative syntax:
[bind_address/]port/host/hostport or by enclosing the address
in square brackets. Only the superuser can forward privileged
ports. By default, the local port is bound in accordance with
the GatewayPorts setting. However, an explicit bind_address
may be used to bind the connection to a specific address. The
bind_address of \u201clocalhost\u201d indicates that the listening port
be bound for local use only, while an empty address or \u2018*\u2019
indicates that the port should be available from all inter\u2010
faces.

From the man page on ssh ... is that enough documentation for you? 107
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SSH Port Forwarding

Outside Inside
(encrypted) (clear text)

o Homse B s sream

[ 1 |

Client Router Server
172.30.1.0/24 192.168.2.0/24
Bl o

:/ ethO ethl :/ ethO
—p . 199 N Lxx - .l I .9

Frodo

Elrond Arwen

In this example we will tunnel a telnet session
through an encrypted SSH connection.
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Client Router
172.30.4.0/24

Bl o0 —p o
—p.199 NN Axx

192.168.2.8/30

cisl92@frodo:~$ ssh -L 8000:arwen:23 cisl92@elrond

Any connection made to port 8000 on Frodo will get
forwarded to port 23 on Arwen via Elrond.

The portion of the connection between Frodo and Elrond
will be encrypted
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Client Router
172.30.1.0/24

Bl o0 —p o
=7 100 Il .=

Frodo

192.168.2.0/24

ethl :/ ethO
1 ] .9

Elrond

cisl92Q@frodo:~$ ssh -L 8000:192.168.2.9:23 ¢is192@172.30.1.107

S~

Same as before just using IP addresses instead of
names in /etc/hosts.
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SSH Port Forwarding

Client Router Server
172.30.1.0/24 192.168.2.0/24

Bl o0 =p gyl o=y o
= .190 NN 1xx . 9

Frodo

cislo2@elrond:~
oq Fle Edit Wiew Terminal Tabs Help
cis192@frodo:~% ssh -L 8000:arwen:23 elrond .
cis192@elrond's password: b Requires one
Last login: Sun Mar 15 03:11:14 2809 from frodo s FrOdO termina/ tO
[cis192@elrond ~1% [] & @i
. setup SSH port
[ cis 192 @frodo: ~ ..T. Fen = forwal‘dlng
File Edit Wiew Terminal Tabs Help
cisl9z@frodo:~% telnet localhost 80080
Trying 127.0.08.1...
Connected to localhost. And another
Escape character is '~]"'. i
Cent0S release 5.2 (Final) FrOdO termlnal tO
Kernel 2.6.18-92.1.22.el5 on an 1686 make the Telnet
Blogin: cisl9z .
Password: connection

Last login: Sun Mar 15 ©1:11:23 from elrond

[cisl92@arwen ~]% echo This is a secret!

This is a secret!

[cisl92@arwen ~]% exit

logout

Connection closed by foreign host.

cis192@frodo:~% 111
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SSH Port Forwarding

Client Router Server

172.30.1.0/24

il —
=7 100 Il .=

Frodo

192.168.2.0/24

ethl :/ ethO
1 ] .9

Elrond

cisl92@frodo:~$ ssh -L 8000:arwen:23 elrond
cisl92@elrond's password:

Last login: Sun Mar 15 03:11:14 2009 from frodo
[cisl92@elrond ~]5 < Port forwarding enabled
[cisl92@elrond ~]$

[cisl92@elrond ~]$ exit
logout — Port forwarding disabled

Connection to elrond closed.

cisl92@frodo:~$
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Client Router
172.30.1.0/24
:/ ethO ethl
199 N .1xX 1

Elrond

cisl92@frodo:~$ telnet localhost 8000
Trying 127.0.0.1...

Connected to localhost.

Escape character is '*]'.

CentOS release 5.2 (Final)

Kernel 2.6.18-92.1.22.el5 on an 1686
login: c1is192

Password:

Last login: Sun Mar 15 03:48:58 from elrond
[cisl92@arwen ~]$ echo This is a secret!
This is a secret!

[cisl92@arwen ~]$ exit

logout

Connection closed by foreign host.
cisl92@frodo:~$

Server
192.168.2.0/24
:/ ethO
[ ] 9

Arwen

On a different terminal on
Frodo:

Telnet “to yourself” at port
8000 and notice you end up
on Arwen!

au A a
- A&
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cis192@elrond:~

1 File Edit wiew Terminal Tabs Help

cisl92@frodo:~% ssh -L 8000:arwen:23 elrond
€is192@elrond's password:
Last login: Sun Mar 15 ©3:11:14 2089 from frodo Use pOI‘t forwarding in

[cis192@elrond ~1$ I second terminal

cis 102 rodos ~

File Edit Wiew Terminal Tabs Help

cisl92@frodo:~% telnet localhost 8068
Trying 127.8.6.1...

Connected to localhost.

Escape character is "~]'.

Cent0S release 5.2 (Final)

Kernel 2.6.18-92.1.22.el5 on an 1686

login: cis192

Password:

Last login: Sun Mar 15 ©3:48:58 from elrond
[cis192@arwen ~]% echo This is a secret!
This is a secret!

[cis192@arwen ~]% exit

logout

Connection closed by foreign host.

cis192@frodo:~$% 114
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SSH Port Forwarding

Client Router Server
172.30.1.0/24 192.168.2.0/24 A

eth)  ge===vg etho ethl sy ethO 51
199 N 1xx 1 I 5 =

Frodo o~ I~
) Elrond /? Arwen

% Follow TCP Stream ¥ Follow TCP Stream
Stream Content Stream Content
piz-vaa. s QML rT-* iitaooMi b &0 0L Y Yy TV DL P RS 000 DR DTV 55652 ~ . . L E 38400, 38400. ... #.frodo: 0.0 *..DISPLAY. frodo:@.0.. xterm
N...it.0 fEg. H..W.)..c a [ "6 L.1..vUGz, .oR. [ release 5.2 (Final)
|.m. (1k.2W. .03"_1.. . Wi.E....R.t.- 8 R.3... {.E..TSB...rR.."t.N§....Xki Kernel 2.6.18-92.1.22.€l5 on an 1686
(&=t Em| = {.0.c, (U W, .0 Ve .elad. .4, e, . ..login: cciiss119922
Faaaaal?
Z.ii.o.zodo%le 4oyl 3P LD ...19.. . .EV\D Password: Cabrillo
V. &1 oo 068l L ST Q...Y....Rs, SYLLL L LAL HET > 9R A NELAL
Ho o] #FY. IM...R3..L.U..s...V ...4.. . .S{L...n. G /& H Last login: Sun Mar 15 03:48:58 from elrond
b...*Ej.U..}g.., .W4.PdK.il;.CX.ui%.. 9"W..Shh..s. R J..k..4. . #y..y. B.c. FF.h -4 k.. 1 10;cis192@arwen:~. [cisl92@arven ~]$ eecchhoo TThhiiss iiss aa sseeccrreett!!
$.Cb.....5v.2 . Lo Ko AFELE....E..0.. c.6.40.). d....0z-.2....¥f.z.-..5
FX K0 FS E AR TS K ULC Q...2....f..32.6 L...C LWp. ...k {.h Fhis is a secret!
3 d ~.Bam_kL...t .I.%...1.0Cug. . Q08E>]. . [...9' .0 10; cisl92@arwen:~. [cisl92@arwen ~]$ eexxiitt
R 4 oeeooylios BN}
8 _l8..x..i.q G 2 [leus
l0$. . LQV.. [HL %, [H.[21]
i n....4. Q.. LLLI..;t.. DR..N.C.)
9
IRz S 3 )
(.0 (CHLF YreoQ2I.. tl<c..._..8..8 L fsLhs
.3t ... TL$EN. L Lrilae.
- ¥ > - T 5>
|#asnd | [ save as rint || Entire conversation (5360 bytes) ) ASCII © EBCDIC O Hex Dump O C Arrays ® Raw | #Fnd | Tsave as vint || Entire conversation (484 bytes) 4| ASCII O EBCDIC O Hex Dump C € Arrays © Raw
[ ¢ Close || B fiter out This stream [ % close || [ fiter out Ths stream

This portion is encrypted This portion is in clear text
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Client Router Server
— 172.30.1.0/24 T4 102.168.2.0/24 4 =
B e SSH Port Forwarding

Frodo
Elrond Arwen

Encrypted portion of the connection

(Untitled) - Wireshark

File Edit View Go Capture Analyze Statistics Help
il & O x g s M rrrEE el @ -

‘E]Eilter: ‘l[ip.addr eq 172.30.4.107 and ip.addr eq l?2.3!]t|| -|-£xpressinn...” j’ Qlear”qfﬂpplﬂ

Iiu. . Time Source Destination Protocol Info |:|
30 4.479350 172.30.4.199 172.30.4.107 TCP 44022 > ssh [ACK] Seqg=561 Ack=625 Win=316 Le
31 4.662263 172.30.4. 199 172.30.4. 107 SSH Encrypted request packet len=48 |
32 4.662313 172.30.4. 107 172.30.4.199 SSH Encrypted response packet len=48 ‘
33 4.662325 172.30.4.199 172.30.4.107 TCP 44022 = ssh [ACK] Seq=609 Ack=673 Win=316 Le
34 4.830786 172.30.4.199 172.30.4. 107 S5H Encrypted request packet len=48
35 4.834560 172.30.4. 107 172.30.4.199 S5H Encrypted response packet len=48
36 4.834600 172.30.4.199 172.30.4.107 TCP 44022 = ssh [ACK] Seq=657 Ack=721 Win=316 Le
37 5.581184 172.30.4.199 172.30.4. 107 55H Encrypted request packet len=48
38 5.586744 172.30.4. 107 172.30.4.199 55H Encrypted response packet len=48
39 5.588110 172.30.4.199 172.30.4.167 TCP 44022 = ssh [ACK] Seq=705 Ack=769 Win=316 Le
40 5.588788 172.30.4. 107 172.306.4. 199 5SH Encrypted response packet len=48
41 5.589934 172.30.4.199 172.30.4.107 TCP 44022 = ssh [ACK] Seq=705 Ack=817 Win=316 Le
42 7.824815 172.30.4.199 172.30.4. 107 55H Encrypted request packet len=48 Iil
<@ ) 53]

| Frame 10 (118 bytes on wire, 118 bytes captured)

P Ethernet II, Src: Vmware 4e:2l:af (00:0c:29:4e:21:af), Dst: Vmware 6T:53:d9 (00:0c:29:6T:53:d9)

[ Internet Protocol, Src: 172.30.4.107 (172.30.4.107), Dst: 172.30.4.199 (172.30.4.199)

P Transmission Control Protocol, Src Port: ssh (22), Dst Port: 44022 (44022), Seq: 161, Ack: 257, Len: 64
[* SSH Protocol

Frame (frame), 118 bytes Packets: 168 Displayed: 168 Marked: 0 Dropped: 0 Profile: Default
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Router
172.30.1.0/24

— S 4 192.168.2.0/24
E eth0 q ethz ethl q eth0 r3 I
s
=7 .190 N Axx - — K

Elrond

Encrypted portion of the connection

Follow TCP Stream

Stream Content

X.Z-VW... 5" ... QM. rT-#*%,........:. oW ho=00 &L 0..¥..Y]....y.T¥;v'dQ... . P.R*<.:K(.0.>0.bh. ... ~.V.556.2.. ‘
L & o 4 fEQ. . H.M.)..Cc......... D3 smeL [ I#...L.=<..... B6.5....L.L..vUGz, . oR......... ]

[.m. (1k.2ZW. 03"_!...Wi.E....R.‘t.- ...... Xoows...<K}. . #..%. . K. .0Q. ...h]' ..... R.3....{.E. TSB LFRLCMELUNG. L XKD
(..9.Fm|.*....... {.0.c, (U, .. ... L. kuv k@, ... 1.=,.Ye. H. l&w..p[ ..... Yoo e}2d ..... 2o 5. N
Lr..... ?.x".B..

Z.; z..d..%1~. .4, y...3].W. FXw. i) 19 EviD.
otv. &....... b6.8....5L..... Q.. .Y....RS ....... Y1L. ..lA ..... Hb..... =9[R...\....N{E. .A..... >
{.°...1.... #fYy. . IM...R3..L.U. VoL S{L.. C../&|.H

b .*Ej.U..}g..,.H4.PdK.1l,.C){.u1% ....... 9"w Shh..s...... R... J..k...4...#Ay..y., 8 c...FF.h.~*u...k)....
&.Ch..... L) | L ........... K...A.F#..t ...... E..0...c.6.+0.). d....0z- Yf Z.-..5..
+oK WX .Fs.}\HT‘-‘a 1 flla@Boaaacaa Q...2....T..32.6............ C..... !.Hp ..... s.k...{.h
. B ¥... Jmem. 1o, ... *,d.."M...B.m._KkL...t..... I.~...1.0Cug..Qo8t>]..[...9"'..[
R.0..0,..Tus....... Rcm y& ,-’J% E>“DU P L 11 A P S P y]l..s Bh. M. J. oW )
B.5.%....P.Cc...; W, ... Ig.gd.. .. W.|.v..G.p...82mS.<q.. . |%..x..1.9..... B... ....... i 2. ...
of...04.N.t.j. ...r.. Vv =.Du...'h'. $.U.m‘[K& r.#. . { gu..|Hl.* ...U.m‘.)(F. ]

T.le'g...=M.J... L. 4., 0iiiiinas, < ¥g "L X Jo.o.n baoon tep.]..... '‘my.i..g..LLLL..;t....... DR..n.C.)
Va..... [/ I <. .T G.). .M~ %. :...8Y. . . # L \
I - s K plELL L bB&. . .A...c.=... W.s@.n7...... ] Dz?.5..... 0 1
i...k...52. 0. .0 .. &F ... mG(%H.Th. .. +. .
#m. d H.oh.f..L..{.. ~LiN...h~....... 1

1..2..... IX. &I T...W. .=

LT Y | c.H LF. ...d....... L Yre0Q2IL ... 196 0G0 ae,_aatlontliacacaaa ; fs..L...h%

..... 3t. L LUBEW. | 1rsl4a. —
el M3 . ELAM ~ e 1 hl i r L1 REN} [ Y 1
[<( ) 1>
‘ﬂﬂndHESave As l?;“JEnm” Entire conversation (5360 bytes) (O ASCII O EBCDIC O Hex Dump O C Arrays @ Raw
‘ &5 Help ‘ l 3¢ Close HE]HIter Out This Stream‘
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Elrond Arwen

Clear text portion of the connection

(Untitled) - Wireshark
File Edit WVWiew Go Capture Analyze Statistics Help

BEeoy Baxes Aer AT Y EE @l @ -
|.E|5Iter: || |L||_+£xpressinn...”_ jglearuqﬁ?ﬂpply‘

0. . Time Source Destination Protocol Info

[ e AV I ] L I B S R A A e o [T O S I I I o e L e b P o e e ™

. 946441
9 10.973505 192.168.
10 10.974504 192.168.
11 10.985690  192.168.
12 16.993869 192.168.

TCP 35155 = telnet [ACK] Seg=l1 Ack=1 Win=5888 Le
.10 TELNET  Telnet Data ...
.9 TCP 35155 = telnet [ACK] Seg=1 Ack=13 Win=5888 L
.9 TELNET  Telnet Data ...
.10 TCP telnet = 35155 [ACK] Seg=13 Ack=13 Win=5824

13 16.994944 192.168. TELNET  Telnet Data ...
14 11.001281 192.168. g TELNET  Telnet Data ...
15 11.051578 192, 168. .10 TELNET  Telnet Data ...
16 11.055691 192, 168. s TELNET  Telnet Data ...

.B83456 .10 TELNET Telnet Data ...
11. 083690 192. 168. 192.168.2.9 TELNET Telnet Data ...
<00 ] >
|V IMETNEL FToLotoL, STCT 192,108, 2.9 192,188, 2.9], U5LT 192,108, 2. 10 [ 192, 163, £, 1LU] |
P Transmission Control Protocol, Src Port: telnet (23), Dst Port: 35155 (35155), Seq: 52, Ack: 104, Len: 69
<~ Telnet i

Command: Will Echo

Data: Cent0S release 5.2 (Final)\ryn

Data: Kernel 2.6.18-92.1.22.el5 on an 1i686B\r\n v

File: "ftmp/etherXXXXruBIWEg" 14 ... Packets: 168 Displayed: 168 Marked: 0 Dropped: 0 Profile: Default

[ [ R ST L R L R S R O I L R L
(=) - SIS NS IS RS ENS R IY
=
=

[«

1>
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Elrond

Clear text portion of the connection

Stream Content

Follow TCP Stream

..... Totaho LoEG
release 5.2 (Final)

Kernel 2.6.18-92.1.22.el5 on an 1686
... login: cciissll9922

Password: Cabrillo

Last login: Sun Mar 15 03:48:58 from elrond
L ]0;c1s192@arwen: ~, [c1s192@rwen ~]% eecchhoo

This 1s a secret!
L]0@;cisl92@arwen: ~, [cis1l92@arwen ~]% eexxiitt

iugout
[H. [2]|

.38400,38400, ... .# frodo:0.0...."'. .DISPLAY. frodo:0.0...... xterm..........

TThhiiss 11ss aa sseeccrreett!!

] i>]

‘Hﬂnd ” ESave As

égnnt ” Entire conversation (484 hytes)

i |"“ ASCII ) EBCDIC O Hex Dump O C Arrays ® Raw

\ B belp \

] | (] Filter Out This Stream |

[ 3¢ Close
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Netfilter

« Packet filtering (firewall)

Port and Address translation (NAT™)

Logging

Other types of packet mangling

Implemented by the iptables utility

Replaces ipchains in older kernels (2.2 and earlier)

*Note, the term NAT can mean different things. Linux really does PAT
which includes both address and port translation. This allows multiple
private address to be concurrently translated to a single public IP
address.
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Netfilter

Firewalls and Access Control Lists
A Firewall is a system that prevents
unauthorized network communications to it,

from it, and through it.
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Netfilter

iptables - chains are grouped into tables:

Filter table:
Input chain
Output chain

Forward chain
orward d Each chain can be customized

with a set of rules and a
NAT table: default policy to use if none of

Prerouting chain the rules apply.
Output chain
Postrouting chain

Mangle table:
Prerouting chain
Output chain
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filter table

used to filter incoming, outgoing
and forwarded packets

FORWARD >
Inbound / Chain
Packet R Rout_lng Outbound
Algorithm Sso Packet
1 7 S~o| outpurt | >
: Chain
INPUT [
Chain :
0
1 .
|
Local From inbound
Processes packet
From local —
process

125



CIS 192 - Lesson 6 N ' I lw

nat table

used to translate source and

destination addresses

— PREROU_TING
Chain
Inbound
Docket \ POSTROUTING
Chain
Routlng 4 Outbound
Algorithm o ! Packet
7Y o OUTPUT
| Chain
]
i
1
Local From inbound
Processes packet
From local ____,
process
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mangle table

specialized packet alteration such
as changing TOS and TTL

Packet
—)

PREROUTING
Chain

'

-~ .
aal \ |

>\

\ > -

Outbound

POSTROUTING
Chain

Packet
——

T

Routing
Algorithm

FORWARD
Chain

}

INPUT
Chain

---->

Local
Processes

----->

OUTPUT
Chain

From inbound

packet

From local
process

---->
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Inbound
Packet
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Netfilter — all tables and chains

A
g

POSTROUTING (mangle)

PREROUTING (mangle) zcgs_T ROUTING (nat) —
————» PREROUTING (nat) alils
Chains yy Outbound
T : Packet
l FORWARD (mangle) |
Routing FORWARD (filter) I
Algorithm Chains :
~ i
} TS |
0 o
INPUT (mangle) : ‘\\ OUTPUT (mangle)
INPUT (filter) I ~4| OUTPUT (nat)
Chain | OUTPUT (filter)
i : Chains
Local From inbound
Processes packet
From local ____,
process
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iptables command syntax

iptables [-flags] [chain] [options [extensions]] [action]
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specify table (default is filter)
append a rule

delete a rule

flush all rules for a specified chain
delete custom chain

insert a rule at the specified position
list all rules

policy - the default chain rule
replace a rule at specified position

Ay N :
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Netfilter
Options
-d destination IP address (accepts CIDR and 0/0 as "all")
-S source IP address (accepts CIDR and 0/0 as "all")
-p protocol - any name listed in /etc/protocols
- the inbound interface
-0 the outbound interface
-j the target action

-m extended matching module - has many extensions e.g.
-m state --state RELATED,ESTABLISHED
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Actions

ACCEPT
DROP
REJECT
LOG
DNAT
SNAT

CIS 192 - Lesson 6

accept packet

drop packet with no error returned to sender
drop packet with error returned to sender

log packet

Destination NAT (Network Address Translation)
Source NAT (Network Address Translation)
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Netfilter - chains

Rules

Policy — the action to take if you get
through all the rules on the chain
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Table: filter
Chain: INPUT
Policy: ACCEPT
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Netfilter — examples

Filter table on Elrond

FORWARD >
Inbound / Chain
Packet > Rout_lng - Outbound
Algorithm Soo Packet
1 A S~a| OUTPUT | _______ >
: Chain
INPUT Chain I
Policy: ACCEPT :
[
I
|
Local From inbound
Processes packet
From local ____,
Let’s set the policy here to ACCEPT process
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't=
ubuntu ethO ethO .
;_ 4.45 192.182 —

Frodo (dhep) 172.20.0.0/16 .192.183

1 Rivendell

192.168.26.0/24

Elrond .
"Outside" "Inside"

No Rules

Table: filter
Chain: INPUT

Egﬁ@@z@r@@@

S

Chain Policy: ACCEPT 126
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Netfilter — examples

— 4 Ay
.\-_.; . &, _1—”"- B,
i ubuntu eth0 /"/__,_r,i’ eth0 % ethi /4/_’_,'“‘*’ ethO
=¥V 445 192.182 3 9
Frodo (dhep) 172.20.0.0/16 192.183 L 192.168.26.0/24 —]
- P Elrond . ot r Arwen
Outside Inside

Flush filter chain rules and

[root@pZ26-elrond T 1# iptables -F ;
b P delete any custom chains.

[root@pZb-elrond " 1# iptables -X

[rootlpl6b-elrond “1# iptables -wl

Chain INPUT (policy ACCEPT)

target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination Frodo can

[root@pZb-elrond ~1# _ :
ping Elrond

cisl92@p26-frodo:~$ ping -cl elrond
PING elrond (172.20.192.182) 56(84) bytes of data.
64 bytes from celebrian (172.20.192.182): icmp reg=1 ttl=64 time=0.709 ms

-—-- elrond ping statistics ---
1 packets transmitted, 1 received, 0% packet loss, time Oms
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Table: filter
Chain: INPUT
Policy: DROP
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Netfilter — examples

Filter table on Elrond

FORWARD >
Inbound / Chain
Packet > Rout_lng - Outbound
Algorithm Soo Packet
1 A S~a| OUTPUT | _______ >
: Chain
INPUT Chain [
Policy: DROP :
I
I
|
Local From inbound
Processes packet
From local ____,
Let’s set the policy here to DROP process
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<3
wintw | eth0 etho ==
57 .4.45 192.182 —— Rivendell

Frodo (dhcp) 172.20.0.0/16 .192.183 192.168.26.0/24
"Outside" "Inside"

No Rules

Table: filter

|

i
H Chain Policy: DROP
DROP silently 140
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Netfilter — examples

ubinel]  etho ;’—,—»a'_“’ eth0 —= eth1 P2 ’ etho —*
WL .192.182 o o
Frodo (dhcp) 172.20.0.0/16  .192.183 192.168.26.0/24 L
n Faan Elrond A ok Arwen
Outside Inside

[root@p2b6-elrond " 1# iptables -P INPUT DROP
[root@pZ2b-elrond " 1# iptables -nL

Chain INPUT (policy DROP)
target prot opt =source destination

Chain FORWARD (policy ACCEPT)
target prot opt s=ource destination

Chain OUTPUT (policy ACCEFPT)
target prot opt source destination Frodo cannot ping

[root@pZb-elrond ~1# _ Elrond

cisl92@p26-frodo:~$ ping -cl elrond
PING elrond (172.20.192.182) 56(84) bytes of data.

-—-- elrond ping statistics ---
1 packets transmitted, 0 received, 100% packet loss, time Oms
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4.45
Frodo (dhcp) 172.20.0.0/16
"Outside"

CIS 192 - Lesson 6

ethO
.192.182
.192.183

Rivendell

192.168.26.0/24
Elrond " . " Arwen
Inside

Filter: | ip.addr==172.20.192.182

MNo.

1 " E i
v | Expression... Clear Apply

Time
34 8.136724

Source
172.20.4.45

Destination
172.20.192.182

Protocol Length Info
98 Echo (ping) request 1d=Bx138c, seg=1/256, ttl=64

® Frame 34: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)

# Ethernet II, Src: Vmware b7:99:b6 (00:50:56:b7:99:b6), Dst: Vmware b7:99:c8 (00:50:56:b7:99:c8)
 Internet Protocol Version 4, Src: 172.20.4.45 (172.20.4.45), Dst: 172.20.192.182 (172.20.192.182) i

= Internet Control Message Protocol

Frodo cannot ping Elrond now

cisl92@p26-frodo:~$ ping -cl elrond

PING elrond (172.20.192.182)

--- elrond ping statistics ---

1 packets transmitted,

56 (84) bytes of data.

0 received, 100% packet loss, time Oms

142



CIS 192 - Lesson 6 ﬁ l ’ Iw

Table: filter
Chain: FORWARD
Policy: ACCEPT
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Netfilter — examples

Let set the policy here to ACCEPT

Filter table on Elrond &

FORWARD Chain

Inbound / Policy: ACCEPT >
Packet -
- > Routing Outbound

1 A S~a| OUTPUT | _______ >
: Chain

INPUT [
Chain :
[
| .
|

Local From inbound

Processes packet

From local ____,
process

144



o %
ubunty eth0 eth0
— CentO0S
; 4.45 ma .192.182

Frodo (dhep) 172.20.0.0/16 .192.183

1 OO EE

192.168.26.0/24

Elrond
"Outside" ron "Inside"

No Rules

Table: filter
Chain: FORWARD

Egﬁ@@z@r@@@

S

Chain Policy: ACCEPT
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Netfilter — examples

i) ethO ,:’—,—m'_“’ etho —= Meth1 e ’ etho —*
57 445 .192.182 o 9
Frodo (dhcp) 172.20.0.0/16  .192.183 192.168.26.0/24 I
n Faan Elrond b P Arwen
Outside Inside

Frodo has static route to 192.168.26.0/24 network

[root@plb-elrond T 1# iptables -P FORWARD ACCEPT
[root@pZb-elrond T 1# iptables -nL

Chain INPUT (policy DROP)

target prot opt source destination

Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination 3
[root@plb-elrond ™ 1# _ FI_’OdO can ping Arwen
via Elrond

cisl92@p26-frodo:~$ ping arwen -cl
PING arwen (192.168.26.9) 56(84) bytes of data.
64 bytes from arwen (192.168.26.9): icmp reg=1 ttl=63 time=0.785 ms

-—-—- arwen ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms |
L=tV
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Table: filter
Chain: FORWARD
Policy: DROP
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Netfilter — examples

Let set the policy here to DROP

Filter table on Elrond &

FORWARD Chain

Inbound / Policy: DROP o>
Packet > Routing Outbound

1 A S~a| OUTPUT | _______ >
: Chain

INPUT [
Chain :
I
| .
|

Local From inbound

Processes packet

From local ____,
process
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ubunty ethO eth0
— CentOS N
; 4.45 | CISLab .192.182 . Rivendell

Frodo (dhcp) 172.20.0.0/16 .192.183 192.168.26.0/24
. Elrond .
"Outside" "Inside"

No Rules

Table: filter
Chain: FORWARD

an@:@@:@@@

S

Chain Policy: DROP

DROP everything else 149
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Netfilter — examples

A2 | CISLab .192.182 —M 1 Rivendell

Frodo (dhcp) 172.20.0.0/16 .192.183
"Outside" "Inside"

Frodo has static route to 192.168.26.0/24 network

[root@pZb-elrond " 1# iptables -P FORWARD DROP
[root@pZb-elrond " 1# iptables -nL

Chain INPUT (policy DROFP)

target prot opt source destination

Chain FORWARD (policy DROFP)

target prot opt source destination

Chain OUTPUT (policy ACCEFPT)
target prot opt source destination
[root@pZb-elrond ~1# _

cisl92@p26-frodo:~$ ping arwen -cl
PING arwen (192.168.26.9) 56(84) bytes of data.

-—-—- arwen ping statistics ---
1 packets transmitted, 0 received, 100% packet loss,

cis192@p26-frodo:~$

-\.4- S P i _,—’f\
lubuntullf  ethO r— etho eth1 P

192.168.26.0/24

ethO
9 |

Frodo cannot ping
Arwen via Elrond

time Oms
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Table filter
Chain: INPUT
I[P address rules
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Netfilter — examples

Filter table on Elrond

FORWARD >
Inbound / Chain
Packet > Rout_lng - Outbound
Algorithm Soo Packet
1 A S~a| OUTPUT | _______ >
: Chain
INPUT Chain [
Policy: DROP :
I
I
|
Local From inbound
Processes packet
From local ____,
Let's set the policy here to DROP process
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ethO

“ !
ubuntu

a ethO
CentOS
| CIS Lab_ .192.182

.4.45
(dhcp) 172.20.0.0/16

"Outside"

Frodo .192.183

Table: filter
Chain: INPUT

1 Rivendell

192.168.26.0/24
"Inside"

Elrond

Chain Rules:
-5 172.20.4.48/32 -j REJECT
Reject anything from p27-frodo

-5 172.20.0.0/16 -j ACCEPT

Accept packets from all
other CIS Lab hosts

Dessssss

S

Chain Policy: DROP
DROP everything else
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Nubomeolll  etho V- 2 ’ ethO
C =7 4.45 192.182 |
Frodo (dhcp) 172.20.0.0/16  192.183

"Outside"

Elrond

[root@pZb-elrond " 1# iptables -F
[root@Pplb-elrond " 1# iptables -A INPUT
[root@pZb-elrond " 1# iptables -A INPUT
[root@pZb-elrond " 1# iptables

[rootlPplb-elrond " 1# iptables -A INPUT
[rootlpZb-elrond T 1# iptables -nL
Chain INPUT (policy DROP)

target prot opt source

REJECT all -- 172.728.4.48
rt-unreachable

ACCEPT all -- 172.28.8.8-16

Chain FORWARD (policy DROP)
target prot opt source

Chain OUTPUT (policy ACCEFPT)
target prot opt source

1

S
ethl /’—,"’

192.168.26.0/24
"Inside"

172.28.4.48-32 -j REJECT
172.28.8.8-16 -j ACCEPT

172. EE BH.8-16 -j ACCEPT

destination

H.8.8.8-8H

H.8.8.8-8

destination

destination

pr

Arwen

re ject-with icmp-po
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Netfilter — examples

L S = o S &%
/_ ubuntu eth0 /':,—7“ eth0 ethi /:’ — - ethO
7 445 | CIS Lab | 192.182 —— 1 Rivendell o —

Frodo (dhcp) 172.20.0.0/16 .192.183 192.168.26.0/24
"Outside" "Inside"

Chain INPUT (policy DROP)
target prot opt source destination
REJECT all -- 172.28.4.48 H.A.8.8-H re ject-with icmp-po

rt-unreachahle
ACCEPT all -- 172.28.8.8-16 H.8.8.8-8

cisl192@p26-frodo:~$ ping -cl 172.20.192.182
PING 172.20.192.182 (172.20.192.182) 56(84) bytes of data.
64 bytes from 172.20.192.182: icmp reg=1l ttl=64 time=0.393 ms

---172.20.192.182 ping statistics —---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 0.393/0.393/0.393/0.000 ms
cisl192@p26-frodo:~$

Pings from p26-frodo (172.20.4.45) to Elrond are successful 155
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Netfilter — examples

_ Ay Ay
Mluine | etho V eth0 —*"_ Meth1 — etho ——
—7 .4.45 | CIS Lab | 192.182 ——M 1 9 1
Frodo (dhcp) 172.20.0.0/16 .192.183 192.168.26.0/24
o L3 iE Elrond 4 b Arwen
Outside Inside

Chain INPUT (policy DROP)
target prot opt source destination
REJECT all -- 172.28.4.48 H.H.H.8-H re ject-with icmp-po

rt-unreachable
ACCEFPT all -- 172.Z8.8.8-16 H.8.8.8-8

cisl92@p27-frodo:~$ ping -cl 172.20.192.182
PING 172.20.192.182 (172.20.192.182) 56(84) bytes of data.
From 172.20.192.182 icmp seg=1 Destination Port Unreachable

---172.20.192.182 ping statistics —---
1 packets transmitted, 0 received, +1 errors, 100% packet loss, time Oms

cisl192Q@p27-frodo:~$

Pings from p27-frodo (172.20.4.48) to Elrond are rejected 156
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Netfilter — examples

/ eth0 Pttt etho re——_y etho —22
PPN CIS Lab 102.182 R
Frodo (dhcp) 172.20.0.0/16 .192.183 192.168.26.0/24
n c Elrond " i Arwen
Outside Inside

Chain INPUT (policy DROP)
target prot opt source destination
REJECT all -- 172.28.4 .48 H.8.8.8-8 re ject-with icmp-po

rt-unreachable
ACCEFT all -- 172.28.8.8-16 H.8.8.8-8

cisl92@p27-frodo:~$ ping -cl 172.20.192.182
PING 172.20.192.182 (172.20.192.182) 56(84) bytes of data.
From 172.20.192.182 icmp seg=1 Destination Port Unreachable

--=172.20.192.182 ping statistics ---
1 packets transmitted, 0 received, +1 errors, 100% packet loss, time Oms

cisl92@p27-frodo:~$

Filter: |ip.addr==172.20.192.182 v | Expression... Clear

No. Time Source Destination Protocol Length Info

Pings from p27-frodo (172.20.4.48) to Elrond are rejected resulting 157
in an ICMP error packet sent back to Frodo
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Netfilter — examples

Aubilf | ethO /'/_'—'“'_h’ eth0 —*" Mlethi 2 ’ etho ——
) 445 .192.182 1 9
Frodo (dhcp) 172.20.0.0/16  .192.183 192.168.26.0/24 B
. g 2 Elrond s b Arwen
Outside Inside

iptables -A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT
iptables -A FORWARD -s 192.168.26.0/24 -m state --state NEW -j ACCEPT
[rootBp26-elrond ~1# iptables -nlL

hain INPUT (policy ACCEFT)
arget prot opt source destination

hain FORWARD (policy DROP)
prot opt source destination
all -- B8.8.8.8-8 A.6.8.8-8 state RELATED,ESTAB

all -- 192.168.26.8-24 B.8.8.8-8 state HEW

hain OUTPUT (policy ACCEFT)
arget prot opt source destination

What does this FORWARD chain allow?
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Netfilter — examples

| etho ,:'—,'—_J“’ ethO

. 7~ .4.45 .192.182

Frodo (dhcp) 172.20.0.0/16  .192.183
"Outside"

[root@pZb-elrond “1# iptables -nlL
hain INPUT (policy ACCEFPT)
arget prot opt source

hain FORWARD (policy DROP)
arget prot opt source
all B.8.8.8-8 ]

192 .168 .26.8-24 H

hain OUTPUT (policy ACCEFPT)

arget prot opt source
cisl92@p26-frodo:~$ ping arwen -c2
PING arwen (192.168.26.9) 56(84)
bytes of data.

—-—-- arwen ping statistics ---
2 packets transmitted, 0 received,
100% packet loss, time 1008ms

yanmy < 4
= Blethi P e — ’ eth0 —*
= -1 R B —
192.168.26.0/24
Elrond 4 . . Arwen
Inside

destination

Arwen can
destination .
.9.8.8.8 Y W] /ng Frodo
4.8.0.8 ctate NEW but not the
other way
destination around

[cisl92@p26-arwen ~]S$ ping frodo -cl

PING frodo (172.20.4.45) 56(84) bytes of data.
64 bytes from frodo (172.20.4.45):
ttl=63 time=0.455 ms

icmp seqg=1

-—-— frodo ping statistics --—-

1 packets transmitted, 1 received,
time Oms

rtt min/avg/max/mdev

0% packet loss,

0.455/0.455/0.455/0.000 ms
160
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Netfilter - examples

o

“3 z S——
[lubunty ethO V — /—'\’ ethO ethl /_’_,'“’ eth0
C —7  4.45 192.182 | 1

Frodo (dhcp) 172.20.0.0/16  .192.183 - 192.168.26.0/24
4 SRTH Elrond T 231 Arwen
Outside Inside

iptables -A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT
iptables -A FORWARD -s 192.168.26.0/24 -m state --state NEW -j ACCEPT

[rootPpZ26-elrond “1# iptables -nL
hain INPUT (policy ACCEPT)
arget prot opt source destination

hain FORWARD (policy DROP)
arget prot opt source destination
ACCEPT all -- B8.8.8.8-8 A.8.8.8-8 state RELATED,ESTAB

ACCEPT -— 19Z2.168.26.8-24 H.H.8.8-8 state NEW

hain OUTPUT (policy ACCEPT)
arget prot opt source destination

iptables -t nat -A POSTROUTING -s 192.168.26.0/24 -0 ethO -j SNAT --to-source 172.20.192.182

[rootPpZ6-elrond " 1# iptables -nl -t nat
hain PREROUTING (policy ACCEPT)
arget prot opt source destination

hain POSTROUTING (policy ACCEPT)
arget prot opt source destination
all -- 192.168.26.8-24 B.68.8.8-8 to:172.28.192.182

hain OUTPUT (policy ACCEFPT)
arget prot opt source destination

What does this allow Rivendell hosts to do?
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" .4.45 | CIS Lab | .192.182 ——M 1 9

Frodo (dhcp) 172.20.0.0/16  192.183 192.168.26.0/24
Elrond Arwen

"Outside" "Inside"

iptables -A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT
iptables -A FORWARD -s 192.168.26.0/24 -m state --state NEW -j ACCEPT

iptables -t nat -A POSTROUTING -s 192.168.26.0/24 -o ethO -j SNAT --to-source 172.20.192.182

[root@p26-arwen ~]# ping google.com

PING google.com (74.125.224.135) 56(84) bytes of data.

64 bytes from nug04s09-in-f7.1el100.net (74.125.224.135): icmp seg=1 ttl=54 time=6.03 ms
64 bytes from nug04s09-in-f7.1el100.net (74.125.224.135): icmp seg=2 ttl=54 time=5.82 ms
64 bytes from nug04s09-in-f7.1el100.net (74.125.224.135): icmp seg=3 ttl=54 time=5.79 ms
*C

—-—-- google.com ping statistics —---

3 packets transmitted, 3 received, 0% packet loss, time 2435ms

rtt min/avg/max/mdev = 5.792/5.885/6.036/0.124 ms

It gives Rivendell hosts Internet access via NAT
162
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Managing Red Hat Firewall

Show what is currently in memory

iptables -L -t filter (or just iptables -L)
iptables -L -t nat
iptables -L -t mangle

Show the permanent settings which will be used at next system boot

cat /etc/sysconfig/iptables

164
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Managing Red Hat Firewall ‘

Backup the permanent settings
[root@elrond ~]1# cp /etc/sysconfig/iptables /etc/sysconfig/iptables.bak

Save the current firewall and NAT settings for use at next reboot
[root@elrond ~]# service iptables save
iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]
[root@elrond ~1#

Start using the rules saved in /etc/sysconfig/iptables
[root@elrond ~]# service iptables restart

iptables: Flushing firewall rules: [ OK ]
iptables: Setting chains to policy ACCEPT: nat filter [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

[root@elrond ~1#

Just like IP addresses and static routes we can set firewall and NAT rules

temporarily (in memory) or permanently (in a file on the hard drive).
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Managing Red Hat Firewall

Save "active" rules in memory to file

[root@p26-elrond ~]# iptables-save > cmds

[root@p26-elrond ~]# cat cmds

# Generated by iptables-save v1.4.7 on Tue Mar 19 08:35:55 2013
*nat

:PREROUTING ACCEPT [35:5932]

: POSTROUTING ACCEPT [4:312]

:OUTPUT ACCEPT [1:60]

COMMIT

# Completed on Tue Mar 19 08:35:55 2013

# Generated by iptables-save v1.4.7 on Tue Mar 19 08:35:55 2013
*filter

:INPUT ACCEPT [5379:6293851]

:FORWARD DROP [9:756]

:OUTPUT ACCEPT [3177:215732]

-A FORWARD -m state --state RELATED,ESTABLISHED -3j ACCEPT

-A FORWARD -s 192.168.26.0/24 -m state --state NEW -j ACCEPT
COMMIT

# Completed on Tue Mar 19 08:35:55 2013
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Restore rules in file to memory and make active

[root@p26-elrond ~]# iptables-restore < cmds

[root@p26-elrond ~]# iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy DROP)

target prot opt source destination

ACCEPT all -- anywhere anywhere state
RELATED, ESTABLISHED

ACCEPT all -- 192.168.26.0/24 anywhere state NEW

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@p26-elrond ~]#
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Default “previous” Red Hat Firewall

[root@elrond ~]# iptables -L -n Current settings
Chain INPUT (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT)
target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255

ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0

ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

[root@elrond ~]#
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Default “previous” Red Hat Firewall

[root@elrond ~]# iptables -L -n
Chain INPUT (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0
Chain FORWARD (policy ACCEPT) The three
target prot opt source destination standard filter
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 .

chains and one
Chain OUTPUT (policy ACCEPT) custom chain
target prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255

ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0

ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

[root@elrond ~]#
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Default “previous” Red Hat Firewall

[root@elrond ~]# iptables -L -n
Chain INPUT (policy ACCEPT)

The policy on the

target prot opt source destination ) ] .

RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 three filter chains is
ACCEPT.

Chain FORWARD (policy ACCEPT)

target prot opt source destination ] . ]

RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 The PO/ICy is the final

rule in the chain and

Chain OUTPUT (policy ACCEPT) is used when no

target prot opt source destination

other rules in the
Chain RH-Firewall-1-INPUT (2 references) chain app/y
target prot opt source destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255
ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0
ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0
ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

[root@elrond ~]#
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Default “previous” Red Hat Firewall

[root@elrond ~]# iptables -L -n

Chain INPUT (policy ACCEPT) The INPUT and

target prot opt source destination . .

RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 FORWARD filter chains
have no rules of their

Chain FORWARD (policy ACCEPT) own they WI// use the

target prot opt source destination I

RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 rules in same custom
chain named RH-

Chain OUTPUT (policy ACCEPT) FII’GW&//'.Z'INPUT

target prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255

ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0

ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

[root@elrond ~]#

172



Cilbils (e CIS 192 - Lesson 6 ok o & Bf 10

Default “previous” Red Hat Firewall

[root@elrond ~]# iptables -L -n
Chain INPUT (policy ACCEPT)

target prot opt source destination .
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.070  Accept all traffic that
arrives on the loopback
Chain FORWARD (policy ACCEPT) interface.
target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0
Its not obvious from
Chain OUTPUT (policy ACCEPT) thIS OUtpUt bUt the
target prot opt source destination . .
details can be seen in
Chain RH-Firewall-1-INPUT (2 references) /etc/sysconfig/iptables
target prot opt source destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255
ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0
ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0
ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

[root@elrond ~]#
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[root@elrond ~]# iptables -L -n

Chain INPUT (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT)

target prot opt source destination

RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

Chain OUTPUT (policy ACCEPT) .

target prot opt source destination All ICMP prOtO_CO/ traffic
(of any type) is

Chain RH-Firewall-1-INPUT (2 references) a//OWGd.

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255

ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0

ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-

prohibited

[root@elrond ~]#
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Default Red Hat Firewall

[root@elrond ~]# iptables -L -n
Chain INPUT (policy ACCEPT)

target prot opt source destination All ESP and AH
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 protocol traffic is
Chain FORWARD (policy ACCEPT) a//owed.

target prot opt source destination

RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 ESP (Encapsu/ating

Security Payload) and

Chain OUTPUT (policy ACCEPT)

target prot opt source destination AH (Authentlcatlon
| | Header) are used for

Chain RH-Firewall-1-INPUT (2 references) | | LDSGC.

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255

ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0

ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-

prohibited

[root@elrond ~]#
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Default “previous” Red Hat Firewall

[root@elrond ~]# iptables -L -n

Chain INPUT (policy ACCEET) o All multicast DNS traffic
target prot opt source destination |
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 to port 5353 s allowed.
Chain FORWARD (policy ACCEPT) | | ThIS iS Used Wlth
target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 zeroconf (Zero
, | configuration

ihaln OUTPUT (policy ACCEPT) | | networking) tO /ocate

arget prot opt source destination

DNS services on small

Chain RH-Firewall-1-INPUT (2 references) LANS .

target prot opt source destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255
ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0
ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0
ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

[root@elrond ~]#
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Default “previous” Red Hat Firewall

[root@elrond ~]# iptables -L -n
Chain INPUT (policy ACCEPT)
target prot opt source destination

RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 All UDP and TCP
protocol traffic to port
631 is allowed.

Chain FORWARD (policy ACCEPT)
target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

This allows CUPS to
listen for IPP (Internet

Chain OUTPUT (policy ACCEPT)

target prot opt source destination
Printing Protocol)
Chain RH-Firewall-1-INPUT (2 references) requests.
target prot opt source destination
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255
ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0
ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0
ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631
ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

[root@elrond ~]#
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Default Red Hat Firewall

[root@elrond ~]# iptables -L -n

Chain INPUT (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT)
target prot opt source destination

RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 Any traffic whose

, | connection was locally
Chain OUTPUT (policy ACCEPT)

target prot opt source destination Orlglnated or related to
that connection is

Chain RH-Firewall-1-INPUT (2 references) a/hnvvecf

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255

ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0

ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22

REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-

prohibited

[root@elrond ~]#
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Chain INPUT
target

RH-Firewall-1-INPUT

(policy ACCEPT)

prot opt source
all

Chain FORWARD

target

RH-Firewall-1-INPUT

Chain OUTPUT

target

Chain RH-Firewall-1-INPUT

prot opt source
0.

target
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
REJECT
prohibited

[root@elrond ~]#

all

icmp --

esp
ah

udp
udp
tcp
all
tcp
all

0.

O O OO O O o o o

O O OO O O o oo

0.

O O OO O O o o o

(policy ACCEPT)
prot opt source
all

(policy ACCEPT)
prot opt source

CIS 192 - Lesson 6
Default Red Hat Firewall

[root@elrond ~]# iptables -L -n

destination
-- 0.0.0.0/0 0

destination
-- 0.0.0.0/0 0

destination
(2 references)

destination
0/0 0.0.0.0/0
.0/0 0.0.0.0/0
.0/0 0.0.0.0/0
.0/0 0.0.0.0/0
.0/0 224.0.0.251
.0/0 0.0.0.0/0
.0/0 0.0.0.0/0
.0/0 0.0.0.0/0
.0/0 0.0.0.0/0
.0/0 0.0.0.0/0

.0.0.0/0

.0.0.0/0 Any new incoming
connections to port 22
(ssh) are allowed

icmp type 255

udp dpt:5353

udp dpt:631

tcp dpt:631

state RELATED,ESTABLISHED
state NEW tcp dpt:22
reject-with icmp-host-
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Default Red Hat Firewall

[root@elrond ~]# iptables -L -n

Chain INPUT (policy ACCEPT)

target prot opt source destination
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT) .
target prot opt source destination Ifany of the previous

RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0 rules did not apply,
then send an error
back using ICMP

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255

ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT ah -- 0.0.0.0/0 0.0.0.0/0

ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

[root@elrond ~]#
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Default “previous” Red Hat Firewall

[rootRelrond ~]# cat /etc/sysconfig/iptables
# Generated by iptables-save v1.3.5 on Wed Mar 17 12:04:26 2010

*nat

e A ”[é9g ]94] Permanent settings to be used at
:POSTROUTING ACCEPT :

.OUTPUT ACCEPT [6:994] next sy_stem bc_)ot or when _

COMMIT restarting the iptables service

# Completed on Wed Mar 17 12:04:26 2010
# Generated by iptables-save v1.3.5 on Wed Mar 17 12:04:26 2010

*filter

:INPUT ACCEPT [0:0] .

: FORWARD ACCEPT [0:0] Shows the actual iptables commands
sOUTEUT ACCEPT [34:7149] used to create the firewall
:RH-Firewall-1-INPUT - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A FORWARD -7 RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type any -j ACCEPT

-A RH-Firewall-1-INPUT -p esp -Jj ACCEPT

-A RH-Firewall-1-INPUT -p ah -j ACCEPT

-A RH-Firewall-1-INPUT -d 224.0.0.251 -p udp -m udp --dport 5353 -3j ACCEPT

-A RH-Firewall-1-INPUT -p udp -m udp --dport 631 -j ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m tcp --dport 631 -j ACCEPT

-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

# Completed on Wed Mar 17 12:04:26 2010

[root@elrond ~]# 181
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Default “"new” Red Hat Firewall

[root@elrond ~]# iptables -nL Current SettingS

Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source destination
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@elrond ~]#
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Default “"new” Red Hat Firewall

[root@elrond ~]# iptables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source destination
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@elrond ~]#

« Much simpler than version on older version of Red Hat.
« The custom RH-Firewall-1-INPUT chain is no longer used.
» The policy is still set to ACCEPT on all three filter table chains.
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Default “"new” Red Hat Firewall

[root@elrond ~]# iptables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED, ESTABLISHED
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source destination
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@elrond ~]#

Any traffic related to connections that originated on this system are accepted.

/etc/sysconfig/iptables
-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT
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Default “"new” Red Hat Firewall

[root@elrond ~]# iptables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source destination
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@elrond ~]#

Accept any pings

/etc/sysconfig/iptables
-A INPUT -p icmp -j ACCEPT
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Default “"new” Red Hat Firewall

[root@elrond ~]# iptables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source destination
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@elrond ~]#

Accept all loopback traffic.

/etc/sysconfig/iptables
-A INPUT -i lo -j ACCEPT
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Default “"new” Red Hat Firewall

[root@elrond ~]# iptables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source destination
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@elrond ~]#

Accept all new ssh connections

/etc/sysconfig/iptables
-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT

188



CIS 192 - Lesson 6 b ﬂ ‘ I lw

Default “"new” Red Hat Firewall

[root@elrond ~]# iptables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain FORWARD (policy ACCEPT)

target prot opt source destination
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-
prohibited

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
[root@elrond ~]#

Reject with a prohibited error anything else

/etc/sysconfig/iptables
-A FORWARD -j REJECT --reject-with icmp-host-prohibited
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Nosmo RH9 Firewall

[root@nosmo root]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.2.7a on Mon Jan 11 12:14:00 2010
*filter

:INPUT ACCEPT [4229:434875]

:FORWARD ACCEPT [1481:444016]

:OUTPUT ACCEPT [3340:350240]

COMMIT

# Completed on Mon Jan 11 12:14:00 2010

# Generated by iptables-save vl1.2.7a on Mon Jan 11 12:14:00 2010
*nat

:PREROUTING ACCEPT [8414:1265541]

:POSTROUTING ACCEPT [226:15381]

:OUTPUT ACCEPT [95:7826]

-A PREROUTING -d 207.62.187.53 -3 DNAT --to-destination 192.168.0.1
-A POSTROUTING -o eth0O -3 MASQUERADE

COMMIT

# Completed on Mon Jan 11 12:14:00 2010

[root@nosmo root]#

I used to use this VM at home to simulate the lab router
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Nosmo RH9 Firewall

[root@nosmo root]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.2.7a on Mon Jan 11 12:14:00 2010
*filter

:INPUT ACCEPT [4229:434875]

:FORWARD ACCEPT [1481:444016]

:OUTPUT ACCEPT [3340:350240]

COMMIT

# Completed on Mon Jan 11 12:14:00 2010

# Generated by iptables-save vl1.2.7a on Mon Jan 11 12:14:00 2010
*nat

:PREROUTING ACCEPT [8414:1265541]

:POSTROUTING ACCEPT [226:15381]

:OUTPUT ACCEPT [95:7826]

—-A PREROUTING -d 207.62.187.53 -j DNAT --to-destination 192.168.0.1

-A POSTROUTING -o eth0O -3 MASQUERADE L
iOMMITl a 11 12:14:00 2010 This Is the DNS
Completed on Mon Jan Phar server IP address I

t@ tl# )
[root@nosmo root] use at home which
goes to my Netgear
router

Forward DNS traffic intended for Bubbles (Cabrillo DNS server) to my
DNS server used at home
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Nosmo RH9 Firewall

[root@nosmo root]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.2.7a on Mon Jan 11 12:14:00 2010
*filter

:INPUT ACCEPT [4229:434875]

:FORWARD ACCEPT [1481:444016]

:OUTPUT ACCEPT [3340:350240]

COMMIT

# Completed on Mon Jan 11 12:14:00 2010

# Generated by iptables-save vl1.2.7a on Mon Jan 11 12:14:00 2010
*nat

:PREROUTING ACCEPT [8414:1265541]

:POSTROUTING ACCEPT [226:15381]

:OUTPUT ACCEPT [95:7826]

-A PREROUTING -d 207.62.187.53 -3 DNAT --to-destination 192.168.0.1
-A POSTROUTING -o ethO -j MASQUERADE

COMMIT

# Completed on Mon Jan 11 12:14:00 2010

[root@nosmo root]#

NAT all outgoing traffic to the public IP address on Nosmo. This gives
CIS Lab hosts Internet access
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/var/log/wtmp and var/log/btmp

[root@opus ~]# lastb | grep "cool.nju.edu.cn" | head

bind ssh:notty cool.nju.edu.cn Sun Nov 30 06:35 - 06:35 (00:00)
bind ssh:notty cool.nju.edu.cn Sun Nov 30 06:35 - 06:35 (00:00)
bind ssh:notty cool.nju.edu.cn Sun Nov 30 06:35 - 06:35 (00:00)
bind ssh:notty cool.nju.edu.cn Sun Nov 30 06:35 - 06:35 (00:00)
bind ssh:notty cool.nju.edu.cn Sun Nov 30 06:35 - 06:35 (00:00)
bind ssh:notty cool.nju.edu.cn Sun Nov 30 06:35 - 06:35 (00:00)
bind ssh:notty cool.nju.edu.cn Sun Nov 30 06:35 - 06:35 (00:00)
bind ssh:notty cool.nju.edu.cn Sun Nov 30 06:35 - 06:35 (00:00)
bind ssh:notty cool.nju.edu.cn Sun Nov 30 06:35 - 06:35 (00:00)
bind ssh:notty cool.nju.edu.cn Sun Nov 30 06:35 - 06:35 (00:00)
[root@opus ~]# lastb | grep "cool.nju.edu.cn" | wc -1

3104

[root@opus ~]#

Shows break in attempt on 11/30/2008
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/var/log/wtmp and var/log/btmp

[root@opus ~]# lastb | grep "Nov 2 17:45"

webadmin ssh:notty 211.96.97.179 Sun Nov 2 17:45 - 17:45 (00:00)
webadmin ssh:notty 211.96.97.179 Sun Nov 2 17:45 - 17:45 (00:00)
retsu ssh:notty 211.96.97.179 Sun Nov 2 17:45 - 17:45 (00:00)
retsu ssh:notty 211.96.97.179 Sun Nov 2 17:45 - 17:45 (00:00)
sbear ssh:notty 211.96.97.179 Sun Nov 2 17:45 - 17:45 (00:00)
sbear ssh:notty 211.96.97.179 Sun Nov 2 17:45 - 17:45 (00:00)
sky ssh:notty 211.96.97.179 Sun Nov 2 17:45 - 17:45 (00:00)
sky ssh:notty 211.96.97.179 Sun Nov 2 17:45 - 17:45 (00:00)
harvey ssh:notty 211.96.97.179 Sun Nov 2 17:45 - 17:45 (00:00)
harvey ssh:notty 211.96.97.179 Sun Nov 2 17:45 - 17:45 (00:00)
harvey ssh:notty 211.96.97.179 Sun Nov 2 17:45 - 17:45 (00:00)

[rootQopus ~]#
[root@opus ~]# lastb -i | grep "211.96.97.179" | wc -1

598
[rootQopus ~]#

Shows break in attempt by 211.96.97.179 on 11/2/2008
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/var/log/wtmp and var/log/btmp

[root@opus logl# lastb | sort | cut -fl1 -d' ' | grep -v °$ | unig -c > bad
[root@opus logl# sort —-g bad > bad.sort
[root@opus logl# cat bad.sort | tail -50

471 ftp
472 public
490 test
490 tomcat 610 test
498 user 656 noc 1138 webadmin
506 service 686 wwu . 1298 nagios
508 mike 690 postfix 1332 web
508 username 723 jOhn. 1374 a
524 cyrus 734 testing 1384 student
530 pgsqgl 738 adam 1416 postgres
532 testl 746 élex 1690 user
544 master 754 1nfo 1858 oracle
554 1linux 798 tester 1944 mysql
554 toor 832 library 2086 webmaste
576 paul 935 guest 5324 test

990 admin

584 support . 10803 root

590 testuser 1002 office 10824 admin

004 irc 1022 temp 18679 root
1070 ftpuser 24064 root

[root@opus log]#
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/var/log/wtmp and var/log/btmp

22128 usernames used and failed

[root@opus logl# lastb | sort | cut -fl1 -d' ' | grep -v *$| unig -c | wc -1
22128
[root@opus log]#

53117 failed root logins

[root@opus logl# lastb | grep root | wc -1
54117
[root@opus log]#

Now you know why you need a strong password!
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Welcome to Cpus
Serving Cabrillo College

Adds the current IP address to the recent list using the recent module

[rsimms@opus ~]$ cat /etc/sysconfig/iptables

< snipped >

# Impede brute force SSH dictionary attacks using the recent module (Rule added by RJS)
-A RH-Firewall-1-INPUT -p tcp -m tcp --dport 22 -m state --state NEW -m recent --set --
name SSHBF --rsource

-A RH-Firewall-1-INPUT -p tcp -m tcp --dport 22 -m state --state NEW -m recent --update -
-seconds 60 --hitcount 5 --rttl --name SSHBF --rsource -j LOG --log-prefix "iptables
brute force block: " --log-level 6

-A RH-Firewall-1-INPUT -p tcp -m tcp --dport 22 -m state --state NEW -m recent --update -
-seconds 60 —--hitcount 5 --rttl --name SSHBF --rsource -j DROP < snipped >

[rsimms@opus ~]$

http://kevin.vanzonneveld.net/techblog/article/block_brute_force_attacks_with_iptables/
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Welcome to Cpus

Serving C

If five packets were sent from the
seconds then log the packet.

[rsimms@opus ~]$ cat /etc/sysconfig/iptables
< snipped >

abrillo College

same IP address in the last 60

# Impede brute force SSH dictionary attacks using the recent module (Rule added by RJS)

-A RH-Firewall-1-INPUT -p tcp -m tcp —--dport
name SSHBF --rsource

-A RH-Firewall-1-INPUT -p tcp -m tcp —--dport
-seconds 60 --hitcount 5 --rttl --name SSHBF
brute force block: " --log-level 6

-A RH-Firewall-1-INPUT -p tcp -m tcp —--dport
-seconds 60 --hitcount 5 --rttl --name SSHBF
[rsimms@opus ~]$

22 -m state --state NEW -m recent --set --

22 -m state --state NEW -m recent --update -
--rsource -j LOG --log-prefix "iptables

22 -m state --state NEW -m recent --update -
--rsource -j DROP < snipped >
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Welcome to Cpus

Serving C

If five packets were sent from the
seconds then drop the packet.

[rsimms@opus ~]$ cat /etc/sysconfig/iptables
< snipped >

-A RH-Firewall-1-INPUT -p tcp -m tcp —--dport
name SSHBF --rsource

-A RH-Firewall-1-INPUT -p tcp -m tcp —--dport
-seconds 60 --hitcount 5 --rttl --name SSHBF
brute force block: " --log-level 6

-A RH-Firewall-1-INPUT -p tcp -m tcp --dport
-seconds 60 —--hitcount 5 --rttl --name SSHBF
< snipped >

[rsimms@opus ~]$

abrillo College

same IP address in the last 60

22 -m state --state NEW -m recent --set --

22 -m state --state NEW -m recent --update -
--rsource -j LOG --log-prefix "iptables

22 -m state --state NEW -m recent --update -
--rsource -7j DROP
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Impeding brute force attack

[root@opus ~]# cat /var/log/messages | grep brute

< snipped >

Mar 14 11:32:56 Opus kernel: iptables brute force block: IN=eth0 OUT=
MAC=00:50:56:90:7£:d8:00:22:55:97:10:0£:08:00 SRC=202.113.16.118 DST=207.62.186.9 LEN=60
TOS=0x00 PREC=0x00 TTL=49 ID=16335 DF PROTO=TCP SPT=34937 DPT=22 WINDOW=5840 RES=0x00 SYN
URGP=0

Mar 14 11:32:59 Opus kernel: iptables brute force block: IN=eth0 OUT=
MAC=00:50:56:90:7£:d8:00:22:55:97:10:0£:08:00 SRC=202.113.16.118 DST=207.62.186.9 LEN=60
TOS=0x00 PREC=0x00 TTL=49 ID=16336 DF PROTO=TCP SPT=34937 DPT=22 WINDOW=5840 RES=0x00 SYN
URGP=0

Mar 14 11:33:05 Opus kernel: iptables brute force block: IN=eth0 OUT=
MAC=00:50:56:90:7£:d8:00:22:55:97:10:0£:08:00 SRC=202.113.16.118 DST=207.62.186.9 LEN=60
TOS=0x00 PREC=0x00 TTL=49 ID=16337 DF PROTO=TCP SPT=34937 DPT=22 WINDOW=5840 RES=0x00 SYN
URGP=0

Mar 14 13:00:42 Opus kernel: iptables brute force block: IN=eth0 OUT=
MAC=00:50:56:90:7£:d8:00:22:55:97:10:0£:08:00 SRC=121.11.66.70 DST=207.62.186.9 LEN=60
TOS=0x00 PREC=0x00 TTL=50 ID=18877 DF PROTO=TCP SPT=14752 DPT=22 WINDOW=5792 RES=0x00 SYN
URGP=0

Mar 14 13:00:45 Opus kernel: iptables brute force block: IN=eth0 OUT=
MAC=00:50:56:90:7£:d8:00:22:55:97:10:0£:08:00 SRC=121.11.66.70 DST=207.62.186.9 LEN=60
TOS=0x00 PREC=0x00 TTL=50 ID=18879 DF PROTO=TCP SPT=14752 DPT=22 WINDOW=5792 RES=0x00 SYN
URGP=0

Mar 14 13:00:51 Opus kernel: iptables brute force block: IN=eth0 OUT=
MAC=00:50:56:90:7£:d8:00:22:55:97:10:0£:08:00 SRC=121.11.66.70 DST=207.62.186.9 LEN=60
TOS=0x00 PREC=0x00 TTL=50 ID=18881 DF PROTO=TCP SPT=14752 DPT=22 WINDOW=5792 RES=0x00 SYN
URGP=0

Mar 14 16:25:58 Opus kernel: iptables brute force block: IN=eth0 OUT=

< snipped >
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Welcome to Cpus
Serving Cabrillo College

Recent dictionary attacks

From logwatch report:

Failed logins from:
10.64.25.2: 1 time
71.198.220.114 (c-71-198-220-114.hsdl.ca.comcast.net): 1 time
74.220.66.39 (dsl-74-220-66-39.dhcp.cruzio.com): 1 time
81.93.193.216 (credinfo.hu): 2 times
95.18.14.156 (156.14.18.95.dynamic.jazztel.es): 1 time
169.233.218.248 (dhcp-218-248.cruznet.ucsc.edu): 1 time
180.153.127.111: 2 times

[root@opus ~]# lastb | grep 180.153.127.111

root ssh:notty 180.153.127.111 Fri Nov 18 11:35 - 11:35 (00:00)
db2instl ssh:notty 180.153.127.111 Fri Nov 18 11:35 - 11:35 (00:00)
db2instl ssh:notty 180.153.127.111 Fri Nov 18 11:35 - 11:35 (00:00)
root ssh:notty 180.153.127.111 Fri Nov 18 11:34 - 11:34 (00:00)
root ssh:notty 180.153.127.111 Fri Oct 7 13:24 - 13:24 (00:00)
db2instl ssh:notty 180.153.127.111 Fri Oct 7 13:24 - 13:24 (00:00)
db2instl ssh:notty 180.153.127.111 Fri Oct 7 13:24 - 13:24 (00:00)
root ssh:notty 180.153.127.111 Fri Oct 7 13:24 - 13:24 (00:00)

[root@opus ~]#
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(pod xx) NG ;
i I;@S 172.30.58
1
e Lab Router .
. Client
CIS Lab Rivendell Sauron
(Outside) (Inside) o

et
ubuntu

Rivendell

192.168.pod.0/24
Elrond Arwen

Frodo 172.20.0.0/16 7%V

Client Gateway Telnet
Server

Elrond is the gateway which provides firewall and NAT services
for the Rivendell network

205



CIS 192 - Lesson 6

tud
ubuntu

Thep

Frodo 172.20.0.0/16 2%V

192.168.pod.0/24
Elrond Arwen

Client Gateway Telnet
Server

[cisl92@p24-arwen ~]$ ping -c2 google.com

PING google.com (74.125.224.128) 56(84) bytes of data.

64 bytes from nug04s09-in-£f0.1el100.net (74.125.224.128): icmp seqg=1 ttl=54 time=5.97 ms
64 bytes from nug04s09-in-£f0.1el00.net (74.125.224.128): icmp seqg=2 ttl=54 time=5.85 ms

--- google.com ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1007ms
rtt min/avg/max/mdev = 5.851/5.914/5.978/0.099 ms
[cisl92@p24-arwen ~]$S

All Rivendell hosts have Internet access with NAT on Elrond
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ub.tf:ltu #
o . =
Frodo 172.20.0.0/16 2%V 192.168.p0d.0/24
Elrond Arwen
Client Gateway Telnet
Server
cisl92@p27-frodo:~$ telnet 172.20.192.171
Trying 172.20.192.171...
Connected to 172.20.192.171.
Escape character is '""]'. Outsiders can
CentOS release 6.3 (Final) access the internal

Kernel 2.6.32-279.el6.x86 64 on an x86 64

login: cis192 Telnet server on

Arwen using the

Password: .
Last login: Mon Mar 18 21:09:54 from frodo public IP address
[cisl92@p24-arwen ~]S$ exit .192.yyy on Elrond

logout
Connection closed by foreign host.
cisl92@Rp27-frodo:~$
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tud
ubuntu

dhcp .192.xxx
Frodo 172.20.0.0/16 2%V 192.168.p0d.0/24

Elrond Arwen
Client Gateway Telnet
Server

cisl92@p27-frodo:~$ ping 172.20.192.171

PING 172.20.192.171 (172.20.192.171) 56(84) bytes of data.

~C

---172.20.192.171 ping statistics ---

3 packets transmitted, 0 received, 100% packet loss, time 2015ms

Except for Telnet access via .192.yyy all other incoming traffic
towards Rivendell is blocked
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Firewall and NAT settings for Lab 5

)

Lab 5 " Internet
(Pod 24) . )

i
I DNS: 172.30.5.8
I
]

= Lab Router
; Client

Rivendell Sauron
(Inside)

CIS Lab
(Outside)

W
ubuntu

ub.:fntu etho otho ks othi X I.E
CentOsS CentOS
7" .4.153 192.170 1 1 9

Frodo (dhcp) 172.20.0.0/16 1°2171 192.168.24.0/24
(255.255.0.0) Elrond (255.255.255.0) Arwen

Client Gateway Telnet
Server

210



CIS 192 - Lesson 6

Firewall and NAT settings for Lab 5

tud
ubuntu

(dhep) 172.20.0.0/16
(255.255.0.0)

Frodo

Client

[root@p24-elrond ~]# iptables -nL
Chain INPUT (policy DROP)

target prot opt source

ACCEPT all -- 0.0.0.0/0
ACCEPT all -- 192.168.24.0/24
LOG all -- 0.0.0.0/0

"iptables INPUT:'

Chain FORWARD (policy DROP)

target prot opt source

ACCEPT all -- 0.0.0.0/0
ACCEPT all -- 192.168.24.0/24
ACCEPT tcp -- 0.0.0.0/0

LOG all -- 0.0.0.0/0

"iptables FORWARD:'

Chain OUTPUT (policy DROP)
target prot opt source
ACCEPT all -- 0.0.0.0/0
[root@p24-elrond ~]+#

.192.170
.192.171

Elrond

Gateway

destination
0.0.0.0/0
192.168.24.1
0.0.0.0/0

destination
0.0.0.0/0
0.0.0.0/0
192.168.24.9
0.0.0.0/0

destination
0.0.0.0/0

192.168.24.0/24
(255.255.255.0) Arwen

Telnet

Server

state RELATED,ESTABLISHED
state NEW
LOG flags 0 level 6 prefix

state RELATED, ESTABLISHED
state NEW

state NEW tcp dpt:23

LOG flags 0 level 6 prefix

state NEW, RELATED,ESTABLISHED

" X oA I
KN \
I -
. J
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Firewall and NAT settings for Lab 5

tud
ubuntu

CIS Lab 192.170 = _ Rivendell

Frodo (dhcp) 172.20.0.0/16 192171 192.168.24.0/24
(255.255.0.0) Elrond (255.255.255.0) Arwen
Client Gateway Telnet
Server

[root@p24-elrond ~]# iptables -nL -t nat

Chain PREROUTING (policy ACCEPT)

target prot opt source destination

DNAT all -- 0.0.0.0/0 172.20.192.171 to0:192.168.24.9

Chain POSTROUTING (policy ACCEPT)

target prot opt source destination
SNAT all -- 192.168.24.9 0.0.0.0/0 t0:172.20.192.171
SNAT all -- 192.168.24.0/24 0.0.0.0/0 t0:172.20.192.170

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
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Firewall and NAT settings for Lab 5 Y

[root@p24-elrond ~]# cat /etc/sysconfig/iptables ctho N
# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 192 170 Lo 1
*nat 192,171
:PREROUTING ACCEPT [274:29705] Elrond
:POSTROUTING ACCEPT [17:1421] Gateway

:OUTPUT ACCEPT [15:1301]

-A PREROUTING -d 172.20.192.171/32 -i ethO -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -0 eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -0 ethO -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter

:INPUT DROP [10:985]

:FORWARD DROP [9:756]

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#

Shows actual iptables commands used to build firewall and configure NAT 213
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192 170 L=mos 1
: PREROUTING ACCEPT [274:29705] . -192.171

: POSTROUTING ACCEPT [17:1421] Standard NAT chains Elrond
:OUTPUT ACCEPT [15:1301] Gateway

-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0 -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter

:INPUT DROP [10:985]

:FORWARD DROP [9:756]

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 etho Ef othi
*nat 192,170 =2 1
: PREROUTING ACCEPT [274:29705] ] ) 192.171

: POSTROUTING ACCEPT [17:1421] Standard filter chains Elrond
:OUTPUT ACCEPT [15:1301] Gateway

-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter

:INPUT DROP [10:985]

:FORWARD DROP [9:756]

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 etho *5 ethl
*nat . . i 192,170 =2 1

. PREROUTING ACCEPT [274:29705] Policy settings which are used 1921171

: POSTROUTING ACCEPT [17:1421] if no rules on the chain apply Elrond
:OUTPUT ACCEPT [15:1301] Gateway

-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter

:INPUT DROP [10:985]

:FORWARD DROP [9:756]

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192,170 =2 1

. . 192,171
:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421] Elrond

:OUTPUT ACCEPT [15:1301] Gateway
-A PREROUTING -d 172.20.192.171/32 -i ethO -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013 For arriving packets to

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 172.20.192.171 trans/ate
Ti;;;:‘rDROP L0+ 085, destination address to

: . 192.168.24.9 (NAT)

:FORWARD DROP [9:756]

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192,170 =2 1

. . 192,171
:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421] Elrond

:OUTPUT ACCEPT [15:1301] Gateway
-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013 Make outgoing packets
# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 from 192.168.24.9
*filter .

: INPUT DROP [10:985] appear as if they came
: FORWARD DROP [9:756] from 172.20.192.171

:OUTPUT DROP [0:0] (NAT)

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192,170 =2 1

. . 192,171
:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421] Elrond

:OUTPUT ACCEPT [15:1301] Gateway
-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o ethO -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013 .

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 Allows all Rivendell hosts
*filter to have Internet access

: INPUT DROP [10:985] (NAT)

:FORWARD DROP [9:756]

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT

-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192,170 =2 1

. . 192,171
:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421] Elrond

:OUTPUT ACCEPT [15:1301] Gateway
-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter

: INPUT DROP [10:985] Allow ongoing traffic based on existing or related to

s FORWARD DROP [3:756] existing connections
:QUTPUT DROP [0:0]

—-A INPUT -m state --state RELATED,ESTABLISHED -7j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192,170 =2 1

. . 192,171
:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421] Elrond

:OUTPUT ACCEPT [15:1301] Gateway
-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter
: INPUT DROP [10:985] Allow new incoming connections from any "inside"
: FORWARD DROP [9:756] Rivendell host

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -3 ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192,170 =2 1

. . 192,171
:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421] Elrond

:OUTPUT ACCEPT [15:1301] Gateway
-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter
:INPUT DROP [10:985] . . .
- FORWARD DROP [9:756] Log incoming packet that is about to be dropped

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
—-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192,170 =2 1

. . 192,171
:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421] Elrond

:OUTPUT ACCEPT [15:1301] Gateway
-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter . , :
. INPUT DROP [10:985] Forward ongoing traffic based on established or

: FORWARD DROP [9:756] related connections

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -3 ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192,170 =2 1

. . 192,171
:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421] Elrond

:OUTPUT ACCEPT [15:1301] Gateway
-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter

:INPUT DROP [10:985] Allow all new outgoing connections from hosts on the

: FORWARD DROP [9:756] P
. OUTPUT DROP [0:0] inside" Rivendell network to be forwarded

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192,170 =2 1

. . 192,171
:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421] Elrond

:OUTPUT ACCEPT [15:1301] Gateway
-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter

:INPUT DROP [10:985] Allow incoming new telnet connections going to the
:FORWARD DROP [9:756] Telnet server

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -3 ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192,170 =2 1

. . 192,171
:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421] Elrond

:OUTPUT ACCEPT [15:1301] Gateway
-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter
: INPUT DROP [10:985] Log any traffic that is about to be dropped (this is the last
: FORWARD DROP [9:756] rule on the chain before the DROP policy is applied)

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

—-A FORWARD -j LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013 otho —2 B oth1
*nat 192,170 =2 1

. . 192,171
:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421] Elrond

:OUTPUT ACCEPT [15:1301] Gateway
-A PREROUTING -d 172.20.192.171/32 -i eth0O -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter

: INPUT DROP [10:985] Allow all outgoing traffic

:FORWARD DROP [9:756]

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -7 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -7j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013
[root@p24-elrond ~]#
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Netfilter — all tables and chains

POSTROUTING (nat)
Chain

T

PREROUTING (mangle)
faniig?d_’ PREROUTING (nat)
a Chains
Routing
Algorithm

FORWARD (filter)
Chain

J

INPUT (filter)
Chain

-_—--->

Local
Processes

Use the PREROUTING NAT table chain for port forwarding

----->

NN OUTPUT (mangle)
N4 OUTPUT (nat)
OUTPUT (filter)
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12 3090,

Outbound
Packet
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Client Gateway Server
172.30.4.0/24 192.168.2.0/24

Bl oo = oyl =y oo o
—Pdhcp NN XXX [ 1 I .9 :

Frodo YYY
Elrond Arwen

In Lab 5, all incoming traffic to .yyy is forwarded to Arwen

iptables -t nat -A PREROUTING -i ethO -d 172.30.4.yyy -j DNAT --to-destination 192.168.2.9

iptables -A FORWARD -s 192.168.2.0/24 -d 0/0 -m state --state NEW -j ACCEPT

iptables -A FORWARD -s 0/0 -d 192.168.2.9 -m state --state NEW -p tcp --dport 23 -j ACCEPT
iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT

iptables -A FORWARD -j LOG --log-level info --log-prefix "iptables FORWARD: "

iptables -P FORWARD DROP

iptables -A INPUT -i ethl -5 192.168.2.0/24 -d 192.168.2.1 -m state --state NEW -j ACCEPT
iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

iptables -A INPUT -j LOG --log-level info --log-prefix "iptables INPUT: *

iptables -P INPUT DROP

iptables -A OUTPUT -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT
iptables -P OUTPUT DROP

iptables -t nat -A POSTROUTING -0 eth0O -s 192.168.2.9 -j SNAT --to-source 172.30.4.yyy
iptables -t nat -A POSTROUTING -0 eth0O -s 192.168.2.0/24 -j SNAT --to-source 172.30.4.xxx 231
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Incoming traffic is forwarded to Arwen

POSTROUTING (nat) ,, Outbound

{ Routing }_, ACCEPT
Algorithm N
' h

INPUT (filter)
Chain

!

-A PREROUTING -i eth0 - Chain _ Packet
d 172.30.4.yyy -j DNAT - T |
Inbound -to-destination I
Packet — 7| 192.168.2.9 -A FORWARD -s 0/0 - !
d 192.168.2.9 -m .
l state --state NEW -p I
tcp --dport 23 -j :
I
I
i
i
!

4

N OUTPUT (mangle)

N4 OUTPUT (nat)
OUTPUT (filter)
Chains

---->
4

Local Incoming traffic to .yyy is forwarded
Processes then filtered to only allow port 23 232
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Lab 5 modification

\\

Instead of forwarding all traffic to

~ Internet Arwen it is also possible to forward
— to different systems based on
| DNS: 1024012 destination port
1

EA%
r-
Q
o
By
@)
<
~
)
—‘

Sauron

All SSH traffic
goes to Sauron

Shire Rivendell
(Outside) (Inside)

All Remote
Bl - Desktop traffic
eth0 ethO illi
. oes to William
— _ Rivendell : 9
rodo
172.30.4.0/24 192.168.2.0/24 .
| Elrond o All Telnet traffic
Client Gateway 9 still goes to
Arwen
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Lab 5 modification Let xxx=252

and yyy=253

|ptables -t nat -A PREROUTING - ethO d 172 30. 4 253/32 -p tcp -m tcp —-dport 22 -_] DNAT --to destlnatlon 192.168.2.200
iptables -t nat -A PREROUTING -i ethO -d 172.30.4.253/32 -p tcp -m tcp --dport 23 -j DNAT --to-destination 192.168.2.9
iptables -t nat -A PREROUTING -i ethO -d 172.30.4.253/32 -p tcp -m tcp --dport 3389 -j DNAT --to-destination 192.168.2.100

Forward to different systems based on destination port

|ptables A FORWARD -s 192 168 2 0/24 d 0/0 -m state --state NEW -j ACCEPT

|ptables -A FORWARD -d 192 168 2. 200/32 -p tcp -m state —-state NEW -m tcp --dport 22 -j ACCEPT
iptables -A FORWARD -d 192.168.2.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT
iptables -A FORWARD -d 192.168.2.100/32 -p tcp -m state --state NEW -m tcp --dport 3389 -j ACCEPT

Open the firewall to allow the selected destination port traffic to be forwarded

iptables -A FORWARD -m state --state ESTABLISHED,RELATED -j ACCEPT
iptables -A FORWARD -j LOG --log-level info --log-prefix "iptables FORWARD: "
iptables -P FORWARD DROP

iptables -A INPUT -i ethl -s 192.168.2.0/24 -d 192.168.2.1 -m state --state NEW -j ACCEPT
iptables -A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

iptables -A INPUT -j LOG --log-level info --log-prefix "iptables INPUT: *

iptables -P INPUT DROP

iptables -A OUTPUT -m state --state NEW,ESTABLISHED,RELATED -j ACCEPT

iptables -P OUTPUT DROP
172.30.4.253

iptables -t nat -A POSTROUTING -0 ethO -s 192.168.2.9 -j SNAT --to-source 172-30-4-yyy

iptables -t nat -A POSTROUTING -0 ethO -s 192.168.2.0/24 -j SNAT --to-source 172-30-4-%x%x 234
172.30.4.252



CIS 192 - Lesson 6 “ !I 'W

Lab 5 modification

[root@elrond sysconfigl# cat iptables

# Generated by iptables-save v1.4.7 on Sat Nov 19 08:25:01 2011

*nat

:PREROUTING ACCEPT [1216:196031]

:POSTROUTING ACCEPT [8:510]

:OUTPUT ACCEPT [3:210]

# Redirect incoming public IP traffic based on destination port

-A PREROUTING -i ethO -d 172.30.4.253/32 -p tcp -m tcp --dport 22 -j DNAT --to-destination 192.168.2.200
-A PREROUTING -i ethO -d 172.30.4.253/32 -p tcp -m tcp --dport 23 -j DNAT --to-destination 192.168.2.9

-A PREROUTING -i ethO -d 172.30.4.253/32 -p tcp -m tcp --dport 3389 -j DNAT --to-destination 192.168.2.100
# Internet for Rivendell hosts using NAT

-A POSTROUTING -s 192.168.2.9/32 -0 ethO -j SNAT --to-source 172.30.4.253
-A POSTROUTING -s 192.168.2.0/24 -o ethO -j SNAT --to-source 172.30.4.252

COMMIT

# Completed on Sat Nov 19 08:25:01 2011

# Generated by iptables-save v1.4.7 on Sat Nov 19 08:25:01 2011 Lab 5 mOdIerd tO
Tfilter support port
:INPUT DROP [894:156935] .

: FORWARD DROP [7:668] forwarding

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.2.0/24 -d 192.168.2.1/32 -1 ethl -m state --state NEW -3 ACCEPT

-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.2.0/24 -m state --state NEW -J ACCEPT

-A FORWARD -d 192.168.2.200/32 -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A FORWARD -d 192.168.2.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -d 192.168.2.100/32 -p tcp -m state --state NEW -m tcp --dport 3389 -j ACCEPT

-A FORWARD -j LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sat Nov 19 08:25:01 2011
[root@elrond sysconfigl# 235
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Wrap
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New commands, daemons and files:
iptables
netstat
service
yum

Daemons and related configuration files
tcpd /etc/hosts.allow,hosts.deny
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Next Class

Assignment: Check Calendar Page %

Quiz questions for next class:

« How do you display the current filter table chains?
« How do you display the current nat table chains?

« How do set the FORWARD chain policy to ACCEPT?
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