CIS 192 - Lesson 11

Lesson Module Status

Slides
Whiteboard with 1st minute quiz

Flashcards

Web Calendar summary
Web book pages
Commands

Howtos

Samba lab tested
Lab template in depot

Backup slides, Confer links, handouts on flash drive
9V backup battery for microphone
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Course history and credits

Jim Griffin

* Jim created the original version of this course

 Jim’s site: http://cabrillo.edu/~jgriffin/

Rick Graziani

« Thanks to Rick Graziani for the use of some of his great
network slides

» Rick’s site: http://cabrillo.edu/~rgraziani/
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Instructor: Rich Simms

Dial-in: 888-450-4821
Passcode: 761867
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit

"’ e g B % VMs for tonight
e William, Elrond
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ccc () Confer Qég’;
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[ ] Preload White Board with cis*lesson??*-WB

[ﬂ [ Load Content ] | Record | HH I () CCC Confer -0 - RICH SIMMS
File Edit View Tools Window Help
—

+ AUDIO & VIDED 2% =

[ R

[ ] Connect session to Teleconference ==
MAIN ROOM (2] “e0H:%H T ;
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[ ] Is recording on? 9 —
+ AUDIO & VIDEO o g =
@ [ Load Content ] [ Recording (e { G:
J ®
Red dot means recording_)
[ ] Use teleconferencing, not mic - —— =
Should be greyed out o Tallk TMHLLW.HT.EOI Q) 4




[ ] layout and share apps
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[ ] Video (webcam) optional

() CCCConfer-0-RIC.. [ o |[@ |[ &)
File Edit View Tools Window Help
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g Rich Simms @ %
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6:51 AM ) -
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Part 1 - Flashcards questions (1 point each)

[Q1] What command shows the other users logged in to the computer?

[A1]

[Q2] What environment variable is used by the shell to\determine which directories to
search when locating a command?

[A2]
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What command copies th

Last login:

ed

Oct
.com

Terminal type? [xterm]
Terminal type is xterm
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slab.cabrillo.edu's password:

.cabrillo.edu's password: _
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Video (webcam) optional

Follow moderator

/<\

o) Q - .

S N9 ] Double-click on postages stamps
'S

F— —

-
(i) CCC Confer— 0 - RICH SIMMS

File Edit View [Tools| Window Help

» AUDIO & App!lcatmn Sharing * rE‘ @
Audic g
Breakout Rooms 4 New Page Delete Page
Chat L4
Graphing Calculater ¥
In-Session Invite L4
Interaction L4
Moderator g
R Palling v
Talk Profile 4
Recorder L4
¥ PARTICIPA Session Plan L
Rich Sin Telephony 4
feseEe Timer '
B Video Camera Settings...
N Whiteboard Maxirnum Simultanecus Cameras...
Ha R:j:: St;nms o= v HI:E\;) ¥ | Make Video Follow Moderator Focus
Maderstor (You) Make Video Follow Speaker
Send Camera Snapshot To Whiteboard
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Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime

Control Panel (small icons)

Parel » A8 Cortrol Panel hems »

General Tab > Settings...

e
| £/ Java Control Panel = —

r Adjust your computer's settings

General | Java | Security | Advanced

About
View version information about Java Control Panel
Network Settings

Network settings are used when making Intemet connections. By default, Java wil
use the network settings in your web browser. Only advanced users shoud modify

these settings.

Fies you use in Java applications are stored in a spedial folder for quick execution
Iater. Only advanced users should delete files or modify these settings.

Temporary Internet Files

500MB cache size

Delete these

-
Temporary Files Settings —

=)

Kaep temparary fies on my Computer:

Location

Select the location where temporary fies are kept:

s\Rich Smms\AppData\Locall.ow\Sun\ava\Deploymenticache | | Change. .

r
Delete Files and Applications M

& Delete the following files?

AN Javs Dowwnioads

tyouwantto downioad
Jaca or anather computer
‘or Opecasing Systerm,clck
the ink belaw.

A2 Downioags

Free Java Download

Download Java for your deskiop computer now!

Free Java Download

halis Jaa? » DOLhae J3a? » Nasgmsig?

Version 7 Update 13

Why download Java?

Javate You 0 work and play n a secure computing enronment

Jva alows 3¢

1o play anline games, chat with people around the word,

f Cached Applications and Applets
| Disk Space
r Installed Applications and Applets
Select the compression level for JAR files: none = L O
f Set the amount of disk space for storing temparary fles:
I O 500 | M8
| Lo ]
DeleteFiles... | [ Restore Defaults _
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First Minute Quiz

Please answer these questions in the order shown:

Use CCE Cenfier Whitte Beara

For credit email answers to:
risimms@cabrillo.edu

within the first few minutes of class
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Samba

e Use SAMBA to browse directories on the
Linux servers from a Windows machine.

Quiz

Questions on previous material
Housekeeping

Monitor Script - Sean Callahan

Basic Windows Skills - IPs, /etc/hosts
Warmup - William and Elrond configuration
Samba

Windows Shares (viewing, monitoring,
browsing)

Share browsing and access - from
Windows

Share browsing and access - from Linux
Installing Samba

SWAT

Lab 8

Wrap
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Questions

10
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Questions

|l esson material?

Labs?

How this course works?

11"2F|:|E]_1E|FDE]EE ﬁﬁﬁi%ﬂﬁl@% 11"231:%]_1@'35%05%%_1@
Chinese | K=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

11



Housekeeping
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* No labs due today

« Extra credit labs available:
« X1 Permanent NIC configuration (30 points)
« X2 PPP (30 points)
« X3 NFS (30 points)

« Guest student presentation tonight on a monitoring script

13
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Final Exam

« Timed test
« Open book, notes and computer
« You will be provided with a pristine exam pod
« There will be a number of tasks to implement
« Some mandatory
« Some optional
« Some extra credit
« Task specifications available one week in advance
« 60 points - the more tasks completed, the more points

earned
Final Exam for CIS 192
Time 5 posts
6/4 ¢ 5:30PM - B:20PM in Room 2501 Extra

Credit

Materials
Labs

¢ Presentation slides (download)
¢ Test (download)

14



* Preparing for the final exam

« Know where to locate information quickly
« Make a network map & crib sheet
« "Muscle memory" for basic commands

* Practice makes perfect

15
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Extra Credit

* Note you can earn up to 90 points of extra credit (labs,
typos, HowTos, etc.)

« 3 extra credit labs

« HowTos
« Up to 20 points extra credit for a publishable HowTo
document (will be published on the class website)
« 10 points additional if you do a class presentation
« Topics must be pre-approved with instructor

16
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CIS 192 - Lesson 11
Grades Web Page

http://simms-teach.com/cis192grades.php
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m Help with labs

Like some help with labs?

I'm in the CIS Lab Monday afternoons
« See schedule at http://webhawks.org/~cislab/

or see me during office hours

or contact me to arrange another time online

18
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Lab 7 Gallery

19
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Se -PT
SNICKERS-DHCP

Remote DNS Server
172.30.5.8

Switch-PT

Switch
g Server-PT LAB 07 DIAGRAM
Nofar CISVDC-DNS CI5192
EVAN NOREOM
Primary DNS Server
Client eth0 172.20.192.84 Secondary DNS Server
172.20.192.85 ST A L 192.168.12. 105

Router-PT Switch-PT

— L J
PC-PT Router-PT
FRODO FERONR RAVENDEEL LEGOLAS

20
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Lab 7

| Norar i
'| - i' 172.30.1.10

~=—__[f c1svDc
01 172.30.5.8
Remote
DNS Server
Client
Curiosity
{Froda)
Primary Secondary
. DNS Server DNS Server
etho | .192. 652 Elrond Legolas
etho etho %
_152.56 Rivendell
172.20.0.0/16 192.168. § .0/24
iptables -1 INPUT 4 -p udp -m udp --dport 53 -j
Jetc/named.conf ACCEPT
zone "rivendell” IN { iptables -1 INPUT 4 -5 192.168. 8 .0/24 -p tcp -
type master; m tep -—-dport 53 -j ACCEPT
file "db.rivendell";
allow-update { none; };
7 service named restart

zone" 8 .168.192.in-
addr.arpa” IN {

type master;
file "db. 8 .168.192";

allow-update { none; };

rnde reload

23
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CISLAE
172.20.0.016

5
$

~

>

Curiosity
eth0 - 172.20.192.3316

Rivendell
Elrond 192.168.4.0/24 Legolas
Primary DNS Secondary DNS
eth0 172.20.192.34M16 ehl - 192.168.4.105/24

eth1 - 192.168.4.1/24

24
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>Internet
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M 172.30.5.8

172,530,100

Client
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i

Primary

e DHS Server

AR20146

3
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4

172.20.0.0/16

fory Sarde  CIS-19248

%2140 A
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192.166.20.0/24

Leb ¥ 428015

Froda
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i TTNL IR LA
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iy | TR0
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/e ra e
Pty
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%
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tawsch chi b
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iz s nl

wmech chisbored

s e 17700050

Secondary
DHNS Server

athO

105
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172,20.192.41

192.168.5.1 A=
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LEGOLAS

to fetc/sysconfig/network-scripts/ifcfg-eth0
DEVICE="eth0"

BOOTPROTO="static”
NM_CONTROLLED="no"

ONBOOT="yes"

TYPE="Ethernet”

IPADDR=192,168.5.105
NETMASK=255,255.255.0

to fetc/sysconfig/network
GATEWAY=192,168.30.1

;A1
172.20.0.0/16 172.20.192.40 Elrond

2950-24
Rivendell

192.168.5.0/24

192,168.5.105

—~LJ

eth0: A0

PC-PT
Legolas

FRODO
to fetc/network/interfaces

iface eth0 inet static
address 172.20.192.41
netmask 255.255.0.0
network 172.20.192.0
broadcast 172.20.192.255
gateway 172.20.0.1

dns-search dslab.net
dns-nameservers 172.30.5.8

ELROND

to Jetc/sysconfig/network-scripts/ifcfa-eth0
DEVICE="eth0"

BOOTPROTO="static"
NM_CONTROLLED="no"

ONBOOT="yes"

TYPE="Ethernet"

IPADDR=172.20.192.40
NETMASK=255.255.0.0

to fetc/sysconfig/network-scripts/ifcfg-eth1
DEVICE="eth1"

BOOTPROTO="static”
NM_CONTROLLED="no"

ONBOOT="yes"

TYPE="Ethernet"

IPADDR=192,168.5.1
NETMASK=255,255.255.0

to /etc/sysconfig/network
GATEWAY=172.20.0.1

27



CIS 192 - Lesson 11

c1s192 Las07
DOMAIN NAME SYSTEM

I S
%’Vsr

=) BRYAN DRYSDALE

HERE...THERE BE DRAGONS c15192 SeRNG 2013
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Lab 7 DNS

Snickers
17230110

CIsvDcC
1723058

Remote
DNS Server

17220001

Client
[Frodo)

Primary
DM5 Server

172.20.0.0{16 Elrond 192.168.11.0/24

Secondary

DMNS Server

Legolas

29
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Lab 7 DNS

Snickers
172.30.1.10

CISVDC
172.30.5.8

Remote
DNS Server

Client

Curiosity
(Frodo)

Primary
DNS Server

CIS Lab | .192.161|

172.20.0.0/16 192.168. 23 .0/24

Secondary
DNS Server
Legolas

30
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gst. 1659

Internet

Snickers
172.30.1.10
OHCP

MoPar

L CISVDC

1722001 172 .30.5.8
Remote

DMNS Server

Client
Curiosity
{Fredao)

Primary

L

ethl 172.20.192.133 DMNS Server
Eirond

ethd ethl

Secondary
DMS Server
Lepolas

172.20.192.134 152.168.19.1

CISLAB

172.20.0.0/16

192 168.19.10

Rivendell

192 168.19.0/24

31
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Student
Presentation
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Student
Presentation

Monitor Script

-Sean Callahan

33



Windows
Skills
IP addresses
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A

i A

s

cis192

Internet ) My Documents o
Google Chrome i
L‘b My Recent Documents » «
Filezilla >
9 My Pictures
.

Notepad++

putty & b

Q My Network Places e

@ Control Panel

‘Windows Media Player @, Set Program Access and
Defaults

=
)
=

04 HEHO

™
‘% Windows Messenger ;:g Printers and Faxes

Tour Windows XP @) Help and Support

®

Files and Settings Transfer
‘Wizard

Command Prompt

All Programs D

Start > Run...

@] Log Off ral Turn OFf Computer

' start &) | 10:58.4M




paz-william

«
[y Network:
Places

L 2)

Recycle Bin

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you,

3 cmd, then click OK

& )" | 10:56 A




p32-\-\'miam

Iy Network
Places

C:\Documents and Settings\cis192>
IC:\Documents and Settings\cis192>
IC:\Documents and Settings\cisl192>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

: cislab.net
1 172.20.4.11
: 255.255.08.0
1 172.20.08.1

C:\Documents and Settings\cis192>

Type ipconfig or ipconfig /all to
see IP information

77 start [ s CAwINDOWSisyste... Q:j-' o




Windows - Show the IP Address

o CAWINDOWSisystem32emd. exe

C:~Documents and Settingsscisl?2>ipconfig ~release

Windows IF Configuration

Ethernet adapter Local Area Connection:

Connection—specific DMS Suffix .
IP Address. . . . - &« & o & o o o =
Subnet Mazk H
Default Gateway

C:~Documents and Settings>cisl?2>ipconfig ~srenew

Windows IF Configuration

Ethernet adapter Local Area Connection:

Connection—specific DMS Suffix . - cislab.net
IP Address. . . . . . & o & o o o = 1972.28.4.11
Subnet Mazk : 255 .255.8.8
Default Gateway H

C:~Documents and Settings>cisl?2>

Use ipconfig /release to release the current IP
addresses obtained using DHCP

Use ipconfig /renew to obtain a new IP address via
DHCP

CIS 192 - Lesson 11 o 2 B & Bf 1
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Windows - IP Addresses

To show IP address: ipconfig

C:\Documents and Settings\cisl92>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : cislab.net
TP Address. . . « « « « « o o . . 172.20.4.11
Subnet Mask . . . . . . . . . . . : 255.255.0.0
Default Gateway . . . . . . . . . : 172.20.0.1

C:\Documents and Settings\cisl92>

39
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Windows - IP Addresses

To show IP address and more: ipconfig /all

C:\Documents and Settings\cisl92>ipconfig /all

Windows IP Configuration

Host Name . . . . . . . . . . . . : p32-william
Primary Dns Suffix

Node Type . . . <« « « <« « < . : Unknown

IP Routing Enabled .« « « « . .  No

WINS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : cislab.net

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : cislab.net
Description . . . . . . . . . . . : VMware Accelerated AMD PCNet Adapter
Physical Address. . . . . . . . . : 00-50-56-BD-E1-7F
Dhcp Enabled. . . . .« « .« . : Yes
Autoconfiguration Enabled .« <« . : Yes
IP Address. . . . . . . . . . . . 172.20.4.11
Subnet Mask . . . . . . . . . . . : 255.255.0.0
Default Gateway . . . . . . . . . : 172.20.0.1
DHCP Server . . . . . . . . . . . :172.30.1.10
DNS Servers . . . . . . . . . . . :172.30.5.8
10.240.1.2
Lease Obtained. . . . . . . . . . : Monday, April 29, 2013 6:43:18 AM
Lease Expires . . . . . . . . . . : Sunday, May 05, 2013 6:43:18 AM
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Windows - IP Addresses

To release an IP address (back to DHCP): ipconfig /release

C:\Documents and Settings\cisl92>ipconfig /release

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix
IP Address.

Subnet Mask . .

Default Gateway .

o o
o o
o o
o o

C:\Documents and Settings\cisl92>

41
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Windows - IP Addresses

To obtain an IP address (from DHCP): ipconfig /renew

C:\Documents and Settings\cisl92>ipconfig /renew

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : cislab.net
IP Address. . . . . . « « « « . . 172.20.4.11
Subnet Mask . . . . . . . . . . . : 255.255.0.0
Default Gateway . . . . . . . . . : 172.20.0.1

C:\Documents and Settings\cisl92>

42
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William

LAN1 DHCP

e Start > Run... > cmd (click OK)
e Type ipconfig
e Type ipconfig /all

e Record William’s IP address to
use later

B

43
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/etc/hosts
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Start > Run...

,,.-‘ G‘
. ‘ -~ A

f Internet
Internet Explorer
3 E-mail
3 Outlook Express
%Tcpview

PR Cormmand Prompt

MM

@ Windows Media Player
43 Windows Messenger

Motepad

It Tour Windows %P

A

All Programs D

4 start

‘-) My Documents

i b My Recent Documents »
ﬁ) My Pictures

=» ;

J My Music

g’ William

g My Network Places

@ Set Program Access and
Defaults

&J Metwork Connections

@ Printers and Faxes

@) Help and Support
p Search

@ Log OFf ‘(D Turn OFf Computer

R)% z02pPM

46
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Windows - Modifying /etc/hosts

Start > Run... > explorer (Click OK)

“\ N N &t # ~

Williarm

@ 3
My Network
Places

- Type the name of a program, folder, document, or
- Internet resource, and Windows will open it for you.

v

][ Cancel ][ Browse. .. ]

47
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Windows - Modifying /etc/hosts

Expand William (MY Computer) on left panel

&% My Documents

File Edit Wiew Favorites Tools  Help

Q Back "\._:J l@ p Search ﬁ':‘ Faolders "
Address |D My Documnents

W | 30
Folders X :

—~N O\
@ Deskkop 'Lf—?""/ My Music I’:’/ My Pictures
= @ My Documents L
) My Music

@ My Pictures
i william
H My Metwork Places
2l Recycle Bin

: s start @ My Documents

48
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Windows - Modifying /etc/hosts

Navigate to C:\WINDOWS\system32\drivers\etc\hosts

& My Documents |:| |E”z|
File Edit ‘iew Favorites Tools  Help ﬂF
'\__) Back -.\_:j l!; p Search Hi“ Folders *

Address |E} My Docurments v| Y

Faolders X - _h ) "é\
@ Deskkop Iﬁ-’/ Ty Music Ilr’:’/ My Pictures
=] J

My Documents

=) My Music
@ My Pictures
= g william
‘a, 34 Floppy (A
[= == Local Disk (C:)
(&= depot
(&) depot19z
|5 Documents and Settings
[ Program Files
I3 WINDOWS
L D Drive (D0)
G‘ Control Panel
|) shared Documents
IC3 CI5 191 Student's Documnent:
[C5) €15 192 Student's Document:
‘ﬂ My Metwork Places
2 Recycle Bin

4 s Start e Command Prompk O Computer Management @ My Docurnents '(___,I "' 606 AM

49
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Windows - Modifying /etc/hosts

Navigate to C:\WINDOWS\system32\drivers\etc\hosts

& eic SEE

File Edit  ‘iew Favorites Tools  Help ﬁ.
e Back - -.\_;I l.@ p Search Hi“ Folders *
Address |E:] W INDOMW S sy stem32 driver slete o~ | Go
Falders = 0sts Irmhiosts
= 5 syskem3z L m ETQ File

[ 3com_dmi :

[T 1025 Iy networks prakocal

) 1023 2l | File File

[a 1031 — 1kE 1kE

£ 1033 N

SErvices

0 1037 asa| | File

) 1041 223\ 7KE

I 1042

) 1054

I 2052

[T 3076

[C5) CatRoot
[C5) CatRootz
[ CatRook_bak,
[E] cam =
[C5) config
5 dhep
L) Direct
= () drivers
[C5) disdn
E} etc
() export

T} start stc %)% zmEpM 50
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Windows - Modifying /etc/hosts

Edit C:\WINDOWS\system32\drivers\etc\hosts

File Edit W“iew Faworites Tools  Help ﬂ"
@Back - k_,-) [@ pSearch EE‘ Folders v

Address |[E:| CWINDOW S5y stem32 driversiete V| o
Folders

=l I3 system3z

[ Zcom_dmi

) 1025 B hosts - Notepad

I3 1028 File Edit Format Wiew Help

E 13:; : Copyright (<) 1993-1999 microsoft Corp.

I3 1037 :This is a sample HOSTS file used by Microsoft TCP/IP for windows.

D 1041 # This file contains the mappings of IP addresses to host names. Each

I 1042 # entrﬁr should be kept on an individual Tine. The IF address should

03 1054 # be placed in the first column followed by the corresponding host
name.

2 2052 # The IP address and the host name should be separated by at least one

1) 3076 # space.

F*

| Catroot
[C5) CatPoot?

# Additiuna'l'lﬁf, comments (such as these) may be inserted on individual
o
[ CatRoot_bak

# Tines or following the machine name denoted by a '#' symbol.

#
I Com _l# For example:
P
fi # .
%;ﬂh” . # 102.54. 94,97 rhino. acme. com # source server
= cp # 38.25.63.10 ®.acme. com # x client host
Direcky
= I drivers 127.0.0.1 Tocalhost
) disd 172.30.4.107 elrond
= I=in 152.168.2.105 Tegolas
et
EJ expark
[E'] ias
[P Y| :
< | >

Matepad R)% z4arM
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Copyright (c) 1993-1999 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

This file contains the mappings of IP addresses to host names. Each
entry should be kept on an individual line. The IP address should

be placed in the first column followed by the corresponding host name.
The IP address and the host name should be separated by at least one
space.

Additionally, comments (such as these) may be inserted on individual
lines or following the machine name denoted by a '#' symbol.

For example:

102.54.94.97 rhino.acme.com # source server
Sl 2 el FiIC X.acme.com # x client host

S oS o S S S S b S S o S e o o e o

1 DT 0% Q<L localhost
172.20.192.XXX elrond pNN-elrond

Lookup up the static IP address (based on your station number) to use
Elrond with:

http://simms-teach.com/docs/cis192/Pod-Assignments-192-sp13.pdf

e Add Elrond to C:\WINDOWS\system32\drivers\etc\hosts on William.
52
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Windows - Static Routes

(C) Copyright 1985-2001 Microsoft Corp. . .
showing how to make a static route
C:\Documents and Settings\cisl92>route ? in the online he/p
Manipulates network routing tables.
ROUTE [-f] [-p] [command [destination]
[MASK netmask] [gateway] [METRIC metric] [IF interface]

< snipped >
Examples:

> route PRINT
> route ADD 157.0.0.0 MASK 255.0.0.0 157.55.80.1 METRIC 3 IF 2

destination” “mask ~“gateway metric” A
Interface”
If IF is not given, it tries to find the best interface for a given
gateway.
> route PRINT
> route PRINT 157%* .... Only prints those matching 157%

> route CHANGE 157.0.0.0 MASK 255.0.0.0 157.55.80.5 METRIC 2 IF 2

CHANGE 1is used to modify gateway and/or metric only.
route PRINT

route DELETE 157.0.0.0

> route PRINT

VvV Vv

_ 54
< snipped >
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Windows - Static Routes

To show routing table use: route PRINT

c:\>route PRINT

Interface List

00X ittt ettt et e et MS TCP Loopback interface

0x2 ...08 00 27 d2 €9 40 ...... AMD PCNET Family PCI Ethernet Adapter - Packet S
cheduler Miniport

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 172.30.1.1 172.30.1.168 20
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
172.30.1.0 255.255.255.0 172.30.1.168 172.30.1.168 20
172.30.1.168 255.255.255.255 127.0.0.1 127.0.0.1 20
172.30.255.255 255.255.255.255 172.30.1.168 172.30.1.168 20
224.0.0.0 240.0.0.0 172.30.1.168 172.30.1.168 20
255.255.255.255 255.255.255.255 172.30.1.168 172.30.1.168 1
Default Gateway: 172.30.1.1

Persistent Routes:
None

C:\>
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Windows - Static Routes

To add a route use: route add address mask gateway

C:\Documents and Settings\cisl92>route add 192.168.32.0 mask 255.255.255.0 172.20.192.224

C:\Documents and Settings\cisl92>route PRINT

Interface List

0L ettt e e e e e e e MS TCP Loopback interface
0x2 ...00 50 56 bd el 7f ...... AMD PCNET Family PCI Ethernet Adapter - Packet Scheduler
Miniport

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 172.20.0.1 172.20.4.11 10
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
172.20.0.0 255.255.0.0 172.20.4.11 172.20.4.11 10
172.20.4.11 255.255.255.255 127.0.0.1 127.0.0.1 10
172.20.255.255 255.255.255.255 172.20.4.11 172.20.4.11 10
192.168.32.0 255.255.255.0 172.20.192.224 172.20.4.11 1
224.0.0.0 240.0.0.0 172.20.4.11 172.20.4.11 10
255.255.255.255 255.255.255.255 172.20.4.11 172.20.4.11 1
Default Gateway: 172.20.0.1

Persistent Routes:
None

C:\Documents and Settings\cisl92>
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Windows - Static Routes

To delete a route use: route delete address mask gateway

C:\Documents and Settings\cisl92>route delete 192.168.32.0 mask 255.255.255.0 172.20.192.224

C:\Documents and Settings\cisl92>route PRINT

Interface List

<

0x2 ...00 50 56 bd el 7f .....

cheduler Miniport

MS TCP Loopback interface

. AMD PCNET Family PCI Ethernet Adapter - Packet S

Active Routes:

Network Destination

0.0.0.0
127.0.0.0
172.20.0.0
172.20.4.11
172.20.255.255
224.0.0.0
255.255.255.255
Default Gateway:

Netmask

0.0

255.0.
255.255.
255.255.255.
255.255.255.
240.0.
255.255.255.
172.20.

.0.0

Gateway
172.20.0.1
127.0.0.1
172.20.4.11
127.0.0.1
172.20.4.11
172.20.4.11
172.20.4.11

Interface
172.20.4.11
127.0.0.1
172.20.4.11
127.0.0.1
172.20.4.11
172.20.4.11
172.20.4.11

Metric
10
1
10
10
10

Persistent Routes:

None

C:\Documents and Settings\cisl92>
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(Yourpod Warmup - Partial Lab 8 Prep

number

PNN-william Elrond

%

ethO |.192.XXX

E One of your

static IP
172.20.0.0/16 addresses

# cat /etc/sysconfig/network-scripts/ifcfg-eth0
DEVICE="ethQ"

BOOTPROTO="static"

NM CONTROLLED="no"

ONBOOT="yes"

TYPE="Ethernet"

IPADDR=172.20.192.XXX

NETMASK=255.255.0.0

# cat /etc/sysconfig/network-scripts/ifcfg-ethl
DEVICE=ethl

ONBOOT=no

BOOTPROTO=none

e Cable and configure as shown
e Configure /etc/hosts on Elrond with William's
IP address
e Test:
e On Elrond: ping pNN-william
e On Elrond: ping google.com
e On William: ping elrond

# cat /etc/sysconfig/network
NETWORKING=yes
HOSTNAME=pNN-elrond.rivendell
GATEWAY=172.20.0.1

e caEti et @ resolvitcons
search cislab.net
nameserver 172.30.5.8

# cat /etc/hosts
L2 Tl @ 4 Ore localhost <snipped >
fet T localhost <snipped >

172.20.4.11 pNN-william william
192.168.32.105 legolas

# service network restart 59
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Use ssh to enable using a better terminal for completing the lab

@ p32-elrond on vmserver3.cislab.net

File View WM

mn &R G RS e
[root@p3Z2-elrond “1#f who
ttyl £813-84-28 22:88

i=192 pts-B £813-84-38 B89:86 (oslab.cabrillo.edu)
[root@p3Z-elrond ~14# _
|

@ roct@p32-elrond:~

login as: rsimms .
rzimms@oslab.cabrillo.edu's password:
Last login: Tue Apr 30 07:55:34 2013 from 50-0-68-177.dsl.dyvnamic.sonic.net

(*v')
7=\
(_=_/)

Welcome to Qpus
Serving Cabrillo College

[rzimm=s@ozlab ~]% =ss8h cisl92@172.20.1922.XXX
ci=2l92@172.20.192.224"'s password:

La=t login: S5un Dec 30 18:23:18 2012

[cis192@p32-elrond ~]% sudo -1

[2udo] password for cislsZ:

VLab Console [roct@p32-elrond ~]# who

root ttyl 2013-04-28 22:08

ci=lsaz pts/0 2013-04-30 09:06 (o=slab.cabrillo.edu)
[root@p32-elrond ~]#

Putty terminal using ssh
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Warmup - Partial Lab 8 Prep

:

login as: rsimms -
rsimms@oslab.cabrillo.edu's password:

La=st login: Tue Apr 30 07:55:34 2013 from 50-0-68-177.d=sl.dynamic.sonic.net I
o (V')
NoPar Ay pus 7=\
o =1 172.30.5.20 (\_=_/)
-
e DHCP

.@' Welcome to Opus

Serving Cabrillo College

[reimm=@oslab ~]§ =sh cisl92@172.20.192. XXX
cisl82@172.20.192.224"'s password:

Last login: Sun Dec 30 18:23:18 2012
[cis192@p32-elrond ~]% sudo -i

[zudo] password for ci=sl92:

[root@p32-elrond ~]# I

WinXP Client
William

Local Area | dhcp
Connection

ho [=
_g7 a CentOS
.192.XXX
172.20.0.0/16
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- 8 == [ - oo | B ]
2§ Google ' i Rich's Cabrillo College ... |€ http://cabrillo.edu/pub... B! (3 unread) Yahoo! Mail,... »/ Wl Samba - opening wind... ‘;;§
« C M % http//wwwsamba.org/samba/ > OG- K-
search samba.org: =

A _‘ http://samba.org/
'7 Og Windows to a Wider World I

v

think samba

What Is Samba?
Latest News
FA

get samba

learn samba

Official HOWTO
By Example

Using Samba
Docs And Books

Wiki
talk samba
List Subscribe
List Archives
IRC
Etiguette
hack samba

Devel Qverview
it T

ro
———

Overview

« Samba is the standard Windows interoperability suite of programs
for Linux and Unix.

« Samba is Free Software licensed under the GNU General Public
License, the Samba project is a member of the Software Freedom
Conservancy.

« Since 1992, Samba has provided secure, stable and fast file and
print services for all clients using the SMB/CIFS protocol, such as
all versions of DOS and Windows, OS/2, Linux and many others.

« Samba is an important component to seamlessly integrate
Linux/Unix Servers and Desktops into Active Directory
environments using the winbind daemon
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Samba

Overview

Enables a UNIX/Linux computer to be a Windows File and Print server that
interoperates with Windows computers for common file and printer sharing.

e Andrew Tridgell, an Australian, is the original author. He wanted to mount
disk space from a Unix server on his DOS PC!

e SMBServer name was already taken, so Andrew used
grep -i '*s.*m.*b' /usr/share/dict/words and chose Samba

e Based on the CIFS (Common Internet File System) protocol. The CIFS name
was introduced by Microsoft. CIFS is based on SMB (Server Message Block)
protocol.

e SMB’s history goes back to early days of PC’s, DOS, NetBIOS and NetBEUI.

e NFS exported directories can only be used by other UNIX/Linux systems.

Samba shared directories can be used by both UNIX/Linux and Windows
systems.
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Samba

Here is a Linux server and its UNIX File Tree

sbin ] home] var lib ] usr

/ L
cis90 CI5192 I shares bin
mail Is passwd

depot
bin milhoml simben answers

Elrond bin Poems . .

/ mission letter hk txt
banner ant
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Samba

Add this to /etc/samba/smb.conf to create a
shared directory on Elrond

[depot]

comment = Public files on Elrond
path = /var/shares/depot

read only = yes

guest ok = yes

— \ |
S5 = ta
= = = cis90 cis192 shares bin

Elrond mail s passwd
depot
bin milhom] simben answers
AN
bin Poems E
/ mission letter hk.txt
banner ant
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William

Access the share on Elrond from
Linux or Windows systems

Legolas

? depot on Cool Samba Server (elrond) e

File Edit View Favortes Tools Help

Qe - @ - F Poewcs [Fyroes | -

Address | Yelrondidepot

hk
Text Document
1KE

File and Folder Tasks

um [T

=]} Rename this file
[ Move this Fils
Copy this File
(2 BLEAGEL B hk - Notepad
() E-maithis filf Fle Edt Format Yiew Help
i Printthisfile fiye can do anything we want if we stick to it long enaugh. - Helen keller

Other Places

W ehond
My Documen
) Shared Dacurh
g paz-willam

\j My Network Flaces

# mount //elrond/depotl92 /mnt -o username=cisl92
Password:

# 1ls /mnt

hk.txt

# cat /mnt/hk.txt

We can do anything we want if we stick to it long
enough. - Helen Keller
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www.samba.org

Packages

[root@elrond ~]# rpm -qa | grep samba Firewall Ports Used
samba-client-3.5.10-125.el6.x86 64 137/udp - NetBIOS Name Service
samba-winbind-clients-3.5.10-125.e16.x86 64 138/udp - NetBIOS Datagram Service
samba-common-3.5.10-125.el6.x86_ 64 139/tC _ NetBIOS S . S .
samba-3.5.10-125.e16.x86 64 p-Ne ession Service
camba-swat-3.5.10-125.016.x86 64 445/tcp - Microsoft Directory Service
Services

[root@Qelrond ~]# service smb start

Starting SMB services: [ OK ]

[root@elrond ~]# service nmb start

Starting NMB services: [ OK ]

[root@Qelrond ~]# service smb status
smbd (pid 2087) is running... B
[root@elrond ~]# service nmb status SELinux

nmbd (pid 2103) is running... chcon -R -t samba_share_t <sharedir(s)>
setsebool -P samba_enable_home_dirs=1

[root@elrond ~]# chkconfig smb on
[root@elrond ~]1# chkconfig nmb on

Configuration
[root@elrond ~]# 1ls /etc/samba/smb.conf
/etc/samba/smb.conf

root@elrond ~]# checkparm 69
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Windows Shares

Overview:
e Files and printers can be shared on Windows over the network.

e Simple File Sharing must be disabled on the Folder Options
dialog box to allow basic share permissions (Read, Change, Full
Control) to be set.

e Shares are configured using the Properties dialog box for folders.

e Use the Sharing tab to configure the share.

e Note, the Security tab sets NTFS permissions which are
different.

e Both share permissions and NTFS permissions are applied for
accessing any file over the network.

e Use MMC (Computer Management) to monitor share usage

/1



Windows Shares

Windows Share Permissions:

* Read - Allows browsing file and folder names (including
subfolders), reading files and executing programs.

e Change - Includes all Read permissions plus can add,
delete and modify folders and files.

e Full Control - Includes all read and Change permissions
plus can modify permissions.
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Windows Shares

The next series of slides walkthrough how to view
share configurations on Windows

Note that this is only one of many ways to do this
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Windows Shares - viewing share configurations

After opening My Computer (labeled William here)

\Williarmn
- 1T
« William
File Edit VYiew Favorites Tools Help .\?,.
@Back v ‘\Q {’ )? Search [L Folders v
Address | 49 wiliam v B

Files Stored on This Computer

System Tasks

N\

Py —
View system information Yl;l Shared Documents ‘ ‘/, CI5 191 Student's Documents

@ Add or remove programs
(3 Change a setting

A—

‘l;l CIS 192 Student's Documents

Hard Disk Drives

Other Places

&g My Metwork Places
£} My Documents

() Shared Documents @ Local Disk {C:)
@ Control Panel

Devices with Removable Storage
Details

William H 31% Floppy (A:) . CD Drive (D:)
System Folder : o

T.’ start P william O &% 7:20aM 75
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Windows Shares - viewing share configurations

gst. 1959 ™

Next, open the C: drive

k)

V.

-
william "
¥ William

File Edit VYiew Favorites Tools Help .",'

@ Back ~ \j) {’ p Search [L‘ Folders v
B e [ wiliam v| B co

Files Stored on This Computer

..

System Tasks

2o

\—— —
View system information ‘l;l Shared Documents lu CI5 191 Student's Documents

@ Add or remove programs
(3 Change a setting

A—

’I;, CIS 192 Student's Documents

Hard Disk Drives

Other Places

&g My Metwork Places
=) My Documents

) Shared Documents Sw Local Disk {C:)
@ Control Panel

Devices with Removable Storage

Details

William H 31% Floppy (A:) . CD Drive (D:)
System Folder >

Il ,’ Start r William j/ 7 6
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Windows Shares - viewing share configurations

Shared folders indicated with an open hand

b

- - -
William™ ¥ , .

== Local Disk (C:)

o File Edit View Favorites Tools Help

-« @ Back ~ ~;’Z} l’ p Search H_ Folders v

My hetwork
Flaces Address |<e C1\

\w System Tasks | Documents and Settings

{@ Hide the contents of
this drive

L) Add or remove B WINDOWS
programs

4 Search for files or
folders
depot192

File and Folder Tasks

() Make a new folder

&) Publish this folder to
the Web

ke Share this folder Shared fO/derS

Other Places

ig Wwilliam

(£} My Documents
i) Shared Documents
N My Hetwork Places

'i.' start = | ocal Disk {C:) 1) @] % 7124 AM 77
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Windows Shares - viewing share configurations

gst. 1959 ™

Pull down Tools menu and select Folder Options

"

s - -

- Local Disk (C:) Q
File Edt View Favorites Help a

. =3 Map Metwork Drive. ..
- I
> @ Back ~ ‘\j L’»" | Disconnect Metwork Drive. ..
MMy hetwork T

Places v] =
Folder Options... -

FEN
‘,“ System Tasks I‘;I Documents and Settings '(j Program Files

@ Hide the contents of
this drive i .
= -
L) Add or remove 'S WINDOWS [ depot
programs =~

S Search for files or
folders

Address |Se C:\

File and Folder Tasks A

Iiﬁ Rename this folder
{3 Move this Folder
[D Copy this folder

e Publish this folder to
the Web

2 Share this folder
3 E-mail this Folder's files
¥ Delete this Folder

Other Places

1 s Start @ Local Disk (C:) == | ocal Disk (C:) O Computer Management R )% 6:52PM 7 8
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Windows Shares - viewing share configurations

Select View tab on Folder Options dialog box

@l

Williarmn

P R T
Folder Opt 15 ? —l—

General |view | File Types || Offiine Files |

Tasks
() Show common tasks in folders
O Use Windows classic folders

Browse folders

E (®) Open each folder in the same window
(O Open each folder in its own window

Click items as follows
m O Single-click to open an item [point to select)

Undetline icon titles consistent with my browser

Underline icon titles only when | point at them

(®) Double-click to open an item [single-click to select)

Restore Defaults

Other Places

‘4 Start @ Local Disk (C:) == | ocal Disk (C:) LI’ Computer Management )% 7:02 PM 79
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Windows Shares - viewing share configurations

gst, 1659 ™

Scroll down to the last Advanced setting

"

(% i R Y SN

| Folder Options

| General| View | File Types | Offfine Files |

Folder views

You can apply the view [such as Details or Tiles) that
you are using for this folder to all folders.

Bpply to All Folders ] [ Reset All Folders ]

Advanced settings:
[ Files and Folders
Automatically search for network folders and printers
Display file size information in folder tips
Display simple folder view in Explorer's Folders list
[C] Display the contents of system folders
Display the full path in the address bar
[C] Display the full path in the title bar ==
[[] Do not cache thumbnails
[5) Hidden files and folders l
(® Do not show hidden files and folders
O Show hidden files and folders
Hide extensions for known file types ™

Restore Defaults

][ Cancel ] Apply

Other Places

‘s Start @ Local Disk (C:} C:) LI Computer Management 1% 80



gst, 1659 ™

CIS 192 - Lesson 11 : " lw

Windows Shares - viewing share configurations

Disab/e_ simple file sharing (remove the check)

-l\ * N -; S E 7 “

Williarn
L B L LS B a8

| Folder Options

| Genelal] View I File Types | Dffline Files |

Folder views

= You can apply the view [such as Details or Tiles) that
l" - you are using for this folder to all folders.

I N—

[Apply to All Folders ] [ Reset All Folders ] I Program Files

Advanced settings: == ari
(® Do not show hidden files and folders =

O Show hidden files and folders
Hide extensions for known file types
Hide protected operating system files [Recommended)
Launch folder windows in a separate process
Remember each folder's view settings
Restore previous folder windows at logon
[[] Show Control Panel in My Computer
Show encrypted or compressed NTFS files in color
Show pop-up description for folder and desFtop items

[[] Use simple file sharing (Recommended)

v

Restore Defaults

][ Cancel ] BSpply

Other Places

1y Start % Local Disk (C:) * | oca 2 OJ' Computer Management R )% 6:54PM 8 1
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Windows Shares - viewing share configurations

Select View Tab on Folder Options dialog box

Folder Options

General | Wiew | File Types | Offline Files |

Falder wigws

£ You can apply the view [zuch az Detailz or Tiles] that
@

wou are uging for this folder o all folders.

I Apply to All Folders l [ Rezet All Folders

Advanced settings:

{*) Do not show hidden files and folders
) Show hidden files and folders
Hide extenzions for known file types
Hide protected operating syztem files [Recommended]
Launch folder windows in a separate process
Remember each folder's view settings
R estore previous folder windows at logon
[1 Show Control Panel in My Computer
Show encippted or compressed NTFS files in color

Show pop-up description for folder and deskfop items
IJze zimple file haring [Fecommended]

[

NA
[

[ Restore Defaults ]

[ ] ][ Cancel ][ Apply

]

.

Simple file sharing enabled

Folder Options

General | Wiew | File Types | Offline Files |

Falder wigws

Yau can apply the view [zuch az Detailz or Tiles] that
wou are uging for this folder o all folders.

[ Apply o All Folders l [ Reszet All Folders

Advanced zettings:

(%) Do not show hidden files and folders

(3 Show hidden files and folders
Hide extenszions for known file types
Hide protected operating sustem files [Fecommended]
Launch folder windows in & separate process
FRemember each folder's view settings
Restore previous folder windows at logon
[] Show Cortrol Panel in My Computer
Show encrypted or compressed MTFS files in color
Shiow pop-up description for folder and deﬂtems

R == simple file sharing (Recommended)

[

W

[ Restore Defauls ]

H Cancel ][ Apply

]

/ | ok

. Simple file sharing disabled

e o
4
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William

7. start

"."

** | ocal Disk (C:)

File Edit View Favorites

5]
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Windows Shares - viewing share configurations

For any folder, right click and select properties

Help

) Search [L’ Folders v

EBX
[

Address |Se C:\

System Tasks

@ Hide the contents of
this drive

7Y Add or remove
programs

- Search for files or
folders

File and Folder Tasks

@ Rename this folder
{3y Move this Folder
[D Copy this folder

e Publish this folder to
the Web

2 Share this folder
ﬁ E-mail this Folder's files
¥ Delete this Folder

Other Places

% Local Disk (C:)

V‘Go

>

[ ‘;I Documents and Settings

>

"’/I WINDOWS
E‘ E Open ) |

Explore
Search...

Sharing and Security...

Send To

Cut
Copy

Create Shortcut
Delete
Rename

4
Properties -

==
lj Program Files

depot

E, Computer Management (4 X, 7:09 PM
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Select the Sharing tab

o™

Williarn

) start

gst, 1659 ™

Windows Shares - viewing share configurations

= Local Disk (C:)

CIS 192 - Lesson 11

depot192F perties

Address |Se Ci\

System Tasks

l@ Hide the contents of
this drive

) Add or remove
programs

L) Search for files or
folders

File and Folder Tasks

®ii Rename this folder
{3y Move this Folder
Copy this Folder

&) Publish this folder to
the Web

2 Share this folder
) E-mail this folder's files
¥ Delete this Folder

Other Places

@ Local Disk (C:)

General | Sharing || Security | Customize |

|depon 32

Type:
Location:
Size:

Size on disk:

Contains:

File Folder

C:A

26.7 KB (27,438 bytes)
32.0KB (32,768 bytes)
2 Files, 0 Folders

Created:

Tuesday, January 20, 2009, 3:57:43 AM

Attributes:

(%] Read-aniy

[] Hidden

== | ocal Disk (C:)

[ oK ][ Cancel ]

E Computer Management

Apply

[ ol
;,-
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e

Click

a™s

Yifilliam

4 Start

st. 1859 ™

Windows Shares -

"

File  Edit Wiew Faworites

Toaols

on the Permissions button

‘-

Help

e Back - f\) Lﬁ'} p Search

Address | Ge O

System Tasks

Hide the contents of
this drive

Ty Add or remove
programs

L) Search For Files or
fFolders

File and Folder Tasks

Iim Rename this Folder
@ Move this Folder
D Copy this Folder

Publish this Folder to
the Web

&2 Share this Folder
@ E-mail this Folder's Files
9 Delete this Folder

Other Places

W Local D

*

CIS 192 - Lesson 11

depot192 Properties

General | Shanng | Security || Euslomize|

viewing share configurations

“'ou can share this folder with other uzers on your
network. To enable gharing for thiz folder, click Share thiz
folder.

) Do nat share this folder
(%) Share thiz folder

Share name: | depot192 L |

Comment: |

L s lirnit; (%) Mavirurn allowed

() llows this number of users: I:I

To configure settings for offine access, click
Caching.

YWindows Firewall is configured to allow this folder to be shared
with other computers on the network.

Wiew pour Windows Firewall zettings

To zet permizsions faor uzErs who access this [
folder over the network, click Permizzions.

L ak. ] [ Cancel

E Computer Managemenk
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est. 1959 %

Windows Shares - viewing share configurations

Simple file sharing Simple file sharing disabled

depot192 Properties depot192 Properties
General | Sharing | Custarnize | . General | Sharing | Securty | Customize |
Local sharing and 3'_3'3”“-"' ; = “You can share this falder with ather users on your
e To share this folder with other uzers of this computer network. To enable sharing for thiz folder, click Share this
only. drag it to the Shared Document; 3 folder. folder.
T o make thiz folder and itz subfolders private so that () Do niot share this folder
anly pou have access, select the following check, bow. ® Share this folder

take thiz folder private Share name: |'I|EF":'” 97

Metwark, zharing and security

} . C I |
T ghare this folder with both network, uzers and other e
ugers of thiz computer, select the first check box below User it .
and type a share name. ser lirnit; (%) Marimum allowed
Share thiz folder on the netwark, © Allows this number of sers:
Sh : ||:| Haz = i —
NAare name Epo To zet permizzions for uzers who access this Pemmissiang

[l ek o ch il folder aver the netwark, click Permizsions.
o niebwark, users bo change my files

To configure zettings for offine access, click

Dall L,

Learn more about sharing and security, g Caching
Caching.
i) ‘Windows Firewall is configured bo allow this folder to be shared
with other computers on the netwark, Mew Share
Wievs pour Windows Firewall settings Windows Firewall iz configured to allow this folder to be shared

with other computers on the netwark.

Wigm wour Windows Firewall settingz

0k ] [ Cancel Apply

[ k. H Cancel ] Apply

Note: Permissions button and
Security tab have been added 86
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Windows Shares - viewing share configurations

Share permissions on \\william\depot

.y -

R e

g’ B
-
Williarn

* Local Disk (C:)

File Edit View Favorites Tools Help

‘r‘ ‘ .
eBack , O : f pSearch l{;, s depot Properties

Permissions for depot

Address |Se C:\
) A Share Permissions

System Tasks I Documents and Sq
Group of user names:

{@ Hide the contents of
this drive

Q Everyone

N\
75 Add or remove 2 WINDOWS
programs
4 Search for files or
folders ~\

depot192

File and Folder Tasks A [ Add... ][ Remove ]

Lim Rename this folder Permissions for Everyone Allow Deny
{3 Move this Folder Full Contral O O R ea d
Copy this folder Change O O p erm I SS I ons
&) Publish this folder to Read O
the Web fo r
l? Share this folder E
(2) E-mail this folder's files ever yOI‘) e

¥ Delete this folder

Other Places A
v

[ ok H Cancel ] Apply

‘4 Start == | ocal Disk (C:) LI’ Computer Management e Command Prompt © B % 5:01PM 87
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Windows Shares - viewing share configurations

o 2 -
r
.l

Share permissions on \\william\depot192

—_—
— \

-«

Williarn

-
My Network
Places

'] start

File Edit View

@ Back ~ Q

Address |Se C:\

System Tasks

{@ Hide the contents of
this drive

75 Add or remove

Share Permissions ]

GI‘OUD Or user names:
4 15 192 Student (WILLIAMYcis192)

cis192 has
full control

programs .
- Search for files or over t h IS
folders S h are.

File and Folder Tasks A [ Add... ] [ Remove ] . h
Eﬂ Rename this folder Permissions for CIS 192 Student Allow Deny CIS'Z 9 1 as
(@ Mave this Folder Full Control O no
Copy this folder Change O erm I SS I ons
e Publish this folder to Read O p . pn
" the web specified
ld Share this folder
(3) E-mail this folder's files

¥ Delete this Folder

Other Places

% Local Disk (C:)

= Local Disk (C:) g Computer Management

R )% 6:51PM
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Examine the shares on William:

e VVerify that Everyone has Read
permission on the Depot share

¢ Verify that cis191 has no
permissions for the depot192
William share.

e Verify that cis192 has Full Control,
Change and Read permissions on
the depot192 share.

e Can you give cis192 Full Control
and remove (uncheck) Change
and Read permissions? What
would the UI police say about this?

89
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Windows Shares - monitoring shares

gst. 1959 ™

Right click on My Computer (William here) and select Manage

Open - ‘. ‘
WIE  Explore : -
Search...
Manage h
Al
" Map Network Drive. ..

Disconnect Network Drive. ..

Create Shortcut
Delete
Rename

| Properties

li,’ start @ Local Disk (C:) & 9 1
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Windows Shares - monitoring shares

Expand (click on +) Shared Folders on left panel

<.

Williarn

My Network g File Action Yiew Window Help
Places = 'm
S & = [Bm ®
=) Computer Management {Local) Mame /
m System Tools falshares
i Lﬁ] Event Viewer gl Sessions
:i, Shared Folders F QOpen Files
[+ Local Users and Groups

& Performance Logs and Alerts
Device Manager

= & Storage

[+ Removable Storage
' Disk Defragmenter
Disk Management
[+ & Services and Applications

Recycle Bin

92

O] Computer Management Q,." % 5:30 PM

—.l’_.’i stért % Local Disk (C:)
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Windows Shares - monitoring shares

Select Shares on left panel to see available shares

_———

-
\William

‘ﬁ = Computer Management
@
My Network Q File Action View Window Help

Places M e
2 « = @ & ®
Iij (_umputt::r Management (Local) MName
-y System Tools 5, System Tools
:’E [g1) Event Viewer S storage

=) Shared Folde& B ervices and Applications

5;; Shares
b Sessions
g Open Files

& Local Users and Groups
Performance Logs and Alerts
Device Manager

= &g storage
[+ Removable Storage
S Disk Defragmenter

Disk Management

Services and Applications

‘4 Start @ Local Disk (C:) LI Computer Management )% 5:29PM 93
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Windows Shares - monitoring shares

Shares will show all available shares

\William

‘ﬁ Ll Computer Management
d-‘ |
My Network =) File Action View ‘Window Help ‘ — [5|ﬁ];
Places - “ @ @ \
=) Computer Management {Local) SharedF... / ] Shared Path ] Type | # Client Connections
=l System Tools ®2) ADMING CAWINDOWS Windows 0
& Lﬂ Event Viewer 5ICH i, Windows 0
= E; Ehaers B2 depot C:\depot Windows 1
(= )shares 85 depat192 C:\depot192 wWindows

La‘] Sessnon; §DIPCH Windows 0
g Open Files

& Local Users and Groups
g Performance Logs and Alerts

oS r[;::iceManager ADMINS, C$ and IPC$ are
= gRemovable Storage hidden administrative

Disk Defragmenter
Disk Management
Services and Applications

shares used by Windows

:I s Start @ Local Disk (C:) CJ Computer Management ) % 5:3 94
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Windows Shares - monitoring shares

gst, 1659 ™

Sessions will show users accessing the shares

4 depot on william

File  Edit ‘iew Favorites Tools  Help ;#'

O Back [

Address

BEE) - g-

Q File  Action  Miew window  Help |_|E’|£|
FiIeandFI‘_ - || @

9 Make 1B Computer Management {Local) User  # Camputer | Tvpe | # openFiles | Conmected Time
& Publisf = iy System Tools € sz 127.0.0.1 windows 1 00:01:41

Wieh . :
c (] Event viewer € rooT 172.30,4.107  Windows o 00:00:53
Eg Shared Folders

Q Shares
@ Sessions -
-0 Open Files

EEI---Q Local Users and Groups

[+--@# Performance Logs and Alerts

g Device Manager

[—]@ Skorage

[+ = Removable Storage
----- Disk Defragmenter

Disk Management
]% Services and Applications

14 Start @ Local y : ) # depot on willam W B 1004 AM

O Computer Manag. ..

95
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Windows Shares - monitoring shares

Open Files will show files being accessed (for Windows Users)

SIS

Tools  Help #

¥ depot on william

File  Edit  ‘iew  Faworites

o Back

Address

Action View

(=] File
Fileandl‘l‘_ - || @

Window  Help

| Open Mode
Read

| Tvpe | # Locks
Windows 0

| Accessed By
5192

Qpen File  /
D C:\depat

@ Event Viewer
Elgl Shared Folders
-] Shares
----- g] Sessions
@ Cpen Files
[EI---Q Local Users and Groups
[+]--@#] Performance Logs and Alerts
g Device Manager
EI@ Storage
[+- g Remowvable Storage

- gkt Disk Defragmenter

Disk Management

[]--& Services and Applications

% depot on william O Computer Manag... © {5 10017 AM

s Start
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Windows Shares - viewing share configurations

Using the net share command to view local shares

’E C:\Documents and Settings\cis192>net share

‘MYmﬂwmk Share name Resource

Flaces
C:\WINDOUS Remote Admin
G:N\ Default share

Remote IPC
C:\depot
C:\depot192
The command completed successfully.

C:\Documents and Settings\cisl192>

: Shares ending with a $ are hidden.

O — .
:',' start v Command Prompt 97
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Windows Shares - browsing shares

Open My Network Places icon on desktop

"

[ e : e - ~

Williarn

-

=y
Open § t
My et Explore -~
=%  Search for Computers.., ‘
-

Map Metwork Drive. ..
Disconnect Network Drive...

-
Create Shortcut 4
Delete -
Rename

.

Properties

L‘\ <

99
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Windows Shares - browsing shares

Click on View workgroup computers

h - My Network Places
File  Edit  Wew Favorites  Tools  Help -#'

O Back -\-) L‘E p Search [Eﬁ‘ Folders v

Address H My Network Places 2 | 2

Metwork Tasks

ﬂ fdd a netwoark place

Wiew nebwork
conneckians

Q Set up a home or small
aoffice netwark:

<2 Set up a wireless
niekwork For & home or
small office

Jﬂ Wigw workgroup

computers

0 Show icons for
networked UPRP
devices

Other Places

@ Deskbop

i wiliam

[EJ My Documents
[ Shared Documents
't Prinkers and Faxes

Details

"] start W My Network Places & )% 12:23PM 100
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Windows Shares - browsing shares

Open William

o Workgroup

File Edit wiew Favorites Tools  Help ﬁ’
e Back - \) lﬁ p search [E‘ Folders -
Address ﬁ Warkgroup V| 50

Metwork Tasks g‘ ool Samba Server (Elrond) g‘ Wiilliarn -
g &dd a netwark place

@s Wigw nebworlk
conneckions

Set up a home or small
office nebwork

;ﬂ' St up a wireless
netwark For & home or
small office

Wigw workgroup
Computers

_ Showe icons For
nebworked LPRP
devices

Other Places

Microsoft YWindows
Metwark

i william

E] My Documents
[ Shared Documents
%ty Printers and Faxes

Details

I start o7y Workgro &% 12:17FPM 101
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Windows Shares - browsing shares

The depot and depot192 shares on William are displayed

? william MEE
File Edit ‘“iew Favorites Tools  Help -#'
e Back - \) lﬁ p Search H:" Folders -.-

Address & Viwilliam V| Go

Metwork Tasks \ ? depot \ ; depot192
2 Add & netwark place

":3 Wiz network

W 1A
conneckions == g Printers and Faxes | r scheduled Tasks
r
Q Set up & home of small

office metwork

<2 Set up a wireless
network For a home or
small office

dfi Wigw workgroup
computers

Q}LJ_ Shows icons For
networked UPRP
devices

Other Places

Jﬂ Wiorkgroup

i illiam

[E:] My Docurnents
[y Shared Documents
%2y Prinkers and Faxes

Details

7 start ® wiliam 102
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Windows Shares - browsing shares

Browsing from the Windows command line

B

<> Copyright 1985-2881 Microsoft Corp.

Microsoft Windows HP [Uersion 5.1.260801
net view shows workgroup

C:“Documents and Settings™cisl?Z2inet view

1SlC e pyer Name Remark Comput’el’S

IC:“Documents and Settingsscisl?2¥net wiew ““elrond

~~AHHMAD-PC

S BTL-UWINS

NS FAM-WING

MSIMH-PC

MAJSS-UWINDOWS 2812

~SMONITOR

SNWP27-WILLIAM CIS% 192 Pod Computer
M P32—ELROND Cool Samba Server
NP32-UWILLIAM CIS 192 Pod Computer
~SSERUERZ

MW H-NHT B1 4CHAU D6

The command completed successfully.

Shared resources at ““elrond Shares on that Computer

“W#Cool Samba Server

Mshare name Type Used as Comment

Home Directories
depot i Public files on Elrond
depotl1?2 i CIS 192 files on Elrond
The command completed successfully.

'F-——

ol

5:3;‘1‘ r'-_ ommand Prompt

net view \ \ <computername> shows

103
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Windows Shares - accessing shares

As cis192, Start > Run... > \\hostname\sharename

‘ -ty N .u a o “
WWilliann - o3 "

i y
My hetwork
Places

Mt %

' ﬁ__-‘-sﬁ ‘ -

?x

~ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | \iwilliamidepot192 ﬁ v |

[ OK ] [ Cancel J [ Browse... J

1 s Start & 3 Windows Explorer ~ | O Computer Management S 1 O 5
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Windows Shares - accessing shares

As cis192, view the files on the depot192 share

4 depot192 on william

File Edit ‘iew Favorites Tools  Help *'

O Back IO @ p Search [E:‘ Folders v

Address | L Viwillam|depot 192

Note, this is a share rather than an absolute path V| Go

’ = tha pd ik
File and Folder Tasks == | TextDocumnent ==| TextDocumnent
= 14 KB = 14 ¥E

Eﬂ Make a new Folder

@ Publizh this Folder bo the
Web

Other Places
i williarn
[E:i My Docurnents
[ Shared Documents
i William

.H Iy Mebwork Places

Details

7 » Start W 4 ‘Windows Explaorer + | B/ Computer Management
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Windows Shares - accessing shares

As cis192, open the files on the depot192 share

¥ depot192 on william

Filz  Edit  Wew Favorites  Tools  Help ;#'
i ;IBack (=) ) Lﬁ pSearch H__" Folders -.-
Address | kg Vwilliamdepot192 v| &0
. = bho = ik
File and Folder Tasks == | TextDocument == | TextDocument
= 14 KB = 14 KB

I@ Renarne this File

@ Mowe this File

Copy this File

&N Publish this file to the Web

2 bho - Notepad
@ E-mail this File File Edit Format Yiew Help

iy Prirk this file fnaugural Address |

B¢ Delete this file b
My fellow citizens:

I stand here today humbled by the task before us,
Other Places grateful for the Trust you have bestowed, mindful of the
3 il sacrifices borne by our ancestors. I thank President
o willizm Bush for his service to our nation, as well as the
(=) My Documents genergsjty and co-operation he has shown throughout this
transition.
[y Shared Documents
a Williarn Forty-four americans have now taken the presidential
oath. The words have been spoken during rising tides of
& My Network Places prosperity and the sti11 waters of peace. yvet, every so

often the oath s taken amidst gathering <clouds and

ZJ

Details

i4 start ¥ depot illiarn B bho - Notepad

815 AM

After opening the file bho.txt on the \\william\depot192 share

107
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Windows Shares - failed share access

Permissions for depot192

Share Permiszions

G;”'” SE — Note the cis191 user has no
CI5 192 Student [/ ILLLARM ciz1 32) . .

— i permissions to access the
\\william\depot192 share

[ Add... ][ Remove ]
Permizziong for CIS 192 Student Al Deny
Full Control F
Change L
Fead ]
L k. J [ Cancel Apply

109
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Windows Shares - failed share access

Switch to the cis191 user and try again

- -
= \ “sa

@ o~ .~ a . \ -

\Williarn
-
i y

My hetwork
Places

Mt %

' ﬁ__-‘-sﬁ ‘ -

?x

~ Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: | \iwilliamidepot192 ﬁ v |

[ OK ] [ Cancel J [ Browse... J

1 4 start f& 3 Windows Explorer ~ | O Computer Management S 1 1 O
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Windows Shares - failed share access

.'

Note cis191 user cannot access the \\william\depot192 share

gst. 1959 ™

_——

_ )
- R ) “ ‘

Williarn - . ‘n

@
MMy Network
Places

) Windows Explorer,

\iwilliamidepot192 is not accessible. You might not have permission to use this network
resource, Contact the administrator of this server to find out if you have access
permissions.

Access is denied.

@ Updates are ready for your computer

Click here ta install these updates.

V@Y 5:06PM 111



Command Line
Share Access



CIS 192 - Lesson 11 C . ﬁ l ' |w

Windows Shares - accessing shares

net use drive: \ \computername\share command
1)— 2 - & : .

C:\Documents and Settings\cisl192>net use G: \\william\depot
The command completed successfully.

BC:\Documents and Settings\cisl1?2>dir g:
Uolume in drive G has no label. Makes the Share
Uolume Serial Number is 181A-A2C2 : ; .
available on drive G:\

Directory of G:\

B1,21,200%2 16:87 AM <DIR>
B91,21,208%2 16:87 AM <DIR> ok
B1,21,208%2 16:87 AM 13,775 bho.txt
B91,21,20892 16:83 AM 13,663 jfk.txt

2 File<(s> 27.438 hytes

2 Dir(s) 3.392,061,.448 hytes free

C:\Documents and Settings\cis192>type g:\bho.txt
M naugural Address

My fellow citizens:

I stand here today humbled by the task hefore us,. grateful for the trust you hav
e bhestowed, mindful of the sacrifices horne by our ancestors. I thank President

The files on the share
are now available on
the G:\ drive

Recycle Bin

P‘ = g
iy Start e Command Prompt [ O B % 831 aM 113
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Windows Shares - accessing shares

The net use * /DELETE command

remember these timeless words. With hope and virtue, let us bhrave once more tl’
icy currents,. and endure what storms may come. Let it bhe said by our children
s children that when we were tested we refused to let this journey end, that we
did not turn bhack nor did we falter; and with eyes fixed on the horizon and God
#’s grace upon us, we carried forth that great gift of freedom and delivered it s
afely to future generations.

]

Thank you. God bless you. And God bless the United States of America.

Obama
January 20, 2009
The Capital Building
Washington DC

C:\Documents and Settings\cis192>net use * /DELETE
You have these remote connections:

G: N\\william\depot
WContinuing will cancel the connections.

Do you want to continue this operation? (¥Y/N)> [N1l: y
#The command completed successfully.

C:\Documents and Settings\cisl192> WI// Cancel the
' B remote connection

Recycle Bin

15 Start e Command Prompt l O E Y 8:33aM 114



CIS 192 - Lesson w I{é' l ! IW

William

e As the cis192 user on William:
e GUI method
e Start > Run... > \\pNN-william\depot
e Open bho.txt file in notepad
e DOS command method
e net use G: \\pNN-william\depot192
o View jfk.txt with type G:\jfk.txt

e Run MMC/Computer Management
e VView Shares
e VView Sessions
e VView Open Files

115



I
centos 5

Browsing
from Linux



CIS 192 - Lesson 11 N ' I lw

Installing Samba Client

Check if already installed:

[root@p32-legolas ~]# rpm -gqa | grep samba
samba-winbind-clients-3.6.9-151.el6.x86 64
samba-client-3.6.9-151.el6.x86 64
samba-common-3.6.9-151.el6.x86 04
samba-winbind-3.6.9-151.el6.x86 64

[root@p32-legolas ~]# rpm -ga | grep cifs
cifs-utils-4.8.1-18.el6.x86 64

If the packages above are not installed then install with:
[root@p32-legolas ~]# yum install samba-client cifs-utils

The cifs-utils package enables the mount command to properly
mount samba shares

117



CIS 192 - Lesson 11 1 ﬁ ‘ ’ |W

Elrond

centos’§

e Install the Samba client on Elrond:

yum install samba-client cifs-utils

118
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Browsing shares from Linux

[root@Relrond ~]# smbtree

Password:
WORKGROUP
\\WILLIAM
\\WILLIAM\CS Default share
\\WILLIAM\ADMINS Remote Admin
\\WILLIAM\depotl192
\\WILLIAM\depot
\\WILLIAM\IPCS Remote IPC
\\ELROND Cool Samba Server
\\ELROND\IPCS IPC Service (Cool Samba Server)
\\ELROND\depot192 CIS 192 files on Elrond
\\ELROND\depot Public files on Elrond

This is equivalent to doing viewing a network neighborhood on Windows

(For debugging try smbtree -Nd2 or smbtree -Nd3)

119
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Browsing shares from Linux

Add hostnames to

/etc/hosts
[root@elrond ~]# smbclient -L p32-william

Password: <no password used>
Domain=[P32-WILLIAM] OS=[Windows 5.1] Server=[Windows 2000 LAN Manager]

Sharename Type Comment
The depot and IPCS LPC Remote IPC Note: Password not
depot192 shares Sharedbocs Disk needed to browse
are visible depot Disk shares
depotl92 Disk
ADMINS Disk Remote Admin
CsS Disk Default share

Domain=[P32-WILLIAM] OS=[Windows 5.1] Server=[Windows 2000 LAN Manager]

Server Comment

Note, if you are browsing a Windows computer, you will see the
hidden administrative shares IPC$, ADMINS$, and C$. Using the $ at

the end of the share name makes it hidden. 120
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Browsing shares from Linux

Add hostnames to

[root@elrond ~]# smbclient -L p32-elrond
P /etc/hosts

Password: <no password used>
Anonymous login successful
Domain=[WORKGROUP] 0OS=[Unix] Server=[Samba 3.5.10-125.el16]

Password not needed

Sharename Type Comment
_________ o e to browse shares
d Th?lcéeZPOIS and depot Disk Public files on Elrond
€po S_a_gels depotl92 Disk CIS 192 files on Elrond
are visibie IPCS IPC IPC Service (Cool Samba Server)

Anonymous login successful
Domain=[WORKGROUP] 0OS=[Unix] Server=[Samba 3.5.10-125.el6]

Server Comment

wonror
P32-ELROND Cool Samba Server
Workgroup Master

WORKGROUP MONTTOR

Note: Elrond must be first configured as a Samba server before you can do this! 191
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Elrond

s,

centos§

e Try using the smbtree command

e Browse the shares on William:
smbclient -L pNN-william

122
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Accessing shares from Linux

[root@p32-elrond ~]# mount //p32-william/depot /mnt -o user=cisl92
Password:

[root@p32-elrond ~]# 1ls /mnt

arwen.jpg celebrian.jpg holy-grail.jpg legolas.jpg
benji-grail-600.Jjpg elrond.jpg index.html remus—-farm. jpg

[root@p32-elrond ~]# head -3 /mnt/index.html
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN"
"http://www.w3.0rg/TR/xhtmll/DTD/xhtmll-strict.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml" xml:lang="en" lang="en">
<head>

[root@p32-elrond ~]# umount /mnt
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[root@p32-elrond ~]# mount //p32-william/depotl92 /mnt -o user=cisl9l

Password:
mount error (13): Permission denied
Refer to the mount.cifs(8) manual page (e.g. man mount.cifs)

Error because cis191 does not have access to the depot192 share on William

[root@p32-elrond ~]# mount //p32-william/badname /mnt -o user=cisl91

Password:

Retrying with upper case share name

mount error (6): No such device or address

Refer to the mount.cifs(8) manual page (e.g. man mount.cifs)

Error because badname share on William does not exist
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e Mount the depot share on William:
mount -o user=cisl92 //pNN-william/depot /mnt

e List and probe the files on /mnt
ls /mnt
file /mnt/*

e Unmount with: umount /mnt
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An FTP-like access method

[root@p32-elrond ~]# smbclient -U cisl92 //p32-william/depotl92
Enter cisl92's password:

Domain=[P32-WILLIAM] OS=[Windows 5.1] Server=[Windows 2000 LAN Manager]
smb: \> help

? allinfo altname archive blocksize
cancel case sensitive cd chmod chown
close del dir du echo

exit get getfacl hardlink help
history iosize lcd link lock

< snipped >

rd recurse reget rename reput

rm rmdir showacls setmode stat
symlink tar tarmode translate unlock
volume vuid wdel logon listconnect
showconnect .. !

smb: \> ls

D 0 Sun Apr 28 16:49:07 2013
.. D 0 Sun Apr 28 16:49:07 2013
bho.txt A 13743 Sat Jan 5 17:54:31 2013
Jjfk.txt A 13763 Sat Jan 5 17:54:31 2013

40915 blocks of size 262144. 27711 blocks available
smb: \> get jfk.txt

getting file \jfk.txt of size 13763 as jfk.txt (4480.0 KiloBytes/sec) (average 4480.1
KiloBytes/sec)

smb: \> exit
[root@p32-elrond ~]# 127
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e Try the alternative FTP-like method
smbclient -U cisl92 //pNN-william/depotl1l92

help

1s

get jfk.txt
exit
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Service Applications

Steps to installing services

Install software package using yum, rpm or build from source code
Customize service’s configuration file

Modify the firewall to allow access to the service

Customize SELinux context settings to allow use

Start the service

Configure service to automatically start when system boots

Monitor and verify service is running

Troubleshoot as necessary

O © N O Uk W RE

Monitor log files as appropriate

10.Configure additional security
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Install software

[root@p32-elrond ~]# rpm -ga | grep samba
samba-client-3.5.10-125.e16.x86 64
samba-winbind-clients-3.5.10-125.el16.x86 64
samba-common-3.5.10-125.el6.x860 64
samba-3.5.10-125.el6.x86_ 64
[root@p32-elrond ~1#

Install with yum if needed:
[root@p32-elrond ~]# yum install samba
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e Check which samba packages have been installed
on Elrond with rpm -qa | grep samba

e Install the samba server package on Elrond with
yum install samba

e Check again which samba packages have been
installed on Elrond with rpm -qa | grep samba

e Use rpm -qi on any of the Samba packages to see
what they do
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Make a sample file to share:
echo "We can do anything we want if we stick to it
long enough.” - Helen Keller > /tmp/hk.txt

Make two directories to be shared in /var/shares:
cd /var
mkdir -p shares/depot shares/depotl192
cd shares
cp /tmp/hk.txt depot/
cp /tmp/hk.txt depot192/
chmod 755 *
chown -R cis192:users *
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/etc/samba/smb.conf

Customize the configuration files

main configuration file

for Samba daemon smb.conf
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Customize the services configuration file

Changes we will make to smb.conf

e WOrkgroup = XXXXXXXX Workgroup membership
* server String = XXXXXXXXX Server description
¢ [XXXXXXXX] Share specification

Finding smb.conf

[root@Qelrond var]# smbd -b | grep PRIVATE_DIR
PRIVATE DIR: /etc/samba

[root@elrond varl# Is -l /etc/samba/

total 52

-rw-r—--r-- 1 root root 20 Jun 21 2008 1mhosts
—rw—-————--—- 1 root root 4096 Jan 21 11:04 passdb.tdb
—rw-—-————-—-— 1 root root 8192 Jan 21 11:04 secrets.tdb
-rw-r—--r-- 1 root root 10006 Jan 21 14:38 smb.conf
-rw-r--r-- 1 root root 97 Jun 21 2008 smbusers
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root@legolas ~]# cat /etc/samba/smb.conf

This is the main Samba configuration file. You should read the
smb.conf (5) manual page in order to understand the options listed
here. Samba has a huge number of configurable options (perhaps too
many!) most of which are not shown in this example

For a step to step guide on installing, configuring and using samba,
read the Samba-HOWTO-Collection. This may be obtained from:
http://www.samba.org/samba/docs/Samba-HOWTO-Collection.pdf

Many working examples of smb.conf files can be found in the
Samba-Guide which is generated daily and can be downloaded from:
http://www.samba.org/samba/docs/Samba-Guide.pdf

Any line which starts with a ; (semi-colon) or a # (hash)

is a comment and is ignored. In this example we will use a #
for commentry and a ; for parts of the config file that you
may wish to enable

NOTE: Whenever you modify this file you should run the command "testparm"
to check that you have not made any basic syntactic errors.

FH= H G H S H S H

icel
Good advice! 138
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/etc/samba/smb.conf

SELINUX NOTES:

If you want to use the useradd/groupadd family of binaries please run:
setsebool -P samba domain controller on

If you want to share home directories via samba please run: Lab 8 will not work
setsebool -P samba enable home dirs on unless this is done

If you create a new directory you want to share you should mark it as
"samba-share t" so that selinux will let you write into it.

Make sure not to do that on system directories as they may already have
been marked with othe SELinux labels.

Use 1ls -1dZ /path to see which context a directory has

Set labels only on directories you created! Lab 8 will not work
To set a label use the following: chcon -t samba share t /path unless this is done

If you need to share a system created directory you can use one of the
following (read-only/read-write):

setsebool -P samba export all ro on

or

setsebool -P samba export all rw on

If you want to run scripts (preexec/root prexec/print command/...) please
put them into the /var/lib/samba/scripts directory so that smbd will be
allowed to run them.

Make sure you COPY them and not MOVE them so that the right SELinux context
is applied, to check all is ok use restorecon -R -v /var/lib/samba/scripts
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global]
——————————————————————— Network Related Options ---—-—--——-—-——————————————
workgroup = NT-Domain-Name or Workgroup-Name, eg: MIDEARTH
server string is the equivalent of the NT Description field
netbios name can be used to specify a server name not tied to the hostname
Interfaces lets you configure Samba to use multiple interfaces
If you have multiple network interfaces then you can list the ones
you want to listen on (never omit localhost)
Hosts Allow/Hosts Deny lets you restrict who can connect, and you can
specifiy it as a per share option as well

Modify to:
workgroup = WORKGROUP
server string = Cool Samba Server

workgroup = MYGROUP
server string = Samba Server Version 5%v

netbios name = MYSERVER

interfaces = lo eth0 192.168.12.2/24 192.168.13.2/24

hosts allow = 127. 192.168.12. 192.168.13. 140
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$ - Logging Options —-—-—-——-—————————————————————

#
# Log File let you specify where to put logs and how to split them up.
#
# Max Log Size let you specify the max size log files should reach

# logs split per machine
; log file = /var/log/samba/%m.log
# max 50KB per log file, then rotate

. max log size = 50 Lab 8 will use a stand-

alone server model

——————————————————————— Standalone Server Options —--——-——-—-————-—————————————-—

=

Security can be set to user, share(deprecated) or server (deprecated)

Backend to store user information in. New installations should
use either tdbsam or ldapsam. smbpasswd is available for backwards
compatibility. tdbsam requires no further configuration.

$= oS S S 3 o

security = user «—This is the default

passdb backend = tdbsam <«— Good choice for local servers and < 250 users.
Use Idapsam for larger organizations

With tdbsam, the Samba account information will be stored in
/etc/samba/passdb.tdb. Note: This file requires that account information is

available from the /etc/passwd file. 141
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/etc/samba/smb.conf

——————————————————————— Domain Members Options —-—-——----—-————--—-——————-—-—-——

The Samba server can join a

Security must be set to domain or ads ‘ /
domain. Not using for Lab 8

Use the realm option only with security = ads
Specifies the Active Directory realm the host is part of

Backend to store user information in. New installations should
use either tdbsam or ldapsam. smbpasswd is available for backwards
compatibility. tdbsam requires no further configuration.

Use password server option only with security = server or if you can't
use the DNS to locate Domain Controllers
The argument list may include:
password server = My PDC Name [My BDC Name] [My Next BDC Name]
or to auto-locate the domain controller/s
password server = *

security = domain
passdb backend = tdbsam
realm = MY REALM

password server = <NT-Server-Name>
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Security must be set to user for domain controllers Samba can aCt as a

Backend to store user information in. New installations should domaln ContrO//eI‘. NOl’.’

use either tdbsam or ldapsam. smbpasswd is available for backwards - :
compatibility. tdbsam requires no further configuration. USIng thls for Lab 8

Domain Master specifies Samba to be the Domain Master Browser. This
allows Samba to collate browse lists between subnets. Don't use this
if you already have a Windows NT domain controller doing this job

Domain Logons let Samba be a domain logon server for Windows workstations.

Logon Scrpit let yuou specify a script to be run at login time on the client
You need to provide it in a share called NETLOGON

Logon Path let you specify where user profiles are stored (UNC path)

Various scripts can be used on a domain controller or stand-alone
machine to add or delete corresponding unix accounts

security = user
passdb backend = tdbsam

domain master = yes
domain logons = yes

# the login script name depends on the machine name

logon script = %Sm.bat
# the login script name depends on the unix user used
logon script = %u.bat

logon path = \\%L\Profiles\%u
# disables profiles support by specifing an empty path

logon path =

add user script = /usr/sbin/useradd "%u" -n -g users

add group script = /usr/sbin/groupadd "%g"

add machine script = /usr/sbin/useradd -n -c "Workstation (%u)" -M -d /nohome -s /bin/false "%u"

delete user script = /usr/sbin/userdel "%u"

delete user from group script = /usr/sbin/userdel "%u" "%g" 143

delete group script = /usr/sbin/groupdel "%g"



H= H FH H FH H H H H H

Ne N

e

CIS 192 - Lesson 11

/etc/samba/smb.conf

——————————————————————— Browser Control Options ---—-—---—---———-—-———-——————————

set local master to no if you don't want Samba to become a master
browser on your network. Otherwise the normal election rules apply

OS Level determines the precedence of this server in master browser
elections. The default value should be reasonable

Preferred Master causes Samba to force a local browser election on startup
and gives it a slightly higher chance of winning the election

local master = no

os level = 33

preferred master = yes

Browser control is about letting Windows and Samba servers appear in Network
Neighborhood views. Only one master can be allowed on a domain or workgroup.
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————————————————————————————— Name Resolution -------------—-—-————————————————
Windows Internet Name Serving Support Section:
Note: Samba can be either a WINS Server, or a WINS Client, but NOT both

- WINS Support: Tells the NMBD component of Samba to enable it's WINS Server
- WINS Server: Tells the NMBD components of Samba to be a WINS Client
- WINS Proxy: Tells Samba to answer name resolution queries on

behalf of a non WINS capable client, for this to work there must be

at least one WINS Server on the network. The default is NO.

DNS Proxy - tells Samba whether or not to try to resolve NetBIOS names
via DNS nslookups.

wins support = yes
wins server = W.X.y.Z
wins proxy = yes

Not using for Lab 8.

We will just use /etc/hosts files.
dns proxy = yes
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# - Printing Options —-—--—-—====""="="—"—"-"—-"—"—"-"-"-———~—~————
#
# Load Printers let you load automatically the list of printers rather
# than setting them up individually
#
# Cups Options let you pass the cups libs custom options, setting it to raw
# for example will let you use drivers on your Windows clients
#
# Printcap Name let you specify an alternative printcap file
#
# You can choose a non default printing system using the Printing option
load printers = yes
cups options = raw
; printcap name = /etc/printcap
#obtain list of printers automatically on SystemV
; printcap name = lpstat
; printing = cups

Leave as is for Lab 8
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/etc/samba/smb.conf

——————————————————————————— Filesystem Options —-----—-———--—-—-————-—————————-

The following options can be uncommented if the filesystem supports
Extended Attributes and they are enabled (usually by the mount option
user xattr). Thess options will let the admin store the DOS attributes
in an EA and make samba not mess with the permission bits.

Note: these options can also be set just per share, setting them in global
makes them the default for all shares

map archive = no

map hidden = no

map read only = no Leave these options
map system = no commented out for
store dos attributes = yes Lab 8
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comment = Home Directories
browseable = no The default will allow
writable = yes access to home directories
; valid users = %S
; valid users = MYDOMAIN\%S
[printers]

comment = All Printers
path = /var/spool/samba
browseable = no

guest ok = no

writable = no

printable = yes

# Un-comment the following and create the netlogon directory for Domain Logons
; [netlogon]

comment = Network Logon Service

; path = /var/lib/samba/netlogon

; guest ok = yes

; writable = no

; share modes = no



Un-comment the following to provide a specific roving profile share
the default is to use the user's home directory

[Profiles]

path = /var/lib/samba/profiles

browseable = no

guest ok = yes

# A publicly accessible directory, but read only, except for people in

#

"staff" group

[public]

comment = Public Stuff

path = /home/samba

public = yes Leave these example
writable = yes shares commented out
printable = no for Lab 8

write list = +staff

[root@legolas ~]#
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/etc/samba/smb.conf

Add these shares to the end of smb.conf

[depot]

comment = Public files on Elrond
path = /var/shares/depot

read only = yes

guest ok = yes

[depotl192]

comment = CIS 192 files on Elrond
path = /var/shares/depotl192

valid users = cisl92

writeable = yes
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Some share options

e path =

guest ok =

read only =

writeable =

valid users
* browseable
e comment =
e hosts allow

e hosts deny

Absolute path to share
Yes or no, for guest user access
Yes or no (default is yes)
Yes or no (alternate way to specify)
= Limits users that can access this share
Yes or no to appear in network neighborhood
Shown to users browsing share
= List of hostnames (e.g. localhost 192.168.2. 10.10.10.)

List of hostnames (use ALL or 0.0.0.0/0 for all hosts)

Of course, there are many more options than this!

(use man smb.conf or Google)
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[root@legolas shares]# testparm

Load smb config files from /etc/samba/smb.conf
rlimit max: increasing rlimit max (1024) to minimum
Windows limit (16384)

Processing section " [homes]"

Processing section " [printers]"

Processing section " [depot]"

Processing section " [depotl92]"

Loaded services file OK.

Server role: ROLE STANDALONE

Press enter to see a dump of your service definitions

[globall]
server string = Cool Samba Server
log file = /var/log/samba/log.%m
max log size = 50
cups options = raw

[homes]
comment = Home Directories
read only = No
browseable = No

[printers]
comment = All Printers
path = /var/spool/samba
printable = Yes
browseable = No

[depot]
comment = Public files on Elrond
path = /var/shares/depot
guest ok = Yes

[depotl192]
comment = CIS 192 files on Elrond
path = /var/shares/depot192
valid users = cisl92
read only = No

testparm

After making any changes
to smb.conf, use
testparm to validate
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e Validate smb.conf with testparm command

e Fix any errors found
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Add a normal user account to the system

[root@elrond var]# useradd -c "CIS 191" -g users cis191
[root@elrond var]# passwd cis191

Changing password for user cisl9l.

New UNIX password:

BAD PASSWORD: it is based on a dictionary word

Retype new UNIX password:

passwd: all authentication tokens updated successfully.
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Add Samba passwords

[root@elrond var]# smbpasswd -a cis191
New SMB password:

Retype new SMB password:

Added user cisl9l.

[root@elrond var]# smbpasswd -a cis192
New SMB password:

Retype new SMB password:

Added user cisl92.
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e Check if cis192 user exists:
cat /etc/passwd | grep cis191

e Create a cis191 user:
useradd -c "CIS 191" -g users cis191

e Add a password for cis191:
passwd cis191

e Configure Samba user passwords:
smbpasswd -a cis191

smbpasswd -a cis192
158
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Samba and the Firewall

Modify the firewall

Firewall ports used for file and printer sharing

UDP 137 NetBIOS Name Service
UDP 138 NetBIOS Datagram Service
TCP 139 NetBIOS Session Service
TCP 445 Microsoft Directory Service

(allows SMB to run over IP)
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With command line

iptables -I INPUT
iptables -I INPUT
iptables -I INPUT
iptables -I INPUT
service iptables save

udp -m state —--state NEW -m udp --dport 137 -j ACCEPT
udp -m state —--state NEW -m udp --dport 138 -j ACCEPT
tcp -m state --state NEW -m tcp —--dport 139 -j ACCEPT
tcp -m state —--state NEW -m tcp —--dport 445 -j ACCEPT

N NN
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[root@p32-elrond ~]1# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Apr 28 20:06:

*nat

:PREROUTING ACCEPT [18:2314]
:POSTROUTING ACCEPT [0:0]

:QUTPUT ACCEPT [1:70]

-A POSTROUTING -o ethO -j MASQUERADE
COMMIT

# Completed on Sun Apr 28 20:06:10 2013

# Generated by iptables-save v1.4.7 on Sun Apr 28 20:06:

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [55:6700]

-A INPUT -m state --state RELATED,ESTABLISHED -3j ACCEPT
-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -3j ACCEPT

—-A INPUT -p tcp -m state --state NEW -m tcp —--dport 445
—-A INPUT -p tcp -m state --state NEW -m tcp --dport 139
—-A INPUT -p udp -m state --state NEW -m udp —--dport 138
—-A INPUT -p udp -m state --state NEW -m udp —--dport 137

10

10

-]
-]
-]
-]

2013

2013

ACCEPT
ACCEPT
ACCEPT
ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -J ACCEPT

-A INPUT -j REJECT --reject-with icmp-host-prohibited
COMMIT

# Completed on Sun Apr 28 20:06:10 2013
[root@p32-elrond ~]#

udp/137
udp/138
tcp/139
tcp/445

are open now
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View the default firewall:
iptables -nL

e Insert rules to open the Samba ports:

iptables -I INPUT 9 -p udp -m state --state NEW -m udp --dport 137 -j ACCEPT
iptables -I INPUT 9 -p udp -m state --state NEW -m udp --dport 138 -j ACCEPT
iptEabilia ST IINIPUT - O od Fep™—m! ‘Sitate " SEadCEMNENS=1: tcpl = dpor t 1898 ACCE PT
iptables -I INPUT 9 -p tcp -m state --state NEW -m tcp —--dport 445 -j ACCEPT

View the default firewall:
iptables -nL

e Save the firewall:
service iptables save
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Configure SELinux

Overview

SELinux is like an internal firewall where you can define what subjects
(users, programs) can access which objects (files, devices)

e Originally created by the NSA (National Security Agency)

e Based on the MAC (Mandatory Access Control) concept where
administrators control all interactions between programs.

e Programs and users start with no rights. Any rights must be granted by
the administrator as part of the security policy for the system.

e Standard UNIX permissions are checked first then SELinux rules are
applied if necessary.
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Security Contexts

Security context have three components: a user identity, a role, and a type
(also known as a domain).

[root@celebrian varl# Is -ldZ shares/
drwxr-xr-x root root root:object r:var t shares/

[root@elrond varl# Is =1Z /usr/sbin/[sn]mbd
-rWXr-xr-x root root system u:object r:nmbd exec_t /usr/sbin/nmbd
—-IWXr-xXr-x root root system u:object r:smbd exec_t /usr/sbin/smbd

[root@elrond var]# id root

uid=0 (root) gid=0 (root)
groups=0 (root), 1 (bin), 2 (daemon), 3 (sys),4 (adm), 6 (disk), 10 (wheel)
context=root:system r:unconfined t:SystemLow-SystemHigh

A user identity is the Types (use "_t" suffix) are the
SELinux user account primary method used by SELinux to

make authorization decisions.

A role (uses "_r" suffix) defines a set of
permissions granted to a SELinux user.
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/etc/samba/smb.conf

SELINUX NOTES:

If you want to use the useradd/groupadd family of binaries please run:
setsebool -P samba domain controller on

If you want to share home directories via samba please run:

[ .
setsebool -P samba enable home dirs on ab 8 will not work

unless this is done

If you create a new directory you want to share you should mark it as
"samba-share t" so that selinux will let you write into it.

Make sure not to do that on system directories as they may already have
been marked with othe SELinux labels.

Use 1ls -1dZ /path to see which context a directory has

, , Lab 8 will not work
Set labels only on directories you created! L
To set a label use the following: chcon -t samba share t /path unless this is done

If you need to share a system created directory you can use one of the
following (read-only/read-write):

setsebool -P samba export all ro on

or

setsebool -P samba export all rw on

If you want to run scripts (preexec/root prexec/print command/...) please
put them into the /var/lib/samba/scripts directory so that smbd will be
allowed to run them.

Make sure you COPY them and not MOVE them so that the right SELinux context
is applied, to check all is ok use restorecon -R -v /var/lib/samba/scripts
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Set permissive mode

[root@legolas ~]# setenforce permissive
[root@legolas ~]1# getenforce

Permissive

Set enforcing mode
[root@legolas ~]# setenforce enforcing

[root@legolas ~]1# getenforce
Enforcing

Show SELinux status
[root@legolas ~]# sestatus

SELinux status: enabled
SELinuxfs mount: /selinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 21

Policy from config file: targeted

In Lab 8 we will configure Samba to work in enforcing mode 168



CIS 192 - Lesson 11

Samba and SELinux

This share on Elrond can be accessed ...
[root@elrond varl# Is -ld shares/
drwxr-xr-x 4 root root 4096 Jan 21 13:23 shares/

[rootRelrond var]# Is -ld shares/depot
drwxr-xr-x 2 c¢isl92 users 4096 Apr 27 02:30 shares/depot

[root@elrond var]# Is -ld shares/depot/jfk.txt
-rw-r—--r—— 1 root root 13663 Apr 27 02:30 shares/depot/jfk.txt

This share on Celebrian cannot be accessed ...
[root@celebrian var]l# Is -ld shares/
drwxr-xr-x 4 root root 4096 Apr 25 08:59 shares/

[rootQcelebrian var]l# Is -ld shares/depot
drwxr-xr-x 2 c¢isl92 users 4096 Apr 25 09:03 shares/depot

[rootQcelebrian var]l# Is -ld shares/depot/jfk.txt
-rw-r—--r—— 1 root root 13675 Apr 25 09:03 shares/depot/jfk.txt

Can you see why? ... I can’t!
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This works Ve Use the Z option to show SELinux info
[root@elrond var]l# Is -ldZ shares/
drwxr-xr-x root root root:object r:var t shares/

[root@elrond var]# Is -ldZ shares/depot
drwxr-xr-x c¢is192 users root:object r:samba share t shares/depot

[rootRelrond var]l# Is -ldZ shares/depot/jfk.txt
-rw-r--r-— root root root:object r:samba share t shares/depot/jfk.txt

This does NOT work ...
[root@celebrian varl# Is -ldZ shares/
drwxr-xr-x root root root:object r:var t shares/

[root@celebrian var]# Is -ldZ shares/depot
drwxr-xr-x ¢isl192 users root:object r:var t shares/depot

[root@celebrian varl# Is -ldZ shares/depot/jfk.txt
-rw-r--r-— root root root:object r:var t shares/depot/Jjfk.txt

Can you see why?
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Samba and SELinux

This works Ve Use the Z option to show SELinux info
[root@elrond var]l# Is -ldZ shares/
drwxr-xr-x root root root:object r:var t shares/

[root@elrond var]# Is -ldZ shares/depot
drwxr-xr-x ¢is192 users root:object r:samba share t shares/depot

[rootRelrond var]l# Is -ldZ shares/depot/jfk.txt
-rw-r--r—-— root root root:object r:samba share t shares/depot/jfk.txt

This does NOT work ...
[root@celebrian varl# Is -ldZ shares/
drwxr-xr-x root root root:object r:var t shares/

[root@celebrian varl# Is -ldZ shares/depot
drwxr-xr-x ¢isl192 users root:object r:var t shares/depot

[root@celebrian varl# Is -ldZ shares/depot/jfk.txt
-rw-r--r-— root root root:object r:var t shares/depot/Jjfk.txt

Can you see why? ... I can!
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Recursive and verbose W ( new context type that allows sharing by Samba

¥  ——— path to the shares

[root@elrond ~]# chcon -Rv -t samba_share_t /var/shares/*

context of /var/shares/depot retained as root:object r:samba share t

context of /var/shares/depot/hk.txt retained as root:object r:samba share t
context of /var/shares/depotl92 retained as root:object r:samba share t
context of /var/shares/depotl92/hk.txt retained as root:object r:samba share t
[root@elrond ~1#

Note the use of the recursive and verbose options to make the change
on all files in the directory and show what was changed
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Sharing user home directories

[root@elrond bin]# setsebool -P samba_enable_home_dirs=1
[root@elrond bin]# getsebool samba_enable_home_dirs
samba enable home dirs --> on

This SELinux boolean must be enabled to allow the
sharing of home directories
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Elrond

%1

centos§

e L eave SELinux in the default Enforcing mode

e View the security contexts on the shares:
Is -IRZ /var/shares

e Change the security context for the shares
chcon -vR -t samba_share_t /var/shares/*

e Enable home dirs to be shared
setsebool -P samba_enable_home_dirs=1

e View the revised security contexts on the shares:

Is -IRZ /var/shares 174
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We need to address
https://bugzilla.redhat.com/show bug.cgi?id=913762
by installing updated SELinux policies:

yum update selinux-policy selinux-policy-targeted

ERET=C)
L]

Mew Tab x

(5 unread) - 1 x ¥ ‘ cimms-teach %

€« — C & nttps;//bugzillaredhat.com/show_bug.cgi?id=913762 s E"

{ [ Cabrillo Colle x ¥ { E] smbtreestop, x | MY Bug913762 - x

Robert Scheck 2013-02-21 19:53:58 EST Comment 1

GHN&' Figured out that we got tricked by RHN which somehow did nmot ship the
updated SELinux policy in the first "yum update run", running another "yum
update™ brought it. Actually now that

selinux-policy-3.7.19-195.e16 4.l.noarch.rpm
selinux-policy-targeted-3.7.19-195.e1l6_4.l.noarch.rpm

are applied, everything works again as expected. Sorry for the troubkle!

Robert Scheck 2013-02-21 19:54:48 EST Comment 2

May somebody eclose this as NOTABUG? I'm lacking the permissions to do so.

Guenther Deschner 2013-02-21 20:02:09 EST Comment 3

Closing as not a bug - as reguested by the reporter.

Anyway - Thanks for reporting !

This will allow the nmbd service to start properly 175
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Start the service

[root@elrond var]# service smb start
Starting SMB services: [ OK ]

[root@elrond var]# service nmb start
Starting NMB services: [ OK ]

Start the service automatically during system startup

[root@elrond var]# chkconfig smb on
[root@elrond var]# chkconfig nmb on
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Monitor and verify service is running

[root@p32-elrond ~]# service smb status
smbd (pid 2087) 1is running...

[root@p32-elrond ~]# service nmb status
nmbd (pid 2103) 1s running...
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Monitor TCP ports and verify service is running

[root@p32-elrond ~]# netstat -tin
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 0.0.0.0:111 0.0.0.0:* LISTEN
tcp 0 0 0.0.0.0:22 0.0.0.0:+* LISTEN
tcp 0 0 0.0.0.0:41732 0.0.0.0:+* LISTEN
tcp 0 0 :::901 e LISTEN
tcp 0 0 :::139 A LISTEN
tcp 0 0 :::111 A LISTEN
tcp 0 0 :::22 ce ek LISTEN
tcp 0 0 :::34359 * LISTEN
tcp 0 0 :::445 * LISTEN

~]

[root@p32-elrond #

Port 139 is used for NetBIOS sessions (file and print sharing)
Port 445 js used for Microsoft Active Directory Services and it enables
SMB to run over IP
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NETSTAT (8) Linux Programmer’s Manual NETSTAT (8)

NAME
netstat - Print network connections, routing tables, interface statistics, masquerade con-
nections, and multicast memberships

SYNOPSIS
netstat [address family options] [--tcpl-t] [--udp|-u] [-—raw]|-w] [--listening|-1]
[--all|-a] [-—numeric|-n] [--numeric-hosts] [--numeric-ports] [--numeric-ports] [-—-sym-
bolic|-N] [--extend|-e[--extend|-e]] [--timers|-o] [--program|-p] [--verbose|-v] [--continu-

ous|-c] [delay]

netstat {--route|-r} [address family options] [-—extend|-e[--extend|-e]] [--verbose|-Vv]
[--numeric|-n] [--numeric-hosts][--numeric-ports] [--numeric-ports] [--continuous|-c] [delay]
netstat {--interfaces|-I|-i} [iface] [--all|-a] [--extend]|-e] [--verbose|-v] [--program|-p]
[--numeric|-n] [--numeric-hosts][--numeric-ports] [--numeric-ports] [--continuous|-c] [delay]
netstat {-—groups|-g} [-—numeric|-n] [--numeric-hosts] [--numeric-ports] [--numeric-ports]

[--continuous|-c] [delay]

netstat {-—-masquerade| -M} [-—extend]|-e] [--numeric|-n] [--numeric-hosts] [-—numeric-
ports] [--numeric-ports] [--continuous|-c] [delay]

netstat {--statistics|-s} [--tcpl-t] [--udpl|-u] [--raw|-w] [delay]
netstat {--version|-V}

netstat {--help|-h}

address family options:

[--protocol={inet,unix,ipx,ax25,netrom,ddp}[,...]] [-—unix|-x] [--inet|--ip] [-—ax25]
[--ipx] [--netrom] [--ddp]

NOTE

This program is obsolete. Replacement for netstat is ss. Replacement for netstat -r is 1ip
route. Replacement for netstat -i is ip -s link. Replacement for netstat -g is ip maddr.
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Monitor and verify service is running

[root@p32-elrond ~]# ss -tlnp -a

State Recv-Q Send-Q Local Address:Port Peer Address:Port

LISTEN 0 64 :::901 R users: ( ("xinetd",2505,5))
LISTEN 0 50 :::139 o users: (("smbd",2087,26))
LISTEN 0 128 c0:111 A users: (("rpcbind",1359,11))
LISTEN 0 128 *:111 * ok users: (("rpcbind",1359,8))
LISTEN 0 128 1122 A users: (("sshd",1481,4))
LISTEN 0 128 *:22 * ok users: (("sshd", 1481, 3))
LISTEN 0 128 :::34359 A users: (("rpc.statd",1377,11))
LISTEN 0 50 :::445 A users: ( ("smbd",2087,25))
LISTEN 0 128 *:41732 * ok users: (("rpc.statd",1377,9))

[root@p32-elrond ~]#

Port 139 is used for NetBIOS sessions (file and print sharing)
Port 445 js used for Microsoft Active Directory Services and it enables
SMB to run over IP
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Do a verbose scan of TCP
ports on Elrond from Frodo

Starting Nmap 5.21 ( http://nmap.org ) at 2013-04-30 14:26 PDT
Initiating ARP Ping Scan at 14:26

Scanning p32-elrond (172.20.192.224) [1 port]

Completed ARP Ping Scan at 14:26, 0.00s elapsed (1 total hosts)
Initiating Connect Scan at 14:26

Scanning p32-elrond (172.20.192.224) [1000 ports]

Discovered open port 22/tcp on 172.20.192.224

Discovered open port 139/tcp on 172.20.192.224

Discovered open port 445/tcp on 172.20.192.224

Connect Scan Timing: About 50.40% done; ETC: 14:27 (0:00:31 remaining)
Discovered open port 901/tcp on 172.20.192.224

Completed Connect Scan at 14:27, 49.35s elapsed (1000 total ports)
Nmap scan report for p32-elrond (172.20.192.224)

Host is up (0.97s latency).

Not shown: 996 filtered ports

PORT STATE SERVICE TCP port probe shows ports 139 and 445

22/tcp open ssh which are used by Samba.
139/tcp open netbios-ssn

445/tcp open microsoft-ds .
901/tcp open samba-swat Samba swat on TCP port 901 is a web-based

MAC Address: 00:50:56:BD:95:BF (VMware) Samba utility (discussed in next section)

root@p28-frodo:~# nmap -v -sT p32-elrond

Read data files from: /usr/share/nmap

Nmap done: 1 IP address (1 host up) scanned in 49.49 seconds
Raw packets sent: 1 (42B) | Rcvd: 1 (42B)

root@p28-frodo:~#
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Monitor UDP ports and verify service is running

[root@p32-elrond ~]# netstat -uln
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
udp 0 0 0.0.0.0:111 0.0.0.0:*
udp 0 0 172.20.255.255:137 0.0.0.0:%
udp 0 0 172.20.192.224:137 0.0.0.0:*
udp 0 0 192.168.32.255:137 0.0.0.0:*
udp 0 0 192.168.32.1:137 0.0.0.0:*
udp 0 0 0.0.0.0:137 0.0.0.0:*
udp 0 0 172.20.255.255:138 0.0.0.0:*
udp 0 0 172.20.192.224:138 0.0.0.0:*
udp 0 0 192.168.32.255:138 0.0.0.0:%
udp 0 0 192.168.32.1:138 0.0.0.0:*
udp 0 0 0.0.0.0:138 0.0.0.0:*
udp 0 0 0.0.0.0:686 0.0.0.0:*
udp 0 0 0.0.0.0:35771 0.0.0.0:*
udp 0 0 0.0.0.0:705 0.0.0.0:*
udp 0 0 :::36055 I

udp 0 0 :::111 i

udp 0 0 :::686 i
[root@p32-elrond ~]#

UDP Port 138 is used for NetBIOS name service (file and print sharing)
UDP Port 139 is used for NetBIOS datagram service (file and print sharing) 183
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[root@p32-elrond ~]# ss =-ulnp -a

State Recv-Q Send-0Q Local Address:Port Peer Address:Port

UNCONN 0 0 *:111 xx users: ( ("rpcbind",1359,6))
UNCONN 0 0 172.20.255.255:137 xx users: (("nmbd",2103,16))
UNCONN 0 0 172.20.192.224:137 xx users: (("nmbd",2103,15))
UNCONN 0 0 192.168.32.255:137 xx users: (("nmbd",2103,12))
UNCONN 0 0 192.168.32.1:137 xx users: (("nmbd",2103,11))
UNCONN 0 0 *:137 xx users: ( ("nmbd", 2103, 9))
UNCONN 0 0 172.20.255.255:138 xx users: (("nmbd",2103,18))
UNCONN 0 0 172.20.192.224:138 xx users: (("nmbd",2103,17))
UNCONN 0 0 192.168.32.255:138 xx users: (("nmbd",2103,14))
UNCONN 0 0 192.168.32.1:138 xx users: (("nmbd",2103,13))
UNCONN 0 0 *:138 xx users: (("nmbd",2103,10))
UNCONN 0 0 *:686 xx users: ( ("rpcbind",1359,7))
UNCONN 0 0 *:35771 xx users: (("rpc.statd",1377,8))
UNCONN 0 0 *:705 xx users: (("rpc.statd",1377,5))
UNCONN 0 0 :36055 B users: (("rpc.statd",1377,10))
UNCONN 0 0 ::111 R users: ( ("rpcbind",1359,9))
UNCONN 0 0 1686 R users: (("rpcbind",1359,10))
[root@p32-elrond ~1#

UDP Port 138 is used for NetBIOS name service (file and print sharing)
UDP Port 139 is used for NetBIOS datagram service (file and print sharing)
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Do a verbose scan of UDP ports

root@p28-frodo:~# nmap -v -sU p32-elrond
on Elrond from Frodo

Starting Nmap 5.21 ( http://nmap.org ) at 2013-04-30 14:55 PDT

Initiating ARP Ping Scan at 14:55

Scanning p32-elrond (172.20.192.224) [1 port]

Completed ARP Ping Scan at 14:55, 0.00s elapsed (1 total hosts)

Initiating UDP Scan at 14:55

Scanning p32-elrond (172.20.192.224) [1000 ports]

Increasing send delay for 172.20.192.224 from 0 to 50 due to max successful tryno increase to 4
Increasing send delay for 172.20.192.224 from 50 to 100 due to max successful tryno increase to 5
Increasing send delay for 172.20.192.224 from 100 to 200 due to max successful tryno increase to 6
Increasing send delay for 172.20.192.224 from 200 to 400 due to 11 out of 17 dropped probes since last increase.
Increasing send delay for 172.20.192.224 from 400 to 800 due to 11 out of 11 dropped probes since last increase.
UDP Scan Timing: About 5.42% done; ETC: 15:05 (0:09:00 remaining)

UDP Scan Timing: About 8.12% done; ETC: 15:08 (0:11:30 remaining)

UDP Scan Timing: About 11.11% done; ETC: 15:09 (0:12:08 remaining)

UDP Scan Timing: About 29.00% done; ETC: 15:12 (0:11:26 remaining)

UDP Scan Timing: About 35.43% done; ETC: 15:12 (0:10:36 remaining)

UDP Scan Timing: About 41.54% done; ETC: 15:12 (0:09:44 remaining)

UDP Scan Timing: About 47.23% done; ETC: 15:12 (0:08:51 remaining)

UDP Scan Timing: About 52.60% done; ETC: 15:12 (0:07:59 remaining)

Discovered open port 137/udp on 172.20.192.224

UDP Scan Timing: About 57.85% done; ETC: 15:12 (0:07:07 remaining)

UDP Scan Timing: About 62.94% done; ETC: 15:12 (0:06:13 remaining)

UDP Scan Timing: About 68.23% done; ETC: 15:12 (0:05:22 remaining)

UDP Scan Timing: About 73.39% done; ETC: 15:12 (0:04:30 remaining)

UDP Scan Timing: About 78.55% done; ETC: 15:12 (0:03:38 remaining)

UDP Scan Timing: About 83.62% done; ETC: 15:12 (0:02:47 remaining)

UDP Scan Timing: About 88.79% done; ETC: 15:12 (0:01:55 remaining)

UDP Scan Timing: About 93.86% done; ETC: 15:12 (0:01:03 remaining)

Completed UDP Scan at 15:13, 1070.34s elapsed (1000 total ports)

Nmap scan report for p32-elrond (172.20.192.224)

Host is up (0.00030s latency).

Not shown: 998 filtered ports

PORT STATE SERVICE
137/udp open netbios-ns UDP pOFt probe shows ,DOf'tS
138/udp open|filtered netbios-dgm 137 and 138 are open

MAC Address: 00:50:56:BD:95:BF (VMware)

Read data files from: /usr/share/nmap
Nmap done: 1 IP address (1 host up) scanned in 1070.40 seconds

Raw packets sent: 1437 (40.867KB) | Rcvd: 1086 (61.129KB)
root@p28-frodo: ~#
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[root@elrond bin]# smbclient -L williamlO0O

Password:

Anonymous login successful

Domain=[WORKGROUP] OS=[Windows 5.1] Server=[Windows 2000 LAN Manager]

Sharename Type Comment

cli rpc pipe open: cli nt create failed on pipe \srvsvc to machine williaml0O0.
Error was NT STATUS ACCESS DENIED
Error returning browse list: NT STATUS ACCESS DENIED

Anonymous login successful
Domain=[WORKGROUP] OS=[Windows 5.1] Server=[Windows 2000 LAN Manager]

Server Comment

DV2000

ELROND Cool Samba Server
WILLIAM100

Workgroup Master

WORKGROUP WILLIAM100

[root@elrond bin]#
Problem: Get error message above when trying to browse Samba Server.

Fix: specify a user (e.g. smbclient -L william100 -U cis192) and supply the
password for that user when prompted. 189
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="s Workgroup |._| |E| |z|
File Edit Wiew Fawvorites Tools  Help r’
@ Back - I'\_) Lﬂ% p Search lE:’ Folders v

Address .jl'.’ Workgroup v| G0

MNetwork Tasks

e - : -
E‘ Cool Samba Server (Elrond) g‘ Williarn

i Add a netwark place

& View netwark
connections

Set up a home or small
office nebwark,
< Setup a wireless =
= =
ey Workgroup |£|
small office
J’ Wigw warkgroup
compukers
 Show icons For
netwarked UPRP
devices

V\Elrond is not accessible, You might not have permission to use this netwark resource.
Contact the administrator of this server bo find out if vou have access permissions,

The netwoark path was not Found.

Other Places

Y Microsoft Windows
Metwork

i illam

[E] My Documents
[ Shared Documents
2y Printers and Faxes

O % &:08PM

Problem: Get error message above when trying to open Cool Samba Server.

Fix: Open firewall on Samba server to allow (ports 137/udp, 138/udp,
139/tcp, and 445/tcp) 190
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[root@legolas ~]# ping -cl elrond
PING elrond (192.168.2.1) 56(84) bytes of data.
64 bytes from elrond (192.168.2.1): icmp seg=1l ttl=64 time=2.10 ms

--—- elrond ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 2.108/2.108/2.108/0.000 ms
[root@legolas ~]# smbclient -IL elrond

Error connecting to 192.168.2.1 (No route to host)

Connection to elrond failed (Error NT STATUS HOST UNREACHABLE)

[root@legolas ~1#

Problem: Get error message above when trying to browse Samba Server.

Fix: Open firewall on Samba server to allow (ports 137/udp, 138/udp, 139/tcp, and
445/tcp)
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| 7 Cool Samba Server [Elrond)

8 Fil= Edii  Wiew Favorites  Tools  Help

@Back - -\_) LE pSearch H:‘ Falders v

address | i \iElrand

— - AN

Metwork Tasks \ ? cis192

2 Add & netwark place
Wigw network ( ¥

conneckions

% Set up a home or small
office network

< Set up a wircless Cool 5amba Server, (Elrond)

network for a home or
=mall office V\Elrondidepot is not accessible. You might not have permission to use this nebwaork
resaurce, Contact the administrator of this server to find out if vou have access

view warkgroup permissions

cormputers
@ Show icons For Access is denied.

networked LUPnP

devices

Other Places

4 start P Cool Samba Server (E... &)L O si24pm

Problem: Get error message above when trying to open a share on Samba server

Fix: On Samba server, set the SELinux type on the shares with:
chcon -R -t samba_share_t /var/shares/* 192
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[root@legolas ~]# mount -o username=cisl92 //elrond/depot /mnt
Password:

[root@legolas ~]1# 1ls /mnt
ls: reading directory /mnt: Permission denied
[rootQRlegolas ~]#

Problem: Get error message above when trying to open a share in /var/shares

Fix: On Samba server, set the SELinux type on the shares with:
chcon -R -t samba_share_t /var/shares/*
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Williamd e

| ¥ Cool Samba Server (Elrond)
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<y Tefup 3 wireless
pErmissions.
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computers

@8 Shaw icons For
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devices
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Problem: Get error message above when trying to open home directory share on
Samba server

Fix: Set the SELinux type with setsebool -P samba_enable_home_dirs=1 to
enable sharing home directories on the Samba server 194
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Samba

Troubleshoot

[root@legolas ~]# mount -o username=cisl92 //elrond/cisl92 /mnt

Password:
retrying with upper case share name
mount error 6 = No such device or address

Refer to the mount.cifs(8) manual page (e.g.man mount.cifs)
[rootRlegolas ~1#

Problem: Get error message above when trying to open home directory share on
Samba server

Fix: Set the SELinux type with setsebool -P samba_enable_home_dirs=1 to
enable sharing home directories on the Samba server
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Samba

Troubleshoot

[root@legolas shares]# SmbpaSSWd -—a ClSlgl

New SMB password:

Retype new SMB password:

tdbsam open: Converting version 0 database to version
account policy get: tdb fetch uint32 failed for field
account policy get: tdb fetch uint32 failed for field
account policy get: tdb fetch uint32 failed for field
account policy get: tdb fetch uint32 failed for field
account policy get: tdb fetch uint32 failed for field
account policy get: tdb fetch uint32 failed for field
account policy get: tdb fetch uint32 failed for field
account policy get: tdb fetch uint32 failed for field
account policy get: tdb fetch uint32 failed for field
account policy get: tdb fetch uint32 failed for field
Added user cisl9l.

(min password length), returning 0
(password history), returning 0
(user must logon to change password), returning 0
(maximum password age), returning 0
(minimum password age), returning 0
(lockout duration), returning O
(reset count minutes), returning 0
(bad lockout attempt), returning 0
(disconnect time), returning O
0 (refuse machine password change), returning 0

H O 0w Jo Ul WK W

Misleading messages that can happen the first time a new user is
added. It still works and doesn’t happen again.
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Samba

Monitor log files

[rooteelrond ~1# tail =20 /var/log/messages

Apr 23 19:27:37 elrond nmbd[327]:

Apr 23 19:27:37 elrond nmbd[327] KKKk

Apr 23 20:14:39 elrond nmbd[327]: [2010/04/23 20:14:39, 0] nmbd/nmbd.c:terminate (58)
Apr 23 20:14:39 elrond nmbd[327]: Got SIGTERM: going down...

Apr 23 20:16:39 elrond nmbd[626]: [2010/04/23 20:16:39, 0] nmbd/nmbd.c:terminate (58)
Apr 23 20:16:39 elrond nmbd[626] Got SIGTERM: going down...

Apr 23 20:18:45 elrond kernel: CIFS VFS: cifs read super: get root inode failed
Apr 23 20:22:04 elrond kernel: CIFS VFS: cifs read super: get root inode failed
Apr 23 20:22:22 elrond nmbd[677]: [2010/04/23 20:22:22, 0]

nmbd/nmbd become Ilmb.c:become local master stage2(396)

Apr 23 20:22:22 elrond nmbd[677]: KHREEK

Apr 23 20:22:22 elrond nmbd[677]:

Apr 23 20:22:22 elrond nmbd[677]: Samba name server ELROND is now a local master browser for workgroup
WORKGROUP on subnet 172.30.4.131

Apr 23 20:22:22 elrond nmbd[677]:

Apr 23 20:22:22 elrond nmbd[677]: KHREEK

Apr 23 20:22:22 elrond nmbd[677]: [2010/04/23 20:22:22, 0]

nmbd/nmbd become Ilmb.c:become local master stage2(396)

Apr 23 20:22:22 elrond nmbd[677]: KHREEK

Apr 23 20:22:22 elrond nmbd[677]:

Apr 23 20:22:22 elrond nmbd[677]: Samba name server ELROND is now a local master browser for workgroup
WORKGROUP on subnet 192.168.2.1

Apr 23 20:22:22 elrond nmbd[677]:

Apr 23 20:22:22 elrond nmbd[677]: KHRHKK

[root@elrond ~1#
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Samba

Monitor log files

[root@elrond ~14 tail =20 /var/log/samba/nmbd.log
[2010/04/23 20:14:40, 0] nmbd/nmbd.c:main (724)
Netbios nameserver version 3.0.33-3.15.el5 4.1 started.
Copyright Andrew Tridgell and the Samba Team 1992-2008
[2010/04/23 20:16:39, 0] nmbd/nmbd.c:terminate (58)
Got SIGTERM: going down...
[2010/04/23 20:16:40, 0] nmbd/nmbd.c:main (724)
Netbios nameserver version 3.0.33-3.15.el5 4.1 started.
Copyright Andrew Tridgell and the Samba Team 1992-2008
[2010/04/23 20:22:22, 0] nmbd/nmbd become Imb.c:become local master stage2(396)

* Kk Kk kK

Samba name server ELROND is now a local master browser for workgroup WORKGROUP on subnet 172.30.4.131

* Kk Kk kK

[2010/04/23 20:22:22, 0] nmbd/nmbd become Ilmb.c:become local master stage2(396)

* Kk Kk kK

Samba name server ELROND is now a local master browser for workgroup WORKGROUP on subnet 192.168.2.1

* Kk Kk kK

[root@elrond ~]#
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Logs

Monitor log files

[root@elrond ~14 tail =20 /var/log/samba/smbd.log
192.168.2.105 (192.168.2.105) connect to service depotl92 initially as user cisl92 (uid=500, gid=500) (pid
30617)
[2010/04/23 05:45:43, 1] smbd/service.c:close cnum(1239)
192.168.2.105 (192.168.2.105) closed connection to service depotl92
[2010/04/23 05:45:49, 1] smbd/service.c:make connection snum(1042)
192.168.2.105 (192.168.2.105) connect to service depotl92 initially as user cisl92 (uid=500, gid=500)
(pid 30619)
[2010/04/23 19:22:01, 1] smbd/service.c:close cnum(1239)
192.168.2.105 (192.168.2.105) closed connection to service depotl92
[2010/04/23 19:22:04, 0] smbd/server.c:main(944)
smbd version 3.0.33-3.15.el5 4.1 started.
Copyright Andrew Tridgell and the Samba Team 1992-2008
[2010/04/23 19:30:24, 1] smbd/service.c:make connection snum(1042)
192.168.2.105 (192.168.2.105) connect to service depotl92 initially as user cisl92 (uid=500, gid=500)
(pid 504)
[2010/04/23 20:14:39, 1] smbd/service.c:close cnum(1239)
192.168.2.105 (192.168.2.105) closed connection to service depotl92
[2010/04/23 20:14:40, 0] smbd/server.c:main(944)
smbd version 3.0.33-3.15.el5 4.1 started.
Copyright Andrew Tridgell and the Samba Team 1992-2008
[2010/04/23 20:16:40, 0] smbd/server.c:main(944)
smbd version 3.0.33-3.15.el5 4.1 started.
Copyright Andrew Tridgell and the Samba Team 1992-2008
[root@elrond bin]l#
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Samba

Configure additional security

« Maintain a firewall that prevents Internet access to ports 137-139 and
445

« smb.conf
* [global] host based security example:
hosts allow = 127.0.0.1 172.30.4.0/24
hosts deny = 0.0.0.0/0

- [global] Interface based security example:
interfaces = lo ethl

» [share-name] User based security example:
valid users = cis192, cis192
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SWAT

Overview

SWAT (Samba Web Administration Tool) is a web base configuration
tool for samba shares

e Works under xinetd super daemon.

e Install the samba-swat package on Red Hat family of systems

e Edit the /etc/xinetd.d/swat configuration file and set disable=no
e Start or restart the xinetd service

e Browse to http://localhost:901

e Make a backup of your smb.conf file because it will be modified by
SWAT

e For remote access, open firewall port tcp/901 and edit the
only_from setting in /etc/xinetd.d/swat
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[root@p32-elrond ~]# rpm =-ga | grep samba-swat
samba-swat-3.5.10-125.el6.x86 64

If needed, install with:
[root@p32-elrond ~]# yum install samba-swat
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SWAT Configuration

[root@elrond sambal# cat /etc/xinetd.d/swat

# default: off

# description: SWAT is the Samba Web Admin Tool. Use swat \

# to configure your Samba server. To use SWAT, \

# connect to port 901 with your favorite web browser.
service swat

{

port = 901

socket type = stream

wait - no ¥~ For remote access
only from = 127.0.0.1 172.20.0.0

user = root

server = /usr/sbin/swat

log on failure += USERID

disable no. ____— Change to no to
} enable SWAT service

[root@elrond sambal# service Xinetd start
Starting xinetd: [ OK ]
[root@elrond sambal#
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SWAT Configuration
(For remote access)

[root@p32-elrond ~]1# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Mon Apr 29 09:17:51 2013
*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [6:360]

:OUTPUT ACCEPT [266:34887]

-A INPUT -m state --state RELATED,ESTABLISHED -7J ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 445 -J ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 139 -j ACCEPT
-A INPUT -p udp -m state --state NEW -m udp --dport 138 -j ACCEPT
-A INPUT -p udp -m state --state NEW -m udp --dport 137 -j ACCEPT
—-A INPUT -p tcp -m state --state NEW -m tcp --dport 901 -j ACCEPT
-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

# Completed on Mon Apr 29 09:17:51 2013

# Generated by iptables-save v1.4.7 on Mon Apr 29 09:17:51 2013
*nat

:PREROUTING ACCEPT [3097:512470]

:POSTROUTING ACCEPT [451:42204]

:OUTPUT ACCEPT [1703:143408]

-A POSTROUTING -o ethO -j MASQUERADE

COMMIT

# Completed on Mon Apr 29 09:17:51 2013
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Browse to http://localhost:901 and login

«% Applications Places System %@ % W s12am &
@ Mozilla Firefox 3 Beta 5 (=][=][x]
Fle Edit Miew History Bookmarks Tools Help :}
o » O B | localhost:901 |~ | [C~ @,|
=i Smart Bookmarks ~ Cent0OS [ZiSupport™
] Authentication Required x
@ A username and password are being requested by http:/flocalhost:901. The site says:
"SWAT"

User Name: [ root

|
Password: [ ]
|

lXCancell [ & ok

Waiting for localhest... O
@ [ B [rooct@elrond:fet... ][ [WMware Tools Pr... H i Welcome to Cen... H ‘, Mozilla Firefox 3 ... ]:---.
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SWAT

Home page has documentation
w ™ Applications Places System %@

Samba Web Administration Tool - Mozilla Firefox 3 Beta 5

Fle Edit View History Bookmarks Tools Help

G o @ 0 @ |9 ntpoocainost:s01 -] [a~

T
:Sju’fffféxﬂ*

r
- —

A
Bl ®|(|B|| P4 €| | =e

HOME GLOBALS SHFIEE PRINTERS WIZARD STATUS VIEW PASSWORD

Welcome to SWAT!

Please choose a configuration action using one of the above buttons

Samba Docuomentation

» Daemons
@ smbd -the SME dasmon
o nmbd - the NetBIOS nameserver
o winbindd - the winbind daemon
» Configuration Files
o smb.conf - the main Samba configuration file
o lmhosts - NetBIOS hosts file
e smbpasswd - SMEB password file
» Administrative Utilities
o smbeontrol - send control messages to Samba daemons
e smbpasswd - managing SMB passwords
e SWAT - web configuration tool
o net - tool for administration of Samba and remote CIFS servers
o pdbedit - Samba user account management tool
e tdbbackup - Tool for backing up TDE databases
a Chant Toanlk

Done

@ [ E [root@elrond:fet... ][ [ [VMware Tools Pr... ][ ﬁ Welcome to Cen... ][ & Samba Web Ad...
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Globals page
w ™ Applications Places System %@

Samba Web Administration Tool - Mozilla Firefox 3 Beta 5

»
Ln
-
.
|l =
il =
P2y

Fle Edit View History Bookmarks Tools Help

@ v @ O @ @ npiocanost:901/giobals |~ | G~ Q|

samba
_SUM?}; «¥
G| ® | = /A | =

HOME GLOBALS SHARES PRINTERS WIZARD ETATUS WIEW PASEWORD

Global Parameters ]

Current View Is: @ Basic )] Advanced

Change View To

[ Commit Changes ][ Feset Values ]

Base Options
Help  workgroup [workaROUR || set Defaul |
Help realm ( || St Default |
Help  netbios name [ELHDND ][ et Default ]
Help netbhios aliases [ ][ Set Default ]
Help  server string [Cool Samt Server || St Default |
Heln  interfares [ I =t mefaur | L7
Done
@%[ Bl [root@elrond:/et... ][ [VMware Tools Pr... ][ ﬁ Welcome to Cen... ][ i‘, Samba Web Ad... ]_---.
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SWAT

Shares page where a share can be selected
w ™ Applications Places System %@

® si1s5am &

Samba Web Administration Tool - Mozilla Firefox 3 Beta 5 -5 %|

Fle Edit View History Bookmarks Tools Help

@ © v @ 0 @ |8 ntpiocanost:s01/shares -] [a~ O\

3
Sﬂfgg/ﬂf
A

E|® |B| ||| ©|d| ==

HOME GLOBALS SHES PRINTERS WIZARD STATUS VIEW PASSWORD

Share Parameters

Current View Is: @ Basic )] Advanced

Change View To

| Choese share | ({77774 | Delete Share |

e

Done

@i[ & [root@elrond:/fet... ][ [VMware Tools Pr... ][ @ welcome to Cen... ][ @ Ssamba Web Ad... ]_---.
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Configure a specific share
« ™ Applications Places System %@

Samba Web Administration Tool - Mozilla Firefox 3 Beta 5

File Edit View History Bookmarks Tools Help

@ o @ 0B 6] http:/focalhost:901/shares |~ | G~ @,
b —
LSl ¢ fﬁ?f 2CH
v
G| & | B g/ EHIES
HOME GLOBALS SHARES PRINTERS WIZARD STATUS VIEW PASSWORD
Share Parameters
Current View Is: @ Basic Dﬂdva.uced
Change View To:
| Chocee Share | [depctloz a || Delets Share |
[ Creabe Share ] [ ]
[ Commit Changes ][ Feset Walues ]
Base Options
Help  comment  [CIS 192 files on Elrond || st Default |
Help path [#arisharesidepee192 || s=t Defautt |
Security Options L
Heln invalid nsers | I st nefanir | |
Done
@%[ S [root@elrond:/et... H [VMware Tools Pr... ][ @ welcome to Cen... ][ @ samba Web Ad... ]:---.
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Overall service status

«® Applications Places System %@ W saisam &

Samba Web Administration Tool - Mozilla Firefox 3 Beta 5

Fle Edit Miew History Bookmarks Tools Help

@ o v 0 D 8] http:/focalhost:901/status |~ | G~ @,|

A
5| & | @ || d | =

HOME GLOBALS SHARES PRINTERS WIZARD STATUS WIEW PASSWORD

Server Status

Refresh Interval:

version: 3.0.33-3.7.el3

smbd: running [ Stop smibd ] [ Festart smbd ]
nmbd:  running | stopnmbd | [ Resmrtnmbd |
winbindd: not running | Strt winbindd || Restart winbindd |

ET | Restart Al |

Active Connections

[PID [Client [IP address [Date [Kil|

Active Shares =

Done

@ [g [root@elrond: jet... ]

[ [VMware Tools Pr... H @ Wwelcome to Cen... H @ samba Web Ad... | | .
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Elrond

%1

centos§

e Install samba-swat with yum install samba-swat

e Edit /etc/xinetd.d/swat and set
e disable=no
e only from= 127.0.0.1 172.20.0.0

e Open TCP 901 in the firewall:
iptables -I INPUT 5 -p tcp -m state --state NEW -m tcp
--dport 901 -j ACCEPT

e Start xinetd with service xinetd start

e Browse to SWAT at http://<elrond IP address>:901
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Lab 8 Samba
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Samba

e http://www.samba.org

e http://www.rxn.com/services/fag/smb/samba.history.txt

e http://www.samba.org/samba/docs/Samba-HOWTO-Collection.pdf

e http://www.linuxhomenetworking.com/wiki/index.php/Quick_ HOWTO_:_Ch10_:_Windows,_Linux,
and_Samba

Samba and the firewall
e http://troy.jdmz.net/samba/fw/

TDB database

e http://www.linuxtopia.org/online_books/network_administration_guides/samba_reference_guide/
07_install_06.html#tdbpermfiledesc
e http://www.centos.org/docs/4/html/rhel-rg-en-4/s1-samba-account-info-dbs.html

Network Browsing
e http://www.centos.org/docs/4/html/rhel-rg-en-4/s1-samba-network-browsing.html

Share options
http://oreilly.com/catalog/samba/chapter/book/ch04_05.html

SELinux
http://www.crypt.gen.nz/selinux/faq.html#WWW. 1
http://www.linuxtopia.org/online_books/getting_started_with_SELinux/SELinux_overview.html
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New commands, daemons:
chcon -Rv -t samba_share_t *
Is -IRZ

smbclient -L computername
smbtree

testparm

smbd -b | grep PRIVATE_DIR

Windows commands

net view

net view \\computername

net use driveletter: \\computername\sharename
net use * /DELETE

Configuration files
/etc/samba/smb.conf

Windows configuration files
C:\WINDOWS\system32\drivers\etc\hosts
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Next Class

Assignment: Check Calendar Page %60609‘@
NS
Quiz questions for next class:

« What firewall ports must be opened for Samba?

« If you see the IPC$, ADMIN$ and C$ shares on a server is
the server most likely running Linux or Windows?

« What option on the Is command will let you view the
SELinux security contexts?
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Samba

I. Four main goals of Samba software
e File and print services
o Authentication and authorization
e Name Resolution
e Service announcement or browsing

II. Software downloads from www.samba.org

III. Samba may be configured for one of four security modes:
e Share - no user-level authentication required
e User - Authenticates against the local /etc/passwd file
e Server - Uses a Microsoft server for its accounts database
e Domain - Uses a Domain Controller to authenticate the incoming user
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Samba

IV. Microsoft networking concepts
o NetBIOS - Network Basic Input Output System
e SMB - Server Message Blocks protocol - performs file and print sharing
e NMB - Name Message Blocks - name resolution and browsing functions

V. Connecting to Microsoft systems
e smbclient - used to list and connect to shares on an MS client
smbclient -L Servername -U account%password
smbclient //Servername/sharename -U account[%password]
e smb interpreter: cd, Is, get, put, mget, mput, md, Icd, !

223



CIS 192 - Lesson 11 ' F ‘ I Iw

Samba

VI. Mounting a remote file share
For a persistent share, you can mount a remote filesystem with:
» mount -t smbfs -0 username=username,password=password
//servername/sharename /mntpoint
« smbmount //servername/sharename /mntpoint -o username=username

VII.Configuring the Samba software
s rom -qi samba
e smb.conf:
e Global Section - server-wide parameters
e Share Definitions - share listings are specified here
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Samba

VIII. Creating file shares for use with the Samba Server
e Home directories are shared by default
e Fach share needs a section with one or more of the following defined:
comment - a descriptive comment about the share visible to those
browsing
path - the absolute path to the share directory on the Samba
server
writable - allows users connected to the share to add or modify
files in the share
browseable - specifies whether the share should be visible in
Network Neighborhood and other share lists
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