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Lesson Module Status
e Slides
« Whiteboard with 1st minute quiz

Flashcards

Web Calendar summary
Web book pages
Commands

Howtos

» Final exam preview uploaded

« Backup slides, Confer links, handouts on
flash drive
« 9V backup battery for microphone
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Course history and credits

Jim Griffin

* Jim created the original version of this course

 Jim’s site: http://cabrillo.edu/~jgriffin/

Rick Graziani

« Thanks to Rick Graziani for the use of some of his great
network slides

» Rick’s site: http://cabrillo.edu/~rgraziani/
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Instructor: Rich Simms

Dial-in: 888-450-4821
Passcode: 761867
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VMs for tonight
Celebrian, Frodo

'é‘ e | - Y

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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ccc () Confer Qég’;

l

[ ] Preload White Board with cis*lesson??*-WB

[ﬂ [ Load Content ] | Record | HH I () CCC Confer -0 - RICH SIMMS
File Edit View Tools Window Help
—

+ AUDIO & VIDED 2% =

[ R

[ ] Connect session to Teleconference ==
MAIN ROOM (2] “e0H:%H T ;

to teleconference r {You S i
—\> % Teleconference 3 < | s . :
i —r
[ ] Is recording on? 9 —
+ AUDIO & VIDEO o g =
@ [ Load Content ] [ Recording (e { G:
J ®
Red dot means recording_)
[ ] Use teleconferencing, not mic - —— =
Should be greyed out o Tallk TMHLLW.HT.EOI Q) 4




[ ] layout and share apps

. .
Ny - W
|
) '
I

[ ] Video (webcam) optional

() CCCConfer-0-RIC.. [ o |[@ |[ &)
File Edit View Tools Window Help

D% -

w AUDIO & VIDEO

{ w PARTICIPANTS -=
g Rich Simms @ %
|-
MAIN ROOM (3) D 3
O Rich Simms -
(] ou §|
Teleconference Y —
L | B Y
o "
§ w CHAT
s

- Teleconference joined the Main Room. (
6:51 AM ) -

EECE

©C @ B

)

bin

Part 1 - Flashcards questions (1 point each)

[Q1] What command shows the other users logged in to the computer?

[A1]

[Q2] What environment variable is used by the shell to\determine which directories to
search when locating a command?

[A2]
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What command copies th

Last login:

ed

Oct
.com

Terminal type? [xterm]
Terminal type is xterm
/home/cis90/simben § U

Welcome to Or
Seding Cabrillo (

slab.cabrillo.edu's password:

.cabrillo.edu's password: _
8 18:58:43 2012 from [Chealamhe e
Ele Edt View Inventory Administaion Plugins W

(25 u ’@cis%lesson(ﬁ df * - Foxi A— S Bl
-2y .pdf * - Foxit Reader y V 4 Y Y Y \
Y J \ B Kyl . Ne G D)
g u Fle Edt View Tools Comments Forms SharePoint He & LS y “ \ — = — \J = = = ——
ReaSE ) ) | C' | [} simms-teach.com/docs/cis90/cis-90-TEST-1-Fall-12.pdf sel =
& & |

(v
//===\\
A=/

B gl vCenter

= [y cIs viab
B [ cIs 192
B ¥ Pod 01

Name, Target or Status contains: ~ Clear

Clear

| Status «
o
@ -
o

x

>

[

<

| Target | Status | Detals

| Initiated by

|

[¢9 Tasks @ Mlarms |

|License Period: 331 days remaining [CISLAB\simms 7/
7

o

[

G52AM |
10/10/2012
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[ ] Follow moderator
[ ] Double-click on postages stamps

-
(i) CCC Confer— 0 - RICH SIMMS

" } A a
20
g
u
i A A

[ ] Video (webcam) optional

File Edit View [Tools| Window Help

 AUDIO &

Application Sharing
Audic

Breakout Rooms
Chat

Graphing Calculater

In-Session Invite

Interaction
Moderator
R Palling
| Tk Profile
Recorder
¥ PARTICIPA Session Plan
Rich Sin Telephony
feseEe Timer
B Video
Whiteboard
MAIN ROOM [1) e
Rich Simms {5
Meoderator (You)

New Page

Camera Settings...

Maximum Simultaneous Cameras...

v Make Video Follow Moderator Focus

Make Video Follow Speaker

Send Camera Snapshot To Whiteboard

_~ I



Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime

Control Panel (small icons)

Parel » A8 Cortrol Panel hems »

General Tab > Settings...

e
| £/ Java Control Panel = —

r Adjust your computer's settings

General | Java | Security | Advanced

About
View version information about Java Control Panel
Network Settings

Network settings are used when making Intemet connections. By default, Java wil
use the network settings in your web browser. Only advanced users shoud modify

these settings.

Fies you use in Java applications are stored in a spedial folder for quick execution
Iater. Only advanced users should delete files or modify these settings.

Temporary Internet Files

500MB cache size

Delete these

-
Temporary Files Settings —

=)

Kaep temparary fies on my Computer:

Location

Select the location where temporary fies are kept:

s\Rich Smms\AppData\Locall.ow\Sun\ava\Deploymenticache | | Change. .

r
Delete Files and Applications M

& Delete the following files?

AN Javs Dowwnioads

tyouwantto downioad
Jaca or anather computer
‘or Opecasing Systerm,clck
the ink belaw.

A2 Downioags

Free Java Download

Download Java for your deskiop computer now!

Free Java Download

halis Jaa? » DOLhae J3a? » Nasgmsig?

Version 7 Update 13

Why download Java?

Javate You 0 work and play n a secure computing enronment

Jva alows 3¢

1o play anline games, chat with people around the word,

f Cached Applications and Applets
| Disk Space
r Installed Applications and Applets
Select the compression level for JAR files: none = L O
f Set the amount of disk space for storing temparary fles:
I O 500 | M8
| Lo ]
DeleteFiles... | [ Restore Defaults _
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Management tools and utilities

e Identify, isolate, and correct malfunctions in a
computer network.

e Questions on previous material
e Housekeeping

e Group Troubleshooting

e Various tools

¢ Prepping for the final

e Lab and final prep workshop

e Wrap
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First Minute Quiz

Please answer these questions in the order shown:

NO MORE
QUIZZES!

For credit email answers to:
risimms@cabrillo.edu

within the first few minutes of class
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Questions
ON previous
material
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Questions?

(o) e @@©
O @@%%i@@ A . @®©®
Lesson material? e
G2l
g @@@nm@@

Labs? Tests?

Who questions much, shall learn
much, and retain much.
- Francis Bacon

How this course works?

If you don't ask, you don't get.
- Mahatma Gandhi

i ﬂ'l_’.ﬁ:ﬁ_ﬂﬁlrlnﬁﬁ ﬁﬁﬁ%ﬂﬁl@% ﬂ'l_’.;FFnE]_ﬂEFnﬁ%Egb%ZEE_ﬂE
Chinese | {B@ski&E.

Proverb He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.
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Housekeeping
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 Preview of Final now available

 Final in one week

 Extra credit labs due in one week

13



Grades Check

504 or higher
448 to 503
392 to 447
336 to 391

Pass Your grade in this course is based
solely on how many points you earn

0 to 335
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‘s waw | You can copy and paste the grades page into Excel
ceeth awe oo o oI at anytime to check your current progress or use
=m0 1 Jesse's script that Solomon modified for CIS 192

| on Opus:

e R S N R nal
ive owo | checkgrades192.py codename 1

bl 0t R T By )
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-
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Remaining points to earn

Forum F4 20
Lab L10 30
Final 60

Extra Credit up to 90

15
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Extra Credit

Note you can earn up to 90 points maximum of extra credit

3 extra credit labs

Do additional tasks on the final exam - up to 30 points

Pics for photo page - 3 points

HowTos
« Up to 20 points extra credit for a publishable HowTo
document (will be published on the class website)
« 10 points additional if you do a class presentation
« Topics must be pre-approved with instructor

16
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Final Exam

Timed test
Open book, notes and computer

You will be provided with a pristine exam pod
There will be a number of tasks to implement

« Some mandatory
« Some optional
« Some extra credit

« Task specifications available one week in advance
60 points - the more tasks completed, the more points

earned

Final Exam for CIS 192

Time
o[ 5:30PM - 8:20PM in Room 2501 |

6/4

Materials

¢ Presentation slides (download)
¢ Test (download)

S posts

Extra
Credit
Labs

17
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m Help with labs

Like some help with labs?

I'm in the CIS Lab Monday afternoons
« See schedule at http://webhawks.org/~cislab/

or see me during office hours

or contact me to arrange another time online

18
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Lab O
Map
Gallery

19
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Hershey CISVDC
172.30.5.17 172.30.5.8
S R
A L B
. Internet
A * __:u *"h“
1% o e i
NoPar ISP

mail.simms-teach.com
Gateway

ethO

Lab 9 Email

POD 23

.192.161

172.20.0.0/16

20
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Hershey CISVDC
172.30.5.17 172.30.5.8
L L From Opus:
| DHs send-lab09-emails
N Internet
N ! Frme,
L - A ” — -
1
NoPar ISP

mail.simms-teach.com
Gateway

= Elrond

Lab 9 Email telnet

Jbin/mail
Thunderbird Mail
fetchmail

172.20.0.0/16
yum install telnet
yum install sendmail
sendmail-cf

21
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mail.simms-teach.com
IMAP Email Server

Hershey NoPar
POP Email Server
172.30.5.1716
CISLAB
172.20.0.016

Frodo
Ubuntu Client Elro_nd _
Thunderbird Config Fetchmail/Mailx

dhep eth0 172.20.192.34/16
eth0 - 172.20.4.184116

22
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ELROND

to fetc/sysconfig/network-scripts/ifcfg-eth0

DEVICE="eth0"
BOOTPROTO="static”
NM_CONTROLLED="no"
ONBOOT="yes"
TYPE="Ethernet”
IPADDR=172.20.192.40

==t NETMASK=255.255.0.0

CISVDC” »

, Interwebs to fetc/sysconfig/network
pC-pTR St GATEWAY=172.20.0.1
Hershey
172.30.5.17

)

mail.simms-teach.com

2550-24
CISLAB

172.20.0.0/16 172.20.192.40 Elrond

23
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gst. 1659
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I
>Internet ---%------'

I5P Gateway mail.simms-tesch.com

— Mail Server
c

dhecp

p— atho
_ 192.140 [k

172.20.0.014

Tony Gomcla Cli-192AR Lak @ 5715113

25
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Hershey CISVDC
172.30.5.17 172.30.5.8

Internet

e = S %

ISP
Lab09 EMAIL Gateway

o Frodo sendmail -q

mail.simms-teach.com

eth0|dhcp yum install sendmail sendmail-cf

etho A

telnet hershey 110

192.xxx | user <yourl92username>
172.20.0.0/16 pass <password>

list

retr <message number>
quit

a001 login <yourl92username>@simms-teach.com <password>
a002 list " "

a003 select INBOX

a004 fetch <message number> full

a005 fetch <message number> body[text]

a006 logout

yum install fetchmail mailx
fetchmail

grep -r 'fullName\|username\|smtp' .thunderbird/ | grep prefs

26
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Elrond
/etc/sysconfig/network-scripts/ifcfg-eth0
DEVICE="eth0"

BOOTPROTO="static"
NM_CONTROLLED="no"
ONBOOT="yes"

TYPE="Ethemnet"
IPADDR=172.20.192.66
NETMASK=255.255.0.0

/etc/sysconfig/network-scripts/ifcfg-eth!
DEVICE="¢th]"

BOOTPROTO="none"
NM_CONTROLLED="no"
ONBOOT="no"
TYPE="Ethernet"

Frodo . /Jetc/sysconfig/network
NETWORKING=yes
[etc/network/interfaces HOSTNAME=p09-¢lrond.cislab
1 =
T;:ze & i Aol GATEWAY=172.20.0.1

auto eth0 fetc/resolv.conf
jface eth0 inet dhcp search cislab.net

- 172.30.5.8
/ete/init.d/networking restart nameserver 172.30.

lete/hosts

127.0.0.1 localhost <snipped > ::1 Jocalhost
172.20.4.11 p09-william william
192.168.9.105 arwen

service network restart
Hershey CISVDC
172.30.5.17 172.30.5.8 yum install telnet
yum install sendmail sendmail-cf
F .
. Internet
— & & il
NoPar ISP mail.simms-teach.com
Gateway
3L Frodo
=4 Elrond
Lab 9 Email -

172.20.0.0/16

27
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LAB 09 DIAGRAM Remote DHCP Server
CIs192 172.30.5.17
EVAN NORBOM e
Server-PT

mail.simms-teach.com

Cloud-PT
Internet

Server-PT
HERSHEY-DHCP

Remote DNS Server
172.30.5.8

Server-PT
FI’OdO/CUinSitY Elrond CISVDC
172.20.4.60 (DHCP) eth0 172.20.192.84

e Switch-PT
PC-PT

Router-PT
CISLAB

ELROND
FRODO/CURIOSITY

28
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Hershey CISVDC
172.30.5.17 172.30.5.8
£ 2
DMHS
N Internet
& - =
1
NoPar ISP o
mail.simms-teach.com
Gateway
pop port 110
imap port143 (a001 etc.)
p— fetchmailre
eth0[dhcp pll hershery protocol

Lab 9 Emailsi™™

ass
keep

172.20.0.0/16

29
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est. 1959 s,

CISVDC

Hershey 172.30.5.8
172.305.17

MoPar Intermnet

D]Fmdo

"' dhcp

eth(

—.—“-—’E

Mail.simms-teach.com

- -BEE

Cl5Lab
172.20.0.0/16

Gatewen,;r
Elrond
eth0
.192.13:;

30
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Hershey CISVDC Lab 9 Email

172.30.5.17

172.20.0.1 Isp mail.simms-teach.com

Gateway

-
SEISERTIT.

172.20.0.0{16

31
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Corey Douthett

LABO9
CRIBSHEET
Host P Gateway
Elrond 172.20.192.42 172.20.0.1
Frodo 172.20.4.61 172.20.0.1
Syntax Effect
telnet [host] [port] connect to POP{110)/IMAP(143) server
user, pass, list, retr, quit POP mail commands
B a00* login, list, select, fetch, logout IMAP mail commands
é fetchmail, mailx mail client packages
g sendmail, sendmail-cf MTA packages
touch .fetchmailrc ~/ config file for POP
poll [hostname] protocol [protocol] entry for .fetchmailrc
”';‘3"0”5');7 cisvoe

172.30.5.8

INTERNET

ISP Gateway

Mail simms-teach.com

CIS Lab Elrond
172200016
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Lab 10
Group
Troubleshoot
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Group Troubleshooting

Lab 10 - Internet Services

1
i NoPar [ Snickers
: __J " W 172.30.1.10
~~~~~~ B CISVDC
Jih /Tl 17230.5.8
DNS
Client Browser
Frodo
_7 Web and DNS
etho | dhep Server Client Browser
Elrond Sauron
ﬁ etho =L M eth1 ethO »
.192.xxx — | i .105 :_’
.99
.100
172.20.0.0/16 192.168.pod.0/24

Who would like the class to look at your Lab 10
to help troubleshoot the current step you are on?

o

35
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Troubleshooting Tools

Applications telnet app-port (Lesson 13)
and Ports netstat -utln (Lesson 5)

traceroute ip-addr or mtr ip-addr (Lesson 2)
féoutes and route -n (Lesson 3)
onnectivity ping ip-addr (Lesson 1)

arp -a (Lesson 2)

Connection ifconfig (Lesson 1)

Basic troubleshooting tools we have been using in this course

37
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Monitoring Tools

wireshark - graphical packet sniffer (Lesson 2)
tcpdump - text based packet sniffer (Lesson 2)

arpwatch - collect IP MAC pairs (Lesson 2)

Packet and ARP level monitoring

38
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Network and System Management Tools

fing

nmap

Nagios

Cacti

Webmin
OpenNMS
many more ...

Free tools that run on Linux

39
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File Edit View Terminal Help

fing
[root@sniffer ~]# fing .
©4:03:49 > Discovery profile: Default discovery profile network CIISCOVGI'Y and
04:03:49 > Discovery class: data-link (data-link layer) :
084:83:49 > Discovery on: 172.30.4.0/24 Scannlng tOOI

04:03:49 > Discovery round starting.
04:03:49 > Host is up: 172.30.4.201
HW Address: B08:00:27:4A:59:89 (Cadmus Cof _. . . .

I File Edit View Terminal Help

04:03:49 > Host is up: 172.308.4.1 R L T | [~

HW Address: 00:BO:64:53:42:01 (Cisco Sys up 172.38.4.1 00:B0:64:53:42:01
) up 172.30.4.18 08:40:85:70:0B:64
04:83:49 > Host 1s up: 172.30.4.18 up 172.30.4.12 08:1D0:73:19:F4:86 | 02:408:25

HW Address: ©0:40:05:7D:0B:64 (ANI Commu up 172 .30 A2:45:23
. DOWN 172.30.4.57 00:8C:29:A8:B5:53 02:40:28

HW Address: B0:1D:73:19:F4:86 (Buffalo) 02:43:28

| 4 | | |

| 4 | | |

| 4 | | |

| 4 | | |

| 4 | | |

| 4 | | |

| 4 | | |

UP | 172.30.4.106 | ©B:21:9B:88:0F:0A | 02:48:43 |
HW Address: ©00:AA:00:30:96:48 (Intel) I i I I I
| 4 | | |
| 4 | | |
| 4 | | |
| 4 | | |
| 4 | | |

I
I
I
I
I
I
I
04:03:49 > Host is up: 172.30.4.20 I
I
I
I
I
I
I

up 172.30.4.110 00:21:9B:88:0A:FE | 03:32:54
©4:03:50 > Host is up:  172.38.4.161 up 172.30.4.138 00:21:9B8:88:0F:84
HW Address: ©0:21:9B:88:0F:5C (Dell) up 172.30.4.156 00:1D:72:54:0C:68

DOWN | 172.30.4.151 00:0C:29:A8:B5:53 | 02:37:28

DOWN | 172.30.4.152 00:0C:29:82:4B:58 | 03:55:28
up 172.30.4.201 08:00:27:4A:59:89

B3:56:28 = Discovery round completed in 4.816 seconds.

http.‘//WWW.OVGI‘/OOkSOft. com 03:56:28 > Network 172.30.4.8/24 has 11/15 hosts up.

B3:56:28 > Mext round starting at ©3:57:23. Press Ctrl~C to exit. il

40



File Edit View

Terminal

root@sniffer:
Help

~/bin

B

[root@sniffer bin]# nmap -s5% -p 21-23,25,111 172.30.4.1-201

nmap
network scanning tool

Starting Nmap 5.21 { http://nmap.org )} at 2010-85-13 04:18 PDT
Nmap scan report for 172.30.4.1

Host is up (0.005%&6s latemcy).

PORT STATE SERVICE

21/tcp
22/tcp
23/tcp
25/tcp
111 /tcp

closed
closed
open

closed
closed

fip

ssh
telnet
smip
rpcbind

MAC Address: QB:BB:64:53:42:01 (Cisco Systems)

Nmap scan report for 172.30.4.10
Host is up (0.0817s latency).

PORT

21/tcp
22/tcp
23/tcp
25/tcp

STATE

closed
closed
closed
closed

111/tcp closed

SERVICE
ftp

ssh
telnet
smip
rpcbind

yum install nmap

MAC Address: 00:40:05:7D:0B:64 {(ANI Communications)

Nmap scan report for 172.30.4.12

PORT

21/tcp
22/tcp
23/tcp
25/tcp

STATE
open
closed
closed
closed

111/tcp closed

SERVICE
fip

ssh
telnet
smtp
rpcbind

MAC Address: 00:1D:73:19:F4:86 (Buffalo)

Host is up (0.08029s latency). ]|

(<]

41



Fle Edt View Co Bookmarks Tools Melp

console

grap
Graphs <> Tree Mode

@ b - \@ 0D rtpwetvcacticacs 0.8 Bigraph_view. php?action=treedree_id=1&keat_id=10 2 (="

settings

Legged = as admin (LW)J

Actington, MA 0U-S2-SWES

&
# Chartotte, NC
&

Charlcttaseibe, VA [Port 171

-

Columtus, GA
= Dattas, TX t
= Switches
Host: HOU-52-5W3548-1
ost: Hou <2 swsses ]
= Data Center Core
MHost: HOU-A-ATH-1
Most: HOU-A4-ATM-2

bytes per secend

Host: HOU AL-ATM.4

HOU-52-5¥6509-2 ~ Traffic - 11

02:00 04:00 06:00 0800 $0:00 12:00 %4:00 16:00 1800 320:00 2200

Host: HOU-A-ATH- W Isbeosd  Current: 3,04 W dveragel .65 W Mocmm 1283 M Tatal Ini 674,83 <
HOU-ASATIS B Osthownd Current: 30N erege; 6.0 M Maximum: 9.20 M Tetal Owt: 541,65 GO

&

Dayten, OH
Detrot, M1
= Marrisburg, PA

&

= Web Hesting Farm
Most: HAR-CUST-WWWO
Hoat: HAR-CLST-WWW1
Host: HAR-CUST-WWW2 ! e
Host: HAR-CUST-WWW3 SO
Host: MAR-CUST-WWW4

packers/sec

ST Pachats Ix  Cerrast: 6045 b Averspe: 16N
W USICAST PACKETS OWT Currest: 363,43 b Average LEP N M

o :
1m00 W 00
2
2

Most: HAR-CUST-WWW5

Poc 172
Poc 1.

-

Housten, TX

= Putac Peenng it 1 t
Hoat: MIA-RS-C7200-3 {

Phoerix, AZ

Salt Lake Ory, UT

San Diego, CA

# San Francsce, CA

A00 Kk +

.

.
bytes per second

o
Santa Fe, NM

*

= M, AL HOU-52-S¥6509-2 - Traffic - 1/2

,.,,.Mw“*‘#wwrwf““f”ﬁ"”“"l' ”*’w%r\uxwwlli

02:00 0400 06:00 000 10:00 1200 14:00
0 tsbsusd  Current! 20,64 Kk dverage:  B2.36 K M 23071 b Tetal e 461 Gb
Syracuse, NY W Oosthownd Current: I3 78 Kk Mverege: 231,78 K Macdmem  SE2.97 & Tetal Ost: 25,18 CB

00 100 20:00 22:00

* Tampa, AL

-

te..’"'?"'.’"'.’"‘
Done

Trenton, NI WOU-S2-5V6509-2 - Unicast Packets - 1,

http://www.cacti.net

Cacti

Open source graphing
tool for RRDTool data
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Nagios Tactical Monitoring Overview

Monitoring Performance
Service Check Execution Time: 0.02/ 1028/ 0.445 sec
Service Check Latency: 0.00/0.85/0.153 sec
Host Check Execution Time: 0.26/4.06 / 3.147 sec
Host Check Latency: 0.00/0.94/0.535 sec
# Active Host | Service Checks: 17/ 175

-
# Passive Host / Service Checks: 0/0 Naglos

, Open source system
e ' and network monitoring
tool

Layout Method
Collapsed tree

fivw Status Detal For Al Hosts
frw Sipt F

Flap Detection Nodﬁellonl

3] 1 Services Enabie p Al Services Enabled
& No Services Flapping 8 A1 Hosts Enabled
Al Hosts Enabled
No Hosts Flapping

e mw howefirewall NJ]JZbC\Jn ‘Jvm ® !mﬂm m opengear

M%\;

aysmon.con  Nagios.com  naglos. ormagm‘cc«nmxlg org

http://www.nagios.org 43



CIS 192 - Lesson 15

est.

Network and System Management Tools

T Epw B Yew Qo Bostans ool Windew Help Debg QA
= % ,i %) -
B?:‘t Porad ﬁgm o W hpocaihast 1 D20V Cabeseryoes

T Qhvone | @ Bookmarks G 1BM ST girMagc

© . .6 0. .0 .00

Webming SystemusSeryeiso Nerworking  Herewere SGiusrey CIers

= foodbock | ¢ Log Ot Webmin

Web based system
administration tool

Version 1.09 on localkost Jocaldomain (Redhat Linux 7.3)

W B 2 (@ i | roctlogged oo Wetrn 1690 o0 cumullocaiman (et L .9 l ol

http://www.webmin.com/ 44



ast.

Nodes with Outages

mysearchnode (10 hours)

Events

Notific

Charts

surveillance  Distributed Status

Notification

You: No outstanding notices

Network Interfaces 1of11 s6.58% | | (oheck)
All: 3 outstanding notices (Check)
Web Servers 0af 19 99.279% | | On-Call Schedule
Email Servers Dofe 98.973%
Resource Graphs
DNS and DHCP Servers 00f5s 99.810%
—Choose a node
Database Servers 0of1 100.000%
IMX Servers 0ofo 100.000% |  [arbibd
Other Servers 0of8 s4.110% | |- Chossea reportto view - =]
0 Outag ab
Mobile Dof1 100.000%
Raleigh oof1 100.000%
0 Outag ab
Dallas 0of3 100.000%
o Outag ab
Seattle 0of1 100.000%

Locations  Agplcatons “?
mapquest
Togs
o0 sented i
00469 ™
The following services are reportec
Gown by aill monitors MapQuest.
HTTPS USCS.
0378 cA
The following services are recorted

down by all monitors: HTTPS,
HTTPS_Authoria, HTTP_infoNow,
HTTP Uleam, eForms.

03549 az
MapQuest has bean reported down
by il monitors.

03248 (8
MapQuest has boen reported down
by all montors.

02070 NY
MapQuest has boen reported down
by al monitors. .
02929 Mo
MapQuest has been reported down
by all moniors.

ozra WA
MapQuest has boan reported down
by all morviors.

02620 ™ -
MapQuest has been reported down
by all moniors.

02513 o
MapQuest has been reported down
by all monvtors.

02048 cA
MapQuest has been reported down
by ail monitors.

Waiting for locaibost.

4y #? @7 o7

E

OpenNMS Remote Poller Map

User: opennms ONotices OfY) - Log out
Avg 19:16 (07

10

oo "%

lizabeth

I'slands

At TR A ol o 0 i

OpenNMS

28] [l reore

I e Networ k

2 | N Application

= =7 Platform

oA Ccorigh © 402400 Ths GnenhtS G, . b n aragtard sradarnachof P Cparhi G, I

Node
User: admin (Notices Off) - Log out
Dec 1, 2008 08:40 EST

open

Node List Search Outages Path Outages Dashboard Events Alarms Notifications Assets Reports Charts Surveillance Admin  Help

Home rch e
Node:

View Events  View Alarms  Assetinfo  HTTP  Resource Graphs Rescan Admin

View Node Link Detalled Info

You: Outstanding: (Check)
You: Acknowledged (Check)

o W The SSH serv) overed on
1671 | 12/1/08 08:39:12 | | Warning | [me 58 13M
The HTTPS service h. n discovered on
Warind | erace 152 AN

|
|
P 2 The StrafePing service h n discovered
1666 | 12/1/08 08:39:12 |W.vmrq el uz'“
)

Avalladility (last 24 hours)

) 1670 | 12/1/08 08:39:12
132.177.194.93

Warning | 'nterface 132 T s oo

L) 1668  12/1/08 08:39:12 asseciated with Node

StrafePing

) 1667 | 12/1/08 08:39:12

The ICMP servic 0 discovered on
e et 150

Description { Acknowledge ) (Reset ) More

)

This node Is rot a member of any categories

There have been na outages on this node in the last 24 hours



& HP Systems Insight Manager - Microsoft Internet Explorer provided by Hewlett-Packard
Be Edt Mew Fovodtes Tooks Help [7]
Qoedk - O - (DD e Pserch ravers € 2-5 @l DB 3
Agéress | ] https: jhpsmsryr. 2ko.hp.com: 50000 mxportal/ame MaPor toFrames. j5p
2] HP Systems Insight Manager

‘System Status “ M Tools ~ Deploy~ Configure = Diagnose ~ Opfimize > Reporis ~ Tasks & Logs = Options =  Help =
Lagond._ - All Management Processors
Thu, 71272007,

U
BY L0 systemis) [N

10 T 10 363 Uncleared Event Status

View as; | Iabie % Customize...

[ select "l Management Pracessors” Eself
symmary € 1 Criscal ¥ o wiajor i o uinor G 43 viormai [0 Disabied @ 0 unknown_Totat 44

R e ) 0 e

3 HP TopT ools - -

Eie Edt ¥ew Favodes Jook Help
L | 3 | &
Back Eeriod Stop  Refiesh Home = Seamch Favorbes Histoy | Pt
Agdcvess [£] bp /200 2001 226 e/ sppemainivte_fssse b =] @t ks

oae (@ green-console Management Processor 16.116.45.22 HP Single Partition &
=l (@ incigo-consale Management Processar 16.115,.45.24 HP Single Parttion
Sysiem Advinor oo (@ mosbit-consala Management Processce 16 11572 144 Integrated Lights-
2 ANSystems SN O
2 AlEvents ‘I‘I Q (#] m‘;;wwb Management Processor 16.118.72.145 Indegrated Lights-
n Server mgto2
B Storage Systems Aloe © moi-console Managemant Processos 1611672146 Integratad Lights-
B a1 Racks ‘D [~] © momk-console Management Processor 1611672147 niegrated Lighis-
Antnuuw-u 0oa (O motent in Encl mgten_USUSET204ETE  Management Processos 16.116.72 148 BlsdeSystem 70
Al cChient
3 A1l metworking Devices ODe @ myfen2 inEncl mglen1_0SUSET204BTE Management Processor 1611672149 BladeSystem <70
B 2 printers. 0oea € moo019EEesIBas Managemsnt Processer 16.116.75.81 tegrated Lights-
nn“""“"ﬁ""""‘""’”“‘ ‘lj a (O mpO019bbeS3she Management Processcr 16.116.75.48 Integrated Lights-
Wortemaimsot M| =2 - e, Ty e
ystems by Operating Syst P | 5
B clusters by Type -
B Clusters by Stas Sz i | | R
& system Functions
Brvams L
< >
€] bone 8 © Trusted sites

Mnttage tect
HATOATEN ST et T3 ST e ¥
[asapas

ot grentin) sgees fer tewes bt see
i dmturtace fenh w4 e 333308 J00

il
Repioin |

=
System Status Temperature (°C}
@ Temperature ® 5 ® 5
© 20 &5 20 &5
5 & 5 &
@Ean: 4.0 450
CPU CPU 2
@ Network Inferface:
E E
© Interface Stafistics ) "\sﬁ 2 mss
5 & 5 &
El] =0
Motherboard Ambient
E E
5 & 5 &
25 0
Backplane Location 1 Backplane Location 2
=

[T (@ onemet

Rich's favorites:

« HP SIM

« HP TopTools

« HP OpenView (NNM)

« HP OpenView for Windows
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Network and System Management Tools

OpenView
Tivoli
CA-Unicenter
Big Brother
many more ...
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Final - 60 points

 There are 12 possible tasks to implement
from scratch during the final exam. The
description of these tasks are available one
week prior to the exam.

» Four tasks are mandatory (40 points). All
other tasks are optional and can be done for
the remaining 20 points.

« Additional tasks can be done for a maximum
of 30 points extra credit.

* You may use the forum and work with other
students to prepare for final. During the final
you must work by yourself.

« The exam is open, book, open notes and open
computer.

- Your are not allowed to ask for or give

assistance during the exam. Your

implementation must be completed entirely as

a result of your own work. 49

The final is available
now on the web site
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Final - 60 points

Tips

« Prior to the final, select the tasks you plan to
do and practice implementing them over and
over till you can do them in your sleep.

« Take note of any implementation problems

that come up and record the troubleshooting
solutions you discovered to fix them.

« Make yourself a network map and custom
checklists with notes, commands and
references to help things go smoothly during
the exam.

Practice, practice, practice ... and Good Luck!

The final is available

now on the web site 50
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CIS 192 Final Exam

(@ I Snickers
S8 172.30.1.10
DHCP

(]| cisvoc
= 172.30.5.8
DNS

-
S
-

" A "Inside"
Outside Private-pp

(Sauron VM)
G

101

Public-pp

(Frodo VM)

S1-pp $2-pp

(Elrond VM) (Arwen VM)

=
=

Hallelujah

ethO | .192.ss5

ethOQ !
CISLab 192006 [T

Rivendell

172.20.0.0/16 UV 197168.1pp.0f24 W 192.168.2pp.0/24
192722z P dhc:frselav
Procedure:

On the day of the exam, students will be assighed a new pod by the instructor. These new

pods will start with “pristine” versions of the CIS 192 VMs and won't necessarily be the

same pod number as your current pod. All the old pods will be shut down an hour

before the exam begins and remain unavailable. 51
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Task

Task

Verification

Type

Points

T1

Interfaces

init 6

ifconfig

route -n

hostname

ping neighbors by IP

On Ubuntu, check that network-
manager is disabled

Mandatory

10

T2

Names via fetc/hosts

ping neighbors by name

Mandatory

10

T3

Static routes

ping all VMs from each VM

Mandatory

10

T4

NAT

View iptables and check that all
VMs can ping Internet hosts

Mandatory

10

T3

FTP service

Test passive and active
connections to anonymous or
cis192 user

Optional

10

TE

Apache web service

View main or cis192 user web
pages from Private-pp

Optional

10

T7

BIND name service

Check name resolution on VMs for
Rivendell, Mordor and external
domains.

Optional

10

T8

DHCP service

Check that Private-pp gets
reserved IP address when cabled
to Mordor and a pool address
when cabled to Rivendell

Optional

10

T9

NFS service

Check mount output and contents
of mounted directory on s1-pp.
Check fetc/exports and
fetc/sysconfig/nfs and firewall on

s2-pp.

Optional

10

T10

Add printer

Print some test files and check
print queue using CUPS and Ipstat

Optional

T11

TCP Wrappers

Check that server refuses S5H
connections from Treebeard or
Hershey

Optional

T12

Firewall

Confirm outside access to the web
server using .yyy and the FTP
server using .zzz from the CIS Lab
network. Confirm only other
outside access is via port 22 using
XNX

Optional
(requires TS
and T&)

10

B

The first four tasks are
mandatory and worth 40
points. All other tasks are
optional.

Students can complete
any of the optional tasks
for the remaining 20
points.

Additional tasks can be
completed for a maximum
of 30 points extra credit.
Record the tasks you
implemented in your
exam text file.
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Water saorago in
the Atmosphere

U
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X
g
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Ground Water
Infiltration

Water Storage
in Oceans

Ground Water Storage

;.
.=USGS Srsuna watr

science for a changing world Discharge

=T o T Foe T T T P e e e e L T T
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Default GWs flow to
the ocean (Internet)
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The Final is Tuesday June 4
Room 2501
5:30 PM to 8:20 PM

« Extra credit labs are due midnight June 4
* Five forum posts are due midnight June 4

« The final will be open book open notes, open
computer

57
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Open Lab Workshop

Lab 10 - Internet Services
Extra Credit Labs

Final preparation

B
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