CIS 90 - Lesson 1

Rich's lesson module checklist

Slides (be sure to do all "Needs Updates"
WB converted fro PowerPoint

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Lab tested
Supplemental videos uploaded

Forum created and registration tested

Opus accounts made (with TBDs for walk-ins) and populated
CIS 90 VMs created and configured

Surveys and PW sheet posted

Blackboard setup

Login credentials document created

Welcome letter sent

Rosters printed
Add codes printed

Backup slides on flash drive
Wireless lapel mic + 9v spares
Key card for door
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d Browse to the CIS 90 website Calendar page
1. http://simms-teach.com

2. Click CIS 90 link on left panel
3. Click Calendar link near top of content area

4. Locate today's lesson on the Calendar

d Download the presentation slides for today's lesson for
easier viewing

A Click Enter virtual classroom to join CCC Confer session

d Connect to Opus using Putty or ssh command
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Q Google

O CCC Confer

Student checklist for laying out screen when attending class

O Downloaded PDF of Lesson Slides

[Ghsite  cow- s = SR R

The CIS 90 System Playground

simms-teach.com =
. Rich's Cabg -
CIS 90 Calend| (2 CCC Confer SIMMS VIRTUAL CLASSROOM
- File Edit View Tools Window Help

v AUDK) & VIDEO

CIS 90 (Spring

Course Home Grf

s 8 /008NN

Barg Simrms 2seem *
Where 5 a good place to get
a used version of the

cis90lesso....pdf Rich-Serons 248PM
Amazon has some good

prces nght now

AR RN

Class Activity = Where are you now?

Q CIS 90 website Calendar page

O One or more login
sessions to Opus
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1) Instructor gives you sharing privileges

(®) CCC Confer — RICH SIMMS VIRTUAL CLASSROOM

Eile Edit View Tools Window Help
w AUDIO & VIDEO

Start Sharing

2) Click overlapping rectangles
icon. If white "Start Sharing"
text is present then click it as
well.

Whea User Accousst Tontrot (UAC) 15 enebied an Vista, Applcston
Shatteg s BackSoard Colladorzie may Be hased sth et standerd of
oleyated privioges. Elevated prvwioges are roquired 5 e
apphications that yee slevetnd privideges

Eloyaed prviieges are 2c0uTo? va Togls > Applcaton Sanng
» Rosued Dvated Pradeges. They can be riingushed wa
Tooks > Apphcaton Shanng > Yield Skevated Priiioges {ratumng
you 1o standard grieleges). ¥ you are hosting en appiicason
Shanag seaath with Sandard pr MKGges 2 pou (Or 3 parsos
remonely comoiing your desdog ar agplcatien) pertamm an
atBon thal requoes slevabed priviegen, Vista wil grompt you
for eosent wa 8 UAC coraent Slal0], Tha wi cuse the
appiicansn shyrng session to terratate. Also, WEnNBZ sevened
Pravkiges, shaving of aosbcations will reqey e Mmofe heet OMU
tme than sharng the deckicp (a8 of £ or 2 region)

¥ you 210 hasting b applicatien sharieg seacion with ekevated
priviiages and po0 perform an acton thet regures elmaledt
pradieges, VELA will (ot 2eompt yiu for commmet. Inibaaad, Uve
ocBon sutomatically mit be ather densed [f you ove oo on
on & standard user) ur sllowed (if pau are lgged o as an
ISt

Niewer show S dulag agms

= |

3) Click OK button.

Select your deshiop or 3 open AppRcaton you would ke to share

W Microsolt Word {winword.exs ) "Wrtual classroom (Jocked). docx

(7)) CCC Confer (Javaw axe) CCC Confar « RICH SIMMS VIRTUAL ¢
+ Sbcky Note

W Mcrasoft PowerPoint {powsrpnt &) ‘'Gs90lessonDl. pptx - Mict

o C\Progrem Files (x86)\putty exs ‘smbeng@osdab -’

4) Select "Share desktop”
and click Share button.
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[ ] Preload White Board

|
[ﬂ[ Load Content ] [ Record | @ ‘l‘

[ ] Connect session to Teleconference

MAIN ROOM (2] D @I

Session now connected

to teleconference —1>
[ ] Is recording on?
@ [ Load Content ] [ Recording (e § @
L3
Red dot means recording_)

[ ] Use teleconferencing, not mic
Should be greyed out ————

(g Teleconference
@

® Rich Simms .
Moderator (You)

I--‘ ' l IW

cce () Confer

w AN & VIOEG

T

G cccone - uos e T
| Foe- BBt View Took Windew el

:
Nt I
Aaids g Wizn0
Micszphane Seting: .

Lomes Setngs

Manmies Srvctanes o Taiter
ALt MO COMNE Lowe Ly
Atpat Mroptons Leve Doan
ATt Speuer Leved \ip

Adpuit Soesar Lival Do

)

- FANTHIMANTS

§2=

-

d
«

+ AUDIO & VIDEO

Carfigus Tekgpment Covlemce

| Carnect Savsmn 15 Tekvartnivecn

Compnn Semungi.

Mabe Vg Fabom Mederator Fonan

v Nakr Weeo Falow Spealed

) Sl R I B

Dutach Paoat
N -

[~

9

Should show as
this live "off hook"
telephone handset
icon and the

I )

”_

Teleconferencing ...

7[

Tak | |

Video

52

message displayed

I Teleconferencing...
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Rich's CCC Confer checklist - screen layout and share ccc(z: )Confer

o) C e o e o|lB@] =
»~ A\ cis90lesson07,pdf * - Foxit Reader v Y Y Y ¥ 0 Y , -
L f 8 y +X o . Ne & 0 @ @ @ A\ \
r».‘& u File Edit View Tools Comments Forms SharePont He . k . \g = — ! ot — \‘ -
C' | [) simms-teach.com/docs/cis90/cis-90-TEST-1-Fall-12.pdf w =

BRI LHE 288 80 e
.5 E . A

_ i (1 point each)

tml

- B z
® CCC Confer-0-RIC... [ L@ 152 || ¥ 5
File:Edit View Tpols Window: Help o = 3 [Q1] What com her users logged in to the computer?
= Al
w AUDIO & VIDEO P %= 0 0 o[ 2l
) hname
3
L / {Q2] What environment variable is used by the\ shell to determine which directories to
— search when locating a command?
55
b dehSunms, il boot etc sbin (A2] A
& | 9 \ @ Y ) &P simben90@oslab:~ el®@ =]
1 Tak | [ Video § l o | | gin as: simben30
_ﬁ mail ) Is sixben90@oslab.cabrillo.edu's password:
{ w PARTICIPANTS -2
= - b
2 A 205 # Current directory E
1l EERE | | soue
MAIN ROOM (3 soalcnd |8 {T_777777} destination
O Rich Simms ©uE -
B iy 2 3
Teleconfer g E Serving Cab:
p & e 4 What command copies th
S == Terminal type? [
L = | Terminal type is
. CHAT s /home/cie90/simb:
AM ) - - M‘hu--ha-u--[—' s
= Teleconferance joned the Main Room, ( — s ood o -
.
AR T

#|@[Swr]e]d]e o

[ ] layout and share apps m) 7



CIS 90 - Lesson 1 W 7 Ell

CCCGE? Confer

@ cccooner—0-RICHSMMEEE T =

File Edit View [Tools] Window Help

Application Sharing *
Audio 4
Breakout Rooms 4
Chat »
Graphing Calculator »

v AUDIO &

In-Session Invite 4

Interaction »
Moderator 4

[ ] Video (webcam)
Polling 4
Profile 4

[ ] Make Video Follow Moderator Focus

‘ Recorder »
v PARTICIPA Session Plan 4 E]
O Rich Sin Telephony 4153
Mod=rato = =
Timer 4 ;
B Video ) Camera Settings...
‘ Whiteboard ) Maximum Simultaneous Cameras...
MAIN ROOM (1) R S T ST >
1 v Make Video Follow Moderator Focus
() Rich Simms ®
& ooctor (vou Make Video Follow Speaker
Send Camera Snapshot To Whiteboard
[
1
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N LN
cccCe)Confer S
D

~

&
Image Mate s R — The "rotate image"
button is necessary
. . . . . 1™ if you use both the
T m= | sfoe table and the
— white board.
~r R - Quite interesting
- ) that they consider
Elmo rotated down to view side table \ — I you to be an
E | P expert” in order to
VE r-n.'-g,.»" mage Mate - B X use thS bUttOﬂl

Rotate
image

button Elmo rotated up to view white board

Rotate
image
button

Run and share the Image Mate

program just as you would any other
app with CCC Confer

=MD 9
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ccc(i)Confer  Rich's CCC Confer checklist - universal fix

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) General Tab > Settings... 500MB cache size Delete these
R o ——— it Rl T L R == | I e—— — W] [T T wod Sppimtons -
' : s | - | B ey N3 w1 vy somaie | ‘

oot | s ! Ot b fore b

| ¢ : -3 : L ] ‘ e

s - . M - s VA S Sptiat | > p i s g D toveerd ache - 7 Fraze anzLog Fes

™ ’ " comane ot oo [ Cantaal Aspdasas wnsl Appsats

P4 5 o irupedars. Sahemrisbars aeaiyre e e e f Ot fome , oy

¢ Iél-lal'ﬁra a : Sere e et Jw cogreccon weel by WA fles: tore - 15 3vsfesl fnoioations end Applets

y - - ttror Serwe 1 Tat T Amart 3f he maw S 13V WTOT VY Yen

. . . A e y = . [ Carcal |

: : l : reC e vl P Son w vttty -

¢ . - . v G prer—
s =) | scwr—s]

Google Java download

i

§

]
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Start

11
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Sound Check

Students that dial-in should mute their
line using *6 to prevent unintended
noises distracting the web conference.

Instructor can use *96 to mute all
student lines.

12
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Shell
commands .
Permissions Secure logins
Navigate
Processes file tree
Welcome to CIS 90
Scheduling 2 Files and
tasks Introd I..ICt.IOI'I to directories
UNIX/Linux
Mail vi editor
Environment Run
variables programs/scripts
Filters Pipes
Student Learner Outcomes
1. Navigate and manage the UNIX/Linux file system by viewing, copying,
moving, renaming, creating, and removing files and directories.
2. Use the UNIX features of file redirection and pipelines to control the
flow of data to and from various commands.
3. With the aid of online manual pages, execute UNIX system commands 13

from either a keyboard or a shell script using correct command syntax.
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Class and Linux Overview

Objectives

« Understand how this course works

« Overview of computers and
UNIX/Linux

« Learn how to login via ssh

e Learn first UNIX/Linux commands

e Introductions

How this class works
Lab resources
Computers
UNIX/Linux Overview
Logging in via SSH
First login

First commands
Housekeeping
Navigating systems
Assignment

Wrap up

14
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Introductions
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Introductions and Credits

Jim Griffin

* Created this Linux course

» Created Opus and the CIS VLab

« Jim’s site: http://cabrillo.edu/~jgriffin/

Rich Simms

e HP Alumnus

« Started teaching this course in 2008 when Jim went
on sabbatical

« Rich’s site: http://simms-teach.com

And thanks to:
« John Govsky for many teaching best practices: e.g. the First
Minute quizzes, the online forum, and the point grading

system (http://teacherjohn.com/) 16
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PRATY S A s R U -

Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690

Miguel

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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How this
class works



W Lolkeg CIS 90 - Lesson 1 “ l l lw

Attending
class
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CIS 90 is available online

 Wednesdays - 1:00PM to 4:05PM

¢ Section 89006 meets in room 828 on the Aptos Main Campus
¢ Section 89005 meets simultaneously online in this virtual classroom

How to attend class each week:

Option 1: Online (synchronous) - from anywhere connect
online to the "live" virtual classroom using CCC Confer.

Option 2: Traditional - drive to campus, find parking, walk to the
800 building and take a seat in the classroom.

Option 3: Online archives (asynchronous) - watch the
archived class recording online using CCC Confer at a time that
works for you.

It doesn't matter which section you enrolled in. You can use any method of
attending for any of the classes. 21
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Option 1: Online (synchronous) - from anywhere connect online to
the "live" virtual classroom using CCC Confer.
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Browse to http://simms-teach.com

. Click the CIS 90 link

. Click the Calendar link

. Click the Enter virtual classroom link
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Option 2: Traditional - drive to campus, find parking, walk to the
800 building and take a seat in the classroom.

HH

Enjoy the ocean view from the
classroom windows!

Building 800 - Room 828

L

PR
1185
Sheritt

D
11%0 Tack

Multi
Purpose
Field

23

- SantaCruz Highway 1 Watsonalle —=
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est. 1959 Y
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Option 3: Online archives (asynchronous) - watch the archived
class recording online using CCC Confer at a time that works for you.

[s 3 .
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CCC Confer

25
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 Listen using your computer's speakers/headset or with your phone
using the dial-in number

S
* ’
AN /

\4 ‘."{/

« Ask questions using the chat window or just speak if dialed in with
your phone (or Skype)

Dialing in by phone (or Skype) is best because you can ask and

answer questions by speaking rather than use the chat window
26
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CCC Confer - Is your computer ready?

http://www.cccconfer.org/support/supportReadiness.aspx

= C [ www.cccconfer.org/support/supportReadiness.aspx

14
xv'

TECHNICALSUPPORT auikrerERenc Guioes W rearunes. W Fns Y

Is Your Computer Ready?

@ Click hare to verify Java is on your : follow the to
dovnload Java if needed,

@ Return to this page and click Run the Wizard: enter your namae on the session
login page to connect to our test room.

@ Accept and run d ! ds from Bl Collab

© For assistance contact CCC Confar Client Services
Telephone: 760-744-1150 ext 1537, 1554 or 1542

Support Page Email: clientservices Bcscconfar.org.

Important Information for Windows 8 Users

181LITY | This site is provided as a service to the administrators, staff and faculty of the California Community Colleges system.
CCC Confer |5 funded by an e-conferencing grant from the California Community Colleges Chancellor’s Office. S

Browse to the link above anytime before the first class. The
first time setup for CCC Confer can take several minutes! 27
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CCC Confer - Java may be downloaded
the first time you use CCC Confer

S,

Java-

Status:  Installing Java

3 Billion Devices Run Java

| |
ORACLE

CCC Confer uses Java which requires a download
and installation of the Java Runtime Environment
from java.com (Oracle)

28
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CCC Confer - Attending class online

i oAl B
X 1
1 .
| :

- You joinad the Main Room. ( 2:23 PM ) -

- Rich Simms joined the Main Room. ( 2:24 PM ) -

/

B coc conier 0. it s W . o
I e Ecit »View: Tools: Window:Help
v AUDIO & VIDEO o = ’@ — f' @ O l
CIS Linux Classes
@ {} ") J; Coee ¢ ‘,'; o . ;- Instructor: Rich Simms
( Tak | [ vdeo [ SQ] AT PNt 1 s  Dial-in: 888-450-4821
[~ parnicanrs = ¢ | Show your state of mind, let
| Rl 1 others know you stepped away,
- #0 & | raise your hand, and indicate
0] (= 21 ] responses using these controls
MAIN ROOM (2 = g" 2T ARV S T
O Rich Simms ' !
= o0 e
@ Ll A Ay
Dy
@
~
w CHAT »% =

Ask and answer questions

using the chat area &

to of your face for 3 points extra credit

29
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CCC Confer - Attending class online

When dialed in by phone you can use:
*0 Contact the operator for assistance.

*6 Mute/unmute your individual line with a private announcement.

This only applies if you dialed in using a phone

30
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Help the Instructor with CCC Confer

Students who attend class on the Aptos campus should
still use CCC Confer.

If you notice an online student has their electronic hand up
that the instructor missed please let the instructor know.

If you notice the instructor forgot to Share the presentation
material please let the instructor know.

If you notice the instructor forgot to turn on recording please
jump up and down and wave your arms to let the instructor
know!

31
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4. Click the Enter virtual classroom link

AL AR

L LA LB e B

R\ IIY' 3 4| vy ‘.

bt

\ B R i i Rt | \

. Ay ' L4

3 O 1 ot I Enter virtual classroom ¥

i T | |

‘ -

4 Y bk
i 1 ety | ~or¥ 32

Al i aoning N A W TR T S T ) Y TS ™ = ™ T T A TR T e T e



CIS 90 - Lesson 1

Instructor Note:

Switch to preloaded whiteboard

33
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L Class Activity

A D W 8@ What kind of computer did you use to join CCC Confer?
&

g

0 N

u /3 o ‘

\ /7] A Other

(0]

=
(N—

CIS 90 - Lesson 1

A
wt

34
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Google
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Cabnllo College, Soquel Drive, Aptos, CA

Class Activity — Where are you now?
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Roll Call
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If you are attending class by watching
the recordings in the archives contact
the instructor at: risimms@cabrillo.edu
to provide roll call attendance.

37
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Login
Credentials

Usernames and passwords
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. :
daty a i
u >
! !

The Login Credentials slides are included in
these lesson slides. To locate a copy:

1) See the Welcome email sent by the
instructor to registered and wait-listed

students.

2) Or login into Blackboard and look at the
Welcome announcement.

39
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Instructor Note:

Turn Recording On
Switch back to shared slides

40
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Syllabus,
Calendar
and Grades
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Class Exercise (Syllabus)

Please browse to: http://simms-teach.com
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These textbooks are optional but nice to have if you want to dig
deeper into the material provided by the lesson slides.

I really like the very first
sentence in Harley Hahn's book:

"This book will change your life."”
Optional Textbooks:

Linux User's Guide: Using the Command Line and GNOME with Red Hat Linux 9.0
by Carolyn Z. Gillay
Franklin Beedle & Associates ISBN: 1887902988

Harley Hahn's Guide to Unix and Linux
by Harley Hahn
McGraw-Hill ISBN: 0073133612
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CIS 90 Fall 2015

Class meets in room 828 and online every Wednesday afternoon:
« 15 lessons: 1:00-4:05 PM, from Sep 2nd to Dec 9th
« Final exam: 1:00-3:50PM, on Monday Dec 14", in room 828

July August September
S5u Mo Tu We Th Fr 5a S5u Mo Tu We Th Fr 5a S5u Mo Tu ’ETh Fr S5a
1 2 3 4 1 1 2] 3 4 &
5 & 7T & 9 10 11 2 3 4 5 & T & & T 8| 9|10 11 12
12 13 14 15 1& 17 1%8 9 10 11 12 13 14 15 13 14 15|16(17 18 15
1a 20 21 22 23 24 25 1e 17 18 19 20 21 22 20 21 22 |23|24 25 26

2e 27 28 29 30 31 23 24 25 26 27 28 29 27 28 29 E
30 31

October Hovember December
Su Mo Tu[We|Th Fr Sa Su Mo Tu(We|Th Fr Sa  5u(Mo) Tu (We|Th Fr Sa
1 2 3 1 2 3| 4 5 & 7T 1|2 3 4 &5
4 &5 &| 7] 8 9 10 8 9 10(11(1z2 13 14 & T B 9|10 11 12

11 12 13 (14|15 16 17 15 16 17 |18|15 20 21 1315 16 17 18 18
18 158 20 (21|22 23 24 22 23 244|252 2T 28 20 21 22 23 24 25 26

25 26 27 |28(259 30 31 29 30 27 28 29 30 31
Classes starting between:
6:30 am and 8:55 am, MW/Daily. . ......... ... ... 700am-3:50am. . ... Monday, Dec. 14
9:00 am and 10:15am MW/Daily. .. ................ ... 700 am-BB0am. .. Lol Wednesday, Dec. 16
10:20 am and 11:35 am, MW/Daily. . ...... ... .. .. ... ... 10:00 am-1250pm. .. ...l Monday, Dec. 14
11:40 am and 12:55 pm, MW/Daily. . .. ..................... 10:00 am=1250 pM. ... covvviiiiiiiianns Wednesday, Dec. 16

1:00 pm and 2:15 pm, MW/Dally. ... ................ooial.. 1200 pm-3:50pm. ... oo Monday, Dec. 14
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The typical week
http://simms-teach.com

Wednesday

"First minute" quiz
Lecture on new lesson material

TSI e socin E‘ Class activities
.......... o ﬂ Previous week lab assignments
due 11:59PM (Opus time)

Use the

Forum

to collaborate
with classmates <fT
at any time IR ; _
Calendar
All due dates are
found here

-8 Thursday
is grading day

Check the Grades
e page to see grades
s~ 0N labs, quizzes

Ty g aienry

© and tests

Peek at the Extra Credit
page if you need more
points

Work on labs or practice tests
during the week.

All assignments and due dates Tl B
are on the Calendar page
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Contacting the instructor

Use the forum for the fastest response on technical or class
related questions.

Use email for personal matters only. If it's NOT personal I will
most likely ask you to post your question on the forum and
will answer it there instead so other students may benefit from
the answer.

Weekly office hours:

Avoid leaving a message on voice mail. Checked rarely so don’t
expect a fast response!
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Class Exercise (Calendar)

PE R N aat iy o 8 0% SIS
RHPTTRr S M NV R e 2 S o D

Click on CIS 90

on left panel

i TR
, 3 1Tt b

Prevous Casses

.'q:vr:cv'u:qg
pLh e LTI

i M-y
Ry
4 Loty el e
A}

PRI BRI 4

Please browse to: http://simms-teach.com

TRTTATSED

NN
eI TR v 538 +
LSS h 0NN -:J.Lk‘ |

» . nE 1
< ‘x-v‘bf--.\l

R A &
R s T T SRS
BTN s ST

LU @ichn Cat

1 A
Y 2 : 7 2%

1 Rich’s Cabrillo Coliege C1S Classes =
W CI5 90 Calenidar : 'j'-
T R e T L SR T el e
C1% 20 (720 2014) Cateriee Z\

- | Then click on Calendar to see dates
. "% for every class meeting, quiz, and
we test. The "Due"” column indicates
ww | What assignments are due on those
‘| dates by 11:59PM (Opus time).




CIS 90 - Lesson 1 ‘3| IW

Course Calendar

First minute quiz

uizs
R’EU-IEV-U What IS due by
Lesson # and Date " Practice sl 11:59PM (Opus

,_
=1
=4
.
R

\ « Learn about filename expansion characters t th t d t

A\) Materials / Ime) a ate
5 3/10 «_ Presentation slides (download) (LATE WORK IS
/Practice test (download)

+ NA

/Ass’lgnment NOT ACCEPTED)

CCC Confer

« Enter virtual classroom

Lesson slides, feel e — Links to virtual
free to download Managing Files i classroom and

™

local viewing + Moving

+ Renaming

+ Removing
« Linking
\ 8.13?8.16 References to

N teriats (Gillay) ——o
Presentation slides (download) Y B

317

—— material in the
Test #1 p?125??29 textbook

+ Test (download) (Hahn)

Lab assignment

during class fo i archived recordings
pying
6

\ Assignment \
+ Lab5
CCC Confer /Inks // c-c{;nct‘;:?ie:tual classroom e TeSt
to join class online . Closs archives
or review archives N
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Class Exercise (Grades)

Please browse to: http://simms-teach.com
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Course Gradmg

TR LTS A B 7 e P PP e e e e Pt e G
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1L ;Rochsc.ibrﬂih Comge cxsmmu ; ;_gi‘:; Si0'a AW ahcerd g

track your progress
in the course.

Your default :
grading choice will |1

be a letter grade.
This can be
changed to
Pass/No Pass by
emailing a request
to the instructor.

Each student is
assigned a secret
LOR code name
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More on Grading

Course Home Calendar

Points can be earned from the following activities:

First minute quizzes - 30 points (5%)
Tests - 90 points (16%)

Forum posts - 80 points (14%)

Lab assignments - 300 points (54%)
Project - 60 points (11%)

How your grade is determined:

A student can earn up to 560 total points doing the activities listed above. The course grade is based on the number of points
earned.

Percentage | Total Points |Letter Grade|Pass/No Pass
90% or higher | 504 or higher A Pass
80% to 89.9%| 448 to 303 B Pass
70% to 79.9%| 392 to 447 C Pass
60% to 69.9%| 336 to 391 D MNO pass
0% to 59.9% 0 to 335 F MO pass

For some flexibiity, personal preferences or family emergendies there is an additional(90 points avaiable of extra credit activities. J

You control your grade. The more points you earn the higher your grade will be.

o1
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Grading - Lab Assignments

« 10 labs, 30 points each
« Due at 11:59PM (Opus time) on the date shown on the course Calendar.

- Late work is not accepted. There is no credit for any work turned in after the
deadline. If you don't complete a lab assignment, please turn in what you have,
by the due date, for partial credit.

« Students may work together and collaborate on labs but they must submit their
own work to get credit.

« Lab resources, instructors, and assistants are available in the CIS lab. In

addition the Linux Opus server and the CIS VLab may be accessed from
anywhere over the Internet.

A lab assignment due at 11:59PM will get no credit if turned in
one minute late at 12:00AM which is midnight the next day!
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Grading - First Minute Quizzes

10 quizzes, 3 points each

The quiz questions are shown on CCC Confer at 1:00PM sharp. Answers are
emailed to the instructor. The order of the questions will not be known until the
quiz is given! Emailed answers that are not in order will be marked as incorrect.

The quiz questions are given out in advance and students can use the forum to
collaborate on answers prior to class.

Quizzes are open book/notes. Students may not give or ask others for assistance
while taking a quiz.

There are no makeup's for these quizzes and they must be taken and turned in
within the first few minutes of class.

Students that attend by watching the archives can do some extra credit work
instead. In the past working students have joined the class briefly at the start just
to take the quiz and then return to work.

An incentive to start class on time
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Grading - Tests

3 tests, 30 points each

Tests are timed.

A practice test will be made available a week before the actual test.
Test 1 and 2 will be held during the last hour of class on the days shown on the Calendar.

Working students have the option to take test 1 and test 2 later in the day but they must
be completed no later than 11:59PM on the day of the test.

Test 3 is the final exam and is mandatory. The time of the test is shown on the Calendar.
Tests are open notes, open book, and open computer.
Students may not give or ask others for assistance while taking a test.

Tests may be taken remotely online.

Timed tests are more difficult due to the time pressure! They do help me understand
what you have learned so I can adjust the course as needed.

If you get anxious, freeze up, or your mind just doesn't work on timed tests then
come see me. I'll be happy to work with you on how to successfully take them.
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Grading - Forum Posts

4 points per post, up to 20 points maximum per "posting quarter".
 The end date for each posting quarter is shown on the course calendar.

* The posts for the quarter will be due at 11:59PM (Opus time) on the date shown
on the course Calendar.

« Extra posts in one quarter do not carry over to the next quarter.

* Only posts in the CIS 90 class forum will be counted.

As far as earning points, forum posts are "low hanging fruit" !!
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Grading - Extra Credit

* Up to 90 points

* You need to attend to a family emergency and can't turn in a lab assignment on
time ... don't worry!

* Your schedule/commute doesn't allow you to take any of the "first minute"
quizzes .... don't worry!

* You get anxious, panic and forget everything you know on a test ... don't worry!

* You just don't like making forum posts ... don't worry!

There are ample extra credit opportunities which provide you with
the flexibility to get the grade you want.

There is a cap on extra credit points so plan carefully!
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Making the fine print large (and red)

Please remember:

1) No makeup's for missed quizzes

2) Quiz answers in the wrong order or not emailed in the first few minutes
will not be accepted

3) Late work will not be accepted. For example, a lab assignment due at
11:59PM will get no credit if turned in one minute late at 12:00AM
(midnight) the next day

Tip: if you have not completed a lab assignment, please turn in what you have
done for partial credit.

Don’t panic though -- there are ample extra credit opportunities for students
wanting or needing any extra points.
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Final word on Grading

« You control your grade for this course!

« Use the Grades web page to plan for the grade you wish to receive
and track your progress.

« Use the Calendar web page to see due dates for ALL lab assignments,
extra credit labs and forum posts. See when EVERY quiz and test is

scheduled.
Grades Calendar

E-..-...&..._.,.uc._ ‘......- ———o T

Percentage | Total Points |Letter Grade|Pass/No Pass At the end of the course the
20% or higher| 504 or higher| A Fass instructor will count the number of
50% 1o 89.9%) 44810 503 : Fass points you have earned and use this
70% to 79.9%)| 392 to 447 C Pass
60% to 60.9%| 336 to 301 D No pass table on the Grades web page to

0% to 59.9% | 0 to 335 F No pass determine your grade.
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« Post questions and answers

» Get clarifications on assignments

« Collaborate with classmates on
assignments, quizzes and practice tests.

« Share UNIX/Linux information and ideas

« Post class notes for classmates who miss
class

« Please don't post passwords!

As an incentive to use the forum - students can earn 4 points per
CIS 90 forum post (capped at 20 points for each posting period)
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Class Forum

Textbook
POSTREPLY ¢ | |Q, Search this topic..
Textbook

[ by Benji Simms on Thu May 15, 2008 2:57 pm

What is the textbook for this course? | want to get it ahead of time and start reading through it.

« Usernames cannot be anonymous and must be:

« Your real first and last name separated by a
space e.g. Rich Simms

« During activation if your username matches a
name on the roster, but is not your full first
and last name it will be modified to be so.

« During activation if your username does not
match a name on roster it gets deleted.

« Uploading an avatar is optional. Identifying
photos are preferred so students can get to know
each other.

Benji Simms

Posts: 5
Joined: Thu May 15,
pm

[
Rich Simms
Site Admin

Posts: 240

Joined: Thu May 15,

pm

Benji Simms

Posts: 5

Joined: Thu May 15,

pm

2008 2:40

2008 1:445

2008 2:40

'-" : -

3 posts e Page 1 of 1
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Class Activity

Forum Registration

Click the Forums link on To Register:
http://simms-teach.com
1. Browse to the forum

2. Click on yflRegister
3. Review and agree to terms
4. Your Username must:

« be your first and last name
separated by a space
» e.g. Benji Simms

« match a name on the class

“omputer Networking and System Administration and/or =
ey —— Advanced search ro Ste r

Rich's Cabrillo College CIS Classes

Home Page
=

Computer and Information Systems

=)o Note: If you have already

FAQ Register| (!} Login r -

o -J — registered for a previous CIS course
) ' | you don’t need to do it again.

Note: All registrations are manually approved by the instructor. If your username is
incomplete or does not match a name of the class roster it will be modified or deleted. 63
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Class Forum

Subscribe to the forum to get email notifications of new posts
After logging in:

1. Go to the CIS90 class forum.

2. Click the "Subscribe forum" box at the lower left. When
subscribed you get email notifications when new posts are made.

3. To unsubscribe, click it again.

Unsubscribed

¢ Board index [#] Subscribe forum looks like this

Subscribed

¢™ Board index [X] Unsubscribe forum looke like this
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The CIS 90 System Playground

Configured for Configured for

Command Line Only Graphics and Command Line
_|| Arya-01
| [l ubuntu

—m Each student gets their
own Arya VM for the term

Sun-Hwa-XX servers for tests

Other UNIX/Linux servers

. Defiant
. Lexington
== ENnterprise

sy Intrepid All the systems are virtual machines
=1 Frs::';'i‘;ur (VMs) running on the CIS Lab servers.
2 s e B e i
e SON-0f-Opus They are available from on or off-campus

Gy Daughter-of-Opus
Gy Baby-Opus and MORE
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Option 1: Work on assignments online from anywhere

Home

School

Travel

/ ; CIS Lab servers on\

the Aptos campus

The CIS 90 systems, e.g. Opus and
Sun-Hwa, are virtual machines hosted

on physical servers in the CIS Lab

Sun-Hwa-XX servers for tests

Other UNIX/Linux servers
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The new CIS Lab (room 830) is
located on the second floor

Instructors, lab assistants and equipment
are available CIS students.

Great place to collaborate with classmates
and a place for study groups to meet.

Lesson 1

Rich's Cabrillo College CIS Classes
CIS 90 Grades

ome

Use this link to see the
schedule and location
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est. 1959 ™

My micro lab on my desk at home. Watch the forum
for an extra credit activity using this tiny lab.
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What is a computer?
#7 D m § 7] — [

Hardware Software

Network
Ir]terface

Programs/Apps

Operating
System

At a high level all computers have the same basic hardware and software components 72
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smart mobile
hone
p Illaptopll
tablet
desktop
blade
server
Virtual supercomputer
Machine
"heavy iron"
server
S T |
"pizza box" 1U

rack server
smart watch

Computers come in a wide variety of form factors 74
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& App Store ‘ w
T The Apache Softwar;
. ‘ﬁs ﬁ Foundation : o
R e

Software

ORACLE | __ Adobe

Norton

from symantec

r:_
EWSSTAND

GNU

McAfee’
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Software
Users 0 @ ':‘*‘ @

Programs/Apps
« Interface to users via graphics (GUI) or command line (CLI)
« Use the OS for all access to hardware resources

Examples: word processors, spreadsheets, smartphone apps, web servers,
compilers, games, email, web browsers, media players, databases, CAD/CAM,
contact management, anti-virus, accounting, enterprise applications, custom
software, and millions more!

Operating System (0OS)

« Shares hardware resources

« Loads and executes programs

« Manages processes (running programs)
« Manages memory

Manages the file system
Provides input/output services
Monitors the system

Network stack services

Examples: Windows, Linux, Unix

76

Hardware @ =y @ ¢ E



CIS 90 - Lesson 1

Software Licensing
Public Domain (paid for by the taxpayer)

« Source code is available
* No license, no copyright, maybe modified and redistributed
« Examples: USGS mapping software, NASA aerodynamics software

Open Source

« See: http://opensource.org

« Source code is available

« Community of developers doing online collaboration

» Pragmatic redistribution licenses

+ Examples: Apache, Firefox, Android, OpenOffice, OpenBSD, LibreOffice

Free Software Foundation

» See: https://www.fsf.org

» Source code is available

* GNU (“GNU is not UNIX") General Public License, COPYLEFT
« Examples: GNU/Linux, gimp, emacs, nano, gcc, zebra, Files

Proprietary (closed source)

» Source code is not available

» Considered intellectual property

* Must be licensed to use

+ Examples: Adobe Photoshop, Microsoft Windows, Mac OS X, AT&T UNIX System V,

Cisco I0S 77
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overview
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Why Study
Unix/Linux?



CIS 90 - Lesson 1 V | n l I lw

In 1971 Ken Thompson and
PDennis Ritchie developed
Unix at ATKT's Bell Labs

In 1971 Ken Thompson and Dennis Ritchie developed Unix at AT&T's Bell Labs

Dennis Ritchie and Kenneth Thompson: they set the style for software
development - and for software developers

Bell Laboratories 80
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Isn’t UNIX/Linux an antique
Operating System dating back to the
early 70’s that belongs in a museum?
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Heck NO I!

UNIX/Linux is widely used, constantly improved and growing fast!

Cloud infrastructure

Embedded in smartphones, tablets and many other appliances.

Internet services - Web, DNS, DHCP, Net News, Mail, etc.

Enterprise and mission critical applications - Large databases, Enterprise
Resource Management (ERM), Customer Relationship Management (CRM),
data warehouse, manufacturing, supply chain management, etc.

Hollywood - feature animation, visual effects, rendering farms.

Number-crunching super computers for research.
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Businesses and

PayPar organizations that
run on Linux

The Free Encyclopedia

amazon.com. Google 1 &

** travelocity

@.’ facebook. b
YAHOO.’.

http://www.comparebusinessproducts.com/fyi/50-places-linux-running-you-might-not-expect

83
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UNIX/Linux Family Tree
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Source: http://www.freebsdnews.net/wp-content/uploads/unix_family_history_tree_1600x1200.jpg
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1969 Unnamed POP-T operating aystem
@m =) Loes
- Open Source
1971t 1973
[[7] wixearshared Source 1971t0 1973
1974 1w 1975
[ cosed Source 1974 to 1975
1978
1978
1979
1979
1980 1980
1981 1981
1982 1982
1983 1083
1984 1984
1985 = 1985
1986 1986
1987 —— 1987
1988 S 1988
1989 o 1989
1990 1990
1991 1991
1992
1992
1993
1993 1994
1994
1995 1995
1996 1996
1997 1997
1998 1998
1999
2000 1999
2000
2001 to 2004 2001 to 2004
2005 2005
2006 e 2007 2006 to 2007
2008 2008
2009 2009
2010 2010
2011 2011
2012 to 2013 2012 to 2013
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Source: http://en.wikipedia.org/wiki/Unix#mediaviewer/File:Unix_history-simple.svg



Source: http://www.mike.org.cn/wp-content/f2/attachments/200906/6740791750.gif
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- == T = = = 1 - - 8 e | [
pn(z unres x | @ERICHSC: % Cabrillo x ¥ Wcabrillo. x ¥ [ Cabrillo x ¥ GNU-§ x ¥ S UNIX H| x | | unixad | x -~

| & 9 C [} wwwlevenez.com/unix/ '
| ooty |
robinix Fimeline

Below, you can see the preview of the Unix History (move on the white zone to get a bigger image): L
—
This is a simplified diagram of unix history. There are numerous derivative systems not listed in this chart, maybe 10 times more!
In the recent past, many electronic companies had their own unix releases. This diagram is only the tip of an iceberg, with a
penguin on it ;-).
Oracle Solaris 11.] |
october 4, 2012 |
Android 4.1.1 Android Androwd ;
| S e Jelly Bean 412 — 42  —P ';‘ndg'd,'."‘l,'(')
1 july 9,2012 0ct.9,2012  oct. 29,2012 ot cavactoidlood
Linux 3.5 Linux 3.6 Linux 3.7
Y B uly 21,2012 P eptember 30,2012 december 10, n
|
www.levenez.com/unix/redirect_unix_a4 pdfhtml .
= — - —— _ ___ _— e —

38
http://www.levenez.com/unix/
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1970 1980 1990 2000 2010 Time
—I"IFnuBSD 9.1|
. -
BSD family stz SOl
L..|np.-.nasn 5.3 |

—-| BSD (Berkeley Software Distribution) 4.4 ]

Bill Jay _-'I Sun0S 214 |
Darwin

Next5tep 3.3 RN
v Mac 05 X 10.8.4 |
| Xenix 05 | Appie

Microsoft/5CO GNU/Hurd K16
Richard Staliman | GNU/Linux 3.10.9
——————————————— I-|_Hinbt , Linus Tarvalds 321
Andrew 5. Tanenbaum =
Research UNIX 105 |

Bell Labs: Ken Thompson,
Dennis Ritchie, et al. » Commercial UNIX

ATET L Univel/SCO

»| Solaris 111111 |
Sun Microsystems

System 11l & V family »{He0x 0 Mia

Source: http://upload.wikimedia.org/wikipedia/commons/thumb/5/51/Unix_history.svg/705px-Unix_history.svg.png 89
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The "UNIX" descendants

The UNIX trademark is owned and managed by The Open Group on behalf of the industry
to signify products that are certified to conform to the Single UNIX Specification.

i =
toougm == | |\/E FREE OR DIE*™=
of UNIX Syslem Laboratonios,
L o= Ammmdmn& =
UNIX | SCO UNIX
P PC servers
IBM AIX
Servers, mainframes and

workstations

Apple OS X
Mac computers

2

Sun Solaris
Servers and workstations

HP HP-UX
Servers and workstations
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BSD

Berkeley
Software
Distribution
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BSD Unix and its "UNIX-like" Descendants

UC Berkeley had a source license form AT&T so they could make their own modifications
and additions like TCP/IP which enabled Unix for the Internet. BSD Unix was very popular
with university and government users.

77T %

\f’
NetBSD
\
16.3 %
6.6 %
Because the original BSD Unix was based on ATT's UNIX code it had to I o |
be re-written from scratch so it could be distributed freely as open & & & & dz-_;@
source. These "UNIX-like" descendants are not allowed to used the & &0
UNIX trademark. @’&%

Source: http://en.wikipedia.org/wiki/OpenBSD

The Apple iOS, internally known as Darwin,
like Mac OS X, runs on a Unix-like kernel
(Mach kernel + BSD components)

Apple iOS

Sources: http://en.wikipedia.org/wiki/Darwin_(operating_system)
http://en.wikipedia.org/wiki/IOS_(Apple)
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GNU/Linux

GNU is Not Unix



est. 1959
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Various Linux "Distros" (Distributions)

Red Hat Enterprise Linux CentOS

& CentOS

Fedora

OpenSUSE

Debian Ubuntu

Mint

Note: A distribution is built by a company or
organization. They start with the Linux kernel
then add a custom mix of open source components.
They may then add some of their own unique

software to differentiate their distribution.

Mageia

Tux, the penguin,
y ! is the Linux kernel
< mascot

97
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kT
iso.linuxquestions.org
15 Most Popular Linux Distro Downloads

15 Most Downloaded Distribution Versions
(last 30 Days)

i\ 15 Most Downloaded Distributions

(Ever)
1. BackTrack 5 R3 (563598) 1. Fedora
2. CentOS 6.5 (24485) 2. Red Hat Enterprise Linux
3. Linux Mint 17.1 (10509) 3. Mandriva
4. Fedora 20 (7214) 4. Ubuntu
5. Wifislax 4.9 (6778) 2 SUSE
6. Puppy Linux 6.0 "Tahrpup" (4429) 6. CentOS
7. CentOS 7.0-1406 (4029) 7. Damn Small Linux
8. KNOPPIX 7.4.2 (3455) 8. Knoppix
9. linuX-gamers Live 0.9.7 (2675) 9. BackTrack
10. FreeBSD 9.3 (2312) 10. Debian
11. Puppy Linux 4.3.1 (1912) 11. Slackware
12. Ubuntu 12.04.4 (1584) 12. Linux Mint
13. Damn Small Linux 4.4.10 (1207) 13. PCLinuxOS
14. Xubuntu 14.04.1 (1052) 14. Puppy Linux
15. Zorin OS 6 "Lite" (968) 15. MEPIS

Jan 21, 2015

There are hundreds of Linux distributions. The one thing they

have in common is they all use the Linux kernel.

98



CIS 90 - Lesson 1

Embedded Linux

) (just a few) Fﬁ | | \

Katana Erle-Copter , Asus RT-AC66U
Robotic Arm drone Stir smart desk wireless router

Tivo Yamaha Disklavier Some TomTom Garmin Buffalo
Mark IV Android GPS models Nuvi 5000 NAS storage
Cell Phones

v—w 1. ."n

Virgin America TripBPX

Personal Phone Mlerngk Sony TVS  Android Tablets Raspberry Pi Polycom
Entertainment System outers VOIP
Phone

For more see: http://linuxgizmos.com/category/devices/ 99
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Internet service providers use
UNIX/Linux to provide web, DNS, DHCP,
Mail, etc. services to their customers.

A8
bNs )
Doh ain Nam’e’ Sy_sten}
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Film Studios

DIANGD | TESERACT | BOCICAPE | CAMS | PYTHON | CCMCK.
TRRSENACY

Film studios like DreamWorks have huge
Linux "rendering farms" to produce the
animation and special effects

101



CIS 90 - Lesson 1

The Open-Source Car

Summary: Toyota is joining the Linux Foundation.

By Steven J. Vaughan-Nichols for Linux and Cpen Source |
July 5, 2011 -- 10:13 GMT (03:13 PDT)

W Follow @sjvn

Besides a V6 as your engine, your car is
very likely to soon be running Linux under
the hood. The Linux Foundation will be
announcing today that Toyota is joining the
Foundation.

Some of you may be wondering, "What the
heck is a car company doing joining the
Linux Foundation?" The answer is easy. As the Foundation puts it,
"A major shift is underway in the automotive industry. Car-makers
are using new technologies to deliver on consumer expectations for
the same connectivity in their cars as they've come to expect in
their homes and offices. From dashboard computing to In-Vehicle-
Infotainment (IVI), automobiles are becoming the latest wireless
devices - on wheels."

And, what's one of the most popular systems for dashboard
computing, heads-up driving displays and IVI? It's Linux, of course.

< snipped >

http://www.zdnet.com/blog/open-source/the-open-source-car/9193

Televisions

" - — — —

< EEXIIL TP D s . |

| mmrctwieenrs o 301 & » ML e B S0y G

Source Code Datribulion Service ‘

Suern wy MeemsMoscle |

Swwrch by Cologory |

http://www.sony.net/Products/Linux/common/search.html
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UNIX/Linux Architecture
Simplified View

609
= =3 > -\

Shell

(a program)

(programs)

System Commands

Applications

(programs)

Kernel

(low level operating system functions)

Hardware @s e
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The Shell
(Command Line)

) = : fem) @
\& i o 7

Shell

Allows users to interact with the computer

Called a “shell” because it hides the
underlying operating system.

Prompts user for a command, parses the
command, then locates the command (a
program or script) and runs it.

System
Commands

Applications Many shell programs are available:

sh (Bourne shell), bash (Bourne Again
shell), csh (C shell), ksh (Korn shell).

The shell is a user interface and a
programming language (scripts).

GNOME and KDE desktops could be called
B - G < B & o graphical shells.

Kernel
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Shell

System

Commands Applications

Kernel

Cedu 26

CIS 90 - Lesson 1
The Shell

The shell is a user interface and a programming language

‘/@ rsimms@opus;~ s ™~ (=)
[rsimms@opus ~1$ hostname -
opus.cabrillo.edu
[rsimms@opus ~]§ l

E
2 W —

e rsimms@opus:~ _— g L‘El_@_lg
[rsimms@opus ~1$% for i in Larry Moe Curly =
> do
> echo "Hello $i"
> sleep 1
> done
Hello Larry
Hello Mose
Hello Curly
[rsimms@opus ~15

E
-
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Various types of user interfaces

Shell Command Line Interface (CLI)

w - SAS \
& 3 \2 /

Shell
bash

Text User Interface (TUI)
A fivewnll provectn ageinst QMMAMM
Intrusions. Wigh security Blocks all incowing scceswen.

Medium Nlochs accens t system sarvicws (such s telnet
or printing), but wllows other connectican, N firesall

au-mmmuurrm

Graphic shells or ety tove! (NI (G GRCNEIETD

desktops (GUI) l - -

Lokkit Utility (uses curses library)

System o
Commands Applications

Kernel

S 139 < B [:l 4"’ =

107




CIS 90 - Lesson 1 ﬁ " lw

System Commands

@ 0 ) @ « 100’s of system commands and

utilities.

« We will learn how to use the following
Shell commands lin this lesson:

cal

clear

date

exit
hostname
id

pS

ssh

tty
uname

System

Commands Applications

Kernel

YVVVVVYVYVYYVYY
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UNIX/Linux Architecture
Applications

Q G @ @ « Could be included in the distribution or

optionally installed.

« Could be an add-on program developed
Shell by an ISV (Independent Software
Vendor) or Open Source organization.

System Applications | Could be an_in—house developed
Commands custom application.
- Examples are Apache (web server),
Kernel GIMP (GNU image manipulation

program), OpenOffice (word
processing, spreadsheets,
presentations), Oracle (commercial

CeS s » o = ¢ database), ... etc.
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The Kernel

0 G P > * Lowest level, inner-most core of the
< AR & operating system.

» Process management - what
Shell programs are called when they are
loaded and running.

System o » Memory management - handles all
Commands | APPlications the reads and writes to memory
(RAM and virtual memory).

> File System - handle all the reads
Kernel and writes to files on drives.

» Network stack - provides the

- - ©C < B o communication layers to exchange
packets with other computers.
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Space

Kernel
Space
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f} GNU/Linux Operating System Architecture

Users

o - &  (multi-user)

Programs (multi-tasking)

Shell
Add-ons Commands & Utilities X | Desktops

\_ _/

I N

[ GNU C Library (glibc)
T S —— .
/ Kernell | \
System Call Interface
Process Memory Virtual Network
Management Management File System Stack

Architecture Dependent
Kernel Code

Device Drivers

2

_/

Hardware

1See “Anatomy of the Linux kernel” by M. Tim Jones at http://www-128.ibm.com/developerworks/linux/library/I-linux-kernel/

Richard Stallman started
the GNU project in 1983
to create a free UNIX-
like OS. He Founded
the Free Software
Foundation in 1985. In
1989 he wrote the first
version of the GNU
General Public License

“'f\

N \Qé.\ <

Linus Torvalds, as a
student, initially
conceived and
assembled the Linux
kernel in 1991. The
kernel was later re-
licensed under the GNU
General Public License
in 1992,
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UNIX/Linux Design “Observations”

« Multi-tasking and multi-user capabilities

» Unlike Windows, the GUI does not run in the kernel (adds stability)
» Unlike Windows, multiple graphical desktops available

* Linux kernel is “monolithic”, not a modular “microkernel”

* Dynamic - can load and unload modules on the fly

* Programs restricted to the privileges of the user running them
(more secure)

» Scalable - scales up to handle the largest enterprise and mission-
critical applications

 Portable - runs on a variety of hardware platforms
* Reliable and robust
» Powerful, but NOT friendly !! 112
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l g Worldwide Server Market L !

Needs

Update
$14.2 Billion Server Revenue Q4 2013 Year over Year Change
Windows
$6.5B
(45.7%) Linux +14.4%
Unix
Unix
$1.9B Windows
(13.6%)
Other
$1.1B _
(8.0%) Linux
$4.1B
(28.5%)

Source: IDC, 26 Feb 2014

http://www.idc.com/getdoc.jsp?containerld=prusS24704714 114
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Website hits by browser 0OS

Jul 20101 Jan 20131 July 20153
Operating Systems Operating Systems Operating Systems
1 Windows XP 48.17% 1 Windows 7 4.13% 1 Windows7 35.30%
2 Windows 7 17.02% 2 Windows XP 23 T0% 2 Android 4
3 Windows Vista 16.60% 3 ios 5.70% 3 0S8 10.69%
4 Mac 0S X 4 AppleOSX 8.52% 4 Windows&.1 10.28%
5 Linux 5 Windows Vista 5.48% 5 Mac 05 X 6.18%

5 Windows 2003 1.02% B Android 3.75% 6  WindowsXP 5.87%
7 iPhone 05X 0.56% 7 Windows 8 2 2804 7 Android 5
8 Windows 2000 0.31% 3 Linux 1.74% 8 Linux 7 B5%

g WAP 0.12% g BlackBerry 0.81% g 037 2.05%

10 Android 0.08% ;
nerel 10 Symbian03 0.23% 10 Windows 8 191%

6.9% 22.8% 37.7%

1-This report was generated 07/31/2010 based on the last 15,000 page views to each website tracked by W3Counter. W3Counter's sample currently
includes 38,996 websites. The browser market share graph includes data from all versions of the named browser families, not only the top 10 as
listed below.

3-This report was generated 01/31/2013 based on the last 15,000 page views to each website tracked by W3Counter. W3Counter's sample currently
includes 63,187 websites. The browser market share graph includes data from all versions of the named browser families, not only the top 10 as
listed below.

3- This report was generated 07/31/2015 based on visits to 34,133 websites that use W3Counter's free web stats. The browser market share graph

includes data from all versions of the named browser families, not only the top 10 as listed below. 116
‘ W3Counter source: http://www.w3counter.com/globalstats.php
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o

Worldwide Device Shipments by Operating System, 2014-2016 (Thousands of Units)

Operating System 2014 2015 2016
1,156,111 1,454,760 1,619,030
(ios/Mac o5 ) 262,615 279,415 298,896

Windows 333,017 355,035 393,256

Others 626,358 380,545 261,155
Total 2,378,101 2,469,755 2,572,338

Shipments include mobile phones, ultramobiles (including tablets) and PCs

Source: Gartner (January 2015)

117
Source: http://www.gartner.com/newsroom/id/2954317
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Operating System Share (by system)

June 2015

OPERATING SYSTEM

Ix

Cray Limux Environment

SUSE Linux Enterpnse Server 11

CentOS

AlX

bulx SCS

Bultx Linux

Scentific Linux

RHELG 2

Redhat Enerprise Linux 6 £
Redhat Enterprise Linux 6.5
bulkx SUperCOmputer Suite
AE21

Kyln Lirux

Redhat Emerpnse Linux 8
CNL

Windows HPC 2008
CNK/SLES B

Redhat Linux

Redhat Enterprise Linux 7
RHEL 6.1

SLES10 ¢+ SGI ProFack &

Cell S

COUNT

- N
o =~

(= B <)

R i

1
1
1
1
1
1
1
1

.l,uun
B Cray Linux

Environment
SUSE Linuk Enterpn
."r'\'|‘|'~
-.'_,i
B tullx 5CS
B Sutix Linux
. Scientific Linux
|
.‘-:r1"‘n‘£v.'rv;v~.- L

SYSTEM SHARE RMAX

(%)

Linux dominates the
Supercomputer market

RPEAK (GFLOPS)

(GFLOPS)

02 195234

276,554 211
219129
35 584 246

13 134 528

1464 218
3,407 676
424
2007550
2132 582

5040438

837

3,963 802
3 83 180

429 338

®
S00

SUPERCOMPUTER SITES

CORES

15810,781

5538
8412
7104
a7 058
23 040

15835

Source: http://www.top500.0rg/statistics/list/

Tianhe-2
supercomputer
in China

Cray XK7
Titan at Oak
Ridge National
Lab

Sequoia, IBM
BlueGene/Q
at Lawrence
Livermore
Lab

Fujitsu K
computer in
Japan

Mira, IBM
BlueGene/Q
at Argonne

Lab 118
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Logging In
via ssh



SSH
(secure shell)

o

Getting the car keys



Solution: SSH is a network
protocol that enables
secure connections
between computers

Problem: We need a secure
(encrypted) way to login
and enter commands to a
remote server over the

network- " - B W "~ e— 2l
Opus Srver

Picture credit: http://www.cs.umd.edu/faq/ssh.html

Old way: telnet
Sniffer view of a Telnet session

New way: ssh
Sniffer view of a SSH session

" :

%  rootd server2-01:~

%  root® server2-01:~

% telnet-session - Ethereal ‘ ' | % ssh-session - Ethereal
Fl 0 n 0 P b onie 0 o
R L | 13 L0 UL CU o rQ ] W ST W L JE L QS L e ey
E loging rresiimmmmss o OUOOOSAE B0 72 2h 72 d4 3b 46 a6 7h B7 Bb dd df a2 b2 Ao e cF,
Pazzword: nimbus2000 _ OUOOOSEE 01 7c 39 78 bd od 95 £2 1 93 73 al 76 49 of 00 ,19x,,,,
Last login: Sun Jul & 18:47:03 from 192,168,1,254r OOOOOECE B8 o2 85 71 b0 75 of 72 bS 18 27 10 4b 57 ed B8 h,.q.u.r
[reimmzlzerverg-01 reimmz]$ ccaatt sseeccrresttrr OO0COSDE A7 df 2b al dd 81 4F 0a 58 51 £5 £7 54 3e cc B89 ,.+,,.0,
The I-Day irvazion i= set for June Bth at Mormandyr OOOO0SEE 55 70 €9 73 b4 Oa Bf 3F af Gb F7 3c d4e 30 92 39 Up,s, .07
[rsimms@server?-01 rsimms]$ eexxiitt OUOOOEFE B2 o fd af £fd b9 45 &2 56 12 d1 90 Oc dI ce 34 h..... E.
logout - OUOOOROE  Bd 1F 8b 44 a7 60 3c 59 aa Ob Za o2 04 cl da 43 m,,D,P<Y
s[hz[ ] OOOOOEIE 21 B7 2d 32 67 48 d3 47 2F 43 25 5 ee 65 89 7B 1,-29H.G
OUOOORZE 53 1c 74 91 bl £5 3e Bb &7 ee d9 fo £5 45 3 bE ,,t,,.D,
OOOO0EZE  ef 9c FO 89 b £7 1d c9 £d 29 B9 44 29 75 98 Ba ,.......
o OUOO0G4E b2 ba d5 B2 9F 35 el 1a ee UG 5h 79 fe e9 f0 0a ,,.b,5,,
Telnet uses clear text etorergbl i :
O0000BEE &3 SSH is encrypted P
OOOO0ETE  0F <
OOOOOEBE  Bc BF as 07 be 9 B2 02 a7 3F &0 el 9b ec af do ....nib,
username
With telnet, everything is password With ssh, everything is encrypted.
transferred in clear text over cat secret This is how we will access all
the network (not good!) exit UNIX/Linux systems in CIS 90.

121
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SSH (secure shell) is a standards based protocol. We will
use it for remotely logging into and running commands on
UNIX/Linux systems.

» See RFCs 4250 to 4254 at www.ietf.org
for the gory details

* “RFC” = Request for Comment

* “IETF” = Internet Engineering Task Force

122
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SSH apps may need to be installed

v Linux and Mac already have SSH built in (i.e. the ssh command)

O Android smartphones and tablets can use SSH apps such as the free
ConnectBot or Juice apps

O Apple iPhones and iPads can use ssh apps such as the iSSH app

0 Windows users can download and install the Putty program

Putty is written and maintained primarily by Simon Tatham.

http://www.chiark.greenend.org.uk/~sgtatham/
&' Thank you Simon!

123
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Operating - | Students in Students
System ﬁ the classroom at home
o
["j « Find and run the Putty » Google “putty download”
l'l/ program - Download the putty.exe binary
= to your desktop
T * Run the downloaded putty.exe

program

http://www.chiark.greenend.org.uk/~sgt
atham/putty/download.html

> &

Linux or Mac

« Search for and run the
terminal app

A
ﬁl

124
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Flrst
Login
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SSH connection to a UNIX/Linux Server

To connect and login to a remote system you must know:

« The hostname or IP Address of the remote server (hostnames
must be fully qualified domain names when going over the
Internet)

« The port number the SSH service is listening on (the default is
port 22)

* Your login credentials (username and password) on the remote
server

127
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How people get into another home

http://modernwarpoetry.com/wp-content/uploads/2014/09/Vertical-Siding-Brick-wall-white-house-with-a-big-house.jpg

.@\ : I —— | —

| 2) Some doors are /ocked and some are open.
> You can on/y enter /f the door is open

HI

P edee,

3) Homer owner: Who the heck are you?
4) Visitor: My name is Rich and I live next door in the small shack

How ssh lets you log into a remote server

1) You need an IP address or
hostname to find a server on
the Internet

2) Some ports are locked and
some are open. You can only
connect if the port is open.

http://product-images.www8-hp.com/digmedialib/prodimg/lowres/c03120597.png 3) Server: Enter Username & password
4) Visiting user: rsimms & <secret>
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SSH connection to a UNIX/Linux Server - from Windows

!
n

(specify hostname, username, password and port)

On Windows run Putty

Welcome to Cpus

~220-66-39.dhcp.cruzic.cam

2
Serving Cabrillo College

Click Open

The password
is not echoed
(printed) as
you type it

$R PuTTY Configuration =) m tsaraiaen s
! Category:
E)- Session \ Basic options for your PuTTY session |
L'ogging Specify the destination you want to connect to
(=)~ Temminal
.- Keyboard Host Name {or IP address) Port
- Bell oslab.cis.cabrillo.edu 2220
- Features Connection type:
= Window (O)Raw (D) Telnet () Rlogin @ SSH () Serial
xgeafance Load, save or delete a stored session
- Behaviour
. Translation Saved Sessions
- Selection
COIOUTS $
Default Settings
[=)- Connection . e QE_]
- Data The first time a
- Proxy . .
- Telet [ Delete connection is made
Lo to a server this
P . - -
.- Serial B Y ;_:‘,’o::;»:uut-.n.z PECircil R aees i Warnlng IS
() Aways (" Never @ Onlyon clean exit disp/ayed'
[ ae ) 4 o onm |
o) o) Click Yes 129
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SSH connection to a UNIX/Linux Server - from Linux/Mac
(specify hostname, username, password and port)

3 &

On a Mac or Linux terminal type:
ssh -p 2220 username@oslab.cis.cabrillo.edu

The authenticity of host '[oslab.cis.cabrillo.edu]:2220
([2607:£380:80£:£425::230]:2220) "' can't be established.
RSA key fingerprint is 7d:32:80:09:52:32:c8:dc:3b:16:0e:ba:8c:£fd:79:ef.

Are you sure you want to continue connecting (yes/no)? Y€S

e —— Enter yes if you get
this authenticity
warning

130
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SSH login to a UNIX/Linux Server

username

zimben%l@cpus.cabrillio.edu’s
Last login: Sun Feb S 21:18:07 20

Welcome to Cpus
Serving Cabrillo Collegs

Temminal mpe: (xex=] 4~ Hjt Enter key here to

Terminal type is xterm.

opus.cabrillo.edu

fhome/cis33/3imben § l type

Use exit command to
end session

password
(not echoed)

fhome/cis33/sigben § hostnane aCCGPt defau’t term/nal

Note: If you specified the username in Putty or on the ssh
command you will not be prompted for the username again.
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1) On Windows run Putty: Class Activity
(88 Purr Contgurtion - —= Log into Opus using SSH

|| Category: (specify hosthame, username, password, and port)
[=)- Session Basic options for your PuTTY session |
i} . Lpgging Specify the destination you want to connect to
[=)- Terminal
AT Host Name {or IP address) Port
Y " -
el [ oslab.cis.cabrillo.edu |(2220 |
. - Features Connection type: - ==y
5 Window Oftm © Tehet ©Rogn @SSH  © Sega 2) Enter your credentials (not Benji's)
ggg::::s:e Load, save or delete a stored session V@ smbenS0Zopus~ =1 &“
‘... Translation Saved Sessions o e =
i Selection Tlyg.=du's password: : H
i +Colours [ ‘ 5N\1:128:07 2012 from dsiNT4-220-66-39.dhcp.cruzic.com
& Corncchin Default Settings Qa_d_] =g K :
«Data (v
- Proxy [ s ] username 1=\ password
Moo [ Delee | (if prompted) =l (not echoed)
+ SSH : : A Welcoms :-:_C;'.‘:s”
.- Serial Close window on exit: Serving Cabrillc Collegs
() Always (") Never @ Only on clean exit P H/t En ter key here tO
— accept default terminal
About [ Open ] [ Cancel type

Respond "yes" to
authenticity warning if : 3
it appears

1) On a Mac or Linux terminal type: >
ssh -p 2220] [usernamel@oslab.cis.cabrillo.edu| 132
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Additional Resources

« How to open the terminal window on a mac
https://www.youtube.com/watch?v=zw7Nd67_aFw

« Howto #144: Logging into Opus
http://simms-teach.com/howtos/144-opus-access.pdf

& ,
Erasnarensmenonen.
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| 5 Lesson 1 commands for your toolbox

cal - show calendar

date - show current time and date

clear - clear the terminal screen

hostname - show the host name of the computer being accessed

ps - show processes, including the name of the shell being run
uname - show the kernel name

cat /etc/issue - usually shows distro (distribution) name

cat /etc/*-release - usually shows distro (distribution) name

who - shows current login sessions

who am i - identifies which login session you are using

tty - shows your terminal device

id - show user info including username/UID and group/GID
history - show previous commands

ssh - Connect and login to remote system

exit - terminate your shell and log off
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Terminal type

login as: simben90
simben90W@oslab.cabrillo.edu's password:
Last login: Sun Aug 26 08:54:09 41-3-21-105.dsl.fusion.com

("v')
//===\\
(\ =7/)
Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm] «—__ Hijt Enter key here to accept

Terminal type is xterm. default terminal type
/home/cis90/simben $

The terminal type in this case is "xterm". The terminal type is different
than the terminal device (more on this later)
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Shell Prompt

login as: simben90
simben90W@oslab.cabrillo.edu's password:
Last login: Sun Aug 26 08:54:09 41-3-21-105.dsl.fusion.com

("v')
//===\\
(\ =7/)
Welcome to Opus
Serving Cabrillo College

Terminal type? [><iter1“ﬂ]<—k Hit Enter key here to accept

Terminal type is xterm. default terminal type
/home/cis90/simben $

/home/cis90/simben S
\ J
||

Shell prompt - used by the shell to prompt the
user to enter a command. The shell will display

this prompt every time you hit the Enter key.

Question: What is your exact prompt string on this system?

Answer: /home/cis90/simben $
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cal command

prompt command
I A \ A 1
/home/cis90/simben $ cal The cal command outputs the
August 2012 calendar for the current month.
Su Mo Tu We Th Fr Sa
1 2 3 4

5 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31
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prompt ¢

[ . —

/home/ci1s90/simben $ cal 12 2012

December 2012
Su Mo Tu We Th Fr Sa
1
2 3 4 5 6 7 8
9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30 31

Adding the month and year
arguments to the cal command lets
you specify a specific month and year

Question: What day of the week (e.g Su Mo, Tu ...) was December 25, 20127
Answer: Tu
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date command

'<><\e>
<<\<<‘
prompt 9
| . l!_l_\
/home/cis90/simben $ date The date command outputs the current
Tue Aug 26 08:11:31 PDT 2014 date and time.

Day-of-the-week Month Day-of-the-month Hours:Minutes:Seconds Time-Zone Year

Question: What time is it on this system? (use HH:MM format and don't dawdle!)
Answer: 08:11
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est. 1959 Y

Command Line Interface (CLI) terminology

f\Th’.S portion is the shell prompt

/home/cis90/simben $
December 2012

Su Mo Tu We Th Fr Sa

1

2 3 4 5 6 7 8

9 10 11 12 13 14 15

le 17 18 19 20 21 22

23 24 25 26 27 28 29
30 31

cal 12 2012

This is the command
which includes two
arguments 12 and 2012

/home/ci1is90/simben $ cal 12 2012

December 2012 \y These are arguments for

Su Mo Tu We Th Fr Sa the command to process
1

2 3 4 5 6 7 8
9 10 11 12 13 14 15
16 17 18 19 20 21 22

23 24 25 26 27 28 29 /home/cis90/simben $ cal 12 2012
30 31 December 2012
Su Mo Tu We Th Fr Sa
1
This is the outputof —__—" 2 3 4 5 6 7 8
the command 9 10 11 12 13 14 15

le 17 18 19 20 21 22
23 24 25 26 27 28 29
30 31 142
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clear command

'<><\€>

<(\

prompt 006\
A

' — The clear command will clear the screen.

/home/cis30/simben S clear (On scrollable terminals you are still able to

scroll back to see previous commands entered)

before after

Question: What happens when you use the clear command?
Answer: The terminal window is cleared (scrolled up and out of sight)
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hosthame command

prompt command
A A
f M ! The hostname command outputs the

/home/c1s90/simben $ hostname
. hostname of the system you are
oslab.cishawks.net . ) .
interacting with.

Question: What is the hosthame of this system?
Answer: oslab.cishawks.net

144



CIS 90 - Lesson 1

ps command

O
& The ps command outputs the processes
<<\<<\ (programs loaded into memory and
t 0 . .
promp C running) belonging to your username.

[

! —

/home/cis90/simben $ ps
PID TTY TIME CMD 4/\ name of the
21629 pts/0 00:00:00 bash shell being run

21674 pts/0 00:00:00 ps
name of the ps command running

that produces this output

There are a number of differnet shells such as bash (Bourne
Again shell), sh (original Bourne shell), ksh (Korn shell), dash
(Debian Almaquist shell), tecsh (TENEX C Shell) and csh (C shell).

Question: What is the name of the shell running on this system?
Answer: bash
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uname command

/home/cis90/simben $ uname The uname command outputs the
Linux name of the kernel being used.

Question: What is the name of the kernel running on this system?
Answer: Linux
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cat command (to show the name of the distribution)

/home/cis90/simben $ gat /etc/issue These two cat
CentOS release 6.2 (Final) commands will
Kernel \r on \1 usually (but not

always) output
something that
contains the name
of the distribution
being used.

Name of distro Version of distro

/home/cis90/simben $ cat /etc/*-release
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)

Question: Which distro has been installed on this system?
(single word answer only please)
Answer: CentOS
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cat command (to show the name of the distribution)

simben90@doc:~$ cat /etc/issue
Ubuntu 13.04 \n \1 These two cat

commands will
L usually (but not

Name of distro Version of distro always) output
something that

simben90@doc:~$ cat /etc/*-release contains the name
DISTRIB ID=Ubuntu of the distribution
DISTRIB RELEASE=13.04 being used.
DISTRIB CODENAME=raring

DISTRIB_DESCRIPTION="Ubuntu 13.04"

NAME="Ubuntu"

VERSION="13.04, Raring Ringtail"

ID=ubuntu

ID LIKE=debian

PRETTY_NAME="Ubuntu 13.04"

VERSION_ID="13 .04"

HOME URL="http://www.ubuntu.com/"

SUPPORT URL="http://help.ubuntu.com/"

BUG_REPORT URL="http://bugs.launchpad.net/ubuntu/"

Question: Which distro has been installed on this system?
(single word answer only please)
Answer: Ubuntu 48
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/home/cis90/simben
root fttyl :
root S tty2

rsimms pts/0

simben90§pts/l
simben90§pts/2
milhom90:pts/3
rsimms {pts/4
username i terminal
:  device
used for
login
session

S who

£ 2014-08-13
: 2014-08-13
: 2014-08-12
£ 2014-08-13
£ 2014-08-12
£ 2014-08-13
: 2014-08-13

who command

17:
17:
18:
16:
10:
16:
16:

date and time

of login

07
07

10
39

41

391
10

(2601:9:0680:53b:1918:aeeb5:1785:79£4)
(2601:9:0680:53b:1918:aeeb5:1785:79£4)
E(2601:9:6680:53b:edf7:ab23:af8b:7b73)
(2601:9:0680:53b:1918:aeeb5:1785:79£4)
(ec2-54-193-87-225.us-west-1.compute.amazonaws.com)

where user logged in from (remote hostname
: or IP address) . If empty the user logged on
* locally rather than over the network.

Show information about current login sessions
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who command

/home/cis90/simben $ who

root ttyl 2014-08-13 17:07
loca/*:root tty?2 2014-08-13 17:07
rsimms  pts/0 2014-08-12 18:10 (2601:9:6680:53b:1918:aee5:1785:79£4)
simben90 pts/1 2014-08-13 16:39 (2601:9:6680:53b:1918:aee5:1785:79£4)
remote J g impben90 pts/2 2014-08-12 10:41 (2601:9:6680:53b:edf7:ab23:af8b:7b73)
milhom90 pts/3 2014-08-13 16:39 (2601:9:6680:53b:1918:aee5:1785:79£4)
rsimms pts/4 2014-08-13 16:40 (ec2-54-193-87-225.us-west-1.compute.amazonaws.com)

Users in the same room as the system can login locally. Everyone
else must login remotely over the network. The IP address or
hostname in the last column indicates a remote login session.
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who command

/home/cis90/simben $ who

root ttyl 2014-08-13 17:07

root tty2 2014-08-13 17:07

rsimms pts/0 2014-08-12 18:10 (2601:9:06680:53b:1918:aeeb5:1785:79f4)

simben90 pts/1 2014-08-13 16:39 (2601:9:6680:53b:1918:aee5:1785:79f4)

simben90 pts/2 2014-08-12 10:41 (2601:9:6680:53b:edf7:ab23:af8b:7b73)

milhom90 pts/3 2014-08-13 16:39 (2601:9:6680:53b:1918:aee5:1785:79f4)
(

rsimms pts/4 2014-08-13 16:40 (ec2-54-193-87-225.us-west-1.compute.amazonaws.com)

Question: How many login sessions (including yours) are there on this system?
Answer: 7/

Question: Regarding the users logged in REMOTELY (over the network rather
than local). Who has been logged in the longest?
Answer: simben90

Question: Where did that REMOTE user (the one logged in longest) login from?
Answer: 2601:9:6680:53b:edf7:ab23:af8b:7b73 (this is an IPv6 address)
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who am i command

The who am i command lists just the session you are using

/home/ci1is90/simben S who am i

simben90:ipts/1 :2014-08-13 16:39:(2601:9:6680:53b:1918:aee5:1785:79£4)
username  iterminal i date and time of where user logged in from (remote hostname
: device used : login : or IPaddress) . If empty the user logged on
: for login ) "~ locally rather than over the network.

: session

This is a good way to distinguish which session you are currently interacting
with when you have logged in more than once on the same system.
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tty command

The tty command shows the terminal

/home/cis90/simben $ tt ) ] : .
Y device being used for the login session.

/dev/pts/0

Every login session uses a unique
terminal device.

The terminal device is different than the
terminal type you accepted during
login.

Question: Which terminal device are you using to connect to this system?
Answer: /dev/pts/0
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tty command

/home/cis90/simben $ who am i

simben90 pts/1 2014-08-13 16:39 (2601:9:6680:53b:1918:aeeb5:1785:79f4)
/home/cis90/simben
/home/cis90/simben
/home/cis90/simben
/dev/pts/1

Uy Ur U

tty

The terminal device is abbreviated in who output. The tty
command on the other hand shows the entire terminal device.

Question: Run the who am i and tty commands.
What portion of the output from these commands is identical?
Answer: pts/1
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id command

The id command outputs information about the user

/home/cis90/simben $ id
uid=1201 (simben90) gid=190(cis90) groups=190(cis90),100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

Question: What is your uid (user ID) nhumber on oslab?
Answer: 1201

Question: What is your username on oslab?
Answer: simben90

Question: What is your gid (group ID) number on oslab?
Answer: 190
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history command

/home/cis90/simben $ history

< snipped>
54 cal
55 cal 12 2012 i
56 date The history command shows all
57 clear previously entered commands.
58 hostname _ _ _
59 ps The list can span multiple login
60 uname sessions.

61 cat /etc/issue
62 cat /etc/*-release

63 who
64 who am 1
65 tty
66 id

67 1id milhome90
68 id milhom90
69 id rsimms

70 history

Question: What happens when you use the history command?
Answer: Shows previously entered commands
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ssh command
(to securely log into a remote UNIX/Linux system)

Basic command syntax:

Optional. Specifies the port If a username is specified the "@"
on the remote system. The is used to separate the username
default is port 22. from the hostname.

ssh -p nnnn username@hostname

Required. This can be the
hostname or IP address of the
remote system. If a hostname is
used for a server on the Internet
it must be the entire fully
qualified domain name (FQDN).

Optional. Specifies the account
username on the remote
system. The default is the
username on the local system.
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Example ssh command
Logging into a Pxx-Arwen system from Opus

username T~ »~__ Short hostname
/home/cis90/simben $ ssh cis90@arya-03
The authenticity of host 'arya-03 (172.20.90.3)' can't be established.
RSA key fingerprint is 8b:al:ef:d2:52:e4:£f3:a3:¢c2:41:05:93:89:c3:1d:58.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'arya-03,172.20.90.3' (RSA) to the list of known
hosts. N password is typed but not echoed
cis90@arya-03's password:
Welcome to Linux Mint 15 Olivia (GNU/Linux 3.8.0-26-generic x86 64)

Welcome to Linux Mint
* Documentation: http://www.linuxmint.com
Last login: Mon Jan 27 17:13:33 2014 from opus.cis.cabrillo.edu
cis90@arya-03:~ > exit
logout
Connection to arya-03 closed.
/home/cis90/simben $

Note how the prompt changes (highlighted above) when on a different system 158
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Example ssh command
Logging into son-of-opus from Opus

non-standard ssh port username FODN hostname

/home/cis90/simben $ ssh -p 2220 simben90@son-of-opus.simms-teach.com
simben90@son-of-opus.simms-teach.com's password: «—— password is typed
Last login: Mon Jan 27 18:14:32 2014 from oslab.cis.cabrillo.edu

('v')
//===\\
(N =7/)

~ ~ ~ ~

< |

Welcome to Son of Opus
Serving Cabrillo College

[simben90@son-of-opus ~]S$ exit
logout

Connection to son-of-opus.simms-teach.com closed.
/home/cis90/simben $

Note how the prompt changes (highlighted above) when on different systems 159
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exit command

/home/cis90/simben $ exit The exit command logs out and
ends the session.
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Add Codes

« Available after class
* You can stop by before you leave or email me
* Please use them online the same day you get

them!

162



CIS 90 - Lesson 1

i A B
-t
X 1
" l :

Planning on taking more Linux courses?

Be sure to add CIS 81 to your plans so you can take CIS 192 in the Spring

CIS 90 Introduction to UNIX/Linux B
Provides a technical overview of the UNIX/Linux operating system, including
hands-on experience with commands, files, and tools. Prerequisite: CIS 72.
Transfer Credit: CSU.

,
CIs 81 Networking Fundamentals and Theory
(Cisco CCNA 1)

Presents networking protocols, standards, concepts, and terminology includ-
ing Ethernet, ARP, ICMP, IP addressing, subnetting, switches, hubs, routers,
TCP, UDP, OSI Model and other standards and protocols. Hybrid Requisite:
Completion of or concurrent enrollment in CIS 72. Recommended
Preparation: Eligibility for MATH 154.

Transfer Credit: CSU.

CIS 98 UNIX/Linux Shell Programming
Presents an introduction to shell programming in a UNIX/Linux environment, and is
designed for system administrators or technical users with little or no programming
background. Prerequisite: CIS 90.

Transfer Credit: Transfers to CSU.

CIS 191AB UNIX/Linux Installation, Configuration
and Administration B

Introduces skills required to administer UNIX/Linux systems. Prerequisite:
CIS 90 or equivalent.

CIS 192AB UNIX/Linux Network Administration “B
Teaches the building of network infrastructures, and the installation, configu-
ration, and protection services on Linux TCP/IP networks.

Prerequisites{CIS 81Jand CIS 90 or equivalent skills.

Recommended Preparation: CIS 191AB.

CIS 193AB UNIX/Linux Security Administration B
Teaches how to perform the tasks and examine the strategies of UNIX/Linux
host, files, and network security management. Prerequisite: CIS 192AB.
Recommended Preparation: CIS 175.
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Cabrillo Networking Program Mailing list

Subscribe by sending an email (no subject or body) to:
networkers-subscribe@cabrillo.edu

e Program information

e Certification information

Career and job information

e Short-term classes, events, lectures, tours, etc.
e Surveys

Networking info and links

L e ————
s Bt + S - -
L T ey Ao o o
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Help Available in the CIS Lab

Instructors, lab assistants and equipment are available for CIS
students to work on assignments.

CIS 90 Student Lab Assistants:

Tess Mike F. TBD

Linux Instructors

( | |
Inside the STEM Center \

Rich's Cabrillo College CIS Classes

CIS 90 Grades

Rich Simms Mike Matera

| _osw |
t/\ Check the lab schedule found here 168
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Study Groups

« Two heads are better than one!

« Great way to work lab assignments and prepare for tests.
« Excellent way to learn.

* Less time being in the "I'm stuck"” zone.

« A great way to develop teamwork skills.

« Improves scheduling and organization skills.

 Let me know on the student survey if you are interested and
would like my help finding study partners.
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Additional Resources

My office hours for additional hands-on help, feedback and
development planning.

Cabrillo CS/CIS LinkedIn group for students and alumni

http://www.linkedin.com/groups/Computer-Science-Computer-Information-Systems-6689142

Society of Women Engineers (SWE) Facebook page
https://www.facebook.com/SWEorg

Systers Listserv
http://anitaborg.org/get-involved/systers/
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CIS 90 systems
Roadmap
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giles.dreamhost.com Rt TS
(simms-teach.com web site) = ‘ '
Los Angeles son-of-opus.simms-teach.com
. Amazon Compute Cloud
\\\
\\
.
'\
~
\\\
m Server
i network
oslab.cis.cabrillo.edu.com
(Opus)
e Defiant
e Intrepid _
i enmmp=———e Enterprise _,
G e mmnem=r Freedom —
s gﬁf‘a_:_':::: Room 828 PCs
Sun-Hwa-II Room 829 PCs
. Room 830 PCs
Arya-xx's

CIS Lab and Classroom networks
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(Los Angeles)

Son-of-Opus
(Amazon Northern
CA Cloud)

Batman
(Soquel)
Note: hostnames are not case
sensitive (any portion can be
upper or lower case)

= =mmm
Opus (oslab 1 Putty or ssh -p 2220 simben90Roslab.cis.cabrillo.edu
(Aptos) 2 ssh -p 2221 simben90Qdefiant.cis.cabrillo.edu
3 ssh -p 2221 simben90@batman.simms-teach.com
Home 4 ssh -p 2220 simben90@son-of-opus.simms-teach.com
(Soquel)
5 ssh simben90@giles.dreamhost.com
6 exit
/ exit
8 exit
9 exit
10 exit
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B2 PuTTY Contiguration — e BENN
[p———

Fetea Bave oppors ot paer Pul 1Y seswon

7—':‘::370 SO0 e Da NN ORI YO W N) Lasat]
Yepzowd o Maess | F Ddess) Poa
Hel PTReriRNF sebut tatr e ek o
Fatdaes

Vioeoom . - -

sl Nsgamace Specify the destination you want to connectto
Transiabar
Opus (oslab) Setcaen Host Mame (or IP address) Eort
(Aptos) simben90@oslab.cabrillo.edu 2220

fr«-« .

g Connection type:

- ((JRaw ()Telnet ( )Rlogin @ SSH () Sefal
Abas Coe Ganeel

Using username "simben90".
simben90@oslab.cabrillo.edu's password:

Last login: Mon Aug 18 09:09:14 2014 from 2601:9:6680:53b:93f:8df2:6592:a958

('v')
\/===\/
\_=7/)
Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type is xterm.
/home/cis90/simben $ hostname Note: usernames and

oslab.cis.cabrillo.edu passwords are case sensitive
/home/cis90/simben $
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== zzanram—
Defiant
(Aptos)

/home/cis90/simben $ ssh -p 2221 simben90@defiant.cis.cabrillo.edu

The authenticity of host '[defiant.cis.cabrillo.edu]:2221 ([172.20.90.51]1:2221)"' can't
be established.

RSA key fingerprint is 98:09:e7:d3:b2:89:e5:3a:57:b0:59:£f£:86:7e:8e:50.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[defiant.cis.cabrillo.edu]:2221' (RSA) to the list of known
hosts.

simben90@defiant.cis.cabrillo.edu's password:

Welcome to Linux Mint 17 Qiana (GNU/Linux 3.13.0-24-generic x86 64)

Welcome to Linux Mint

* Documentation: http://www.linuxmint.com
\ \ / N /1
| I N/ A\ NN N/ \ A\
| ’ N N N
/ /\ > o/
\/ \/ \/ \/

Last login: Fri Aug 15 07:07:25 2014 from opus.cis.cabrillo.edu
[defiant] $ hostname

defiant.cis.cabrillo.edu

[defiant] $
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Batman
(Soquel)

Defian
(Aptos)

[defiant] $ ssh -p 2221 simben90@batman.simms-teach.com
The authenticity of host ' [batman.simms-teach.com]:2221 ([2601:9:6680:53b:20c:29ff:fe0d:9285]:2221)"

can't be established.
RSA key fingerprint is b4:20:f4:dc:dl:ab:5b:8a:bb:44:61:bf:1c:c8:97:6e.
Are you sure you want to continue connecting (yes/no)? yes

' [batman.simms-teach.com] :2221, [2601:9:6680:53b:20c:29ff:fe0d:9285]:2221"

Warning: Permanently added
to the list of known hosts.

(RSR)
simben90@batman.simms-teach.com's password:
==/ i i \==_
/XX/ IN___ /1 AXX\
/XXXX\ | XXXXX | /XXXXN\
 XXXXXXX _/XXXXXX|

| XXXXKX\
:9:0:0:0:9:0:0:0:0:0:6.$:9:9.$.6:9:9:0:0.0.0:0:0:0:0:0.0:6:9°9..9.9.$.9:9:9:0:0.0.0:0:0.9:0:¢

[9:9:9:9:9:9:9:9:9:0:9:9:0:9:9.9:9:0.9:9:0.9.9:0:9:0.9.9:0.9.9.0:0:0.0:9:0.9:9:0:0.9:0.9.0:0.0.4 |
D:9:0.0:0:9:0:0:0.0:0:0:9:0:0:0.0:0:9.9:0:0.0.0:0:9.0:0:0.0.:0:0:9:0:0.0.0:0:9.9:0:0.0.0:0:9.9.0.0:4
[9:9:9:9:9:9:9:9:9:0:9:9:0:9:0.9:9:0.9:0:0.9.9:0:9:0.9.9:0.9.9:0:0:0.0:9:0.9:9:0:0.9:0.9.0:0.0.4 |
AAAAA 19:0:0:0:0:0:0:9.0:0:0:0:0:0:0:0.0:0:0:0.0. UANINAY $:0:0:0:0:4

XXKKKK/
| XXX | \ XXX/ A\XXKKK /N A\XKXK/ | XXX |
XX\ \X/ \ XXX/ \X/ /XX/
"\ " \X/ " /"

Welcome to Batman
Serving Cabrillo College and Ceiba College Prep

[simben90@batman ~]$ hostname
batman.simms-teach.com
[simben90@batman ~1$
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S oS W) — -

Son-of-Opus

(Amazon Northern
CA Cloud)

o g
Batman
(Soquel)

[simben90@batman ~]$ ssh -p 2220 simben90@son-of-opus.simms-teach.com

The authenticity of host '[son-of-opus.simms-teach.com]:2220 ([54.193.87.225]:2220)"
be established.

RSA key fingerprint is 05:02:£7:48:00:e6:af:29:dd:47:33:¢3:82:80:29:4d.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added ' [son-of-opus.simms-teach.com]:2220,[54.193.87.225]:2220"'
to the list of known hosts.

simben90@son-of-opus.simms-teach.com's password:

Permission denied, please try again.

simben90@son-of-opus.simms-teach.com's password:

Last login: Mon Aug 18 12:55:04 2014 from 207.62.187.227

Welcome to Son-of-Opus
Serving Cabrillo College

[simben90@son-of-opus ~1$

can't

(RSA)
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giles
(Los Angeles)

Son-of-Opus
(Amazon Northern
CA Cloud)

[simben90@son-of-opus ~]$ ssh simben90@giles.dreamhost.com
The authenticity of host 'giles.dreamhost.com (208.113.153.233)"' can't be established.
RSA key fingerprint is d8:3c:65:de:d3:43:ef:2a:76:13:d9:16:85:09:36:9a.

Are you sure you want to continue connecting (yes/no)? yes
(RSA) to the list of known

Warning: Permanently added 'giles.dreamhost.com,208.113.153.233"

hosts.
simben90@giles.dreamhost.com's password:

_/
Welcome to giles.dreamhost.com

Any malicious and/or unauthorized activity is strictly forbidden.
All activity may be logged by DreamHost Web Hosting.

[giles]$ hostname
giles
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giles
(Los Angeles)

Son-of-Opus

(Amazon Northern
CA Cloud)
[giles]$ exit
logout
Connection to giles.dreamhost.com closed.
[simben90@son-of-opus ~]$ hostname
son-of-opus.simms-teach.com
[simben90@son-of-opus ~1$
‘c“""m
g giles- 9 When you exit a server it's like you pop
son-of-opus & it off the top of a stack and return to the
batman ; previous server underneath
defiant
opus (osIab)’
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Son-of-Opus
(Amazon Northern
CA Cloud)

S &
<4

Batman
(Soquel)

[simben90@son-of-opus ~]1$ exit

logout

Connection to son-of-opus.simms-teach.com closed.
[simben90@batman ~]$ hostname
batman.simms-teach.com

[simben90@batman ~1$

When you exit a server it's like you pop

=of= 2 it off the top of a stack and return to the
batman ; previous server underneath
defiant
A
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Batman
(Soquel)
Defian
(Aptos)
[simben90@batman ~]$ exit
logout
Connection to batman.simms-teach.com closed.
[defiant] $ hostname
defiant.cis.cabrillo.edu
[defiant] S
<
: ’ When you exit a server it's like you pop
Z it off the top of a stack and return to the
-batman- 2 previous server underneath
defiant
f
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efiant
(Aptos)

[defiant] $ exit

Connection to defiant.cis.cabrillo.edu closed.
/home/cis90/simben $ hostname
oslab.cis.cabrillo.edu

/home/cis90/simben $

When you exit a server it's like you pop
it off the top of a stack and return to the
previous server underneath
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/home/cis90/simben $ exit

And the Putty terminal program closes

When you exit a server it's like you pop
it off the top of a stack and return to the
previous server underneath

186
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Lesson

Date

Topics

Class and Linux Overview
o Understand how ths course will wark
» High-level overvew of computers, operating

Assigned on 9/2 |

TS ST TUT TETITOT TWOTR TG 15

¢ Ussig tenmnak and the command ne

Materials

o Prosentation éides (downk

o Login Credentinls Sheet (downlon

Supplemental

o Howlo #133: Logging nto Opus (downioad )

Assigrment /
o Stydeot Survey

CCC Confer
o Eriter virtusl clagsraom
o [Class pichives

Quiz 1

Commands

o Understand how the UNDX login operation
works

* Meet John the Rpper and learmn how
viinerable a poor password s

o Understand base command syntax and

on

tand peogram Nies and what happens

when they are run

o Underand how the shell works and
snvitonment variabies
s lInderstang how to get onkne documentATion

Materials

o Presentaton shdes (Qowioad)

¢ Howto #106: Configuring Putty (downlesd)
Assignment

o lab2

CCC Confer

o fnter vics! classroam
o Class archives

1.1-1.15
(GHllay)

245

pi13-115,

p164-172
(Hahn)

) )

‘;"1.:
17-3.20

419422
o.142

(GHay)

Lab 1
Scavenger
Hunt

Both due by 11:59PM on Wednesday 9/9
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Lab 1 - Scavenger Hunt

Starting on Opus you will log into several systems using ssh. On each system
you will collect an item after answering correctly a series of questions.

Get a mOVi? Get a book

Freedom

Enterprise

Start and Get a fruit
et a frui
end here oslab.cis.cabrillo.edu ——r Gel a star
ot BTG .
Opus e ' S
(Opus) Intrepid .
Defiant

Get a musical instrument

A =

Get a dog

Lexington

Excalibur
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&8 simben90@excalibur. -~ ' (=

/home/¢cisS0/simben §|sc
FRRERRPRERRR AR AR RPN iR R RN
4 SCAVENGER HUONT ¢
R L

Welcome Benji,

You are on a scavenger hunt to find six items. To get

each item you must login to a different Linux system and
answer some gquestions. Each time you answer a guestion
iyou must use that answer as an argument to the scavenge
command. Once you have answered each question correctly you
will be given the item for that system.

‘Instructions will follow on how to reach the next system
iwhere you will have more questions and another item.

'The scavenger hunt begins here on Cpus (AKA oslab)!
SAre you ready to start? (y or n) [yl: ¥y

FINSTRUCTIONS FOR THE NEXT SYSTEM:

IWith the ssh command login to the next Linux system using:
Username: simbenSo
Password: <the one assigned to you by the instructor>
Hostname: excalibur.cis.cabrillo.edu
Port: 2226

jYou will be scavenging for dogs thers,

Have fun scavenging!

/home/cis%0/simben § ssh -p 2226 simbendOfexcalibur.cis.cabrillo.edu

fThe authenticity of host '{excalibur.cis.cabrillo.edu]:2226 ([172.20.90.56]:2226
' can't be sstablished.

"RSA key fingerprint is £7:38:2a4:90:00:7a:08;46:e8:ba:b7:93:ac:£8:35:b1,

SAre you sure you want to continue connecting (yes/no)? yes

iWarning: Permanently added '[excalibur.cis.cabrillo.edu):2226,[172.20.90.56]):222

l6' (RsSA) to the list of known hosts.

isimbenQOEexcalibux.cis.cab:illo.edu's password:

éLast login: Mon Jan 26 15:;30:55 2015 from opus.cis.cabrillo.edu

O o B S U —
| BRI 0 e, v A e o TR | MU (e A [ P Y S [ e
| \> <. U AT d SR A I 1 85 (b YR Y of R AV
&/ ey SO\ S / P === /1|
\/ \/ \/ \/ \/

[simbend0@excalibur ~}§

1

Lab 1 - Tips

Tip - as a shortcut, use sc instead of
typing the full scavenge each time.
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2 simbeng0@excalibur~ ™5

T =
4 SCAVENGER HUNT # La 1 — Ilps

($3EIFFRAFFEFETEEEILI 422294 Es

To copy text in Putty just select I
it (left mouse button and drag)

|
o

22 simben90@oslab;~ Lo () je

/home/cis50/simben 5 submit .
Which lab are you submitting? (1,2.3, ...} 1
Please stretch this window so it is a lot TALLER
Press Enter to continue
Lab 1 Scavenger Hunt
Update the table below with your collected items then submit

Nice work ... your answer to Q17 was: CORREC T !!

You are off to a good star

gince orrectly answered all guestions for the excalibur

< stem here is your dog:
L)

} SYSTEM ITEM COLLECTED
CO,Dy defiant star <no antry>
= ingti instr X 4
(Please record the system name and dog in your notes because ’ u ii:;:gzzge ;r;z:;mnert z:z i::ry: I
you will need them when submitting this lab!) ‘ :nt'egid fru?t Vs ;n;—;;
= . B ] freedom book <no entry>
You are not done yet. Please continue on To the next system. ‘. SEERTIE G b s toonbound

"  BONUS QUESTION ANSWERS
| Q1) <no entry> i

Q2) <no entry>
! Q3) <no entry>

Ul

|INSTRUCTIONS FOR THE NEXT SYSTEM:

With the ssh command login to the next Linux system using:
Username: simbenS0
Password: <the one assigned to you by the instructor>

Hostname: freedom.cis.cabrillo.edu SELECTION MENU

Port: 2225
Yououill ;eascavcnqmq for books there, L é; Z:: i;:irument TO paSte in Putty ]USt
Have fun scavenging! ; 3) Set movie H ht / k
! 4) Set fruit use a I‘Ig mouse Clic

{simbeng0@excalibur ~§E! . - 2; z:z Zg;‘

7) Answer bonus questions

E) Submit your work for grading ’
Tip - use two login sessions. Use one to e L e :
collect Scavenger hunt items and the Please enter your dog on excaliburi Redbone Coonhoundl F
other to record your work using the paste :

submit script. Submit as many times as
you wish. Only the last submittal will be

graded. 101
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Lab Assignments

Pearls of Wisdom:
* Don't wait till the last minute to start.
» The slower you go the sooner you will be finished.

« A few minutes reading the forum can save you hour(s).

« Line up materials, references, equipment and software ahead of time.

« It's best if you fully understand each step as you do it. Use Google or
refer back to lesson slides to understand the commands you are using.

» Use Google when trouble-shooting
» Keep a growing cheat sheet of commands and examples.

» Study groups are very productive and beneficial.

» Use the forum to collaborate, ask questions, get clarifications and share
tips you learned while doing a lab.

« Plan for things to go wrong and give yourself time to ask questions and
get answers.

 Late work is not accepted so submit what you have for partial credit.
193






New shell commands:
cal
cat /etc/issue
cat /etc/*-release
clear
date
exit
history
hostname
id
pS
ssh
uname
tty
who
who am i

New Files and Directories:

VMware:

CIS 90 - Lesson 1 ; “ l l lw

- show calendar

- usually shows distro (distribution) name

- usually shows distro (distribution) name

- clear the terminal screen

- show current time and date

- terminate your shell and log off

- show previous commands

- show the name of the computer being accessed
- show user and group id information

- show processes (loaded programs) being run
- secure login to a remote system

- show kernel name

- show terminal device

- show everyone logged in

- identifies which login session you are using
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Next Class

Assignment: Check the Calendar Page on the web site
to see what is due next week.

Quiz questions for next class:

« What part of UNIX/Linux is both a user interface and a
programming language?

« What is the lowest level, inner-most component of a
UNIX/Linux Operating System called?

« What command shows the other users logged in to the
computer?
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If we have time
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Using
CIS VLab
(Virtual Lab)

Third driving lesson
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CIS Lab servers on\

the Aptos campus

Home School Travel ]JSTI vmware

200
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&“‘1 k\) '\;_‘i .~Nn-va-- ti.i-

RN L e

L Onma Aipreen :

s
[N =R 8 et

pH

FEe
+

Coyrem and Fes o Tl reerens o Cataic

£ Jrecoty pagi

WIS ]

'M!H!

-4 r‘ )

Fall 2013 Calwilo Linux Classes

i

0 a 1wachnyg

i

B R L O R I S S é
' ) Ly
4 A
: :

RIP Do Rty |03 w y
= -t

) \...uv |
A »rw‘-‘\ul

N PSR L=l
e 3

AERTRELE

[ agig

To see which Arya VM is yours use the link on

the class website
202



CIS 90 - Lesson 1

Accessing CIS VLab

Rich's Cabrillo College CIS Classes

Home Page — [— .@.“]
- n Welcome 1o Opus - Google C
L C | oslabdscobrilosdy v 3

Welcome to Opus

cpras s oo e

A

Remote access to the CIS Virtual Lab (VLab)

Doavboad dis BRDP fle yoommadp

Use MV

Sprivg FOLD CabeBhe L Clas

D e 8]

1) Download the vcenter.rdp file to your desktop and
then open it to access VLab.

2) Mac users will need to install CoRD.
3) When entering your username and password you must

preface your username with the “cislab\”, for example
Benji would use: cislab\simben90

—— o e 0 Sy o 0 §1 S ——
et e e cain e

s e | - = |

B e e Y

Ignore

S Vgt 4 B s+ [

203
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CIS VLab Home View

=) vCenter - vSphere Client M=l E3

File Edit View Inventory Administration Plug-ns Help
ﬁ | £Y Home | S =i Search Inventory ‘ Q |
Inventory

K S . J

Search Hosts and Clusters Datastores and Metworking

Datastore Clusters

Administration

% > > B W

Roles Sessions Licensing System Logs vCenter Server vCenter Solutions  Storage Providers  vCenter Service
Settings Manager Status
Management
- - ’ &
7, i 2 3 3 >
Scheduled Tasks Events Maps Host Profiles VM Storage Customization
Profiles Specifications
Manager

Recent Tasks Mame, Target or Status contains; ~ I Clear X

Mame Target Status Initisted by | wCenter Server | Requested Start Ti.., = | Start Time | Completed Time
4| | B
5 Tasks @ Alarms | [CISLABsimben132 7

204
Click VMs and Templates to get to your course VMs
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Selecting and powering on your VM

=) vCenter - vSphere Client M=l 5
Eile Edit View Inventory Administration Plug-ns Help
|E} Home [ gf] Inventory D & VMs and Templates ‘ w Search Inventory |Q |

m oGRS

= ) vCenter
B sunasane 2) If jt s not powered on them then click the Power On
= [ Student . .. . .
& ot Twrsmesvl /CON on the toolbar. This icon will be grayed out if your
B avwaimad VM is already running.

T3 Arya-04 physical conlpUrer, TUNS an Operanmg SyseEnT and Virtual N
(Qp Arya-05 applications. An operating system installed on a virtual A

3
1) Find and select your Arya VM |omputing Cluster K Pt

[ Aryd-Ud STIVITOTITIETIL, VUL T USE WITIUET 0T ES a5 UE,‘SHTOD or

G Arya-10 workstation environments, as testing environments, or to it id
G Arya-11 consolidate server applications. :

Ty Arya-12

0 Arya-13 In vCenter Server, virtual machines run on hosts or

0 Arya-14 clusters. The same host can run many virtual machines.

(s Arya-15

ﬁ, Arya-16 | Datacenter
@ Arya-17 vCenter Server

@ Arya-18 Basic Tasks vSphere Client

(T3 Arya-19 . ]

@ Arya-20 Shut down the virtual machine -
& Ana-21 x4 | L4

Recent Tasks Name, Target or Status contains: -~ I Clear *

Mame | Target | Status | Details | Initiated by | wiCenter Server | Requested Start Ti... =— | Start Time

@ Initiate guest OSshutd... [ Arya-11 & Completed CISLAB\simb.. E‘E} vCenter 8/24/2014 12:35:17 ... 8/24/2014 12:35:1¢
@ Initiate guest 05 shutd... @ Arya-10 & Compleed CISLABYsimb.. E%} wCenter 8/24/2014 12:35:13 ... 8/24/2014 12:35:1¢
1| | i
7 Tasks @ Marms | |CISLABisimben30

Note that the Arya-10 and Arya-11 VMs above are not powered on 205
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Launching a graphical console

2) Use the Launch Virtual Machine

= o fﬁjl”";””im Console icon on the toolbar for the
selected VM

m e elomRee e
= 3 veenter B[ Arva-0s
S| CIS Viab ; 5 5 ; 5 5 ; 5
= E:j; IS an [eEnps el b Summary | Resource Allocation ' Performance | Tasks & Events | Alarms ' Console ! Permissions ' Maps
B [ Student VMs cl2]
@ Arva-ol What is a Virtual Machine?
(3 Arya-02
(i Arya-03 A virtual machine is a software computer that, like a
B 1| physical computer, runs an operating system and Virtual M
Gy Arya-05 applications. An operating system installed on a virtual »
G Arya-06 machine is called a guest operating system.
(g Arya-07
s Arya-08 Because every virtual machine is an isolated computing Cluster
(f Arya-09 environment, you can use virtual machines as deskiop or
f Arya-10 workstation environments, as testing environments. or to
s Arya-11 consolidate server applications. |
(B Arya-12
[ Arya-13 In vCenter Server, virtual machines run on hosts or
(s Arya-id clusters. The same host can run many virtual machines.
[ Arya-15
@ Arya-16 | Datacenter
@ Arya-17 = vCenter Server
@ Arya-18 Basic Tasks vSphere Client
(3 Arya-19 i .
G Arya-20 Shut down the virtual machine _Iﬂ
& ana-2t |4 | %
Recent Tasks Name, Target or Status contains: ~ I Clear %
Mame | Target Status | Details | Initiated by | wiCenter Server | Requested Start Ti.., = | Start Time
< | 2
%] Tasks @ Alarms | |CISLAB\simben30 %
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Shutdown using

> Shut Down... l

Log in as
CIS 90 Student

The Arya VM

ubuntu

To get a graphical terminal
Terminal icon (under System Settings)

Use right click > Profiles
to customize colors

S L EERT N |
ST Y e

Bl Use exit command to
quit graphical terminal

209




(5 vCenter - vSphere Client

Class Activity

Ele Edt Vew Inventory Admnistraton Plugins Heb

3 ‘Q Home b g Tnventory b &y VMs and Templates H@:J, pp—

BIEICEY

"0 P> B

B 6 voerter
= [ c1s b
EE s

B swdent s

@ Anaot

@ Aya2

@ Aya03

3

& Ayas
& Arya-06
B Aya0?
s Arya-08
& Aryaoe
& Aya-io
& Ana-1
B Ava12
s Aya13
i Anyata
@ Avaris
@ Anarls
@ Anari7
@ Aya-i8
& Ana-is
& Anya20

Recent Tasks

& ava2t 7|

What s a Virtual Machine?

A virtual machine is a software computer that. like a
physical computer, runs an operating system and

Virtual
applications. An operating system installed on a virtual

machine is called a guest operating system 2
Because every virtual machine is an isolated computing 4

environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications

In vCenter Server. virtual machines run on hosts or
clusters. The same host can run many virtual machines

Basic Tasks

@ Shut down the virtual machine
|

Neme, Targetor Status contains: = [

Name

<

TTaaet

Status

Detalls

Tttty | vCerterserver | Reauested Srt T — | StartTime

] Tasks @ Alarms |

|

[CISLABsimbend0 /|

Try logging into CIS VLab with your own credentials

Find your VM

Power it on (if it's not already)

Open a separate console for your VM
Login as CIS 90 Student into the graphical desktop
Run a terminal on the graphical desktop

Shut down the VM
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Virtual/Console
tty
Terminals
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Virtual Terminals

1) While holding down Crtl-E§-Alt keys,
tap Space, then tap Fn key

2) or try: chvt n
3) or try: sudo chvt n

4) or try: <alt-key> n
(in an Ubuntu virtual terminal)

-~

Ctrl-E3-Alt-Space-F4
(for tty4)

o v | Ctri-E8-Alt-Space-F7
2= = (for pts/0)
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Changing Virtual TTY  25°. .. = _ Windows PC
- Keyboard

Terminals using
VMware vSphere

Ctrl- g#-Alt, Space, F7**
(for pts/0

|EoDDon]s]

Ctrl- g#-Alt, Space, F1
(for ttyl)

While holding down Crtl-##-Alt
keys, tap Space, then tap Fn key*

| BEEL) e BEE & = =
EJCJEJEJE JE JEJEJE JE e JEJE o] (=) () j@
T B
Ctrl- g#-Alt, Space, F2 T e Ctrl- §#-Alt, Space, F5
(for t72) %ﬁ%{=1.!g.i.. a2 Leerws
: A=) 1

Note: This is for
vSphere only. The &
. key and Space bar
kOnbson:je PtC . are not pressed for
rercomy tonse [t aa space, 73 | [oaea, space, v || pvscal(non 11
the & key (for tty3) (for tty4)
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Changing Virtual Terminals on VMware Linux VMs

VMware operations

While holding down Pressing the 4 on some
On PC Keyboard: the Ctrl-4»-Alt keys, Windows keyboards

tap spacebar then tap may not be necessary

f1,f2,... or f7. F7 is graphics mode for

the Ubuntu VMs.
Hold down Control

and Option keys, tap The Centos VMs do not
the spacebar, hold have a graphics mode
down fn key (in components installed
addition to Control (run level 3 only)

and Option keys) and

tap f1, f2, ... or f7.

On Mac keyboard:

Note: the spacebar does not need to be tapped on a physical (non-VM) system.

This is only required when changing virtual terminals on VMware VMs.
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VMware VM Operations
Changing Virtual Terminals with a PC keyboard

Num Caps Scroll
Lock Lock Lock

II.II.ICW ‘ )l
ECCIEICICICICICIC I ()= III
il G G Gl I
-ﬂ 'I-:

On PC keyboard:
While holding down the Ctrl-4-Alt keys,
tap Spacebar then tap Fn key

(where n=1-7 to specify a function key)
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VMware VM Operations
Changing Virtual Terminals with a Mac keyboard

,,‘:‘ rfIin CAs =
L I
- —_— \ s -
NECH LW, <9 ) :

- - -

.._ o e .'.. -

m - M _ : . -’ e
3 3. "

————————th Al

On Mac keyboard:
While holding down the control-option keys
tap Spacebar then tap fn-Fn keys
(where n=1-7 to specify a function key)
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Class Activity

Ctrl-4¥-Alt-Space-F2 Ctrl-4¥ -Alt-Space-F1

I V

i |
_—

~ AL
Ctrl-4¥-Alt-Space-F7

On your VM:

Try changing between the graphical desktop and the TTYs
Login as cis90 on ttyl and tty2
Run a terminal on the graphical desktop

Use the who command to see how many logins there are 219
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More on
who
command
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() trndo- 108 on vanserverLostab.net = 3
B vex M

b 11 13:21:38 PST 2013 on tiyl
u 12,011 LTS (GMLLimix 3.2.0-29-generic 86 64

B (y5 (virtual terminal)

186:75 tty

) is90@frodo-108;

|cis90@frodo-108:~§ who

cisg0 ttyS 2013-02-11 13:23

ciss0 tty2 2013-02-11 13:23

cisg0 tty7 2013-02-11 13:16

cisso pts/0 2013-02-11 13:26 (:0)

cisso pts/2 2013-02-13 17:17 (:0) [E]
cisso0 pts/3 2013-02-13 17:18 (oslab.cabrillo.edu)
cis90@frodo-108:~5 [

pts/3 (login session from Opus)

4 [m

oHOsE0E

pts/2 (graphical terminal)
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What is a virtual machine?

* There are software programs (e.g. VMWare, VirtualBox, MS
Virtual Server) that simulate perfectly all the hardware of a
real computer.

* These simulated computers are called virtual machines or VMs.

* You load an operating system and
applications on virtual machines just
like you would any other computer.

Virtual
Machine

Virtual
Machine 3

» The guest OS and apps don't even
know they are not running on a
“real” computer.

Virtual
Machine 4

* Opus used to be a 1U rack mounted
server. Now it's a VM on a server in
building 1300.

Over the network, virtual machines
appear just like any other computer.

The EMH doctor
on Star Trek
Voyager was a
simulation
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Virtual Machines

Multiple computers on one computer
... running at the same time
... Sharing the same physical hardware

Benefits of virtualization:

» Rapidly and inexpensively bring new systems online.

o * Rapidly restore service due to hardware failures by moving VMs

to replacement host server.
» Optimize performance by moving VMs between physical hosts.
* Run legacy apps on older OS's.
» Test new OS’s before putting them into production.
» Keep special purpose VMs on the shelf till needed.
» Consolidate data center on fewer servers.

» Students can have their own personal computer lab!
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Various Virtualization Products

VirtualBox

P ——
;;:";"’*"“ ﬂ~
l o
E ot a5 e o e e e y -E- ; - .
.| VMware ESXi/vSphere | — | MS Virtual Server
- = = T e i:_:f - (¥ PN :
I e g —
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The CIS Lab
Building 800 - room 830
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The CIS Lab is inside the MESA Center
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L4 Uname

mingRY /L3 Do / £ O

Asus Router ot scin it

Moo Aug 25 14:1

o CMAUNXT
1 /abin/init
2 Ktheeadd)
3
4 even 0}
-] kbelper]
18 ikblockd/0]
L] [pdfinsh]
50 adwin {pdfiash]
51 adnin Kawapdo]
52 adnin
56 aamin
125 agmin
3 3 hotplug2 —-persistent --na-coldplug
2 > consale
166 admin /pin/sh
168 atnin syslogd -m 0 -5 -0 /ump/syslog.log -» 256 -1 €
170 agmin
172 aamin khubd]
3 usbled

/abin nducik
telnatd

/pin/eapd

adwin

335 atimin

/usy/soin/infasvr ol
watchdog

ots
retats I

11d2d bro
fusx/sbin/ac

Glec

ipd

ulec

ulec

. L

-u adnin -i ethl
-u adnin -1 =tho I

ntp

dhepéc T LL et

dncpés ¢ to/dncpse, cont bro

radyd adnin

radvd -4 adnin
udhcpe -1 ethi
niniupnpd -£
disk monitor
ratworknap
-8h

ps
/tmp/home/ coot

{tnp/udhcp

27%4 admin
adninBRT-AC6ET
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Samsung
Galaxy
smartphone

& 1723011 - PuTTY 5 . » . . S
[u0_aéi@d2vmu:/ § clear .
{u0_aél@d2vmu:/ S date
(Wed Aug 27 17:52:55 PDT 2014
(u0_a6il@d2vmu:/ § echo $SHELL
/aystem/bin/sh
ud_a6l@devmu:/ § id
uid=10061 (ud_aél) gid=10081(u0_aél) groups=1015{sdcard rw),1028 (sdcard r),3003(inet),50061(all aél) context=u:
r:untrusted app:sé
w0_asl@d2vmu:/ § cat /proc/version
{Linux version 3.4.0-1368752 (dpifsSwDD5612) (gcc version 4.7 (GCC) | #1 SMP FREEMFT Wed Apr 30 20:46:12 KsT 201
4
00_aél@d2vmu:/ § ps
USER PID PPID VSIZE BRSS WCHAN PC NAME
f 1 0 1372 888  ffEffeff 00000000 S finit
2 0 b 0 LLELLLLL 00000000 S kthreadd
3 2 0 0 fLELLLELe OCO0DO00 S ksoftirqd/0
6 2 0 0 ffEEEEEE 00000000 S migration/d
7 2 0 0 ffEfE££E 00000000 8 watchdog/0
12 2 o g fLereere 00006000 8 khelper
13 2 0 0 fEEEEELE 00000000 S suspend _sys syn
14 2 0 0 fEEEEEEE 00000000 5 suspend
17 2 0 0 freeLere 00000000 8 ivg/203-mamdata
i8 2 0 g FLLLLLLe 00000000 S sync supers
19 2 0 0 fEEEEEEE 00000000 S bdi-default
20 2 0 0 fELEEE£E 00000000 S kblockd
2 2 0 g Leereeee oo000000 S khubd
22 2 0 0 fEELEEEE 00000000 8 12cap
2 2 0 0 fEEffEEEf 00000000 S a2mp
24 2 0 0 freefers 00000000 S cfgiO211
25 2 0 0 fLELLLLe 00000000 S rpciod
26 2 0 0 fEEEFEEE 00000000 S modem notifier
27 2 0 0 fEELELfE 00000000 5 smd channel clo
28 2 0 0 LLeLrere 00000000 S smsm b wy
30 2 0 0 fEEEELEE 00000000 S gmi
31 2 0 0 fEEEEEEE 00000000 S nmea
32 2 0 0 frereere 00000000 S mem ipc router =
33 2 0 0 FECLLELL 00000000 S apr driver
34 2 0 0 fEEFEEEE 00000000 S khungtaskd
35 2 0 0 fEEEELEE 00000000 S kswapdl
36 2 [v] 0 LLLrLerr 0CO00000 S fanotify mark
37 2 0 0 fEEEEEEE 00000000 S ecryptfs-kthrea
38 2 0 0 fEEEFEEE 00000000 S nfsiod
39 2 0 a frecefft 00000000 8 cifsiod
40 2 0 ¥] EfELECLE 00000000 8 crypto
58 2 0 0 fEEffEEf 00000000 S mdp dma wg :!
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& simbend0@excalibur~

~ # clear

~ # date

Thu Aug 28 00:59:38 UTC 2014

~ 4 hostname

vraerver3.cis.cabrilio.edu

~ # who

root char/pty/t0 00:00 Aug 2B DD:57:i54
~ 4 uname

VNkernel

~ 4 ps | head

WID CID World Name Command
32769 idlel

32770 idle2

132771 idle3

32772 idled

32773 idies

32774 idleé

N32775 idle7

132776 idlet

~ # pa | grep sh

32786 tibflushcount

32787 cibflusheountteyflush

32788 vaSpaceTLBFlush

32873 pshare-sst

32%01 OCFlush

H32803 BCPlush-0

33273 33273 sh /bin/sh
33315 33315 =h /bin/sh
33479 33479 sh /bin/ash
M33743 33743 =h /bin/=h
33780 33780 sh /bin/sh
33818 33818 =h /bin/sh
33871 33671 sh /bin/sh
335911 33511 =h /bin/=h
133947 33947 s=h /bin/sh
33550 33330 =h /bin/=h
34064 34064 sh /bin/sh
34115 34115 =h /bin/sh
34217 34217 sh /bin/ah
34260 34280 =h /bin/=h
34257 34297 sh /bin/sh
34333 34333 =h /bin/=h
34539 34539 sh /binfah
34613 346113 =h /bin/=h
34706 34706 sh /bin/sh
35043 15045 s=h /bin/sh
4197333 4197333 sand 2shd
4157376 4157376 =h -sh
=1 |

- - e

excalibur cis cahrillic.edy
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@ cupsim98.cup.hp.com - PuTTY.
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2du: Susr/ob s/ GENERIC

ty 1500
1Mz

ast 144.44,173, 255
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Window Edit Options
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