CIS 90 - Lesson 2

Slides and lab posted
WB converted fro PowerPoint

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Lab 2 tested (check Q11 kernel release number and finger user account)

Opus - lock out submittals at deadline
at 12:00 am Thursday
chmod 700 /home/cis90/bin/submit
chmod 700 /home/turnin/cis90
at 9:00 am Thursday
chmod 750 /home/cis90/bin/submit
chmod 755 /home/turnin/cis90

o0 Ooooooood oo

Bring Add Codes
Bring printed roster

Backup slides, whiteboard slides, handouts on flash drive
9V backup battery for microphone
Key card for door

oo OO



CIS 90 - Lesson 2

Shell
commands .
Permissions Secure logins
Navigate
Processes file tree
Welcome to CIS 90 N
Scheduling 2 iles an
tasks Introd I..ICt.IOI'I to directories
UNIX/Linux
Mail vi editor
Environment Run
variables programs/scripts
Filters Pipes

Student Learner Outcomes

1. Navigate and manage the UNIX/Linux file system by viewing, copying,
moving, renaming, creating, and removing files and directories.

2. Use the UNIX features of file redirection and pipelines to control the
flow of data to and from various commands.

3. With the aid of online manual pages, execute UNIX system commands
from either a keyboard or a shell script using correct command syntax. 2
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Introductions and Credits

Jim Griffin

* Created this Linux course

» Created Opus and the CIS VLab

« Jim’s site: http://cabrillo.edu/~jgriffin/

Rich Simms

e HP Alumnus

« Started teaching this course in 2008 when Jim went
on sabbatical

« Rich’s site: http://simms-teach.com

And thanks to:
« John Govsky for many teaching best practices: e.g. the First
Minute quizzes, the online forum, and the point grading

system (http://teacherjohn.com/)



d Browse to the CIS 90 website Calendar page
1. http://simms-teach.com

2. Click CIS 90 link on left panel
3. Click Calendar link near top of content area

4. Locate today's lesson on the Calendar

d Download the presentation slides for today's lesson for
easier viewing

A Click Enter virtual classroom to join CCC Confer session

d Connect to Opus using Putty or ssh command
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Q Google

O CCC Confer

Student checklist for laying out screen when attending class

O Downloaded PDF of Lesson Slides

[Ghsite  cow- s = SR R

The CIS 90 System Playground

simms-teach.com =
. Rich's Cabg -
CIS 90 Calend| (2 CCC Confer SIMMS VIRTUAL CLASSROOM
- File Edit View Tools Window Help

v AUDK) & VIDEO

CIS 90 (Spring

Course Home Grf

s 8 /008NN

Barg Simrms 2seem *
Where 5 a good place to get
a used version of the

cis90lesso....pdf Rich-Serons 248PM
Amazon has some good

prces nght now

AR RN

Class Activity = Where are you now?

Q CIS 90 website Calendar page

O One or more login
sessions to Opus
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1) Instructor gives you sharing privileges

(®) CCC Confer — RICH SIMMS VIRTUAL CLASSROOM

Eile Edit View Tools Window Help
w AUDIO & VIDEO

Start Sharing

2) Click overlapping rectangles
icon. If white "Start Sharing"
text is present then click it as
well.

Whea User Accousst Tontrot (UAC) 15 enebied an Vista, Applcston
Shatteg s BackSoard Colladorzie may Be hased sth et standerd of
oleyated privioges. Elevated prvwioges are roquired 5 e
apphications that yee slevetnd privideges

Eloyaed prviieges are 2c0uTo? va Togls > Applcaton Sanng
» Rosued Dvated Pradeges. They can be riingushed wa
Tooks > Apphcaton Shanng > Yield Skevated Priiioges {ratumng
you 1o standard grieleges). ¥ you are hosting en appiicason
Shanag seaath with Sandard pr MKGges 2 pou (Or 3 parsos
remonely comoiing your desdog ar agplcatien) pertamm an
atBon thal requoes slevabed priviegen, Vista wil grompt you
for eosent wa 8 UAC coraent Slal0], Tha wi cuse the
appiicansn shyrng session to terratate. Also, WEnNBZ sevened
Pravkiges, shaving of aosbcations will reqey e Mmofe heet OMU
tme than sharng the deckicp (a8 of £ or 2 region)

¥ you 210 hasting b applicatien sharieg seacion with ekevated
priviiages and po0 perform an acton thet regures elmaledt
pradieges, VELA will (ot 2eompt yiu for commmet. Inibaaad, Uve
ocBon sutomatically mit be ather densed [f you ove oo on
on & standard user) ur sllowed (if pau are lgged o as an
ISt

Niewer show S dulag agms

= |

3) Click OK button.

Select your deshiop or 3 open AppRcaton you would ke to share

W Microsolt Word {winword.exs ) "Wrtual classroom (Jocked). docx

(7)) CCC Confer (Javaw axe) CCC Confar « RICH SIMMS VIRTUAL ¢
+ Sbcky Note

W Mcrasoft PowerPoint {powsrpnt &) ‘'Gs90lessonDl. pptx - Mict

o C\Progrem Files (x86)\putty exs ‘smbeng@osdab -’

4) Select "Share desktop”
and click Share button.
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[ ] Preload White Board

|
[ﬂ[ Load Content ] [ Record | @ ‘l‘

[ ] Connect session to Teleconference

MAIN ROOM (2] D @I

Session now connected

to teleconference —1>
[ ] Is recording on?
@ [ Load Content ] [ Recording (e § @
L3
Red dot means recording_)

[ ] Use teleconferencing, not mic
Should be greyed out ————

(g Teleconference
@

® Rich Simms .
Moderator (You)

I--‘ ' l IW

CCC@Confer

w AN & VIOEG

T

G cccone - uos e T
| Foe- BBt View Took Windew el

:
Nt I
Aaids g Wizn0
Micszphane Seting: .

Lomes Setngs

Manmies Srvctanes o Taiter
ALt MO COMNE Lowe Ly
Atpat Mroptons Leve Doan
ATt Speuer Leved \ip

Adpuit Soesar Lival Do

)

- FANTHIMANTS

§2=

-

d
«

+ AUDIO & VIDEO

Carfigus Tekgpment Covlemce

| Carnect Savsmn 15 Tekvartnivecn

Compnn Semungi.

Mabe Vg Fabom Mederator Fonan

v Nakr Weeo Falow Spealed

) Sl R I B

Dutach Paoat
N -

[~

9

Should show as
this live "off hook"
telephone handset
icon and the

I )

”_

Teleconferencing ...

7[

Tak | |

Video

52

message displayed

I Teleconferencing...




CIS 90 - Lesson 2 by 2 l lw

Rich's CCC Confer checklist - screen layout and share ceC(:: )Confer

o) C e o e o|lB@] =
»~ A\ cis90lesson07,pdf * - Foxit Reader v Y Y Y ¥ 0 Y , -
L f 8 y +X o . Ne & 0 @ @ @ A\ \
r».‘& u File Edit View Tools Comments Forms SharePont He . k . \g = — ! ot — \‘ -
C' | [) simms-teach.com/docs/cis90/cis-90-TEST-1-Fall-12.pdf w =

BRI LHE 288 80 e
.5 E . A

_ i (1 point each)

tml

- B z
® CCC Confer-0-RIC... [ L@ 152 || ¥ 5
File:Edit View Tpols Window: Help o = 3 [Q1] What com her users logged in to the computer?
= Al
w AUDIO & VIDEO P %= 0 0 o[ 2l
) hname
3
L / {Q2] What environment variable is used by the\ shell to determine which directories to
— search when locating a command?
55
b dehSunms, il boot etc sbin (A2] A
& | 9 \ @ Y ) &P simben90@oslab:~ el®@ =]
1 Tak | [ Video § l o | | gin as: simben30
_ﬁ mail ) Is sixben90@oslab.cabrillo.edu's password:
{ w PARTICIPANTS -2
= - b
2 A 205 # Current directory E
1l EERE | | soue
MAIN ROOM (3 soalcnd |8 {T_777777} destination
O Rich Simms ©uE -
B iy 2 3
Teleconfer g E Serving Cab:
p & e 4 What command copies th
S == Terminal type? [
L = | Terminal type is
. CHAT s /home/cie90/simb:
AM ) - - M‘hu--ha-u--[—' s
= Teleconferance joned the Main Room, ( — s ood o -
.
AR T

#|@[Swr]e]d]e o

[ ] layout and share apps m) 9
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@ cccooner—0-RICHSMMEEE T =

File Edit View [Tools] Window Help

Application Sharing *
Audio 4
Breakout Rooms 4
Chat »
Graphing Calculator »

v AUDIO &

In-Session Invite 4
Interaction »
Moderator 4

[ ] Video (webcam)
Polling 4
Profile 4

[ ] Make Video Follow Moderator Focus

‘ Recorder »
v PARTICIPA Session Plan 4 E]
O Rich Sin Telephony 4153
Mod=rato = =
Timer 4 ;
B Video ) Camera Settings...
‘ Whiteboard ) Maximum Simultaneous Cameras...
MAIN ROOM (1) R S T ST >
1 v Make Video Follow Moderator Focus
() Rich Simms ®
& ooctor (vou Make Video Follow Speaker
Send Camera Snapshot To Whiteboard
[
1

10
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N LN
cccCi)Confer S
O R
Image Mate s R — The "rotate image"
button is necessary
. . . . . 1™ if you use both the
T m= | sfoe table and the
— white board.
~r R - Quite interesting
- ) that they consider
Elmo rotated down to view side table \ — I you to be an
- | i expert” in order to
VE r-n.'-g,.»" mage Mate - B X use thS bUttOﬂl

Rotate
image

button Elmo rotated up to view white board

Rotate
image
button

Run and share the Image Mate

program just as you would any other
app with CCC Confer

sELmMo 11
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ccc(Z)confer  Rich's CCC Confer checklist - universal fix

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) General Tab > Settings... 500MB cache size Delete these
R o ——— it Rl T L R == | I e—— — W] [T T wod Sppimtons -
' : s | - | B ey N3 w1 vy somaie | ‘

oot | s ! Ot b fore b

| ¢ : -3 : L ] ‘ e

s - . M - s VA S Sptiat | > p i s g D toveerd ache - 7 Fraze anzLog Fes

™ ’ " comane ot oo [ Cantaal Aspdasas wnsl Appsats

P4 5 o irupedars. Sahemrisbars aeaiyre e e e f Ot fome , oy

¢ Iél-lal'ﬁra a : Sere e et Jw cogreccon weel by WA fles: tore - 15 3vsfesl fnoioations end Applets

y - - ttror Serwe 1 Tat T Amart 3f he maw S 13V WTOT VY Yen

. . . A e y = . [ Carcal |

: : l : reC e vl P Son w vttty -

¢ . - . v G prer—
s =) | scwr—s]

Google Java download

i

§

]
—

12
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Start

TR

13
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Sound Check

Students that dial-in should mute their
line using *6 to prevent unintended
noises distracting the web conference.

Instructor can use *96 to mute all
student lines.

14



Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode 136690

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

Use GCC Wihite

email answers to: risimmsdcabrillo.edu

(answers must be emailed within the first few minutes of class for credit)

16
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Commands
» Understand where account information is kept. * Quiz
. pnderstand why strong passwords are - Questions
important. _
« Learn where commands are located. * Using VLab
 Understand how the shell works to run « Virtual terminals
commands. o
- Discover where to find documentation. * Logging in

» Passwords

» Housekeeping

» Lesson 2 commands
* Location of commands
* Programs

» Inputs to commands
« Command syntax

* Parsing

* Variables

* The shell (six steps)
» Metacharacters

» The path

* Docs

* Wrap up

17
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(
/ /=
(\

)
—\\
/)

Welcome to Opus
Serving Cabrillo College

If you haven't already,
log into Opus

18
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Questions
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Questions

How this course works?

Past lesson material?

Previous labs?

Chinese
Proverb

11".7. FEIE] _ﬂﬁl ﬁ:ﬁ%ﬁ iﬁﬁ%ﬂﬂ 1%% 1112;[: FEIE] _ﬂﬁl Fcﬁ%ﬁﬂb %ZEE_HE
BIMKI=E,

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

20
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Extra Credit

http://simms-teach.com/cis90grades.php

For some flexibility, personal preferences or family emergencies there is an additional 90 points available of extra credit
activities.

On the forum On Lab 1 submittal In lesson slides
B ——e] Pomeiotosn = :

Updaze the table belcow with your cocllectsd itema the

Live wtbesm o s ware b os ) ik

I ITEM COLLECTED

defiant ster <o enTry>
lexingron inatrdmest <2 enTIE>
eaterprise Navie no entry>
istrepia fzule e sntey>
frea=cn bock <nz sRtyd
sxcalibor dog Redbcone Coconboumd

BOWDS QUESTION ANIWTRS
)
R
N

Il Set star
3] Set instrusmanc

1 2RLXCTION ML

| 3) Jet movie
1) Set fruit
3) Set pook
£ Sev dog

~
= 7| Azswes Dofius Questiony
. 2] YOuUS WoT Of Sreding and gait
"' 0 - 9] Q=it withouc actmitting
—-————— Enter seleccian (1-34: f}

http://simms-teach.com/cis90extracredit.php

» Web site content review - The first person to email the instructor pointing out an
error or typo on this website will get one point of extra credit for each unigue error.
The email must specify the specific document or web page, pinpoint the location of the
error, and specify what the correction should be. Duplicate errors count as a single
point. This does not apply to pre-published material than has been uploaded but not

yet presented in class. (Up to 20 points total) 21
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Using
CIS VLab
(Virtual Lab)

Third driving lesson
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Do live demo of VLab using
vSphere Client

d Finding your Arya VM

1 Downloading vcenter.rdp

d Connecting to VLab

d Navigating to CIS 90 Arya VMs
d Use graphical terminal

23



Home

School

Travel

CIS 90 - Lesson 2

CIS Lab servers on\

the Aptos campus

iR vmware

_._' oA -
s :
(3 >

' <
1 2

24
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Rich's Cabrillo College CIS Classes
Home Page

Prevous Cheses

| 3
9 bt
.
il )
e
2 e R )
Fall 2013 Calwilo Linux Classes § Rt L
o Srvoducon 1o LRSI (T2 | [ LT S A
- INDC LU Svstem AQmnssr aoon IS 191AF “_‘_"_"‘_fb' 3 1machinyg )-‘.:‘.:::7.\_’.>: n__{ .
| by 2
X Pwary :
9 b gd £ ek A
RP Denom Riche g ;: th
1 -
I
 2cl™ e

s

To see which Arya VM is yours use the link on v
the class website Sty

T T i FF

25
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Accessing CIS VLab

Rich's Cabrillo College CIS Classes

Home Page — [— .@.“]
- n Welcome 1o Opus - Google C
L C | oslabdscobrilosdy v 3

Welcome to Opus

cpras s oo e

A

Remote access to the CIS Virtual Lab (VLab)

Doavboad dis BRDP fle yoommadp

Use MV

Sprivg FOLD CabeBhe L Clas

D e 8]

1) Download the vcenter.rdp file to your desktop and
then open it to access VLab.

2) Mac users will need to install CoRD.
3) When entering your username and password you must

preface your username with the “cislab\”, for example
Benji would use: cislab\simben90

—— o e 0 Sy o 0 §1 S ——
et e e cain e

s e | - = |

B e e Y

Ignore

S Vgt 4 B s+ [

B e @

Locate and select your assigned VM

26
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CIS VLab Home View

=) vCenter - vSphere Client M=l E3

File Edit View Inventory Administration Plug-ns Help
ﬁ | £Y Home | S =i Search Inventory ‘ Q |
Inventory

K S . J

Search Hosts and Clusters Datastores and Metworking

Datastore Clusters

Administration

% > > B W

Roles Sessions Licensing System Logs vCenter Server vCenter Solutions  Storage Providers  vCenter Service
Settings Manager Status
Management
- - ’ &
7, i 2 3 3 >
Scheduled Tasks Events Maps Host Profiles VM Storage Customization
Profiles Specifications
Manager

Recent Tasks Mame, Target or Status contains; ~ I Clear X

Mame Target Status Initisted by | wCenter Server | Requested Start Ti.., = | Start Time | Completed Time
4| | B
5 Tasks @ Alarms | [CISLABsimben132 7

Click VMs and Templates to get to your course VMs 27
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Selecting and powering on your VM

=) vCenter - vSphere Client M=l 5
Eile Edit View Inventory Administration Plug-ns Help
|E} Home [ gf] Inventory D & VMs and Templates ‘ w Search Inventory |Q |

m oGRS

= ) vCenter
B sunasane 2) If jt s not powered on them then click the Power On
= [ Student . .. . .
& ot Twrsmesvl /CON on the toolbar. This icon will be grayed out if your
B avwaimad VM is already running.

T3 Arya-04 physical conlpUrer, TUNS an Operanmg SyseEnT and Virtual N
(Qp Arya-05 applications. An operating system installed on a virtual A

3
1) Find and select your Arya VM |omputing Cluster K Pt

[ Aryd-Ud STIVITOTITIETIL, VUL T USE WITIUET 0T ES a5 UE,‘SHTOD or

G Arya-10 workstation environments, as testing environments, or to it id
G Arya-11 consolidate server applications. :

Ty Arya-12

0 Arya-13 In vCenter Server, virtual machines run on hosts or

0 Arya-14 clusters. The same host can run many virtual machines.

(s Arya-15

ﬁ, Arya-16 | Datacenter
@ Arya-17 vCenter Server

@ Arya-18 Basic Tasks vSphere Client

(T3 Arya-19 . ]

@ Arya-20 Shut down the virtual machine -
& Ana-21 x4 | L4

Recent Tasks Name, Target or Status contains: -~ I Clear *

Mame | Target | Status | Details | Initiated by | wiCenter Server | Requested Start Ti... =— | Start Time

@ Initiate guest OSshutd... [ Arya-11 & Completed CISLAB\simb.. E‘E} vCenter 8/24/2014 12:35:17 ... 8/24/2014 12:35:1¢
@ Initiate guest 05 shutd... @ Arya-10 & Compleed CISLABYsimb.. E%} wCenter 8/24/2014 12:35:13 ... 8/24/2014 12:35:1¢
1| | i
7 Tasks @ Marms | |CISLABisimben30

Note that the Arya-10 and Arya-11 VMs above are not powered on
28
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Launching a graphical console

2) Use the Launch Virtual Machine

= o fﬁjl”";””im Console icon on the toolbar for the
selected VM

m e elomRee e
= 3 veenter B[ Arva-0s
S| CIS Viab ; 5 5 ; 5 5 ; 5
= E:j; IS an [eEnps el b Summary | Resource Allocation ' Performance | Tasks & Events | Alarms ' Console ! Permissions ' Maps
B [ Student VMs cl2]
@ Arva-ol What is a Virtual Machine?
(3 Arya-02
(i Arya-03 A virtual machine is a software computer that, like a
B 1| physical computer, runs an operating system and Virtual M
Gy Arya-05 applications. An operating system installed on a virtual »
G Arya-06 machine is called a guest operating system.
(g Arya-07
s Arya-08 Because every virtual machine is an isolated computing Cluster
(f Arya-09 environment, you can use virtual machines as deskiop or
f Arya-10 workstation environments, as testing environments. or to
s Arya-11 consolidate server applications. |
(B Arya-12
[ Arya-13 In vCenter Server, virtual machines run on hosts or
(s Arya-id clusters. The same host can run many virtual machines.
[ Arya-15
@ Arya-16 | Datacenter
@ Arya-17 = vCenter Server
@ Arya-18 Basic Tasks vSphere Client
(3 Arya-19 i .
G Arya-20 Shut down the virtual machine _Iﬂ
& ana-2t |4 | %
Recent Tasks Name, Target or Status contains: ~ I Clear %
Mame | Target Status | Details | Initiated by | wiCenter Server | Requested Start Ti.., = | Start Time
< | 2
%] Tasks @ Alarms | |CISLAB\simben30 %
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Shutdown using

> Shut Down... l

Log in as
CIS 90 Student

The Arya VM

ubuntu

To get a graphical terminal
Terminal icon (under System Settings)

Use right click > Profiles
to customize colors

S L EERT N |
ST Y e

Bl Use exit command to
quit graphical terminal

30
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Command Line vs Graphical Desktop

Access the UNIX/Linux systems using:

SSh when:

* You just need a command line

« Have a low or high speed network connection
 Note: Windows users can use Putty

VLa b when:

You want a graphical desktop
« You want to use virtual terminals (the very basic black consoles)
« Note: High speed network connection is needed
 Note: Mac users can use CoRD

« Note: you may need a fix applied to your VM if you experience the
dreaded "unintended repeating key" issue

VLab = using the VMware vSphere Client via a Remote Desktop

(RDP) connection 31



() vCenter - vSphere Client [ O]
File Edit View Inventory Administration Plugins Help

G B[4 reme b g ety b8y s and Templates
m oy ele ko>

= &) veenter

Arya-04

E [y CIs viab
%‘W €15 90

B [ Student VMs
@ ol What is a Virtual Machine?
(3 Arya-02
& Arya-03 A virtual machine is a software computer that, like a
A physical computer, runs an operating system and Virtual
& Arya-0s applications. An operating system installed on a virtual 4
(f Arya-06 machine is called a guest operating system
(@ Arva-07 Yy
(3 Arya-08 Because every virtual machine is an isolated computing A
G Arya-09 environment, you can use virtual machines as desktop or £ 4
@ Arya-i0 workstation environments, as testing environments. or to =
3 Arva-1l consolidate server applications
(3 Arya-12
B Arya-13 In vCenter Server, virlual machines run on hosts or
G Arva-id Clusters. The same host can run many virtual machines
(@ Arya-15
(3 Arya-16
@ Arya-17
G Arya-18 Basic Tasks
B Arya-19 N B
& Arya-20 Shut down the virtual machine
v | Kl |

Recent Tasks Name, Target or Status contains: =

Hame | Target Status | Details | Tritisted by | wCenter Server | Requested Start Ti... = | Start Time:
< | |
[£9 Tasks @ Alarms | [CISLARSimben30

tar refecring to the console

Try logging into CIS VLab with your own credentials

« Find your VM
« Power it on (if it's not already)

« Open a separate console for your VM

* Login as CIS 90 Student into the graphical desktop

 Run a terminal on the graphical desktop

32
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Virtual Terminals
(consoles)

Fourth driving lesson



CIS 90 - Lesson 2

Continue live demo of VLab
using vSphere Client

A Use virtual terminal(s)

<. \J :
3 datd . '
. - .
/AN 4 ! }
! i

34
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Virtual Terminals

1) While holding down Crtl-E§-Alt keys,
tap Space, then tap Fn key

2) or try: chvt n
3) or try: sudo chvt n

4) or try: <alt-key> n
(in an Ubuntu virtual terminal)

-~

Ctrl-E3-Alt-Space-F4
(for tty4)

o v | Ctri-E8-Alt-Space-F7
2= = (for pts/0)

35
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Changing Virtual TTY  25°. .. = _ Windows PC
- Keyboard

Terminals using
VMware vSphere

Ctrl- g#-Alt, Space, F7**
(for pts/0

|EoDDon]s]

Ctrl- g#-Alt, Space, F1
(for ttyl)

While holding down Crtl-##-Alt
keys, tap Space, then tap Fn key*

| BEEL) e BEE & = =
EJCJEJEJE JE JEJEJE JE e JEJE o] (=) () j@
T B
Ctrl- g#-Alt, Space, F2 T e Ctrl- §#-Alt, Space, F5
(for t72) %ﬁ%{=1.!g.i.. a2 Leerws
: A=) 1

Note: This is for
vSphere only. The &
. key and Space bar
kOnbson:je PtC . are not pressed for
€yboards 1L IS no Ctrl- g-Alt, Space, F3 | Ctrl- g-Alt, Space, F4 || Physical (non-VM)

necessary to use e
the 4 key (for tty3) (for tty4) 36
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Changing Virtual Terminals on VMware Linux VMs

VMware operations

While holding down Pressing the 4 on some
On PC Keyboard: the Ctrl-4»-Alt keys, Windows keyboards

tap spacebar then tap may not be necessary

f1,f2, ... or f7. F7 is graphics mode for

the Ubuntu VMs.
Hold down Control

and Option keys, tap The Centos VMs do not
the spacebar, hold have a graphics mode
down fn key (in components installed
addition to Control (run level 3 only)

and Option keys) and

tap f1, f2, ... or f7.

On Mac keyboard:

Note: the spacebar does not need to be tapped on a physical (non-VM) system.
This is only required when changing virtual terminals on VMware VMs.

37
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VMware VM Operations

Changing Virtual Terminals with a PC keyboard

Num Caps Scroll
Lock Lock Lock

> AN
En I aa@ ﬂ -
\ Q

L_. FEE L L]
—u lll[:

,—.—
O s . -C

.. Enter

On PC keyboard:
While holding down the Ctrl-4-Alt keys,
tap Spacebar then tap Fn key
(where n=1-7 to specify a function key)

. !
d ; : '
B " - ' !

38
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VMware VM Operations
Changing Virtual Terminals with a Mac keyboard

On Mac keyboard:
While holding down the control-option keys
tap Spacebar then tap fn-Fn keys
(where n=1-7 to specify a function key)
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Class Activity

Ctrl-4¥-Alt-Space-F2 Ctrl-4¥ -Alt-Space-F1

I V

i |
_—

~ AL
Ctrl-4¥-Alt-Space-F7

On your VM:

Try changing between the graphical desktop and the TTYs
Login as cis90 on ttyl and tty2

Run a terminal on the graphical desktop

Use the who command to see how many logins there are

40
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odgging In

(authentication)

Who goes there?

What's the password?

http://www.gutenberg.org/files/15064/15064-h/images/269.png
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Logging in

« A system administrator can create user accounts for
each user that is allowed to login

« To login you must be authenticated as one of those
users

« There are two common authentication methods used:
1) Username and password
2) Public & private keys

We will cover just usernames and passwords today

42
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Logging in

Logging in using Putty from Windows PCs

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IF address) Port
oslab cis cabrillo.edu 2220
Connection type:

"Raw () Telnet ) Rlogin @ S5H () Seral

If you don't specify your username the system will
prompt you for both your username and password

login as: simben90

simben90@oslab.cis.cabrillo.edu's password:

| Basic options for your PuT TY session

Specify the destination you want to connect to

Host Mame (or [P address) Port
simben30@&bslab cis.cabrillo edu F3A
Connection type:

(" Raw () Telnet () Rlogin @ SSH () Seral

If you specify your username the system will just
prompt you for your password

Using username "simben90".
simben90@oslab.cis.cabrillo.edu's password:

Logging in with the ssh command from Mac or UNIX/Linux systems

ssh -p 2220 simben90@oslab.cis.cabrillo.edu

If you don't specify a username the ssh command will use your current username. Be careful,
that username may not exist on the remote system you are trying to login to.

[rsimms@daughter-of-opus ~]$ ssh -p 2220 simben90@oslab.cis.cabrillo.edu

simben90@oslab.cis.cabrillo.edu's password:
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Logging in
Logging in on a virtual terminal

entd3 release 6.5 (Finall
Kernel 2.6.32-584.16.2.el6.i686 on tiyl

oslab login: simben9d
Password:
Last login: Tue 3ep 8 16:8Z2:87 from Z6B7:f38B8:88f :fB3A:Z258:56ff :febd:3193

('v')
ST
(n_=_2)
Welcome to Opus
Serving Cabrillo College

erminal type? [linuxl
erminal type iz linux.
home/cis98-/simben § _

When you have direct physical access to a system you can use
one of these virtual terminals on the system console. You are
not using ssh over the network in this situation. 44
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Logging in

Logging in using a graphical desktop (Ubuntu)

Arya 66 on vmserver3.aslab.net o 107 ]
He Ven M

C B N - Bl S B R %

This can be done locally or over the network
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Just for kicks

tty1

cis90@Arya-66:~$ who

P e T RPN L e et P cis90 ttyl 2015-09-08 16:43

R DR P cis90 :0 2015-09-08 16:53
~ Ayt e cis90 pts/21 2015-09-08 16:39

pts/0 2015-09-08 16:55

pts/8 2015-09-08 16:53

:0)
opus.cis.cabrillo.edu)
opus.cis.cabrillo.edu)
:0)

(
(
(
(

pts/0

Let's login to an Arya using a virtual terminal, a graphical desktop, two ssh
sessions and a graphical terminal on the graphical desktop 46
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Logging in

For systems that are not connected to a directory
service (e.g. Microsoft Active Directory) all user
accounts are kept in a file named /etc/passwd

For systems that are not connected to a directory

service all passwords are kept encrypted in a file
named /etc/shadow
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The /etc/passwd file

The SUPER user is named root

[rsimms@daughter-of-opus ~]$ cat /etc/passwd
root:x:0:0:root:/root:/bin/bash

Snipped

deanna:x:2009:1701:Deanna Troi:/home/deanna:/bin/bash
chakotay:x:2010:1701:Chakotay:/home/chakotay:/bin/bash
kira:x:2011:1701:Kira Nerys:/home/kira:/bin/bash
chekov:x:2012:1701:Pavel Chekov:/home/chekov:/bin/bash
[rsimms@daughter-of-opus ~18$

To login your username must match one of the accounts in
the /etc/passwd file

Note: this file no longer contains the passwords!
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Viewing your account in /etc/passwd

This command, which we will learn how to do later, outputs
ﬁ just one line of the /etc/passwd file on Opus

/home/cis90/simben $ grep simben90 /etc/passwd
simben90:x:1201:190:Benji Simms:/home/cis90/simben:/bin/bash

(; ) username C_ 5) Comment Q 6) Home directory k 7) Shell

4) Group ID (GID)

3) User ID (UID)

Note the fields in /etc/passwd
2) password (just a placeholder now) are delimited with a “:”

/home/cis90/simben $ id
uid=1201 (simben90) gid=190(cis90) groups=190(cis90),100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.cl1023

Now you know where the id command get some of its information!
49
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The /etc/shadow file

The SUPER user is named root
[rsimms@daughter-of-opus ~]$ cat /etc/shadow

cat: /etc/shadow: Permission denied

[rsimms@daughter-of-opus ~1$ sudo cat /etc/shadow Use sudo to run command
[sudo] password for rsimms: as superuser (root)
root:3563 $

:16226:0:9808090:7:::
Snipped

deanna:565hsAXg0JkSndIt. oxiFL/qZ7pLAFOaGgxpxAHDE] Tukpd0PfeRNOJ9g07Z6Cg0V
3hzo9%eSAk0GlaywDtgwLONefNEEWf9FR1:16686:0:9990909:7:::
chakotay:565c/kFVilaSnTUJcvIJRCut8PwvOSYL1opATI 25UsFLNKerGF80hQIkI78RHTXEL
KOOwvDRSWeBAi4pul 7TLLpieJPBQCBMVUls1:16686:0:999909:7:::
kira:5653dqjzQCwsSG2bJapsWO07IhLD.cQfI%htk. hWiGUdJhOjJNDxZT4zTNS1WTPOKDJ6eq
hBzvT86xUXhIMBXDFBAWpOt. 5Ab0jJ. :166686:0:98989:7:::
chekov:5657d4PMdv0SHPYW/ k04D JMDeLO3qUEEzvQ 0 fWpLuUWMh9Rv10v1V3N/zQxhdhS3
YfSLdhHz0rKBelwzGGx07CrzOfL3MKNal:16686:0:999908:7:::
[rsimms@daughter-of-opus ~]5%

To login, your password must match the encrypted account password
kept in the /etc/shadow file

Only the root user can view this file and the passwords are encrypted!
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The /etc/shadow file

hashing algorithm used (6=SHA-512)

salt SHA-512 hash of salt + user's password

A A
[ \ 1

kira:$6$3dgjzQCwSG2bJapsWO07IhLD.cQfI%htk.hWiGUAJhOJNDxZT4zTNI1WTPOKDJI6eghBzvT86xUXhIMS8XDFB4WpOt .5Ab0jJ.:16686:0:99999:7:::

K | ' | ‘r
1) username 2) encrypted password

3) last change date (days since 1/1/1970)

4) minimum age (number of days before it can be changed)

5) maximum age (number of days before password expires)

6) warning period (the number of days before expiration that user is warned)

7) inactive days (the number of days after password expires that account is disabled

8) expiration date (days since 1/1/1970) that the account may no longer be used

Note the major fields in /etc/shadow are delimited with a “:”. The
encrypted password field is further delimited with a "$"
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Class Activity

/home/cis90/simben $ grep simben90 /etc/passwd
simben90:x:1201:190:Benji Simms:/home/cis90/simben:/bin/bash

usernamb L Comment Q Home directory L Shell

Group ID (GID)

Note the field separator used

ID (UID
User (UID) in /etc/passwd is a “:”

password (just a placeholder now)

1) Find your record in /etc/passwd
« Paste your UID (User ID) number in the chat window

« Paste you home directory in the chat window
« Paste your shell in the chat window

%

2) cat /etc/shadow B
Give me a green check v if you can MamnRooM (1) | ¥
view this file otherwise give me a red x ich Simnfe

Yes X3 %y

e N
None

52
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For Supplemental Study

http://www.slashroot.in/how-are-passwords-stored-linux-understanding-hashing-shadow-utils

How are passwords stored in Linux
(Understanding hashing with shadow utils)

Nepertig OF 8 CORPAM e arfy SCsmial %) etk tARomaly Band of you gl 1ok Of Pt Siebevir of §

Same poogde Wil irgum o B5s 0ot Tt fie Sfsta or the Tl il confaenm D [ssanr

g 3 not possités o know the roel pasTvord Aom the e

e e posword om Hys anco

Lof's got Back 33 some bases bekore pong shoad

Hasteng 5 o motemascal method 19 proauc @ e ng oscoded sirng 10 any geeo stimg The

Excellent article on how passwords created and stored
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Your password

« Strong passwords are critical!

« Botnets and malicious ne-er-do-wells are constantly
attempting to break into computers attached to the
Internet! (Even my little Frodo VM at home)

http://mac-internet-security-software-
review.toptenreviews.com/how-do-i-know-if-
my-computer-is-a-botnet-zombie-.html 55

http://map.ipviking.com/
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They never stop trying

The ne'er-do-wells trying to break in ...
this is why you need strong passwords

Disconnecting after too many authentication failures for user:

Failed logins from:
76.254.22.196 (adsl-76-254-22-196.dsl.pltnl3.sbcglobal.net): 2 times
201.7.115.194 (201-7-115-194.spopa302.ipd.brasiltelecom.net.br): 2135 times
210.240.12.14: 20 times

Illegal users from:
201.7.115.194 (201-7-115-194.spopa302.ipd.brasiltelecom.net.br): 564 times
210.240.12.14: 42 times

From a logwatch report showing malicious attempts to break into Opus
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/var/log/wtmp and var/log/btmp

[root@opus logl# lastb | sort | cut -fl1 -d' ' | grep -v °$ | unig -c > bad
[root@opus logl# sort —-g bad > bad.sort
[root@opus logl# cat bad.sort | tail -50

471 ftp
472 public
490 test
490 tomcat 610 test
498 user 656 noc 1138 webadmin
506 service 686 wwu . 1298 nagios
508 mike 690 postfix 1332 web
508 username 723 jOhn. 1374 a
524 cyrus 734 testing 1384 student
530 pgsqgl 738 adam 1416 postgres
532 testl 746 élex 1690 user
544 master 754 1nfo 1858 oracle
554 1linux 798 tester 1944 mysql
554 toor 832 library 2086 webmaste
576 paul 935 guest 5324 test

990 admin

584 support . 10803 root
590 testuser 1002 office 10824 admin

£04 ire 1022 temp 18679 root
1070 ftpuser 24064 root

[root@opus log]#

Top 50 usernames used by the ne'er-do-wells when attacking Opus 58
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How to make a strong password
Current goal: require at least 254 guesses

« Use upper case, lower case, punctuation, digits

« The longer the better (10 or more characters) 9410 => 65.64 bits of entropy
« Random, not in any dictionary

« Something you can remember (Google "best password managers")

« Different password for different services

» Keep it secret -- change when compromised

GOOD (but not truly random)

WhOle#!!!! (Whole sh’bang)

KuKu4 (co) 2 (Cuckoo for Cocoa Puffs)

#0p&s@ve (shop and save)

1d102sde@ (I do laundry on Tuesday)

Iwb@tBOaWw (I was born at the bottom of a wishing well)
| Snt3MfRgl (I was born at the bottom of a wishing well)

BETTER (pass phrases of 6 random words) 2000 => 65.79 bits of entropy
splendid roll arrest boiling silk shelter

heap pancake wooden complete inject ethereal
few balance note sedate alike tense
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passwd command
Change user's password

Syntax:
passwd [username]

Example:

/home/cis90/simmsben $ passwd

Changing password for user simben90.

Changing password for simben90 Note, the passwords
(current) UNIX passwoid”*/"/ are not echoed as
New UNIX password: *”’///’////////////youtypethenm
Retype new UNIX password:

passwd: all authentication tokens updated successfully.
/home/cis90/simmsben $

This changes your password on Opus only (not
other VMs, the forum or BlackBoard)
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John the Ripper

An open source cracker that tries common passwords first
followed by a brute force dictionary attack

'\aﬁ v v\c-'-\-::fﬁ"\ ‘L"\.."‘" B W Jzbe the Pipper po

& 9 C # O vwwwopenwalicom \ o 8o

Openwoll T T T

Svging recutly ko
open envionrents

John the Ripper password cracker ‘
Jobn the Ripper i« 2 S35t pasyword cracker, carently svalsbie for many flevers of Unix, Windows, DOS, BeOS, mod OpenVMS. Its primary purpose i to defect weak Usin
passwords Heudes several crypo 3) pasiwoed hash rypes ot coammoely found ca varow Usic system, sppocted out of die box are Windows LA Aashes, plos lots of
other hashes and ciphers n the coomuey esdanced version
Al I Sias Ausn CD Rigos \Nisc Lo Cuach e Wil Bassacol Cracke S o SED

EIEETTEET i the Ripper i free nd Opes Scarce soiware, dintributed pramady in sowrce code form 1 you would rathes use 2 commercial prodiust
talored for yuur speciic cperating wystemn, plee comider Juln S Rpper Fro, which is datribveted pridy i the foem of “native” packanes

pasvwerds operiwal oo A 3
o the target operating systems and in peoeral is memnt 10 be easier to nstall snd wse while delreenng opamel performance.
P Frocesd to John the Ripper Fro homepase for you O
NTOMOXRUNERT o Jolm the Ripper Fro for Limm
Wislews NTFS (EFS) o Jols fe Xigper Mru fox Mac OS X
Windows SLSIME * On Windows, consider Hash Sulte (devedoped by a comtributor o Jole the Rigpes) >
A woogle
Ursx Deviriad one of the latest official free versiuns (releae sule) (e ‘QL
_ * Jolm e Ripper | 79 (U « somees, tar gz, $48 KB) and ity sguatre
MS Wend * Joln 8 Rppe 1.7 9 (Unix - sowwses, tar kel 70) KB) mad 3x vigmsue
Excet * John the Ripper 1.7.9 (Windows - binaries, ZIP, 2029 KB) mnd s sipunse
Arsrm Downlond the batent communiny-enfamcnd verios (releme sotent
Pr
f o Jobn e Ripper 179 jarbo-& (Unix - sorces, tar gz. 1423 KB) 2nd ts signature
| VBA o Jolm e Rigper | 79-jambo-S (Uix - sources, tar ba2, 1156 KB) mnd i vigaomre
m * Joha the Ripper 1,79 jusbe- £ (Winduws - Muaries, Z1P, 3845 KB} md o5 sipuonue
Impwrnet Explorer M\vm—gﬁ-ndmmumhmduhﬁlﬂ#ﬂmwm—n-ﬁu\umw
e, aoeld pien tEngs seeh oy escrppted OpmSSH prrewte beys, ZIP snd RAR siferves, and PDF (s ) e wek as sonee

Outiosk Express, 02000k gy gverud mualiey 18 lemer (i the ofisal versives Frmares DvesST 057 o wewer. There it w0ofcial by W s (b Z0Mn (e Fieom wieC conamsty
LTS s e ML TR & Ymedddoecioats., ¥

Instructor: Use daughter and john-demo aliases to demo. Cat password.1st for
common passwords.
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Four users: deanna, chakotay, kira and chekov with weak passwords:

1234567
secret
terces
chekov1

F ™
@ rsimms@daughter-of-opus:~/security/john-1.8.0-jumbo-1/run @M

[reimms@daughter-of-opus run]$ ./demo-john-prep -
Make passwd_selected file to crack? (press Enter to continue)

deanna: $65MOMSUz0pSwEnU/HbvE 6hG/Sbi0viaaCl . bXhQixQd7TqGVwrpGehjUzVEBum2 QiBz ouTf Tm/ IgwaZd ImlmuMIe TUX/ vEFru. : 20
059:1701:Deanna Troi:/home/deanna:/bin/bash

chakotay: $65eDZrKrit$gHcZ6zInywZ5 . XGSE60S53g4VIQoGDAEMJEKTKER1INVZNVTZWE1e 9t XhWVvENKEq2 Ft2bmCHGaENvAVNAMM2 . v, ¢
2010:1701:Chakotay:/hone/chakotay: /bin/bash

kira:$651KD.GM265PIMAT TAPMOSuefFAdFTpRoU2CEMLYRiQ11hDUQkCE4kfxjgx,/ hlgVORS50,/ Lxuh800b0getYbasXkRE6TQAI SROJFO: 2011
:1701:Kira Nerys:/home/kira:/bin/bash

chekov: $65£]9vDNMOSJHOVCNIFEY1 kT1w/ LOSynBHaeLrBV5i49cIcrnnT2W7ioCneWtX0TpvnZlpbvulYpBzi SrEKsp3RogLlzXEbm. : 20
12:1701:Pavel Chekov:/home/chekov:/bin/bash

[rsimms@daughter—of-opus run]$ ./demo-john-run

Start cracking passwords? (press Enter to continue)

Wed Sep 9 10:51:33 PDT 2015

IWaming: detected hash type "shaSlZ2crypt™, but the string is also recognized as "crypt™

|Use the "--format=crypt™ option to force loading these as that type instead

Loaded 4 password hashes with 4 different salts (shaSlZcrypt, crypt(3) $6% [5HAS12 &4/64 OpenSSL])
Warning: OpenMP is disabled; a non-OpenMP build may be faster

Press 'g' or Ctrl-C to abort, almost any other key for status

chekovl (chekov)
secret (chakotay)
1234567 (deanna)
terces (kira)

4g 0:00:02:01 DONE 2/3 (2015-09-09 10:53) 0.03281g/s 299.8p/s 303.7c/s 303.7C/= retupmoc..dlanod
Use the "--show™ option to display all of the cracked passwords reliably
Sezsion completed

|
Wed Sep 9 10:53:35 PDT 2015

[

M| [rsimms@daughter—of-opus run]$ I
e— =
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For Sup

https://www.grc.com/haystack.htm

plemental Study

LRt W

@it e o 08 : https://www.youtube.com/watch?v=1ExUsGIfCrU
: How Big is Your Haystack f o] i
e #9570« wwt bekter % VOUR mece | o Co GI OCe+ ©1 oL @ ‘ —
' ';"— C B htps//wwwyoutube.com o ':b =
g You a e L: L
&= == Why Passwords Fail
" = 4:...y p * Unless people are using 10 character,
completely random passwords, then their
password isn’t really good
* Example:
| —pEL\NI{iBm
* If you make them use a password like that,
they’ll write it down ’
| — Which also Isn't good
i CMPS 485: Password Complexity
— e . Ryan Riley
| 0 Subscnve A8 views
Password strength = =3 4
calculator for random - =

passwords

Excellent presentation on making
strong passwords
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CIS 90 - Lesson 2

Housekeeping

Send me your student survey today
Lab 1 due by 11:59PM (Opus time) tonight

Use submit to turn in your work

Grading Rubric (30 points)
5 points for each correct scavenger hunt item

3 points - optional extra credit questions (1 point each).

Use verify to see what your turned in

Last day to drop/add is this Saturday
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Roll Call

If you are watching the archived
video please send me an email to
let me know your were here.
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Turn off recording

67
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Do roll call using
both rosters
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Turn on recording
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Lab Assignments

Pearls of Wisdom:

« Don't wait till the last minute to start.

» The slower you go the sooner you will be finished.

« A few minutes reading the forum can save you hour(s).

« Line up materials, references, equipment and software ahead of time.

« It's best if you fully understand each step as you do it. Use Google or
refer back to lesson slides to understand the commands you are using.

» Use Google when trouble-shooting
» Keep a growing cheat sheet of commands and examples.
» Study groups are very productive and beneficial.

» Use the forum to collaborate, ask questions, get clarifications and share
tips you learned while doing a lab.

« Plan for things to go wrong and give yourself time to ask questions and
get answers.

 Late work is not accepted so submit what you have for partial credit.
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Grading Code Names
Lord of the Rings Characters

Citrand Proveeon

[ Eare eramg] L I'll start sending out LOR code names this week for
U M ga RN everyone who sends or has sent me their survey.

{
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N

2) Go to the CIS 90 forum

3) Click the "Subscribe"
link at the bottom so that it
changes to "Unsubscribe”.

Cabrillo College: Computer and
Information Systems

't te e

phEEBB

T

T Wl beeten Gkt Cotbens prhag LY Saeraen - C1N S iy TR

CIS 90 - Spring 2015
Wow T | Saonh e &

a3

Tt Tot

R IYY)

(%
= Ml sseryone

W1 by Cven Sopnat > -

-y, SEC Corfwrence wt Uburmy

(55 5 e Comworne « Vvt Js 10 018 &

(o, HenaTet wif) Logn and Pasiwerd
T S T

1) Login to the forum

P e .
oo A 2%, J0AS A

P e L

i 1o Sarthede Srasty
At tam w !
U oy o e
Y .
~ ~--
- B v

-

I [ e I ~_Azmme 3e () Ve mar || mtues T Gawe of Sstal S o 8 e we UTT 8

-

I
L

{» Board index [x| Unsubscribe forum

<

This is what it
should look like
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Help Available in the CIS Lab

Instructors, lab assistants and equipment are available for CIS
students to work on assignments.

CIS 90 Student Lab Assistants:

Tess Michael

Linux Instructors

|

Inside the STEM Center \

Rich's Cabrillo College CIS Classes

CIS 90 Grades

Rich Simms Mike Matera

/)

t/\ Look for Tess, Leandro, Nick, Rich or
Mike on the schedule found here 73
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Lesson 2
Commands
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ﬁ Lesson 2 commands for your toolbox

echo
banner

Is

cat

file

type
apropos
whatis
man
info

bc
passwd

set
env

- Prints text and variables
- Make a banner

- List directory contents

- View file (name comes from concatenate)

- Show additional information about a file

- Shows where a command resides on the path
- Searches the whatis database for strings

- Searches the whatis database for commands
- Show the manual page for a command

- Alternate online documentation tool

- Binary calculator
- Change password

- List all shell variables
- List all environment variables
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- ‘ ‘ 5
o At g ! i
o - . !

2 : PEEN
| ..

Do live demo of new commands with
volunteer to call out commands

(Just echo through bc commands, we
already covered passwd and set and
env will be covered later in the
lesson)
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echo command
Print text and variables

Syntax:
echo [string]

/home/cis90/simben $ echo hello rich
hello rich

/home/cis90/simben $ echo joy to the world
joy to the world
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banner command
Output a banner
Syntax:
banner [string]

banner [string] [string] ... [string]

/home/cis90/simben $ banner I Love Linux

B
#
#
#
#
#
T
# FEEREEE # §OEEEEEEE Similar to echo command
; : o . but outputs banner sized
# # T §OEEEEE letters instead
# # B 4 4
# # Bk 4 4
BREEEEE BEEEEES b hEEEEEE
# BhEEE 4 T T #
# # B 4 4 Pk
# # 4 T
# # B4 4 # #
# # Bk 4 T
# # # TR Pk
BREREEE  REEEE 4 §ohEEEE 4 # 79
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Is command
List files or directory contents

Syntax:

Is [pathname]
Is [pathname] [pathname] ... [pathname]

/home/cis90/simben $ 1ls

bigfile Lab2.0 mission proposal3 text.fxd Listing the contents of
bin Lab2.1 Poems small town timecal the current directory
empty letter proposall spellk what am 1

Hidden Miscellaneous proposal?2 text.err

/home/cis90/simben $ l1ls Poems/

Angelou Blake Neruda  Shakespeare Yeats Listing the contents of
ant Dickenson nursery twister the Poems directory
/home/cis90/simben $ 1ls mission /bin/ps /usr/local/bin/banner Listing three files

/bin/ps mission /usr/local/bin/banner

Regular files show as black, directories show as blue and
executable programs/scripts show as green
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cat command
Concatenate and view file contents

Syntax:
cat [pathname]
cat [pathname] [pathname] ... [pathname]

/home/ci1s90/simben $ cat letter
Hello Mother! Hello Father!

Here I am at Camp Granada. Things are very entertaining,
and they say we'll have some fun when it stops raining.

< snipped >

Wait a minute! It's stopped hailing! Guys are swimming!
Guys are sailing! Playing baseball, gee that's better!
Mother, Father, kindly disregard this letter.

Alan Sherman

What happens if you spell cat backwards instead? &
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file command
Show additional file information

Syntax:
file [pathname]
file [pathname] [pathname] ... [pathname]

/home/c1s90/simben $ file letter
letter: ASCII English text

/home/cis90/simben $ file Miscellaneous/
Miscellaneous/: directory

/home/cis90/simben $ file timecal mission /usr/bin/cal

timecal: Bourne-Again shell script text executable
mission: ASCIT English text

/usr/bin/cal: ELF 32-bit LSB executable, Intel 80386, version 1
(SYSV), dynamically linked (uses shared libs), for GNU/Linux
2.6.18, stripped
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type command
Locate a command on your path

Syntax:
type [command]

type [command] [command] ... [command]

[rsimms@opus run]$ type cal The cal command is located in the
cal is /usr/bin/cal /usr/bin directory

/home/cis90/simben $ type bogus

~bash: type: bogus: not found The bogus command is

not on the user’s path

[rsimms@opus run]$ type uname cal

uname is /bin/uname The uname command is in the /bin directory
cal is /usr/bin/cal The cal command is in the /usr/bin directory

\ Y J \
« name of the file (command/program)

name of the directory where file is found
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apropos command
search the whatis database for strings

Syntax:

apropos string

/home/cis90/simben $ apropos echo
echo (1) - display a line of text

echo (lp) - write arguments to standard output
echo [builtins] (1) - bash built-in commands, see bash (1)
lessecho (1) - expand metacharacters

pam_echo (8) - PAM module for printing text messages
ping (8) - send ICMP ECHO REQUEST to network hosts
ping6 [ping] (8) - send ICMP ECHO REQUEST to network hosts
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whatis command
search the whatis database for commands

Syntax:
whatis command

/home/ci1s90/simben $ whatis echo

echo (1) - display a line of text
echo (lp) - write arguments to standard output
echo [builtins] (1) - bash built-in commands, see bash (1)
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man command

A ;
LN & 4
N e -

Show the manual page (documentation) for a command

Syntax:

man command

/home/cis90/simben $ man cat

cat [OPTION]... {FILE]...
DESCRIPTION
-R, --show-all
equivalent to -vET

~b, =-number-nonblank
[ nunber nonempty cutput lines

| e

~E, =-show-ends
display § at end of each line

equivalent to -vE

-n, —--numbar
nusber all output linas

(e

Concatenate FILE(s), or standard input,

£ simben90@oslab:~ [T
{CAT (1) User Commands CarTi(l) -
NAME

cat - concatenate files and print on the standard output
ISYNOPSIS

to standard output.

The man page is a
quick way to find what
a command does and
how to use it

bown

Use these keys
to scroll

Use g key to
quit
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info command
Alternate documentation tool for commands

Similar to man but has has

Syntax: links to additional pages

info command

/home/cis90/simben $ info bc

&2 simbenS0@aslabi~ =S Page
(Bi1e: be.info, Node: Top, Next: Introdusticn, Prev: (dir), UOp: (dir) - tu,
* Henu: 2

9 simbenS0@asiabi~ = - -
* Introduction:: }lzle: bc.info, HNode: Exanples, Next: Readline and Libedit Options, Prev: Functions, \ o F.‘.
¢ Basic Zlemenca:: ltp: To

Pi op M'

* Expressions::
* Statemanta:s 6 Exanples

Use these
keys to
scroll

|
| (&)

Fungrigns:i: == )  |[eseevecves
* Exanples::
* Readiine and Libedit Optil(In /pan/sh, cthe following will assign the value of "pi™ to the shell
* Comparison with Other Ingllvariable PI.

* Limice::
* Eavironmant Variables:: pi=35 (echa "scale=10: 4*a(l)” | be ~1)

Use g key to
quit

The following 18 the definition of the exponential function used in
the math library. This function is written in POSIX “be’.

scale = 29

Use Enter
«— Enter to follow a
link (*)

/* Uses the facst that &'x = (& (x/2))"2
When X i small encugh, wWe use the series;
ety = 1 + X + x°2/2) + xS 4+ ..,

define e(x) |

auto a, d, =, £, 1, m, Vv, =

Use L to go
back to last

I page
Move cursor over an * and press Enter to follow link 87

/* Check the sign of x. */
it (x<0) |
m= 1

3
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Use quit to
end program

bc command
A binary calculator

Syntax:
bc

/home/cis90/simben $ bec

bc 1.06.95

Copyright 1991-1994, 1997, 1998, 2000, 2004, 2006
Free Software Foundation, Inc.

This 1s free software with ABSOLUTELY NO WARRANTY.

For details type "warranty'.
2+2 *

4
Enter mathematical

3*%30 « )
90 / expressions for bc to solve

(3*31)+251*1.5

469.5

quit
/home/cis90/simben $
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Class Activity

1) Where is the cat command?

2) What kind of file is the cat command?

Type your answers in the chat window.

BERRR W
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Class Activity

1) Is red a UNIX command?

Hint: use the man or whatis commands with red as the argument.

2) Is blue a UNIX command?

Type your answers in the chat window

R
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Class Activity

1) What does the following mathematical expression reduce to?

5342*%56-2/15-299100+(2*35)

Type your answer in the chat window
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UNIX/Linux Architecture

System Commands

Q G @ @ - 100’s of system commands and

utilities.

« Commands like Is (list directories), cat
Shell (print a file), rm (remove a file), ... etc.

« Utilities like vi (text editor), sort (sorts

System file contents), find (searches), ... etc.

Commands Applications

« Larger utilities like sendmail (email),
tar (backup), tecpdump (sniffer), ...
etc.

Kernel
« Administrative utilities like useradd,
groupadd, passwd (change
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Commands and Utilities
Executable binary code (programs) or scripts

'/sbin

| /usr/bin

-

| /usr/sbin

B -

Most commands reside in these four directories. They
can be found in other places as well.
94
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ls /bin
é?:ﬁn&mngm@oﬂam~
/home/cis90/simben § 1s /bin - /bln has essential
commands used
by everyone.

Can you find the
Lesson 1 date,
hostname, ps
and uname
commands?

|  Can you find the
bash shell?

/home/cis90/simben $ l

Commands are either program or script files that can be executed 5E



ls /usr/bin

/home/cis90/simben § 1s /usr/bin

/nome/cisg0/simben § [

CIS 90 - Lesson 2

The /usr/bin directory

snipped

LR RN

There are a "ton"
of additional
commands
(programs) in
this directory.

You will need to
scroll through a
lot of pages to
see them all!

Can you find the
Lesson 1 cal,
clear, id, ssh,
tty, and who
commands we
used in Lab 17
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The /sbin directory

1ls /sbin
@ simben90@oslab:~ 3 I‘—Ié‘: ‘ = ) Th ese are
/home/cis90/simben § 1s /sbkin -

essential
commands and
utilities used by
system
administrators.

This is where the
chkconfig,
ifconfig and
iptables
commands are

| found.

snipped

I You will learn how
to use these

i commands in CIS
Il 191 and CIS 192.

/home/cisf0/simben § '
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ls /usr/sbin

& womwecren N . sl These are

/home/cis90/simben § 1s /usr/sbin additional
commands and
utilities are
typically used by
system
administrators.

>

This is where
commands like
’ useradd,
snipped userdel,
tcpdump are
located.

You will learn how
to use these

S— commands in CIS
| 191 and CIS 192.

| ™

/home/cis90/simben § l
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type command (again)
Locate a command on your path

Syntax:
type [command]

type [command] [command] ... [command]

[rsimms@opus run]$ type cal The cal command is located in the
cal is /usr/bin/cal /usr/bin directory

/home/cis90/simben $ type bogus

~bash: type: bogus: not found The bogus command is

not on the user’s path

[rsimms@opus run]$ type uname cal

uname is /bin/uname The uname command is in the /bin directory
cal is /usr/bin/cal The cal command is in the /usr/bin directory

\ Y J \
« name of the file (command/program)

name of the directory where file is found
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Class Activity

1) Where is the ssh command?

Type your answer in the chat window.
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Class Activity

SRRR W

Draw a line connecting the command to the directory where it resides

bc

tty

echo

ifconfig

useradd

/bin

/usr/bin

/sbin

/usr/sbin

Built into the shell

You will learn more about useradd in CIS 191 and ifconfig in CIS 192
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Class Activity

Draw a line connecting the command to the directory where it resides

tty /bin
hosthname /usr/bin
echo /sbin
ifconfig /usr/sbin
useradd Built into the shell
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Programs

Binary code
vs text scripts

103



CIS 90 - Lesson 2 : : B ‘ l lw

UNIX commands & utilities are executable programs

A program can be binary code:

« Binary machine code is unprintable. A programmer must use hex
dumps to examine it.

« Binary machine code executes very quickly and is targeted for a
specific CPU instruction set.

« The binaries are produced by compiling source code written in a higher
level language such as C, or C++.

A program can be a text-based script:

« A script can be directly viewed and printed.

« A script does not need to be compiled. It is interpreted on the fly and
because of that doesn't run as fast as binary code.

« Common scripting languages include bash, perl and python.
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Two example programs: apropos and cal

Lets take a deep dive on two random commands:
apropos - searches the whatis database for a string of text
cal - prints a calendar
I'll be using this graphic to indicate

a program that has been loaded
into memory to be executed
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What do they do?

YIS I IS IANNNNNNNN

S/ NN\

apropos cal

The apropos command searches the whatis database.

/home/cis90/simben $ apropos uname

oldolduname [obsolete] (2) - obsolete system calls

olduname [obsolete] (2) - obsolete system calls

uname (1) - print system information

uname (lp) - return system name
(2) - get name and information about current kernel
(3p) - get the name of the current system

uname
uname

The cal command prints a calendar

/home/cis90/simben $ cal
February 2012
Su Mo Tu We Th Fr Sa
1 2 3 4
5 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29
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Where are the programs located?

LSS/ NNNNNNN\N YIS LI IIIANNNNNNNN

apropos cal
/home/cis90/simben $ type apropos cal The apropos and cal
apropos is hashed (/usr/bin/apropos) commands are both in
cal is /usr/bin/cal the /usr/bin directory.

Note: Sometimes you will see "Hashed" which means the command has been run previously and
its location on the path has been temporarily “remembered”. This is to speed up subsequent
path searches for the same command.
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Listing the program files

LSS/ NNNNNNN\N YIS LI IIIANNNNNNNN

apropos cal

/home/cis90/simben $ ls /usr/bin/apropos /usr/bin/cal
/usr/bin/apropos /usr/bin/cal
Both files show as green

because they are
executables

/home/cis90/simben $ ls -F /usr/bin/apropos /usr/bin/cal
/usr/bin/apropos* /usr/bin/cal*

FYI, use the -F option if
color blind. Executables

have a * suffix.
108



oKX e4 CIS 90 - Lesson 2 » m ‘l lw
est. 1959 N . N :

Getting additional information on the program files

LSS/ NNNNNNN\N

apropos
/usr/bin $ file apropos apropos is a
apropos: Bourne shell script text executable shell script

/usr/bin $ file cal
cal: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV),
for GNU/Linux 2.6.9, dynamically linked (uses shared libs),

for GNU/Li 2.6.9, stri d . .
ot /Linux S-r1PPe cal is binary code (has been compiled

from higher level source code)
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apropos
(script)

] )

cat /usr/bin/apropos

Viewing the contents of the
program files

£P simbend0@oslab:~

(/home/ cis00/ :Lmben § cat fL!:’b nf: ropos

i#) /bin/=h
apropos search the whatis databases for kaywords,
whatis -- idem, but match only commands (35 whole words).
Copyright (c) 21990, 1951, John W. Eaton.

Copyright (c) 1994-1939, Andries E. Brouwer.

You may distribute under the terms of the GNU General Public
cense ap specified in the README file that comes with the man
distribution.

-
.

apropos/whatis-I. 5% asb 2003-08-01 (from man-I,

keep old PATH - 000323 - Bryan Henderson
alsza look in /var/cache/man - 030801 - aeb

L R L R

progran~'basename 30

{# When man pages
4 (and you uss
japropasgre=poptl
aproposgrepoptd
whatisgrepopti='aiv*
whatisgrepopt2e'*

in your favorite locale 100X to ¢
GRU grep) you may want to add the '
='ai’

vep Iike binary flies
a' option to *grepoptl.

cal

(binary code)

i
AL LTLFENNONNNNE

cat /usr/bin/cal

‘;?

The cat command can print the apropos file
because it is a readable (and editable) ASCII
text script

E s|mben90®oslab =

TYPUTTYPUTTYPUTTYPu
PUTTYPUTTY
WTTYRITTYPUTTYPUTTYPUTTY
PUTTYPUTTYPUTTYPUTTYPUTTY

Y P‘JTT Py
oTTYPUTTY

{PUTTYPUTT!
YPUTTYPu
uTTYPUTTYPUY

F

(FUTTYPUTTY TU'T"\I'JT"‘G‘U.
: Coomand not found

ITTYPUTTYPUT
UTTYPUTTYPu
/home/cis90/simben 5 §
|

B

TYEUTTY PUTTY2uT Y PUTTY Pu
FUTTYPUTTYPUTTYRUTTYP
UTTYPuUTTY PUT Y PuUTTYFUTTY PUTTYPUTTY
W TY PUTTYPUTTYRUTTY PuRTYPUTTYFuTT
Y P TTY PUTTY PUTTY PUTTYPUTTYPUTTY PuT

TYPUTT » |

PUTTYPUTTYP

PUTTYFPUTT

The cat command "chokes" trying to print the
binary cal file because it is full of unprintable

machine code.
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How binary programs are created

VIZZ LI GFANNNNNNNN

From: gcal-3.01.tar.gz

= cal

rsmmi ngimo; -/, 301/src
NG INESEIN WY SR
[rsinmalncsmo src]$ head -50 goal.c -
/n

gecal.c: Main part which controls the extended calendar program.

Capyright (<) 1994, 35, 36, 1997, 2000 Thomas Esken

This softvare doesn't claim conpleteness, correctness or usability.

* On principle I will not be liable for ANY damages ar losses (implicit
* or explicit), which result from uaing or handling my sofuvare, » H

* If you use this software, you agree without any excepticn to this NOte- The Cal blnary COde
*  agreement, which binds you LEGALLY !'!

. resulted from compiling the

* This program is free software; you can redistribute it and/or modify

* it under the terms of the “GNU Ganeral Public License' a3 published by Or[g[na/ gca/,C source COde.

* the "Tree Software Foundation': either versiom 2, or (at your opticn)
* any latar version.

* You ahculd have received a copy of the “GNU General Public License'

* along with this program: Af not, write To the:
.

b Free Software Foundation, Inc.

. 59 Temple FPlace -~ Suite 33

Boataon, MA 02111-1307, Us

o h@ rsimms@nosmo:~/depq_t[9;a|f3,9“$£g ' “ﬁ’“ = - Ej R

[rsimms@nosmo srcl$S file /usr/bin/cal A
sraric enar remap=wiia: gealf| fusy /bin/cal: ELF 32-bit LSB executable, Intel 80386, version 1

(sYsv), for GNU/Linux 2.2.5, dynamically linked (uses shared 1lib
oo vasdat Sk s), stripped

= [rsimms@nosmo srcl$
$1f HAVE ASSEAT H
: include <assert.h>

IXPE H l—|

Because GNU Linux software is licensed under the GPL you can make your -
own custom version of the commands or the kernel!
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FYI

See this forum post from a previous class for an example of
obtaining the source code for a Linux command and modifying it:

http://oslab.cabrillo.edu/forum/viewtopic.php?f=31&t=683&p=2774

Lab #2...even though ‘info uname’ output states...

Dy Dan Mcfiamars » Pri Pab 18, 2031 L2:33 o

Hi Fols,

Doas amyond happon 10 keow If thers arw ways 10 maniputate output from ename sech that it 1s Dsted bs the erder that | wast it to be? Dea Weilamara
Under ‘Commandy’ in Lab #2. guestion 11, we are ssked what options would we ous 10 display just the cperating system, Ity bernel Posty: 1

rRase sumbers and the machine's natwork node hostnaene. | 9ot that okay, Howaver, what If | wanted the output to display fokowing ‘“""“‘ Fri Fan B4, 3014 232 pm It a// Started When
the constructy of the question, Le;: .

i Dan did Lab 2 and
opus.cabrilv.edo 2.6, 16-164. et GHU/Linas (the defaudy)
GIU/Linox 2.6.18-154. 05 opus. cabriio.odu (what [d dke 1t to he} Wanted to Change
Doing & ‘man uname’ doean t cover this but Info uname states the Way uname
tf mutiple optiens or A" are given, the selected winmation = Ordered its Output!

printad in this order

RERNEL -NAME NOCENAN AERMEL-SELEASE KERNEL - VRSN
MACHINE PROCESSOR HARDWARE FLATFORM OPERATING- SYSTEM

1can live with the detault catput a3 9t does answer the question. .. It just kind of begs me that Its not in the order that | would prefer
mixiog Y ordar of the options has no #1fect on the detadt outpat,

Mot wonddecing
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Class Activity

Where is the scavenge program?
Hint: use the type command with scavenge as the argument.
Type your answer in the chat window.

Is the scavenge command a binary executable or a shell
script?

Hint: use the file command with the location of scavenge as the argument.
Type your answer in the chat window.

Can you cat the scavenge command?
Paste a line of output in the chat window.

Is scavenge a UNIX command?
Hint: use the man or whatis commands with scavenge as the argument.

Type your answer in the chat window.
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You will get these questions when you submit Lab 2

1) Name a UNIX command that gets its input only from

the command line?

2) Name an interactive command that reads its input

from the keyboard?

3) Name a UNIX command that gets its input from the

Operating System?

115



console

Program screen
(a file on drive) (default)
Loy
Qs 1) Command line
//71‘0 (Options &
arguments)
2) Terminal
keyboard
3) Operating system console
information such as screen
file contents and (default)
session properties
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Name a UNIX command that gets its input only
from the command line?

/home/cis90/simmen $ echo hello world

hello world
/home/cis90/simben $ banner hello world

# oAttt A # FHAFEHA
# ## # # # #
# ## # # # #
A dHd HHHHE # # #
# ## # # # #
# ## # # # #
# oAt FAEAAE A ER A AR
# oAt AAE FHAAESE H A
t # # # # & # # # #
t # # # # & # # # #
t # # # # oHEttAE A # #
t # # # 4+ #  # # #
t # # # # & + # # #
i #4 HEHEAEE A # oA AEERAS

The echo and banner commands are examples of commands
that get their input from the command line
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echo command

/home/cis90/simmsben $ echo hello world
hello world

Options: NA
Args: hello world

stdin

stderr

The echo command is an example of a command
that gets its input from the command line 118
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Name an interactive command that reads its

input from the keyboard?

/home/cis90/simmsben $ bc /home/cis90/simmsben $ passwd

bc 1.06 Changing password for user simmsben.
Copyright 1991-1994, 1997, 1998, 2000 Free Changing password for simmsben

Software Foundation, Inc. (current) UNIX password:

This is free software with ABSOLUTELY NO New UNIX password:

WARRANTY . BAD PASSWORD: is too similar to the old
For details type “warranty'. one

2+2 New UNIX password:

4 Retype new UNIX password:

500-200+3 passwd: all authentication tokens updated
303 successfully.

sgrt (64)

8

quit

The bc (binary calculator) and passwd commands are examples of
interactive commands that read their input from the keyboard
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bc command

[rsimms@nosmo ~]S$ bc
<snipped>

2+2

4

quit

Options: NA
Args: NA

r:] I/

’Vn
/n

stdin

stderr

The bc (binary calculator) command is an example of an
interactive command that reads its input from the keyboard 120
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Name a UNIX command that gets its input from

the Operating System?

/home/cis90/simmen $ who

dycktim
root
velasoli
guest90
rsimms
guest90
watsohar
swansgre
guest90
abbenste

pts/1
:0

pts/2
pts/3
pts/4
pts/5
pts/6
pts/7
pts/8
pts/9

2010-09-07
2009-12-18
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07

/home/cis90/simben $ uname

Linux

The who and uname commands are examples of commands

17:
17:
17:
16:
15:
16:
17:
17:
17:
17:

07
30
08
56
54
59
03
10
10
11

(nosmo-nat.cabrillo.edu)

(
(
(
(
(
(
(
(

cabrillo.
cabrillo.
cabrillo.
cabrillo.
cabrillo.

that get their input from the Operating System

ads1-35-201-114-102.dsl.net)
nosmo-nat.cabrillo.edu)
dsl-45-78-13-81.dhcp.com)
nosmo-nat.
nosmo-nat.
nosmo-nat.
nosmo-nat.
nosmo-nat.

edu)
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who command

/home/cis90/simmsben $ who

dycktim pts/1 2010-09-07 17:07 (nosmo-nat.cabrillo.edu)
root :0 2009-12-18 17:30
velasoli pts/2 2010-09-07 17:08 (adsl-35-201-114-102.dsl.net)
guest90 pts/3 2010-09-07 16:56 (nosmo-nat.cabrillo.edu)
Options: NA
Args: NA

G

- o e
- —A—‘-

who ﬁiﬂ

e ) ),

read t

User, terminal,
date, time and
hostname information

77

r:} |/
R
—,

stdin

stderr

The who command is an example of a command
that gets its input from the Operating System 122
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Class Activity

Where is this ps command getting its
input from?

/home/cis90/simben $ ps

RV TY TIME CMD
26981 pts/2 00:00:00 bash
28587 pts/2 00:00:00 ps

/home/cis90/simben $

Type your answer in the chat window

B

123
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from Dictionary.com

Parse [pahrs, pahrz] verb, parsed, pars-ing.
verb (used with object)

1. to analyze (a sentence) in terms of grammatical constituents,
identifying the parts of speech, syntactic relations, etc.

2. to describe (a word in a sentence) grammatically, identifying the part
of speech, inflectional form, syntactic function, etc.

3. Computers . to analyze (a string of characters) in order to associate

groups of characters with the syntactic units of the underlying
grammar.

One of the things the shell does is parse what is typed by the user. This
results in the command line being analyzed to identify the command, the
options, the arguments and any redirection.
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Command Syntax

Command Options Arguments Redirection

Command - is the name of an executable program file.

Options - a special type of argument that is used to control
how the program operate operates.

Arguments - the objects the command is directed to work
upon. Multiple arguments are separated by spaces.

Redirection - The default input stream (stdin) is from the
console keyboard, the default output (stdout) and error (stderr)
streams go to the console screen. Redirection can modify these
streams to other files or devices.
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Command Syntax Rules

Command Options Arguments Redirection

Command - usually at the beginning of the line

Options - follow the command, usually starts with a dash, may

be combined after a single “-" or separated by spaces. Note
that -iad is the same as -i -a -d

Arguments - follow the options. Multiple arguments must be
separated by spaces.

Redirection - Will be a <, >, >>, 2> or | followed by the I/O

redirection.

Spaces are required between Multiple spaces are treated
commands, options, arguments and as a single space (unless
any redirection inside quotes)
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Command Syntax Example

Options Arguments

==

ls -1t proposall proposa12 > /dev/null

L —

spaces

Don't worry now about what the example command above
does, for now we just want to be able to parse it into the
command, options, arguments and any redirection

128
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More Command Syntax Examples

The command syntax is the underlying grammar used
to parse the command line

/home/cis90/simben S -

opus.cabrillo.edu

/home/cis90/simben $ - -0

GNU/Linux

/home/cis90/simben S . -1d Poems/
drwxr-xr-x 5 simben90 cis90 4096 Jan 18 2004 Poems/

/home/cis90/simben S . -11 letter _

More on redirection in later lessons 129
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130
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ echo I love Linux
I love Linux

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
131
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Command Syntax

Command Options Arguments Redirection

/home/ci1s90/simben S echo I love Linux
I love Linux

Please parse the command line above

Command: echo
Options:

How many: NA

What are they: NA
Arguments:

How many: 3

What are they: I, Love, Linux

Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ 1ls -1d /bin /usr/bin
drwxr-xr-x 2 root root 4096 Nov 23 13:49 /bin
drwxr-xr-x 2 root root 61440 Nov 23 13:49 /usr/bin

Use the chat window to type your answers
Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they: ,_...,, _., ...

Redirection:
How many:
What is redirected: 133
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Command Syntax

Command Options Arguments Redirection

/home/ci1s90/simben $ 1ls -1d /bin /usr/bin
drwxr-xr-x 2 root root 4096 Nov 23 13:49 /bin
drwxr-xr-x 2 root root 61440 Nov 23 13:49 /usr/bin

Please parse the command line above

Command: Is

Options:
How many: 2
What are they: |, d

Arguments:
How many: 2
What are they: /bin, /usr/bin

Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ ls-1d/bin/usr/bin
-bash: 1ls-1d/bin/usr/bin: No such file or directory

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
135
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ ls-1d/bin/usr/bin
-bash: 1ls-1d/bin/usr/bin: No such file or directory

Please parse the command line above

Command: Is-ld/bin/usr/bin

Options:
How many: NA

What are they: NA
Spaces are required between

Arguments: commands, options,
How many: NA arguments and any
What are they: NA redirection
Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ file proposall timecal
proposall: ASCII English text
timecal: shell archive or script for antique kernel text

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
137
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ file proposall timecal

proposall: ASCII English text
timecal: shell archive or script for antique kernel text

Please parse the command line above

Command: file
Options:

How many: NA

What are they: NA
Arguments:

How many: 2

What are they: proposall, timecal

Redirection:
How many: NA
What is redirected: NA
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Variables

143
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Shell Variables

» A shell variable gives a name to a location in memory where data can
be kept during the session. This data value is lost when a session ends.

« The shell variables used to customize the users environment are called
Environment variables.

« When parsing, the shell will look for a $ followed by a variable name
and replace it with the value of the variable.

To show the value of a variable use the echo command and precede the
variable name with a $

echo $PS1 shows the current value of the PS1 variable
To change the value of a variable, use an = sign with no surrounding
blanks and no $

PS1="Enter next command: " sets the PS1 prompt variable
144
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Shell Environment Variables

These variables are automatically set for you when you log in

HOME Users home directory (starts here after
logging in and returns with a cd command
(with no arguments)

LOGNAME User's username for logging in with.

PATH List of directories, separated by :'s, for the
Shell to search for commands (which are
program files) .

PS1 The prompt string.

PWD Current working directory

SHELL Name of the Shell program being used.
TERM Type of terminal device , e.g. dumb, vt100,

xterm, ansi, linux, etc.
145
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Showing environment variable values

/home/cis90/simben $ echo $TERM Shows your terminal type
xterm

/home/cis90/simben $ echo $PWD Shows your current working directory
/home/cis90/simben

/home/cis90/simben $ echo $PS1 Shows your level 1 prompt string
SPWD S
/home/cis90/simben $ echo SHOME Shows your home directory

/home/cis90/simben

/home/cis90/simben $ echo $SHELL Shows your shell
/bin/bash

/home/cis90/simben $ echo S$PATH Shows the directories making up your path

/usr/1lib/gqt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:
/usr/sbin:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin:.

147
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Terminal type # Terminal device

The TERM variable holds the terminal type which
is different than the terminal device

22 simben90@oslab:~

simben90@oslab.cabrillo.edu's password: -
Last login: Tue Feb 4 18:56:49 2014 from ec2-54-215-232-67.us-west-1.compute.am
azonaws.com

('v')
[ /===\\
=1/
Welcome to Opus
Serving Cabrillo College

Use tty to see
terminal device Terminal type? [xterm] -
1 Terminal type is xterm. Note the TERM variable
/home/cis9%0/simben S tty p
e ar gets set every time we log

/home/cis90/simben $ echo $TERM into Opus
xterm

Use echo $TERMI /home/cis90/simben $ J§
to see terminal type

4 o
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Setting Variable Values

To change the value of a variable, use an = sign
with no surrounding blanks and no $

/home/ci1s90/simben $ echo S$TERM Show the current
xterm terminal type
/home/ci1s90/simben $ TERM=dumb Change the terminal
/home/cis90/simben $ echo $TERM type and display the
dumb new value
/home/cis90/simben $ TERM=xterm tChange 1;/:? t?;mina/
/home/cis90/simben $ echo STERM ype back to the

original value
xterm

In Lab 2 you will see what happens when the terminal type is changed

149
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The SHELL variable

The SHELL variable will be set to

/home/cis90/simben $ echo $SHELL the name of the shell your are
/bin/bash running. Benji is running the bash
shell.

/home/ci1s90/simben $ ps
P In Lesson 1 we used the ps

PID TTY TIME CMD

; the shell bei
7364 pts/1 00:00:00 bash ﬁLOHTma”d 0 see the shell being
7745 pts/1 00:00:00 ps

/home/cis90/simben $ cat /etc/passwd | grep simben
simben90:x:1201:190:Benji Simms:/home/cis90/simben:/bin/bash

The shell that is run is determined
by the entry in /etc/passwd
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The PS1 variable

/home/cis90/simben $ PS1="By your command > "
By your command > date

Mon Sep 3 17:25:32 PDT 2012

By your command >

By your command > PSl='What can I do for you $SLOGNAME?
What can I do for you simben90? date

Mon Sep 3 17:26:10 PDT 2012

What can I do for you simben907?

What can I do for you simben90? PS1='SPWD $

/home/cis90/simben $ date
Mon Feb 3 18:00:30 PST 2014

The PS1 variable determines your shell prompt
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Class Exercise
PS1 "Prompt" variable

Change your prompt to "What is your command master? "

Include a space after the "?"

Give me a green check v if you are
successful and a red x if stuck on
CCC Confer

152



CIS 90 - Lesson 2

Need a fresh start -- just log out
and back in again and your prompt
will be back to normal!

153
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Changing the prompt

There are some special \codes you can insert when setting the prompt

\h gets replaced by \W gets replaced by the
the hostname base working directory

\u gets replaced by
the username ﬁ, (

/home/cis90/simben $ PS1="[\u@\h \W]\$
[simben90@oslab ~]S$ date \$ gets replaced by a $ for regular

# if th t
Mon Sep 3 ]_7‘38-54 PDT 2012 users or # 1 e root user
[81mben90@oslab ~

user name indicates regular user

hostname

working directory
(~ is shorthand for the
home directory)

155
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Changing the prompt

est. 1959 N
\! history command number (defines the prompt)
can be set to any
\# session command number combination of text,

variables and these

i date special codes.
\h hostname

\n new line

\s shell name

\t time

\u user name

\w entire path of working directory

\W only working directory

\$ $ or # (for root user)

156
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Changing the prompt

PS1="'SPWD S ' /home/cis90/simmsben/Poems $

PS1="\w $ " ~/Poems $

PS1="\W s " Poems $

PS1="\u@\h $ " simmsben@opus $

PS1='\u@\h SPWD $ ' simmsben@opus /home/cis90/simmsben/Poems $
PS1="\u@\S$SHOSTNAME S$PWD $ ' simmsben@opus.cabrillo.edu /home/cis90/simmsben/Poems $
PS1='\u \! SPWD $ ' simmsben 825 /home/cis90/simmsben/Poems $

PS1="[\u@\h \Ww] $ " [simmsben@opus Poems] $

Important: Use single quotes around variables that change. For example if
you use $PWD with double quotes, the prompt will not changes as you change
directories! More on this later ... 157
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Need a fresh start -- just log out
and back in again and your prompt
will be back to normal!
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Shell Variables

set command

/home/cis90/simben $ Set

BASH=/bin/bash
BASHOPTS=checkwinsize:cmdhist:expand aliases:extquote:force fignore:hostco
mplete:interactive comments:login shell:progcomp:promptvars:sourcepath
BASH ALIASES=()

BASH_ARGC= ()

BASH ARGV= ()

BASH_CMDS= ()
BASH_ENV=/home/cis90/simben/.bashrc

BASH LINENO= ()

BASH SOURCE= ()

BASH VERSINFO=([0]="4" [1]="1" [2]="2" [3]="1" [4]="release" [5]="1i386-
redhat-linux-gnu")
BASH_VERSION='4.1.2(1)-release'
COLORS=/etc/DIR COLORS

COLUMNS=123

CVS_RSH=ssh

DIRSTACK= ()

EUID=1001

GROUPS= ()

G_BROKEN_FILENAMES=1
HISTCONTROL=ignoredups
HISTFILE=/home/cis90/simben/.bash history
HISTFILESIZE=1000

HISTSIZE=1000

HOME=/home/cis90/simben
HOSTNAME=oslab.cabrillo.edu

HOSTTYPE=1386

ID=1001

IFS=$' \t\n'

IGNOREEOF=10

LANG=en_US.UTF-8
LESSOPEN="'|/usr/bin/lesspipe.sh %s'
LINES=38

LOGNAME=simben90

The set command shows all shell
variables including the special
environment variables.

A | ‘I' |I iIiiIIIiIlIII

LS_COLORS='"'rs=0:di=01;34:1n=01;36:mh=00:pi=40;33:50=01;35:do=01;35:0bd=40;3
3;01:cd=40;33;01:0r=40;31;01:mi=01;05;37;41:s5u=37;41:59=30;43:ca=30;41:tw=
30;42:0w=34;42:5t=37;44:ex=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz
=01;31:*.1zh=01;31:*.1zma=01;31:*.t1z=01;31:*.txz=01;31:*.2zip=01;31:*.2z=01
;31:%.2=01;31:*.dz=01;31:*.92z=01;31:*.12=01;31:*.x2=01;31:*.bz2=01;31:*.tb
z=01;31:*.tbz2=01;31:*.bz=01;31:*.tz=01;31:*.deb=01;31:*.rpm=01;31:*.jar=0
1;31l:*.rar=01;31:*.ace=01;31:*.2z00=01;31:*.cpio=01;31:*.72=01;31:*.rz=01;3
1:*.Jpg=01;35:*.3peg=01;35:*.gif=01;35:*.bmp=01;35:*.pbm=01;35:*.pgm=01; 35
:*.ppm=01;35:*.tga=01;35:*.xbm=01;35:*.xpm=01;35:*.tif=01;35:*.tiff=01;35:
*.png=01;35:*.svg=01;35:*.svgz=01;35:*.mng=01;35:*.pcx=01;35:*.mov=01;35:*
.mpg=01;35:*.mpeg=01;35:*.m2v=01;35:*.mkv=01;35:*.0ogm=01;35:*.mp4=01;35:*.
m4v=01;35:* .mp4v=01;35:*.vob=01;35:*.gt=01;35:*.nuv=01;35:*.wnv=01;35:*.as
f=01;35:*.rm=01;35:*.rmvb=01;35:*.f1c=01;35:*.avi=01;35:*.£f11i=01;35:*.flv=
01;35:*.g91=01;35:*.d1=01;35:*.xcf=01;35:*.xwd=01;35:*.yuv=01;35:*.cgm=01;3
5:*%.emf=01;35:*.axv=01;35:*.anx=01;35:*.0gv=01;35:*.0gx=01;35:*.aac=01;36:
*.au=01;36:*.flac=01;36:*.mid=01;36:*.midi=01;36:*.mka=01;36:*.mp3=01;36:*
.mpc=01;36:*.099=01;36:*.ra=01;36:*.wav=01;36:*.axa=01;36:*.0ga=01;36:*.sp
x=01;36:*.xspf=01;36:"

MACHTYPE=1i386-redhat-linux-gnu

MAIL=/var/spool/mail/simben90

MAILCHECK=60

OLDPWD=/bin

OPTERR=1

OPTIND=1

OSTYPE=linux-gnu

PATH=/usr/lib/qt-
3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home
/cis90/simben/../bin:/home/cis90/simben/bin: .

PIPESTATUS=([0]="127")

PPID=17309

PROMPT COMMAND='printf "\033]0;%s@%s:%s\007" "${USER}" "${HOSTNAME%%.*}"
"S$S{PWD/#SHOME/~}""'

PS1='"SPWD $ '

p32="> "'

PS4="+ "

PWD=/home/cis90/simben

QTDIR=/usr/lib/qt-3.3

QTINC=/usr/lib/qt-3.3/include

QTLIB=/usr/lib/qt-3.3/1ib

SELINUX LEVEL_REQUESTED=

SELINUX ROLE_REQUESTED=

SELINUX USE_CURRENT_ RANGE=

SHELL=/bin/bash
SHELLOPTS=braceexpand:emacs:hashall:histexpand:history:ignoreeof:interacti
ve-comments:monitor

SHLVL=1

SSH _CLIENT='50.0.68.235 51849 2220'

SSH_CONNECTION='50.0.68.235 51849 172.30.5.20 2220"'

SSH_TTY=/dev/pts/2

TERM=xterm

UID=1001

USER=simben90

USERNAME=

_=ser

colors=/etc/DIR_COLORS

«ASZZ

/home/cis90/simben $ 160
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Shell (Environment) Variables
env command

/home/cis90/simben $ €NV

HOSTNAME=o0slab.cabrillo.edu
SELINUX ROLE_REQUESTED=

TERM=xterm

Srmu s The env command shows just the
2Eizﬁéifﬁiéféaiéﬁiiiluiéi‘*9 2220 enwronment. variables (a subset of
gg?;i;;ﬁiijiiﬁjgt:ii/lnclude the She// Varlab/eS)

SSH_TTY=/dev/pts/2

USER=simben90

LS _COLORS=rs=0:di=01;34:1n=01;36:mh=00:pi=40;33:50=01;35:do=01;35:0d=40;33;01:cd=40;33;01:0r=40;31;01:mi=01;05;37;41:su=37;41:s9g=30;43:ca=
30;41:tw=30;42:0w=34;42:5t=37;44:ex=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz=01;31:*.1zh=01;31:*.1zma=01;31:*.t1z=01;31:*.txz=01;31
:*.zip=01;31:*.2=01;31:*.2=01;31:*.dz=01;31:*.9z=01;31:*.12z=01;31:*.x2=01;31:*.bz2=01;31:*.tbz=01;31:*.tbz2=01;31:*.bz=01;31:*.tz=01;31:*.
deb=01;31:*.rpm=01;31:*.jar=01;31:*.rar=01;31:*.ace=01;31:*.2z00=01;31:*.cpio=01;31:*.72z=01;31:*.rz=01;31:*.jpg=01;35:*.jpeg=01;35:*.gif=01
;35:*.bmp=01;35:*.pbm=01;35:*.pgm=01;35:*.ppm=01;35:*.tga=01;35:*.xbm=01;35:*.xpm=01;35:*.tif=01;35:*.tiff=01;35:*.png=01;35:*.svg=01;35:*
.svgz=01;35:*.mng=01;35:*.pcx=01;35:*.mov=01;35:*.mpg=01;35:* .mpeg=01;35:*.m2v=01;35:*.mkv=01;35:*.0ogm=01;35:*.mp4=01;35:*.m4v=01;35:*.mp4
v=01;35:*.vob=01;35:*.gt=01;35:*.nuv=01;35:*.wmv=01;35:*.asf=01;35:*.rm=01;35:*.rmvb=01;35:*.f1c=01;35:*.avi=01;35:*.£f11=01;35:*.£f1v=01;35
:*.gl=01;35:*%.d1=01;35:*.xcf=01;35:*.xwd=01;35:*.yuv=01;35:*.cgm=01;35:*.emf=01;35:*.axv=01;35:*.anx=01;35:*.0gv=01;35:*.0gx=01;35:*.aac=0
1;36:*.au=01;36:*.flac=01;36:*.mid=01;36:*.midi=01;36:*.mka=01;36:*.mp3=01;36:*.mpc=01;36:*.0gg=01;36:*.ra=01;36:*.wav=01;36:*.axa=01;36:*
.0ga=01;36:*.spx=01;36:*.xspf=01;36:

USERNAME=

MAIL=/var/spool/mail/simben90
PATH=/usr/lib/qt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin:.
PWD=/home/cis90/simben

LANG=en_US.UTF-8

SELINUX LEVEL REQUESTED=

HISTCONTROL=ignoredups

SHLVL=1

HOME=/home/cis90/simben

BASH ENV=/home/cis90/simben/.bashrc

LOGNAME=simben90

QTLIB=/usr/lib/qt-3.3/1ib

CVS_RSH=ssh

SSH_CONNECTION=50.0.68.235 51849 172.30.5.20 2220

LESSOPEN=| /usr/bin/lesspipe.sh $%s

G_BROKEN_FILENAMES=1

_=/bin/env

OLDPWD=/bin

/home/cis90/simben $
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The Shell
(six steps)
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Shell

System

Commands Applications

Kernel

The Shell

Allows users to interact with the
computer via a “command line”.

Prompts for a command, parses the
command, finds the right program and
gets that program executed.

Is called a “shell” because it hides the @U
underlying operating system. et

Multiple shell programs are available:
sh (Bourne shell), bash (Bourne Again
shell), ecsh (C shell), ksh (Korn shell).

The shell is a user interface and a
programming language (scripts).

GNOME and KDE desktops could be
called graphical shells
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Life of the Shell

o l..,,...\ ’
= ’; X - \:

1) Prompt
Shell 2) Parse
c(f%srffanﬁds Applications 3) Search
4) Execute
Kernel 5) Nap
e u g = ¢ 6) Repeat
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Life of the Shell

Example:
/home/cis90/simben $ 1ls -1t proposall proposal2
—-rw-r—--r--. 1 simben90 cis90 1074 Aug 26 2003 proposall
—-rw-r—--r--. 1 simben90 cis90 2175 Jul 20 2001 proposal?

/home/cis90/simben $

f;‘i'r'oﬁfgfs Lets take a deep dive into how a command
2) Parse gets executed.

3) Search

o) paocte Note it is always a team effort by both the
6) Repeat shell and the command.
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Life of the Shell
) Prompt

1) Prompt user for a command 2 paree

Search
4) Execute
5) Nap
6) Repeat

The shell begins by outputting the prompt
Example: K (which is based on the PS1 variable)
/home/cis90/simben $ 1ls -1t proposall proposal2

\ Then you type the command

FYI, you can mimic outputting the prompt yourself with these commands:

/home/cis90/simben $ echo $PS1 toshow value of PS1 variable
REWD S 1 echo the output of the
/home/cis90/simben $ echo $PWD $ previous command
/home/cis90/simben § was output by the echo command above

/home/cis90/simben $ was output by the shell (the same output)
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Life of the Shell

Shell Steps
1) Prompt

2) Parse command user typed 3) Search

4) Execute
5) Nap
6) Repeat

Example:

During the parse step the shell
identifies all options & arguments,
handles any metacharacters and
redirection

1s -1t proposall proposal2

Command = Is
2 Options =1, t
2 Arguments = proposall, proposal2
No Redirection

167



CIS 90 - Lesson 2 b ﬁ " lw
Life of the Shell
D) Promet

3) Search path for the program to run 2=,

4) Execute
5) Nap

1s -1t proposall proposal2 6) Repeat

Use this command to see the path directories (separated by :’s) on your path
/home/cis90/simben $ echo $PATH
/usr/1ib/qt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin
:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin:.

The shell will search each directory in order for an Is command
/usr/lib/qt-3.3/bin no Is command found here

/usr/local/bin no Is command found here

/bin YES! - an Is command is in the /bin directory

/usr/bin

/usr/local/sbin

/usr/sbin

/sbin Try mimicking what the shell does to search for Is:
/home/cis90/simben/. . /bin /home/cis90/simben $ 1ls /usr/lib/gt-3.3/bin/ls

. . . ls: cannot access /usr/lib/gt-3.3/bin/ls: No
/home/cis90/simben/bin such file or directory

/home/cis90/simben $ 1ls /usr/local/bin/ls
1s: cannot access /usr/local/bin/ls: No such

Note: If the shell cannot find the file or directory
command on the path it will output Fhemeer s00 emnten & e Mhimiie
"command not found" /bin/ls
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Life of the Shell s

2) Parse
3) Search
4) Execute

4) Execute the command O e

1ls -1t proposall proposal2

Invokes the kernel to load the program into memory (which | jﬁ;:&g%;w
. | Au
becomes a process), passes along any parsed options & expanded ‘z%?ry_;egf_”“

arguments, hooks up any redirection requests then goes to sleep till
the new process has finished

Options: -t
Args: proposall, proposal 2

XHe
—,

file information

Read file type, permissions,
owner, size, links, etc.
information from the kernel
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Life of the Shell
D) Prompr

5) Nap while the command (process) 2@

Search
4) Execute

runs to completion S) Nop

6) Repeat
(The shell, itself a loaded process, goes into the sleep state
and waits till the command process is finished)

/home/cis90/simben $ 1ls -1t proposall proposal2
-rw-r--r--. 1 simben90 cis90 1074 Aug 26 2003 proposall
-rw-r--r--. 1 simben90 cis90 2175 Jul 20 2001 proposal2

The shell sleeps while the Is process outputs these two lines
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Life of the Shell

6) And do it all over again
..go tostep 1

_._' oA -

;. »

- 1] ”
b i :

Shell Steps
1) Prompt
2) Parse

3) Search
4) Execute
5) Nap

6) Repeat
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Life of the Shell

A /home/cis90/simben $ Ls -1t proposall proposal2 What's wrong?
-bash: Ls: command not found Who output the error?

B /home/cis90/simben $ ls -1t proposall proposalb
ls: cannot access proposalb5: No such file or directory
—-rw-r——-r—-—. 1 simben90 cis90 1074 Aug 26 2003 proposall

What’s wrong?
Who output the error?

C /home/cis90/simben $ 1ls -lw proposall proposal2

. . . : What’s wrong?
ls: invalid line width: proposall

Who output the error?

D /home/cis90/simben $ 1ls -1t proposallproposal2

ls: cannot access proposallproposal2: No such file or directory What’s wrong?
Who output the error?

E /home/cis90/simben $ ls-1t proposall proposal2

What’s wrong?
-bash: 1ls-1t: command not found

Who output the error?
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Metacharacters

When parsing, the shell gives special meaning to metacharacters

" - use double quotes to preserve blanks and allow variable expansion

' - use single quotes to preserve blanks and block variable expansion

$ - use to show the value rather than the name of a variable

; - allows multiple commands on one line

<enter key> - The invisible newline control character marking the end of a command
= - use to set variables to new values

\ - removes (escapes) the special powers of a metacharacter

Other metacharacters we will learn about later include:
?/ >|</ </ >/ >>/ !/ |/ []/ {}/ &/ && and ||
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Metacharacters - quotes

« Double " quotes allow variable expansion
« Single ' quotes block variable expansion
« Both double and single quotes preserve blanks

/home/cis90/simben $ echo I am SLOGNAME (3 arguments)
I am simben90 Extra blanks ignored, variable expanded

/home/cis90/simben $ echo "I am SLOGNAME" (1 argument)
I am simben90 Extra blanks preserved, variable expanded to show value

/home/cis90/simben $ echo 'I am SLOGNAME' (1 argument)
I am SLOGNAME Extra blanks preserved, variable expansion blocked

Double guotes called weak quotes because they allow the shell to expand
variables. Single quotes are called strong quotes because they block the shell
from expanding variables. 175
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Metacharacters - quotes

/home/cis90/simben $ echo '"double quotes"'
"double quotes"

/home/cis90/simben $ echo "'single quotes'"
'single quotes'

Tip: single quotes can be used to output double gquotes and vice-versa
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Metacharacters - <enter key>

<enter key> - The invisible newline control character marking

the end of a command

[rsimms@opus ~]$ ps +

PID TTY TIME CMD
19015 pts/0 00:00:00 bash
19378 pts/0 00:00:00 ps
[rsimms@opus ~]S$ hostname

opus.cabrillo.edu

<

Pressing the Enter key
here generates an invisible
<newline> character

[rsimms@opus ~]$ echo "Use <enter key> to end the command"
Use <enter key> to end the command

- : .
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Metacharacters - \ (backslash)

The back slash \ removes (escapes) the special powers of a metacharacter

[rsimms@oslab ~]$ echo a bec de £

a b cde £t

[rsimmsQopus ~]8$
>de £
a bcdef

[rsimmsQopus ~]8$
[\u@\h \W]\$
[rsimms@opus ~]$
S$PS1
[rsimms@opus ~]$

Hello World

[rsimms@opus ~]$
"Hello World"

echo

echo

echo

echo

echo

abc\ Escape the invisible newline <enter key>
which marks the end of a command

SPS1

Escape the $ (which shows
\$Psl the value of the variable)

"Hello World"

" " Escape the double quote
\"Hello World\ marks
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Metacharacters - : (semi-colon)

The semi-colon ; allows multiple commands on one line

[simmsben@opus Poems]$ hostname; uname; echo $SLOGNAME; 1ls

opus.cabrillo.edu '\\\\\\\222225__———4
Linux Four commands on

one line

simmsben
ant Blake nursery Shakespeare twister Yeats
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Shortcuts
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More on the Command Line

Handy Shortcuts

« Use up and down arrows to “retype” previous commands
 Left and right arrow for editing current command
« Use <tab> to complete filenames automatically

&) oslab.cishawks.net

39 —bash: name: command not found

) simben90
@9 Jerusalem tiger

/home/c1s90/simben $ hostname; name; echo $LOGNAME ; léﬂfgems{E}ake/

Press <tab> after the P and B
and the shell fills in the rest

/home/cis90/simben $ hostname; uname; echo SLOGNAME; ls Poems/Blake/

oslab.cishawks.net

Linux
simben90
Jerusalem tiger

N

Press up arrow and the
shell retypes the
previous command

RN

Use the left arrow to
backup and fix the

typo (uname instead of
name)

I--‘ ' l IW
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The Path

The shell uses your path to locate commands to execute

« A path is a ordered set of directories along which the shell will search to
locate commands to execute

* The path is defined by the PATH variable
« Show your path with echo $PATH

 If you specify a command xxxx that the shell cannot find on the path it
will print the following error message:

-bash: xxxx: command not found

« To run a command that is not on your path the complete absolute
pathname must be specified. e.g. /usr/bin/uname
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Life without
a path

-bash: xxxx: command not found

Don’t get mad, just fix your path!
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The Path

Use this command to see the directories (separated by :’s) on your path
/home/cis90/simben $ echo $PATH

/usr/lib/qgt-
3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/c
1s90/simben/../bin:/home/cis90/simben/bin:.

The shell will search for the Is command along the path in this order:
/usr/lib/qt-3.3/bin

/usr/local/bin

/bin

/usr/bin

/usr/local/sbin

/usr/sbin

/sbin

/home/cis90/simben/../bin

/home/cis90/simben/bin

i yes, . is a directory too and it is whatever

directory you have currently changed into
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Experiment - Breaking the Path

The echo
command is
built into bash

/home/cis90/simben $ type echo ps tty
echo is a shell builtin

ps is /bin/ps

tty is /usr/bin/tty

the ps
command is in
the /bin

The tty command directory

is in the /usr/bin
directory

/bin
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Experiment - Breaking the Path

~ /home/cis90/simben $ echo I love Linux
I love Linux
/home/cis90/simben $ date
Default | von sep 3 15:17:52 PDT 2012
path /home/cis90/simben $ tty
/dev/pts/2
_ /home/cis90/simben $

, /home/cis90/simben $ PATH="" Break the path by
TROUBLE: /home/cis90/simben $ echo $PATH setting it to null
/home/cis90/simben $
f/home/cis90/simben $ echo I love Linux
I love Linux Only echo
/home/cis90/simben $ date works because
No path 7| _pash: date: No such file or directory it is built into

/home/cis90/simben $ tty the shell!
-bash: tty: No such file or directory
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/home/cis90/simben $ echo $PATH

/home/cis90/simben S

There is nothing on the path!
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date works
because it
resides in the
/bin directory
which is now
on the path

Experiment — Restoring the Path

/home/cis90/simben $ PATH=/bin Add the /bin
/home/cis90/simben $ echo $PATH directory to the path
/bin

/home/ci1s90/simben $

echo works
/home/cis90/simben $ echo I love Linux because it is built

I love Linux into the shell
/home/cis90/simben $ date

Mon Sep 3 15:24:19 PDT 2012

/home/cis90/simben $ tty

-bash: tty: No such file or directory

tty does not work because it is
in the /usr/bin directory which is
not on the path
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/home/cis90/simben $ echo $PATH
/bin
/home/ci1is90/simben $
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Experiment — Restoring the Path

/home/cis90/simben $ PATH=$PATH:/usr/bin Appendthe
/home/cis90/simben $ echo $PATH /usr/bin directory
/bin:/usr/bin to the path

/home/ci1s90/simben $

/home/cis90/simben $ echo I love Linux
I love Linux

/home/cis90/simben $ date

Mon Sep 3 15:24:19 PDT 2012
/home/cis90/simben $ tty

/dev/pts/2

All three commands work because /bin and /usr/bin are on the
path.

The shell will only run commands found in the directories
that make up the path
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/home/cis90/simben $ echo $PATH
/bin:/usr/bin
/home/ci1s90/simben $
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Need a fresh start -- just log out
and back in again and your path
will be back to normal!
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DOCS

194



CIS 90 - Lesson 2

Using man (manual) pages

Type the man command followed by the name of the command you want

documentation on.

Example: man bc

g simmsben@opus "‘—[—I—Ig

Shome/ciss0/simmsben %
Shome/ciss0/simmsben £ man bc
be (1) bc (1)

HAME
bc - An arbitrary preci=sion calculator language

SYNTAEX
bec [ -hlwsgv ] [long-optiom=] [ file ... ]

VERSION
Thi=s man page documents GHU bc version 1.06.

DESCRIFTION
bc i= a language that supports arbitrary preci=sion numbers with inter-
active execution of =statements. There are =ome =imilarities in the
syntax to the C programming language. 4 standard math library is

available by command line option. If requested, the math library is
defined before processing any file=s. bc starts by processing code from

all the file=s li=sted on the command line in the order listed. After
all files have been processed, bc reads from the standard input. &1l —
code is executed a=s it i= read. (If a file contain=s a command to halt =

the processor, bc will never read from the =standard input.)

1

I —

Use these
keys to scroll

Use g key to
quit
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Using Google

Do a Google search on "linux xxx command” where xxx is the command you
want documentation for.

Example: google linux bc command

y 4§ doogle
|€e> c %

l GOL)Sle

#§ Everything

¥ More

All resubts
Wonder whes!
Timeline

¥ Mare search tools

. .Q! 0 wreeatd) Yoo

| Web images Videcs Maps News Shopping Gmail more

-
'7” Yahoa! Cslen.

www.google.com/sea

linux bc command

1 Rich's Cabuifiec, + ™ ) Calmiflo Cofte
[Esoarceid mchromefor
-y - JRERE=—SE
24 fioagte - O Mueent Yo« W Vahoo! Caten. g Rick's Cobie<. + ) Cabitio Cotie. | @ b - LenaCo S e
linux.aboutcom/od nmandy/l/blemail_behtm » ?D 0- -

About 1,180 000 renidts (0 24 seconds)

Linux / Unix Commond Liboary Y
axamples

Hnux abo oo od/commanids.|

Linux and UNIX bc comma
linkang you to information about th
v computechope comiunod'ubc

command-ine calculalions 5
be is included with (almost7) i L
math library funchions in the be ¢

www Bascallytach comVblogrindsx|

How 10 do calcudation # 1 only have
vary comglicated calculation To pd
finux byexamples com/archres

Linux bc Command. Basic
What iz Linux bc Command? ...
above command Gspiays the sum
www hscnges comtutonaa/linun<4

be A Handy Uty | Linux Jg

Mr. McAndvew shows us how mel

algonthms Linux, a5 with almost
v finuxpoumal com/aticlei264

l(— c N
|

Merve Computing & Tectnal

DID YOU KNOW. to identity theft and scammers .

Abaut.com:

Linux Get Stanaa

Filed In: Ly

Fxplorn Limux

PayPal merchants are virtually immune

Become a Gurv

Linux / Unix Command: bc

command Lrary

Gooale Apps lor Ausiness
Gat amad fo' your domain & reduce
IT costs, Stast your free tnadl

Calilornia Online Classes

Discover Free Public Schoo! at Home

with Award-Winnung Curnculum!
j Z.camn

Unix Commands Tatorial
Find Unix education & trainng
Providers m our Busness Directory
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defined bafare processng any files

NAME

be - An arbitrary preasion calculator language
SYNTAX

be [ -hiwsgy | [long-options] | file .. |
DESCRIPTION

B 14 5 languags that supports abitrary
preciman numbers with mteractiva execution of
statements. There are some similanties in the
syntax to tha C programmng language. A
standard math Wrary 18 avadable by command
Ime optan. If requested, tha math hibrary is

. e starts by orocessing cods from sk the fles isted

PayPal

MERCHANT SERVICES

lintx be command

Rhama » Bom

Free Linux Newsiettort

Adsetieammit

MIRCHANT SERVICES
DIDYOU KNOW...
The world's largest retailers use
PayPal payment processing

Walmart
lenovo. sz
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Other Documentation

« whatis command  same as the man —f command
* @apropos command same as the man —k command

e info command
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Documentation

Two of my favorite documentation links

Rich's Cabrillo College CIS Classes
Resources

g Links
| Fashaants
. LOP W The LDP Wiki i 2w sy poiet for 30y work i Bosgrss
" tnstructons Getting inux Howtos Matsdesta K Mesheai At | Yt
o Lo Maxter Jm o L SOy . || Wvvene ' Dosiuits-
s @ . fL‘-“f"l""I'~'lA-"£!"""""‘ : :';lé'h : : +paclic ok
' B (embang) e IBest ey | man nde | browss 9y categny
frtdina Claes o liehesa) Mase * Ars(pbone) " ‘
Catlinde . 9
o Noltvreck Magee gk Tools and Software . NS
* S¥ab Master Juhn o Apache . My
o Windows Magier Cary o Ranlle o Putty SSH Sy
* Ounin .
il Cit=ge Chibss o DOS boot disks
srglad o 8 Linuy Usery o Dy
0L Cordey o .« N
stati Iy B T DT A
Quici, Ruf Dopartments 'An
o CHSA o Mot
Y Beonity . 5 . N
LAt o 5 * 0
Wi
— . The Linux Information Project The Linux
o Oflie veoate (G5 $0) * Y d
* YM -
DoCumentation . Wekcoms to The L Iefoomation Project (LINFO). This project is dedicansd 10 DOCU/ ) 7entatlon and
* TL0F P ummmm&mmemmnummmmu .
¢ el oher fiee sotware. (New 10 Limmn” Staes heve )
. WD - Information
Ankmations « K New ou This Site: -
o Lo mbrear) x PrOJeCtS
chngdopay Commeny * Ocicber 2T oot Defewmon poage updaied
S—— o M * October 19 Hand Link Defnision page added
s Su * Ociober 12 Oharacwry A Boief latroducton page updated
S C, * October 03 Byte Definrion page wpdoted
r * Septessher 27. PDP-? Defrson page updated
R * Septerpber 24 The mmoust Commond page sdded
* Septesher 20 The hend Cousnnd page updasd.

Sits Coatants:
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FeAIE0Y e

« This lab MUST be done on Opus to
get credit

Lab 2: Using Commands * You don't need to turn in answers

The purpose of this lab is to explore command usage with the shell and miscellaneous UNIX

commands. for Steps 1_22. However I W”I

, 4 , check your command history to
Everything you need to do this lab can be found in the Lesson 2 materials on the CIS 90 .

Calendar: http://simms-teach.com/cis90calendar.php. Review carefully all Lesson 2 slides, even Ve rl fy yo u e n te re d th e CO rre Ct
commands to answer those

those that may not have been covered in class.
questions.

Check the forum at: http://oslab.cis.cabrillo.edu/forum/ for any tips and updates related to this
lab. The forum is also a good place to ask questions if you get stuck or help others.

If you would like some additional assistance come to the CIS Lab on campus where you can get
help from instructors and student lab assistants: http://webhawks.org/~cislab/.

Procedure

« There are three questions to
This lab must be done on Opus to get credt

answer on the submit script.

Please log into the Opus server using your personal account. You will need to use the following
commands in this lab.

banner clear finger man uname
bash date history passwd whatis
bc echo id ps who
cal exit info type

Only your command history along with the three answers asked for by the submit script will be
graded. You must issue each command below (exactly). Rather than submitting answers to any
questions asked below you must instead issue the correct commands to answer them. Your

command history will be scanned to verify each step was completed.

200






CIS 90 - Lesson 2 “ l ' |W

New commands:

apropos - search for string in whatis database
bc - binary calculator

cat - print file(s)

echo - print text

env - show shell environment variables
info - online documentation with hot links
file - show file information

Is - show directory contents

passwd - change password

set - show (or set) shell variables

type - show command location in path
man - manual page for a command
whatis - command summary

New Files and Directories:

/etc/passwd - user accounts

/etc/shadow - encrypted passwords

/bin - directory of commands

/sbin - directory of superuser commands

/usr/bin - directory of commands, tools and utilities

/usr/sbin - directory of superuser commands, tools and utilities
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Next Class

Assignment: Check Calendar Page on web
site to see what is due next week.

Quiz questions for next class:

« Which four directories typically contain the majority of
the UNIX/Linux system commands?

« How do you show your path?

« What command would allow you to view the manual
page for the who command?
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Backup
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Logging into the various CIS 90 systems from home or the lab

vmserver2 (a VMware ESXi server)

arya-xx
defiant
lexington
enterprise
intrepid
In room 830 freedom
excalibur

A) Opus (oslab.cis.cabrillo.edu) using ssh/Putty
B) Arya(s) using VLab
C) Lab 1 scavenger hunt systems using ssh/Putty

Your Computer D) Your computer's desktop
In the lab or at home
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FY]I
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CIS 90 and Smartphones (Android)

Blackboard Y . .
)> Collaborate App (a5 JuiceSSH - SSH Client app

Login to to Opus

Join CCC Confer
virtual classroom 207
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CIS 90 and Smartphones (Android)

‘ Android Terminal App

=
-

Window 1

a

qw.e r

3l 1= el Bl [ il O et D

T zZ xcvhbnm €

Viewing kernel version on
smartphone

¢l iy I8 i [0l [

| Microsoft RDP App

Running Arya VM in VLab
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Terminals

209
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Hardware Terminals

dlilgliltiall

Teletype (TTY) VT100

Terminals were used in the old days to interact with
"minicomputers" and "mainframe" computers.

Today we use terminal emulators instead that are software
programs.
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Software Terminals

[PasvopAya3s- = [cikes| —
e -l B g
[lcsssoaacya | .

[ cisoo@Arya-35: ~ e | )
| | | B
= B

| W

} 2

i o

—14 . @ 300z 1 o v -
Terminal emulators like PuTTY (with Graphical terminals (with scroll
scroll bars, colors, customizable bars, colors, customizable
backgrounds, fonts and sizes) for Windows backgrounds, fonts and sizes) built

into Linux/Mac computers

Virtual terminals

(use ctrl-alt-fn)

Bare bones, no scroll bars,
also called a console

211




CIS 90 - Lesson 2 " P}\ l ' |W

Various terminal devices on an Arya VM

Terminal emulators (e.g. Putty) Graphical terminals on
=) graphical desktop

PArya-35; ~
ya-35:~%

v/pts/2 | | R
/dev/pts/ ‘ r /dev/pts/0 7 e e /dev/pts/9
- | g -
cis%0@Arya-35:~5 who /dev/pts/13
£is90 tty4d 2014-09-06 17:25
£iso0 tty2 2014-09-06 17:25
cis90 pts/2 2014-09-06 17:20 (enterprise.cis.cabrillo.edu)
£is00 :0 2014-09-06 17:20 (:0)
cisg0 pts/0 2014-09-06 17:21 (2601:9:6680:53b:4d09%:e2b6:e7fc:d999)
£isg0 pts/9 2014-09-06 17:22 (:0)
cisg0 pts/13 2014-09-06 17:23 (:0)

pts=pseudo terminal,
tty=teletype
:n=an X window display number

Virtual
terminals

/dev/tty2 /dev/tty4
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Putty
Tips

(Note: tty = teletype)
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The Putty program

== %}
simo:~/depot/gaal-3.00/ s L 42
src] 1 /bin >
ncun] |
=
15

Why does Putty sometimes have a black background
and sometimes a white background?
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Rich's Cabrillo College CIS Classes

Resources

(a0 There is a Howto on the
Resource page to walk you

— through customizing Putty
Instructors Getting Linux Howtos
e Linux Master Jim e Linux ISOs * HowtoForge
CIS 90 ¢ Programming Master e Kernels * email
Previotis Claases Ed e RPMs (rpmfind) * DNS
e o Nefwork Master e RPMs (pbone) . L S L R
Gerlinde .
- Gmme-teadhcom - . 2
e Network Master Rick Tools and Software e NIS c fi % Simmé-Seach.con > {0 ¥
e Web Master John e Apache e PPP -
* Windows Master Gary « Bastille e Putty S9
cygwin e sed
Cabrillo College ¢ Qv =
) ) Clubs e DOS boot disks
Web Advisor e GNU Linux Users e Dynamips/Dynagen Student H
CCC Confer Group « John the Ripper * Making
Static IPs *» MSDN Academic by Mich
Quick Ref Departments A!ha_nce e Home V |
" ) e CNSA * Neffilter router O
YM Repaifs e CIS e Putty SSH Tools by Marc ot
GAH! e CS * Quagga routing e Putty to .
suite by Marc Sten 1- Rus PUTTY and loot
Crib Sheets o Tripwire o Installing ***¥ rrblo sl
« Ollie Wright (CIS 90) * VirtualBox by Marg
* VMveare Server e Linux F’a X
Documentation * Wireshark by Mich
Guide to
 TLDP ¢ ollice .
e LINFO Standards by Mich .
e IETF (RFCs) .
Animations e IEEE Linux New'
e Linux network oemnnirnl * —IL'”U)G\D.f
technologies ° Ll
e Practical e Linux
* Summary e Linux Wi
o Useful s COMPU]
e Vi summary
Rich's Howtos
d
Putty
e Installing PuTTY on Windows
[ e Configuring the appearance of PUuTTY
VirtualBox
e Bringing the Eko VM home ' L g S0k T g Wune . masteg QnE D puas st goanionts. % 215
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UNIX/Linux Architecture
Simplified View - Four Major Components

Users G 1», '?‘ @
3 S &

Shell

System Applications

Software — Commands

Kernel

Hardware ﬁ -_— ¢

217



cal
date
clear
exit
history

id

ps

ssh

hosthname
uname

cat /etc/issue

tty
who
who am i

CIS 90 - Lesson 2

N LA )
-1 I
N :

(Y '

§ <

W i 4

The Lesson 1 commands for

your toolbox

Prints calendars

Shows the time and date

Clears the screen

Exits login session

Shows commands used previously

Shows your username and UID (and more)

Shows your processes (including the name of the shell)
For connecting and logging into a remote computer
Shows the name of the computer being used

Shows name of the operating system kernel

Shows name of the "distro" (distribution)

Shows which terminal device is being used

Shows all users who are logged in and from where
Like who, but only shows your login session
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Shell = bash

Syabem

Commands Applications

Kernel = Linux

ssh -p 2220 simben90@oslab.cishawks.net \ |1
;g | N

Opus AKA oslab.cishawks.net AKA oslab.cis.cabrillo.edu

Various "names" bandied about: To view:
User's first and last name: Benji Simms /etc/passwd
username = simben90 id
name of terminal device used = /dev/pts/2 tty

(terminal type = xterm) echo $TERM
hostname = oslab.cishawks.net hosthame
Name of distro = CentOS /etc/issue
Name of shell = bash ps
Name of kernel = Linux uname
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Terminals types and devices

login as: simben90

simben90W@oslab.cabrillo.edu's password:

Last login: Sat Sep 1 09:26:51 2012 from 50-0-68-
235.dsl.dynamic. fusionbroadband.com

//===\\
(\_=7/)

Hit Enter to accept Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm] The terminal type is xterm
Terminal type 1s xterm.

/home/cis90/simben $ tty

/dev/pts/3 <« The terminal device for this

session is /dev/pts/3

The terminal type is not the same as the terminal device
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How can I print a calendar?

/home/ci1s90/simben $ cal
September 2012
Su Mo Tu We Th Fr Sa

1
2 3 4 5 6 7 8
9 10 11 12 13 14 15 The cal command

16 17 18 19 20 21 22
23 24 25 26 27 28 29
30

/home/cis90/simben $ cal 9 2001
September 2001
Su Mo Tu We Th Fr Sa
1
2 3 4 5 6 7 8
9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30
/home/cis90/simben $

Month and year arguments

A command can have arguments
221
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What is the current time and date?

The shell "prompt” The "command”

& - i

\ \
'"/home/cis90/simben $ 'date
Sat Sep 1 14:03:33 PDT 2012
/home/cis90/simben $

The prompt is output by the shell, you type the command
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r N
EP simben90@opus:~ E‘Elg

Jhome/ci=z90/=imben % date -
Mon Feb 13 08:32:36 P5T 2012
Jhome/ci=z90/2imben % cal
February 2012
5u Mo Tu We Th Fr Sa
1 2 3 4
S & 7 8 9 10 11
12 BB 12 15 16 17 18

.
T e
19 20 21 22 23 24 25 £ simben90@opus:

26 27 28 29 /home/cis20/simben § [ =

Jhome/ci=z90/simben £ uname
Linux

Jhome/ciz90/simben £ tty
fdew/prts/0

Jhome/ciz90/simben £ hostname
opus.cabrillo.edu
Jhome/ciz90/simben £ clearl

I —

m

The clear command scrolls previous commands out of sight 53
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The exit command ends the session and the

terminal window disappears ... POOF! 234
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Viewing your command history

/home/cis90/simben $ history
1 hostname

2 exit
3 who
4 who -q The history command outputs the
< Smj; pei]’s >‘e commands used previously ... even
199 a1l 9 2001 from previous login sessions
178 exit
179  who
180 cal
181 tty
182 uname
183  ps Tip: Use the “"Up Arrow” key to
184 id quickly re-issue a previous
185 exit I
186 history command!

/home/c1s90/simben S
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What is the UID (User ID) for my account or other accounts?

/home/cis90/simben $ id
uid=1001 (simben90) gid=190(cis90) groups=190(cis90), 100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

/home/cis90/simben $ id milhom90
uid=1002 (milhom90) gid=190(ci1is90) groups=190(cis90), 100 (users)

/home/cis90/simben $ id simben90
uid=1001 (simben90) gid=190(cis90) groups=190(cis90), 100 (users)

k Usernames

UID's (user ID numbers)

We are all just numbers to the Linux kernel
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What shell am I using?
Process ID /home/cis90/simben $ ps the shell is sleeping
numbers —_  PID TTY TIME CMD / and waiting for ps
command to finish

28994 pts/0 00:00:00 bash
29093 pts/0 00:00:00 ps
4_\/ ps command is

J running as it
Terminal device outputs this
being used

The ps command outputs the current
processes you own including the shell

program you are using
227
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est. 1959 Y

How do I log into another computer system?

Method 1: The ssh command using a hostname

username on remote computer w f_ Hostname of remote computer

/home/cis90/simben $ ssh cis90@p06-arwen

(//’—*’cis90@p06—arwen's password:

Notice how  welcome to Linux Mint 15 Olivia (GNU/Linux 3.8.0-26-generic x86 64)

the prompt

changes on , ,
the remote Welcome to Linux Mint
* Documentation: http://www.linuxmint.com

computer
Sun Sep 8 09:52:00 2013

\\\§-’Last login:
cis90@pO06-arwen:~ >

Note: You can also ssh into the same computer you are
currently using for an additional session.
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est. 1959 Y

How do I log into another computer system?

Method 1: The ssh command using am IP address

username on remote computer w f_ IP address of remote computer

/home/cis90/simben $ ssh cis90@172.20.4.34

(/////'cis90@172.20.4.34's password:
Welcome to Ubuntu 12.04.1 LTS (GNU/Linux 3.2.0-29-generic x86 64)

Notice how
the prompt
changes on
the remote 361 packages can be updated.

computer 109 updates are security updates.

\\\\\\’Iast login: Wed Feb 20 17:26:25 2013 from oslab.cabrillo.edu
cis90Q@frodo-108:~$

* Documentation: https://help.ubuntu.com/
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What is the name of the computer I'm interacting with?

/home/cis90/simben $ hostname ;}iilx

oslab.cishawks.net (\_= /)

Welcome to Opus
Serving Cabrilloc College

We still refer to Opus as "Opus" in this class however it's official
hostname on the Internet is "oslab". This may change in the
future after some network changes are made.

Opus is a member of two overlapping Internet domains:

« The cis.cabrillo.edu domain is a sub-domain of the college's
domain.

 The cishawks.net domain is an alternate domain put in
place to alleviate some DNS issues experienced during the
CIS Lab move to building 800.
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What kernel am I running on? Sl

System

.
Commands | "*PPlications

Kernel

/home/cis90/simben $ uname
Linux

The uname command (with no arguments) outputs
the name of the operating system kernel
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What "distro" has been installed?

System
Commands

Applications

Kernal

/home/cis90/simben $ cat /etc/issue
CentOS release 6.2 (Final)
Kernel \r on \1

/home/cis90/simben $ cat /etc/*-release
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)

Catting out these files usually will show the distro name

‘ ) | "\ e
== .’.H' G;'Il!g £? v %
redfat [ ubunty  openSUSE fedora soLaris
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What terminal device am I using?

/home/cis90/simben $ tty
/dev/pts/5

The terminal type is not the same as the terminal device
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Who else is logged in and from where?

when they logged in
/home/cis90/simben $ who J/////
simben90 pts/0 2013-02-21 08:17 (50-0-68-28.dsl.dynamic.fusion.com)
simben90 pts/1 2013-02-21 08:45 (50-0-68-28.dsl.dynamic.fusion.com)
milhom90 pts/2 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
rsimms pts/4 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
rodduk90 pts/7 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
simben90 pts/8 2013-02-21 08:49 (172.20.4.34)
milhom90 pts/9 2013-02-21 08:50 (sun-hwa.cislab.net)
\ ‘\ terminal device K where they logged
username (pts/5 = /dev/pts/5) in from (hostname

or IP address)

The who command shows who is logged in, their terminal
device, when they logged in and from where they logged in
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Which is my login session?

/home/ci1s90/simben $ who

simben90 pts/0 2013-02-21
simben90 pts/1 2013-02-21
milhom90 pts/2 2013-02-21
rsimms pts/4 2013-02-21
rodduk90 pts/7 2013-02-21
simben90 pts/8 2013-02-21
milhom90 pts/9 2013-02-21

/home/ci1s90/simben $ who am 1
simben90 pts/0 2013-02-21

/home/cis90/simben $ tty
/dev/pts/0

08:
08:
08:
08:
08:
08:
08:

08:

17
45
46
46
46
49
50

17

Q
O
3

(50-0-68-28.dsl.dynamic.fusion.
(50-0-68-28.dsl.dynamic.fusion.
(50-0-68-28.dsl.dynamic.fusion.
(50-0-68-28.dsl.dynamic.fusion.
(
(
(

Q
O
3

Q Q
o O
3 3

50-0-68-28.dsl.dynamic.fusion.
172.20.4.34)
sun-hwa.cislab.net)

Q
O
3

(50-0-68-177.dsl.dynamic.fusion.com)

When logged in multiple times use the terminal
device to distinguish the sessions

'-" : -
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What's the name of the terminal device I'm using right now?

login as: simben90

simben90W@oslab.cabrillo.edu's password:

Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83
('v'")

//===\\

(\ =7/)

~ ~ ~ ~

<

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]

Terminal type is xterm.
/home/cis90/simben $

237



CIS 90 - Lesson 2 b ﬁ " lw

What's the name of the terminal device I'm using right now?

login as: simben90

simben90W@oslab.cabrillo.edu's password:

Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83
('v'")

//===\\

(\_= /)

~ ~ ~ ~

<

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type is xterm.
/home/cis90/simben $
/home/cis90/simben $ tty
/dev/pts/0
/home/cis90/simben $

Answer: /dev/pts/0 Use the tty command

to find out 238
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What type of terminal am I using right now?

login as: simben90
simben90@oslab.cabrillo.edu's password:
Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83

('v')
//===\\
(\_=7/)

~ ~ ~ ~

< |

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]

Terminal type 1s xterm.
/home/cis90/simben $
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What type of terminal am I using right now?

login as: simben90
simben90@oslab.cabrillo.edu's password:
Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83

('v')
//===\\
(\_=7/)

~ ~ ~ ~

< |

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type 1s xterm.
/home/cis90/simben $

Answer: xterm
We have the answer already!

. — %
-1 3
N :
(= .
' - .
L -
\ B i} 4
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CIS 90 - Lesson 2

What is the hostname of the computer I'm using?

/home/cis90/simben $

241



CIS 90 - Lesson 2 “ l' IW

What is the hostname of the computer I'm using?
/home/cis90/simben $
/home/cis90/simben $ hostname

oslab.cabrillo.edu
/home/cis90/simben $

Answer: oslab.cabrillo.edu

Use the hostname
command to find out
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daty a i
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! !

CIS 90 - Lesson 2

What is the name of the OS (operating System) kernel?

/home/cis90/simben $
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What is the name of the OS (operating System) kernel?

/home/cis90/simben $

/home/cis90/simben $ uname

Linux Use the uname
/home/cis90/simben $ command to find out

Answer: Linux
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CIS 90 - Lesson 2

What is the name of the Linux Distribution being run?

/home/cis90/simben $
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What is the name of the Linux Distribution being run?

/home/cis90/simben $ cat /etc/issue
CentOS release 6.2 (Final)
Kernel \r on \1

/home/cis90/simben $ cat /etc/*-release
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)

/home/cis90/simben $

Answer: CentOS
Use either cat /etc/issue or cat /etc/ *-release to find out
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What is my username and uid (user ID number)?

/home/cis90/simben $
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What is my username and uid (user ID number)?

/home/cis90/simben $

/home/cis90/simben $ id

uid=1001 (simben90) gid=190(cis90)
groups=190(cis90),100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023
/home/cis90/simben $

Answer: username=simben90 and the uid=1001

Use the id command
to find out
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What is the name of the shell I'm using?

/home/cis90/simben $
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What is the name of the shell I'm using?

/home/cis90/simben $
/home/cis90/simben $ ps

PID TTY TIME CMD
28237 pts/0 00:00:00 bash
28752 pts/0 00:00:00 ps

/home/cis90/simben $

Answer: bash

Use the ps command to find
out.

We will soon learn another
command for doing this.
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