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Slides
WB converted

Flash cards

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Lock turnin directory at midnight

Opus - hide script tested

Practice test ready on Blackboard at 3PM
P2 Test system online and unlocked at 3PM

9V backup battery for microphone
Backup slides, CCC info, handouts on flash drive

U0 OU00O0 OoOo0doU0do0D 0o



CIS 90 - Lesson 9

Shell
commands .
Permissions Secure logins
Navigate
Processes file tree
Welcome to CIS 90
Scheduling 2 Files and
tasks Introd I..ICt.IOI'I to directories
UNIX/Linux
Mail vi editor
Environment Run
variables programs/scripts
Filters Pipes
Student Learner Outcomes
1. Navigate and manage the UNIX/Linux file system by viewing, copying,
moving, renaming, creating, and removing files and directories.
2. Use the UNIX features of file redirection and pipelines to control the
flow of data to and from various commands.
3. With the aid of online manual pages, execute UNIX system commands 2

from either a keyboard or a shell script using correct command syntax.
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Introductions and Credits

Jim Griffin

* Created this Linux course

» Created Opus and the CIS VLab

« Jim’s site: http://cabrillo.edu/~jgriffin/

Rich Simms

e HP Alumnus

« Started teaching this course in 2008 when Jim went
on sabbatical

« Rich’s site: http://simms-teach.com

And thanks to:
« John Govsky for many teaching best practices: e.g. the First
Minute quizzes, the online forum, and the point grading

system (http://teacherjohn.com/) 3



d Browse to the CIS 90 website Calendar page
1. http://simms-teach.com

2. Click CIS 90 link on left panel
3. Click Calendar link near top of content area

4. Locate today's lesson on the Calendar

d Download the presentation slides for today's lesson for
easier viewing

A Click Enter virtual classroom to join CCC Confer session

d Connect to Opus using Putty or ssh command
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Q Google

O CCC Confer

Student checklist for laying out screen when attending class

O Downloaded PDF of Lesson Slides

[Ghsite  cow- s = SR R

The CIS 90 System Playground

simms-teach.com =
. Rich's Cabg -
CIS 90 Calend| (2 CCC Confer SIMMS VIRTUAL CLASSROOM
- File Edit View Tools Window Help

v AUDK) & VIDEO

CIS 90 (Spring

Course Home Grf

s 8 /008NN

Barg Simrms 2seem *
Where 5 a good place to get
a used version of the

cis90lesso....pdf Rich-Serons 248PM
Amazon has some good

prces nght now

AR RN

Class Activity = Where are you now?

Q CIS 90 website Calendar page

O One or more login
sessions to Opus
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1) Instructor gives you sharing privileges

(®) CCC Confer — RICH SIMMS VIRTUAL CLASSROOM

Eile Edit View Tools Window Help
w AUDIO & VIDEO

Start Sharing

2) Click overlapping rectangles
icon. If white "Start Sharing"
text is present then click it as
well.

Whea User Accousst Tontrot (UAC) 15 enebied an Vista, Applcston
Shatteg s BackSoard Colladorzie may Be hased sth et standerd of
oleyated privioges. Elevated prvwioges are roquired 5 e
apphications that yee slevetnd privideges

Eloyaed prviieges are 2c0uTo? va Togls > Applcaton Sanng
» Rosued Dvated Pradeges. They can be riingushed wa
Tooks > Apphcaton Shanng > Yield Skevated Priiioges {ratumng
you 1o standard grieleges). ¥ you are hosting en appiicason
Shanag seaath with Sandard pr MKGges 2 pou (Or 3 parsos
remonely comoiing your desdog ar agplcatien) pertamm an
atBon thal requoes slevabed priviegen, Vista wil grompt you
for eosent wa 8 UAC coraent Slal0], Tha wi cuse the
appiicansn shyrng session to terratate. Also, WEnNBZ sevened
Pravkiges, shaving of aosbcations will reqey e Mmofe heet OMU
tme than sharng the deckicp (a8 of £ or 2 region)

¥ you 210 hasting b applicatien sharieg seacion with ekevated
priviiages and po0 perform an acton thet regures elmaledt
pradieges, VELA will (ot 2eompt yiu for commmet. Inibaaad, Uve
ocBon sutomatically mit be ather densed [f you ove oo on
on & standard user) ur sllowed (if pau are lgged o as an
ISt

Niewer show S dulag agms

= |

3) Click OK button.

Select your deshiop or 3 open AppRcaton you would ke to share

W Microsolt Word {winword.exs ) "Wrtual classroom (Jocked). docx

(7)) CCC Confer (Javaw axe) CCC Confar « RICH SIMMS VIRTUAL ¢
+ Sbcky Note

W Mcrasoft PowerPoint {powsrpnt &) ‘'Gs90lessonDl. pptx - Mict

o C\Progrem Files (x86)\putty exs ‘smbeng@osdab -’

4) Select "Share desktop”
and click Share button.
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[ ] Preload White Board

|
[ﬂ[ Load Content ] [ Record | @ ‘l‘

[ ] Connect session to Teleconference

MAIN ROOM (2] D @I

Session now connected

to teleconference —1>
[ ] Is recording on?
@ [ Load Content ] [ Recording (e § @
L3
Red dot means recording_)

[ ] Use teleconferencing, not mic
Should be greyed out ————

(g Teleconference
@

® Rich Simms .
Moderator (You)

I--‘ ' l IW

CCC@Confer

w AN & VIOEG

T

G cccone - uos e T
| Foe- BBt View Took Windew el

:
Nt I
Aaids g Wizn0
Micszphane Seting: .

Lomes Setngs

Manmies Srvctanes o Taiter
ALt MO COMNE Lowe Ly
Atpat Mroptons Leve Doan
ATt Speuer Leved \ip

Adpuit Soesar Lival Do

)

- FANTHIMANTS

§2=

-

d
«

+ AUDIO & VIDEO

Carfigus Tekgpment Covlemce

| Carnect Savsmn 15 Tekvartnivecn

Compnn Semungi.

Mabe Vg Fabom Mederator Fonan

v Nakr Weeo Falow Spealed

) Sl R I B

Dutach Paoat
N -

[~

9

Should show as
this live "off hook"
telephone handset
icon and the

I )

”_

Teleconferencing ...

7[

Tak | |

Video

52

message displayed

I Teleconferencing...
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Rich's CCC Confer checklist - screen layout and share ceC(:: )Confer

o) C e o e o|lB@] =
»~ A\ cis90lesson07,pdf * - Foxit Reader v Y Y Y ¥ 0 Y , -
L f 8 y +X o . Ne & 0 @ @ @ A\ \
r».‘& u File Edit View Tools Comments Forms SharePont He . k . \g = — ! ot — \‘ -
C' | [) simms-teach.com/docs/cis90/cis-90-TEST-1-Fall-12.pdf w =

BRI LHE 288 80 e
.5 E . A

_ i (1 point each)

tml

- B z
® CCC Confer-0-RIC... [ L@ 152 || ¥ 5
File:Edit View Tpols Window: Help o = 3 [Q1] What com her users logged in to the computer?
= Al
w AUDIO & VIDEO P %= 0 0 o[ 2l
) hname
3
L / {Q2] What environment variable is used by the\ shell to determine which directories to
— search when locating a command?
55
b dehSunms, il boot etc sbin (A2] A
& | 9 \ @ Y ) &P simben90@oslab:~ el®@ =]
1 Tak | [ Video § l o | | gin as: simben30
_ﬁ mail ) Is sixben90@oslab.cabrillo.edu's password:
{ w PARTICIPANTS -2
= - b
2 A 205 # Current directory E
1l EERE | | soue
MAIN ROOM (3 soalcnd |8 {T_777777} destination
O Rich Simms ©uE -
B iy 2 3
Teleconfer g E Serving Cab:
p & e 4 What command copies th
S == Terminal type? [
L = | Terminal type is
. CHAT s /home/cie90/simb:
AM ) - - M‘hu--ha-u--[—' s
= Teleconferance joned the Main Room, ( — s ood o -
.
AR T

#|@[Swr]e]d]e o

[ ] layout and share apps m) 9
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cce () Confer

@ cccooner—0-RICHSMMEEE T =

File Edit View [Tools] Window Help

Application Sharing *
Audio 4
Breakout Rooms 4
Chat »
Graphing Calculator »

v AUDIO &

In-Session Invite 4

Interaction »
Moderator 4

[ ] Video (webcam)
Polling 4
Profile 4

[ ] Make Video Follow Moderator Focus

‘ Recorder »
v PARTICIPA Session Plan 4 E]
O Rich Sin Telephony 4153
Mod=rato = =
Timer 4 ;
B Video ) Camera Settings...
‘ Whiteboard ) Maximum Simultaneous Cameras...
MAIN ROOM (1) R S T ST >
1 v Make Video Follow Moderator Focus
() Rich Simms ®
& ooctor (vou Make Video Follow Speaker
Send Camera Snapshot To Whiteboard
[
1

10
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N LN
cccCi)Confer S
O R
Image Mate s R — The "rotate image"
button is necessary
. . . . . 1™ if you use both the
T m= | sfoe table and the
— white board.
~r R - Quite interesting
- ) that they consider
Elmo rotated down to view side table \ — I you to be an
- | i expert” in order to
VE r-n.'-g,.»" mage Mate - B X use thS bUttOﬂl

Rotate
image

button Elmo rotated up to view white board

Rotate
image
button

Run and share the Image Mate

program just as you would any other
app with CCC Confer

SsErmMo 11
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ccc(Z)confer  Rich's CCC Confer checklist - universal fix

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) General Tab > Settings... 500MB cache size Delete these
R o ——— it Rl T L R == | I e—— — W] [T T wod Sppimtons -
' : s | - | B ey N3 w1 vy somaie | ‘

oot | s ! Ot b fore b

| ¢ : -3 : L ] ‘ e

s - . M - s VA S Sptiat | > p i s g D toveerd ache - 7 Fraze anzLog Fes

™ ’ " comane ot oo [ Cantaal Aspdasas wnsl Appsats

P4 5 o irupedars. Sahemrisbars aeaiyre e e e f Ot fome , oy

¢ Iél-lal'ﬁra a : Sere e et Jw cogreccon weel by WA fles: tore - 15 3vsfesl fnoioations end Applets

y - - ttror Serwe 1 Tat T Amart 3f he maw S 13V WTOT VY Yen

. . . A e y = . [ Carcal |

: : l : reC e vl P Son w vttty -

¢ . - . v G prer—
s =) | scwr—s]

Google Java download

i

§

]
—

12




CIS 90 - Lesson 9 N fé. l ' lw

Start

13
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Sound Check

Students that dial-in should mute their
line using *6 to prevent unintended
noises distracting the web conference.

Instructor can use *96 to mute all
student lines.

14



o et A L

Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode:

LT

B
¢
y

DR "2

" S\tew)"a:r'.,f“‘ 'nggﬁié‘l}’ é ‘ 3( sHad!” Wiairo

Email me (risimms@cabrillo.edu) a relatively
current photo of for 3 points extra credit

LR i P ol >
> ey .-'t;‘w . Ry Y "y ’
LIRE i AL

e

-
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First Minute Quiz

Please answer these questions in the order
shown:

Use GCC Wihite

email answers to: risimmsdcabrillo.edu

(answers must be emailed within the first few minutes of class for credit) 16
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Review

e Get ready for the next test e Quiz
e Practice skills

e Introduction to processes e Questions

e Housekeeping

e Linux at school

e Linux at home

e More on I/O

o All together now

e Subtle differences

e Errors

o 2>8&1

e More on I/O - programming
e umask

¢ More pipeline practice

e Pipeline and redirection practice
e More on pipelines

e Eggs, treats and tricks

e Review

e Make teams

¢ Flashcard practice

e Assignment
e Wrap up 17
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Questions

18
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Questions?

Lesson material? T e s

Labs? Tests?

Who questions much, shall learn
much, and retain much.

How this course works? _frands Bacon

If you don't ask, you don't get.
- Mahatma Gandhi

i — @R, AoiELERERF tAE—ERENAS—E

Chinese | {#mki&E,

Proverb He who asks a question is a fool for five minutes; he who does not ask a question

remains a fool forever.

19
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Would you like some help learning Linux?

I E— .g !!: ﬁ

(¢} B e tmcrcon D= 80| WrchsCavrio... - IR X If you would like some additional
| B Cab;;o" 7c1$c1 — come over to the CIS Lab. There are
Nomerige || e e student lab assistants and

instructors there to help you.

AN e i

Tess, Michael, and Paul are | Sa& .. T e
CIS 90 Alumni. :

- . - Ul Seowm -
m
> w
Py

— e~

Mike Matera is the other
Linux instructor.

(& T (S SA

£ 1

I'm in there Mondays.

Fe

AT g
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Housekeeping

Lab 7 due 11:59PM tonight -- don't forget to submit your
latest version! (read your Opus email for submittal status)

A check? script is available

Fine Print:

Test #2 is scheduled for our next class!

26
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Test #2 is next week

Practice test available at 3PM today

27
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Test #2 Is next
week

Practice test
available at 3PM
today




v

A b . Ly - De

“;/ — > . \.. ‘ ; R
e xt Week e

T
-
<

. T

A S

) R —_—
'.:‘_ - ’ - - < 7 : o S - 5" : -
- AV Ny T o TR N 0 B RN SR N
'.:-- % |:j\ f@t Ill @ k . L\ S‘ %Lw?
- :> \:’: ’ - T - — ~ - - - g
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Test #2

Test #2 is scheduled for our next class! Same format as
before. The test will start during the last hour of class. If
you work you can take it later in the day as long as it is
completed by 11:59PM.

Blackboard Practice Test #2 is available at 3PM today. It will
not be available when the real test starts.

Practice Test system is available at 3PM today. It will not be
available when the real test starts.

No lab assigned this week (so you can work on the practice
test)

Ask your questions regarding the test on the forum BEFORE
the next class starts!

30
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Use the forum to discuss practice test questions

« Post if you get stuck on a question
« Post to share tips with others
« Post if you would like a clarification on a test question

« Post your answer to a question to discuss and get feedback from others

31
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Use the forum to arrange study groups

Practice Test 2 Study Group

Locked 8 B =  Search ths topic 4 L] JposssePage 1 f 1
Practice Test 2 Study Group «  TessPritchard
Dby tess Pritchard » Wed Apc 01, 2019 11159 am :liv:d 30
 Wed Seg) 10, 2014

| knovs It's late notice, but Mario and | are golng to start vrorking through the practice test 2:35 pen Example Fall 201 4 ,DOSt tO
tomorron, |
Thurdays 1pm in the CI5 Lab, meet n the STEM Center tO
We'd love It if you could join! Study fOF a CIS 90 teSt
Thanks,
Tess

online study group Benjamia Corele

J by Berjambn Correla » Mon Mar 02, 2015 4:22 pm Posts: 28

Jokned; Tus feb 00, 201N
I vaasn't able to make the study group on campus today due to vork 50 | thought id see if 111 am

anyone vould be valling to meet up online through Skype, hangouts or some other ooline
collabarative vrork space like Docs,

Examp/e Fa// 201 4 post let me knov If your interested In spending an hour or 1o studying tomorroyy morming from
Qam 1o 11, | have vork from 12pm until around 10:30 so if people viould rather vork &

to meet On/lne to StUdy night | could devote an hour or o after that time
for a CIS 90 test

i you have any ideas for a online study group pleas feel free to add your thoughts, | am
having a bit of trouble really understanding a fevs things vee covered In class so | thought id
sk my peers for some advice I possible.

“Ben i

32



2) Go to the CIS 90 forum

3) Click the "Subscribe"
link at the bottom so that it
changes to "Unsubscribe”.

CIS 90 - Lesson 9

B Cabrillo College: Computer and
lMomut\on Syﬂm

e e
MemrewT pra'y Coverns hommt .nv s

LT LTI L Y

T Wl beeten Gkt Cotbens prhag LY Saeraen - C1N S iy TR

CIS 90 - Spring 2015
Vou Topn ¥ s b

[ =R - [T

[ 4
e
P ot » -
= Lk
LA
Tost Tast e
() o M & ¢
i eseryone "
™y s
(7 (EC Cordwronce »t Lbarms LD .

o Hanbret ot Logn wvd Pasiwerd 1 Sartiede Sramty
L AR s Sepinges ‘
Angrment tam m N e peree (4

L0 o 0 e v Wt & TR " et b 9N, 554

~ s -
~ e
= WO Stven

YO8

-

car

-
I N I _ozmme ae () e mwr ) Mmturs 1T Gane of Sstat xS we UTT 48

Sebmart st rarad S

I
L

{» Board index [x| Unsubscribe forum

1) Login to the forum

33
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Heads up on Final Exam
Test #3 (final exam) is MONDAY Dec 14 1-3:50pM

Test #3 (the final exam)

)
L= | Extra credit
| » MONDAY 1:00PM - 3:50PM in Room 828

— labs and
Monday| 12/14 |Materials Lab X1 final posts
» Test (blackboard) Lab X2 due by
CCC Confer 11:59PM

s Enter virtual classroom
s (Class archives

« All students will take the test at the same time. The test must be
completed by 3:50PM,

« Working and long distance students can take the test online via
CCC Confer and BlackBoard.

« Working students will need to plan ahead to take time off from

work for the test.
34
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FINAL EXAMS FALL 2015

FINAL EXAMINATIONS SCHEDULE: FALL 2015: December 14-19

DAYTIME CLASSES: All times in bold refer to the beginning times of classes. MW/Daily means Monday alone, Wednesday alone, Monday and Wednesday or
any 3 or more days in any combination. TTh means Tuesday alone, Thursday alons, or Tuesday and Thursday. Classes meeting other combinations of days

andlor hours not listed must have a final schedule approved by their Division Dean.

Classes starting between:
6:30 am and 8:55 am, MW/Dady. .. ... .. ... ........... T:00am-B:50 am. ... Monday, Dec. 14
9:00 amand 10:15am MWDaily. .. ... ... ....... 700am@50am. ... ....oo.aiiaiinn.... Wednesday, Dec. 16
10:20 am and 11:35 am, MW/Daily. . ....................... 10:008mM=12:50 PM . . ... cevemiiiiiiiaeaann Monday, Dec. 14
11:40 am and 12:55 pm, MW/Daily. . .. ..................... 10:00am-1230 M. .. ..o \Wednesday, Dec. 16
| 1:00 pmand 2:15pm, MW/Daily. . ... ......._............... 100 pM350 PN, ... Monday, Dec. 14
2:20 pm and 3:35 pen, MWIDaily. . .. ... ... ...l 100 pM-3B0 PM. ..o Wednesday, Dec. 16
3:40 pm and 5:30 pm, MW/Daily. . .. ... . ...l 4:00pm-B:50 PM. .. ...t Wednesday, Dec. 16
6:30 amand 8:55am, TTh ... ... ... .....oiiiieiiao... TI0 BRI IS o .o < 1m0 00018 2 b s s Tuesday, Dec. 15
9:00amand 10:15am. TTh ... ... .. ... oiiiiaiia TO0AMOS0aM. - ool Thursday, Dec. 17
10:20 amand 11:35am, TTh .............oviiiiennnn.nn. 10:00 amM-12:50 P, . . .eeoeeeenreeinaannnns Tuesday, Dec. 15
140 amand 12255 pm, TTh .. .. ... ..o iiiiiiaaa.. 10:00am-12:50 pMm. . ... .ooiiia i Thursday, Dec. 17
1:00 pmand 2215 pm, TTh . ... ..ooiieiincienieinaanes SO PEESOPI) oo scn e et nmwas e Tuesday, Dec. 15
2:20pmand 3:35pm, TTh. ... i 100 pm-3:50 PM. .. ..o Thursday, Dec. 17
340 pmand 5:30pm, TTh. ... i iiiiiiiiaanans 4:00pm-B:B0 PM. ... Thursday, Dec. 17
Prdoyom ..o oin s nigaoriat i i e s iaad 9:00am-11:508M. . ... ooiiui i Friday, Dec. 18
PURMMIPIR: - oo oo s .05 05 S s B AT As S s LR S b [ e 1) NS ] Friday, Dec. 18
T R PR 900am-11:50am. ... ... Saturday, Dec. 19
T R S DR S LG £ DR ARSIt DRR AR 100pMBB0PM . .. Coivciiiaii e s Saturday, Dec. 19

Evening Classes: For the final exam schedule, Evening Classes are those that bagin at 5:35 pm or later. Alsa, “M & W™ means the dass meets on BOTH
Monday and Wednesday. T & TH" means the class meets on BOTH Tuesday and Thursday. The following schedule applies %o all Evening Classes.

EVENING FINAL SCHEDULE:

Classes beginning at 5:35 pm or later on:

Monday Only OR"M&W" ... .. .....ooiiiiiannnn... B:00PMBBOPM. .. ..o, Monday, Dec. 14
Tuesday Only OR“TATH .. ... ... i iiiiiiiiiiiiiaae B:00pMBBOPM. ... .o Toesday, Dec. 15
WSRO DN - . oo oot 05 o smmmiem s Shdmmmmemeis Sasi T00pm@50pM. ... ..., Wiednesday, Dec. 16
Thursdey Onlly.-o o 0 5ci o Do das s s e s T00pmMOS0 Pm. .. .. i e Thursday, Dec. 17
Friday Only .. ..o, B0 PMBB0PM ..ot Friday, Dec. 18

Cis 90 Introduction to UNIX/Linux b
Provides a technical overview of the UNIX/Linux operating system, induding
hands-on experience with commands, files, and tools. Prerequisite: CIS 72.
Transfer Credit CSU.

Section Days Times Units Instructor Room
89005 W 01:00PM-04:05PM 300 R.Simms oL
& Arr. Am. R.Simms oL

Section 89005 is an ONLINE course. Meets weekly throughout the semester online
during the scheduled times by remote tachnology with an additional 50 min online lab
per week. For details, see instructor’s web page at go.cabrillo.edwonline.

83006 W 01:00PM-04:05PM  3.00 R.Simms 828
& Arr. Arr. R.Simms oL
Section 89006 is a Hybrid ONLINE course. Meets weekly throughout the semester at
the scheduled tmes with an additional 50 min online lab per week. For detais, see
instructor's wed page at go.cabrillo.edufonline.

35
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Where to find your grades

Send me your survey to get your LOR code name.

The CIS 90 website Grades page
http://simms-teach.com/cis90grades.php

P A, e T .

(e rprid g ~ 4
gEomint st

B B e T -

Points that could have been earned:

6 quizzes: 18 points

6 labs: 180 points

1 test: 30 points

2 forum quarters: 40 points

Total: 268 points

Percentage | Total Points |Letter Grade|Pass/No Pass

90% or higher|504 or higher A Pass
80% to 89.9%| 448 to 503 B Pass
/0% to 79.9%| 392 to 447 = Pass
60% to 69.9%| 336 to 391 D No pass
0% to 59.9% 0 to 335 F No pass

At the end of the term I'll add up all
your points and assignh you a grade
using this table

Or check on Opus

checkgrades codename
(where codename is your LOR codename)

T i o wm ; Tt i

Written by Jesse Warren a past CIS 90 Alumnus

grades codename
(where codename is your LOR codename)

B RN R R AR T SN

i ks et 1 O
|

Written by Sam Tindell a past CIS 90 Alumnus.
Try his tips, schedule and forums scripts as well!
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LPI Linux Essentials Certificate

Linux Essentials Certificate of Achievement

Objective | # of Questions Cabrillo Urban Penguin NDG Linux Essentials
Topic 1: The Linux Community and a Career in Open Source
1.1 Linux Evolution and Popular Operating Systems 2 CIS90 Lesson 1 11 Module 1
1.2 Major Open Source Applications 2 CIS90 Lesson 1 1.2 Module 2
1.3 Understanding Open Source Software and Licensing 1 CIS90 Lesson 1 13 Module 2
1.4 ICT Skills and Working in Linux 2 not covered 14 Module 3
Topic 2: Finding Your Way on a Linux System
2.1 Command Line Basics 2 CIS90 Lesson 2 21 Module 4
2.2 Using the Command Line to Get Help 2 CIS90 Lesson 2 22 Module 5
2.3 Using Directories and Listing Files 2 CIS 90 Lesson 4 23 Module 6
2.4 Creating, Moving and Deleting Files 2 CIS90 Lesson 5 2.4 Module 6
Topic 3: The Power of the Command Line
3.1 Archiving Files on the Command Line 2 CIS 90 Lesson 14 ERS Module 7
3.2 Searching and Extracting Data from Files 4 CIS 90 Lesson 8 2.2 Module &
3.3 Turning Commands into a Script 4 CIS 90 Lesson 13 & 14 a3 Module 9
Topic 4: The Linux Operating System
4.1 Choosing an Operating System 1 not covered 41 Module 1
4.2 Understanding Computer Hardware 2 CIS 90 Lesson 1 42 Module 10
4.3 Where Data is Stored 3 CIS 90 Lesson 1 43 Module 11
4.4 Your Computer on the Network 2 CIS 192 4.4 Module 12
Topic 5: Security and File Permissions
5.1 Basic Security and Identifying User Types 2 CIS 191 51 Module 13
5.2 Creating Users and Groups 2 CIS 191 52 Module 14
5.3 Managing File Permissions and Ownership 2 CIS 90 Lesson 7 53 Module 15
5.4 Special Directories and Files 1 CIS 90 Lesson 4 5.4 Module 16

38
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NDG Linux Essentials
via Cisco Networking Academy

’ 2.3 Major Open Source Applications — Lma Terrne Spaem :

Obictive Descrgton Cach to Asoews ,.
e el &L Lo Exiarien Qe L Ay '
\ ey evcttes wrd popasr LpRIEY rpdeTa iR
12 Mapr Gpen Soud sepl shass a0 Accesy
11 Lndentasdng Chan Sax(e Selwen el e o b Acruy
" ICT ey mat wodng w| e Qe fcress

' OOl b bose G b g

Uy e sorrrand e 1 ool bed A Acames
2 Lisong v e anyd Siong By L Ades
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http://www.theurbanpenguin.com/Ipi/le.html https://www.netacad.com/

No registration, no logging in, Complete course with reading, live VM

just click and watch the videos and tests. Contact me if you would like
a student account for the NDG Linux
Essentials course.
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SSH access to Opus

hostname: oslab.cishawks.

net (port 2220)

Opus is a VM
running on one of
the ESXi servers in
the CIS Lab
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USB "Live" Linux Multi-Boot USB Flash Drive

Windows

CentOS Kali

,

YUMI formatted Flash Drive

(www.pendrivelinux.com)

Linux Mint Ubuntu

Allows you to use or try out Linux on an existing computer without installing it

o LoXkeg CIS 90 - Lesson 9 F ' l IW
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USB "Live" Linux Boot USB Drive

Allows you to use or try out Linux on an existing computer without installing it

1) L === Get the Linux distros of your choice

| —

S See: http://iso.linuxquestions.org/

|
2) y Get a USB flash drive

Google "boot live linux from usb" for instructions

or see
3) http://www.pendrivelinux.com/yumi-multiboot-usb-creator/

Configure your BIOS to boot
from USB then select the
Operating System as your
computer boots up

4)
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1) | LS
\Iarl ctatinn
\.;/"_Yi‘f"t«'li_l:.‘z)

M Tats Heb
=N |
Ubrewry i =
.....
-
Tt M 25 1L AM ich Simmrs

=1 nter

wastoer-al

........ 4
@ ovedoagtie-os... i
To direct input 1o this VM, move the mouse pointer inside or peess Cirl-G & A= !
= = 4

One Daughter-of-Opus is a VM running on my laptop using
VMware Workstation (expires in one year)
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hff; VirtualBox

r--V"_' M G 5 e e ,——':' v < = I By — —-_':-‘ _?-: > -
st R e e — ———
[| e Machine pelp Machine View Devices Help

4 [ potads | S Srapenes w5 Applicaticos  Places System [l @ j A ¢ & Tow Maw 25 1145 AM  Benji Skmme

This Daughter-of-Opus is a
VM running on my laptop
using Oracle VirtualBox
(never expires)
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Son-of-Opus
Amazon Web Services

7:*amazon

webservices™

Son-of-Opus is a VM
_ running on Amazon Web
— Services

ssh -p 2220 <username>@son-of-opus.simms-teach.com
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Small Form Factor Servers

5 vmware
HP Microserver ’

Inexpensive "bare bones" servers are available that
come without hard drives or an operating system
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Baby-Opus
Debian 7 (Raspian) Linux Server

Raspberry Pi

Baby-Opus is running on
my Raspberry Pi

ssh <username>@baby-opus

root@baby-opus:~# ./led-who-start
root@baby-opus:~# ./led-who-stop

ip dhcp pool r3-uLab-828
host 172.30.1.33 255.255.255.0
client-identifier 014c.5e0c.75df.72

ip route 192.168.77.0 255.255.255.0 172.30.1.33
ip route 192.168.88.0 255.255.255.0 172.30.1.33

_._' oA -
s :
(3 >

' <
1 2
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uLab

A very tiny home made datacenter

ssh <username>@baby-opus

root@baby-opus:~# ./led-who-start
root@baby-opus:~# ./led-who-stop

ip dhcp pool r3-uLab-828
host 172.30.1.33 255.255.255.0
client-identifier 014c.5e0c.75df.72

ip route 192.168.77.0 255.255.255.0 172.30.1.33
ip route 192.168.88.0 255.255.255.0 172.30.1.33

o1
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uLab

routers (3) switches (3) || wireless access point

VOIP phone | VOIP phone

LED matrix -7/' i e 3 :
e webD Cam

USB hub 2

| o Raspberry Pi's (4)

BeagleBone Black(1)

power strips and adapters

39 watts total

Banana Pi's (2)
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uLab Network Map

.dhcp
00:E0:4C:81:C6:91 Select WiFi or Wired .dhcp
(wlan0) Internet access 4C:5E:0C:75:DF:72
(etherl)
. . IS ' ‘ - .
WiFi network o~ N = Wired network
e : 2
' BPO1 (eth0) (ether .). R3 )
Sx = switch "Gateway" Gateway
Rx = router 4 192.168.77.0/24

APx = Access Point

RPx = Raspberry Pi

BPx = Banana Pi

BBx = Beagle Bone Black
Polyx = Polycom SIP phone

Baby-Opus
(RPO3)
"LED Matrix"

RPO1
"webcam"

"Private Network"

.2 (ether1)

.1 (ether2-5 bridged)

192.168.88.0/24
"Private Network"

-

RasPBX
(RPO4)

BP02 BBO1
"Linux server" "Linux Server"

Poly-02
"SIP phone"
P 53

MinWinPC PressPi
(rp05) (rp02)
"Win 10 loT" "WordPress Server"
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N Resources

==

Rich's Cabrillo College CIS Classes

Links

/\

Instructon

SNV W

K1 Doree e

Cpus Satur. UF

Getting L IIIII%)(
CR T
. Beres
30 L0
e 2412

Ttorak
free L
1 s
2D
j o8
MR

Commani s

Lioux Wows

VirtualBox
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CIS 90 - Lesson 9

Input and Output

File Redirection

The 3 standard UNIX file descriptors:

Name | Integer Value

stdin (standard in) 0
stdout (standard out) 1
stderr (standard error) 2

Every process is provided with three file
descriptors: stdin, stdout and stderr
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Input and Output

File Redirection

The input and output of a program can be redirected to and from other
files as follows:

B< filename
Redirects stdin, input will now come from filename rather than the keyboard.

I> filename

Redirects stdout, output will now go to filename instead of the terminal.

2> filename

Redirects stderr, error messages will now go to filename instead of the terminal.

>> filename

Redirects stdout, output will now be appended to filename.
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The redirection is specified on the command line

Shell prints this
to prompt user to
enter a command

A

Shell parses this command line

A

| 1

Prompt Command

Examples

/home/ci1s90/simben
/home/ci1s90/simben
/home/ci1s90/simben
/home/ci1s90/simben
/home/ci1s90/simben
/home/ci1s90/simben
/home/ci1s90/simben

U U U U Ur U Ur

1

Options  Arguments Redirection

cat
cat
cat
cat
cat
cat
cat

Redirection connects stdin, stdout
and stderr to non-default devices

—-A letter
< letter
-b < letter > out
bogus 2> /dev/null
-e < bogus 2> /dev/null
-e < letter > out 2> /dev/null
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A program loaded into memory becomes a process

o mmEEEm ~\

$ cmd 'l \l
I I

| |

| )

Every process is provided : I
with three file : :
descriptors: stdin, I :
stdout and stderr : I
I

: I

~ |

'/ ---------- = _J ,l’

T e = ) « — e N N

1 \

I 1

I I

| I I I

| | | |

1 I I 1

| I I I

| | | |

1 I I 1

| I I I

| | | |

I I I !

| stdin : i !

N e _ ! stderr |

\ 1

S S

"""""" - 59
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Life of the Shell

26-09

1) Prompt
Shell 2) Parse
C(?rzl‘ls:qean;ds Applications 3) Search
4) Execute
Kernel 5) Nap
L W 6) Repeat
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Example
N
Q 1) Prompt The shell begins by echoing a prompt string to your
2) Parse terminal device:
3) Search - Your specific terminal device can be identified by
4) Execute using the tty command.
5) Nap
6) Repeat « The format of the prompt is defined by the contents
y of the PS1 variable (show with echo $PS1).

/home/cis90/simben $

L J
1

In this case the PS1 variable is
set to '$PWD $ ' which results
in a prompt that shows the
current location in the file tree
followed by a blank, a $, and
another blank.

62



CIS 90 - Lesson 9 1 ﬁ l ’ |w

Activity

:% 1)  Prompt
2) Parse
3) Search
4) Execute
5) Nap

6) Repeat
. J

The prompt is defined by your PS1 variable
1. Look at the contents of your PS1 variable: echo $PS1
2. Look at the contents of your PWD variable: echo $PWD

3. Send me and yourself the contents of your prompt variable:
echo $PS1 | mail -s "my prompt"” rsimms $LOGNAME

4. Paste the value of your PWD variable into the chat window when finished
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Q 1) Prompt A
2) Parse
3) Search
4) Execute
5) Nap

6) Repeat
J

Example

Following the prompt, the user then enters a command
followed by the Enter key:

« The Enter key generates a <newline> which is a shell
metacharacter. All metacharacters have special
meanings to the shell.

« The <newline> characters instructs the shell that the
command line is ready to be processed.

/home/cis90/simben $ sort -r names > dogsinorder

\ J
1

The user types in a command line
followed by the Enter key
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.

~\ Activity

3) Search
4) Execute
5) Nap

6) * Repeat
J

The newline character is an invisible metacharacter that triggers the shell to
process the command

15

2.

3.

Put five characters in a file named five: echo 12345 > five
Show the size of your five file: Is -l five
Do a hex dump of your five file: xxd five

Put the size of your five file and the hex value of the newline character in the
chat window.

. Optional: Use man ascii to check your answer
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Example
4 ™ i -
1) Prompt The shell parses the command line entered by the user:
B 2) Parse « The command line is carefully scanned to identify the
3) Search command, options, arguments and any redirection
4) Execute information.
°) Nap « Variables and filename expansion characters
L 6) Repeat ) (wildcards) get processed.

/home/cis90/simben $ sort -r names > dogsinorder

Parsing results: [SOXE| -r names > dogsinorder

The command is: sort

There is one option: -r

There is one argument: names

Redirection is: redirect stdout to a file named dogsinorder
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Example

The shell now searches for the command on the path:

1) Prompt « The path, which is an ordered list of directories, is defined by

2) Parse the contents of the PATH variable. Use echo $PATH to view.

* 3) Search

4) Execute
5) Nap

6) Repeat « If a command, such as xxxx, is not found, the shell will
print:

+ The shell will search in order each directory on the path to
locate the command.

-bash: xxxx: command not found

« FYI, you can search for commands on the path too, like the

shell does, by using the type command.

The Path (echo $PATH to show)
/usr/1lib/qt-3.3/bin:

/usr/local/bin:
/bin: «— }\ SOXL The shell locates the sort

<

/usr/bin: command in the /bin directory
/usr/locl:al/sbin: which is the third directory of a
/usr/sbin: CIS 90 student's path.

/sbin:
/home/cis90/simben/../bin:

/home/cis90/simben/bin: 67
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(> )
1) Prompt
2)  Parse

@ 3) Search

4) Execute
5) Nap
6) - Repeat

. J

Activity

Prove to yourself that the shell will find the sort command is in the /bin
directory.

1. Use echo $PATH to view your path.

2. Check the first three directories on your path to see if one of them contains

the sort command:

Use Is -li /usr/lib/qt-3.3/bin | grep sort
Use Is -li /usr/local/bin | grep sort
Use Is -li /bin | grep sort

3. Write the inode number of the sort program file in the chat window.
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The shell connects
Exam Ple stdout to the

argument

_ redirection
option — / ; dogsinorder file

$ sort -r names > dogsinorder SortsendSItscn¢pUt
to stdout. sortis

& not aware of the stdout —
— | dogsinorder

dogsinorder file
The sort program is loaded into
memory and becomes a process

bella
benji
Note: sort receives the | Options: -r daisy
option -r and the argument | Args: names Siilee
names from the shell homer
ivy
r ~\ lucy
1) Prompt oscar
2) Parse
3) Search
Q 4) Execute
5) Nap
6) Repeat
. J

stdin file contents are read using
the kernel

stderr

sort opens and reads

the names file 69
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Activity

2)
3)
= 4)
5)
6)

$ sort -r names > dogsinorder

What two text strings parsed by the shell were
passed to the sort command to process?

Put your answer in the chat window

I‘-l
.
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Example

1) Prompt
2) Parse
3) Search

4) Execute

While the sort process
executes, the shell
sleeps

6) Repeat
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1)
2)
3)
4)
5)

Prompt
Parse
Search
Execute
Nap
Repeat

CIS 90 - Lesson 9

Example

When the sort process finishes the shell
wakes up and starts all over again to
process the next command from the
user!

72



CIS 90 - Lesson ot A P Rl

Subtle
Differences



CIS 90 - Lesson 9 N l' lw

What is the difference between:

head -n4 letter
and

head -n4 < letter

/home/cis90/simben $ head -n4 letter
Hello Mother! Hello Father!

Here I am at Camp Granada. Things are very entertaining,
and they say we'll have some fun when it stops raining.

/home/cis90/simben $ head -n4 < letter
Hello Mother! Hello Father!

Here I am at Camp Granada. Things are very entertaining,
and they say we'll have some fun when it stops raining.
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head -n4 letter

option
p ™ — argument
$ head -n4 letter
Stdout Hello Mother! Hello Father!

Here I am at Camp Granada. Things are very entertaining,
and they say we'll have some fun when it stops raining.

The shell passes the -n4 :
option and the letter | Options: -n4
argument to the head process | Args: letter

stdin head opens and reads the
letter file

stderr

head opens and reads
the letter file
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head -n4 < letter

redirection
option — %

$ head -n4 < letter
StdOUt Hello Mother! Hello Father!

Here I am at Camp Granada. Things are very entertaining,
and they say we'll have some fun when it stops raining.

The shell passes the -n4 Options: -n4
option to the head process

The shell
opens the
letter file
and
connects
it to stdin

%

letter stderr

The head process does
not open the letter file,
it just reads from stdin
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Errors

Instructor: Switch to CCC Confer Whiteboard
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A
ﬁl

ccc Cdfhfer Whitebbard_ Acti\(ifY' |

[~
R

Juf-

N ;

[]
N
(o]

A

4

A
[+

4

|

B oo v stokez +
L

Select the straight line drawing =
tool and connect the like images 3
_ _ 78
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- CCC Confer Whiteboard Activity

Connect with a straight line the command with the error message:

Commands Error mesSages
sSiicats < bbgus - —bash: bogus: command not found
S cat bogus , ~bash: bogus: No such,file or diréctory
- $ bogus e cat: bogus: No such file or directory
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CCC Confer Whiteboard Activity

Connect with a straight line the command with the error message

Commands Error messages
S cat < bogus -bash: bogus: command not found
$ cat bogus -bash: bogus: No such file or directory
$ bogus cat: bogus: No such file or directory
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' CCC Confer Whiteboard Activity

i |

HEJAV RO
&
A
)
{C
\
o)
P

Select one of the pointing finger
markers and point-at the number
called out by the instructor

% )

DG -

Ak
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' CCC Confer Whiteboard Activity

SRR

Shell Steps

“1) Prompt

- Given: There is no file named bogus
- [rsimms@oslab ~]$ cat bogus

cat: bogus: No such file or directory

Point your e/ectfonic finger at the shell step
where the error message was generated

6) Repeat:

2) Parse |

+3) Search ‘
_4) Execute

'5) Nap -
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' CCC Confer Whiteboard Activity

SRR

Shell Steps

“1) Prompt

- Given: There is no file named bogus
 [rsimms@oslab ~]$ bogus

-bash: bogus: command not found

Point your e/ectfonic finger at the shell step
where the error message was generated

6) Repeat:

2) Parse |

+3) Search ‘
_4) Execute

'5) Nap -
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' CCC Confer Whiteboard Activity

SRR

Shell Steps

“1) Prompt

- Given: There is no file named bogus
- [rsimms@oslab ~]$ cat < bogus

-bash: bogus: No such file or directory

Point your e/ectfonic finger at the shell step
where the error message was generated

6) Repeat:

2) Parse |

+3) Search ‘
_4) Execute

'5) Nap -

84



CIS 90 - Lesson 9

' CCC Confer Whiteboard Activity

B

Shell Steps

“1) Prompt

- Given: There is no file named bogus
- [rsimms@oslab ~]$ bogus < bogus

-bash: bogus: No such file or directory

Point your e/ectfonic finger at th‘e shell step
where the error message was generated

-2) Parse
+3) Search ‘
_4) Execute’
“5) Nap. -

6) Repeat:
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CCC Confer Whiteboard Activity

Given: There is no file named bogus

[rsimms@oslab ~]1$ cat bogus
cat: bogus: No such file or directory 1) Execute

[rsimms@oslab ~]$ bogus
-bash: bogus: command not found 3) Search

[rsimms@oslab ~]$ cat < bogus
—bash: bogus: No such file or directory 2) Parse

[rsimms@oslab ~]$ bogus < bogus
—bash: bogus: No such file or directory 2) Parse
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2>&1
FYI

(more on this in CIS 98)

YL

only
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FYL It’s descriptor clobbering time!

/home/cis90/simben $ bc > calculations 2> calculations
2+2

7/0
3+3
quit

/home/cis90/simben $ cat calculations

Ru6
ime error (func=(main), adr=5): Divide by zero

Oops! Its not a good idea to redirect stdout and sderr
to the same file because they clobber each other
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FYL It’s descriptor clobbering time!

/home/cis90/simben $ bc > calculations 2> calculations

I stdout (next free byte)

T T L A A A T e

U stderr (next free byte)

s stdout (next free byte)

2+2 AL e e e e e e e e e e e

U stderr (next free byte)

mnm n

The <newline> character is represented by a ".
stdout (next free byte)

7/0 Runtime error |(func=(madin)|, adr=5): Divide by |zera.|

U stderr (next free byte)

s stdout (next free byte)

3+3 Rub.ime error [(func=(main)|, adr=5): Divide by izero.

U stderr (next free byte)

/home/cis90/simben $ cat calculations
Ru6
ime error (func=(main), adr=5): Divide by zero

Each file descriptor keeps its own separate index into the 89
calculations file for where to write the next line.
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It's descriptor collaboration time!

/home/cis90/simben $ bc > calculations 2>&1
2+2

7/0
3+3
quit

/home/cis90/simben $ cat calculations
4

Runtime error (func=(main), adr=5): Divide by zero
6

This is the correct way to redirect stdout and sderr to
the same file

90
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More on I/O

(input/output)

programming
examples

YL
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EVT C Program I/0 example
View the program

/home/cis90/simben/bin $ cat simple.c

char question[] = "What is your name stranger? ";
char greeting[] = "Well I'm very pleased to meet you, ";
char buffer([80];
main ()
{
int len;

$Write question to stderr

write (2, question, sizeof (question));
len = read (0, buffer, 80);

write(l, greeting, sizeof (greeting)); 22:_
Write greeting to stdout

write (1, buffer, len); *_——___:Z:__
J Write name to stdout

This simple program asks for a name, then
responds with a greeting using the name

Read name from stdin
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C Program I/0 example
Compile the program

The make command is used to compile a C
source text file into a binary executable

/home/cis90/simben/bin $ make simple
cc simple.c -0 simple

Unlike a bash script, the C program source code
must be compiled into a binary executable before
it can be run
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EYT C Program I/0 example
Execute the program

/home/cis90/simben/bin $ simple
What is your name stranger? Rich
Well I'm very pleased to meet you, Rich

Running the simple program.
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C Program I/O example

$ simple 3
stdout Well I'm very

r pleased to meet

The simple program
. writes question to stderr,
. reads input from stdin,

you, Rich 4

DWNE

. writes greeting to stdout Options: na c
. writes name to stdout Args: ri

sunple PSHE & ==

r I7 i I, 2
.:‘ a read ﬁn ."
&

1
What is your name

stranger?

stderr
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EVT C Program I/0 example
only
In this example,
/\ output has been
redirected to a file
/home/cis90/simben/bin $ simple > myfile named myfile.

What is your name stranger? Rich

/home/cis90/simben/bin $ cat myfile
Well I'm very pleased to meet you, Rich

The simple program has no special knowledge (coding instructions) for
a file named myfile. It just writes to stdout and that output will go to
wherever stdout had been directed.
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C Program I/O example

% redirection

$ simple > greeting stdout

r
[ eHX
N ‘." <

Lo '!-' =
B 2 ﬁ
[ OHX
-

stderr

Options: na
Args: na

r
R
=

stdin

Rich

greeting

Well I'm very
pleased to meet
you, Rich

What is your name
stranger?
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Activity

1. Change to your bin directory
cd ~/bin

2. Copy the C source code from the depot directory
cp ~/../depot/simple.c .

3. Look at your program
cat simple.c

4. Compile the program
make simple

5. Run the program
simple
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C++ Program I/0 example
View the program

/home/cis90/simben/bin $ cat simpleplus.cpp
#include <iostream>
using namespace std;

int main() {

string question = "What 1s your name stranger? ";

cerr << question;(————zi_
Write question to stderr

string buffer; Read name from stdin
cin >> buffer; >

1)

string greeting = "Well I'm very pleased to meet you, ";
cout << greeting << buffer << endl;

return 0;
Write greeting and name to stdout

This program is available in the depot directory 99
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C++ Program I/0 example
Compile the program

The make command is used to compile a C++
source text file into a binary executable

/home/cis90/simben/bin $ make simpleplus
g++ simpleplus.cpp -0 simpleplus

Unlike a bash script, the C++ program source
code must be compiled into a binary executable

before it can be run

100



CIS 90 - Lesson 9

EVYT C++ Program I/0 example
Execute the program

/home/cis90/simben/bin $ simpleplus
What is your name stranger? Rich
Well I'm very pleased to meet you, Rich

Running the simpleplus program
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YA Activity

omnly

1. Change to your bin directory
cd ~/bin

2. Copy the C++ source code from the depot directory
cp ~/../depot/simpleplus.cpp .

3. Look at your program
cat simpleplus.cpp

4. Compile the program
make simpleplus

5. Run the program
simpleplus
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EVYT Python Script I/0 example
View the program

/home/cis90/simben $ cat simple.py
import sys

sys.stderr.write ("What is your name stranger? ") Output question to stderr
name = sys.stdin.readline () Input name from stdin
sys.stdout.write("Well I'm very pleased to meet you, " + name)

—

utput greeting and name to stdout

This program is available in the depot directory 103



CIS 90 - Lesson 9

EVT Python Script I/0 example
View the program

/home/cis90/simben $ python simple.py
What is your name stranger? Rich
Well I'm very pleased to meet you,

/home/c1s90/simben $

Rich

Running the python simple.py script
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YA Activity

1. Change to your bin directory
cd ~/bin

2. Copy the python script from the depot directory
cp ~/../depot/simple.py .

3. Look at your program
cat simple.py

4. Run the script
python simple.py
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Review - applying umask bits

Example umask settin
p 9 /home/ci1s90/simben/lesson9 $ umask

0002 this mask indicates which permissions should NOT
v be set on new files or directories

New file - start with 666 and apply mask

666 110 110 110 /home/cis90/simben/lesson9 $ touch newfile
002 0 /home/cis90/simben/lesson9 $ 1ls -1 newfile

- 4] —rw-rw-r—-—- 1 simben cis90 0 Oct 27 07:22 newfile
664 | | 110 110 1004+— ™

New directory - start with 777 and apply mask

77 111 111 111 /home/cis90/simben/lesson9 $ mkdir newdir
002 iii iii i%h /home/cis90/simben/lesson9 $ 1ls -1d newdir

- drwxrwxr—-x 2 simben cis90 4096 Oct 27 07:23 newdir
775 111 111 101

Any umask bits set to 1 removes the corresponding permission bit for
future new files and directories
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Review - Copying files

/home/cis90/simben $ umask 057 Example umask setting
/home/cis90/simben $ umask
0057

/home/cis90/simben $ chmod 622 myfile
/home/cis90/simben $ cp myfile myfile.bak
/home/cis90/simben $ 1ls -1 myfile*

-rw—--w——-w—. 1 simben90 cis90 0 Mar 24 17:50 myfile
-rw—-w-——---. 1 simben90 cis90 0 Mar 24 17:51 myfile.bak

622 110 010 010 Copied file - start with original
057 1|1 file's permissions and apply the
——————— mask

620 110 010 000

Remember, for new files resulting from copying, instead of using the
default permissions (666 for file and 777 for directory), use the
original file permissions as the starting point for the mask to be

applied to.
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est. 1959 %

Rich's CCC Confer poll setup o{i@”

_ﬁ-ool‘sl Window Help 7
Application Sharing *

Audio

Delete P Fit P v =
Breakout Rooms ot
Chat

Graphing Calculator
In-Session Invite
Interaction

Moderator
Polling Polling Type Yes/No Options
Profile Respond to poll A..C Multiple Choices
- Recorder Publish Responses to Whiteboard | @ A..D Multiple Choices
Session Plan Lock Responses A..E Multiple Choices
Telephony ¥ Make Responses Visible
i Timer
1 Video

Whiteboard
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Activity

Which pizza is the best?

©)(2) (@]
—la A , A. Round Table
MAIN ROOM (1]
BEE. . | B. Pizza My Heart
d D C. Tony & Alba's
None D. Upper Crust

Respond to the poll above
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Activity

I want to change the permissions on an existing file

Which command does this?

A) stat
B) Is -I
C) chmod
D) umask
plEE o)
Respond to the poll above 2 E |
R
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Activity

I want to restrict specific permissions on files that
have not been created yet

Which command does this?

A) stat
B) Is -I
C) chmod
D) umask

T
o =
Q
Q
Q

il

e
5]
9
(=T N - mﬁ

Z 0N m >
|

Respond to the poll above

one
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Activity

I want to show the owner of a file and its permissions
in mnemonic format e.g. rwxr-xr-x

Which command does this?

A) stat
B) Is -I
C) chmod
D) umask
plEE o)
Respond to the poll above 2 E |
R
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Activity

I want to show the permissions on a file in numeric format
e.g. 750

Which command does this?

A) stat
B) Is -I
C) chmod
D) umask
plEE o)
Respond to the poll above 2 E |
R

114



Wo Co¥Keg CIS 90 - Lesson 9 : ¥ ﬁ l ’ |w

More Pipeline
Practice




CIS 90 - Lesson 9 :_ - R I l |W

Pipelines

Task
Record the last times Homer Miller logged in on a Monday
to a file named mylog AND count them

grep Homer /etc/passwd

miIhoLn90:x:1202:190:Homer Miller:/home/cis90/milhom:/bin/bash

last \

last | grep milhom90

last | grep milhom90| grep "Mon"

last | grep milhom90| grep "Mon" | tee mylog

cat mylog

last | grep milhom90| grep "Mon" | tee mylog | wc -I
cat mylog
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Class Exercise
Pipeline Tasks

Task
Count the last times Rich Simms was logged in on a Tuesday
and record them in a file named mylog

cat mylog

Put your answer in the chat window.
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Pipelines

Task
Print your last name as shown in /etc/passwd:
cat /etc/passwd

cat /etc/passwd | grep $LOGNAME
cat /etc/passwd | grep $LOGNAME | cut -f5 -d ":"

cat /etc/passwd | grep $LOGNAME | cut -f5 -d ":" | cut -f2 -d" "
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Class Exercise
Pipeline Tasks

Task
What is the first name of the user milhom90?

cat /etc/passwd

Put your answer in the chat window.
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Pipelines

Task
Print a sorted list of the first names for CIS 172 students

cat /etc/passwd

cat /etc/passwd | grep cis172

cat /etc/passwd | grep cis172 | cut-f5 -d ":"

cat /etc/passwd | grep cis172 | cut -f5-d ":" | cut -f1 -d" "

cat /etc/passwd | grep cis172 | cut -f5-d ":" | cut -f1 -d" " | sort
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Class Exercise
Pipeline Tasks

Task
Print a sorted list of the first names for CIS 90 students

Put your list in the chat window.
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bc command with no redirection or piping

/home/cis90/simben $ bec

bc 1.06.95

Copyright 1991-1994, 1997, 1998, 2000, 2004, 2006 Free
Software Foundation, Inc.

This 1s free software with ABSOLUTELY NO WARRANTY.
For details type "warranty'.

2+2

4

4/0

Runtime error (func=(main), adr=5): Divide by zero
quit

/home/cis90/simben $
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Piping output to bc command

/home/cis90/simben $ echo 2+2 | bc

4
/home/cis90/simben $ echo 4/0 | bc
Runtime error (func=(main), adr=5): Divide by zero
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Redirecting stdin of bc command

Setup:

/home/c1s90/simben $ echo 2+2 > datafile
/home/cis90/simben $ echo 4/0 >> datafile
/home/cis90/simben $ cat datafile

242

4/0

Example:
/home/cis90/simben $ be < datafile
4

Runtime error (func=(main), adr=5): Divide by zero
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Piping output to bc command

Setup:

/home/c1s90/simben $ echo 2+2 > datafile
/home/cis90/simben $ echo 4/0 >> datafile
/home/cis90/simben $ cat datafile

242

4/0

Example:
/home/cis90/simben $ cat datafile | bc
4

Runtime error (func=(main), adr=5): Divide by zero
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Redirecting stdin, stdout and stderr of bc command

Setup:
/home/ci1s90/simben
/home/ci1s90/simben
/home/ci1s90/simben
242

4/0

Example:
/home/ci1s90/simben
/home/ci1is90/simben
4

Ur

S
S

echo 242 > datafile
echo 4/0 >> datafile
cat datafile

bc < datafile > results 2> errors
cat results

/home/cis90/simben $ cat errors
Runtime error (func=(main), adr=5): Divide by zero
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Piping stdout and redirecting stdin, stderr of bc command

Setup:

/home/cis90/simben $ echo 2+2 > datafile
/home/cis90/simben echo 4/0 >> datafile
/home/cis90/simben $ cat datafile

2+2

4/0

Ur

Example:

/home/cis90/simben $ bec < datafile 2> errors | mail -s "Example" simben90
/home/cis90/simben $ cat errors

Runtime error (func=(main), adr=5): Divide by zero
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Activity

Setup:

/home/cis90/simben $ echo 2+2 > datafile
/home/cis90/simben $ echo 4/0 >> datafile
/home/cis90/simben $ cat datafile

2 ol

4/0

Example:

/home/cis90/simben $ bec < datafile 2> errors | mail -s "Example" $LOGNAME
/home/cis90/simben $ cat errors

Runtime error (func=(main), adr=5): Divide by zero

Past the email you receive into the chat window
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Not all commands are filters
(filters read from stdin and write to stdout)

The we command is a filter.

/home/cis90/simben $ head -n2 poems/Anon/nursery

Jack and Jill went up the hill

to fetch a pail of water.

/home/cis90/simben $ head -n2 poems/Anon/nursery | wc -1
2

/home/c1s90/simben S

But the echo command isn’t (doesn’t read from stdin)

/home/cis90/simben $ head -n2 poems/Anon/nursery | echo

Oops .... this doesn't work!
/home/cis90/simben $
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Xargs command

xargs to the rescue! ’\

/home/cis90/simben $ head -n2 poems/Anon/nursery | xargs echo
Jack and Jill went up the hill to fetch a pail of water.

The xargs command will read stdin and call another command
using the input as the arguments.
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Another example

Why can’t Benji make a banner using the output of the date command?

/home/cis90/simben $ date | banner S’huh? Oh, this is what

Enter a string of up to 10 characters. banner prints when it

/home/cis90/simben $ receives no arguments on
the command line

Because banner is not a filter and does not read from stdin!

133



CIS 90 - Lesson 9 2 R RF

Another example

/home/cis90/simben $ date | xargs banner

# §odEEEEE 4 #
# o #E 4 $ 4 #
Iy $# 4 #
o4t 4 4 4
# ¥4 4t 4
# ¥4 $# H
# ¥ oHEEEEEE 4 # Xargs to the
BEEEEEE BEEEE BEEEEEE ;
prrRE peee e rescue again!
# ¥4 #
# ¥4 #
# ¥4 #
# ¥4 # #
BHEEEEE BEEHE #
FEEFE BEEHE
# ¥4 #
# #
Ty
# #
# #
FHEHEEE FHEEEE
# # FHEEE BEEES FHEEEEE BEEHH
# ## o+ # 4 o HEE # #
# # ¥4 F 4 # O+ # #
# # FHEEE RS FHEEEE BEERH
# # FHE o+ # ¥ b § 4 #
# # HHE # # o HEE # 4 #
FhEEE BEEEE FHEEREE BEEES FHEEE BEEHE
FHEHEE BREEEE REEREES
# ¥4 # #
# ¥4 # #
FhEHEE 4 # #
# # # #
# # # #
# B #
FEEE B # ey
# T #
¥4 $o# #
FHiEE 4 # # ey
# # # ¥

# # # # #
HH A #H# FhEHE HHEEEA 134
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Not all commands are filters
(filters read from stdin and write to stdout)

The Is command does not read from stdin either

/home/cis90/simben $ find poems -type d
poems

poems/Shakespeare

poems/Yeats

poems/Anon

poems/Blake

/home/cis90/simben $ find poems -type d | 1s -1d
drwxr-xr-x. 18 simben90 c¢cis90 4096 Oct 22 09:49 .
/home/ci1s90/simben $

Benji was hoping that he could get a long listing of his poems
directory and all its sub-directories. Instead he gets a long listing
of his home directory!
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Not all commands are filters
(filters read from stdin and write to stdout)

xargs to the
rescue again!

/home/cis90/simben $ find poems -type d | xargs 1ls -1d
drwxr-xr-x. 6 simben90 cis90 4096 Oct 20 15:06 poems

drwxr-xr-x. 2 simben90 cis90 4096 Oct 5 10:26 poems/Anon
drwxr-xr-x. 2 simben90 cis90 4096 Oct 20 15:06 poems/Blake
drwxr-xr-x. 2 simben90 cis90 4096 Oct 20 15:06 poems/Shakespeare
drwxr-xr-x. 2 simben90 cis90 4096 Oct 20 15:060 poems/Yeats
/home/cis90/simben $

The Is command is not a filter so it does not read from stdin

xargs reads the names of the files found by the find command and uses
them as arguments on the Is -Id command
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/home/cis90/simben $ find poems -type
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.
drwxr-xr-x.

drwxr-xr—-x.

6
2
2
2
2

CIS 90 - Lesson 9

-

Not all commands are filters

simben90
simben90
simben90
simben90
simben90

/home/cis90/simben S

cis90
cis90
cis90
cis90
cis90

4096
4096
4096
4096
4096

Oct
Oct
Oct
Oct
Oct

(filters read from stdin and write to stdout)

d -exec 1ls -1d {} \;

20
20
20

5
20

15:
15:
15:
126

10

15:

06
06
06

06

poems
poems/Shakespeare
poems/Yeats
poems/Anon
poems/Blake

The find command also has a -exec option that will run a command on
what is found. The {} represent the arguments which are names of files
found by the find command.
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Finding Things

Task

Find all files in the /usr/src branch of the file tree that
contain "Torvalds"

grep -r "Torvalds" /usr/src

6.32-220.23.1.€l6.i :# Copyright (C) 1994 by Linus Torvalds
6.32-220.23 1. ¢l6.i :# Copyright (C) 1994 by Linus Torvalds
6.32-220.23 1 ¢l6. i Copyright (C) 1994 by Linus Torvalds
6.32-220.23 1 ¢l6. i :# Copyright (C) 1994 by Linus Torvalds.
6.32-220.23 1. ¢l6.i Copyright (C) 1994 by Linus Torvalds
6.32-220.23 1. ¢l6.i 1387.h: * Copyright (C) 1994 Linus Torvalds
6.32-220.23 1. ¢l6.i ira.h: * (C) 1992, 1993 Linus Torvalds, (C) 1997 Ingo Molnar
6.32-220.23 1. ¢l6.i info.h: * - suggestions made by Linus Torvalds and Dave Miller
6.32-220.23.1.¢l6.i h: * Copyright 1992, Linus Torvalds.
6.32-220.23.1.¢l6.i h: * Copyright (C) 1991, 1992 Linus Torvalds
6.32-220.23.1.¢l6.i _irg.h: * (C) 1992, 1993 Linus Torvalds, (C) 1997 Ingo Molnar
6.32-220.23.1.¢l6.i h: * Copyright (C) 1993 Linus Torvalds
6.32-220.23.1.¢l6.i - bitops.h: * Copyright 1992, Linus Torvalds.
6.32-220.23.1.¢l6.i :# Copyright (C) 1994 by Linus Torvalds
6.32-220.23.1.¢l6.i h: * Authors: _ Linus Torvalds
6.32-220.23.1.el6.i h: * Copyright 1995 Linus Torvalds :
6.32-220.23.1.¢l6.i _info.h suggestions made by Linus Torvalds
6.32-220.23.1.¢l6.i _fs.h: * Copyright (C) 1991, 1992 Linus Torvalds
6.32-220.23.1.¢l6.i fohs * Copyright (C) 1991, 1992 Linus Torvaics
6.32-220.23.1.¢l6.i -1 © with heavy changes by Linus Torvalds
6.32-220.23.1.¢l6.i * (C) Copyright 2001 Linus Torvalds - - -
6.32-220.23.1.¢l6.i fh: + cwyngm(c) 1991, 1992 Linus Torvalds
6.32-220.23.1.¢l6.i . * Copyright (C) 1994-2002 Linus Torvalds & authors
6.32-220.23.1.¢l6.i /.h: * Copyright (C) 1993 Linus Torvalds
6.32-220.23.1.¢l6.i s_sb.h: * Copyright (C) 1991, 1992 Linus Torvalds
6.32-220.23.1.¢l6.i _fs_i.h: * Copyright (C) 1991, 1992 Linus Torvalds -
6.32-220.23.1.¢l6.i _fs_sb.h: * Copyright (C) 1991, 1992 Linus Torvalds
i T A A —— ranch o e file tree
6.32-220.23.1.¢l6.i ht: 1991 - 2009 Linus Torvalds and others. L]
6.32-220.23.1.¢l6.i _maintainer. _chief,"Linus .org");
6.32-220.23.1.¢l6.i I:#  Inspired by Linus Torvalds
6.32-71.¢l6. Copyright (C) 1994 by Linus Torvalds
6.32-71.¢l6. Copyright (C) 1994 by Linus Torvalds
6.32-71.¢l6. +# Copyright (C) 1994 by Linus Torvalds
6.32-71.¢l6. +# Copyright (C) 1994 by Linus Torvalds
6.32-71.¢l6. : # Copyright (C) 1994 by Linus Torvalds
6.32-71.¢l6. h: * Copyright (C) 1994 Linus Torvalds
6.32-71.¢l6. s (©) 1992, 1993 Linus Tarvalds, (C) 1997 Ingo Molnar
6.32-71.¢l6. Linfo.h: suggestions made by Linus Torvalds and Dave Miler
6.32-71.¢l6. h: * Copyright 1992, Linus Torvald
6.32-71.¢l6. g = (01692, 1093 Linus Torvalds, (C) 1997 Ingo Molnar
6.32-71.¢l6. h: * Copyright (C) 1993 Linus Torvalds
6.32-71.¢l6. - bitops.h: * Copyright 1992, Linus Torvalds.
6.32-71.¢l6. +# Copyright (C) 1994 by Linus Torvalds
6.32-71.¢l6. h: * Authors: Linus Torvalds
6.32-71.¢l6. h: * Copyright 1995 Linus Torvalds
6.32-71.¢l6. _info. suggestions made by Linus Torvalds
6.32-71.cl6. Copyright (C) 1991, 1992 Linus Torvalds
6.32-71.cl6. _fs.h: * Copyright (C) 1991, 1992 Linus Torvalds
6.32-71.¢l6. h: * with heavy changes by Linus Torvalds
6.32-71.¢l6. ion.h: * (C) Copyright 2001 Linus Torvalds
6.32-71.cl6. X Copyright (C) 1991, 1992 Linus Torvalds
6.32-71.¢l6. h: * Copyright (C) 1994-2002 Linus Torvalds & authors
6.32-71.cl6. h: * Copyright (C) 1993 Linus Torvalds
6.32-71.¢l6. _fs_sb.h: * Copyright (C) 1991, 1992 Linus Torvalds
6.32-71.cl6. _fs_i.h: * Copyright (C) 1991, 1992 Linus Torvalds
6.32-71.¢l6. focsbih: *_ Copyright () 1951, 1992 Linus Torvalds
6.32-71.¢l6. .h * Based on code from mm/memory.c Copyright Linus Torvalds and others.
6.32-71.¢l6. ht: 1991 - 2009 Linus Torvalds and others.
6.32-71.cl6. _maint: chief,"Linus + ion.org");
6.32-71.¢l6. I:#  Inspired by Linus Torvalds

[rsimms@oslab ~1$
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Finding Things

Task

Count the number of files in the /usr/src branch of the file
tree that contain "Stallman”

grep -? "Stallman" /??2?/??? | wc -=?

Write your answer in the chat window
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Finding Things

Task
Find all files in the /usr/share/doc branch of the file tree
that are named "BUGS"

find /usr/share/doc -name "BUGS"

/usr/share/doc/ppl-0.10.2/BUGS
/usr/share/doc/Itrace-0.5/BUGS
/usr/share/doc/perl-1I0-Socket-SSL-1.31/BUGS
/usr/share/doc/glibc-2.12/BUGS
/usr/share/doc/parted-2.1/BUGS

/usr/share/doc/cvs-1.11.23/BUGS . .
/Ez:/:hg::/dgg/;\z/aichutiIs-0.3.1/BUGS Use find to search for files by
/usr/share/doc/procps-3.2.8/BUGS

/usr/share/doc/gettext-0.17/BUGS name, type, user, group, etc.

/usr/share/doc/curl-7.19.7/BUGS
/usr/share/doc/sed-4.2.1/BUGS
Jusr/share/doc/SDL-1.2.14/BUGS
/usr/share/doc/cairo-1.8.8/BUGS
/usr/share/doc/emacs-common-23.1/BUGS
/usr/share/doc/tcsh-6.17/BUGS
/usr/share/doc/unzip-6.0/BUGS
/usr/share/doc/vsftpd-2.2.2/BUGS
/usr/share/doc/dejavu-fonts-common-2.30/BUGS
/usr/share/doc/nano-2.0.9/BUGS
[rsimms@oslab ~]$
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Finding Things

Task
Count all the files in the /home branch of the file tree that are

owned by rsimms. Discard any permission errors.

find /???? -user ????2? 2> /dev/??? | ?2? -1

Write your answer in the chat window
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Finding Things

Task
Find all files in the /home/cis90/bin that are reqgular files
and belong to the staff group.

find /home/cis90/bin -group staff -type £

/home/cis90/bin/enlightenment
/home/cis90/bin/allscripts
/home/cis90/bin/list
/home/cis90/bin/submit.sp15.v1
/home/cis90/bin/tinsam90/schedule.pyc
/home/cis90/bin/tinsam90/schedule.py
/home/cis90/bin/tinsam90/forums.py
/home/cis90/bin/tinsam90/tips.py

/home/cis90/bin/tinsam90/grade.py Use find to search for files by
/home/cis90/bin/submitx
/home/cis90/bin/old/submit.fa14.v5 name, type, user, group, etc.

/home/cis90/bin/old/checkgrades.py.fal4
/home/cis90/bin/old/allscripts.sp14
/home/cis90/bin/old/check10.v2
/home/cis90/bin/old/submit.fal4.v1
/home/cis90/bin/old/check10.v1
/home/cis90/bin/old/submit.fal4.v4
/home/cis90/bin/old/checkgrades.py.spl14
/home/cis90/bin/old/submit.fal4.v2
/home/cis90/bin/old/submit.fal4.v3
/home/cis90/bin/old/submit.fal4.v6
/home/cis90/simben $

143



CIS90 - Lesson 9 I"h l'lw

Finding Things

Task
Count all the directories in the /home/cis90 branch of the file

tree that belong to the cis90 group. Discard any permission
errors.

Write your answer in the chat window
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trick or treat

A number of trick and treat files have been distributed within
your home directory and sub-directories!

1. Can you find them? There should be an obvious one in your
home directory. The rest are scattered in the various
subdirectories you own.

2. Make a new directory named bag in your home directory
and see how many trick or treat files you can move into it.

3. Put a Green Check in CCC Confer next to your name when
you have collected 3 treats, electronically “clap” if you
collect all six treats and six tricks.

147
Instructor: sudo /home/rsimms/cis90/halloween/hidetreats
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Review

148
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Jim's Summary Pages

Jim has some really good summary information on Lessons 6-8 on
his web site:

Lesson 6 - Managing Files

Lesson 7 - File Permissions

Lesson 8 - Input/Output Processing
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http://cabrillo.edu/~jgriffin/CIS90/files/lecture5.html
http://cabrillo.edu/~jgriffin/CIS90/files/lecture6.html
http://cabrillo.edu/~jgriffin/CIS90/files/lecture7.html
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Breakout Rooms

debian @ rednat SnsSe oy CentOS
Room 1 Room 2 Room 3 Room 4

Once you are in your rooms:
1) Write your team's distro name at the top of your

room's white board

2) Everyone write their first names under the distro's
team name

3) If you want to be fancy add your distro logo to the
top of your room's white board!

Make Teams:
CCC Confer: Tools > Breakout Rooms > Create Breakout Rooms ... (make 4 rooms)
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debian @ rednat SHSe &% CentOS
Room 1 Room 2 Room 3 Room 4
Points: Points: Points: Points:

Flashcards
L6=20
L7=15
L8=16

Rules
« Chat window belongs to team that is up
« Team gets the point if anyone on the team writes a correct

answer in the chat window in 15 seconds

Instructor timer:
i=15; while [ $i -gt 0 ]; do clear; banner $i; let i=i-1; sleep 1; done; clear; banner done

(Use countdown alias)
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Practice Test
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Practice test available

« Available on Blackboard

« Work alone or together in study groups

« Use the forum to compare answers and approaches to questions

« Test #2 will be graded by looking at both your answers to the
questions and the work you did on the testing server. 160
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Practice Test Honor Code and Instructions

Description Practice Test 2 (Fall 2015)

Instructions HONOR CODE:

This is a practice test and you may work with others on it. You are encouraged to compare and discuss answers
with your classmates using the forum, study groups or both. However on the real test you must work alone.

INSTRUCTIONS:
Test system: sun-hwa-p2 cis.cabrillo.edu (port 22)

This test should be completed using the sun-hwa-p2 system only. Because this system is on a private network log
into Opus first then ssh into sun-hwa-p2. The sun-hwa-p2 system will not be available after the real test starts.

Grading will be based on your answers AND that you correctly implemented the "DO THIS FIRST" portion of the
guestion.

On the practice test you can ask your classmates for help on the forum if you get stuck. On the real test
you can ask the instructor for the answer and forfeit the points.

Please KEEP YOUR ANSWERS TO A SINGLE LIME OMLY !!

This test must be completed in one sitting. The submittal will be made automatically when the time is up.
If you submit early by accident you will not be able to re-enter and continue. If this happens on the real
test don't panic! Just email the instructor any remaining answers before the time is up.

Total 33
Questions
Total 30
Points

Make sure you can log into the testing server. Login consulting is free on the
practice test.

On the real test though you can "purchase” login consulting from the instructor
using some of your points! 161
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Next Class

Cumulative Test (30 points) with focus on Lessons 6-9:

« Recommended preparation:
« Work the practice test!
« Work the practice test!
« Work the practice test!
- Make a personal reference "crib sheet" document
« Collaborate with others on the forum to compare answers
» Review Lessons 6-9 slides and Labs 5-7
« Try doing some or all of Lab X2 (pathnames)
« Practice with flash cards
« Scan previous Lessons so you know where to find things if needed
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Optional Workshop Today

Work the practice test till the end of
class today and into office hours after
class.

Collaborate!

» Ask questions!

SISO * You may leave class once you know

i SRR A L how to approach and hopefully
! i R TR P s R e answer each question
{ =

e R A .- ‘ TTET
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