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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
own or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the
instructor or the college. ,
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Requirements

. EH-Centos VM running with vsftp installed on Microlab
network.

. OWASP VM at Baseline snapshot.
. WinXP at Baseline snapshot.

. pfSense VM at Baseline snapshot.

. Cain and Abel software for WinXP VM

. Older release of Wireshark for WinXP VM.
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Tools

Wireshark site

Download Wireshark

Windows Instalies (64-bit
l Windows Installes (32-bit I

Windows PortableApps® (32-hit)

10.6 and fater Intel 64-bit.dmg
0S X 10,6 and later Intel 32-bit .dmg

Source Code

The current stable release ot Wireshark 15 2.0.5, It sug


https://www.wireshark.org/download.html
http://www.oxid.it/index.html
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Man in the Middle Attack via ARP poisoning
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EH-WinXP-05
ftp server attacker
S 2011 :16:3a
= p——— =i 12103 =
i —— P | victim
160 205650 1 101
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

In this scenario the WinXP victim will use Cain to
poison the ARP caches on the pfSense firewall and the
OWASP VM. The WinXP VM will intercept and sniff
traffic between the OWASP and Centos VM.

Wireshark will be loaded on the WinXP VM to see how
the ARP poisoning is accomplished.
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EH-WinXP-05
ftp server attacker
.201 ] =1
: : f ‘ . -
— victim
.160 205 1
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

OWASP VM

rootRowaspbwa::™# ping —cl 172.30.10.160
PING 172.30.10.160 (17Z2.30.10.160) 56(84) bytes of data.
d bytes from 172.30.10_160: icmp_seq=1 tt1=63 time=2.24 ms

—— 172.30.10.160 ping statistics —

1 packets transmitted, 1 received, 0¥ packet lozz, time Oms
rtt mincsavgsmax-smdev = 2.246-2.246-2.246-0.000 m=s
rootRowvaspbua ™ arp

HWtype HUWaddress Flags Mask
10.76.5.1 ether 00:50:56:af:f2:c3 C
root@owaspbua:™# _

Ping EH-Centos
from your OWASP
VM to test
connectivity.

Check the arp cache
to show the MAC
address of your
router.
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EH-WinXP-05
attacker

ftp server
.201) :16:3a
'.;_f;."’.':,(‘ama tf2:¢ g cti
v ,'_——-: ST 0y — VIC ”77
| Microlab |
.160 205 1 101
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

OWASP VM

rootRowaspbwa:"# ftp 172.30.10._ 160
ommected to 172.30.10.160.

220 Welcome to CIS 76 FTP service.
ane (172.30.10.160:root): anonymous
331 Please =pecify the password.
Password :

230 Login successful.

Remote system type is UNIX.

zing binary mode to transfer files.
ftp> passive

Paszive mode on.

227 Entering Passive Mode (172,30,10,160,82,12).

150 Here comes the directory listing.

ruxXr—xr—x 20 4096 Sep 05 01:01 pub
226 Directory =end OK.

ftp> cd pub

250 Directory successfully changed.

227 Entering Passive Mode (172,30,10,160,221.147).

150 Here comes the directory listing.

ru-r——-r—-— 10 0 205 Sep 05 01:01 admonition
226 Directory =end OK.

ftp to EH-Centos and
login as anonymous with
any password.

Change to passive mode,
descend and list the
contents of the pub
directory.
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EH-WinXP-05
ftp server attacker
201 :16:3a
?—s—'_._;_ m;" 1f2:¢ o
— ’ victim
160 Bl 205 1 101
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

OWASP VM

ftp> get admomition

local: admonition remote: admonition

227 Entering Passive Mode (172,30,10,160,37,183).

150 Opening BINARY mode data conmection for admonition (205 bytes).
226 Transfer complete.

205 bytes received in 0.00 secs (1551.9 kBrs)

ftp> exit

221 Goodbye .

rootBowaspbuwa:™# cat admomition

Remember ...

Confirm you can
download the admonition

mauthorized hacking iz a crime!? .
file.

n ethical hacker will only perform penetration testing with
he explicit end—to-end awthorization from the owners of the
networks and systems being tested.

rootRovaspbua i TH

10
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1| EH-WinXP-05
ftp server %1 attacker
. 201] :16:2a
= — ESES . £2:c3 =
L .160 20500 1 .
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

WinXP VM

# depot on 172.30.10.36

File Edit View Favorites Tools Help

\.‘T)E"j‘"ﬂ \J "' /ﬁ Search [(_ Folders v

L 11172.30.10.36\depot

= Type the name of a program, folder, document, or

Internet resource, and Windows will open it For you.

Open: | 11172.30.10.36\depot v/

I

~~ .

‘|>/A1 Cain and Abel

~~ .

‘;’ Wireshark for XP

1) From your WinXP VM connect to 2) Open the "Cain and Abel" and "Wireshark for XP"

the file share named depot on folders and drag their contents to your desktop.
172.30.10.36. desktop

File and Folder Tasks

o Make a niew folder

€3 Publish this folder to
the Web

[ OK ][ Cancel ][ Browse... ]

\Wireshark=wi... ca_setup

11
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{7 EH-WinXP-05
= | i : 2:C. - - . .
i W Sy victim
1 .160 2056 1 .101 I
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05
WinXP VM
“. Wireshark 1.12.13 (32-bit) Setup A=

[

- -

\Wireshark=wi...

Open the Wireshark-win32-
1.12.13 file on your desktop
and install Wireshark.

You can ignore the XP
warning.

Take the setup defaults.

Welcome to the Wireshark 1.12.13
{32-bit) Setup Wizard

This wizard will guide vou through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue.,

[ Next > ] [ Cancel

J

12
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ftp server
k‘sﬁ_ﬁ = 1 f2:c3
- 160 205 B 1 1011
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

WinXP VM

=

¥2 Cain & Abel 4.9.50 Installation

g Cain & Abel 4.9.50
=

This installation program will install Cain & Abel 4.9.50.

iz
ca_setup

Press the Next button to start the installation. You can press
the Cancel button now if you do not want to install Cain & Abel

Open the ca_setup file on
4.9.50 at this time.

your desktop and install Cain
and Abel.

When prompted about
reinstalling pcap click Cancel
since this was already
installed by Wireshark.

Cancel |

13
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ftp server

B victim

EH-cent;‘ 172.30.10.0/24 EH pfSo-nso-OS 10.76.5.0/24 EH-OWASP-05
WinXP VM

| Capturing from Local Area Connection [Wireshark 1.12.13 (v1.12.13-0-8969649d from master-1,12)]
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

eGims BE x@\o\ewa&@?&%ﬂ@l‘@&@@\ﬂl@%l@

Filter: I v' Expression... Clear Apply Saye

Mo, Time Source Destination Protocol  Length Info
1 0.0000000010.76.5.201 10.76.5.255 BROWSEF 216 Get Backup List Reguest =
2 0.0003030010.76.5.201 10.76.5.255 NBNS 92 Name gquery NB WORKGROUP<lh>
3 0.7490250010.76.5.201 10.76.5.255 NBNS 92 Mame guery NB WORKGROUP<lh> s

@ Frame 1: 216 hytes on wire (1728 hits), 216 bytes captured (1728 bhits) on interface 0
# Ethernet II, Src: vmware_af:16:3a (00:50:56:af:16:3a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
® Internet Protocol version 4, Src: 10.76.5.201 (10.76.5.201), Dst: 10.76.5.255 (10.76.5.255)
® User Datagram Protocol, Src Port: 138 (138), Dst Port: 138 (138)
& NetBIOS Datagram Service
# SMB (Server Message Block Protocol)

| ® SMEB mMailslot Protocol

1 ® Microsoft windows Browser Protocol

You will need more screen real estate now so set your screen size to at
least 1024 by 768. Right click on screen > Properties, Settings Tab.

From Start run Wireshark and start a capture. You can deselect

OM%wca'Afea@""ﬂl Packet Bytes under the view menu for more room

14
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ftp server
k‘sﬁ_ﬁ === :f2:c3
- 160 2056 .1 .101 1
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

WinXP VM

File VYiew Configure Tools Help
+ v B EBEVYEMEBE2a0%2 @2 0
&3 Decoders IIQ Network lﬁ Sniffer l@/} Cracker IQ Traceroute l!m CCou l[‘ﬁ” Wireless l% QueryJ

® Cached Passwords
g Protected Storage Press the + button on the toolbar to dump the Protected Storage

| — hd CHALL CHALL
= j @ HTLM SPOOF SPOOF
AUTH  RESET NTLH

LSA Secrets

-2 wireless Passwords

- e IE 7/8/9 Passwords
%) windows Mail Passwords
- &3 Dialup Passwords

- === Edit Boxes

gmemﬁs&mnage, Using the Control Panel disable the Windows Firewall.

Credential Manager
[ windows vault

From Start > All Programs, run Cain.

£
Iﬁ‘ Protected Storage ﬂ

http: f v, oxid.it %

|
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ftp server
~ Microlab me—

205 E

EH-Contus 172.30.10.0/24
WinXP VM

Yy BRI EEE®O Y

EH-pfSonu-os 10.76.5.0/24

EH-OWASP-05

Configuration Dialog

Challenge Spoofing I

Traceroute ] Certificate Spoofing I
Sniffer

Filters and ports I HTTP Fields

Certificates Collector
APR [ Arp Poison Routing | I APR-5SL Options

@% Decoders | 9 Ny( 3)_]@ Sniffer fl:b‘? Cracker |48 Traceroute |WED ccou |9

IP address I MAC address | OUI fingerprint l Host name

1) Start by clicking (and depressing) the
Sniffer icon button on the top ribbon.

2) Click OK on the Configuration dialog box

that comes up next.

2) Then click the Sniffer tab above.

3) Then click on the Hosts tab below.

Adapter IP address | Subnet Mask
* “Device\NPF_{BAE2CE.., RI{) 255.255.255.0
Ll >
~Winpcap Version
4.1.0.2980
- Current Network Adapter
\Device\NPF_{BAE2C683-7ECS-4795-8D47-E257492330D 2}

“WARNING !l Only ethemet adapters supported

[ Start Sniffer on startup

~ Options
™ Start APR on startup

I™ Don't use Promiscuous mode

RN
Zjl 0K |' Cancel Spply Help

@ ‘m aPR | Routing |§ Passwords | vorP |

Lost packets: 0%

/
27

16



ftp server

EH-Centos 172.30.10.0/24

WinXP VM

File Wiew Configure Tools Help

ok @B +y @ B VM@

™~ .160 205 £

EH-pfSense-05

sl 1

10.76.5.0/24

E MAC Address Scanner

@, Decoders IQ Network Iﬂ'ﬂ Sniffer fl@j‘? Cracker I@ Traceroute

~ Target

* Al hosts in my subnet

| 1P address | MAC address | ouI fingerprint | Host n

Right-click on the empty table
and select Scan MAC addresses

Scan MAC Addresses

Resolve Hosk Mame

Femove Delete
Remove Al

Clear Promiscunius-Mode Resulks

Expiort

" Range
- From |

~To
’ I f[-: =

EH-OWASP-05

|mo (mt | m3 |

Promiscuous-Mode Scanner

[ ARP Test [Broadcast 31-bit)
[ ARP Test (Broadcast 16-bit)
[ ARP Test (Broadcast 8-bit)
[ ARP Test [Group bit)

[ ARP Test (Multicast group 0)
™ ARP Test (Multicast group 1)
[ ARP Test [Multicast group 3)
[T Al Tests

| = Hosts |@ aPr | Routing | Y Passwords |3 valP |

Lost packets: 0%

| 0K I Cancel

17
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ftp server
~ 160 205 B | .
EH-Centos 172.30.10.0/24 EH-pfSonn-OS 10.76.5.0/24 EH-OWASP-05

WinXP VM

File ‘iew Configure Tools Help
JBOHEE +y R LVIVDEEaO®E 0 n\

&, Decoders IQ Network Im Sniffer !J Cracker I@ Traceroute lm cCou I(" ) Wireless l%) Query I

IP address | MAC address | OUI fingerprint | Host name | B3t |B1e B8 |ar [mo [m1 |m3 |
10.76.5.1 O0SOS6AFF2C3  VMware, Inc.
10.76.5.101 O0SOS6AFE3BE  VMware, Inc.
10.76.5.150 00SOS6AFEEBD  YMware, Inc.

Make sure you can see you
pfSense and OWASP VMs. Take
note of their MAC addresses.

= Hosts m@ APR IQD Routing I% Passwords I@ YoIP I 18

Lost packets: 0% 7
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=——
Microlab
172.30.10.0/24

.205 E=59
EH-pfSense-05

10.76.5.0/24

EH-Centos EH-OWASP-05

WinXP VM

& Capturing from Local Area Connection [Wireshark 1.12.13 (v1.12.13-0-g969649d from master-1.12}]

Flle View Configure TOO'S Help File Edt Wiew Go Capture Analyze Statistics Telephony Tools Internals Help
Gl g EE ¢« 9T EI|BEB % | |
R 5%% B '%j i @ & g BB XZ| & > F & EH Qe b e 8
AUTH RESET NTLH l \j 64 . m Filter: ‘ V‘Expression... lear  Ap Save
2 Ul ‘Tgeub uL4 :Bsgﬂ(&gre aTilbisa %ergtoir?g%nast P;{ORtS(DI Lengttlld I\‘nlfl"?o nas 1uU. /o.5.1487 el
é% Decoders I g Network Im Sniffer IJ Cracker I@ Trac 03005 vmwar'e_af' 3 Broadcast ARP 42 who has 10 Tell

Broadc 42 who h

: : 205 1606.04592 vmware_ af vmware_ af 16:3a ARP 60 10.76.5.150 i5 at 00: 3
IP address | MAC address I oul flngerpnnt 206 1606. 06129 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1517 Tell 10.76.5.201
10.76.5.1 00S056AFF2C3 VMware, Inc. 207 1606. 07693 vmware_a;:16:3.a Broagcast ARP 42 WED IP’:as 10.76.5.1527 TeH 10.76.5.201
208 1606. 09261 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1537 Tell 10.76.5.201
10.76.5.101 D0S056AF63BE YMware, Inc. 209 1606.10821 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1547 Tell 10.76.5.201
10,76.,5.150 00S0S6AFEGBD VMWEI’E, Inc. 210 1606.12383 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1557 Tell 10.76.5.201
211 1606.13943 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1567 Tell 10.76.5.201
212 1606.15510 vimware_af:16:3a Broadcast ARP 42 who has 10.76.5.1577 Tell 10.76.5.201
213 1606.17100 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1587 Tell 10.76.5.201
214 1606.18640 vimware_af:16:3a Broadcast ARP 42 who has 10.76.5.1597 Tell 10.76.5.201
215 1606.20209 vimware_af:16:3a Broadcast ARP 42 who has 10.76.5.1607 Tell 10.76.5.201
216 1606.21758 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1617 Tell 10.76.5.201
Make SUI’e OU Can See OU fSeF 217 1606.23327 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1627 Tell 10.76.5.201
y y p 218 1606.24906 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1637 Tell 10.76.5.201
219 1606. 26453 vimware_af:16:3a Broadcast ARP 42 who has 10.76.5.1647 Tell 10.76.5.201

OWASP VMs. Take note of their

® Frame 204: 42 hytes on wire (336 hits), 42 bytes captured (336 bits) on interface 0

addresses.

® Ethernet II, sSrc: vmware_af:16:3a (00:50:56:af:16:3a), Dst:
® Address Resolution Protocol (request)

Broadcast (ff:ff:ff:ff:ff:ff)

0 .'!f }LocaTAr;a Connection: <live caﬁareriﬁ progress...

| Packets: 314  Displayed: 314 {100.0%)

i ‘ Profile: Default

= Hosts ﬂ@ APR |€b Routing IR. Passwords Ié% YoIP l

Lost packets: 0%

4
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ftp server
m~ 160 2056 1 .
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

WinXP VM

'# Capturing from Local Area Connection ireshark 1.12. v1.12.13-0- rom master-1.
Capturing f L LA C i [Wireshark 1.12.13 (v1.12.13-0-g969649d f 1.12)]

File Edit Yiew Go Capture Analyze Statistics Telephony Tools Internals Help

ceo4dm BEXRZ A¢esaTLIEE QAQAD EaBB % B

Filter: | v ‘ Expression... lear Appls Gave
o, Time Source Destination Protocol  Length Info ~

ZUZ LhUb. UL sy ymware_aT:lbisa Brroadcast ARF 42 WHO Nas LU./b.5.1487 |&8l| LU./b.5.2UL .
203 1606. 03005 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1497 Tell 10.76.5.201
204 1606, 04574 vmware_af :16:3: Broadcast who has 10.76.5.1507
205 1606. 04592 vmware_af:e6:hd vinware_af:16:3a ARP 60 10.76.5.150 5 at 00:50:56:af:e6:hd
206 1606. 06129 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1517? Tell 10.76.5.201
207 1606. 07693 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1527 Tell 10.76.5.201
208 1606. 09261 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1537 Tell 10.76.5.201
209 1606.10821 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1547 Tell 10.76.5.201
210 1606.12383 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1557 Tell 10.76.5.201
211 1606.13943 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1567 Tell 10.76.5.201
212 1606.15510 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1577 Tell 10.76.5.201
213 1606.17100 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1587 Tell 10.76.5.201 =
214 1606.18640 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1597 Tell 10.76.5.201
215 1606.20209 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1607 Tell 10.76.5.201
216 1606.21758 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1617 Tell 10.76.5.201
217 1606.23327 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1627 Tell 10.76.5.201
218 1606.24906 vimware_af:16:3a Broadcast ARP 42 who has 10.76.5.1637 Tell 10.76.5.201
215 1606. 26453 vimware_af:16:3a Broadcast ARP 42 who has 10.76.5.1647 Tell 10.76.5.201 v

# Frame 204: 42 bytes on wire (336 hits), 42 bytes captured (336 bits) on interface 0

# Ethernet II, Src: vmware_af:16:3a (00:50:56:af:16:3a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

# Address Resolution Protocol (request)

© giLocal Area Connection: <live capture in progress... | Packets: 314 ' Displayed: 314 {100.0%) ;rProfile: Default

In Wireshark you will see your WinXP VM has sent out ARP requests for every IP
address on your pod subnet.

20



ftp server

= —— = 12 5
P ~ Microlab et victim
20560 1 . |
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

WinXP VM

— File View Configure Tools Help

HALL CHALL
J @ NTLM SFBIIF SPOOF
AUTH RESET HNTLH

[+ v R yvmEEe0®%: 02 0

é% Decoders Ig Network Iﬂ Sniffer ]@" Cracker IQ Traceroute IM CCou |(‘}f} Wireless IEU Quers;' l

;@ Status l IP address I MAC address l Packets -> | <- Packets I MAC address

l IP addres:

’ APR-Cert
| 2, aPR-DNS
B APR-55H-1 (0)

&) APR-HTTPS (0) Click on the radioactive APR tab at the bottom.

&) APR-ProxyHTTPS (0)

ol

J 2|

APR-LDAPS (0) Status | 1P address | MaC address | Packets -> | <- Packets | MaC address

| IP addres:

=)
=]
1 &) APR-IMAPS (0) =
=]
=)

| .

|~

@ Configuration J Routed Packets ﬂ

=) Hosts || @ APR | Routing l% Passwords l@% 'v‘oIPl

21
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ftp server
= — = 2 5
P ~ Microlab et ' victim
20580 1 101 |
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05
WinXP VM

File W“iew Configure Tools Help

swehmm ([Hy nyvrEEeoer @2 0L
& Decoders Ig Network I‘;ﬂ Sniffer [I@‘” Cracker IQ Traceroute IM CCou l“ﬁ” Wireless I%) Query |

| APR Status | 1P address | MAC address | Packets -> | <- Packets | MAC address | 1P addres:
' APR-Cert

2 APR-DNS
B APR-55H-1 (0)
‘ : % APR-HTTPS (0} Click inside this table
: APR-P HTTPS (0 . .
98 rerop () © then click the + icon.
APR-FTPS (0)
APR-POP3S (0) < i | >

)
-5
| & APR-IMAPS (0) = Z
-5
-8

APR-LDAPS (0} Status ] IP address ] MAC address ] Packets -= ] <- Packets ] MAC address ] IP addres:
APR-SIPS {0)

<

[a

| @ Configuration { Routed Packets ]

|2 Hosts | @ apr | Routing | Passwords |3 volP |

Lost packets: 0% Y/

22
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ftp server
== p «———_'_;” == :f2:c3
. Microlab 2056 1 -
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05
WinXP VM

File W“iew Configure Tools Help

NTLM SPOOF SPOOF

[| - B ¥  CHALL CHALL [ | | . = [ =] £ 3 mwm nmm R ccm AR Awl e ‘ A
— '} - g a (&) =1
| ‘J I i) @ AUTH RESET NTLH 1

New ARP Poison Routing

é% Decoders IQ MNetwark :‘:

~WARNING Il -

: RAPR Cort APR enables you to hijack IP traffic between the selected host on the left list and all selected hosts on the right list in both
o el directions. If a selected host has routing capabilities WaAN traffic will be intercepted as well. Please note that since your
I oty APR-DNS machine has not the same performance of a router you could cause DoS if you set APR between your Default Gateway and

- P APR-55H-1 {0} all other hosts on your LAN.
&) APR-HTTPS (0)
&) APR-ProxyHTTPS (0)

| 9 APR-ROP (0)

& APR-FTPS (0) IP address | MaC | Hostname IP address | MAC | Hostname
‘ é APR-POP3S () 10.76.5.1 0050564FF2C3 10.76.5.150 005056AFEBBD
B APR-IMAPS (0) 10.765.101 0050564F638B 10.76.5.101 [O0S056AFE3BB. | |
: é APR-LDAPS (0) 10.76.5.150 0050564FEBBD
| B APR-SIPS (D)

Select your pfSense VM on the left and your
OWASP VM on the right, then click OK.

|3 | B8

| =) Host APR‘]Q»RE ; ‘
g = @ = | 0K I Cancel I 23

Lost packets: 0%
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i

ftp server
k';‘ﬁ'ﬂ S——— - f2:
3 v ol R .
Microlab 205 B 1 .101 ) |

EH-Centos

172.30.10.0/24  EH-pfSense-05  10.76.5.0/24

File “iew Configure Tools Help

¥  CHALL
NTLM SPOOF
AUTH RESET

&

=

CHALL
SPOOF
NTLH

|

+ v @ e,

WEEESOCE 0?0

[ A B
L )
i 3
) <
s 2

= ..
victim

EH-OWASP-05

& Decoders |§ Network I;ﬂ Sniffer ]IL,\f Cracker IQ Traceroute lm CCou I[‘}}"] Wireless l% Queryr]

[ apr

[

Lost packets: 0%

Status IP address MAC address Packets -> | <-Packets | MAC address IP address
, I l | I I l
| 2:3:;;: Shlde 10.76.5.1 0DS0S6AFF2C3 0DSOS6AFE3BE 10.76.5.101
2 apR-
B APR-55H-1 (0)
&) APR-HTTPS (0) -
B APR-ProxyHTTPS (0) Confirm the two addresses above are your
| giﬁﬁﬁ?ﬁs‘% pfSense and OWASP VMs the click the APR
& APR-POP3S (0) button to start pOiSO”ing.
| & apr-IMAPS (0)
: é APR-LDAPS (0} Status ] IP address ] MAC address ] Packets -= ] <- Packets ] MAC address ] IP address ]
| B APR-SIPS (D)
; @ Configuration / Routed Packets m
(=) Hosts | @ aPr | Routing | ) Passwords |3 volP |
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i

ftp server
k';‘ﬁ'ﬂ S——— - f2:
3 v ol R .
Microlab 205 B 1 .101 ) |

EH-Centos

172.30.10.0/24  EH-pfSense-05  10.76.5.0/24

File “iew Configure Tools Help

¥  CHALL
NTLM SPOOF
AUTH RESET

&

=

CHALL
SPOOF
NTLH

|

+ v @ e,

WEEESOCE 0?0

[ A B
L )
i 3
) <
s 2

= ..
victim

EH-OWASP-05

& Decoders |§ Network I;ﬂ Sniffer ]IL,\f Cracker IQ Traceroute lm CCou I[‘}}"] Wireless l% Queryr]

[ apr

[

Lost packets: 0%

Status IP address MAC address Packets -> | <-Packets | MAC address IP address
, I l | I I l
| 2:3:;;: Shlde 10.76.5.1 0DS0S6AFF2C3 0DSOS6AFE3BE 10.76.5.101
2 apR-
B APR-55H-1 (0)
&) APR-HTTPS (0) -
B APR-ProxyHTTPS (0) Confirm the two addresses above are your
| giﬁﬁﬁ?ﬁs‘% pfSense and OWASP VMs the click the APR
& APR-POP3S (0) button to start pOiSO”ing.
| & apr-IMAPS (0)
: é APR-LDAPS (0} Status ] IP address ] MAC address ] Packets -= ] <- Packets ] MAC address ] IP address ]
| B APR-SIPS (D)
; @ Configuration / Routed Packets m
(=) Hosts | @ aPr | Routing | ) Passwords |3 volP |
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‘ .

o8 BRI

EH-WinXP-05
ftp server attacker
: : f ‘ . -
— victim
.160 205 1
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

OWASP VM

rootBowaspbwa:™# ping —c1 17£.30.10.160
PING 172.30.10.160 (172.30.10.160) 56(84) bytes of data.
64 bytes from 172.30.10.160: icmp_seq=1 tt1=63 time=4.05 mns

— 172.30.10.160 ping statistics —
1 packets transmitted, 1 received, 02 packet loss, time Oms

rtt mincavgsmax-mdev = 4.057-4.057-4.057-0.000 ms
rootRowaspbuwa:™H# arp

Address HWtype HWaddress Flags Mask
10.76.5.1 ether 00:50:56:af:16:3a C
root@owaspbuwa:™# _

Ping EH-Centos
from your OWASP
VM to test
connectivity.

Notice the OWASP
ARP cache no longer
has the real MAC
address for the
pfSense VM!

26



2. A 4
. $

a 4
b

i :

ftp server
Lr:“ﬁ: ‘——'___I_ f2:c 22 -
" ~ Microlab TEehys victim
205600 1 . |
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

WinXP VM

File View Configure Tools Help

_m@zs,uésaésa% iy R EBEImMEE=0%R O ? 1'1‘

é,% Decoders I§ Network |ﬂ'§i Sniffer VI@” Cracker |Q Traceroute IM ccou I“' ) wireless I@) Query I

o APR " Status | 1P address | MAC address | Packets -> | <-Packets | MAC address | 1P address |
(5] APR-Cert &hPoisoning 10.76.5.1 0DS0S6AFF2C3 O 0 0DS0S6AFE3BE  10.76.5.101
[ =, APR-DNS
P APR-55H-1 (0)
- % xE-ETTPSH (TUT)PS © The WinXP VM js able to intercept and monitor the
o -Proxy .
| 8 aprroP (0) traffic between the OWASP and pfSense VMs!
& APR-FTPS (0)
& APR-POP35 (0)
&) APR-IMAPS (0)
2 lg] APR-LDAPS (D) Status | IP address l MAC address l Packets ->J <- Packets I MAC address l IP address
| &) APR-SIPS (0) W Full-routing 10.76.5.101 D0S0S6AF63EE 2 2 DOSOSE6AFF2C3 172.30.5.101
@ Full-routing 10.76.5.101 00S0S6AF63BE 1 1 00SOS6AFF2C3  172,30.10.160
@  Configuration / Routed Packets ]
1

[ = Hosts | @ aPr | Routing |F% Passwords |43 volP |

Lost packets: 0%
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oisoniod (B R A1

EH-WinXP-05
ftp server attacker
P i
e LTI - L
“ﬂc%ﬁ““' victim
.160 e e 205 1
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05

OWASP VM

rootPowaspbwa:™# fip 172.30.10.160
onnected to 17Z2.30.10.160.

220 Uelcome to CIS 76 FTP zervice.
ane (172.30.10.160:root): anonymous
331 Please specify the password.

Repeat downloading
a file from the ftp

server.,

Ftp> get admonition

! admonition remote: admonition
227 Entering Passive Mode (17£,30,10,160,20,147).
150 Opening BIMARY mode data commection for admonition (205 bytes).
226 Transfer complete.
05 bytes received in 0.00 secs (1450.7 kBr=)
fLp> exit
221 Goodbye. 28

rootBowaspbua ™k _




CIS 76 MITM via ARP Poisonin

_._, LA ;I
'-‘- {
1
( | )
(9 i 4

ftp server
=) p—— X
~ Microlab T

. 205 £ _ 1
EH-Centos 172.30.10.0/24 EH-pfSonu-OS 10.76.5.0/24 EH-OWASP-05

WinXP VM

File Yiew Conﬁgure Tools Help

\'J\ﬁ‘p @ iy B H= Y REEIMEEaO®E O ? n
&2 Decoders Ig Network ]ﬁ Sniffer i@;’ Cracker I@ Traceroute IM CcCcou l“' Y wireless IED Query ]

?—% Passwords A | Timestamp ] FTP server I Client Username Password ]

% FTP (1) F 05/09/2016 - 14:33:58 172.30.10.160 10.76.5.101 anonymous MotSoSecret
HTTP {0}

5D Map (0)
B LDAP (0)
p Ak ; Click the password tab at the bottom to show the

P Telnet (0) captured FTP username and password.

YNC (D)
% TDs (0)
% TNS () B

SMTP (D)

MNTP (D)

DCE/RPC (D)
MSKerbS-Prefuth {1
Radius-Keys (0)

=) Hosts L@ APR IQ’ Routing n\& Passwords \I(_f‘ YolIP I

29
Lost packets: 0%
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ftp server

EH-Centos

WinXP VM

Follow TCP Stream (tcp.stream eq 0)

(Stream Content -

] P
"~ 160 205 &

172.30.10.0/24 EH-pfSonso-OS

EEX

10.76.5.0/24

USER anonymous

331 Please specify the password.
PASS NOtSoSecret

230 Login successful.

SYST

215 UNIX Type: L8

CwD pub

TYPE T

200 Switching to Binary mode.
PORT 10,76,5,101,147,151

500 I1legal PORT command.
PASY

RETR admonition
226 Transfer complete.

QUIT
I221 Goodbye.

220 welcome to CIS 76 FTP service.

250 Directory successfully changed.

227 Enter‘mg Passive Mode (172,30,10,160,20,147).

150 opening BINARY mode data connection for admonition (205 bytes).

{

EH-OWASP-05

S
4 .

In Wireshark right-click on one of the FTP packets

and use "Follow the TCP Stream" to see the session.

iEntire conversation (477 bytes)

g

[ End || saveas || et | O asco

() EBCDIC

() Hex Dump ) C Arrays

() Raw

[ Filter Out This Stream ] [

Close

30
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t 1
{ 3
i .
1 4

ftp server | J attacker

6:3a

= —— Em

— r 2
- — victim
Microlab = .
A 2056 .1 .101
EH-Centos 172.30.10.0/24 EH-pfSense-05 10.76.5.0/24 EH-OWASP-05
WinXP VM
/e Capturing from Local Area Connection [Wireshark 1.12.13 (v1.12.13-0-g969649d from master-1.12}]
File Edit View Go Capture @Analyze Statistics Telephony Tools Internals Help
codm i BEXZ| AcsaT L EE QAR $88 % B
Filter: lexpression... Clear &ppl
| (8 Time __Source Destination Protocal  Length Infa ] . ~
484 0333.48347 VINwdre_dl 1L0i5d VIWAIre_dI 11 £103 MR G LU0, 0.1 1S dL QUi auIonidl sL0isd =
485 6335.48364 vimware_af:16:3a vinware_af:63:bb ARP 42 10.76.5.1 is at 00:50:56:af:16:3a
486 6365.48349 vimware_af:16:3a vinware_af:f2:¢3 ARP 42 10.76.5.101 is at 00:50:56:af:16:3a
487 6365.48365 vimware_af:16:3a vinware_af:63:bb ARP 42 10.76.5.1 is at 00:50:56:af:16:3a
488 6395.48382 vimware_af:16:3a vinware_af:f2:¢3 ARP 42 10.76.5.101 is at 00:50:56:af:16:3a
489 6395.48403 vimware_af:16:3a vinware_af:63:bb ARP 42 10.76.5.1 is at 00:50:56:af:16:3a
490 6425.48368 vimware_af:16:3a vinware_af:f2:¢3 ARP 42 10.76.5.101 is at 00:50:56:af:16:3a
491 6425.48395 vimware_af:16:3a vimware_af:63:hbb ARP 42 10.76.5.1 is at 00:50:56:af:16:3a
492 6455.48376 vimware_af:16:3a vinware_af:f2:¢3 ARP 42 10.76.5.101 is at 00:50:56:af:16:3a
493 6455.48387 vimware_af:16:3a vimware_af :63:hbb ARP 42 10.76.5.1 is at 00:50:56:af:16:3a
494 6485.48386 vimware_af:16:3a vimware_af:f2:¢3 ARP 42 10.76.5.101 s at 00:50:56:af:16:3a
495 6485.483096 vimware_af:16:3a - - - - -
496 6515.48383 viware_af:16:3a | In Wireshark notice that the poisoning is brought
497 6515.48392 vmware_af:16:3a . - -
498 6545, 48383 viware_afi16.2a | @DOUt by the WinXP VM flooding the subnet with ARP
499 6545.48412 viware_af:16:3a | repljes containing the fraudulent IP/MAC pairs.
500 6575.48353 vimware_af:16:3a =
501 6575.48367. vinware_af:16:3a vinware_af:63:hbb ARP 42 10.76.5.1 is at 00:50:56:af:16:3a
® Frame 381: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface 0
# Ethernet II, src: vmware_af:f2:c3 (00:50:56:af:f2:c3), Dst: vmware_af:16:3a (00:50:56:af:16:3a) -
# Internet Protocol version 4, src: 172.30.10.160 (172.30.10.160), Dst: 10.76.5.101 (10.76.5.101) =
® Transmission Control Protocol, Src Port: 21 (21), Dst Port: 43057 (43057), Seq: 1, Ack: 1, Len: 36 v
@ I [Local Area Comnedtion: <lve capiire nprogresso | |Packete 501 Diplayed: SOLA00.0%).____ [Profie:Defak '
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