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CIS 76 VLab Pod Setup

Last updated 11/30/2016

Status on setup instructions:

pfSense (2.3.1, 64 bit) - OK

Kali (2016.1, 64 bit) - OK

Windows XP (SP2, 32 bit) - OK

Port Forwarding - OK
OWASP_Broken_Web_Apps_VM_1.2 - OK

nhwhe

VMs made, partially configured and distributed to vCenter pod
folders. Students need to use the instructions in this document to
customize the VMs in their assigned pod.

To Do List
1. pfSense (2.3.1, 64 bit) - configure IPv6

2. Kali (2016.1, 64 bit) - start sshd on restart, permanent nameserver config
3. Windows XP (SP2, 32 bit) - uncheck hide suffixes
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Admonition
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
own or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the
instructor or the college. ;
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Accessing VLab
(vSphere Web Client via HTTPS)

~io v

CIS 90
Previous Terms

o e Sigon

Cabillo College
Web Advisor i Login with your VLab
Blackboard : credentials

Commands and Files

VLab (classic)
VLab (web)

NETLAB+

CIS 76 VLab Pod
Assignments

CIS 90 VLab VM
Assignments

http://simms-teach.com/

The Web Client is simplerto access but the console views
can have mouse selection issues on GUIs. Command line
use works fine though.

i T - T e e ks
L -

Expand containers and locate your pod VMs




Accessing VLab
(vSphere Client via RDP*)

¥
skcltsbuly

ﬂ o

o]

— = = g
Qv '=\0 Welcome to Opus - Google €
\%"?_-_'

[~] 0O
& - C [Y oslab.cis.cabrillo.edu e
Welcome to Opus
opus.cis.cabrillo.edu
CIS 76
CIS 90
Previous Terms
' — Remote access to the CIS Virtual Lab (VLab)
Cabrillo College Contact Download this RDP file: veenter rdp
Web Advisor i rii :
. Em_an. nsmn}s gzcabr|llo dod (Use right-click Save As/?
Blackboard « Office hours: directory pag
Commands and Files >
SR Fall 2016 CabrilClass{

2 =

» CIS 76 - Introduction tONQ
« CIS 90 Introduction to UNIX]

T FrsouTaToe (LU Ot TToTnT

INUX - preview

La

CIS 76 VLab Pod
Assignments

CIS 90 VLab VM
Assignments

*Mac users will need to install an RDP app like the
Microsoft Remote Desktop app.

**Troubleshooting: If you get "Windows Credentials
cannot be used to log into this server." then re-enter
your credentials and try again with the "Use Windows
session credentials option unchecked".

VMware vSphere

Login with VLab
credentials .

v
Hame, Target or Sabus containg: = Clesr ¥

Teateaby | verter sener

VMs and Templates view
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VLab CIS 76 pod: EH-Pod-xx

(where xx is the pod number)

NoSweat
(PA-500 Firewall) :
EH-Kali-xx
SW-830-R5-01 Attacker

(Cisco switch)

“Microlab Network” EH-OWASP-xXx

172.30.10.0/24

Victim
2XX
= EH-WinXP-x
s 1 . Victim
"EH-Pod-xx Network"
EH-pfSense-xx 10.76.xx.0/24
Pod firewall and gateway EH-TBD-xx
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CIS VLab (Virtual Lab) Student Pods

.edu - vSphere Client

File Edit View Inventory Administration Plug-ns Help

ﬁ ﬁ ‘E} Home [ E'lj Inventory [ % WMs and Templates | w Search Inventory |Q |

- s , - o x
o & & = ‘ = | Iz 2 (3 vSphere Web Client x

= g SWE’“ Pods ;I EH-pfSense-05 €« C | B b#tps://veentercis.cabrillo.edu:9443 /vsphere-client/?csp#extensionld%3 Dvsphere.core.vm.summary%3Bcontext%3Dcom.vmware.cor vy | =
EH-Pod-01

[ EH-Pod-02 Getting Started. IERULEYN vmware: vSphere Web Client  #= © | simben7T6@CISLABNET + |
EH-Pod-03

g EH-Pod-04 General Navigator (i EH-piSense-05 | Actions ~ ) Alarms X x

Ea’ EH-Pod-05 Guest 05: 4 VMs and Templates Getting Started | Summary | Monitor Manage Related Objects | an | New(® Acknow.
(s EH-Kali-05 VM Version: g |

EH-OWASP-05 cPL: ) EH-pf Sense-05 CPU USAGE
% e nse 05 " . w [ veenter-6-0.cis cabrillo edu Guest 05, FresBSD (64-bi) 0.00 Hz
- emory: - [lgvLad Compativiity: ~ ESXi5 5 andlaer (VM ___ MENORY USAGE
{3 EH-WinXp-05 Memary Qverhead: w Ecis 76 version 10) EEE 5000 MB
EH-Pod-06 - EStudent Pods VM are Tooks: Running o sTORAGE USAGE
. 2147483647
EH-Pod-07 Y:‘::;e Tools,:. » EJEH-Fod-01 S Ygﬁgrmnagm = 136 GB .. | | Work In Progress
EH-Pod-08 resses: » EJEH-Pod-02 . DHS Name: EH-pfSense-
EH-Pod-09 » CJEH-F0-03 . Launch Remote Console .18 cabrile.edu
. IP Addresses:  172.30.10 205
EH-Pod-10 DMS Mame: » CEH-Pod-04 Download Remote Console View all§ Paddresses
EH-Pod-11 EVC Mode: ~ [JEH-Pod-05 Host:
-Pod- — G EH-Kali-05
E:_Eﬁ_:j State: @ EH-OWASP-05 » VM Hardware [} » Advanced Configuration
pocria st
Active Tasks: 5, EH-WinXP-05 - Tags O| |~ Notes
EH-Pod-15
wSphere HA Protection: » CIEH-Pod-06 b=z E I LTI LI FreeBSD (64 bit) pfSense 2.3.1
EH-Pod-16 } EJEH-Pod-07 This listis empty
EH-Pod-17
EH-Pod-18 » EZJEH-Pod-09
EH-Pod-19 =l } EZJEH-Pod-10
Recent Tasks » EOEH-Pod-11 »  vApp Details
» CIJEH-Pod-12 =
Mame: | Target | Skatus

Recent Tasks Xx

Task Neme Status Initiator Queued For Completion Time

|
¥ Tasks @ Alarms |

vSphere Client

My Tasks = Tasks Filter =

vSphere Web Client

Students can use either vSphere Client or vSphere Web Client
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pfSense VM
Config
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CIS VLab (Virtual Lab) Student Pods

|J-_-T,J veenter-6-0.cis.cabrillo.edu - vSphere Client

File Edit View Inventory Administration Plug-ns Help

E |Eﬁ Home [ &F Inventory D% YMsz and Templates ‘ Pl Search Inventory |Q;|
BN RO G R ERS R

B E? cis 76 ;I EH-pfSense-05
B {7 StudentPods R

Ef] EH-Pod-07 IP Addresses:

Ef] EH-Pod-01 . Resource Allocation | Performance ' Tasks & Events
] EH-Pod-02 —
Ef] EH-Pod-03 General Resources
0] EH-Pod-04 Guest 05 FreeBSD (64-bit) Consumed He
= [£F EH-Pod-05 VM Version: 10 Consumed He
G EH-Kali-05 CPL: 1wCPU Active Guest
51 EH-OWASP-05 Memory: 512 MB
% E:-ﬁn:z:S Memory Overhead: Provisioned 5
- WinX¥P- e
[ EH-Poc-06 — VMware Tools: (@ Mot running (Guest managed) MNot-shared 5

Used Storage

] EH-Pod-08 Storage
Ef] EH-Pod-09 DMS Mame: J
[ EH-Pod-10 EVC Mode: NfA Metwork
[} EH-Poc-11 State: Powered Off ® EH-Pou
Ef] EH-Pod-12 Host: 8 EH-Pol
[} EH-Pod-13 PO . _Ill
# ] EH-Pod-14 hd| K | r
Recent Tasks Name, Target or Status contains: ~ | Clear *
Mame | Target | Skatus | Details
@ Power On virtual machine @ EH-pfSense-05 @ Completed
@ Reconfigure virtual machine Eh EH-pfSense-ds & Completed

4| |

i

%] Tasks @ Alarms |

|CISLAB'simben76 2

This example shows the pfSense VM in pod 5. Each
student should only use the pod assigned to them.

11
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VLab pod 5

NoSweat
(PA-500 Firewall)

EH-Kali-05
SW-830-R5-01 .150
(Cisco switch)

“Microlab Network”

=l 5 veenter-6-0.cis cabrillo.edu 172.30.10. O/ 24

= [y viab
HE cs7s

B [ Student Pods
EH-Pod-01
E Erreso: 205

[[] EH-Pod-03

[[] EH-Pod-04

= [£7 |[EH-Pod-05
(3 EH-Kali-05

1 EH-OWASP-05 = . EH-Pod-05

f# EH-pfSense-05
@1 EH-WinXp-05 "EH-Pod-05 Network"
10.76.5.0/24

(200+5)

[ EH-Pod-06 EH-pfSense-05

[ EH-Pod-07

This example shows pod 5. Each student

should only use the pod assigned to them. 12
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Example: Configuring the EH-pfSense VM in EH-Pod-05

This example
shows pod 5.

Each student
should only use
the pod assigned
to them.

o =Y W3
. |
'y .'
]

WAN LAN
“Microlab Network” "EH-Pod-05 Network"
= 172.30.10.0/24
1 30.10.0/ 2051 10.76.5.0/24
(20045)

EH-pfSense-05

pfSense VM Pod 5 settings

VM Network Adapter 1
VM Network Adapter 2

uLab Net
EH-Pod-05 Net

Hostname EH-pfSense-05
WAN [Pv4 172.30.10.205
WAN subnet bits 24
WAN upstream gateway 172.30.10.1
WAN IPv6 DHCP6
LAN webConfigurator Use HTTPS
LAN IPv4 10.76.5.1
LAN subnet bits 24
LAN DHCP service disabled
LAN webConfigurator Use HTTPS 13
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EH-Kali-05

[l =
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Example: Configuring the EH-pfSense VM in EH-Pod-05

EH-pfSeng
@1 EH-WinXP Power

3

FI I_'f T CAl LrUIIIFLrII.LrI 5 T T UFLFI cann IH J_‘f ST TA I
applications. An operating system installed on a vi
machine is called a guest operating system.

every virtual machine is an isolated comy

= — ¥ .
3 v

This example
shows pod 5.

Each student
should only use
the pod assigned
to them.

ET,J Take Virtual Machine Snapshot = |
ame, Target or

[0} EH-Pod-06 Guest » tnt. you can use virtual machines as des
% E:':ﬂ'g: Snapshot » 17 Take Snapshot... I”“e”t’
Ej EH-Pod-09 B Open Console Revert to Current Snapshat
] EH-Pod-10 |5 it Settings... fIZ]  snapshot Manager... h?sts C
-Pod- " al mac
Ej EH-Pod-11 B migrate. .. Consolidate
[} EH-Pod-12 |
” 55'-‘ Clone...
= Template » o
T ame
Targs Fault Tolerance d i IF' istineg|
risting
Add Permission. .. Cirl+F
e g Description
a @. £ g li Repart Performance. ..
Rename
Open in New Window.., Cirl+alt+N

Remove from Inventory
Delete from Disk

IMPORTANT, back up your VM!

1) Make a backup snapshot of your
pfSense VM named "Pristine".

¥ snapshot the virtual machine's memary
[T Quiesce guest file system (Needs YMware Tools installed)

Ok

Cancel

14



Example: Configuring the EH-pfSense VM in EH-Pod-05

WAN LAN
“Microlab Network” e "EH-Pod-05 Network"
172.30.10.0/24 B i
/ .205 = | .1 10-76.5-0/24
(200+5)
EH-pfSense-05
IR
] %E:d":; Zgwetr é Floppy drive 1 Client Device I _
1 EH-Pod-07 ;:::shot BB (Nehwork adapter 1 uLab Wet ) ~ DirectPath 1O
% E::Eﬁ:gg = EJIZ'EI'- Consale | B (Network adapter  (edite... EH-Pod-05 Net ) | Status: Not supported &9
) oo (ks o
7 Erposi] B Morate.. This example shows pod 5. Network label:
J EH-Pos-138  Cone... Each student should only use :
the pod assigned to them.
Network Cabling

1) Editthe settings of your pfSense VM.

2) Network Adapter 1 should be connected to the "uLab Net" (Microlab network).

3) Network Adapter 2 should be connected to the "EH-Pod-xx Net" where xx is
your pod number.

oA 1

N, :

. g
e

15
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Example: Configuring the EH-pfSense VM in EH-Pod-05

WAN
M “Microlab Network”
172.30.10.0/24

1

Network Configuration

1) Figure out the IPv4 addresses
for the WAN and LAN interfaces:

WAN: 172.30.10.xxx, where
xxX is 200+your pod number.

LAN: 10.76.xX.1, where xx is
your pod number.

2) Power up the VM and open a
console.

3) Wait till you see the menu
options (0-16).

4) Select Option 2 to set IP
addresses on the interfaces.

LAN
"EH-Pod-05 Network"

205 1 10.76.5.0/24
(200+5)
EH-pfSense-05

=) EH-pfSense-05 on 172.30.10.20
File View ¥M

0> &8 G DR @

Enter an option:

FreeBSD-amdB64 (EH-pfSense-xx.cis.cabrillo.edu) (ttyvd)
## LWelcome to pfSense 2.3.1-RELEASE (amdB64 full-install) on EH-pfSense-—xx ===

-> vdsDHCP4: 172.38.18. 184-24
vb-DHCPG: 26087:f388:88f:f427:258:56ff :feaf :bi@

HAN C(wan) -» emnd

LAN (lan) -> eml ->wvi: 10.76.8.1-24

Logout (SSH only) pfTop
Assign Interfaces Filter Logs
Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

Restart webConfigurator
pfSense Developer Shell
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

Enter an option:| 2J)

16



Example: Configuring the EH-pfSense VM in EH-Pod-05

WAN

M “Microlab Network”
. 172.30.10.0/24 505 1

1

5) Select Option 1 to configure
the WAN interface.

6) We are going to set a static IP
address so select "n" when asked
to use DHCP.

7) Enter your outside WAN IP
address. Add your pod number

to 200 to determine the 4th octet.

For Pod 5 the WAP IP address will
be 172.30.10.205.

8) Select 24 bits for the subnet
mask.

9) Set the upstream gateway to
172.30.10.1.

LAN
"EH-Pod-05 Network"
10.76.5.0/24

(200+5)
EH-pfSense-05

=) EH-pfSense-05 on 172.30.10.20
File View yM

wip el G B @a

CIS 76 - VLab Pod Se m f4 ‘ l IW

Available interfaces:

1 - WAN (emB - dhcp, dhcpB)
2 - LAN (eml - static)

Enter the number of the interface you wish to configure: 1
onfigure IPv4 address WAN interface wia DHCP? (y/n) n

Enter the new HAN IPv4 address.
> 172.38.18. 285

Press <ENTER> for none:

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.qg. 255.255.255.8 24

255.255.08.8 16

255.8.68.8 8

Enter the new HAN IPv4 subnet bit count (1 to 31):
24

For a HWAN, enter the new HAN IPuv4 upstream gateway address.
For_a LAN. vress <{ENTER> for none:
>1172.38.18.1

onfigure IPv6 address HAN interface via DHCPGE? (y-n) ]

17
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Example: Configuring the EH-pfSense VM in EH-Pod-05
WAN LAN

M “Microlab Network” "EH-Pod-05 Network"
- 172.30.10.0/24
1 / 505 1 10.76.5.0/24
(20045)
EH-pfSense-05

%) EH-pfSense-05 on 172.30.10.20 1 =]

Eile View WM

a0l B0 G DR

10) Enter "y" to use the DHVP6
for the IPv6 address.

11) Enter "n" to not revert to
HTTP as the webConfigurator
protocol.

12) Press <ENTER> to continue.

255.255.8.8
255.8.8.8

Enter the new WAN IPv4 subnet bit couwt (1 to 31):
For a HAN, enter the new HAN IPv4 upstream gateway address.
For a LAN, press <ENTER> for none:
> 172.38.18.1
kunfigure IPUE address WAN interface wia DHCPB? (y/m) vy
PD you want to revert to HTTP as the webConfigurator protocol? (y/n) n
Flease wait while the changes are saved to HAN...
Reloading filter...
Reloading routing configuration...

DHCPD. ..

he IPv4 HAN address has been set to 172_38.18.285-24

he IPu6E HAN address has been set to dhcpb

bress <ENTER> to continue. |]

Un B AR R R W

18
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Example: Configuring the EH-pfSense VM in EH-Pod-05
WAN LAN

M “Microlab Network” "EH-Pod-05 Network"
172.30.10.0/24
1 30.10.0/ 505 1 10.76.5.0/24
(200+5)
EH-pfSense-05

@ EH-pfSense-05 on 172.30.10.20
Eile View WM

B> &0 GEREDR
]_3) Verify the WAN interface was he 1Puv4 HAN address has been set to 172.38.18.2085,24
setup correctly.

he IPu6 WAN address has been set to dhcpb

ress {ENTER> to continue.
=% Llelcome to pfSense 2.3.1-RELEASE (amdB4 full-install) on EH-pfSense-xx ===

HAN (wan) -> em8 ->» wvid: 172.30.18.285-24
vB/OHCPGE: 26087 :f388:88f:1427:258:56ff:feaf b8

LAN (lan) -» eml -> vd: 18.76.8.1-24

Logout (SSH only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) pfSense Developer Shell
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPH

Shell

Enter an option: |JJ

19



Example: Configuring the EH-pfSense VM in EH-Pod-05

WAN

LAN

"EH-Pod-05 Network"

M “Microlab Network”
1 172.30.10.0/24 505 1 10.76.5.0/24

14) Select option 2 again on the
main menu to set an IP address
on an interface.

15) Select option 2 for LAN.

16) Set the IP address. Make the
third octet your pod number. For

example the Pod 5 IP address is
10.76.5.1.

17) Select 24 bits for the subnet
mask.

18) Press <ENTER> for none
since we don't need to set the
upstream gateway again.

(200+5)

EH-pfSense-05

=) EH-pfSense-05 on 172.30.10.20
File View yM

mip @6 @& Rl @ 8

CIS 76 - VLab Pod Se m f4 ‘ l IW

Enter an option:] 2
Available interfaces:

1 - WAN (emB - static, dhcpB)
2 — LAN (eml - static)

Enter the number of the interface you wWwish to configure: 2

the _new LAN IPvd address. Press <{ENTER> for none:
.76.5.1

[Subnet Masks are entered as bit counts (as in CIDR notation) in pf3ense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

the new LAN IPv4 subnet bit count (1 to 31):

For a WAN, enter the new LAN IPv4 upstream gateway address.
For_a LAN, press <ENTER> for none:

20
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Example: Configuring the EH-pfSense VM in EH-Pod-05

WAN

LAN

M “Microlab Network” "EH-Pod-05 Network"
172.30.10.0/24
1 / 505 1 10.76.5.0/24
(200+5)
EH-pfSense-05
=) EH-pfSense-05 on 172.30.10.20 M= B
File View yM

19) Press <ENTER> for none
when prompted for the IPv6
address.

20) Enter "n" to not setup DHCP.
21) Enter "n" to not revert to
HTTP for the webConfigurator. We
will be using HTTPS.

22) Press <ENTER> to continue.

a0y @l G ke P8

Enter the new LAN IPwd4 =zubnet bit count (1 to 313:

For a HAN, enter the new LAN IPvd4 upstream gateway address.
For a LAN, press <ENTER> for none:

Enter the new LAN IPw6 address. Press {ENTER> for none:

Do you want to enable the DHCP serwver on LAN? (y/m) n
Misabling IPvd4 DHCPD...Disabling IPvG DHCPD...

Do you want to revert to HTTP as the webConfigurator protocol? (y/nl{n

Please wait while the changes are saved to LAN. ..
Reloading filter...

Reloading routing configuration...

DHCPD. ..

he IPv4 LAN address has been set to 18.76.5.1,24
ou can noWw access the webConfigurator by opening the following URL in your web

https://18.76.5.1/

Press <ENTER> to continue.|j
To release cursor, press CTRL + ALT

21
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Example: Configuring the EH-pfSense VM in EH-Pod-05
WAN LAN

M “Microlab Network” "EH-Pod-05 Network"
172.30.10.0/24
1 / 505 1 10.76.5.0/24
(200+5)
EH-pfSense-05
(5 EH-pfSense-05 on 172.30.10.20 M=
File Vview ¥M

m0r &6 6 R
he IPuv4 LAN addre=ss has been set to 18.76.5.1-24
ou can noW access the webConfigurator by opening the following URL in your web

23) Verify the IP address on your
LAN interface. The third octet
should be your pod number.

https:/~18.76.5.1~

-» vd: 172.38.18.285-24
vB-/OHCPG: 2687:f£368:88f :f427:258:56ff:feaf :bdod

LAN (lan) -> eml -> wvi: 18.76.5.1-24

Logout (S5H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(zs) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) pfSense Developer Shell
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt systewn 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: [J

To release cursor, press CTRL + ALT

22



Example: Configuring the EH-pfSense VM in EH-Pod-05
WAN

M “Microlab Network” "EH-Pod-05 Network"
172.30.10.0/24
1 30.10.0/ 505 1 10.76.5.0/24
(200+5)
EH-pfSense-05

24) Select option 8 to drop into
the shell and verify you have
Internet connectivity by pinging
google.com

LAN

&) EH-pfSense-05 on 172.30.10.20

Eile View WM
m N[ ©BGDRe e

Logout (S5H only) pfTop

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password pfSense Developer Shell
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration

Ping host Restart PHP-FPM
Shell

[Enter an option: 8

[2.3.1-RELEASE]l[root@EH-pfSense-xx.cis.cabrillo.edul-root:  ping -c4 google.com
ING google.com (216.58.195.238): 56 data bytes

64 bytes from 216.58.195.238: icHp_seq=8 tt1=57 time=3.643

64 bytes from 216.58.195.238: icHp_seq=1 tt1=57 time=3.846

64 bytes from 216.58.195.238: icHp_seq=2 tt1=57 time=3.917

64 bytes from 216.58.195.238: icHp_seq=3 tt1=57 time=3.926

—-- google.com ping statistics ——

packets transmitted, 4 packets received, B.8% packet loss
round-trip Mminsavgs/max/stddev = 3.643-3.833-3.926/8.114 Ms
[2.3.1-RELEASE][root@EH-pfSense-xx.cis.cabrillo.edul/root: [j

23




Example: Configuring the EH-pfSense VM in EH-Pod-05
WAN LAN

M “Microlab Network” "EH-Pod-05 Network"
172.30.10.0/24
1 30.10.0/ 505 1 10.76.5.0/24
(200+5)
EH-pfSense-05

@ EH-pfSense-05 on

File View VM

G-
25) Type EXIt tO return tO the —-— google.com ping statistics ——

4 packets transmitted, 4 packets received, B.8% packet loss
menu. round—trip min‘avg/maxsstddev = 4.764-4.862-4.986-8.857 ms

[2.3.1-RELEASEl[root@EH-pfSense-xx.cis.cabrillo.edul/root: exit
exit
. =% Llelcome to pfSense 2.3.1-RELEASE (amd64 full-install) on EH-pfSense-xx ===
26) Select option 6 to shutdown
the VM HAN (Wan) -> emB > vwd: 172.38.18.285-24
. v6-/0HCPG: 2687:f£388:80f:f427:258:56ff:feaf:bd8

LAN (lan) -> eml -> wvi: 18.76.5.1-24

Logout (SSH only) pfTop

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password pfSense Developer Shell
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPM

Shell

Enter an option: | GM

24



Example: Configuring the EH-pfSense VM in EH-Pod-05
WAN LAN

M “Microlab Network” "EH-Pod-05 Network"
172.30.10.0/24
1 30.10.0/ 505 1 10.76.5.0/24
(200+5)
EH-pfSense-05

@ EH-pfSense-05 on
Eile View ¥M

m N b 8o G b @
exit
27) Type y to proceed' *x lelcome to pfSense 2.3.1-RELEASE (amdB4 full-install) on EH-pfSense-xx =

WAN (wan) -> emB > wvd: 172.38.18.285-24
vG/DHCPG: 2687:f388:808f:f427:258:56ff :feaf :bB6

LAN (lan) -> eml -> wvi: 18.76.5.1-24

Logout (S5H only) 9) pfTop

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password pfSense Developer Shell
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPM

Shell

Enter an option: B

pfSense Will shutdown and halt system. This may take a few minutes, depending on

your hardware.
o you Want to proceed [ypinl?|yl]

To release cursor, press CTRL + ALT

25
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Example: Configuring the EH-pfSense VM in EH-Pod-05
WAN LAN

“Microlab Network”
172.30.10.0/24

"EH-Pod-05 Network"
10.76.5.0/24

(200+5)
EH-pfSense-05

=) Edit Virtual Machine Snapshot [_ O] |
— Mame
IEaseIine|
— Description
Ok Cancel

Save your work

26
When the VM has shutdown make a second snapshot named "Baseline"
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CIS 76 - VLab Pod Setup. -

VLab pod 5

NoSweat
(PA-500 Firewall)

EH-Kali-05
SW-830-R5-01 .150
(Cisco switch)

“Microlab Network”

=l 5 veenter-6-0.cis cabrillo.edu 172.30.10. O/ 24

= [y viab
HE cs7s

B [ Student Pods
EH-Pod-01
E Erreso: 205

[[] EH-Pod-03

[[] EH-Pod-04

= [£7 |[EH-Pod-05
(3 EH-Kali-05

1 EH-OWASP-05 = . EH-Pod-05

f# EH-pfSense-05
@1 EH-WinXp-05 "EH-Pod-05 Network"
10.76.5.0/24

(200+5)

[ EH-Pod-06 EH-pfSense-05

[ EH-Pod-07

This example shows pod 5. Each student

should only use the pod assigned to them. 28
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Example: Configuring the EH-Kali VM in EH-Pod-05

—
1 =

"EH-Pod-05 Network" =N
10.76.5.0/24
.205 .
(20045) : [ AN 150
EH-Kali-05

EH-pfSense-05

Kali VM Pod 5 settings

This example VM Network Adapter 1 EH-Pod-05 Net
shows pod 5.

Hostname EH-Kali-05
Each student IPv4 address 10.76.5.150

should only use Pud netmask Vet 955 955 0
the pod assigned V& netmas .255.255.

to them. |Pv4 gateway 10.76.5.1

29
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Example: Configuring the EH-Kali VM in EH-Pod-05

= [ EH-Pod-05 | | A virtual machine is a software computer that, like a
| EH-Kali-05 | | S _]an operating system and
G EH-OWASP-05 ng system installed on a virtual
I3 EH-pfSense-05 Guest Pl .
G EH-WinXP-05 Snapshot ¥ I Take Snapshot...

[ EH-Pod-06

[ EH-Pod-07

@ EH-PM-UE‘ @ Edlt SEttings... ﬁ Sn,:unqhni'M:un:um:r
O

[ EH-Pod-09 Co {2 Take Virtual Machine Snapshot =] |

] EH-Pod-10

Open Console Revert to Current Snapshot

Migrate...

. Mame
[ EH-Pod-11 2% Clone... )l machi
[ EH-Pod-12 Template y |can rur | |Pristing|
[ EH-Pod-13
7 ] EH-Pod-14 Fault Tolerance r
Description

- addr o arm [ ERHRRE o S

¥ Snapshot the virtual machine's memary
[T Quiesce guest file system (Needs VMware Tools installed)

IMPORTANT, back up your VM!

K. Cancel

1) Make a backup snapshot of your Kali
VM named "Pristine".

30



Example: Configuring the EH-Kali VM in EH-Pod-05

— "EH-Pod-05 Network" e |
SRl 10.76.5.0/24 r
e /
LAN .
EH-pfSense-05 EH-Kali-05

— copepernesaias
= @’%—I-PM-GS | machine i & Floppy drive 1 Client Device
& _WEH_OMSP_D Power (@ nNetwork adapter 1 (edite.. EH-Pod-05 Net | |

Ly EH-pfSense- Guest
B EH-WinXP-09 i
[ EH-Pod-06
) en-Poa-07 T Open Console

This example shows pod 5.
[} EH-Pod-08 [+ Editsettings...

Each student should only use

@ EH-Pod-0% Eﬂ igrate. ..
# ) EH-Poo-10 et the pod assigned to them.
Network Cabling

1) Editthe settings of your Kali VM.

| |
— DirectPath 10
Status:

Inactive &8

To activate DirectPath IfO, go to the Resources tab and
select Memory Settings to reserve all guest memory,

—Metwaork Connection
Metwork label:

2) Network Adapter 1 should be connected to the "EH-Pod-xx Net" where xx is

your pod number.

31
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Example: Configuring the EH-Kali VM in EH-Pod-05

I
T [ =
= =

.205 i
(200+5)

EH-pfSense-05

Network Configuration

1) Power up the VM and open a
console.

2) Login as the root user.

3) Select Wired Connected > Wire
Settings using the pull down
arrows.

"EH-Pod-05 Network" =
10.76.5.0/24 "
.150
LAN EH-Kali-05

b __o". 113 f_'} b

#  Wired Connected
Any Metwork (dhcp)

EH Pod Network (static)
ulab Networlk (static)
Turn Off

Wired Settings

Proxy None

g
2

32



"EH-Pod-05 Network" ="

10.76.5.0/24 .
205 | 2038 150 |
(200+5) L AN
EH-pfSense-05 EH-Kali-05
‘T‘ Network (- ] i
L . Details Pva .
B T o [ | Securlty
@ Network proxy o = Identit‘f Addresses Manual il
uLab Network (static) ‘ e |
.
Any Network (dhcp) ‘E| IPvE Address 10?50
EH Pod Network (static) + RESEt

Metmask | 255.255.255.0 1]
IPv4 Address 10.76.0.150
IPv6 Address fe80::92be:37:682a:33c1
Hardware Address 00:50:56:AF:E6:BD Gateway 10.?
Default Route 10.76.0.1
DNS 172.30.5.101 172.30.5.102 [ —
E T Add Profile... —

This example shows pod 5. Each student should only use the pod
assigned to them.

4) Click the gear icon for the "EH Pod Network (static)" profile.

5) Then on the IPv4 tab update the Address and Gateway so the third

33
octet matches your pod number.



205 ¢
(200+5)

EH-pfSense-05

<]

@? Network proxy

IT_

"EH-Pod-05 Network"
10.76.5.0/24

LAN

Network

Wired
| Connected - 10000 Mb/s

&

uLab Network (static)

Any Network (dhcp)

EH Pod Network (static) «

IPv4 Address 10.76.5.150
IPvb Address fe80::92be:37:682a:33c1
Hardware Address 00:50:56:AF:E6:BD
Default Route 10.76.5.1
DNS 172.30.5.101 172.30.5.102

| Add Profile... ‘

EH-Kali-05

-

—O

2] [#]

o]

6) Click on the EH Pod Network (static) profile and make sure you see
the updated IPv4 address and Default Route. Then close the Network

dialog box.



[— ]

"EH-Pod-05 Network" -

10.76.5.0/24 r
.205 .
(200+5) | AN -150
EH-pfSense-05 EH-Kali-05

Date & Time Sharing Universal

Access

7) Click the Settings icon on the left panel then the Details icon on the
All Settings dialog box.
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"EH-Pod-05 Network" -

10.76.5.0/24 v
205 ¢ .
(200+5) | AN -150
EH-pfSense-05 EH-Kali-05

1 4

Default Applications ‘

ThIS examp/e Removable Media
shows pod 5.

Each student GNOME

should only use

' Version 3.20.2
the pod assigned ersion

to them. Device name | EH-Kali-05

Memory 2.0 GIB

8) Update the device name to EH-Kali-xx, where xx is your
2 digit pod number.
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Example: Configuring the EH-Kali VM in EH-Pod-05

"EH-Pod-05 Network"

10.76.5.0/24
e /
LAN .
EH-pfSense-05 EH-Kali-05
root@eh-kali-05: ~ @ ® O

File Edit View Search Terminal Help

:~# ping opus.cis.cabrillo.edu -c2
PLNG 0S(ap.c1Ss.cCaprillo.edu (172.30.5.20) 56(84) bytes of data.
64 bytes from opus.cis.cabrillo.edu (172.30.5.20): icmp seq=1 ttl=62 time=0.879 ms
64 bytes from opus.cis.cabrillo.edu (172.30.5.20): icmp seq=2 ttl=62 time=1.24 ms

- oslab.cis.cabrillo.edu ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 0.879/1.060/1.242/0.184 ms
:~# ping google.com -c2
PING aooale.com (216.58.194.174) 56(84) bvtes of data.
64 bytes from sfo07s513-in-f14.1el00.net (216.58.194.174): icmp seq=1 ttl=56 time=3.95 ms
64 bytes from sfo07s13-in-f14.1el00.net (216.58.194.174): icmp seq=2 ttl=56 time=4.18 ms

- google.com ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 3.953/4.070/4.188/0.133 ms
= |

9) Bring up a terminal and verify the prompt shows the correct
hostname and you can ping Opus and Google. Note, this requires
your pfSense VM to be configured and running.
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Example: Configuring the EH-Kali VM in EH-Pod-05

"EH-Pod-05 Network" =5
| 10.76.5.0/24 r
205 E .
(200+5) | AN -150
EH-pfSense-05 EH-Kali-05

ET,J Edit Virtual Machine Snapshot

—Mame

IEaseIinE|

— Description

Save your work

Shutdown VM and make a second snapshot named Baseline 38
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CIS 76 - VLab Pod Setup. -

VLab pod 5

NoSweat
(PA-500 Firewall)

EH-Kali-05
SW-830-R5-01 .150
(Cisco switch)

“Microlab Network”

=l 5 veenter-6-0.cis cabrillo.edu 172.30.10. O/ 24

= [y viab
HE cs7s

B [ Student Pods
EH-Pod-01
E Erreso: 205

[[] EH-Pod-03

[[] EH-Pod-04

= [£7 |[EH-Pod-05
(3 EH-Kali-05

1 EH-OWASP-05 = . EH-Pod-05

f# EH-pfSense-05
@1 EH-WinXp-05 "EH-Pod-05 Network"
10.76.5.0/24

(200+5)

[ EH-Pod-06 EH-pfSense-05

[ EH-Pod-07

This example shows pod 5. Each student

should only use the pod assigned to them. 40
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Example: Configuring the EH-WinXP VM in EH-Pod-05

—
f —

==== "EH-Pod-05 Network" =
— 10.76.5.0/24
205 EEEE .201
(200+5) [ AN _
EH-pfSense-05 EH-WinXP-05

WinXP VM Pod 5 settings

This example VM Network Adapter 1 EH-Pod-05 Net
shows pod 5.

Computer Name EH-WinXP-05
Each student IPv4 address 10.76.5.201
should only use
the pod assigned IPv4 netmask 255.255.255.0
to them. |Pv4 gateway 10.76.5.1

41



Example: Configuring the EH-WinXP VM in EH-Pod-05

=l [£F EH-Pod-0 5. Guest 05: Microsoft Windows XP Professional (32-b. Consum
[ EH-Kali-( WM Version: 10 Consum
I3 EH-pfSer CPLU: ivCPU Active C
B wer L4 .
Provisio
] EH-Pog Guest 4 a
[ EH-p
[ e Snapshot k Take Snapshot. .. St
[ EH-pog Open Console [ Revert to Current Snapshot o
[Z] EH-Pog 5  Edit Settings. . flZ] snapshotManager...
] EH-Poc < — Consolidate or
|5 Migrate...
] EH-Pog o — — =
% EH-Pod 23 Clone... = Take Virtual Machine Snapshot = |
EH-Pod
Template »
[ EH-Pog 2 - Mame
Ej] EH-Pog Fault Tolerance | IPrisﬁne|
0] EH-Pog rr—
Ej EH-Pod Add Permission. .. Ctrl+F
Description
¥ snapshot the virtual machine's memary
[T Quiesce guest file system (Needs YMware Tools installed)
IMPORTANT, back up your VM! L Cancel

1) Make a backup snapshot of your WinXP

VM named "Pristine". 42



C s 10.76.5.0/24
205 B===22 1 .76.5.0/
(200+5) LAN
EH-pfSense-05
B B EH-Pod-05 machine is calls

(3 EH-Kali-05

G EH-OWASP-0S Because every & Floppy drive 1 Client Device

@ EH-pfSense-05 environment, Vil

G [EF-Wir®-0| wcicsionons  ()_Network adapter 1 (edite.. _EH-Pod-05 Net | |

[} EH-Pod-06
[ EH-Pod-07
[ EH-Pod-08
) EH-Pod-03

Power
Guest
Snapshot

This example shows pod 5.

EH-Pod-10 @ Open Console

E T Each student should only use

@O ey | M the pod assigned to them.
Network Cabling

1) Editthe settings of your WinXP VM.

2) Network Adapter 1 should be connected to the "EH-Pod-xx Net" where xx is

your pod number.

"EH-Pod-05 Network"

EH-WinXP-05

—DirectPath 10
Status: Inactive )

To activate DirectPath 10, go to the Resources tab and
select Memory Settings to reserve all guest memory.

—Metwork Connection

Metwork label:

EH-Pod-05 Net
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CIS 76 - VLab Pod Setup.,

Example: Configuring the EH-WinXP VM in EH-Pod-05

205 ¢
(200+5)

EH-pfSense-05

Computer Name Configuration

1) Power up the VM and open a
console.

2) Login as the cis76 student user.

3) Click Start, right-click on My
Computer and Select Properties.

"EH-Pod-05 Network"
10.76.5.0/24

LAN

M3

Windows Media Plaver

"L

Windows Messenger

&

I Tour Windows XP

-8 | Files and 3ettings Transfer
‘Wizard

All Programs D

[—]

201

EH-WinXP-05

!I My Computer

= [

‘\g My Network Places
|

B’ Control Panel

Set Program Access al
Defaults

},:é Printers and Faxes

@.;} Help and Support
).) Search

|

Open
Explore
Search...
Manage

Map Metwork, Drive. ..

Disconnect Mebwork Drive, ..

Shiow on Deskkop
Rename

ﬁ| Log OFff G} | Turn QOFF Camputer

2008 N W
5|
Y A

]
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.205
(200+5)

EH-pfSense-05

i System Properties

| SystemRest | matic Updates | Femate |
| General Computer Mame | | Hardware | Advanced |
1 e Witdows uzes the following information to identify your cormputer

t iy on the network.

Caomputer description: ||

Far example: "'Kitchen Computer'' or "Mary's
: Camputer",
Full computer name: EH-wiri=P-w.
wharkgroup: WwORKGROUF
To use the Metwork, [dentification Wizard to join a -
1 domain and create a local user account, click Metwork, SelgarelD
1D,

To renarne this computer or join a domain, click Change. |I

[ Ok ][ Cancel ] Apply

4) Click the Computer Name tab
then click Change.

"EH-Pod-05 Network"
10.76.5.0/24

LAN _
EH-WinXP-05

Computer Name Changes

“'ou can change the name and the membership of this
computer. Changes may affect access to network resources.

Computer name:
[| EH-wiri<P-05 |

Full computer name:
EH-wireP-05,

Mare. .

M ember of
() Domain:

| |
(& Workgroup:
|WEIF|KGHEILIF'| |

[ OF. H Cancel ]

5) Update the Computer name with
your two digit pod number. Click Ok
and restart the VM. 45
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CIS 76 - VLab Pod Setup.,

X Al 1

ok - 1
..‘; ]
e, N _

Example: Configuring the EH-WinXP VM in EH-Pod-05

.205
(200+5)

EH-pfSense-05

Network Configuration

1) Click Start, right-click on My
Network Places and Select
Properties.

10.76.5.0/24
LAN

" MmN

@ Windows Media Player
:3 Windows Messenger
‘.@ Tour Windows %P

) | Files and Settings Transfer
9 Wizard

all Programs D

"EH-Pod-05 Network"

=l

Yy

EH-WinXP-05

? My Network Places —
Open

@ Control Panel ’

@ Set Program Access and
Defaults

}:ﬂ Printers and Faxes

9) Help and Support ‘

,‘.) Search

Explore
Search for Computers...

Map Network Drive...
Disconnect Metwork Drive. ..

Show on Desktop
Rename

[Coroperies |

46



gst. 18959 ™

205 ¢
(200+5)

EH-pfSense-05

s Network Connections

File Edit W“iew Favorites Tools Advanced Help

:\_;1 Back J lﬁ /TJ Search [{ Folders v

address Q_.\, Metwark Connections Vl Go
LAN or High-Speed Internet

1>

Network Tasks

Create a new

conneckion - -
3 Setup a home or small Dissbr
" office netwoark Status
@ Change Windows Repair

Firewall settings - |
&; Disable this network.
device

% Repair this connection

Bridge Connections

Create Shortcut

IEE Renamne this connection
&) ‘iew status of this
conneckion

“hange settings of this
conneckion

Rename

"EH-Pod-05 Network"
10.76.5.0/24

2) Right-click on the Lan Area
Connection and Select Properties.

LAN _
EH-WinXP-05

-+ Local Area Connection Properties

General | suthentication | Advanced|

Connect uzing:

| B3 Yhware Accelerated AMD PCNet Ad ‘

Thiz connection uzes the follmwing items:

g Clignt for Microsoft Metworks
S File and Printer Sharing for Microsoft Metworks
Q (o5 Packet Scheduler

l Internet Protacal [TCRAAR) I
Install... Urinztall
Description

Trangmizzion Contral Pratocal/nternet Protocal. The default
wide area network protocol that provides communication
acrozz diverse interconnected netwarks.

[] Show icon in notification area when connected
Matify me when this connection haz limited or no connectivity

l oK H Cancel ]

3) Select Internet Protocol
(TCP/IP) and click on Properties.

N 1

N, W

|

. "
]

Example: Configuring the EH-WinXP VM in EH-Pod-05
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"EH-Pod-05 Network"

205 [ 10.76.5.0/24

(200+5)

EH-pfSense-05

Internet Protocol (TCPSIP) Properties

General |

the appropriate P settings.

() Obtain an IP address automatically
(®) Usze the fallowing IP address:

You can get P settings assigned automatically if your network, supports
thiz capability. Otherwize, you need to ask your netwark administrator for

|P address: 10 . 76 . .20

Subnet mask: | 255.255.255. 0 |

Default gateway: 10 .76 . 1

Obtain DS server addres: automatically

(%) Use the follawing DMS server addresses:

Prefened DNS server: [172.30 . 5 .101 |

Alternate DMS zerver: | 172 .30

.5 .02 |

I

oK

l,_ Cancel ]

LAN

EH-WinXP-05

4) Update the third octet of the
IP Address and Default Gateway
to match your pod number.

5) Click OK and close any open
dialog boxes.

48



b
Example: Configuring the EH-WinXP VM in EH-Pod-05

"EH-Pod-05 Network"

505 1 10.76.5.0/24 501
2
EH-pfSense-05 EH-WinXP-05

Microsoft Windows HP [Version 5.1.268H]
C(C» Copyright 1985-2881 Microsoft Corp.

C:s»Documents and Settingsscis?h studentping google.com
.com [216.58.194.174]1 with 32 bhytes of data:

-58.194.174: bytes=32 time=4mz TTL=56
58.194.1474: bytes=312 time=4ms TTL=%56
-58.194.174: bytes=32 time=4mz TTL=56
58.194.174: bytes=32 time=4ms TTL=56

Ping statistics for 216.58.194.174:
. Packets: Sent = 4. Received = 4, Lost = 8 (@ loss>.
Approximate round trip times in milli-—seconds:
Minimum = 4mz,. Maximum = 4mz,. Average = 4ms

BC:“Documents and Settingsscis?e student’

6) Run cmd.exe to bring up a command prompt and ping google.com
to verify your network settings. 49
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CIS 76 - VLab Pod Setup.,
Example: Configuring the EH-WinXP VM in EH-Pod-05

"EH-Pod-05 Network"

= e
.201 F

505 B 10.76.5.0/24
20045
(200+3) LAN _
EH-pfSense-05 EH-WinXP-05

[ Edit Virtual Machine Snapshot [_ O] |

—Mame

IEaseIine|

— Description

Ok Cancel

Save your work

Shutdown VM and make a second snapshot nhamed Baseline

S— '
a0 Y ")
o
3 L4
.

50
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Port Forwarding
(optional)

Configure pfSense to forward
port 22 to Kali VM
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https://doc.pfsense.org/index.php/How_can_I_forward_ports_with_pfSense

CIS 76 - VLab Pod Setup. _. ' ﬁ l l |w

Forward SSH through pfSense Firewall to Kali

[ EH-Kali-05 on [_ o] =]
File View YM
@ D @ @

[~ T 1 B

Applic v

EH-pfSense-05.cis.cabrillo.edu - Firewall: NAT: Port Forward: Edit - Mozilla Firefox e e 0

Kali Linux, an Offensive 5... %/ @ EH-pfSense-05.cis.ca.. % \
[ € _-_-._-'_H htt

://10.76.5. Uffirewall_nat_edit.php?id=0 @ ||Q Search | % B ¥ /& =

[&] Most Visited v JllOffensive Security " Kali Linux " Kali Docs “ Kali Tools EMExploit-DB Wy Aircrack-ng

Firewall / NAT / Port Forward / Edit (7]

Edit Redirect Entry

Disabled [ |Disable this rule

Mo RDR (NOT) [ Disable redirection for traffic matching this rule

This option is rarely needed. Dont use this without therough knowledge of the implications

Interface WAN j

Choose which interface this rule applies to. In most cases "WAN" is specified

Protocol TCP j

Choose which protocol this rule should match. In most cases "TCP” is specified

Source
=
Destination []Invert match. WAN address j ! j
Type Address/mask
Destination port range SSH j ss5H j
From port Custom To port Custom
Specify the port or port range for the destination of the packet for this mapping. The 'td field may be left empty if only mapping a single port.
Redirect target IP 10.76.5.150
internal IP address of the server on which to map the ports
1 192.168.1.12
Redirect target port SSH & %

This example is for Pod 5
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Forward SSH through pfSense Firewall to Kali

Eile View ¥M

I &

B @G D 2 e

EH-pfSense-05.cis.cabrillo.edu - Firewall: NAT: Port Forward: Edit - Mozilla Firefox e ® 0

Kali Linux, an Offensive S... x | @ EH-pfSense-05.cis.ca.. * | %

(- @ || search A 9 ¥ a4 =
[5 Most Visited v Jfll Offensive Security "% Kali Linux "% Kali Docs " Kali Tools EBExploit-DB W Aircrack-ng
Redirect target IP 10.76.5.150 5

Enter the internal IP address of the server on which to map the ports

Redirect target port s8H [
Port Custom
Specify the port on the machine with the IP address entered above. In case of a port range, specify the beginning port of the range (the end port will
ke calculated automatically).
This is usually identical to the "From port” abo

Desecription Forward ssh to kali

, description may be entered here for administrative reference (not parsed).

No XMLRPC Sync [T)De not automatically sync to other CARP members

This prevents the rule cn Master from automatically syncing to ether CARP members. This does NOT prevent the rule from being overwritten on

Slave.
MAT reflection Use system default j
Filter rule association Rule NAT Forward ssh to kali j

View the filter rule

rmation
Created 8/23/16 17:12:41 by admin@10.76.5.150

Updated 8/23/16 171241 by admin@10.76.5.150

eep Fencing LLC

Zoom in to see settings
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Forward SSH through pfSense Firewall to Kali

(5! EH-Kali-05 on

Eile View WM

I E3

=0 )80 GRe PR

Applications - Places » @ Firefi

EH-pfSense-05.cis.cabrillo.edu - Firewall: NAT: Port Forward - Mozilla Firefox [— R < ]

Kali Linux, an Offensive S.. % | @ EH-pfSense-05.cis.ca.. x | *

nat.php @ |[Q search w B ¥+ #

[ Most Visited vl Offensive Security “e Kali Linux ‘%, Kali Docs & Kali Tools EBExploit-DB W Aircrack-ng

€) @ @ | https://10.76.5.1/firewa

e

COMMUNITY ERITION

Firewall / NAT / Port Forward 7]

The changes have been applied successfully. x
Monitor the filter reload progress.

Port Forward 11 Outbound NPt
Interface  Protocol Source Address Source Ports Dest. Address Dest. Ports NAT IP MNAT Ports Description Actions
0o v x: WAN TCP ¥ 4 WAN address 22 (S5H) 10.76.5.150 22 (SSH) Forward ssh to kali f@m
1 Add 1 Add Q1 Delete
Legend
P Pass
2: Linked rule

Sheep Fencing LLC

Don't forget to save your changes and apply them
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Forward SSH through pfSense Firewall to Kali

%) EH-Kali-05 on [_[OIx]

File View VM
m by en ek

Applications « Places « Terminal v Tue 17:23

root@eh-kali-05: ~

File Edit View Search Terminal Help

:~# service sshd start
:~# ps -ef | grep ssh
root 1134 1064 © 12:45 ? 00:00:00 /usr/bin/ssh-agent x-session-man
ager
root 3857 1 08:17:22. 7 00:00:00 /usr/sbin/sshd -D
root 3859 3718 0 17:22 pts/0 00:00:00 grep ssh
:~# service sshd status
//”o ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: disa
Active: active (running) since Tue 2016-08-23 17:22:46 PDT; 12s ago
Main PID: 3857 (sshd)
CGroup: /system.slice/ssh.service
L3857 /usr/sbin/sshd -D

B = B

4
\

Aug 23 17:22: eh-kali-05 systemd[1]: Starting OpenBSD Secure Shell server...

Aug 23 17:22: eh-kali-05 sshd[3857]: Server listening on 0.0.0.0 port 22.

Aug 23 17:22: eh-kali-05 sshd[3857]: Server listening on :: port 22.

Aug 23 17:22: eh-kali-05 systemd[1]: Started OpenBSD Secure Shell server.
~#

@D« °
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BP cisT6@eh-kali-05: ~

[rsimms lab ~]15§

Starting Nmap
Nmap scan re

Host 1is up

PORT STATE SERVICE
y ssh

1 IP address t up) scanned in 0.07

em are fre
scribed in

NO WARRANTY,

s with ABSOLUTELY
permitt ble law.
: 3 17:16 2016 from 172

Last 1

You can now use your favorite terminal emulator and use copy and paste
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CIS 76 - VLab Pod Setup. -

VLab pod 5

NoSweat
(PA-500 Firewall)

EH-Kali-05
SW-830-R5-01 .150
(Cisco switch)

“Microlab Network”

=l 5 veenter-6-0.cis cabrillo.edu 172.30.10. O/ 24

= [y viab
HE cs7s

B [ Student Pods
EH-Pod-01
E Erreso: 205

[[] EH-Pod-03

[[] EH-Pod-04

= [£7 |[EH-Pod-05
(3 EH-Kali-05

1 EH-OWASP-05 = . EH-Pod-05

f# EH-pfSense-05
@1 EH-WinXp-05 "EH-Pod-05 Network"
10.76.5.0/24

(200+5)

[ EH-Pod-06 EH-pfSense-05

[ EH-Pod-07

This example shows pod 5. Each student

should only use the pod assigned to them. 60
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Example: Configuring the EH-OWASP VM in EH-Pod-05

—
f —

"EH-Pod-05 Network" =
S0 10.76.5.0/24 e
(20045) © ' '
LAN
EH-pfSense-05 EH-OWASP-05

OWASP VM Pod 5 settings

This example VM Network Adapter 1 EH-Pod-05 Net
shows pod 5. IPv4 address 10.76.5.101
Each student IPv4 netmask 255.255.255.0
should only use |Pv4 gateway 10.76.5.1
ggiﬁ:rg.assigned DNS domain search cis.cabrillo.edu

DNS name servers 172.30.5.101 172.30.5.102

61



est. 1959 %

Example: Configuring the EH-OWASP VM in EH-Pod-05

= [ EH-Pod-05
Fa EH-Kali-05

[ EH-pfSense-05
3 EH-WinXp-05
[ EH-Pod-06
[ EH-Pod-07
[ EH-Pod-08
[ EH-Pod-09
[ EH-Pod-10
[ EH-Pod-11
[ EH-Pod-12
[ EH-Pod-13
[ EH-Pod-14
[ EH-Pod-15
[ EH-Pod-16
[ EH-Pod-17
[ EH-Pod-18
[ EH-Pod-19
[ EH-Pod-20
— i i ome s

asks

Power

Guest

l Snapshot
Cpen Console

(%  Edit Settings...

E‘eﬂ Migrate...

Uparade Virtual Hardware

EP Clone...

Template
Fault Tolerance

Add Permission. ..

Alarm
Report Performance. ..

Rename

ite virtual machine snapshot
'er Onvirtual machine

QOpen in Mew Windaow. ..

Remove from Inventory
Delete from Disk

IMPORTANT, back up your VM!

1) Make a backup snapshot of your
OWASP VM named "Pristine".

Ctrl+P

Cirl+Alt -+

Revert to Current Snapshot
ﬁ Snapshot Manager...
Consolidate

2] Take Virtual Machine Snapshot =] |

—Mame

IPristinE|

— Description

¥ Snapshot the virtual machine's memory

[T Quiesce guest file system (Needs VMware Tools installed)

Ok

Cancel

oA 1

N, :

. g
e
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Example: Configuring the EH-OWASP VM in EH-Pod-05

T "EH-Pod-05 Network" =
505 B 4 10.76.5.0/24 101 r

20045
(200+3) LAN
EH-pfSense-05 EH-OWASP-05
& Floppy drive 1 Client Device I
(@ _Network adapter 1 (edite... _ER-Pod-05 Net | || [plrecath Lo
Status: Inactive &)

To activate DirectPath Ij0, go to the Resources tab and
select Memory Settings to reserve all guest memory,

—Metwork Connection
Metwork label:

Network Cabling
1) Editthe settings of your OWASP VM.

2) Network Adapter 1 should be connected to the "EH-Pod-xx Net" where xx is

your pod number.
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Example: Configuring the EH-OWASP VM in EH-Pod-05

"EH-Pod-05 Network"
505 10.76.5.0/24
(200+5)
EH-pfSense-05 EH-OWASP-05

Network Configuration

f This file describes the network interfaces available on your system

1) Power up the VM and open a t and how to activate them. For more information, see interfaces(5).

console.
2) Login as the root user.

3) Edit /etc/network/interfaces:

a)

b)

d)

t The loopback network interface
uto lo
iface lo inet loopback

f The primary network interface

address 10.76)5 101

Modify the third octet nﬂtmask fg%gﬁ-;-f%-ﬂ

of the IP address and HEEESS

gateway to your pod ns-search cis.cabrillo.edu

number. nE—namneservers 172.30.5.101 172.30.5.102

Add: dns-search cis.cabrillo.edu

Add: dns-nameservers 172.30.5.101172.30.5.102

Save and exit.
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Example: Configuring the EH-OWASP VM in EH-Pod-05

"EH-Pod-05 Network"
505 . 10.76.5.0/24 101

(200+5) [ AN
EH-pfSense-05 EH-OWASP-05

rootPowaspbua:™# setcrsinit.dsnetworking restart
= Reconf iguring network interfaces...

=sh stopruaiting

=sh start rumming, process 2231

rootRowaspbua:™# ifconfig ethod

E Link encap:Ethernet HWaddr 00:50:56:af :63:bb
inet addr:10.76.5/101 Bcast:10.76.5.255 Mask:255.255.255.0
inetb addr: feB0::250:56ff :feaf :63bbr64 Scope:Link

4) Restart networking Wlth UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
. - R¥X packet=s:58 errors:0 dropped:0 overruns:0 frame:0
/etC/InIt.d/netWOI‘klng restart TX packets:?6 errors:0 dropped:0 overruns:® carrier:0
collisions:0 txqueuelen:1000
R¥ bytes:6447 (6.4 KB) TX bytes:6410 (6.4 KB)
5) Venfy the third octet of your IP Interrupt:18 Base address:0x1400
address matches your pOd root@owaspbua:™# ping google.com —c2
number PING google.com (216.58.194.206) 56(84) bytes of data.
. 64 bytes from =fo03s01-in—f14.1e100.net (216.58.194.206): icmp_seq=1 tt1=55 time
=1.77 ms
. 64 bytes from sfo03s01-in-fZ206.1el100.net (216.58.194.206): icmp_seq=2 tt1=55 tim
6) Verify Internet access. e=4.96 ms

— google.com ping statistics —

2 packets transmitted, Z received, 0x packet loss, time 1001ims
rtt minsavg-snaxsmdev = 4.776-4.872-4.968-0.096 ns
irootPowaspbua i
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CIS 76 - VLab Pod Setup.,
Example: Configuring the EH-OWASP VM in EH-Pod-05

"EH-Pod-05 Network"

= e
.201 F

505 B 10.76.5.0/24
20045
(200+3) LAN
EH-pfSense-05 EH-OWASP-05
[ Edit Virtual Machine Snapshot [_ O] |
—Mame
IEaseIine|
— Description
Ok Cancel

Save your work

Shutdown VM and make a second snapshot named Baseline

S— '
a0 Y ")
o
3 L4
]

66



