CIS 76 - Lesson 2

Rich's lesson module checklist

Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers
1stminute quiz

Web Calendar summary
Web book pages
Commands

Lab 2 posted and tested
Sample Lab 2 posted

Rosters printed
Add codes printed

Backup slides, whiteboard slides, CCC info, handouts on flash drive
Spare 9v battery for mic
Key card for classroom door
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Browse to:

http://simms-teach.com

Click the CIS 76 link.

Clickthe Calendar link.

Locate today’s lesson.

Find the Presentation slides for

the lesson and download for

easier viewing.

6. Clickthe Enter virtual classroom
link to join CCC Confer.

7. Log into Opus with Putty or ssh

command.

nhwn

Note: Blackboard Collaborate Launcher only
needs to be installed once. It has already
been downloaded and installed on the
classroom PC’s.
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Rich's Cabg 1 . The CIS 90 System Playground

CIS 90 Calend| () CCC Confer SIMMS VIRTUAL CLASSROOM , s

=sal x|
File Edit View Tools Window Help

v AUDK) & VIDEO

CIS 90 (Spring s ¢/

CIS 90 - Lesson 1 ba” FI'IW

Class Activity - Where are you now?

Course Home Grd

Tek

[22=)
v PARTICIPANTS.

O Benfi Snms.
&

IS A

O Rich-Simms
>3

Y8 /708N ¥is

w CHAT

Ber Semms 2480
Where is a good place to get

a used version of the

optional textbooks?

cis90lesso....pdf Rich-Serms 2:48PM

Amazon has some good
prices night now

A One or more login
sessions to Opus

Q CIS 76 website Calendar page




CIS 76 - Lesson 2

1) Instructor gives you sharing privileges.

(") CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
Eile Edit View Tools Window Help Elevated privigeTTTE =

« AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or
elevated privileges. Elevated privileges are required to share
applications that use elevated privileges.

Select your desktop or an open application you would like to share.

Start Sh arin,g Elevated privileges are acquired via Tools > Application Sharing . . .
> Request Elevated Privileges. They can be relinquished via pns
Tools > Application Sharing > Yield Elevated Privileges (returning - _
you to standard privileges). If you are hosting an application jad 51121 deskiop
sharing session with standard privileges and you (or a person

remotely controlling your desktop or application) perform an

2) CI i C k Ove rl a p p i n g recta n g | es action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

«+{WI Microsoft Word (winword.exe) 'Virtual classroom (locked).docx
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P- Microsoft PowerFoint (powerpnt.exe) 'cis0lesson01.ppbx - Mic

i S p rese nt th e n CI i C k i t a S W el I . If you are hosting an application sharing session with elevated é_ C:\Frogram Files (xB6)\putty.exe 'simbend0@oslab:~'

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on

application sharing session to terminate. Also, without elevated

icon. If W h ite n Start S h arin g n text s e e T TR G L G

time than sharing the desktop (all of it or a region).

as a standard user) or allowed (if you are logged on as an
administrator).

D Never show this dialog again

3) Click OK button. ‘ | »

4) Select "Share desktop"
and click Share button.
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= Rich's CCC Confer checklist - setup cccCE) Gonfer

O
o

[ ] Preload White Board

(i) CCC Confer — 0 - RICH SIMMS

I [File Edit View Tools Window Help
H E EEE
l Load Content ] | Record | 0 ~ AUDIO & VIDEO - fh M

Audio Setup Wizard...

’
I

Microphone Settings...
Speaker Settings...

Maximum Simultaneous Talkers...
Adjust Microphane Level Up
Adjust Microphane Level Down

. ]

[ ] Connect session to Teleconference === e :
Tal Video ljust Speaker Level Down [}

|

. _ - Configure Telephone Conference.., ]

MAIN ROOM (2) S02HM PARTIEIPAITS T |§

. = Camera Settings... B

Session now connected ® Rich Simms U i

Moderator (You) Make Video Follow Moderator Facus 3

Make Video Follow Speak S;

Send Camera Snapshot To Whiteboard

to teleconference
—\’ % Teleconference P <
i

[ ]Is recordingon?

MZTET

Detach Panel
T . Ear - g L

+ AUDIO & VIDEO L -

@ [ Load Content ] [ Recording (® { HH 9

X

Red dot means recording—)

[ ] Use teleconferencing, not mic &

Should change
from phone
handset icon to
little Microphone
icon and the

)

|
Should be grayed out e Tal | [ video | SQ| Teleconferencing ...

e —— message displayed
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View Tools Comments Forms SharePoint Hg

g Y 2 e o 4 N —
(i$stegelle iy i = = [l = C [ simms-teach.com/docs/cis90/cis-90-TEST-1-Fall-12.pdf W=
e wHE =2 Qs 8- s 2
ez ~ 4 Part 1 - Flashc é (1 point each)
r ~ -
® CCCConfer-0-RIC... [o @[] || 1 i : | , £
w i ?
File Edit View Tools Window Help 90 3 [Q1] What com, er users logged in to the computer
d = Al
w AUDIO & VIDEO D %= o D [l€e Al
. hname
¢
W / {Q2] What environment variable is used by the shell to determine which directories to
= search when locating a command?
: - y =
b fhSuiehs) i boot o etc sbin (A2] \
=5 @ simben90@oslab:~

( Tak | (e @)

egin as: simbenS0
Is sixben90@oslab.cabrillo.edu's password:

& s —— ||| g E N

§ w PARTICIPANTS -8 Accdgs denied
o simbeNgogoslab.cabrillo.edu's password: A
O Rich Simms 04 # Current directory Last 1dgin: Mon Oct & 18:58:43 201:[ERRSIICERCEIaI
B8 riocersior d.com Fle Edit View Inventory Administration Plug-ns
J 5 d Templ;
. 2 o F () source o g g |Q Home b g Inventory b @) Nsan Templates
- p Snn as e /- & &
MAIN ROOM (3 SQ2H% || R R } destination o &
O RichSi QUG - = géleg:rvm
mms He iz .
[ - = 3 Nelcom B [cs 19z { [Alarms [ Pef
Teleconference v E z Serving Cab: Bl Foa 01 a Clear
| & What command copies th b = | Statue a
o= c — Terminal type? [ . Vsphere Cllent ) rﬂ
g Terminal type is & po1-rod E——— oo @ 1.
. CHAT /home/cis90/ simbd putty e ) = _,,-I

AM)-

Recent Tasks Name. Target or Status contains: = Clear X%

Hame | Target | status | Details | Tnitiated by

(

- Teleconference joined the Main Room.

1| | )

[#] Tasks @ Marms | [License Period: 331 days remaining [CISLABwsimms 7
=

“f | G > & 0 e

I IS

10/10/2012 |

[ ] layout and share apps =)
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ccc(E:)Confer

-
{i) CCC Confer- 0 - RICH SIMMS

File Edit View [Tools

| Windew Help

+ AUDIO &

Application Sharing
Audio

Breakout Rooms
Chat

Graphing Calculator

In-Seszion Invite

L4 MNew Page

Deleta Page

Interaction r
Moderator 4 [ ] VldeO (Webca m)
) — Polling v
[ Tk Profie b [ ] Make Video Follow Moderator Focus
Recorder b |
¥ PARTICIPA Session Plan r
Rich Sin Telephony »
B Tirner L4
E Video Camera Settings...
_ Whiteboard Maxirmum Simultaneous Carmeras...
HA R:i:;:“m = qﬁ;‘;;} ¥ Make Video Follow Maoderatar Focus
Maderator (You) Make Video Follow Speaker
Send Camnera Snapshot To Whiteboard
1
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K\
Rich's CCC Confer checklist - EImo CCGOGonfer S
R
e 1 Settings =]
Image Mate The "rotate image"

Return al windows to their normal position

button is necessary
. . . . . if you use both the
| side table and the
| T white board.

Recording setting
Video quality

Quite interesting
IR that they consider
. . oterval te S | you to be an
| Elmo rotated down to view side table — "expert” in order to
LIVE image - Image Mate -] (B3] [ - use th[s button’
oI :
Rotate
image . .
button .Elmo rotated up to view white board
LIVE image - Image Mate -3 (%
Fleesiectima a W
Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer €sL_mMo
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gst. 18959 ™

ccc ) Confer Rich's CCC Confer checklist - universal fixes

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) General Tab > Settings... 500MB cache size Delete these
-~ '@JEVECDMNWW‘ (=] o] 'Tempmaryﬁ\esSeﬂings ﬂ‘ rDeIeteFiIesand Applications ﬂ1

General | Java [ Security [ Advanced

Kecp temparary s on my computer "
/1", Delete the following files?
LN

About
Location
View version information about Java Control Pane.
Select the location where temporary files are kept:

bout... 5

N siich DataLacalLow\SunJava\D Change... Trace and Log Files
letwork Settings
Cached Applications and Applets
Network settings are used when making Internet connections. By default, Java wil sk space
5 fl [] Installed Applications and Applets

|| use the network settings in your web browser, Only advanced users should madify

these settings. Select the compression level for JAR files: None -

i Set the amount of disk space for storing temporary files:
|| Temporary Internet Files | v so0l=] MB
- :

lications are stored in a special folder for quick execution
rs should delete files or me these settings. I

i DeleteFies... | | RestoreDefaults |

|| Files youuse ppl
later. Only advanced use
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Start

10
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Sound Check

Students that dial-in should mute their
line using *6 to prevent unintended
noises distracting the web conference.

Instructor can use *96 to mute all
student lines.

11
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First Minute Quiz

Please answer these questions in the order
shown:

Use CCC Conter White Board

email answers to: risimms@cabrillo.edu

(answers must be emailed within the first few minutes of class for credit)

12
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TCP/IP Review

Objectives

« Review the TCP/IP protocol stack * Quiz #1
- Certifications

« Vocabulary

« Review IP addressing

« Conferences
 Newsletters and Blogs
« TCP/IP model
 Network Access layer
« Internet layer

« Transport layer

« Application layer

« Assignment

« Wrap up

13
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Introductions and Credits

Rich Simms

 HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!

14
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Credits

Rick Graziani
« Thanks to Rick Graziani for the use of some of
his great network slides

» Rick’s site:
http://www.cabrillo.edu/~rgraziani/

15
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Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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Evading Network
Devices TCP/IP
Network and
Cryptograph
YESSE N Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks ) ) Social Engineering
Ethical Hacking
Hacking

Web Servers Port Scanning

Embedded Operating Enumeration

Systems
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes
1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 17
security attacks using a number of hands-on techniques.
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Admonition

18
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
own or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 19



CIS 76 - Lesson 2 - 1i p« ‘ ’ |w

Questions

20
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Questions

How this course works?

Past lesson material?

Previous labs?

e —ERRE, AoNELEEF tmAE—ERENARE—E
Chinese | EIKi=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

21
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Certifications



CIS 76 - Lesson 2

Simpson Concise
Textbook Cybersecurity

A+ (CompTIA)

Linux Essentials (LPI) 3

Linux+ (CompTIA) X

Network+ (CompTIA) 2 X

Security+ (CompTIA) 1 4 X X
CISSP (1SC?) 6a X

CEH (EC-Council) 2 5 X X
GPEN (SANS/GIAC) 3 6b X X
OPST (ISECOM) X

OSCP (Offensive Security) X X

24


https://www.concise-courses.com/security/certifications-list/
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Vocabulary

25
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Hacking

Cracking

White hat hacker
Grey hat hacker
Black hat hacker
Nation-state actors
Cybercriminals
Adversary
Hacktivist

Pen Test
Security audit
White box testing
Grey box testing
Black box testing
Red Team

Blue Team

CIS 76 - Lesson 2

Some Terminology

W Iy ey ey N Iy Iy N Iy Ny By

Vulnerability
Exploit
Threat

Denial of Service attack

Brute force attack
Buffer overflow
Spoofing

Zero-day

Botnet

Ransomware ( )
Watering hole attack (

Man in the middle attack

Fuzzing ( )
Drive-by-download (
Cross-site scripting (
SQL injection ( )

o 000000000 D000

B

Malware

Virus

Trojan ( )
Worm ( )
Spyware

Rootkit ( )
Firewall
Signatures ( )

Polymorphism

Exfiltrate

Social engineering
Phishing

Vishing ( )

Spear-phishing

26


http://www.welivesecurity.com/2013/12/12/11-things-you-can-do-to-protect-against-ransomware-including-cryptolocker/
https://en.wikipedia.org/wiki/Watering_Hole
https://en.wikipedia.org/wiki/Fuzz_testing
https://www.washingtonpost.com/postlive/a-guide-to-hacker-slang/2012/11/12/11de58b8-28f2-11e2-96b6-8e6a7524553f_story.html
https://en.wikipedia.org/wiki/Cross-site_scripting
https://en.wikipedia.org/wiki/SQL_injection
https://en.wikipedia.org/wiki/Trojan_horse_(computing)
https://en.wikipedia.org/wiki/Computer_worm
https://en.wikipedia.org/wiki/Rootkit
https://en.wikipedia.org/wiki/Digital_signature
https://simms-teach.com/docs/cis76/vishing.m4a

o 0 0O 0 0 0 o0 0 0 O

CIS 76 - Lesson 2

Acronyms

CVE (Common Vulnerabilities and Exposures)
DoS (Denial of Service attack)

DDoS (Distributed Denial of Service attack)
XSS (Cross-Site Scripting)

IDS (Intrusion Detection System)

IPS (Intrusion Prevention System)

C&C (Command and Control)

AV (Anti-Virus)

APT (Advanced Persistent Threat)

RAT (Remote Access Trojan)

R .
R, o
s N2
i v
b

27
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CIS 76 - Lesson 2

Owned

Pwned

Meat chicken ("rouji" in Chinese)
Doxing

Script Kiddie

Packet Monkey

Slang

28
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Conferences



= . JULY 30 - AUGUST 4, 2016
= ) b MANDALAY BAY / LAS VEGAS

biSeKhat \
IS A

: ‘

WELCOME TO BLACK HAT USA 2016

Black Hat - built by and for the global InfoSec community - returns to Las
Vegas for its 19" year. This six day event begins with four days of intense

Trainings for security practitioners of alllevels uly 30 - August 2) followed by

the two-day main evet ncluding over 100 ndependently selected Beriogs. | RSN
Bu Hall, Arsenal, Pwnie Awards, and more (August 3-4)

CONFERENCE UPDATES CODE OF CONDUCT

Click Tead More’ to see all source for the most up-to-date news

and information from Bfack Hat

the courses offered. Don't

long or your favon Slack Hat USA “Know Before You Go"

2016 Attendee Survey

Beware of Malware

Black Hat

c tps./ www defcon.org

HACKER TRACKER FOR ANDROID AND

Many t
sethlaw

Nttps://play.google.con/store/apps/detailstidecon. shortstack . hackertracker

/itunes. apple-con/us/app/hackertracker/idMI21INLEIS ] =1t el

DEF CON

9240 USD for all four days! Cash only at
the doors thera is no pre-registration.

800K A ROOM!

0x20th Anniversary Core Mar. the Ultisate
Programming Game

Badge Cont:
The Box (Bosb Defusal Contest)

Boverage Chilling Contraption Contest

And many more: ToorCon, Hackers Halted, RSA, OWASP events, ShmooCon,

DerbyCon, Thotcon, USENIX...

30
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Google: youtube defcon

G youtube defcon - Google X |

<« c https://www.google.com/webhp?sourceid=chrome-instant&ion="18&espv=2&ie=UTF-8#q=youtube +defcon

Google

youtube defcon s H

All News Videos Shopping Images More + Search tools

About 6,180,000 results (0.69 seconds)

DEFCONConference - YouTube

https://www.youtube.com/user/DEFCONConference v

DEF CON Conference. ... DEF CON 23 - Aaron Grattafiori - Linux Containers: Future or Fantasy? ...
DEF CON 23 - Amit Ashbel & Maty Siman - Game of Hacks: Play, Hack & Track - 101 Track - Duration:
31 minutes

DEFCON 20: Owned in 60 Seconds: From Network Guest ... - YouTube
hitps://www.youtube.com/watch?v=nHU3ujyw_sQ ~
Aug 21, 2012 - Uploaded by Christiaan008
Speaker ZACK FASEL Their systems were fully patched, their security team
Ll watching, and the amateur

DEF CON Videos - YouTube

https://www.youtube.com/user/defconvidoes ~

Welcome to the only channel purely dedicated to Defcon. This channel contains a full list of Defcon
Conference videos. These videos are not my own and the cr.

Defcon 21 - Social Engineering: The Gentleman Thief - YouTube
https://www.youtube.com/watch?v=1kkOKvPrdz4

Nov 16, 2013 - Uploaded by HackersOnBoard

Apollo August 1st--4th, 2013 Rio Hotel & Casino - Las Vegas, Nevada.

DEF CON 23 - Chris Rock - | Will Kill You - YouTube
hitps://www.youtube.com/watch?v=9FdHq3WfJgs ~

Aug 14, 2015 - Uploaded by DEFCONConference

5 ’_ 7] DEFCON 19: Steal Everything, Kill Everyone, Cause Total Financial Ruin! ... [
_jb EiEi] DEFCON 21] Backdoors

DEFCON - The Full Documentary - YouTube

31
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Looking ahead ...

Sept 10-19 2016, SANS Network Security 2016 Las Vegas
July 22-27 2017, Black Hat USA 2017 Las Vegas
July 27-30 2017, DEF CON 25 Las Vegas

32


https://www.concise-courses.com/security/conferences-of-2016/
https://www.concise-courses.com/security/conferences-of-2017/
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An Expert at Work Activity

David Kennedy at Def Con 23 hacking a PC with the
Social Engineering Toolkit and Metasploit

Watch a portion of this video (34:00-39:45). In the HTA attack
what did he mean when he said "there we go, we get our shell"?
(put your answer in the chat window)

Watch a portion of this video (39:45-44:00). In the web-jacking
attack what was he able to accomplish?
(put your answer in the chat window) 33


https://www.youtube.com/watch?v=UJdxrhERDyM
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Newsletters
and
Blogs
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Subscribe or sign up for cyber security newsletters, alerts, blogs and feeds

cooooooo

US-CERT
SANS
Cybrary
FireEye
CrowdStrike
AlienVault
HackerNews

Many more ...

35
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Department of Homeland Security - US-CERT

[&] Vulnerability Summary for X |

C' | & https://www.us-cert.gov/ncas/bulletins/SB16-207

Ofificial websile of the Depariment of Homeland Security

HOME ABOUTUS CAREERS PUBLICATIONS RTS AND TIPS RELATED RESOURC

Bulletin (SB16-207)
Vulnerability Summary for the Week of July 18, 2016

Original release date: July 25,2016

More Bulletins

& Print o Tweet E Send Share

The US-CERT Cyber Security Bulletin provides a summary of new vulnerabilities that have been recorded by the National Institute of Standards and Technology
(NIST) National Vulnerability Database (NVD) in the past week. The NVD is sponsored by the Department of Homeland Security (DHS) National Cybersecurity and
Communications Integration Center (NCCIC) / United States Computer Emergency Readiness Team (US-CERT). For modified or updated entries, please visit the
NVD. which contains historical vulnerability information

The vulnerabilities are based on the CVE vulnerability naming standard and are organized according to severity, determined by the Common Vulnerability Scoring
System (CVSS) standard. The division of high. medium, and low severities correspond to the following scores

= High - Vulnerabilities will be labeled High severity if they have a CVSS base score of 7.0 - 10.0
+ Medium - Vulnerabilities will be labeled Medium severity if they have a CVSS base score of 4.0 - 6.9
= Low - Vulnerabilities will be labeled Low severity if they have a CVSS base score of 0.0 - 3.9

Entries may include additional information provided by organizations and efforts sponsored by US-CERT. This information may include identifying information
values, definitions, and related links. Patch information is provided when available. Please note that some of the information in the bulletins is compiled from
extemal, open source reports and is not a direct result of US-CERT analysis

Primary Description Published | CVSS | Source &
Vendor - Product Score | Patch Info

cisco —jos_xr Cisco 10S XR 5.x through 5.2.5 on NCS 6000 devices | 2016-07-15| 7.8 | CVE-2016-
allows remote attackers to cause a denial of service 1426
(timer consumption and Route Processor reload) via CISCO#

crafted SSH traffic, aka Bug ID CSCux76819,

£

cisco —jos_xr The CLI in Cisco 10S XR 6.x through 6.0.1 allows local | 2016-07-15| 7.2 | CVE-2016-
users to execute arbitrary OS commands in a privileged 1456
context by leveraging unspecified container access CISCO# h

36


https://www.us-cert.gov/mailing-lists-and-feeds
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SANS Blogs

A

&«

ANS Penetration Testing

x

[m]

X

C' [} pen-testing.sans.org/blog#_utma=216335632.2090294832.1467909806.1469635543.1469635543.58_utmb=216335632.5.9.1469638387876&__utmc=2163356328_utmx=-&_utmz=216335637¢ =

PENETRATION TESTING

Resources  Training Events

SANS Penetration Testing

05 Jul 2018

Pythan Cheat Sheet - pyWars (SEC573)

0 comments Posted by jblanchard

Filed under Cheaisheet, Python

by: Mark Baggett Python skills are incredibly useful for all kinds of information security personnel, from pen testers to cyber defenders
to forensics pros. With so many tools written in Python and so many Python libraries to work magic in just a few lines of code, | wrote
a course (SANS SEC573) on how to ... Continue reading Python Cheat Sheet - pyWars (SEC573)

25 May 2018

SANS PowerShell Cheat Sheet from SEC560 Course

0 comments Posted by eskoudis

Filed under Cheatsheet

by Ed Skoudis PowerShell really is amazing, and comes in handy for all kinds of infosec tasks, from defense to analysis (o offense. In
my SANS Security 560 course, we cover PowerShell as a post-exploitation language, with all kinds of nifty tips and tricks for using it.
When | teach the class, though, I notice ... Continue reading SANS PowerShell Cheat Sheet from SEC560 Course

05 Apr 2016

Scapy Cheat Sheet from SANS SEC560

0 comments Posted by eskoudis

Filed under Scanning, scapy

One of my favorite tools for fine-grained interactions with target systems during penetration testing is the mightyScapy. While other
tools are indispensable for scanning large numbers of machines, Scapy is like a fine-grained scalpel for manipulating a single target in
a myriad of cool ways. With all kinds of features, Scapy just rocks. In ... Continue reading Scapy Cheat Sheet from SANS SEC560

Certification

Instructors  About

81 et [T

Search

Categories

« Anomaly Analysis (1)
Anti-Virus Evasion (7)
Backdoor (2)
Challenges (25)
Cheatsheet (2)

cloud (1)
Conferences (4)
Cryptography (4)
CyberCity (1)
Databases (1)
Enumeration (2)
Exploit Development (4)
File Analysis (1)
fuzzing (1)
Infrastructure (3)
Introduction (2)
Legal Issues (1)
Linux (1)

Metasploit (7)
Methodology (42)
Mobile (18)

Network Devices (3)
Nmap (2)

Passwords (6)

Post Exploitation (10)
Powershell (1)
Presentations (9)
Protocol Analysis (1)
Python (11)
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FireEye Blogs

<« Red Team Tool Roundup - X

C' | & https://www.fireeye.com/blog/threat-research/2016/07/red_team_tool_roundup.html?mkt_tok=eyJpljoiT)ZNU5UVm1aVGhgTldaaylsInQiOircGZGYW

Customer Stories Blogs

(é\ FireEye

Products Solutions Services Current Threats  Partners  Support Company

- [m] has

/eVB2endDaHUzQmk0TlozdjBoblQyNzB2ky =

Language >

Search FireEye.com

Home > FireEye Blogs > Threat Research Blog > Red Team Tool Roundup

RED TEAM TOOL ROUNDUP

July 27, 2016 | by Evan Pena, Chris King, Christopher Truncer | Threat Research, Vulnerabilities

In many cases Red Team tools are not written because someone feels like writing a tool, or wakes up one moming thinking, “I want to write a tool
today”. Red Teamers generally identify tedious tasks in their methodology and then create tools that automate these tasks for current and future
assessments. As my boss likes to say, jokingly: laziness breeds ingenuity!

At Mandiant, we've developed (or significantly contributed to) a fair number of tools and scripts to make our lives easier. In order to ensure the
broader security community is aware of these tools and where to download them from, we're going to start releasing a “tool roundup” blog post on
a semi-regular basis. The intent of these blog posts is to highlight newly developed tools, or major changes to existing tools. We also make this a
fun read by including some case studies to demonstrate tool use.

Qur Red Team is frequently introduced to diverse networks, technologies, defenses, and organizational structures. Each network presents new
challenges that must be overcome, and with all clients, there is overlap with infrastructure and configuration. Existing public tools might not scale
properly in larger environments or might not help the Red Team address specific phases of an attack life cycle. The tools being discussed have
all been revised or developed in some form or fashion over the last couple of months. We hope they make your engagements easier and bring

SIGN UP FOR
EMAIL UPDATES

First Name Last Name
Email Address
Executive Perspective Blog

Threat Research Blog

Products and Services Blog

awareness to the community
Domain Enumeration
Tool: ADEnumerator (https://github.com/chango77747/AdEnumerator)

Domain enumeration is an essential task during the reconnaissance phase of the attack life cycle. When you compromise a domain-joined
system, it is fairly simple to enumerate objects from the domain using Active Directory Service Interfaces (ADSI) or the Windows “net”
commands. ADSI works well from non-domain joined systems using the “runas” command with the “netonly” switch, as shown in Figure 1. It can
be a hassle to craft detailed LDAP queries for ADSI to perform domain enumeration, so we automated this processing using raw LDAP queries in
a tool called ADEnumerator.

BN Cvindows\systerm3hernd.exe =] =
Microsoft Windows [Uersion 6.1.76811

Copyright (c> 20@8% Hicrosoft Corporation.

All rights reserved.

C:\Users\Useridrunas #netonly ‘user:corp\Peter.Parker powershell
Enter the password for corpsPeter.Parker

Attempting to start powershell as user “corpPeter.Parker" ...

C:\UserswUseri>runas snetonly susericorp-Peter.Parker pouershell

|E powershell {running as corp'Peter.Parker) |

ndous systemdZ? susers -
orp, DC=hackerplaypen, DC=comn
ndousnsystend2? $users.Children

LADSTI"LDAF:/#ou=Standard.ou=sers.ou=PenTestLal

distinguishedName : {CN=Barbara Gordon.OU=Standard.OU=Users.OU=PentestLah.DC=co
rp.DC=hackerplaypen.DC=con}

[Path : LDAP:~/CN=Barbara Gordon.ou=Standard.ou=Users.ou=PenTestLah
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Cybrary

- Cybrary's Cyber Security £ X

« C B https://www.cybrary.it

Q Welcome, Rich
MYPROFILE ~ COURSES~ OP3N~ ENPLORE- TEAMS  ADVERTISE
CYBRIARY

Published Cyber Security Blog Posts
[Product Update] Introducing Cybrary Teams

Published: Jul

By: TREVORH | Views: 55

Cybrary has been working hard to release our newest platform for individuals,
allowing them to learn and develop their cyber security skills on Cybrary together.
Drum-roll, please...Introducing Cybrary Teams! With Cybrary eclipsing the 500,000
Registered Users mark, we sought to find a way to bring people closer together to
learn, share, and grow beyond what's currently available on Cybrary. We believe
Cybrary Teams will be able to meet the needs of learning cohorts, IT/Security Teams,
... Continue Reading ==

Enjoy this Blog?
Share now!

Juliar: A Misunderstood and Underutilized Language

Published: Jul:

By: ginasilvertres | Views: 481

By Andrey Makhanov A lot of people think Juliar is a combination of julia and R
programming languages. However, that's simply not true. | originally created the
*uliar * programming language for a girl | used to love. She is a very talented artist
and really wanted to find a way to express herself. She bought many boaoks, and she
wanted ta learn how to create things on a computer. However, it proved difficult for
her to understand the books, let alone the languages. | shared her pain. Whe ...
Continue Reading >>

Tradecraft Tuesday — Fuzzing for Vulnerabilities

Published: Jul By: kylehanslovan | Views: 317

What is Tradecraft Tuesday? Every Tuesday at 12pm ET, Chris Bisnett and Kyle
Hanslovan expose the techniques used by hackers. With their 20 combined years in
offensive cyber security and digital forensics, Chris and Kyle cover a new topic each
week in a LIVE video chat. These unrehearsed conversations allow anyone to learn,
ask questions, and share their experiences from offensive and defensive
perspectives. In case you miss an episcde, each recorded session are uploaded to
Cybrary's ... Continue Reading ==

https://www.cybrary.it/blog/ 39
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Hacker News

[B] The Hacker News — Cyb

X

<«

C'  [4 thehackernews.com/#

b

Get Latest Articles to Your Inbox [E[SEEgERN )

# Home Hacking Tech Cyber Attacks Vulnerabilities Malware Spying

G+ || 1.6M B3 [1de Like 121 ]

((((c. -3The Hacker News & B 0

Security in a serious way

Supermicro SuperServer 5038D-

2FA Endpoint Protection

Hp 813874-821 10Gbase-T Sfp+ Transceiver

- 4x duo.com ServerSupply.com
Thinkmate 2FA + Advanced Endpoint Security. Next Always Free Ground Shipping USA 48, Special Discount for Retumn Customers
$345.00 Generation 2FA Just Got Better s8z080

End of SMS-based 2-Factor Authentication; Yes, It's

Insecure!
[ Wednesday, July 27, 2016 & Mohit Kumar

G+ 63 e Like 11K m 2157

W Tweet | 314 | Share < 21| |[H share

ALIEN YAULT
2560

SMS-based Two-Factor Authentication (2FA) has been
declared insecure and soon it might be a thing of the past.
Two-Factor Authentication or 2FA adds an extra step of

Beginner's Guide to

Detection Tools

KeySniffer Lets Hackers Steal Keystrokes from Wireless

Keyboards

A wednesday, July 27, 2016 & Mohit Kumar

G+ 19 msgg W Tweet 39 [ share || 12| [H share 810

Open Source Intrusion \

entering a random passcode sent to you via an SMS or call
. DOWNLOAD FREE GUIDE »
when you log in to your [...]

Supermicro
SuperServer
5038D-I - 4x...

Radio-based wireless keyboards and mice that use a
special USB dongle to communicate with your PC can
expose all your secrets - your passwords, credit card
numbers and everything you type. Back in February,

researchers from the Internet of things [...]
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Housekeeping

1. Send me your student survey & agreement today.
2. Lab 1 due by 11:59PM (Opus time) tonight.

3. Last day to drop/add is this Saturday.
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Change your default
password on Opus
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Roll Call
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If you are attending class by watching the recordings in the
archives email the instructor at: risimms@cabrillo.edu to
provide roll call attendance.
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Navigating SANS Pen Test Cheat Sheets for Fun
and Proft

Thursday, September 8th, 2016 at 11:00 AM (11:00:00 EDT/US Eastern)
Ed Skodis

You can now attend the webcast using vour mobile device!

Awvailahle on the . Gef it on

[ ¢ App Store P oogle play

Overview

Extral Extral Get yer SANS Pen Test cheat sheets herel As you may have noticed, SANS Pen Test Authors and
Instructors have been on a tear lately, releasing numerous cheat sheets to help people build valuable skills.
Recent releases include topics such as PowerShell, Scapy, Nmap, Metasploit, and a whole bunch more. In this
engaging webcast, Ed Skoudis will take you on a tour of some of the most useful tips and ideas of these cheat
sheets. Five essential things to know about PowerShell? We got that. The most useful Scapy options at a
glance? Got that too. The syntax for Netcat client-to-client relays? Yep. Some late-breaking Metasploit kung
fu? Oh yes. Well also look at ways you can use the cheat sheets in your work and we might even go over
some useful origami tricks. Ed will also solicit ideas from you on new cheat sheets youd like to see.
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OSI and TCP/IP Models

OSI Model TCP/IP Model
7. Application
HTTP, FTP,
SMTP, SSH, o
6. Presentation SSL, POP3, Application Data
Telnet
5. Session
Layer 4 4. Transport TCP, UDP Transport Segments
Layer 3 3. Network {7 IP’;i%DICMP’ Internet Packets
Layer 2 2. Data Link PPP, ATM, Frames
Ethernet, 802.11 Network
Layer 1 1. Physical DSL, ISDN, RS-232 Access Bits

Open Systems

Interconnection model

Model used to

build the Internet
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N |
NoSweat I
gateway

and firewall

“Microlab Network”

\_

.160

EH-Centos
Web Server

~

J

172.30.5.0/24

“Server Network” / — \

172.30.10.0/24

| raf:f2:c3 EH-WinXP-05
.201

1 EH-Pod-05

"EH-Pod-05 Network"
10.76.5.0/24

EH-pfSense-05
gateway

and firewall EH-TBD-05

49
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HTTP Application Example

Kali browsing a web page on EH-Centos

=3 EH-Kali-05 on

File View VM
mreeebde e

Applications v Places v P Firefox ESR « Tue 11:03

CIS 76 - Mozilla Firefox

i) | http://eh-centos

- P 5 Most Visited v [l Offensive Security S\ Kali Linux S Kali Docs "% Kali Tools EBExploit-DB W Aircrack-ng

CIS 76

7 Hacking without permission is a crime!
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Encapsulation —

<IDOCTYPE html=%n
<html=\n
<head=>\n
<title>CIS 76</title>\n
</head=\n
<hody=%n
=h1=CIS 76</h1=\n
=p=Hacking without permission

4-Transport

</body=%\n
</ html=%n

Port: 80 y % %

ﬁ< Port: 54788 Application
P Layer

IP: 172.30.10.160 1 |

3-Network

IP: 10.76.5.150 Layer
(after NAT)

MAC: 00:50:56:af:f2:c3
(on the router)

MAC: 00:50:56:af:e6:bd 2-Link

Layer

1-Physical layer >1
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172.30.10.0/24

EH-Centos EH-pfSense-05 EH-Kali-05
Web Server gateway

and firewall

No.  Time Source Destination Protocol Leng Info

41 19.321087319 10.76.5.150 abrisedolpallofall #1) HTTF 68 GET / HTTR/1.0
43 19.322348239 172 .30.10.160 1g.76 5.150 490 HTTP/1.1 200 0K

» Frame 43: 490 bytes on wire (3920 bits), 490 bytes captured (3820 bits) on interface O
* Ethernet II, Src: ¥Ymware_af:f2:c3 (00:50:56:af:f2:c3), Dst: vmware_af:e6:bd (00:50:56:af e6:bd)
» Destination: vmware_af:e6:bd (00:50:56:af;e6:hd)
» Source: Vmware_af:f2.c3 (00:50:56:af:f2:c3)
Type: IPv4 (0x0880)
» Internet Protocol Version 4, Src; 172 30.10.160, Dst: 10.76.5.150
» Transmission Control Protocol, Src Port: 80 (80), Dst Port: 54788 (54788), Seq: 1, Ack: 19, Len: 424

<IDOCTYFPE html=“\n
<html=%n

<head=%n
<title>CIS 76</title>\n
</head=\n

e Wireshark View

<h1=CIS 76</h1=\n A
<p>Hacking without permission 1s a crime!</p>\n On Kall
</bhody=\n
=/html=%n
“n

52



o Colhleg CIS 76 - Lesson 2 _. ' ﬁ l ' lw

Wireshark Follow TCP Stream View On Kali

%) EH-Kali-05 on M=l
File view WM
m b 8o 6 he @ e

ark = A0~
Wireshark - Follow TCP Stream (tcp.stream eq 3) - wireshark_pcapng_eth0_20160%0.. @ & & —E O

Applic

S R T7R/1. 1 200 OK

‘ . - @ Date: Tue, 06 Sep 2016 02:24:27 GMT

= = Server: Apache/2.2.15 (Cent0S)
Last-Modified: Fri, 02 Sep 2016 19:20:24 GMT
ETag: "22044-0c-53b8b38e1948a"

MNo.  Time Accept-Ranges: bytes %

19 10. 547102053 Content-Length: 156 in=29200 Len=0 M.

Connection: close i
g dig), BigiEne content-Type: text/html; charset=UTF-8 T Al T,
.54758267 ck=1 Wi 9312 L.

SR

:u’=tcp.stream eq3 B - Expression..  +
s -

<IDOCTYPE html=>

<html=>
. <head=>
. 775090801 <title>CIS 76</title> ck=17 Win=148592 ..
41 19.32108731 </head=>
42 19,322005417F <hody= ck=19 Win=14592 ..
0,32234823¢ <h1>CIS 76</h1=> tml)
. 322361391 <p=Hacking without permission is a crime!</p=> Ack=425 Win=3033.. |
</body=
» Frame 43: 420 h </html>
v Ethernet II, Sr thd)

» Destination: GET / HTTR/1.0

= Source: Vmwa
Type: IPv4 (d

» Internet FProtoc
= Transmission Co Len: 424
» Hypertext Trans
» Line-based text

1 dient pkt(s), 2 server pki(s), 1 tumn.

_v| Show data as |ASCIl v/ Stream 13 :I
Find: | | [ Find Next

{ [ Help | Hide this stream | | Print || Saveas.. || Close |
O 7 wireshark_pcd Ii’ ke tbls stran J__poot_J Saieas R_Close |[(0.0%) Profile: Default

|Entire conversation (442 bytes)
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OSI and TCP/IP Models

Interconnection model

build the Internet

OSI Model TCP/IP Model
7. Application
HTTP, FTP,
SMTP, SSH, o
6. Presentation SSL, POP3, Application Data
Telnet
5. Session
Layer 4 4. Transport TCP, UDP Transport Segments
Layer 3 3. Network {7 IP’;i%DICMP’ Internet Packets
- 1 0 1 71 )
Layer 2 2. Data Link PPP, ATM, Frames
Ethernet, 802.11 Network
Layer 1 1. Physical DSL, ISDN, RS-232 Access Bits
\_ J
Open Systems Model used to
55
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| Ethernet Il Frame

|
|
|
|
|
|
|
l
I
|
|
|
|
_— 1

| Gap ,Preamble DST MAC | SRC MAC | Type Payload CRC
12 8 6 6 2 ) 46-1500 9
: e
|
: ) http://www.tamos.net/~r
— IPvaPacket — [EREEREEEE
Note the MAC addresses and [ Jror e |
type of payload 20 20 6-1460
MNo.  Time Source Destination Frotocol Leng Info

41 19 321!3!8?319 10.76.5.150 172.30.10.160 HTTP 68 GET / HTTF’.f’l o}
172.30. 490 HTTP/1.1 200 OK ( /html)

' » Frame 43: 490 bytes on wire (3920 bits} 490 bytes captured (3929 bits) on 1nterface B
Ethernet II, Src:. Vmware af:f2:c3 (O0:50:56:z .f2:c3), Dst: Vmware_af:e6:bd (00:50:56:¢ G hd)

= Source: Vmware_af: 2. c3 (GG 50 56 af f2 c3)
Type: IPv4 (Ox0800)
Frotocol version s PR o s B S| o [ ] b 1 0 P B

I8 #6510

» Transmission Control Protocol, Src Port: 80 (80), Dst Port: 54788 (547¥88), Seq: 1, Ack: 19, Len: 424
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Layer 2 - Ethernet MAC Address

Layer 2 defines how the streams of bits are organized into frames.
In Ethernet each frame has a source and destination MAC address.

MAC (Media Access Control) addresses came from the original Xerox
Ethernet addressing scheme.

A MAC address has 48 bits (6 octets).
« e.g. 00:50:56:af:eb6:bd
* Note the use of hexadecimal digits to specify the octets.

First three octets are the OUI (Organizationally Unique Identifier).

Last three octets are unique to the NIC (Network Interface
Controller).
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Layer 2 - Ethernet MAC Addresses on VMs

= VvIT=I OTvIiteE DrEpTTECared TAC ,ﬁ,ddress
@ SCSIcontroller 0 L5I LogicParallel T
@, CD/DVD drive 1 [disk-ulL-1] I50s/pfSen... B 00:50:56:af:f2:c3
= Hard digk1 Virtual Disk * Automatic (&
& Floppy drive 1 Client Device
BB Network adapter 1 uLab Met —DirectPath 1j0
EB} Network adapter2 EH-Pod-05 Met | Status:
—Metwork Connection —|
EH-pfSense-05 Network label:
LAN Interface |EH-Pod-05 Net
ST wepreca e
controller aravirtua
00:50: 56:af:e6:bd . . . . .
% CD/DVD drive 1 [ fusrflibfvmwarefisai... I e 00:50:56:af:eb6:bd
= Hard dizk1 Virtual Dizk * Automatic ()
& Floppy drive 1 Client Device
Ef MNetwork adapter 1 EH-Pod-05 Net | —DirectPath [jO
Status:
To activate DirectPath 11
select Memory Settings 1
EH-Kali-05 _
—Metwork Connection ——
Metwork label:
|EH-Pod-05 et

Use "Edit Settings" to view MAC addresses on the network adapters 58
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egst. 1659 N

https://www.wireshark.org/tools/oui-lookup.html

- [}
‘ Wireshark . OUl Lookup T X

€« C' | @ https://www.wireshark.org/tools/oui-lookup.html 7% 0O

*

/T
WIRESHARK

s

0OUl Lookup Tool

The Wireshark OUl lookup tool provides an easy way to look up OUls and other MAC address prefixes. It
uses the Wireshark manufacturer database, which is a list of OUls and MAC addresses compiled from a
number of sources.

Directions:
Type or paste in a list of OUls, MAC addresses, or descriptions below. OUls and MAC addresses may be
colon-, hyphen-, or period-separated.

Examples:
0000.0c

08:00:20
01-00-0C-CC-CC-CC
missouri

OUl search
00:50:56:af:e6:bd

e
Results
00:50:56 VMware, Inc.
J

aull CAJ q
- A&

There are many MAC Lookup
tools available on the Internet to
identify the company producing
the network device

tools

https://www.wireshark.or

oui-lookup.html|

OUl search
00:50:56:af:e6:bd

Results

00:50:56 VMware, Inc.
59
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MNo. Time Source Destination Protocol Length Info
10.000000000 HEGR T s r BT ) 10.76.5.1 ICMF 98 Echo (ping) request 1d=0x1f77, seq=1/256,
“ 2 0000379456 10.76.5.1 10.76.5,150 ICMP @8 Echo (ping) reply 1d=0x1f77, seq=1/256,

v

Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface O
Ethernet II, Src: Vmware_af:e6:bd (00:50:56:af:e6:bd), Dst: Vmware_af:f2:c3 (00:50:56:af:f2:c3)

» Destination: Vmware_af:f2:c3 (00:50:56:af:f2:c3) 4\
= Source: Vmware_af: e6:bd (00:50:56:af:e6:bd) - -

Type: IFv4 (Ox0800) EH pfsense 05 NIC
Internet Protocol version 4, Src: 10.76.5.150, Dst: 10.76.5.1
Internet Control Message Protocol

4

¥V

EH-Kali-05 NIC

© ¥ wireshark_pcapng_eth0_20160903151049_5BfPkm Packets: 2 - Displayed: 2 (100.0%) Profile: Default

root@eh-kali-05: ~

File Edit View Search Terminal Help
:~# ping -cl 10.76.5.1
PING 10.76.5.1 (10.76.5.1) 56(84) bytes of data.
64 bytes from 10.76.5.1: icmp seq=1 ttl=64 time=0.413 ms

Pinging the pfSense VM

1 packets transmitted, 1 received, 0% packet loss, time Oms from the Kali VM
rtt min;avgfmaxfmdjﬁ = 0.413/0.413/0.413/0.000 ms
s ~#

- 10.76.5.1 ping statistics ---
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Example Mac Address Filtering

ASUS RT-AC66U MAC Filtering

/iSUS RT-AC66U Logout Reboot English

. Operation Mode: Wireless router Firmware Version: 3.0.0.4.372 67 SSID: ASUS ASUS 5G < 5
Quick Internet

T ._[
, Setup

Firewall - MAC Filter

General

MAC filter allows you to accept or deny network access for devices with specific MAC addresses.
Network Map You can set the MAC filter to the Accept or Reject mode.

In the Reject mode, devices in the list are denied access to the network. ThIS ro Uter

Guest Network In the Accept mode, only the devices that are in the list can access the network. The devices that are not in the list are denied
access to the network. enables MAC

- Traffic Manager Basic Config address ﬁ/tering
MAC Filter Mode Disabled v to Accept or

- MAC filter list (Max Limit : 32) RejeCt' MAC

7B appiication MAC address Add / Delete addr‘esses

AiCloud @

No data in table.

Parental control

Advanced Settings

Apply

= wWireless

61
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EX

ample Mac Address Filtering

Cisco Aironet 1300 Series Outdoor Access Point

APPLY FILTERS

Y§ MAC ADDRESS FILTERS IP FILTERS

i

ETHERTYPE FILTERS 1

SERVICES

Telnet’'SSH

CDP

DNS

Filters

HTTP

Proxy Mohile IP

QoS

SNMP

NTP

WLAN

STP

ARP Caching

_  Hostname bridge

bridge uptime is 1 day, 23 hours, 26 minutes

Services: Filters - MAC Address Filters

Create/Edit Filter Index: |< MNEWY > v]

Filter Index: |

Add MAC Address: Mask: |UUUU.UUUU4DDUU Action: IForward vl Addl

(HHHH.HHHH.HHHH)

Default Action:

Filters Classes:

Block All 'I

(700-799)

Configuring
address filters
on a Cisco
Access Point

{HHHH. HHHH. HHHH)

Delete Class |

117028

rscl237,

Zfilt.html

62
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Layer 2 - MAC Address Spoofing

Why would a hacker do this?

Create an anonymous identity for a network device.
Impersonate another network device.
Gain unauthorized access to services.

Bypass access control lists that allow and block
specific MAC addresses.

https://en.wikipedia.org/wiki/MAC_spoofing
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Live demo

https://simms-

teach.com/docs/cis76/cis76-MAC-
spoofing.pdf

65
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ARP - Address Resolution Protocol

ARP uses layer 2 for transport but unlike IP has no headers and is not
routable.

Before an IP packet can be sent the sender needs to know the MAC
address of either:

« The destination device if it is on the same subnet.

« The next-hop router if the destination is on a remote network.

The sender "shouts out" (broadcasts) to the subnet "Who has such and
such IP address"

The IP address owner sends back (unicast) the MAC address.

The sender can then encapsulate the IP packet into an Ethernet frame and
send it to the appropriate MAC address.

Devices will temporarily save IP/MAC pairs in an arp cache for reuse.

ARP has been replaced by Neighbor Solicitation & Advertisement in IPv6.
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“Server Network”
172.30.5.0/24

E .20

:e6:bd
fe80::92be:37:682a:33cl

“Microlab Network”

172.30.10.0/24 :63:bb

fe80::250:56ff:feaf : 63bb

160 _ —
= == I 1 EH-WinXP-05
E ===ms - EH-Pod-05 ’ 201

EH-Centos EH-pfSense-05 EH_igd;gSS g/ezté\{vork

gateway

and firewall EH-TBD-05
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ARP Example - getting Kali VM MAC

WinXP VM requests the MAC address of the Kali VM before pinging

0. 00000000 vmware_aft:16:3a Broadcast ARP 42 who has 10.76.5.1507 Tell 10.76.5.201

0. 00029100 vimware_at :e6:bd vimware_at:16:3a ARP 60 10,76,5.150 is at 00:50:56:af:eb6:bd

O, 00030700 10, 76,5, 201 10,.76.5.150 ICMP 74 Echo (ping) reguest dd=0x0200, seq=33258/13, ttl=128 (r
O, 00049500 10, 76, 5,150 10,765,201 ICMP 74 Echo (pingd reply Jd=0x0200, seq=3328/13, ttl1=64 (re

WinXP Wireshark view

o CAWINDOWS\system32\cmd. exe

Ciwrarp —a
Mo ARPF Entries Found

C:w>ping 18.76.5.158

Pinging 18_.76.5_.158 with 32 hytes of data:
18.76.5.158: byte=s=32 time<imsz TIL=64
18.76.5.158: bytes=32 time<ims TIL=6(4

18.76.5_158: bhytes=32 time<ims TIL=64
Reply from 18.76.5.158: hytes=32 time<imz TTL=64

Ping statistics for 18.76.5.158:
Packets: Sent = 4. Received = 4, Lost = B {8 loss),

Approximate round trip times in milli—seconds: NOl’ice the
Minimum = Bmz. Maximum = Bmz. Average = BUms .
arp cache is
C=“>arp —a / t d
Interface: 18_.76.5_2001 —— Bx2 p?pu ahe .
Internet Address Phyzical Address Type
18.76.5.158 BA-58-56—af—eb—hd dynamic d ter t_e 'Dlng
e operat/on

70
WinXP command line
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ARP Example - getting Kali VM MAC (drill-down)

0. 00000000 vmware_aft:16:3a Broadcast ARP 42 who has 10.76.5.1507 Tell 10.76.5.201

0. 00029100 vimware_af :e6:bd vimware_aft:16:3a ARP 60 10,76,5.150 is at 00:50:56:af:e6:bd

0. 0003070010, 76,5, 2001 10, 75.5.150 ICMP 74 Echo (ping) request dd=0x0200, seq=3328/13, ttl=128 (r
0. 00049590010, 76, 5.150 10, 76.5.201 ICMP 74 Echo (pingd reply 1d=0x0200, seq=3328/13, ttl1=64 (re

F Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
= Ethernet II, sSrc: wmware_aft:16:3a (00:50:56:af:16:3a), Dst: Broadcast (Ff:ff:ff:ff:Ff:Ff)
® Destination: Broadcast (Ff:ff:ff:ff:FF:Ff)
® source: wmware_af:16:3a (00:50:56:af:16:3a)
Twpe: ARP (Ox03057
=laddress Resolution Protocol (request) |

Protoce] Type. TP COXOB00) Who has 10.76.5.150,
dardvare size: 6 tell 10.76.5.2017

Protocol size: 4
opcode: reguest (1)
Ssender Mac address: vmware af:16:3a (00:50:56:af:16:3a)

Sender IP address:|10.76.5.200L0010.76.5.201)
Target Mac address: 00:00:00_00:00:00 C00:00:00:00:00:000

Target IF address:llﬂ.?ﬁ.5.150](10.?6.5.150)

F Frame 2: &0 bytes on wire (480 bits), &0 bytes captured (480 bits) on interface 0
= Ethernet II, src: vmware_at:e6:bd (00:50:56:af:e6:hd), Dst: wvmware_af:16:3a (00:50:56:af:16:3a)
# restination: vmware_af:16:3a (00:50:56:af:16:3a)
# source: vmware_at:ed:bd (00:50:56:af:26:hd)
Type: ARP (0x0506)

00000000
ElAddress Resolution Protocol (reply)

Hardware tType: Ethernet (1)

Protocol type: IP (0x0800) Ido,itisat 10.76.5.150 is at
s S1s 8 00:50:56:af:e6:bd

Protoco]l size: 4
opcode: reply (20
sender MAC address: vmware_af:ef:bd [00:50:56:af:26:hd))
sender IP addressi 10.76.5.150 IlO.?ﬁ.S.lSOj

Target MAZ address: Vmware_at:16:3a (00:50:56:af:16:3a) 71
Target IF address: 10.76.5.201 (10.76.5.201)
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ARP Example - getting OWASP VM MAC

WinXP VM requests the MAC address of the OWASP VM before pinging

Time Source Ciestination Protocol  Length  'Info

0. 00000000 vmware_at:16:3a Broadcast ARP 42 who has 10.76,.5.1017 Tell 10.76.5. 200

0. 00037300 vmware_at 163 :hh vimware_at:16:3a ARP G0 10.76,.5.101 is at 00:50:56:af:63:hh

0, 0003900010, 76, 5. 200 10,76, 5.100 ICMP 74 Echo (ping) request id=0x0200, seq=4352/17, ttl=128 (r
0. 0005240010, 76,5.100 10.768.5. 200 ICMP 74 Echo (ping) reply id=0x0200, seq=4352/17, ttl=84 (re

WinXP Wireshark view

e CAWINDOWSAsystem32cmd. exe

C=“>arp —a
Mo ARF Entriesz Found

C=w>ping 18.76.5.1681

Pinging 18.76.5.181 with 32 hytes of data:
18.76.5.181: bytez=32 time<lmsz TTIL=64
18.76.5.181: bytez=32 time<imsz TIL=64

18.76.5.181: hytes=32 time<ims TTL=f4
Reply from 18.76.5.181: bytes=32 time<lms TTL=64

Ping statistics for 18.76.5.181:

Packetz: Sent = 4. Received = 4, Lo=st = 8 (@ loss),
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = Bms, Average = Bms

Cosrarp —a

Interface: 18_.76.5_201 —— Oz
Internet Address Phyzical Address Tupe
18.76.5.181 BB-58-56—af—-63—-hh dynamic

L= ™2

WinXP command line

Notice the
arp cache is
populated
after the ping
operation
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ARP Example - getting OWASP VM MAC (drill-down)

Tirne: Source Destination Protocol — 'Length /Info

0. 00000000 vmware_at:16:3a Broadcast ARP 42 who has 10.76.5.1017 Tell 10.76.5.201

0. 00037300 vinware_at 163 :hh vimware_af:16:3a ARP 60 10.76.5.101 4= at 00:50:56:af:63:hb

0, 0003900010, 70, 5. 200 10,768, 5.100 ICMP 74 Echo (ping) request 1d=0x0200, seq=4352/17, ttl1=1Z8 (r
0, 0005240010, 70, 5.101 10,768, 5.200 ICMP 74 Echo (ping) reply id=0x0200, seq=4352,/17, ttl=564 (re

H Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
= Ethernet II, sSrc: wmware_af:16:3a (00:50:56:af:16:3a), Dst: Broadcast (Ff:ff:ff:ff:ff:Ff)
F Destination: Broadcast (ff:ff:ff:ff:fF:FF)
F source: wmware_af:16:3a (00:50:56:af:16:3a)
Twpoe: ARP (0w0R067

Ehddress Resolution Protocol (reguest) ]
ardwar e Lype . er et L)

Protocol type: IP (Ox0800) Who has 10. 765101,
Haroware sizes 6 tell 10.76.5.2017

Protocol size: 4

opcode: reqguest (1)

sender MaAC addressg pembipeifega] 5232 (00:50:56:aT:16:32)
sender IP address:10.76.5.201)¢10.74.5.201)

Target MAC address 000000 00:00:00 (00:00:00:00:00:000
Target IP address:|10.76.5.101)¢10.76.5.101)

F Frame 2: 60 hytes on wire (480 bits), &0 bytes captured (480 bits) on interface O
= Ethernet II, Src: vmware_at:63:bbh (00:50:56:aT:63:0kh), Dst: vmware_af:16:3a (00:50:56:af:16:3a)
 Destination: vmware_af:16:3a (00:50:56:aT:16:3a)
@ Source: wvinware_af:63:hbb (00:50:56:af:63 bk
Type: ARFP (0xOB0&)
Padding: 000000000000 000000000000000000000000
BIAddress resolution Protocol (replyd I

Hardware type: Ethernet (1)

Protocol typa: IF (0x0800) Ido, itisat 10.76.5.101 is at
S g 00:50:56:af:63:bb

opcode: reply €20
sender MAC address; vmware_af:63:bh[(00:50:56:af:63:bh)|
sender IP address: (10,76, 5. 100) 73
Target MaAC address: Vmware_af:16:3a (00:50:56:af:16:33)
Target IP address: 10.76.5.201 (10.76.5.201)
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ICMPv6 Neighbor Solicitation Example
Kali getting OWASP VM MAC

Kali Wireshark view

No. Time Source Destination Protocol Leng Info

2 .048792053 2 13786 ;1. ffaf:63bb ICMPvE 86 Neighbor Solicitation for fe80::.250.56ff:f.
3 60.049136713 feB80:.:250:561f;.. feBO:.92be:37.68. ICMPvE 86 Neighbor Advertisement fe80..250:.56ff: feaf..
4 60,049155306 feB80::92he:37:6.. feB0;.250:56ff:f. ICMPvE 118 Echo (ping) request id=0x5691, seq=1, hop .
=
5]

60.049331414 feB80:.250.56ff:. feB0::92be.37.68.. ICMPvE6 118 Echo (ping) reply id=0x5691, seq=1, hop 1li.
61.049723000 fe80:.92be:37:6. feB0::250:56ff:f. ICMPvE 118 Echo (ping) request 1id=0x5691, seq=2, hop .
7 61.049953479 feB80::250:56ff;.. feB80::92be:37:68.. ICMPv6 118 Echo (ping) reply id=0x5691, seq=2, hop li.. +

» Frame 2: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface O
v [EChERnet I S Srcs WmNa rER AT eBbol fREs0EE &l ER hd) S BsE . IRvEmeas i al B3t Db 123 335 LG d i ha ]
> Destination:[TEMGmcast_ff:af:BS:bb (33:33:ff:af:53:bb)]
= Source: Vmware_atT:et:bd (00D:50:56:af:e6:bd)
Type: IPvGE (0x86dd)
v Internet Protocol Yersion &, Src: feB0::92he:37.682a:33cl, Dst:[ffaz::i:ffaf:GEbb ]
P1ie .... = Version: 6§

LG o [ololololoTole BimNaie i e e i e
S . DDEOD DRDD QOO0 DOOE 00O
Fayload length; 32
Mext header: ICMPvE (58)

Traffic class: Ox0Q@ (DSCP: CS0, ECMN: NoLt-ECT)
Flowlabel: OxQOR00000

:~# pingb -c2 TeB80::250:56T7f:feaf:63bb
PING fe80::250:56TT:feaf:63bb(fe80::250:567f:feaf:63bb) 56 data bytes

Hop limit: 255 64 bytes from fe80::250:56fF:feaf:63bb%eth0: icmp seq=1 ttl=64 time=0.233 ms
Source: fe80::92be:37:682a:33cl 64 bytes from fe88::250:567f:feaf:63bb%eth®: icmp seq=2 ttl=64 time=0.402 ms
Destination: ffo2::1:ffaf:63bb -
[Source GeoIP: Unknown] --- feB0::250:56ff:feaf:63bb ping statistics ---
[Destination GeolIF: Unknown] 2 packets transmitted, 2 received, 0% packet lo time 999ms
v Internet Control Message Frotocol vE rtt min/avg/max/mdev = 0.233/0.317/0.402/0.086 m

Type: MNelghbor Solicitation (135) :~# ip -6 neighbor show
Code: O Te80::250:56TT:Teaf:63bb dev eth® 1laddr 00:50:56:af:63:bb REACHABLE
Checksum: Oxefd9 [correct] :~#
Reserved: 00000000 . i
lTarget Address: fe80::250:567f:feaf:63bb] Kali command line

S TFw ption (source link-layer address : 00:50:56:af:e6:bd)

74
Notice the multicast solicitation is asking for the MAC address of the OWASP VM
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ICMPv6 Neighbor Advertisement Example
Kali getting OWASP VM MAC

Kali Wireshark view

No.  Time Source Destination Protocol Leng Info =
2 60.048792053 fe80;:92be:37:6.. ffo2:.1:ffaf:63bb ICMPvE 86 Neighbor Solicitation for feB0::250:56ff: f.
3 049136713 p o L R ::92be:37:68.. ICMPvE 86 Neighbor Advertisement fe80:;250.56ff: feaf..

4 60,049155306 feB80;:9Zbe:37:6.. fe80;.:250;5&6ff;f.. ICMFvE 118 Echo (ping) reguest 1d=0x5691, seg=1, hop .
5 60.049331414 feB0;;250;56ff;.. fe80;:92be:37:68. ICMPFvE 118 Echo (ping) reply 1d=0x5691, seg=1, hop 1i..
6 61.040723000 feB80;:92Zbe:37:6.. fe80;.250;5&6ff;f. ICMPvE 118 Echo (ping) reqguest 1d=0x5691, seg=2, hop .
7 61.049953479 feB0;:250:56ff;.. fe80;:92be:37:68.. ICMPvE 118 Echo (ping) reply 1d=0x5691, seq=2, hop li.. &

» Frame 3: 86 bytes on wire (688 bits), 86 bytes captured (688 bits) on interface 0
v Ethernet II, Src: Vmware_af:63:bb (00.50:56:af:63:bb), Dst: Wmware_af:e6:bd (00.:50:56:af:e6:bd)
» Destination: vmware_af:e&:bd (00:50:56:af:e6:hd)
» Source: Vmware_af:563:bb (00:50:56:af:63:bb)
Type: IPvG (Ox8&6dd)
v Internet Protocol Version 6, Src: fe80::250:56ff: feaf:63bb, Dst: fe80::92be:37:682a:33cl
0110 .... = ¥version; 6
i ol oo o fi oo o] o BREEREEEE
. DORED 0000 ERRE 0ORE DRO
Fayload length; 32

Traffic class: OxEO (DSCF: CSO, ECM:; MNoL-ECT)
Flowlabel: 0x00000000

MNext header: ICMPvE (58) h- :~# pingb -c2 fe8 ::250:56ff:feaf:63bbl
Hop limit: 255 PING feB80::250:56ff:feaf:63bb(fe :250:56Tf:feaf:63bb) 56 data bytes
Bolree. TeBR: 250-567F feaf:B3Eb 64 hytea Trom fe80::250:56ff:feaf:63bb%eth®: icmp seq=1 ttl=64 time=0.233 ms
(Source SA MAC: Vmare_af:63:bb (00:50: KMl £ tice the neighbor list on Kali is populated now -
DEStlnatlon: feaO: :sze :3?:682a:33C1 ICTUV . s LIV UL (L= N} JIJIJ llJ_lllJ SJLULLOLLYD - p p
[Source GeolIP: Unkhown] 2 packets transmitted, 2 received, 8% packet 1055, time 999ms
[Destination GeoIP: Unknown] rtt min/ava/max/mdev = 0,233/0.317/0. 402 /0.086 ms
v Internet Control Message Protocol vé :~# ip -6 neighbor show

Type: Meighbor Advertisement (136) Te80::250:567T:feaT:63bb dev eth® 1laddr 00:50:56:aT:63:bb REACHABLE
Code: @ |
Checksum: 0xb90f [correct]

» Flags: 0x60000000 Kali command line
Taroet addrece  fogm: oo -oeff- foaf S2bh

» ICMPv6 Option (Target link-laver address : 00:50:56:af.63:bb) 75

Notice the advertisement contains the OWASP MAC address
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Background on ARP Spoofing

Routing under normal operation

LAN Hub/ LAN A
User switch Gateway

Routing subject to ARP cache poisoning

LAN Hubf LAM P
User switch Gateway .

Malicious
Lser

Source: By 0x55534C - Own work, CC BY-SA 3.0,
https://commons.wikimedia.org/w/index.php?curid=15034709 77
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ARP Spoofing

= - [m] X
W ARP spoofing - Wikipedi= X

aw O =|

& Notlogged in Talk Contributions Create account Login

€ - C | https://enwikipedia.org/wiki/ARP_spoofing

B P

Article Talk Read Edit View history |Search Q
> - o d®
WIKIPEDIA L, Wiki Loves Monuments: The world's largest photography competition is now
The Free Encyclopedia »  open! Photograph a historic site, learn more about our history, and win prizes.
Main page .
i ARP spoofing

Featured content
Current events
Random article
Donate to Wikipedia
Wikipedia store

Interaction
Help
About Wikipedia
Community portal
Recent changes
Contact page

Tools
What links here
Related changes
Upload file
Special pages
Permanent link
Page information
Wikidata item
Cite this page

Print/export
Create a book
Download as PDF
Printable version

From Wikipedia, the free encyclopedia

This article needs additional citations for verification. Please help improve this
@ article by adding citations to reliable sources. Unsourced material may be
challenged and removed. (January 2012) (Learn how and when to remove this template

message)

In computer networking, ARP spoofing, ARP cache poisoning, or
ARP poison routing, is a technique by which an attacker sends
(spoofed) Address Resolution Protocol (ARP) messages onto a
local area network. Generally, the aim is to associate the attacker's
MAC address with the IP address of another host, such as the
default gateway, causing any traffic meant for that IP address to be

sent to the attacker instead. w \'/ w |, a

ARP spoofing may allow an attacker to intercept data frames on a

network, modify the traffic, or stop all traffic. Often the attack is s
used as an opening for other attacks, such as denial of service,
man in the middle, or session hijacking attacks.[']

Routing under normal ration

.= B ﬁ
User switch Gateway

Routing subject to ARP cache poisoning

A successful ARP spoofing (poisoning) attack &
allows an attacker to alter routing on a network,

The attack can only be used on networks that use the Address effectively allowing for a man-in-the-middie attack.

Resolution Protocol, and is limited to local network segments.[2]

Contents [hide]

Wiki article on ARP spoofing

78


https://en.wikipedia.org/wiki/ARP_spoofing

CIS 76 - Lesson 2

Live demo

arp-poison. pdf
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Network Layer

Rick Gra=ziani

Cabrillo College

OS5I Model TCP/IP Model
7. Application
6. Presentation Application
5. Session
4. Transport Transport

[ 3. Network

Internat

2. Data Link

1. Physical

Network
Access

RS: More on Layer 3 tonight
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0 15 16 3L
4-hit 4-bit 8-bit Type Of
Version | Header Service 16-bit Total Length (in bytes)
Length (TOS)
3-bit
16-bit Identification Flags 13-bit Fragment Offset
8 bit Time To Live 8-bit Protocol 16-bit Header Checksum
TTL L
IP Header
32-bit Source IP Address
32-bit Destination IP Address

Options (if any)

Application
Header + data

Data

RS: showing how
encapsulation works
without the envelopes
and postman this time
82




Addressing

192.168.100.99 Source IP = 192.168.100.99

Destination IP =172.16.3.10

Source IP =172.16.3.10
Destination IP =192.168.100.99

® Source IP Address
® Destination IP Address

® More later!

Rick Graziani
Cabrillo College

172.16.3.10

RS: Layer 3 is where IP addresses are [

used. They are put in the header of the
layer three packets.
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Network Layer Protocols

« Internet Protocol version 4 (IPvd)

= Internet Protocol version 6 (IPve)

«  Novell Internetwork Packet Exchange (IPX)

« AppleTalk

« Connectionless Network Service (CLNS/DECHNet)

e The Internet Protocol (IPv4 and IPv6) is the most widely-
used Layer 3 data carrying protocol and will be the focus of
this course.
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Connectionless

IP packets are sent without notifying the end host that they are coming. (Layer 3)

— TCP: A connection-oriented protocol does require a connection to be
established prior to sending TCP segments. (Layer 4)

- UDP: A connectionless protocol does not require a session to be established.
(Layer 4)
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Best Effort Service (unreliable)

IP Packet IP Packet )
IP Packet IP Packet J
IP Packet T
Packets are routed through Some packets may be
the network quickly. lost enroute.

The mission of Layer 3 is to transport the packets between the
hosts while placing as little burden on the network as
possible.

— Speed over reliability
Layer 3 is not concerned with or even aware of the type of
data contained inside of a packet.

— This responsibility is the role of the upper layers as required.
Unreliable: IP does not have the capability or responsibility
to manage or recover from, undelivered or corrupt packets.

— TCP’s responsibility at the end-to-end hosts

86



“— Rick Gra=ziani
Cabrillo College
IP Header

[—— Byte 1 | Byte2—|— Byte 3 | Byte 4

Packet Length

Fragment Offset

tesonr Cnackum

IP Destination Address

— 32-bit binary value that represents the packet destination
Network layer host address.

IP Source Address

— 32-bit binary value that represents the packet source Network
layer host address.
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IP’s TTL - Time To Live field
—— Byte 1 | Byte2— | Byte 3 | Byte 4

Packet Length

Fragment Offset
Decrement by 1, if O

Padding

e If the router decrements the TTL field to O, it will then drop the packet (unless the
packet is destined specifically for the router, i.e. ping, telnet, etc.).

e Common operating system TTL values are:
- UNIX: 255
— Linux: 64 or 255 depending upon vendor and version
- Microsoft Windows 95: 32
— Other Microsoft Windows operating systems: 128
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IP's TTL - Time To Live field

—— Byte 1 | Byte2— | Byte 3 | Byte 4

Packet Length

Fragment Offset

— sescorchacksum

Decrement by 1, if O
drop the packet.

Padding

e The idea behind the TTL field is that IP packets can not travel
around the Internet forever, from router to router.

e Eventually, the packet’s TTL which reach 0 and be dropped by

the router, even if there is a routing loop somewhere in the
network.

RS: TTL errors are used by traceroute and mtr to
discover the path a packet takes 89
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IP’s Protocol Field

Application
Header + data

Byte 1 } Byte2—|—— Byte 3 } Byte 4 }
Type of Service Packet Length - Data

v

Flag Fragment Offset

Header Checksum
Data

v

Padding

Protocol field enables the Network layer to pass the data
to the appropriate upper-layer protocol.
Example values are:

- 01 ICMP

- 06 TCP
- 17 UDP
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Other IPv4 fields
——Byte1—|——Byte2——|——Byte 3——|—— Byte 4 ——|

Packet Length

Fragment Offset

sescer cneckum

Padding

Version - Contains the IP version number (4)

Header Length (IHL) - Specifies the size of the packet header.

Packet Length - This field gives the entire packet size, including header and
data, in bytes.

Identification - Thisfield is primarily used for uniquely identifying fragments of
an original IP packet

Header Checksum - The checksum field is used for error checking the packet
header.

Options - There is provision for additional fields in the IPv4 header to provide
other services but these are rarely used.
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Viewing Layer 3 information with Wireshark

No.  Time Source Destination Protocol Leng Info =
41 19, 321087318 10.76.5.150 12 30010 16 HTTF 68 GET / HTTF/1.0 -
42 19 322005417 172.30.10.160 Abol T G e AL TER 66 80 — 54788 [ACK] Seqg=1 Ack=19 Win=14592 Le.. [
43 19, 322348238 172.30.10,160 kil Pl &) gl s o HTTP 490 HTTP/1.1 200 0K (text/html)
s o] S B Nl U0 et s Rl o] o) 172.30.10.160 54788 — 80 [ACK] Seqg=19 Ack=425 Win=30336 ..
45 19 322412549 172.30.10.160 allely mil ] STl ¢ TER 66 B0 — 54788 [FIN, ACK] Seq=425 Ack=19 Win=1..
45 19, 322580304 10.76.5.150 Al e eligal ool #lo) MER 66 54788 — 80 [FIN, ACK] Seq=19 Ack=426 Win=3..

» Frame 44: 66 bytes on wire (528 bits), &6 bytes captured (528 bits) on interface O
» Ethermet [I, Srci Vmware_ af eb:bd (A0 50:56:af e6ihd], Dst: Vmware af f2:e3 [R50 56 af: T2 ic3])

4 o = e e e P e e L s e B e s s e e e B e e T R o FR = [o |
g1ee ... = Version: 4
0101 = Header Length: 20 bytes (5)

» Differentiated Services Field: ©x10 (DSCP: Unknown, ECN: MNot-ECT)
Total Length:; 52
Identification: @xff8b (65419)

» Flags: Ox0Z (Don't Fragment)
Fragment offset: @

TR R REE LR Timeto Live (TTL)

Frotagolmn R R i i
» Header checksum. 0x7488 [validation disabled] Protocol of the data carried in the payload

Solrce: 10.76.5 150
Destination: 172.30.10.160
[Source GeoIF: Unknown]
[Destination GeoIP: Unknown]

» Transmission Control Protocol, Src Port: 54788 (54788), Dst Port: 80 (80), Seq: 19, Ack: 425, Len: O

Source and destination IP addresses

Traffic between EH-Centos VM and EH-Kali VM 93
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—— Byte 1 | Byte 2 | Byte 3 | Byte 4

Packet Length

m Fragment Offset
oseecretsn

IPv4 addresses are 32 bit addresses
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IPv4 Addresses

e [Pv4 Addresses are 32 bit addresses:

1010100111000111010001011000100

10101001 11000111 01000101 10001001

® We use dotted notation (or dotted decimal notation) to represent the value of each
byte (octet) of the IP address in decimal.

10101001 11000111 01000101 10001001
169 . 199 . 69 . 137
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IPv4 Addresses

An IP address has two parts:
- network number
— host number

wEmwor B —

A e 30 Bl ————————

Which bits refer to the network number?

Which bits refer to the host number?

96



% <Py w Rick Graziani
5 4 - Cabrillo College

IPv4 Addresses

Answer:

e Newer technology - Classless IP Addressing
- The subnet mask determines the network portion and the host portion.
— Value of first octet does NOT matter (older classful IP addressing)
— Hosts and Classless Inter-Domain Routing (CIDR).

— Classless IP Addressing is what is used within the Internet and in most
internal networks.

e Older technology - Classful IP Addressing

— Value of first octet determines the network portion and the host
portion.

— Used with classful routing protocols like RIPv1.
— The Cisco IP Routing Table is structured in a classful manner (CIS 82)
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Network Host
10 1] 0
Netvxllo_rk Addresses ha_ve et oo ees I
all O’s in the host portion. 00001010 00000000 00000000
10 o] 0
Broadcast Address
00001010 00000000 00000000
10 i) 0
Host Address
00001010 00000000 00000000

Roll over to learn more.

Subnet Mask: 255.255.255.0

e Network address - The address by which we refer to the network

e Broadcast address - A special address used to send data to all hosts in
the network

e Host addresses - The addresses assigned to the end devices in the
network
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Network Host
10 0 0
QoO001010 Q00000000 Qo000000

Im 0 0

Broadcast Addresses have
all 1's in the host portion. 00001010 00000000 00000000
10 0 ]
00001010 00000000 00000000

Roll over to learn more.

Subnet Mask: 255.255.255.0

e Network address - The address by which we refer to the network

e Broadcast address - A special address used to send data to all hosts in
the network

e Host addresses - The addresses assigned to the end devices in the
network
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Network Host
Types of Addresses
10 0 0
00001010 00000000 00000000
10 0 0
00001010 00000000 00000000
Host Addresses can not 10 0 0
the hOSt portion 00001010 QOO00000 Qooo0000

Roll over to learn more.

Subnet Mask: 255.255.255.0

e Network address - The address by which we refer to the network

e Broadcast address - A special address used to send data to all hosts in
the network

e Host addresses - The addresses assignhed to the end devices in the
network
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Dividing the Network and Host Portions

wemwor B —

- 32 Bits >
0000000000000000

e Subnet Mask

— Used to define the:
e Network portion
e Host portion

- 32 bits

— Contiguous set of 1’s followed by a contiguous set of 0's
e 1’s: Network portion
e (O’s: Host portion
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Dividing the Network and Host Portions

e R

- 32 Bits o
11111111.11111111.00000000.00000000

Dotted decimal: 255 . 255 . O . O

Slash notation: /16

e Subnet mask expressed as:

— Dotted decimal
e Ex: 255.255.0.0

— Slash notation or prefix length
e /16 (the number of one bits)
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Why the mask matters: Number of hosts!

Subnet Mask:

1st octet 2nd octet 3rd octet 4th octet
255.0.0.0 or /8

Network Host Host Host
255.255.0.0 or /16 Network Network Host Host
255.255.255.0 or /24 Network Network Network Host

e The more host bits in the subnet mask means the more
hosts in the network.

e Subnet masks do not have to end on "natural octet
boundaries”



% «P w Rick Graziani
5 4 - Cabrillo College

Subnet: 255.0.0.0 (/8)

Network Host Host Host
\ A A y,
Y Y Y
8 bits 8 bits 8 bits

With 24 bits available for hosts, there a 224
possible addresses. That's 16,777,216 nodes!

e Only large organizations such as the military, government agencies,

universities, and large corporations have networks with these many
addresses.

e Example: A certain cable modem ISP has 24.0.0.0 and a DSL ISP
has 63.0.0.0
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Subnet: 255.255.0.0 (/16)

Network Network Host Host
\ A )
Y Y
8 bits 8 bits

With 16 bits available for hosts, there a 216
possible addresses. That's 65,536 nodes!

e 65,534 host addresses, one for network address and one for
broadcast address.
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Subnet: 255.255.255.0 (/24)

Rick Graziani
Cabrillo College

Network

Network

Network

Host

v

8 bits

With 8 bits available for hosts, there a 28
possible addresses. That's 256 nodes!

254 host addresses, one for network address and one for
broadcast address.
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VLSM - Variable Length Subnet Masks
Subnet a subnet

Starting Address
Spacs

|

Subnets

10.0.0.0/186

10.1.0.0/16

10.2.0.0M16

Rick Graziani
Cabrillo College

Sub-Subnets

-

10.2.0.0/24

10.2.1.0/24

Metwork
10.0.0.008

10.3.0.0/186

10.4.0.0M1&

10.5.0.018

10.255.0.0/16

|

All other /16 subnets
are still available for
use as /16 networks
or to be subnetted.

r

Sub-Subnets
10.3.0.0/28
10.3.0.16/28
10.3.0.3228

10.3.0.48/28

10.3.0.64/28

10.3.0.80/28

10.3.255.240/28

4096 Subnets

'

- 10.2.2.0/24

10.2.3.0/24

10.2.4.0/24

10.2.5.0/24

r

10.2.255.0/24

256 Subnets

- Sub-Subnets

10.4.0.0/20

10.416.0/20

10.4.32.0/20

10.4.48.0/20

s 10.4.64.0/20

10.4.80.0/20

r

10.4.240.0/20
16 Subnets
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Special Unicast IPv4 Addresses

e Default Route

e Loopback Address

@ Use the following IP address:

IF address: 192 . 168 . 1 ., 100
Subnet mask: 255,255,255, 0

Default gateway: 192 . 188, 1 . 1

— Special address that hosts use to direct traffic to themselves.

-127.0.0.0 to 127.255.255.255

e Link-Local Addresses (APIPA)
-169.254.0.0 to 169.254.255.255 (169.254.0.0 /16)

— Can be automatically assigned to the local host by the operating system
in environments where no IP configuration is available.

— Microsoft calls this APIPA (Automatic Private IP Addressing)

e TEST-NET Addresses

-192.0.2.0 to 192.0.2.255 (192.0.2.0 /24)
— Set aside for teaching and learning purposes.
— These addresses can be used in documentation and network examples.
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1.2 Introducing IPv6
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IPv6 Header

Introducing IPv6

Version Traffic Class Flow Label
« Not a “"new” protocol. e
- Developed mid to late 1990s. Eeyiond Length Header HoP Limit
 Much learned from IPv4. —
« 128-bit address space, written in
hexadecimal. _
- This gives us 340 undecillion 128 bits — SONCR Adese
addresses!
g
2001:DB8:CAFE:0001::100 €—— 128 bits— Desthetion Aicrees
340 undecillion

= 340,282,366,920,938,463,463,374,607,431,768, 211 ,456

& E W Rick Graziani ©
\ , Cabrillo College 110



IPv6

How many is 340 undecillion?

340 undecillion addresses is 10

nonillion addresses per person!

Internet is a much different place and

will continue to evolve:

« Mobile devices

« Video on demand

« Internet of Everything

« A critical part in how we "“live, work,
play, and learn”.

10 nonillion
= 10,000,000,000,000,000,000,000,000,000,000

Rick Graziani © 144
Cabrillo College



IPv6

IPv6 Header
- IPv6 is not just about more addresses: Voo FopLabe
- Stateless autoconfiguration Payload Length Hooxt . Hop Limit

« End-to-end reachability without private
addresses and NAT

« Better support for mobility

 Peer-to-peer networking easier to create
and maintain, and services such as VoIP
and Quality of Service (QoS) become
more robust.

Source Address

Destination Address

" B - W Rick Graziani © 45
N : Cabrillo College




IPv6: A Brief History

Network Working Group S. Deering, Xerox PARC

Official Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.

Network Working Group S. Deering

Request for Comments: 1883 R. Hinden, Ipsilon Networks Ius . .
Category: Standards Track December 1995 Request for Comments: 2460 (_:lsco
Obsoletes: 1883 R. Hinden
Category: Standards Track Nokia
December 1998
Internet Protocol, Version 6 (IPv6)
Specification
Internet Protocol, Version 6 (IPv6)
Specification
) 18| status of this Memo
Status of this Memo pog
¢ e ) This document specifies an Internet standards track protocol for the
This document specifies an Internet standards track protocol for the rpo Tnt + it d + di _ s d ti £
Internet community, and requests discussion and suggestions for latio _n eérnet community, and requests discussion ar_‘ _sques ions for
improvements. Please refer to the current edition of the "Internet ha improvements. Please refer to the current edition of the "Internet
' Official Protocol Standards" (STD 1) for the standardization state

and status of this protocol. Distribution of this memo is unlimited.

« 1993, IETF announced a call for white papers with RFC 1550 IP: Next
Generation (IPng) White Paper Solicitation.

« IETF chose Simple Internet Protocol Plus (SIPP) written by Steve Deering,
Paul Francis, and Bob Hinden but changed the address size from 64 bits to

128 bits.

« 1995, IETF published RFC 1883 Internet Protocol, Version 6 (IPv6)
Specification - later obsoleted by RFC 2460 in 1998.

_ -
4

r‘ . ‘

\ m

= W Rick Graziani ©
Cabrillo College
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RFC 1190 What About IPv5?

The ST packet header is not constrained to be compatible
IP packet header, except for the IP Version Number (the 1
bits) that is used to distinguish ST packets (IP Version
IP packets (IP Version 4). The ST packets, Or protocol ¢
“{PDUB]), can be encapsulaced in IP either to provide conne
(possibly with degraded service) across portions of an i
that do not provide support for ST, or to allow access tc
such as security that are not provided directly by ST. Options Padding

« In the late 1970s, a family of experimental protocols was developed
intended to provide quality of service (QoS) for real-time multimedia
applications such video and voice.

« Known as Internet Stream Protocol (ST) and later ST2 - (RFC 1190 and RFC
1819).

« Although it was never known as IPv5, when encapsulated in IP, ST uses IP
Protocol version 5.

“ Rick Graziani © {14
y Cabirillo College
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OSI and TCP/IP Models

2000 A 1|
- A&

OSI Model TCP/IP Model
7. Application
HTTP, FTP,
SMTP, SSH, o
6. Presentation SSL, POP3, Application Data
Telnet
5. Session
Layer 4 4. Transport TCP, UDP Transport Segments
Layer 3 3. Network {7 IPTE:DICMP’ Internet Packets
Layer 2 2. Data Link PPP, ATM, Frames
Ethernet, 802.11 Network
Layer 1 1. Physical DSL, ISDN, RS-232 Access Bits

Open Systems

Interconnection model

Model used to

build the Internet
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Transport Layer

The Protocols

There are two primary protocols operating at the Transport
layer:

User Datagram Protocol (UDP)

Connectionless (snmp traps are "fire and forget”)
Stateless

Unreliable
The UDP packet is called a packet

Transmission Control Protocol (TCP)
Connection-oriented
Stateful (like new or established states in firewalls)
Reliable The TCP packet is called a segment

117
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AT 7 s

est 1959 b :
TCP Header UDP Header
Source Port (16 bits) Destination Port (16 bits) Source Port {16 bits) Destination Port (16 hits)
Seguence Muwmber (32 bits) Length (16 bits) Checksum (16 bits)

Acknowledzement Hurmber (32 bits)

Data....
Data
Eg e nll [l b
Offset |Peserved [T BT B = : :
(4bits) (6 bits) |5 | e | ﬁ & Window (16 bits)
Checksum {16 bits) Urgent Pointer (16 bits)
Options and Padding
or —
Application

Header + data

The source and
destination ports are
used to get data to
specific applications * *

\J \
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Transport Layer

The Transmission Control Protocol

TCP Header The source and destination
addresses at this level are ports
32 Bits
T T T YT R YT R Sequence and acknowledgement
numbers are used for flow
control.

Source port Destination port

Sequence number

ACK, SYN and FIN flags are used
for initiating connections,

Acknowledgement number

TCP ulalp|Rr|s|F 4 | acknowledging data received and
oy kA UREoWEEzE terminating connections
Checksum Urgent pointer WindOW size iS used to

communicate buffer size of
recipient.

((
p3)
((
p3)

Options (0 or more 32-bit words)

J

== Data (optional) E

T Options like SACK permit
selective acknowledgement

119



3'Way Handshake

Initiating a new TCP
Connection

1. SYN

2. SYN-ACK

3. ACK

CIS 76 - Lesson 2

Transport Layer

ost A Host B
state listen
e state

established
state

SYN, sn

=A’ AN:O
SYN, ACK, SN=B, AN=A+1

W

AN=Acknowledgment Number

SN=Sequence Number
ACK=ACK flag set
SYN=SYN flag set

established
state

120
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Transport Layer

Sockets

Sockets are communication endpoints which define a
network connection between two computers (RFC 793).

« Source IP address « Destination IP address
« Source port number » Destination port number
Bl e o
=7 SA DA

SP DP

The socket is associated with a port number so that the
TCP layer can identify the application to send data to.

Application programs can read and write to a socket

just like they do with files. 121
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Transport Layer

The Transmission Control Protocol (TCP)

Continuing communications on an established connection

o The Sliding Window

Used for flow control - allows sending additional segments before an
acknowledgement is received based on recipients buffer size

o Flow Control (cumulative acknowledgment)

Recipient tells sender the size of its input buffer and sends
acknowledgements (ACKs) when data has been received. Sequence
numbers are used to detect missing segments.

o The SACK option
Selective acknowledgement so only the dropped segments need to be
retransmitted.

o The RST Flag
Used to terminate a connection when an abnormal situation happens

122
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Transport Layer

Closing a TCP Connection

Host A Host B
Four-Way Handshake
U established
1. FIN, ACK Initiate ctate
close FIN, ACK, sn=p
2. ACK AN
3. FIN, ACK

ACK, SN=B, AN=AT1 end
4. ACK ACK, SN=B AN=A+1 application
FINI ! ——

Closing with a shorter

three-way handshake is ACK, SN=

also possible, where the | W

Host A sends a FIN and C os.ed closed
Host B replies with a FIN &  €nd application

ACK (combining two steps

into one) and Host A
replies with an ACK. AN=Acknowledgment Number

SN=Sequence Number
ACK=ACK flag set
FIN=FIN flag set 123
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OSI and TCP/IP Models

2000 A 1|
- A&

OSI Model TCP/IP Model
7. Application
HTTP, FTP,
SMTP, SSH, o
6. Presentation SSL, POP3, Application Data
Telnet
5. Session
Layer 4 4. Transport TCP, UDP Transport Segments
Layer 3 3. Network {7 IPTE:DICMP’ Internet Packets
Layer 2 2. Data Link PPP, ATM, Frames
Ethernet, 802.11 Network
Layer 1 1. Physical DSL, ISDN, RS-232 Access Bits

Open Systems

Interconnection model

Model used to

build the Internet
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Applications

Examples:
Web servers
FTP servers
SSH daemon
Telnet server
Mail servers
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Application Layer

Responsibilities of Applications

Network connections, routing, and transfer of
data are all taken care of by the lower layers
of the protocol stack. What must applications
do?

» Authenticate users

» Control access

* Log important information

 Format data (compress/encrypt)

* Provide whatever functionality is desired.
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Application Layer

The Client-Server Model

Clients
Programs that are generally run on demand, and initiate
the network connection to the server.
Examples: telnet, ftp, ssh, browsers, email clients.

Servers
Programs (services/daemons) that are constantly running

in the background waiting for client connections.
« Services and Ports: /etc/services
« Architecture:
« Direct or iterative servers - listen to a particular port
and directly responds to requests
« Indirect or concurrent servers (e.g. super daemons) -
listen to a particular port and then starts up another

server program to process the request
128
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Service Ports Last week we talked about Layer 4 ports. Ports are used to

< snipped > direct requests to the appropriate service/application

# 21 is registered to ftp, but also used by fsp

ftp 21/tcp

ftp 21/udp fsp fspd

ssh 22/tcp # SSH Remote Login Protocol
ssh 22 /udp # SSH Remote Login Protocol
telnet 23/tcp

telnet 23 /udp

# 24 - private mail system

Imtp 24 /tcp # LMTP Mail Delivery

Imtp 24 /udp # LMTP Mail Delivery

smtp 25/tcp mail

smtp 25/udp mail

< snipped >

domain 53/tcp # name-domain server

domain 53/udp

whois++ 63/tcp

whois++ 63/udp

bootps 67/tcp # BOOTP server

bootps 67/udp

bootpc 68/tcp dhcpc # BOOTP client

bootpc 68/udp dhcpc

tftp 69/tcp

tftp 69/udp

finger 79/tcp

finger 79/udp

http 80/tcp WWW Www-http # WorldWideWeb HTTP

http 80/udp www www-http # HyperText Transfer Protocol
kerberos 88/tcp kerberos5 krb5 # Kerberos v5 129

< snipped >
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/ k Rich's Cabrillo College ClE X '-._\

€« - C' @ nhttps;//simms-teach.com/cis76calendar.php ad

Netlab+ link
on left panel

Rich's Cabrillo College CIS Classes
CIS 76 Calendar

- o X

CIS 76 (Fall 2016 /[ nerias professional £ x

Course Home Gradl € ~ C' https://security2.bayict.cabrillo.edu/index.cgi

BACC

BAY AREA

COMMUNITY COLLEGE CONSORTIUM

aQay =

Topics covered below

NETLAB+"

Lesson Date
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—
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Previous Terms

Cabrillo College

RIP Dennis Ritchie

POWERED BY

NETLAB+

Web Advisor
Commands and Files 1 8/30 BACCC NETLAB Security System 2
Username
VLab (classic simben76 NETLAB+® provides remote access to lab equipment and
Lab (web curriculum. To access, you need a user ID and password,
r Password assigned by your instructor or local system administrator.
|NETLAB+ /—\_/v
| Personal firewall software can interfere with this
Login application. If you experience login or port test failures, please
CIS 76 Vlab Pod — disable your firewall software to determine if this is causing
Assignments the problem.
Forgot Password?
Browser security settings can interfere with required
CIS 90 VLab VM features. It is recommended that you add the IP address (or
Assignments host name) of this site to your brower's trusted site list. This

application uses Java™, JavaScript, Cookies, Popup Windows,
and IFRAMES. Please adjust your browser settings
accordingly.

| System ‘ Web Browser ‘ Version Status
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Lab Assignments

Pearls of Wisdom:
 Don't wait till the last minute to start.
» The slower you go the sooner you will be finished.

* A few minutes reading the forum can save you hour(s).

» Line up materials, references, equipment, and software ahead of time.

« It's best if you fully understand each step as you do it. Refer back to
lesson slides to understand the commands you are using.

» Use Google for trouble-shooting and looking up supplemental info.

== ‘ » Keep a growing cheat sheet of commands and examples.

» Study groups are very productive and beneficial.

» Use the forum to collaborate, ask questions, get clarifications, and
share tips you learned while doing a lab.

» Plan for things to go wrong and give yourself time to ask questions and
get answers.

« Late work is not accepted so submit what you have for partial credit.
132
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Next Class

Assignment: Check the Calendar Page on the web site
to see what is due next week.

a2
Quiz questions for next class:

« What standard port is used for HTTP?
« How many bits make up an IPv6 address?

« True or false: UDP is a connectionless protocol?
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Backup

136



