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Rich's lesson module checklist Last Modified 9/10/2016

Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Lab 2 tested (check Q11 kernel release number and finger user account)

Opus - set submit deadline
at 12:00 am lateday
chmod 700 /home/cis90/bin/submit
chmod 700 /home/turnin/cis90
at 9:00 am lateday
chmod 750 /home/cis90/bin/submit
chmod 755 /home/turnin/cis90

o0 OooOodood O0oo

Bring Add Codes
Bring printed roster

Backup slides, whiteboard slides, handouts on flash drive
9V backup battery for microphone
Key card for door

ooo OO
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Shell
commands .
Permissions Secure logins
Navigate
Processes CIS 9_0 file tie N
Introduction to
Scheduling UNIX/Linux Files and
tasks directories
_ The Command Line -
Mail vi editor
variables programs/scripts

Filters Pipes

Student Learner Outcomes

1. Navigate and manage the UNIX/Linux file system by viewing, copying,
moving, renaming, creating, and removing files and directories.

2. Use the UNIX features of file redirection and pipelines to control the
flow of data to and from various commands.

3. With the aid of online manual pages, execute UNIX system commands
from either a keyboard or a shell script using correct command syntax. 2
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Introductions and Credits

Jim Griffin

« Created this Linux course

» Created Opus and the CIS VLab

 Jim’s site: http://cabrillo.edu/~jgriffin/

Rich Simms

« HP Alumnus

« Started teaching this course in 2008 when Jim went
on sabbatical

« Rich’s site: http://simms-teach.com

And thanks to:
« John Govsky for many teaching best practices: e.g. the First

Minute quizzes, the online forum, and the point grading
system (http://teacherjohn.com/)
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Lj Student checklist for attending class

=

Browse to:
http://simms-teach.com

Click the CIS 90 link.

Click the Calendar link.

Locate today’s lesson.

Find the Presentation slides for
the lesson and download for
easier viewing.

Click the Enter virtual classroom
link to join CCC Confer.

7. Log into Opus with Putty or ssh
command.

nhwn

o

Note: Blackboard Collaborate Launcher only
needs to be installed once. It has already
been downloaded and installed on the
classroom PC’s.
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‘ | Student checklist for suggested screen layout

Q Google Q CCC Confer O Downloaded PDF of Lesson Slides

CI5 90 - Lewson |

= Rch’s Cabrillo = < > -
Rich's Cabg [~ Sl The 15 90 System Playgreusd
€IS 90 Calend] & CCC Confer - TMMS VIRTUAL CLASSROOM =0 X |
=

Fde Edit View Tools Window Heip

- AL & VOED o A e O

o

| GAl.Cleee  C1590 - tessont B QR R -1

Class Activity - Where are you now?

csS0iesso_. pdf

O One or more login
Q CIS 90 website Calendar page sessions to Opus
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1) Instructor gives you sharing privileges

(%) CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help
v AUDIO & VIDEO §

Start Sharing

2) Click overlapping rectangles
icon. If white "Start Sharing"
text is present then click it as
well.

Whea User Accousst Controt (UAC) 15 enebied an Vista, Applcston
Shating s Backdoard Collaborzie may be haeed sth et tanderd of

Gevated privieges. Elevated prvwioges are roquared 5 e
apphcations that yee slevetnd srivdeges

Elovaned praiieges are 2007 via Toals > Appicaton Sanng
» Fozsued Divvated Pradeges. They can be réingushed wa
Tooks > Appicaton Shanng > Yield Skvated Privieges [ratumng
you 1o standard grivieges). ¥ you are hosting en appiicason
Shanag seasien with Standard prviiges B pou (Or 3 parsos
remotely conroling your desdog ar agplcation) pertarm an
aiton thal requoes sevated priviegen, Vista wil grompt you
for Loosent wa & UAC consent Siakog, Tha wif cause the
appiication shyrng session (o tevmestate. Als, WitBZ sevened
Pravkiges, shaving of spsbcations will regqey e mofe heet OMU
time than sharng the deskdcp (38 of & or & regios)

¥ you 210 hasting an apphicatien sharieg seacian with ekewted
priviiages and po0 performy an action tht regures almaded
pradieges, VLA will (ot 2eompt yiu for commmet. Inabaaad, Uve
800N sutomatically sl be ather densed [f you e boxo on
on & tandard user) w1 sllowed (if pau are logged on e
ELE S T

Tiewer show s thulag agmis

i

3) Click OK button.

Select your deshkiop or 3n open AppRcaton you would e to share

W Mcrosoft Word {winword.exs) "V

(5) CCC Conder (Javiw, axe) ‘CCC Confar
+ Sbicky Note

" Mcrasaft PowerPoint {powsrpnt. &) ‘cis90lessonDl. ppbe - Mt

J C:Program Files (xb6 V\putty exs ‘smbenSO@osal ~'

tual classroom (Jocked).docx
RICH SIMMS VIRTUAL ¢

4) Select "Share desktop"
and click Share button.
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ccc () Confer

[ ] Preload White Board

| 5 CCC Corte: - & - 20 SNV | f——|
: : | [Foe £t View ook Weedew +Hels
[ﬂ [ Load Content ] [ Record | ‘ HH ’ - A & VRS gl m ™

MaiBs Sang Wm0

Miszphzne Senngi.
Lonab e Settngs

Manmie Srvetanea o Taiken
ARpII MO CONNE Lowe
A1t McToptane Leve Daan

[ ] Connect session to Teleconference | (e — e

Tk e 3 Adpart Spesdar Lival Dewm

AN

Carfigus Tekgpment Cavtemmce

MAIN ROOM (2] SO Hm% - PARTIOMANTS

to teleconference Moderator (You)
—\> % Teleconference v <
é

[ ]1Is recording on?

@ [ Load Content ] [ Recording () § @
L3
Red dot means recording_)

[ ] Use teleconferencing, not mic &

[ Carnect Savsmn 15 Towvartervece. |

Cormmen Semingr
Hanwir Sreuloneein Cameran
Mabe Vg Fabom Mederator Fonan

¥ Nk Weeo Falow Spdakel

el ad o L

Dutacn Panat
BN - .

[~

» AUDIO & VIDEO L

9

Should change
from phone
handset icon to
little Microphone
icon and the

) i
Should be grayed out ¥ Tal | video [ SQ] Teleconferencing ...

T e message displayed
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-— | Rich's CCC Confer checklist - screen layout ceC(:) Confer

| g SRENEEDS, __
F— |
e

".._"': - cis90lesson07,pdf * - Faxit Reader ES
N5 | Fie Edt Vew Tods C Forms  Shar
abespelle 3l — N =l =
~ wHEg =2 a8 805 i
ﬁ!ta E o 2| Part 1 - Flashc i (1 point each)

fml

@ CCCConfer-0-RIC.. [ o || @ |[ 2] “”]

h I in to the computer?
File: Edit View Tools Window Help er users logged in to put

= Al
w AUDIO & VIDEO P | -= 0 0 af< 2l
hname
A
o / {Q2] What environment variable is used by the shell to determine which directories to
e search when locating a command?
- 5
a 1l Sunns, a i booe e b (A2)

3 e ) e
[ Tak | @ )

gin as: simbenS0
en90@oslab.cabrillo.edu's password:

w PARTICIPANTS -2
- - L
8 Rick Setiens RO # Current directory E
|~
o) (&) [0)[=] |
MAIN ROOM (3 SeOson% IR
O Rich Simms @ A
N %@ 2
Telecon g = Serving Cab:
s & e 4 ) What command copies th g X
— == Terminal type? [ Vsphel‘e Cllent
“ - | Terminal type is X )
SN Ea /home/ci290/8imb: 2 M s -
- T am)- -
= Teleconferance joned the Main Room. (

RO L

[ ] layout and share apps @ 3
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() CCC Confer—0 - RICH SIMMS
File Edit View [Tools| Window Help

1}

= = & =% 5 -

w AUDIO & Application Sharing  *»
Audio »
Breakout Rooms 4
Chat 4
Graphing Calculator »
In-Session Invite 4
Interaction »
Moderator 8 [ ] Video (webcam)
& = Polling » .
[ Tek | Profile b [ ] Make Video Follow Moderator Focus
: Recorder ’—=
v PARTICIPA Session Plan 4
(O Rich Sin Telephony »
iz Timer > .
B Video ) Camera Settings...
(—— Whiteboard ) Maximum Simultaneous Cameras...
MAIN ROOM (1) =TT 8
‘ O Rich Simms @ v Make Vfdeo Follow Moderator Focus
OB 1iodostor (You Make Video Follow Speaker
Send Camera Snapshot To Whiteboard
et
i _n
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X Lo
cco(E)Confer S
R
lmage Mate A — The "rotate image"
button is necessary
988 . . [ = iFyou use both the
== | ermbiecndihe
| s ) white board.
I - Quite interesting
| ) that they consider
Elmo rotated down to view side table \ — | you to be an
S . Ny 7~ exper.t in order to
VE imsge - image Mate - o use thls button[

Rotate
A Elmo rotated up to view white board

Rotate
image
button

Run and share the Image Mate

program just as you would any other
app with CCC Confer

sELmMo 10
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons)

General Tab > Settings...

500MB cache size
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Rich's CCC Confer checklist - universal fixes

Delete these
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Google Java download
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Start

TR

12
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Sound Check

Students that dial-in should mute their
line using *6 to prevent unintended
noises distracting the web conference.

Instructor can use *96 to mute all
student lines.

13
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Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode 136690

O Y .
n X 15 R o, ¥Se
' wm,&“ 4 W... ‘iﬁ; YL ) SRS SR,

-

l_."r'

frf
]4

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

Use CCC Confier White Board

email answers to: risimmsdcabrillo.edu

(answers must be emailed within the first few minutes of class for credit)

15
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Commands
» Understand where account information is kept. * Quiz
« Understand why strong passwords are - Questions
important. e Wil
« Learn where commands are located. * Using vid
« Understand how the shell works to run « Virtual terminals
commands. - Logging in

» Discover where to find documentation.
» Passwords

* Housekeeping

» Lesson 2 commands
* The path

* Location of common commands
* Programs

* Inputs to commands
« Command syntax

* Parsing

+ Variables

* The shell (six steps)
» Metacharacters

* Shortcuts

« Life without a path

* Docs

* Wrap up

16
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Class Activity

(
/ -
\

|| || <1-|

"‘"-...-"""""""

/ \
( )

T e

Welcome to Opus
Serving Cabrillo College

If you haven't already,
log into Opus

17
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Questions
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Questions

How this course works?

Past lesson material?

Previous labs?

Chinese
Proverb

ﬂ'i_'-'. FI:IE] _ﬂﬂ FI:IE]E’E, iﬁj\ﬁ%{@ 1%?, 11*3;1: FI:IE] _ﬂﬂ Flzﬁﬁl’ﬁﬂb %ZEIIE_{@
BIUKRE,

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

19
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Extra Credit

http://simms-teach.com/cis90grades.php

A
ot S
. I’
- '
i B ‘
i L2 L

For some flexibility, personal preferences or family emergencies there is an additional 90 points available of extra credit

activities.

On the forum

Be sure to monitor
the forum as I may
post extra credit
opportunities without
any other notice!

On Lab 1 submittal

N — a (=
b A Se— -
Zab I Scavengers Nuss
Upcaze the table belcow with your collectsd itema the

IVITIM ITEM COLLECTED
defiast ster <no entry>
lexingron instruamest  <fd entiy
saterprise ¥avie <ng entry>
istzepia fzuls e sntey>
freazcn bock <ns sAteyd
excalibor dog Redbcone Coconhoamd

3} Set instrumanc

3) Set movie

1) Eet fruit

3) Set pook

£1 _2et dog

7| Answer bonus q-tn. ony

D| Q— t ux:hm. acemitting
Enter seleccian (1-34: f}

http://simms-teach.com/cis90extracredit.php

» Web site content review - The first person to email the instructor pointing out an
error or typo on this website will get one point of extra credit for each unigue error.
The email must specify the specific document or web page, pinpoint the location of the
error, and specify what the correction should be. Duplicate errors count as a single
point. This does not apply to pre-published material than has been uploaded but not
yet presented in class. (Up to 20 points total)

In lesson slides

RIS

20
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Using
CIS VLab
(Virtual Lab)

Third driving lesson
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Travel

CIS 90 - Lesson 2
Accessing CIS VLab VMs

/.

CIS Lab servers on\

the Aptos campus
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http://simms-teach.com/

CIS 90 - Lesson 2

BB Ve s Caboks Catege *

B C Ay simms-teach.com

Rich's Cabrillo College CIS Classes
Home Page
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est. 1959

Accessing CIS VLab via vSphere Web Client

= D‘/—_\
— . * '_:__' :
— . = b %
= R Ve
) il
= vCenter Inventory Lists = =
Cabnl College CoNtaE -
E‘_iuﬂbi\i‘—‘ﬂ"l @4 Login, username must hery= =
fackhoary . . ————— e — enmm—
. start with cislab — e — - - -
Commands and Flles My Fall \  Cr———1 r Select Vll"tua| MaCh|neS
. A% sCal Hacking)
Yiah [classic) 1 | LN DL TR
NETLAB=
(35 76 VLab Pod
Assignments

http://simms-teach.com/ Select your Arya VM

Your Arya Linux system is a VMware virtual machine.
You will use VMware vCenter to access the VM’s console.

From the console you can access the graphical desktop
or the virtual terminals.

You may have to power-on your VM if it has been
shutdown. One way is to right-click on your VM’s name »
in the list and select Power > Power On. 24
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Accessing CIS VLab via vSphere Client

— )
- n ik Welcome to Opus - Google C
- C [ osfabdscabrilosdy i 3

Welcome to Opus

oprax s ralwdn eds

http://simms-teach.com/ :

.
L Remote access to the CIS Virtual Lab (VLab)

Cabnio Collegs Contact N ———
?, ravkood dis e ieande
Web Advisic o Emal; nsmuns «cabrilk
flacihoary o Office hours: diectory §f Wse igbe-ciick Sare A3
Commands and Files
- Fall 2016 CaDNglo CH - Ly

o 1S 76 - Introduc iONEs

o 1S 90 Introducton to LB

Yiah (classic) JUIRDX - praymew

Viab (web)
NETLAB=

€15 76 Viab Pod
Assgnments

1) Download the vcenter.rdp file to your desktop and
then open it to access VLab.

2) Mac users need to install an RDP app like Microsoft
Remote Desktop.

“‘- : N St 4 B s+ [

3) When entering your username and password you = o U T R
must preface your username with the “cislab\”, for i ‘ i

el ko

] 5

example Benji would use: cislab\simben90
Locate and select your assigned VM
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Class Activity

Follow the instructor to open a console on your VM

Browse to http://simms-teach.com
Determine which Arya VM is yours
Connect to Vlab’s vCenter

Navigate to CIS 90 Arya VMs

Select your VM and open the console

CO000

26



Log in as
CIS 90 Student

CIS 90 - Lesson 2 ﬁl lw

Shutdown using
> Shut Down...

The Arya VM

ubuntu

CEL L ELELY: |

To get a graphical terminal
Terminal icon (under System Settings)

Use right click > Profiles
to customize colors

B Use exit command to

quit graphical terminal

30
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Class Activity

Follow the instructor to login and use your VM

Login to your Arya VM*

Open a graphical terminal

Use who command to see logins

Find the “toothed gear” icon to logoff, restart or
shutdown

Co0o0

*See the CIS 90 welcome email or announcement in
Canvas from the instructor for Arya login credentials

31
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Command Line vs Graphical Desktop

Access the UNIX/Linux systems using:

SSh when:

* You just need a command line

« Have a low or high speed network connection
 Note: Windows users can use Putty

VLa b when:

You want a graphical desktop
« You want to use virtual terminals (the very basic black consoles)
« Note: High speed network connection is needed
 Note: Mac users can use CoRD

« Note: you may need a fix applied to your VM if you experience the
dreaded "unintended repeating key" issue

VLab = using the VMware vSphere Client via a Remote Desktop

(RDP) connection 37
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Virtual Terminals
(consoles)

Fourth driving lesson
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Virtual Terminals

1) While holding down Crtl-Eg-Alt keys,
tap Space, then tap Fn key

2) or try: chvt n
3) or try: sudo chvt n

4) or try: <alt-key> n
(in an Ubuntu virtual terminal)

sy

Ctrl-E8-Alt-Space-F4
(for tty4)

e 1 1 CtrI-E-AIt-Space-F7
Z == = (for pts/0)

34
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Windows PC
Keyboard

Changing Virtual TTY
Terminals using
VMware vSphere

Ctrl- g=-Alt, Space, F7**
(for pts/0

Ctrl- g5-Alt, Space, F1
(for ttyl)

Ctrl- g5-Alt, Space, F6
(for tty6)

While holding down Crtl-4¥-Alt
keys, tap Space, then tap Fn key*

-Iui@@lﬂﬁ (o)
nll...ﬂl!..@- =02 E
C=JE e e ee e L , Ctrl- g#-Alt, Space, F5
le.iglilll 7 (for tty5)
EIEEI = ) ) 000 E =] |

Ctrl- g##-Alt, Space, F2
(for tty2)

q>

Note: This is for
vSphere only. The &
key and Space bar

are not pressed for

Ctrl- §-Alt, Space, F4 || Physical (non-VM)

(for tty4) servers 35

*0On some PC
keyboards it is not
necessary to use
the & key
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Changing Virtual Terminals on VMware Linux VMs

VMware operations

While holding down Pressing the 4 on some
On PC Keyboard: the Ctrl-4-Alt keys, Windows keyboards

tap spacebar then tap may not be necessary

f1,f2, ... or f7. F7 is graphics mode for

the Ubuntu VMs.
Hold down Control

and Option keys, tap The Centos VMs do not
the spacebar, hold have a graphics mode
down fn key (in components installed
addition to Control (run level 3 only)

and Option keys) and

tap f1, f2, ... or f7.

On Mac keyboard:

Note: the spacebar does not need to be tapped on a physical (non-VM) system.
This is only required when changing virtual terminals on VMware VMs.

36



CIS 90 - Lesson 2 . El l

VMware VM Operations
Changing Virtual Terminals with a PC keyboard

[@):

IIl@@I.-CW ‘
ﬂBII- =0 l

\ Q ’ +
ﬂDLI E

On PC keyboard:
While holding down the Ctrl-3¥-Alt keys,
tap Spacebar then tap Fn key
(where n=1-7 to specify a function key)

37
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VMware VM Operations
Changing Virtual Terminals with a Mac keyboard

IHBIBIIIBHII-IM I
EIDEoDNOODODEBEN =E
o Lol fe -0 )
-Blllﬂﬂllll-

I v sl |
.\ M :
e
-
— "
I
3£ (oemand

On Mac keyboard:
While holding down the control-option keys
tap Spacebar then tap fn-Fn keys
(where n=1-7 to specify a function key)

38
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Class Activity

Ctrl-4%-Alt-Space-F2 Ctrl-4¥ -Alt-Space-F1

| {

ik |
I

33 S Pr. i
Ctrl-4¥-Alt-Space-F7

Follow the instructor to:

Try changing between the graphical desktop and the TTYs
Login as cis90 on ttyl and tty2
Run a terminal on the graphical desktop
Use the who command to see how many logins there are
39
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Class Activity

O simben90@CISLABNET + | Help ~ |
Remove Stored Data...
! | oo
Reset To Factory Defaults
Layout Settings... ‘ All

Logout

- VENMORY USAGE
B, %% 70.00 MB

3 STORAGE USAGE

= 1008 GB

Update VMware Tools

Logout of Vlab’s vCenter

Your VM will keep running even though you disconnect from vCenter

40
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Logging In

(authentication)

Who goes there?

What's the password?

http://www.gutenberg.org/files/15064/15064-h/images/269.png

41
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Logging in

« A system administrator can create user accounts for
each user that is allowed to login

« To login you must be authenticated as one of those
users

« There are two common authentication methods used:
1) Username and password
2) Public & private keys

We will cover just usernames and passwords today

42
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Logging in

Logging in using Putty from Windows PCs

Basic options for your PuT T session

Specify the destination you want to connect to

Host Name (or IP address) Port
oslab cis.cabrillo 2du 2220
Connection type:

")Raw () Telnet ) Rlogin @ SSH () Seral

If you don't specify your username the system will
prompt you for both your username and password

login as: simben90

simben90@oslab.cis.cabrillo.edu's password:

| Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IF address) Port
simben30@bslab cis cabrillo edu 2220
Connection type:

(" Raw () Telnet () Rlogin @ SSH () Seral

If you specify your username the system will just
prompt you for your password

Using username "simben90".
simben90@oslab.cis.cabrillo.edu's password:

Logging in with the ssh command from Mac or UNIX/Linux systems

ssh -p 2220 simben90@oslab.cis.cabrillo.edu

If you don't specify a username the ssh command will use your current username. Be careful,
that username may not exist on the remote system you are trying to login to.

[rsimms@daughter-of-opus ~]$ ssh -p 2220 simben90@oslab.cis.cabrillo.edu

simben90@oslab.cis.cabrillo.edu's password:
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Logging in
Logging in on a virtual terminal

entld5 release 6.5 (Final?l
Kernel 2.6.32-584.16.2.elb6.i686 on ttyl

pslab login: simben98
Faszword:
Last login: Tue Sep 8 16:82:87 from Z687:f388:88f :f830:258:56ff :febd:3193

(*v')
S TN
(N =)

Welcome to Opus
Serving Cabrillo College

erminal type? [linuxl
erminal type iz linux.
homescis9Bssimben § _

When you have direct physical access to a system you can use
one of these virtual terminals on the system console. You are
not using ssh over the network in this situation. 44
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Logging in

Logging in using a graphical desktop (Ubuntu)

Arya-66 on vmserver3.aslab.net [ Ji0 ]
He Ven M

LB - Bl B R <

This can be done locally or over the network
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Just for kicks

tty1

cis90@Arya-66:~$ who

ST X e T S P cis90 ttyl 2015-09-08 16:43

R DR e P cis90 :0 2015-09-08 16:53
5 cis90 pts/21 2015-09-08 16:39

pts/0 2015-09-08 16:55

pts/8 2015-09-08 16:53

:0)
opus.cis.cabrillo.edu)
opus.cis.cabrillo.edu)
:0)

(
(
(
(

S LR |
. :

Let's login to an Arya using a virtual terminal, a graphical desktop, two ssh
sessions and a graphical terminal on the graphical desktop 46
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Logging in

For systems that are not connected to a directory
service (e.g. Microsoft Active Directory) all user
accounts are kept in a file named /etc/passwd

For systems that are not connected to a directory

service all passwords are kept encrypted in a file
named /etc/shadow
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The /etc/passwd file

The SUPER user is named root

[rsimms@daughter-of-opus ~]$ cat /etc/passwd
root:x:0:0:root:/root:/bin/bash

Snipped

deanna:x:2009:1701:Deanna Troi:/home/deanna:/bin/bash
chakotay:x:2010:1701:Chakotay:/home/chakotay:/bin/bash
kira:x:2011:1701:Kira Nerys:/home/kira:/bin/bash
chekov:x:2012:1701:Pavel Chekov:/home/chekov:/bin/bash
[rsimms@daughter-of-opus ~]$

To login your username must match one of the accounts in
the /etc/passwd file

Note: this file no longer contains the passwords!
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Viewing your account in /etc/passwd

This command, which we will learn how to do later, outputs
r just one line of the /etc/passwd file on Opus

/home/cis90/simben $ grep simben90 /etc/passwd
simben90:x:1201:190:Benji Simms:/home/cis90/simben:/bin/bash

(: ) username L 5) Comment Q 6) Home directory L 7) Shell

4) Group ID (GID)

3) User ID (UID)

Note the fields in /etc/passwd
2) password (just a placeholder now) are delimited with a “:”

/home/cis90/simben $ id
uid=1201 (simben90) gid=190(cis90) groups=190(cis90),100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

Now you know where the id command get some of its information!
49
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The /etc/shadow file

The SUPER user is named root
[rsimms@dauaghter-of-opus ~]5 cat /etc/shadow

cat: /etc/shadow: Permission denied
[rsimms@daughter-of-opus ~]1% sudo cat /etc/shadow Use sudo to run command
[sudo] password for rsimms: as superuser (root)

root:565 S

:16226:0:988080:7:::
Snipped

deanna:5$65hsA¥qg0JkSndIt. oxiFL/gZ7pLAFOaGgxpxAHDE] Tukpd0PfeRN0J9q07Z6Cg0V
3hzo9%eSAk0GlaywDtgwLONefNEEWf9FR1:16686:0:999089:7:::
chakotay:565c/kFVilaSnTUJcvIRCut8PwvOSYL1opAI25UsFLNKerGF80hQIkI78RHTXEL
KOOwvDRSWeBAidpul 7TLLpi6JP8QCBMVUls1:16686:0:99998:7:::
kira:5653dgqjzQCwsG2bJapsWO07IhLD.cQfIShtk.hWiGUAJhOjNDxZT4zTNS1WTPOKDJ6eqg
hBzvT86xUXhIMBXDFB4AWpOt.5Ab0jJ. :16686:0:99009:7:::
chekov:565)Jd4PMdvOSHPYW/ k04D JMDeLO3qUEEZzvQ 0 fWpLuUWMhO9Rv10Ov1V3N/zQxhdhS3
YfSLdhHzO0rKBelwzGGx07CrzOfL3MKNal:16686:0:999909:7:::
[rsimms@dauaghter-of-opus ~]5

To login, your password must match the encrypted account password
kept in the /etc/shadow file

Only the root user can view this file and the passwords are encrypted!
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The /etc/shadow file

hashing algorithm used (6=SHA-512)

salt SHA-512 hash of salt + user's password

| A
[ \ 1

kira:$6$3dgjzQCws$G2bJapsW07IhLD.cQfI%htk.hWiGUAJhOJNDxZT4zTNI91IWTPOKDJI6eghBzvT86xUXhIM8XDFB4WpOt .5Ab0jJ.:16686:0:99999:7:::

§ , T
1) username 2) encrypted password

3) last change date (days since 1/1/1970)

4) minimum age (number of days before it can be changed)

5) maximum age (number of days before password expires)

6) warning period (the number of days before expiration that user is warned)

7) inactive days (the number of days after password expires that account is disabled

8) expiration date (days since 1/1/1970) that the account may no longer be used

Note the major fields in /etc/shadow are delimited with a “:”. The
encrypted password field is further delimited with a "$"
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Class Activity

/home/cis90/simben $ grep simben90 /etc/passwd
simben90:x:1201:190:Benji Simms:/home/cis90/simben:/bin/bash

username‘B L Comment Q Home directory L Shell

Group ID (GID)

Note the field separator used

ID (UID
User ID (UID) in /etc/passwd is a “:”

password (just a placeholder now)

1) Find your record in /etc/passwd
« Paste your UID (User ID) number in the chat window

« Paste your home directory in the chat window
« Paste your shell in the chat window

%1

2) cat /etc/shadow lo](a)(o)[=
Give me a green check v if you can MAINROOM (1) | ¥
view this file otherwise give me a red x ich Simnfig

Yes x5, %3

e N
None
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For Supplemental Study

http://www.slashroot.in/how-are-passwords-stored-linux-understanding-hashing-shadow-utils

How are passwords stored in Linux
(Understanding hashing with shadow utils)

iy
1 B ok dhcpann (o St St sl
- el RCLNtly OB 15 Dhri fbenally Mt il you get fokt of sl et |
e parssaTnd ot ATt (Y T
] s ol Ihent Boe thaladuene o Soe D bl o

sAUnds, e 0
af (hash visun|, wod 13 not posadde 49 kzamw $ie toa! Garsy e (x1Pq) par e
posstyn to dotact the real passward tom e encodad « 10 dctonay
e 2000008 woban Laf's gut Dack 10 Soime Barcy Befng gong one
Hashing 15 @ mathematcal mehod 1 (roduce & heed kength encoded ting Y ar t

Excellent article on how passwords created and stored
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Your password

» Strong passwords are critical!

 Botnets and malicious ne-er-do-wells are constantly
attempting to break into computers attached to the
Internet! (Even my little Frodo VM at home)

http://mac-internet-security-software-
review.toptenreviews.com/how-do-i-know-if-

my-computer-is-a-botnet-zombie-.html 55

http://map.norsecorp.com/#
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July 3, 2015 - Datacenter is idle
. over the summer but we still have
Top source countries lots of international visitors!

PA-500 : Friday, July 03, 2015
- swmecny | s | Sessons |

172.16.0.0-172.31.255.255 284G 7968k
192.168.0.0-192.168.255.255 7.54 M 36.23 k
Unknown 6217 M 613k
United States 209.74 M 420k
China 26.66 M 113k
Hong Kong 13.88 M 1.05k
Russian Federation 9251 M 884
France 62.30 M 827
Germany 16.16 M 460
Austria 875.4T k 404
United Kingdom 13.38 M 148
Ukraine 12.88 M 144
Spain 472M 57
European Union 797.22 k 42
Israel 82843k 38
Korea Republic Of 1.85 M 33
Metherlands 32120k 3

Morocco 28762k 30
Switzerland 1.74 M 28
Thailand 14.03 k 24
Taiwan ROC 59.15k 21

Virgin Islands British 1.54 M 21

Romania 28180k 17
Canada 39380k 16
Estonia 33402k 15

Tool: Palo Alto Networks PA-500 (one page of a daily report)
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May 28, 2015 - Bad 3-way handshakes 188.165.15.181 » Check and report abuse IP
being Sent tO O,DUS frOm Ff'anCe Enter an IP address or a Domain name:

IS

Terminal - rsimmes: 1 188.165.15,181 was found in our database!
> squert(zws)-rslmms-ch = TR & vt rofories B itves CIOX Digte Nt deilate
B snorby- Dashboard x Y [ ELSA x /| " squert(2176)- rsimms %\, =
G5 B 5 //localhost/ /index php?id=ad5bae5c326b02b0fa95387fd135af3z
&l 85 &' 5 bepS//localhost/squert/index php?id=a45bae5c3260b02b0fa95987fd135af3a
| events | Sulmas: VIENS ol[o9d o 2
INTERVAL:  20715-06-20 00:00:00 -> 2015.05.29 23:59:59 (+00:00) FILTERED BY O
Fapet MESSAE 81 Whel 100 955 15 W1
TOGGLE v
SUMMARY ~
queuad events 2176
totad cvents 18757 418 18 A 183425 SURICATA STREAM 3way hardshake wiong seq wiong ack 2210010 6 2.23%%
101 signalires 33
tol soNIces B alert tcp any any -> any any (Msg"SURICATA STREAM 3way handshake wnng seq weong ack”; stream-event 3wWns_virong_serq_wrong_ack; sid:2210010; rev:1:)
tota destinations file. downloaded. rules:20546
R A | catecores 0 events) W cRsateRLTER: stc dst boh
high 66 (2om) QUEUE  ACTIVITY LAST EVENT SOURCE COUNTRY DESTINATION COUNTRY
medium
low 2067 (33.00y
cther 43 (2vm)
- % - e -
A AT EICATION 7 65 - 2015-05-23 13.27.24 18816515.161 L1 FRANCE(M 207.62.187.230 =5 UNITED STATES (.us]
B compromsnd it « ] ST TIMESTAMP EVENT ID SOURCE PORT  DESTINATION PCRT  SIGNATURE
@ compromised L2 -
] [N 20150520 18:2724 3.8583 188.166.15.181 56128 207.62.187.230 80 SURICATA STREAM 3way handshake wrong seq wrong ack
@ atternpied access -
@ denial of senvice - 2] 2015-05-20 182724 3.86585 186.166.15.181 §6128 207.62.187.230 80 SURICATA STREAM 3way handshake wrong seq wrong ack
@ policy viclation - LJ 2015-05-29 182724 3.8558 186.165.15.181 £6128 207.62.187.230 80 SURICATA STREAM 2way handshake wrong seq wrong ack
OO 2 ) 2015-05-29 182724 3.8557 188.165.15.181 56128 207.62.187.230 80 SURICATA STREAM 3way hancshake wrong seg wrong ack
@ maicious 2
2015-065-29 182724 3.8556 186.165.15.181 561286 207.62.187.230 80 SURICATA STREAM Jwiay handshake wrong seg wrong ack
no action reqrd. 16681 (a8 1)
e kot 2015-05-29 18:27.24 3.8555 186.165.15.161 56126 207.62.187.230 80 SURICATA STREAM 3wy handshake wrong seq wrong ack
= 2015-05-29 182724 38554 186.165.15.181 §6128 207.62.187.230 80 SURICATA STREAM 3way hancshake wiong sec wiong ack
HISTORY ~
- i 2015-05-29 182724 38545 186.165.15.181 56128 207.62.187.230 80 VSURlCiATA STREAy 3w¢iy hangshake mongsqclwuﬂgacﬁ
WELCOME rstmms | UTC 15:4354 =

Tool: Squert (part of the Security Onion IDS) 57
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est. 1959

July 9, 2015 - Datacenter is idle over the summer break
but we still have lots of strangers trying to log in!

Threat Types Threat
Top 5 Spyware Top 5 Attackers

Morto RDP Request Traffic cisvdc.cis.cabrillo.edu 12,302
162.242.228.100 3,186

195-154-157-104.rev_poneytelecom.eu 133

mail.vadimedical com.tw 28

hosted-by.invisionarg.com 17

Top & Vulnerabilities Top & Victims
—
LDAP: User Login Brute-force Attempt 12,302 rdserver.cis.cabrillo.edu 15,684
M5S-RDP Brute-force Attempt 3,369 ed_cis_cabrillo_edu 1
SSH User Authentication Brute-force Atte.. 9 opus.cis.cabrillo.edu 2
PHP CGI Query String Parameter Handli... 6 vcenter.cis.cabrillo.edu 2
PHP CGI Query String Parameter Handli... 6 pengo_cis.cabrillo.edu 2
Top 5 Viruses Top 5 Attacker Countries

No matching data found
172.16.0.0-172.31.255.2565 12,302

United States 3,210

France 133

Taiwan ROC 28

Netherlands 17

Tool: Palo Alto Networks PA-500 (one page of a daily report)

FelAIEOY L
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They never stop trying

The ne'er-do-wells trying to break in ...
this is why you need strong passwords

Failed logins from:
(adsl-76-254-22-196.dsl.pltnl3.sbcglobal.net): 2 times

76.254.22.196
201.7.115.194 (201-7-115-194.spopa302.ipd.brasiltelecom.net.br): 2135 times
210.240.12.14: 20 times

564 times

Illegal users from:
201.7.115.194 (201-7-115-194.spopa302.ipd.brasiltelecom.net.br):
210.240.12.14: 42 times

guest:
76.254.22.196 (adsl-76-254-22-196.

jimg:
70.132.20.25 (adsl-70-132-20-25.ds
zedw:

ordazed:
76.254.22.196 (adsl-76-254-22-196.

root:

.11 (ds1-63-249-86-11.cru com;
70.132.20.25 (adsl-70-132-20-25.dsl.snf

rsimms:
63.249.86.11 (dsl-63-249-86-11.cruzio.com

Tool: logwatch report showing malicious attempts to break into Opus
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/var/log/wtmp and var/log/btmp

[root@opus logl# lastb | sort | cut -fl -d' ' | grep -v *$ | unig -c > bad
[root@opus logl# sort —-g bad > bad.sort
[root@opus logl# cat bad.sort | tail -50

471 ftp
472 public
490 test
490 tomcat 610 test
498 user 656 noc 1138 webadmin
506 service 686 www . 1298 nagios
508 mike 690 postfix 1332 web
508 username 723 jOhnl 1374 a
524 cyrus 734 testing 1384 student
530 pgsgl 738 adam 1416 postgres
532 testl 746 alex 1690 user
544 master 754 1info 1858 oracle
554 linux 798 tester 1944 mysql
554 toor 832 library 2086 webmaste
576 paul 935 guest 5324 test

990 admin

584 support . 10803 root
590 testuser 1002 office 10824 admin

c04 ire 1022 temp 18679 root
1070 ftpuser 24064 root

[root@opus logl#

Top 50 usernames used by the ne'er-do-wells when attacking Opus 61
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How to make a strong password

Current goal: require at least 24 guesses

« Use upper case, lower case, punctuation, digits

« The longer the better (10 or more characters) 9410 => 65.64 bits of entropy
« Random, not in any dictionary

« Something you can remember (Google "best password managers")
 Different password for different services

» Keep it secret -- change when compromised

« A MUST for your email accounts!

GOOD (but not truly random)

WhOle#!!!! (Whole sh’bang)

KuKu4 (co) 2 (Cuckoo for Cocoa Puffs)

#0p.&.s@ve (shop and save)

1d102sdRy (I do laundry on Tuesday)

Iwb@tBOaWw (I was born at the bottom of a wishing well)

BETTER (pass phrases of 6 random words) 2000 => 65.79 bits of entropy
splendid roll arrest boiling silk shelter

heap pancake wooden complete inject ethereal
few balance note sedate alike tense
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passwd command
Change user's password

Syntax:
passwd [username]

Example:

/home/cis90/simmsben $ passwd
Changing password for user simben90.
Changing password for simben90 Note, the passwords
(current) UNIX password: are not echoed as
New UNIX password: < % you type them.
Retype new UNIX password:

passwd: all authentication tokens updated successfully.
/home/cis90/simmsben $

This changes your password on Opus only (not
other VMs, the forum or BlackBoard)
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John the Ripper

An open source cracker that tries common passwords first
followed by a brute force dictionary attack

P, Y TP AT (Y PR T, €Y X T PPN Y T Py < .
R e Cabrike T 0 R Conbgung e s ¢ () Cabelle Cobege £ ¢ 7 Iv. RO B ) W izt the Fipper pe

& 9 C # O wwsopenwallcom \ o 8

Openwall T ———

Seging recutly ko
open envionraents

John the Ripper password cracker ‘

Tobn the Ripper i« 2 S35t pasyword crocker, carrently svalsbile for many flevers of Unix, Windows, DOS, BeOS, md OpenVMS. Its primary purpose i to defect weak Usin
praswords. Heudes several crypol3) pasiwoed hush rypes sost coamnoely found oo vanow Unic systenn, sppocted ot of e box are Wandows LA Aashes, gl loss of
other hashes and ciphers n the coomuey esdanced version

Al Iy Sieabe Zyadin CD Ripos: \Niecien L Coack i Wl Bassagol Cracke S s AU
EIEETTEET i the Ripper i free mnd Opes Scarcs soiware, dintributed pramdy in sowrce code form 1 yon would rathes use 2 commercial produst

paswwerds operrwal ot talored Sor yuur speciic cperating wystemn, plee comider Juln Se Rpper Fro, which is datribveted oy s the Sfoemn of “native” packases
fou the target operating systems and in peoeral is meant 10 be easier to nstall ind wse whie delroenng opamel performance.

P Froceed to John the Ripper Fro homepase for you O

NT 2000 X 2005 V'isem )  Jobn fhe Rigpe Pro for Limm

Wislews NTFS (EFS) o Jolu fe Xgper Mru fox Mac OS X

Windows 9L SIME * On Windows, consider Hash Sulte (devedoped by a comtributor to Jola the Rigpes) :

K youqle

Usx Devrind one of the latest official frwe versinns (release sule) G :{L
EENTIENE ¢ join o Ripps |79 (Unis - somces, tw gz 548 KB) and ity sgustee

MS Wend * Joln e Rppe 1.7 9 (Unix - sowwsws, tar kel 70) KB) mad s vigmmue

Excet * John the Ripper 1.7.9 (Windows - binaries, ZIP, 2029 KB) mod #s spunse

Arcrm Downlond the batent communiny-enfamcnd veries (releme sotent

Pr

e ¢ Joln the Rigpes |79 pambo-* (Unix - soorces, tar gz, 1423 KB) and its sgnatore

VBA o Jolm e Rigper 1 7 9-jambo-S (Unis - sources, tar be2, 1156 XB) md s vigsaare
m * Joha the Ripper 1,79 jusbe- £ (Winduws - Muaries, ZIP, 3845 KB} md o5 siponue

Imernet Explerer M\vm—gﬁ-hdmﬂuumhmd“hﬂhlﬂ#ﬂrmwm—n-hu\umw

e ated pen tengs seeh o8 escrppied OpmSSH prrewts beys, TP snd RAR stfurves. and PDF ffrs) o2 ook os sonme
Outiosk Expeess, 02000k gy gverud sualiey 18 Iemer (i the ofisal versioes Frmares DoesST 057 o wewer. There ot w0tk by I s (b Z0Mn (he Fieom wieC Conamsty

LTS s g el TR & Ymedddoecioats., ¥

Instructor: Use daughter and john-demo aliases to demo. Cat password.1st for
common passwords.
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Four users: deanna, chakotay, kira and chekov with weak passwords:

1234567
secret
terces
chekovl

[sudo] password for rsimms:

deanna :565MIMSUz0pSwf nl HbwB6hG-SbilvIaaCl . bXh(ixQd?qGUwrpGsA jUzVUsBumZ iBz9uTf ?m
AlgwaZd ImlmuMIe?UX yfFru. :2889:1781:Deanna Troi:-/homesdeanna:- binsbash

chakotay :565eDZrKritSgHecZ6zInywZ5 . XGSE60s53q4UJQaGDdEm jJEK?K6R 1hUZNu?zWt 1e9t XhWuE
NEkf gZFtZbmCNGaKWVvAUN4MMZ (v, 1 ZA18: 1781 :Chakotay: ~home~schakotay: - bin-sbash
kira:$651KD.GMs6SPIJMA7?7APMOSuGS FAFTpxoU2CEMLYyQiQ11hDUQkCH4kE x jgx-hXgV0Q50-Lxuh80
0bBg6tYbsXkR6fQAiSROJFB:2811:17A1:Kira Nerys:- home-skira:- bin-bash

chekov:565f j9vDNMOSJHIVCWNIf KY1kTlw LOSynBHaeLrBUSi49cIcrnnTZW? ioCncWtX07punZlph
vulYpBz iSrEKsp3RogLzxEbm. :2812:1781:Pavel Chekov: /homeschekov: binsbash
[rsimms@sister-of -opus ~15 john-run

Start cracking passwords? (press Enter to continue)d

Wed Sep 7 18:21:58 PDT 2816

Warning: detected hash type “"sha51Zcrypt”, but the string is also recognized as
"crypt”

Use the "--format=crypt" option to force loading these as that type instead
Loaded 4 password hashes with 4 different salts (sha51Zcrypt, crypt(3) 565 [SHAS
12 64,64 Open3S3L1)

Warning: OpenMP is disabled: a non-OpenMP build may be faster

Press 'g’ or Ctrl-C to abort, almost any other key for status

chekovl (chekow)

secret (chakotay)

1234567 (deanmal

sister-of-opus
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How Big is Your Haystack?

poen % POUR e

bomy st o

will
-
[ "i“""’.'._.._‘ Yy T—
- v - -
dummy
ConsumerReports
i s o n
« NOT

Password strength

calculator for random

passwords

=1 Cex V01 OC+ 1 04" &0 {
C B htps//wwwyoutubecom/watch 1 o
Youl i3 Q ot | 0

Why Passwords Fail
* Unless people are using 10 character,
completely random passwords, then their
password isn’t really good
* Example:

—pEL\NI{iBm

* If you make them use a password like that,
they’ll write it down
— Which also Isn't good

CMPS 485: Password Complexity

. Ryan Riley

1 D Subscrve a0 views
.

Excellent presentation on making
strong passwords
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2.

3.

CIS 90 - Lesson 2

Housekeeping

Send me your student survey today
Lab 1 due by 11:59PM (Opus time) tonight

Use submit to turn in your work

Grading Rubric (30 points)
5 points for each correct scavenger hunt item

3 points - optional extra credit questions (1 point each).

Use verify to see what your turned in

Last day to drop/add is this Saturday
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Roll Call

If you are watching the archived
video please email me to let me
know your were here.
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Turn off recording
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Do roll call using
both rosters

/1
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Turn on recording
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Lab Assignments

Pearls of Wisdom:
« Don't wait till the last minute to start.
» The slower you go the sooner you will be finished.

« A few minutes reading the forum can save you hour(s).

 Line up materials, references, equipment and software ahead of time.

« It's best if you fully understand each step as you do it. Use Google or
refer back to lesson slides to understand the commands you are using.

» Use Google when trouble-shooting

- Keep a growing cheat sheet of commands and examples.

« Study groups are very productive and beneficial.

= 1« Use the forum to collaborate, ask questions, get clarifications and share
tips you learned while doing a lab.

 Plan for things to go wrong and give yourself time to ask questions and
get answers.

 Late work is not accepted so submit what you have for partial credit.
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Grading Code Names
Lord of the Rings Characters

¢ o1

I'll start sending out LOR code names this week for
everyone who sends or has sent me their survey.
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2) Go to the CIS 90 forum

3) Click the "Subscribe”
link at the bottom so that it
changes to "Unsubscribe”.

PhBB' o v =

sezrzws mun— i) i

W Lpens iy CTibal Clmce e ot () [ e bem— .nn--.-

) Ml bhnh © CabeT Ot St DY Caseaen « CIN W aeiey T0EY

CIS 90 - Spring 2015
fwvm TRp & Soarh thee hemare

1) Login to the forum
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18 e
-
"
I Pensrdd fowtne (B e PE e I iV we 1) e tmare () bemaes 17 Gamms o Snsect s o By 4 LTI 0
Sttt e reTd et
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{» Board index (x| Unsubscribe forum

——— This is what it
) ; should look like
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Lesson 2
Commands



Shell

System
Commands

Applications

Kernel

CIS 90 - Lesson 2 b 'V F l l lw

UNIX/Linux Architecture

System Commands

@ G @ @ « 100’s of system commands and

utilities.

« Commands like Is (list directories), cat

(print a file), rm (remove a file), ... etc.

 Utilities like vi (text editor), sort (sorts

file contents), find (searches), ... etc.

« Larger utilities like sendmail (email),

tar (backup), tecpdump (sniffer), ...
etc.

« Administrative utilities like useradd,
groupadd, passwd (change
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@ Lesson 2 commands for your toolbox

echo
banner

Is

cat

file

type
apropos
whatis
man
info

bc
passwd

set
env

- Prints text and variables
- Make a banner

- List directory contents

- View file (name comes from concatenate)

- Show additional information about a file

- Shows where a command resides on the path
- Searches the whatis database for strings

- Searches the whatis database for commands
- Show the manual page for a command

- Alternate online documentation tool

- Binary calculator
- Change password

- List all shell variables
- List all environment variables
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echo
banner

Is

cat

file

type
apropos
whatis
man
info

bc

CIS 90 - Lesson 2 “ r?' l l IW

Follow Me

- Prints text and variables
- Make a banner

- List directory contents

- View file (name comes from concatenate)

- Show additional information about a file

- Shows where a command resides on the path
- Searches the whatis database for strings

- Searches the whatis database for commands
- Show the manual page for a command

- Alternate online documentation tool

- Binary calculator
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Lesson 2
Commands

Supplemental
examples
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echo commmand
Print text and variables

Syntax:
echo [string]

/home/cis90/simben S echo hello rich
hello rich

/home/cis90/simben $ echo joy to the world
Jjoy to the world
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Syntax:
banner [string]

banner command
Output a banner

banner [string] [string] ... [string]

/home/cis90/simben

e

#

#

#

#

#
ik Eadi
# HHAFHHS # #
# # ## #
# # ## #
# # ## #
# # ## #
# # # ##
FHAHHHS HHAHHSA #
# fH#HE  # #
# # ## #
# # ## #
# # o+ #
# # # ##
# # # ##
FHAEHHE HHEERE H #

S banner I Love Linux

FEEEEEE Similar to echo command

; but outputs banner sized

FEEEE letters instead
4

4

T

# #
id id
*#

#
*#

id id
#HHEEE # #

T
T
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Is command
List files or directory contents

Syntax:

Is [pathname]
Is [pathname] [pathname] ... [pathname]

/home/cis90/simben $ 1s

bigfile Lab2.0 mission proposal3 text.fxd Listing the contents of
bin Lab2.1 Poems small town timecal the current directory
empty letter proposall spellk what am i

Hidden Miscellaneous proposal?2 text.err

/home/cis90/simben $ l1ls Poems/

Angelou Blake Neruda  Shakespeare Yeats Listing the contents of
ant Dickenson nursery twister the Poems directory
/home/cis90/simben $ 1ls mission /bin/ps /usr/local/bin/banner Listing three files

/bin/ps mission /usr/local/bin/banner

Regular files show as black, directories show as blue and
executable programs/scripts show as green
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cat command
Concatenate and view file contents

Syntax:
cat [pathname]
cat [pathname] [pathname] ... [pathname]

/home/ci1s90/simben $ cat letter
Hello Mother! Hello Father!

Here I am at Camp Granada. Things are very entertaining,
and they say we'll have some fun when it stops raining.

< snipped >

Wait a minute! It's stopped hailing! Guys are swimming!
Guys are sailing! Playing baseball, gee that's better!
Mother, Father, kindly disregard this letter.

Alan Sherman

What happens if you spell cat backwards instead? &
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file command
Show additional file information

Syntax:
file [pathname]
file [pathname] [pathname] ... [pathname]

/home/cis90/simben $ file letter
letter: ASCII English text

/home/cis90/simben $ file Miscellaneous/
Miscellaneous/: directory

/home/cis90/simben $ file timecal mission /usr/bin/cal

timecal: Bourne-Again shell script text executable
mission: ASCII English text

/usr/bin/cal: ELF 32-bit LSB executable, Intel 80386, version 1
(SYSV), dynamically linked (uses shared 1libs), for GNU/Linux
2.6.18, stripped
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type command
Search for a command on the path

Syntax:
type [command]
type [command] [command] ... [command]

[rsimms@opus run]$ type cal
cal 1is ‘/usr/bin'/‘cal’ cal is located in the /usr/bin directory

T

g name of the file
(command/program)

name of the directory
where file is found

[rsimms@oslab ~]$ type bogus

-bash: type: bogus: not found bogus is not on the user’s path
[rsimms@opus run]$ type uname cal )

uname is /bin/uname uname is in the /bin directory
cal is /usr/bin/cal cal is in the /usr/bin directory
[rsimms@oslab ~]5 type type type is built into the shell

type is a shell builtin program
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apropos command
search the whatis database for strings

Syntax:

apropos string

/home/cis90/simben $ apropos echo
echo (1) - display a line of text

echo (lp) - write arguments to standard output
echo [builtins] (1) - bash built-in commands, see bash(1l)
lessecho (1) - expand metacharacters

pam_echo (8) - PAM module for printing text messages
ping (8) - send ICMP ECHO REQUEST to network hosts
ping6 [ping] (8) - send ICMP ECHO REQUEST to network hosts
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whatis command
search the whatis database for commands

Syntax:
whatis command

/home/cis90/simben $ whatis echo

echo (1) - display a line of text
echo (lp) - write arguments to standard output
echo [builtins] (1) - bash built-in commands, see bash(1l)
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man command

oA ;
[ b Y 9
N e -

Show the manual page (documentation) for a command

Syntax:

man command

/home/cis90/simben $ man cat

{CAT (1) User Commands CAT{1)
NAME
cat - concatenate files and print on the standard output
ISYNOPSIS
cat [OPTION]... {FILE]...
DESCRIPTION

Concatenate FILE(s), or standard input, to standard output.

-R, --show-all

equivalent to -vET

The man page is a
quick way to find what
a command does and
how to use it

~b, =-number-nonblank
[ nunber nonempty cutput lines

=E, --show-ends

equivalent to -vE

display § at end of each line

-n, —--numbar
nusber all output linas

£ simben90@oslab:~ [
-

Bown

Use these keys
to scroll

Use g key to
quit
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info command

» ’ -

Alternate documentation tool for commands

Similar to man but has has

Syntax: links to additional pages

info command

/home/cis90/simben $ info bc

@ simbenS0@asiabi~ =@

{0

i!:le: be.info, HNode: Top, HNext: Introcdusticn, Prev: (dir), Op: (dar)

® Henu:

|
|[8)

é;nmn%ﬁoshbh
* Introduction:: §!'.1-_-: bc.info, Node: Examples, JNext: Readline and Libedit Options, Prev: Functions,
¢ Basic Zlemenca:: |Up: Top

* Expressions::
* Statemanta:s '6 Sx.mcle:'
* Fungrigns:i 0 )  ||eseevecces
* Exanples::
* Readliine and Libedit OptilIn /pan/sh, cthe following will assign the value of "pi™ to the shell
* Compasison with Other Ingllvariable PI.

* Limite::
* Eavironmant Variables:: pi=35 (echa "scale=10: 4*a(l)” | be =1)

The following 18 the definition of the exponential function used in
the math library. This function is written in POSIX “be’.
scale = 20
/* Uses cthe fact that 2k = (&% (x/2))"2

When X 49 small encugh, wWe use the series;
ety = 1 + % + x°2/2) + x°¥3! + ..,

define e(x) |

auto a, d, =, £, i, m, Vv, =
Welcome to Info versica 4.1 /* Check the sign of x. */
it (x<0) |

=3

\ »|

Move cursor over an * and press Enter to follow link

Page
Up
Down

Use these
keys to
scroll

Use g key to
quit

Use Enter

- Enter to follow a

L]

link (*)

Use L to go
back to last

page
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Use quit to
end program

CIS 90 - Lesson 2

bc command
A binary calculator

Syntax:
bc

/home/ci1s90/simben $ bec
bc 1.06.95

Copyright 1991-1994, 1997, 1998, 2000, 2004, 2006
Free Software Foundation, Inc.

This is free software with ABSOLUTELY NO WARRANTY.

For details type "warranty'.
242 *

4
3*3() < Enter mathematical

90 / expressions for bc to solve

(3*31)+251*1.5
469.5

quit

/home/cis90/simben S
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The Path

: A
Fi\
d ‘

97



CIS 90 - Lesson 2 b 'V F l l lw

The Path

The shell uses your path to locate commands to execute

« A path is a ordered set of directories along which the shell will search to
locate commands to execute

« The path is defined by the PATH variable
« Show your path with echo $PATH

« If you specify a command xxxx that the shell cannot find on the path it
will print the following error message:

-bash: xxxx: command not found
« To run a command that is not on your path the complete absolute or

relative pathname must be specified. e.g. /usr/bin/uname instead of
just uname.
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Shell Path

The path is used by the shell to locate commands to run

/home/cis90/simben $ echo $PATH
Jusr/lib/qt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin:.

The colon character is used to separate directories on the path
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commands
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Directories of common commands

'/sbin

/usr/sbin

Most commands reside in these four directories. They can be found in
other places as well. For example system administrators often put custom

commands in /usr/local/bin. 101
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ls /bin

§ sromscrn- T TS

/home/cis90/simben § 1s /bin A [y
=

cgexec

/home/cis90/simben $ l v

LR W

/bin has essential
commands used
by everyone.

Do you see any of the commands we learned in Lesson 1 in the /bin directory?

Type the names of those commands in the chat window.
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The /usr/bin directory

ls /usr/bin

e T
i simben0@osat: . There are a "ton"

/home/cisf0/2imben § 1s /usr/bin Of add/t[ona/
commands
(programs) in
| this directory.

You will need to
scroll through a
lot of pages to
see them all!

snipped

/home/cis90/simben § [ -

Do you see any of the commands we learned in Lesson 1 in the /usr/bin directory?
Type the names of those commands in the chat window. 103
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The /sbin directory

ls /sbin
@ sumbenQO@oslab;-ji Th ese are

/home/cig90/simben § 1s /sbkin - essentia/

commands and

, , utilities used by

" - : system
administrators.

This is where the
chkconfig,
ifconfig and
iptables
commands are
found.

snipped

I You will learn how
to use these

I commands in CIS
I 191 and CIS 192.

/home/cis90/simben $ l o

104



ls /usr/sbin

EP simben90@oslab:~
/home/cis90/simben § 1s /usr/sbin

/home/cisg0/simben § [J

snipped

CIS 90 - Lesson 2

N

These are
additional
commands and
utilities are
typically used by
system
administrators.

This is where
commands like
useradd,
userdel,
tcpdump are
located.

You will learn how
to use these

commands in CIS
191 and CIS 192.
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Use the type command to find a command on the path

Syntax:
type [command]
type [command] [command] ... [command]

[rsimms@opus run]$ type cal
cal 1is ‘/usr/bin'/‘cal’ cal is located in the /usr/bin directory

T

g name of the file
(command/program)

name of the directory
where file is found

[rsimms@oslab ~]$ type bogus

-bash: type: bogus: not found bogus is not on the user’s path
[rsimms@opus run]$ type uname cal

uname is /bin/uname uname is in the /bin directory
cal is /usr/bin/cal cal is in the /usr/bin directory
[rsimms@oslab ~]5 type type type is built into the shell

type is a shell builtin
%8 106
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Class Activity

1) Where are the scavenge and sc commands?

2) What kind of files are they?

Type your answers in the chat window.
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white board
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Class Activity

SRR W

Draw a line connecting the command to the directory where it resides

bc

tty

echo

ifconfig

useradd

/bin

/usr/bin

/sbin

/usr/sbin

Built into the shell

You will learn more about useradd in CIS 191 and ifconfig in CIS 192
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Class Activity

Draw a line connecting the command to the directory where it resides

tty /bin
hosthname /usr/bin
echo /sbin
ifconfig /usr/sbin
useradd Built into the shell
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Switch
back to
slides
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Programs

Binary code
vs text scripts
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UNIX commands & utilities are executable programs
A program can be binary code:

« Binary machine code is unprintable. A programmer must use hex
dumps to examine it.

« Binary machine code executes very quickly and is targeted for a
specific CPU instruction set.

« The binaries are produced by compiling source code written in a higher
level language such as C, or C++.

« Examples: The ls command, the uname command, the bash shell
itself.

A program can be a text-based script:

« A script can be directly viewed and printed.

« A script does not need to be compiled. It is interpreted on the fly and
because of that doesn't run as fast as binary code.

« Common scripting languages include bash, perl and python.
« Examples: The apropos command.
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Two example programs: apropos and cal

Lets take a deep dive on two random commands:
apropos - searches the whatis database for a string of text
cal - prints a calendar

I'll be using this graphic to indicate
a program that has been loaded

S/ NN\

into memory to be executed =
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Try both programs (commands)
e to see what they do e

apropos cal

The apropos command searches the whatis database.

/home/cis90/simben $ apropos uname

oldolduname [obsolete] (2) - obsolete system calls
olduname [obsolete] (2) - obsolete system calls
uname (1) - print system information
uname (1p) - return system name
uname (2)
uname (3p

- get name and information about current kernel
) - get the name of the current system

The cal command prints a calendar

/home/cis90/simben $ cal
February 2012
Su Mo Tu We Th Fr Sa
1 2 3 4
5 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29
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‘ :
daty a {
u > ‘
! !

Use type to find where the programs are on the path

VIS LS SZANNNNNNNN L7 NN\

apropos cal
/home/cis90/simben $ type apropos cal The apropos and cal
apropos is hashed (/usr/bin/apropos) commands are both in
cal is /usr/bin/cal the /usr/bin directory.

Note: Sometimes you will see "hashed" which means the command has been run previously and
its location on the path has been temporarily “remembered”. This is to speed up subsequent
path searches for the same command.

116



CIS 90 - Lesson 2

VIS LS SZANNNNNNNN L7 NN\

apropos cal

/home/cis90/simben $ type apropos cal
apropos 1is hashed (/usr/bin/apropos)
cal is /usr/bin/cal

/home/cis90/simben $ l1ls /usr/bin/apropos /usr/bin/cal
/usr/bin/apropos /usr/bin/cal

Note, both files show as green because
they are executables (more on this later)

/home/cis90/simben $ 1ls -F /usr/bin/apropos /usr/bin/cal
/usr/bin/apropos* /usr/bin/cal*

FYI, use the -F option if color blind.

Executables have a * suffix.
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Use the file command to get additional info on the files

VIS LS SZANNNNNNNN L7 NN\

apropos cal

/home/cis90/simben $ file /usr/bin/apropos
/usr/bin/apropos: POSIX shell script text executable

apropos is a shell script

/home/cis90/simben $ file /usr/bin/cal
/usr/bin/cal: ELF 32-bit LSB executable, Intel 80386, version
1 (SYSV), dynamically linked (uses shared libs), for GNU/Linux

2.6.18, stripped
cal is binary code (has been compiled

from higher level source code)
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Viewing the contents of the
program files

apropos
(script)

i
ASALLL LI

(binary code) §
)

iy )

cat /usr/bin/apropos cat /usr/bin/cal
£P simbend0@oslab:~ [EEE——— # samben%@oslab - [

[fhome/cis80/simben § cat /uss/bi nf: rﬂ: -
/bin/sh

“n § PUTTYEUTTYPUTTYPUTTYPUTTYPUTTY PUTTY BT TYPUTT |
¥ PUTTYPuTTYSuTTY PuTTYPuTTY PuTTY PuTT¥PUT TYPuTTY B

progran~‘basename 3s0

it FUTTYPRTTY PUTTYFUTTYFY FPUTTYPUTTYPUTTYPUTTYP
s apropos search the whatis databass for keywords, UTTYPRTTY PUTTYPUTTY PUTTY PUTTYPUTTY
{# whatis -- idem, but match only commands {as whole words). PUTTYPUTTYPUTTYPUTTY PUTTY PUTTYPUTT
]
(s Copyright (c) 1990, 1951, John W. Eaton. | rY :"!DAYFY?UTTYFuTWYPL
# Copyright (c) 1994-1995, Andries E. Brouwer. | uTTYPUTTY ey ! YEUTTYP
2 | PUTTYPUTTYD: UTTYPuUTTY Pur P Y PUTTYFuTTY PUTTYPUTTY
i# You may distribute under the terms of the GNU General Public ¢ YFUTTY PUTTYPURTYPUTTY PUTTYPUTTYFUTT
4 License an specified in the README file that comes with the man ‘ ITTYPUTTYPUT Y P TTYPUTTY PUTTY PUTTYPUTTYPuUTTY PuT
4 distributiom. \ UTITYPUTTYPu : ccomand not found
# ‘ /home/cis90/simben 5 §
i# apropos/whatis-I.5x aeb 2003-08-01 (from man-1,61) |
'
$ keep old PATH - 000323 - Bryan Henderson ‘
4 al=za look in /var/cache/man - 030801 - aeb ‘

\

{# When man pages in your favorite locale 100X o §
4 (and you use GRU grep) you may want to add the '
japropasgre=poptl ‘
;1pr3pn'g:C;"p.: :'

WMtisgrepoptl="'aiv* =
whatisgrepopt2e’** -

vep 1ike binary flies
a' option to *grepoptl

=tai?

The cat command can print the apropos file Tl:re cat command "chokes" trying to print the
because it is a readable (and editable) ASCII binary cal file because it is full of unprintable
text script machine code.
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gt 2

How binary programs are created

S/ NNNNNNN\N

From: gcal-3.01.tar.gz

B ity s 300/ [E=SE—— cal
SRS _..A.._v'-_'__'_ R = o Sim
[rsinma@nocsmo szc]$ head -50 goal.c -
/

gcal.c: Main part which controls the extended calendar program.

Copyright (<) 1994, 35, 36, 1997, 2000 Thomas Esken

This softvare doesn't claim conpleteness, correctness or usability.

* On principle T will not be liable for ANY damages or losses (implicit
* or explicit), which result from uaing or handling my softvare, M H

* If you use this software, you agree without any axcepticn to this NOte- The Cal blnary COde
agreement, which binds you LEGALLY !'!

: resulted from compiling the

* This program is free software; you can redistribute it and/or modify

* it under the terms of the "GNU General Public License' a3 published by Or[gina/ gca/,C source COde,

* the "Tree Software Foundation': either versiom 2, or (at your opticn)
* any latar version.

* You ahculd have received a copy of the "GNU General Pubklic License'

* along with this program: Af not, write to the:

4 Free Software Foundation, Inc.

. 59 Templae PIT?? -‘Sui:n 33?,_’ - — -

R Boston, MA 02113-1307, US @ fSimms@nosmo:-/depq_t[g;alﬁ,%;; Fﬁ-,. !;jn@
[rsimms@nosmo srcl$ file /usr/bin/cal &

sraric enar remuap=wiza: gealf| fusy /bin/cal: ELF 32-bit LSB executable, Intel 80386, version 1
(sYsv), for GNU/Linux 2.2.5, dynamically linked (uses shared 1lib

i. Include header filea. S) I Stripped
= [rsimms@nosmo srcl$

$1f HAVE ASSEAT H
$ include <assert.h>

XFE H l:'
Because GNU Linux software is licensed under the GPL you can make your -
own custom version of the commands or the kernel!
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FYI

See this forum post from a previous class for an example of
obtaining the source code for a Linux command and modifying it:

http://oslab.cabrillo.edu/forum/viewtopic.php?f=31&t=683&p=2774

Lab #2...even though ‘info uname’ output states...

Dy Dam MeNamars » Pri ek 18, 3031 L2133 am p

Hi Folis, g N

Doas amyosd happen 10 keow If hers arw ways 10 manipulate output from cname sech that it 1s Dsted bs the erder That | wamt it to be? Tl Ngnainon

Under ‘Commandy’ In Lab #2. guestion 11, we are asked what options would we oue 10 display just the cperating system, Ity bernel Postyr 71 It. II t. t. d h
rwRase sumbers and the machine's network node hostnaene. | got that okay. Howaver, what If | wantod the cutput to display folowing Joineds Fri Fan B4, i1 234 per a S ar e W en

the constructs of the guestion, Le;: Dan dl-d Lab 2 and
opus.cabrilo. edo 2.6, 16-164. o GHU/Ligx (the defaudy)

G /Lo 2.6.18-164. 05 opus. cabrilio.odu (what (d dke 1t to he} Wanted to Change
Doing & ‘man uname’ doean § cover this but Info uname states: the Way uname

tf mudtiple optaens or A" are given, the selected winrmation = Ordered its OUtpUt!

printad in this arder

RERNEL-NAME NODENAM AERMEL- RELEASE KERNEL-VERSON
MACHINE PROCESSOR HARDWARE FLATFORM OPERATING- SYSTEM

1can live with the detault oatput a3 9t does answer the question. .. It just kind of begs me that Its not in the order that | would prefer
Mixiog D ordar of the aptions Ras no «1fect on the detuds outpat,

Mt wondeciog
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CIS 90 - Lesson 2

Class Activity

Where is the scavenge program?
Hint: use the type command with scavenge as the argument.
Type your answer in the chat window.

Is the scavenge command a binary executable or a shell
script?

Hint: use the file command with the location of scavenge as the argument.
Type your answer in the chat window.

Can you cat the scavenge command?
Paste a line of output in the chat window.

Is scavenge a UNIX command?
Hint: use the man or whatis commands with scavenge as the argument.

Type your answer in the chat window.
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You will get these questions when you submit Lab 2

1) Name a UNIX command that gets its input only from

the command line?

2) Name an interactive command that reads its input

from the keyboard?

3) Name a UNIX command that gets its input from the

Operating System?
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Inputs to Commands

1 console
Program tdout \ screen
(a file on drive) stdout | (default)
{o
60'@ ) 1) Command line
¢, (Options &
arguments)
2) Terminal
keyboard
3) Operating system console
screen

information such as
file contents and
session properties

(default)
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Name a UNIX command that gets its input only
from the command line?

/home/cis90/simmen $ echo hello world

hello world
/home/cis90/simben $ banner hello world

# oAttt A # i EE SR
# # 4 # # # #
# # # # # # #
FRAFFAS FHAES # # # #
# i # # # #
# i # # # #
# G A O i A
# Gl A A
% # # *# o # #
% # # *# il id id
% # # A A id id
% # # *# # # id id
% # # *# *# id id
G A A AEAS FAAAA

The echo and banner commands are examples of commands
that get their input from the command line
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echo command

/home/cis90/simmsben $ echo hello world
hello world

Options: NA
Args: hello world

Qe
=

stdin

stderr

The echo command is an example of a command
that gets its input from the command line 127
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Name an interactive command that reads its

input from the keyboard?

/home/cis90/simmsben $ bc /home/cis90/simmsben S passwd

bc 1.06 Changing password for user simmsben.
Copyright 1991-1994, 1997, 1998, 2000 Free Changing password for simmsben

Software Foundation, Inc. (current) UNIX password:

This is free software with ABSOLUTELY NO New UNIX password:

WARRANTY . BAD PASSWORD: is too similar to the old
For details type “warranty'. one

2+2 New UNIX password:

4 Retype new UNIX password:

500-200+3 passwd: all authentication tokens updated
303 successfully.

sqgrt (64)

8

quit

The bc (binary calculator) and passwd commands are examples of
interactive commands that read their input from the keyboard

128



CIS 90 - Lesson 2
bc command

[rsimms@nosmo ~]$ bc
<snipped>

2+2

4

quit

Options: NA
Args: NA

¥

- o e
\_Fx =

ﬁzina il
:j bc BESo8
KT BDBRDY 2

T
©p%
S

stderr

The bc (binary calculator) command is an example of an
interactive command that reads its input from the keyboard 129
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Name a UNIX command that gets its input from

the Operating System?

/home/cis90/simmen $ who

dycktim
root
velasoli
guest90
rsimms
guest90
watsohar
swansgre
guest90
abbenste

pts/1
:0

pts/2
pts/3
pts/4
pts/5
pts/6
pts/7
pts/8
pts/9

2010-09-07
2009-12-18
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07
2010-09-07

/home/cis90/simben $ uname

Linux

The who and uname commands are examples of commands

17:

17

16
15
16

17:
17:
17:
17:

07

: 30
17:

08

:56
: 54
:59

03
10
10
11

(nosmo—-nat.cabrillo.edu)

(
(
(
(
(
(
(
(

cabrillo.
cabrillo.
cabrillo.
cabrillo.
cabrillo.

that get their input from the Operating System

ads1-35-201-114-102.dsl.net)
nosmo-nat.cabrillo.edu)
ds1l-45-78-13-81.dhcp.com)
nosmo-nat.
nosmo-nat.
nosmo-nat.
nosmo-nat.
nosmo-nat.

edu)
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who command

/home/cis90/simmsben $ who

dycktim pts/1 2010-09-07 17:07 (nosmo-nat.cabrillo.edu)
root :0 2009-12-18 17:30
velasoli pts/2 2010-09-07 17:08 (adsl-35-201-114-102.dsl.net)
guest90 pts/3 2010-09-07 16:56 (nosmo-nat.cabrillo.edu)
Options: NA
Args: NA

¥

- o e
L~ 7% | 2

R
¢ Who SgE|

X

=

stdin

User, terminal,
date, time and
hostname information

stderr

The who command is an example of a command
that gets its input from the Operating System
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Class Activity

Where is this ps command getting its
input from?

/home/cis90/simben $ ps

RLID T TY TIME CMD
26981 pts/2 00:00:00 bash
28587 pts/2 00:00:00 ps

/home/cis90/simben $

Type your answer in the chat window

RN

132



C1s 90 - tesson2 . b b £ I

Command
Syntax

(grammar lesson)



CIS 90 - Lesson 2

Some new vocabulary

from Dictionary.com

parse [pahrs, pahrz] verb, parsed, pars-ing.
verb (used with object)

1. to analyze (a sentence) in terms of grammatical constituents,
identifying the parts of speech, syntactic relations, etc.

2. to describe (a word in a sentence) grammatically, identifying the part
of speech, inflectional form, syntactic function, etc.

3. Computers . to analyze (a string of characters) in order to associate

groups of characters with the syntactic units of the underlying
grammatr.

One of the things the shell does is parse what is typed by the user. This
results in the command line being analyzed to identify the command, the
options, the arguments and any redirection.
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Command Syntax

Command Options Arguments Redirection

Command - is the name of an executable program file.

Options - a special type of argument that is used to control
how the program operate operates.

Arguments - the objects the command is directed to work
upon. Multiple arguments are separated by spaces.

Redirection - The default input stream (stdin) is from the
console keyboard, the default output (stdout) and error (stderr)
streams go to the console screen. Redirection can modify these
streams to other files or devices.
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Command Syntax Rules

Command Options Arguments Redirection

Command - usually at the beginning of the line

Options - follow the command, usually starts with a dash, may

be combined after a single “-" or separated by spaces. Note
that -iad is the same as -1 -a -d

Arguments - follow the options. Multiple arguments must be
separated by spaces.

Redirection - Will be a <, >, >>, 2> or | followed by the I/0O

redirection.

Spaces are required between Multiple spaces are treated
commands, options, arguments and as a single space (unless
any redirection inside quotes)
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Command Syntax Example

_ Options Arguments

I_A_\ i . 1 [
ls -1t proposall proposa12 > /dev/null

.

spaces

Don't worry now about what the example command above
does, for now we just want to be able to parse it into the
command, options, arguments and any redirection
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More Command Syntax Examples

The command syntax is the underlying grammar used
to parse the command line

/home/cis90/simben S -

opus.cabrillo.edu

/home/cis90/simben $ - -0

GNU/Linux

/home/cis90/simben S . -1d Poems/
drwxr-xr-x 5 simben90 cis90 4096 Jan 18 2004 Poems/

/home/cis90/simben S . -11 letter _

More on redirection in later lessons 138
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Command Syntax

Command Options Arguments Redirection

/home/ci1s90/simben S echo I love Linux
T lowe Linux

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
140
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Command Syntax

Command Options Arguments Redirection

/home/ci1s90/simben S echo I love Linux
I love Linux

Please parse the command line above

Command: echo
Options:

How many: NA

What are they: NA
Arguments:

How many: 3

What are they: I, Love, Linux

Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ 1ls -1d /bin /usr/bin
drwxr-xr-x 2 root root 4096 Nov 23 13:49 /bin
drwxr-xr—-x 2 root root 61440 Nov 23 13:49 /usr/bin

Use the chat window to type your answers
Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:
What is redirected: 142



CIS 90 - Lesson 2 b 'V F l l lw

Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ 1ls -1d /bin /usr/bin
drwxr-xr-x 2 root root 4096 Nov 23 13:49 /bin
drwxr-xr-x 2 root root 61440 Nov 23 13:49 /usr/bin

Please parse the command line above

Command: Is

Options:
How many: 2
What are they: |, d

Arguments:
How many: 2
What are they: /bin, /usr/bin

Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ ls-1d/bin/usr/bin
-bash: 1ls-1d/bin/usr/bin: No such file or directory

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
144
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ ls-1d/bin/usr/bin
-bash: 1ls-1d/bin/usr/bin: No such file or directory

Please parse the command line above

Command: Is-ld/bin/usr/bin

Options:
How many: NA

What are they: NA
Spaces are required between

Arguments: commands, options,
How many: NA arguments and any
What are they: NA redirection
Redirection:
How many: NA
What is redirected: NA
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ file proposall timecal
proposall: ASCII English text
timecal: shell archive or script for antique kernel text

Use the chat window to type your answers

Command:

Options:
How many:
What are they:

Arguments:
How many:
What are they:

Redirection:
How many:

What is redirected:
146
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Command Syntax

Command Options Arguments Redirection

/home/cis90/simben $ file proposall timecal
proposall: ASCII English text
timecal: shell archive or script for antique kernel text

Please parse the command line above

Command: file

Options:
How many: NA
What are they: NA

Arguments:
How many: 2
What are they: proposall, timecal

Redirection:
How many: NA
What is redirected: NA
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Variables

152
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Shell Variables

» A shell variable gives a name to a location in memory where data can
be kept during the session. This data value is lost when a session ends.

« The shell variables used to customize the users environment are called
Environment variables.

« When parsing, the shell will look for a $ followed by a variable name
and replace it with the value of the variable.

To show the value of a variable use the echo command and precede the
variable name with a $

echo $PS1 shows the current value of the PS1 variable
To change the value of a variable, use an = sign with no surrounding
blanks and no $

PS1="Enter next command: " sets the PS1 prompt variable
153
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Shell Environment Variables

These variables are automatically set for you when you log in

HOME Users home directory (starts here after
logging in and returns with a cd command
(with no arguments)

LOGNAME User's username for logging in with.

PATH List of directories, separated by :'s, for the
Shell to search for commands (which are
program files) .

PS1 The prompt string.

PWD Current working directory

SHELL Name of the Shell program being used.
TERM Type of terminal device , e.g. dumb, vt100,

xterm, ansi, linux, etc.
154
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Showing common environment variable values

/home/ci1s90/simben
Xterm

/home/ci1s90/simben
/home/ci1is90/simben

/home/ci1is90/simben
SPWD $

/home/c1s90/simben
/home/cis90/simben

/home/cis90/simben
/bin/bash

S echo

S echo

S echo

S echo

S echo

STERM

S$SPWD

S$SPS1

SHOME

SSHELL

/home/c1s90/simben $ echo S$PATH
/usr/1lib/gqt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:
/usr/sbin:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin:.

Shows your terminal type

Shows your current working directory

Shows your level 1 prompt string

Shows your home directory

Shows your shell

Shows the directories making up your path
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Note that Terminal type # Terminal device

The TERM variable holds the terminal type which
is different than the terminal device

2P simben90@oslab:~

simben90@oslab.cabrillo.edu's password:

Last login: Tue Feb 4 18:56:49 2014 from ec2-54-215-232-67.us-west-1.compute.am
azonaws.com

-

('v")
[ /—==\\
=7/
Welcome to Opus
Serving Cabrillo College
Use tty to see 7 7
terminal device Terminal type? [xterm] _
1 Terminal type is xterm. Note the TERM variable
/home/cis90/simben $ tty .
VAo ona T gets set every time we log
/home/cis90/simben § echo STERM into Opus
xterm

LR T

Use echo $TERMI /home/cis90/simben $ [
to see terminal type
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Setting Variable Values

A
Y. 4 -

To change the value of a variable, use an = sign
with no surrounding blanks and no $

/home/cis90/simben
Xxterm

/home/cis90/simben
/home/cis90/simben
dumb

/home/cis90/simben
/home/cis90/simben
Xterm

S echo $TERM

S TERM=dumb
S echo $TERM

S TERM=xterm
S echo S$STERM

Show the current
terminal type

Change the terminal
type and display the
new value

Change the terminal
type back to the
original value

In Lab 2 you will see what happens when the terminal type is changed
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The SHELL variable

The SHELL variable will be set to

/home/cis90/simben $ echo $SHELL the name of the shell your are
/bin/bash running. Benji is running the bash
shell.

/home/cis90/simben $ ps
In Lesson 1 we used the ps

PID TTY TIME CMD

mman he shell bein
7364 pts/1  00:00:00 bash command to see the shell being
7745 pts/1 00:00:00 ps

/home/cis90/simben $ cat /etc/passwd | grep simben
simben90:x:1201:190:Benji Simms:/home/cis90/simben: /bin/bash

The shell that is run is determined
by the entry in /etc/passwd
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The PS1 variable

/home/cis90/simben $ echo $PS1
SPWD S

The PS1 variable defines the shell prompt
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Follow Me

/home/cis90/simben $ PS1="By your command > "

By your command > date
MonrSep .| 3 18M25:32PDT 2012
By your command >

By your command > PS1l='What can
What can I do for you simben90°?
Mol Sep, 38 1k 26510 «:PDE 202

What can I do for you simben90°?

What can I do for you simben90?
/home/cis90/simben $ date
Mon Feb 3 18:06:30 PST 2014

Give me a green check v if you are
successful and a red x if stuck on
CCC Confer

I do for you $LOGNAME? '
date

PS1="'S$SPWD $ '

o) (2] (0]

vamroom () | ¥ Yes x5 %3

None
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Need a fresh start -- just log out
and back in again and your prompt
will be back to normal!

163
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Changing the prompt

There are some special \codes you can insert when setting the prompt

\h gets replaced by \W gets replaced by the
the hostname base working directory

\u gets replaced by
the username ﬁ, r

/home/cis90/simben $ PS1="[\u@\h \W]\$ "
[simben90@oslab ~]$ date \$ gets replaced by a $ for regular

# if th t
Mon Sep 3 17-38-54 PDT 2012 users or # if the root user
31mben90@oslab ~

user name indicates regular user

hostname

working directory
(~ is shorthand for the
home directory)
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\!
\#
\d
\h
\n
\s
\t
\u
\w
\W
\$

CIS 90 - Lesson 2

Changing the prompt

history command number
session command number

date

hostname

new line

shell name

time

user name

entire path of working directory
only working directory

$ or # (for root user)

The PS1 variable
(defines the prompt)
can be set to any
combination of text,
variables and these
special codes.
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Changing the prompt

PS1="'SPWD $ /home/cis90/simmsben/Poems $

PS1="\w $ " ~/Poems $

PS1="\W $ " Poems $

PS1="\u@\h $ " simmsben@opus $

PS1='\u@\h S$PWD $ ' simmsben@opus /home/cis90/simmsben/Poems $
PS1="\u@\SHOSTNAME S$PWD $ ' simmsben@opus.cabrillo.edu /home/cis90/simmsben/Poems $
PS1='\u \! $PWD $ ' simmsben 825 /home/cis90/simmsben/Poems $

PS1="[\u@\h \W] $ " [simmsben@opus Poems] $

Important: Use single quotes around variables that change. For example if
you use $PWD with double gquotes, the prompt will not changes as you change
directories! More on this later ... 167
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Need a fresh start -- just log out
and back in again and your prompt
will be back to normal!

168
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Shell Variables

set command

/home/cis90/simben $ Set

BASH=/bin/bash
BASHOPTS=checkwinsize:cmdhist:expand_aliases:extquote:force_ fignore:hostco
mplete:interactive comments:login_shell:progcomp:promptvars:sourcepath
BASH_ALIASES=()

BASH_ ARGC= ()

BASH_ARGV= ()

BASH_CMDS= ()

BASH_ENV=/home/cis90/simben/.bashrc

BASH_LINENO= ()
BASH SOURCE= ()
BASH VERSINFO=([0]="4"
redhat-linux-gnu")
BASH VERSION='4.1.2 (1) -release'
COLORS=/etc/DIR_COLORS

COLUMNS=123

CVS RSH=ssh

DIRSTACK= ()

EUID=1001

GROUPS= ()

G_BROKEN_FILENAMES=1
HISTCONTROL=ignoredups
HISTFILE=/home/cis90/simben/.bash_history
HISTFILESIZE=1000

HISTSIZE=1000

HOME=/home/cis90/simben
HOSTNAME=oslab.cabrillo.edu
HOSTTYPE=1386

ID=1001

IFS=$' \t\n'

IGNOREEOF=10

LANG=en_US.UTF-8
LESSOPEN="'|/usr/bin/lesspipe.sh %s'
LINES=38

LOGNAME=simben90

[1]="1" [2]="2" [3]="1" [4]="release" [5]="1386-

The set command shows all shell
variables including the special
environment variables.

CIS 90 - Lesson 2
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LS_COLORS='"'rs=0:di=01;34:1n=01;36:mh=00:pi=40;33:50=01;35:do=01;35:bd=40;3
3;01:cd=40;33;01:0r=40;31;01:mi=01;05;37;41:s5u=37;41:59=30;43:ca=30;41:tw=
30;42:0w=34;42:5t=37;44:ex=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz
=01;31:*%.1zh=01;31:*.1zma=01;31:*.t1z=01;31:*.txz=01;31:*.2zip=01;31:*.2=01
;31:%.2=01;31:*.dz=01;31:*.92z=01;31:*.12=01;31:*.x2z=01;31:*.bz2=01;31:*.tb
z=01;31:*.tbz2=01;31:*.bz=01;31:*.tz=01;31:*.deb=01;31:*.rpm=01;31:*.jar=0
1;31l:*.rar=01;31:*.ace=01;31:*.2z00=01;31:*.cpio=01;31:*.72z=01;31:*.rz=01;3
1:*.Jpg=01;35:*.jpeg=01;35:*.gif=01;35:*.bmp=01;35:*.pbm=01;35:*.pgm=01; 35
:*.ppm=01;35:*.tga=01;35:*.xbm=01;35:*.xpm=01;35:*.tif=01;35:*.tiff=01;35:
*.png=01;35:*.svg=01;35:*.svgz=01;35:*.mng=01;35:*.pcx=01;35:*.mov=01;35:*
.mpg=01;35:*.mpeg=01;35:*.m2v=01;35:*.mkv=01;35:*.0ogm=01;35:*.mp4=01;35:*.
m4v=01;35:*.mpd4v=01;35:*.vob=01;35:*.qt=01;35:*.nuv=01;35:*.wnv=01;35:*.as
f=01;35:*.rm=01;35:*.rmvb=01;35:*.f1c=01;35:*.avi=01;35:*.f11i=01;35:*.flv=
01;35:*.9g1=01;35:*.d1=01;35:*.xcf=01;35:*.xwd=01;35:*.yuv=01;35:*.cgm=01;3
5:*.emf=01;35:*.axv=01;35:*.anx=01;35:*.0gv=01;35:*.0gx=01;35:*.aac=01;36:
*.au=01;36:*.flac=01;36:*.mid=01;36:*.midi=01;36:*.mka=01;36:*.mp3=01;36:*
.mpc=01;36:*.0gg=01;36:*.ra=01;36:*.wav=01;36:*.axa=01;36:*.0ga=01;36:*.sp
x=01;36:*.xspf=01;36:"

MACHTYPE=1i386-redhat-linux-gnu

MAIL=/var/spool/mail/simben90

MAILCHECK=60

OLDPWD=/bin

OPTERR=1

OPTIND=1

OSTYPE=linux-gnu

PATH=/usr/lib/qgt-
3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home
/cis90/simben/../bin:/home/cis90/simben/bin: .

PIPESTATUS=([0]="127")

PPID=17309

PROMPT COMMAND='printf "\033]0;%s@%s:%s\007" "${USER}" "${HOSTNAME%%.*}"
"S{PWD/#SHOME/~}""

PS1='SPWD $ '

ps2="> "'

Ps4="+ "

PWD=/home/cis90/simben

QTDIR=/usr/lib/qt-3.3

QTINC=/usr/lib/qgt-3.3/include

QTLIB=/usr/lib/qt-3.3/1ib

SELINUX_ LEVEL_REQUESTED=

SELINUX_ ROLE_REQUESTED=

SELINUX_ USE_CURRENT_RANGE=

SHELL=/bin/bash
SHELLOPTS=braceexpand:emacs:hashall:histexpand:history:ignoreeof:interacti
ve-comments:monitor

SHLVL=1

SSH_CLIENT='50.0.68.235 51849 2220'

SSH_CONNECTION='50.0.68.235 51849 172.30.5.20 2220'

SSH_TTY=/dev/pts/2

TERM=xterm

UID=1001

USER=simben90

USERNAME=

_=ser

colors=/etc/DIR_COLORS

/home/cis90/simben $
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Shell (Environment) Variables
env command

/home/cis90/simben $ €NV

HOSTNAME=o0slab.cabrillo.edu
SELINUX ROLE_REQUESTED=

TERM=xterm

RS e The env command shows just the
2ZizﬁéifﬁiéfgaigéﬁffiiNééi49 2220 en wronment_ variables (a subset of
gg?lflg;jizijiiﬁjgi:ii/ulclude the She// Varlables)

SSH_TTY=/dev/pts/2

USER=simben90

LS COLORS=rs=0:di=01;34:1n=01;36:mh=00:pi=40;33:50=01;35:do=01;35:bd=40;33;01:cd=40;33;01:0r=40;31;01:mi=01;05;37;41:su=37;41:sg=30;43:ca=
30;41:tw=30;42:0w=34;42:5t=37;44:ex=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz=01;31:*.1zh=01;31:*.1zma=01;31:*.t1z=01;31:*.txz=01;31
:*.z1ip=01;31:*.2=01;31:*.2=01;31:*.dz=01;31:*.gz=01;31:*.12=01;31:*.x2z=01;31:*.bz2=01;31:*.tbz=01;31:*.tbz2=01;31:*.bz=01;31:*.tz=01;31:*.
deb=01;31:*.rpm=01;31:*.Jar=01;31:*.rar=01;31:*.ace=01;31:*.2z00=01;31:*.cpio=01;31:*.72z=01;31:*.rz=01;31:*.Jpg=01;35:*.Jjpeg=01;35:*.gif=01
;35:% . bmp=01;35:*.pbm=01;35:*.pgm=01;35:* .ppm=01;35:*.tga=01;35:*.xbm=01;35:* .xpm=01;35:*.t1f=01;35:*.tiff=01;35:*.png=01;35:*.svg=01;35:*
.svgz=01;35:*.mng=01;35:*.pcx=01;35:*.mov=01;35:*.mpg=01;35:*.mpeg=01;35:*.m2v=01;35:*.mkv=01;35:*.0gm=01;35:*.mp4=01;35:*.m4v=01;35:*.mp4
v=01;35:*.vob=01;35:*.gqt=01;35:*.nuv=01;35:* . wmv=01;35:*.asf=01;35:*.rm=01;35:*.rmvb=01;35:*.f1c=01;35:*.avi=01;35:*.£1i=01;35:*.f1v=01;35
:*.gl=01;35:*.d1=01;35:*.xcf=01;35:*.xwd=01;35:*.yuv=01;35:*.cgm=01;35:*.emf=01;35:*.axv=01;35:*.anx=01;35:*.0gv=01;35:*.0gx=01;35:*.aac=0
1;36:*.au=01;36:*.flac=01;36:*.mid=01;36:*.midi=01;36:*.mka=01;36:*.mp3=01;36:*.mpc=01;36:*.09g=01;36:*.ra=01;36:*.wav=01;36:*.axa=01;36:*
.0ga=01;36:*.spx=01;36:*.xspf=01;36:

USERNAME=

MAIL=/var/spool/mail/simben90
PATH=/usr/lib/qt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin:.
PWD=/home/cis90/simben

LANG=en US.UTF-8

SELINUX LEVEL REQUESTED=

HISTCONTROL=ignoredups

SHLVL=1

HOME=/home/cis90/simben

BASH ENV=/home/cis90/simben/.bashrc

LOGNAME=simben90

OTLIB=/usr/lib/qt-3.3/1ib

CVS_RSH=ssh

SSH CONNECTION=50.0.68.235 51849 172.30.5.20 2220

LESSOPEN=| /usr/bin/lesspipe.sh %s

G_BROKEN FILENAMES=1

_=/bin/env

OLDPWD=/bin

/home/cis90/simben $

171



Cis 90 - Lesson2 ;. & o8 R R

The Shell
(six steps)



CIS 90 - Lesson 2 : “ l l lw

Shell

System

Commands

Applications

Kernel

The Shell

Allows users to interact with the
computer via a "command line”.

Prompts for a command, parses the
command, finds the right program and
gets that program executed.

Is called a “shell” because it hides the @U
underlying operating system. N

Multiple shell programs are available:
sh (Bourne shell), bash (Bourne Again
shell), csh (C shell), ksh (Korn shell).

The shell is a user interface and a
programming language (scripts).

GNOME and KDE desktops could be
called graphical shells
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Life of the Shell

"0 N2
= 2 : L

1) Prompt
Shell 2) Parse
C(?r)llﬂséean;ds Applications 3) Search
4) Execute
Kernel 5) Nap
e s 7 g » ¢ 6) Repeat
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Life of the Shell

Example:

/home/cis90/simben $ 1ls -1t proposall proposal2
—-rw—-r—-—-r—--. 1 simben90 ci1is90 1074 Aug 26 2003 proposall
—-rw—-r—--r—--. 1 simben90 cis90 2175 Jul 20 2001 proposal?2
/home/cis90/simben $

f)"i'r'osnf;fs Lets take a deep dive into how a command
2) Parse gets executed.

3) Search

o) e Note it is always a team effort by both the
6) Repeat shell and the command.
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Life of the Shell
) —

1) Prompt user for a command SRS

4) Execute
5) Nap
6) Repeat

The shell begins by outputting the prompt
Example: K (which is based on the PS1 variable)
/home/cis90/simben $ 1ls -1t proposall proposal2

\ Then you type the command

FYI, you can mimic outputting the prompt yourself with these commands:

/home/ci1s90/simben $ echo $PS1 toshow value of PS1 variable

4 echo the output of the
/home/cis90/simben $ echo $PWD § previous command

/home/cis90/simben § was output by the echo command above
/home/cis90/simben $ was output by the shell (the same output)
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Life of the Shell
) Prompe

2) Parse command user typed ) Seareh

4) Execute
5) Nap
6) Repeat

Example:

During the parse step the shell
identifies all options & arguments,
handles any metacharacters and
redirection

1s -1t proposall proposal2

« Command =Is

« 2 Options =1, t

« 2 Arguments = proposall, proposal2
* No Redirection
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Life of the Shell
) Prompe

3) Search path for the program to run 2 ==,

4) Execute
5) Nap
6) Repeat

1s -1t proposall proposal2

Use this command to see the path directories (separated by :’s) on your path
/home/cis90/simben $ echo $PATH
/usr/1ib/qt-3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin
:/sbin:/home/cis90/simben/../bin:/home/cis90/simben/bin:.

The shell will search each directory in order for an Is command
/usr/lib/qgt-3.3/bin no Is command found here

/usr/local/bin no Is command found here

/bin YES! - an Is command is in the /bin directory

/usr/bin

/usr/local/sbin

/usr/sbin

/sbin Try mimicking what the shell does to search for Is:
/home/cis90/simben/. . /bin /home/cis90/simben $ 1ls /usr/lib/qt-3.3/bin/ls

. . . ls: cannot access /usr/lib/gt-3.3/bin/ls: No
/home/cis90/simben/bin such file or directory

/home/cis90/simben $ 1ls /usr/local/bin/ls
1s: cannot access /usr/local/bin/ls: No such

Note: If the shell cannot find the file or directory
command on the path it will output oo ehe00 etntyen & ia [faim/ie
"command not found" /bin/ls
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Life of the Shell e

2) Parse
3) Search
4) Execute

4) Execute the command ) Nap

6) Repeat

1ls -1t proposall proposal2

Invokes the kernel to load the program into memory (which
becomes a process), passes along any parsed options & expanded
arguments, hooks up any redirection requests then goes to sleep till
the new process has finished

Options: -t
Args: proposall, proposal 2

S5¢ y
()
XS

rl'a.-

XHO_

=

B

]

file information
Read file type, permissions,
owner, size, links, etc.
information from the kernel
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Life of the Shell
o oo

5) Nap while the command (process) 2=,

4) Execute

runs to completion S) Nop

6) Repeat
(The shell, itself a loaded process, goes into the sleep state
and waits till the command process is finished)

/home/cis90/simben $ 1ls -1t proposall proposal2
-rw-r—--r--. 1 simben90 cis90 1074 Aug 26 2003 proposall
-rw-r--r--. 1 simben90 cis90 2175 Jul 20 2001 proposal?

The shell sleeps while the Is process outputs these two lines

180



CIS 90 - Lesson 2 " IW

Life of the Shell

Shell Steps
1) Prompt

6) And do it all over again 2) Parae

3) Search

..gotostep 1 ) Bxeae

6) Repeat
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Life of the Shell

A /home/cis90/simben $ Ls -1t proposall proposal2 What's wrong?
-bash: Ls: command not found Who output the error?

B /home/cis90/simben $ 1ls -1t proposall proposal5s
ls: cannot access proposalb5: No such file or directory
-rw-r--r—--. 1 simben90 cis90 1074 Aug 26 2003 proposall

What’s wrong?
Who output the error?

C /home/cis90/simben $ ls -lw proposall proposal2

. . ; : What’s wrong?
ls: invalid line width: proposall

Who output the error?

D /home/cis90/simben $ 1ls -1t proposallproposal2

ls: cannot access proposallproposal2: No such file or directory What’s wrong?
Who output the error?

E /home/cis90/simben $ 1ls-1t proposall proposal2

What’s wrong?
-bash: 1ls-1t: command not found

Who output the error?

182



esona R AR

Meta-
characters



CIS 90 - Lesson 2 F ' l IW

Metacharacters

When parsing, the shell gives special meaning to metacharacters

" - use double quotes to preserve blanks and allow variable expansion

' - use single quotes to preserve blanks and block variable expansion

$ - use to show the value rather than the name of a variable

; - allows multiple commands on one line

<enter key> - The invisible newline control character marking the end of a command
= - use to set variables to new values

\ - removes (escapes) the special powers of a metacharacter

Other metacharacters we will learn about later include:
?/ >|</ </ >/ >>/ !/ |/ []/ {}/ &/ && and ||
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Metacharacters - quotes

 Double " quotes allow variable expansion
« Single ' quotes block variable expansion
« Both double and single quotes preserve blanks

/home/cis90/simben $ echo I am SLOGNAME (3 arguments)
I am simben9(Q Extra blanks ignored, variable expanded

/home/cis90/simben $ echo "I am SLOGNAME" (1 argument)
I am simben90 Extra blanks preserved, variable expanded to show value

/home/cis90/simben $ echo 'I am SLOGNAME' (1 argument)
I am SLOGNAME Extra blanks preserved, variable expansion blocked

Double quotes called weak quotes because they allow the shell to expand
variables. Single quotes are called strong quotes because they block the shell
from expanding variables. 185



CIS 90 - Lesson 2 " IW

Metacharacters - quotes

/home/cis90/simben $ echo '"double quotes"'
"double quotes"

/home/cis90/simben $ echo "'single quotes'"
'single quotes'

Tip: single quotes can be used to output double quotes and vice-versa
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Metacharacters - <enter key>

<enter key> - The invisible newline control character marking

the end of a command

[rsimms@opus ~]S ps <+

PID TTY TIME CMD
19015 pts/0 00:00:00 bash
19378 pts/0 00:00:00 ps
[rsimms@opus ~]S$ hostname

opus.cabrillo.edu

= |

Pressing the Enter key
here generates an invisible
<newline> character

[rsimms@opus ~]$ echo "Use <enter key> to end the command"
Use <enter key> to end the command

- : .
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Metacharacters - \ (backslash)

The back slash \ removes (escapes) the special powers of a metacharacter

[rsimms@oslab ~]S echo a bc de £
a b cde £

rsimms@obus ~ EhE m T @ Escape the invisible newline <enter key>
>[ dl f@ 12 13 \ which marks the end of a command
e

a b cde £

[rsimms@opus ~]$ echo $PS1
[\u@\h \WI]\S

Escape the $ (which shows

[rsimms@opus ~] $ echo \$PS1 the value of the variable)

SPS1

[rsimms@opus ~]S$S echo "Hello World"
Hello World

Escape the double quote

[rsimms@opus ~]$ echo \"Hello World\" marks

"Hello World"
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Metacharacters - ; (semi-colon)

The semi-colon ; allows multiple commands on one line

[simmsben@opus Poems]S$ hostname; uname; echo $SLOGNAME; ls

opus.cabrillo.edu ‘\\\\\\\Zzzzzg—————i
Linux Four commands on

one line

simmsben
ant Blake nursery Shakespeare twister Yeats
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More on the Command Line
Handy Shortcuts

« Use up and down arrows to “retype” previous commands
 Left and right arrow for editing current command
« Use <tab> to complete filenames automatically

/home/cis90/simben $ hostname; name; echo $SLOGNAME; ls Poems/Blake/
2} oslab.cishawks.net > >

@ -bash: name: command not found Press <tab> after the P and B
(&) simbend0 and the shell fills in the rest

) Jerusalem tiger
‘ /home/cis90/simben $ hostname; uname; echo $LOGNAME; ls Poems/Blake/

oslab.cishawks.net K\\\\\_¥
Linux

simben90 ﬁ—ﬁ\\\\\\
Jerusalem tiger

Use the left arrow to
backup and fix the

typo (uname instead of
name)

Press up arrow and the
shell retypes the
previous command
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Life without
a path

-bash: xxxx: command not found

2 S byt

Don’t get mad, just fix your path!
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The Path

The shell uses your path to locate commands to execute

« A path is a ordered set of directories along which the shell will search to
locate commands to execute

« The path is defined by the PATH variable
« Show your path with echo $PATH

« If you specify a command xxxx that the shell cannot find on the path it
will print the following error message:

-bash: xxxx: command not found

« To run a command that is not on your path the complete absolute or
relative pathname must be specified. e.g. /usr/bin/uname

193



CIS 90 - Lesson 2

The Path

Use this command to see the directories (separated by :’s) on your path
/home/cis90/simben $ echo $PATH

/usr/lib/qgt-
3.3/bin:/usr/local/bin:/bin:/usr/bin:/usr/local/sbin:/usr/sbin:/sbin:/home/c
1s90/simben/../bin:/home/cis90/simben/bin:.

The shell will search for the Is command along the path in this order:
/usr/1lib/qt-3.3/bin

/usr/local/bin

/bin

/usr/bin

/usr/local/sbin

/usr/sbin

/sbin

/home/cis90/simben/../bin

/home/cis90/simben/bin

i yes, . is a directory too and it is whatever

directory you have currently changed into
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Experiment - Breaking the Path

The echo
command is
built into bash

/home/cis90/simben $ type echo ps tty
echo is a shell builtin

ps 1is /bin/ps

tty is /usr/bin/tty

the ps
command is in
the /bin

The tty command directory

is in the /usr/bin
directory

/bin

e e
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Experiment — Breaking the Path

~ /home/cis90/simben $ echo I love Linux
I love Linux
/home/cis90/simben $ date
Default | yon sep 3 15:17:52 PDT 2012
path /home/cis90/simben $ tty
/dev/pts/2
_ /home/cis90/simben $

, /home/cis90/simben $ PATH="" Break the path by
TROUBLE! /home/cis90/simben $ echo $PATH setting it to null
/home/cis90/simben $
’/home/cis90/simben $ echo I love Linux
I love Linux Only echo
/home/cis90/simben $ date works because
No path 7 -pash: date: No such file or directory it is built into

/home/cis90/simben $ tty the shell!
-bash: tty: No such file or directory
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/home/cis90/simben $ echo $PATH

/home/cis90/simben $

There is nothing on the path!
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date works
because it
resides in the
/bin directory
which is now
on the path

Experiment - Restoring the Path

/home/cis90/simben $ PATH=/bin Add the /bin
/home/cis90/simben $ echo $PATH directory to the path
/bin

/home/cis90/simben $

echo works
/home/cis90/simben $ echo I love Linux because it is built

I love Linux into the shell
/home/cis90/simben $ date

Mon Sep 3 15:24:19 PDT 2012

/home/cis90/simben $ tty

-bash: tty: No such file or directory

tty does not work because it is
in the /usr/bin directory which is
not on the path
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/home/ci1s90/simben $ echo S$PATH
/bin
/home/c1s90/simben $
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Experiment - Restoring the Path

/home/cis90/simben $ PATH=$PATH:/usr/bin Appenqthg
/home/cis90/simben $ echo $PATH /usr/bin directory
/bin:/usr/bin to the path

/home/cis90/simben $

/home/cis90/simben $ echo I love Linux
I love Linux

/home/cis90/simben $ date

Mon Sep 3 15:24:19 PDT 2012
/home/cis90/simben $ tty

/dev/pts/2

All three commands work because /bin and /usr/bin are on the
path.

The shell will only run commands found in the directories
that make up the path
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/home/ci1s90/simben $ echo S$PATH
/bin:/usr/bin
/home/c1s90/simben $
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Need a fresh start -- just log out
and back in again and your path
will be back to normal!
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DOCS
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Using man (manual) pages

AT e

Type the man command followed by the name of the command you want

documentation on.

Example: man bc

P smmsben@opUs L ——— =2 [

Shome fciss0/ simmsben -
Shome fciss0/ simmsben
bo (1) bo (1)

-~
=
-~
=

HLME
bc - An arbitrary precision calculator language

SYNTRX
b [ -hlwsgv ] [long-optiom=s] [ file ... ]

VERSION
Thi=s man page documents GHU bc wersion 1.06.

DESCRIFTICH
bc 1is a language that supports arbitrary precision numbers with inter-
active execution of statements. There are sSome sSimilarities 1in the
syntax to the C programming language. L standard math library is

available by command line option. If requested, the math library is
defined before processing any files. bc starts by processing code from

all the files listed on the command line in the order listed. After
all files have been processed, bc reads from the standard input. &1l e
code is executed as it is read. (If a file contain=s a command to halt =

the processor, bc will never read from the standard input.)

1

.

ol :
e o4 |

Use these
keys to scroll

Use g key to
quit
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Using Google

Do a Google search on "linux xxx command" where xxx is the command you
want documentation for.

Example: google linux bc command

¥ Mare search tools

Web images Videcs Maps News Shopping Gmal maore

Salon Lo 1o

w i = = E—— (ﬁ
' *§ toagle ¢ O Rureeatd) Yoo« W Valoa! Calen. I Rich's Catnifiec, + ° ) Calmillo Cofte. ) 2§ linux be com, '1. AT
l “«2> C N = waw.google.com <= (Besourceid =chromedis 3

About 1,180 000 renidts (0 24 seconds)

v computechope comiunod'ubc

command-ine calculalions 5
be is included with (almost7) il Li
math library funchons in the be ¢

www Bacatiytach comVblogindsx|

How 10 do calcudston # 1 only have
very comglicated calculation To
finux byexamples com/archres

Linux bc Command. Basic

Linux Get Stanaq

Flled In: Loy

Fxplorn Limux

Become a Gurv

Linux / Upix Command: bc

Gooale Anps lor Ausiness

NAME

be - An arbitrary preasion cakculator language

Free Linux Newsiettort

‘ ‘ l ’ *§ foagte 3 719!011\«9;«1;\'1.. ’:;Vllmc'(ﬂm_ ™
GO()S e linux bc command l - C fH = linux.aboutcom od nmandy/l/blemail behtm 13 ?U O

“§ Everything be - Linux Command - Uingy PayPal merchants are virtually immune
Linux / Urex Commaond Libasry Y ) [de eft and sc
>3 More s o DID YOU KNOW... YOIy Sk wad sommmes . ST
Hnux about coavod/commanids) pozans gatleion
All results .
Wander whesl Linux and UNIX bc comma
Timeline Iinkong you to information about th Am . Y o m

* Bhara v P

MIRCHANT SERVICES

Whart iz Linux bc Command? ...
above command dspiays the sum
www hscnges comtutonaa/linun

andy Utikdy | |
Mr. McAndrew shows us how the
algonthms Linux, a5 with almost
v finuxpoumal com/aticle264

Gat email for your domain & reduce
IT costs, Stast your fres tnadl
Calilornia Online Classes
Discover Free Public School at Home
with Award - Winnung Curnculum

12 ron

Unix Commands Tutorial

Find Unix education & trainng
Providers m our Busness Directory

SYNTAX
be [ -hiwsqy | [long-ophions] | file . |
DESCRIPTION

be 18 5 languags that supports abitrary
precman numbers with mteractiva execution of
statements. There are some similanties in the
syntax to tha C programmng language. A
standard math Wrary 18 avalable by command
Ime optan. If requested, tha math hibeary s

gdefined bafare processng any files. be starts by processing code from sk the fes listed

DIDYOUKNOW...

The world's targest retailers use

PayPal payment pro

cCOssir H"

Walmart

lenovo.

eloys
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Other Documentation

« whatis command  same as the man —=f command
 apropos command same as the man —k command

« info command
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Documentation

Two of my favorite documentation links

Rich's Cabrillo College CIS Classes
Resources

ST e T T T

g Links
| Fashaands
LOP WL The LDP Wiki &5 0w sniry powt 106 30y work i) poogress
" Instructons Getting Linux Howtos Mesfiead At | Vet
* Lionis Maxter i * L S . :
s W o Programereng Mamer o Kernely .
et £ * BIM (rpmbed) . g by S
btk Mase » Rrs(phone) b Guides longer, indepth books ‘
Catlinda T v iteal vxtaten / mme sudes
o lgtereck Magaee Fick Tools and Software . NS FAQy Frequertly Asknd Qusshons
" orvin * Y¥ab Master Juhn * Apadse LR - - 4 lntest sodes | e wedye
o Yindows Master Sary o Namile o Putty S5H Say3 manpages fel on ndvdual commands {X000610)
* Qunin . od
Caaniliu Cut=ge it o DOS boot disks
sagh Al e o 8 Linux Usery . Dy
0L Cordey S . N Vatn
s b i * G B hwnise
fl '™ All 1 wwwsaloong
SRR o CNSA * Hes 3
VM Bepnicy . 8 o Ml
At . * Qu
il
I . Tob The Linux Information Project The Linux
avarte (| CP \ e Vir
o Qe Sute L5 ) N -
o ¥ =
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1ady 7: thoing Commeami

The puraose of ths A is fo @mlore command wsage with de sholl and miscelianeons U)X
commands,

Prapavation

Lveryihing you aced to do this M can e fosmed in tha Lessen 2 mratorinds on the (5 90
Cafendas: hitp://simms-teach.com/cis90calendar.php. Review careidhy all Lasgon 2 glides, swen

Those thai. may not have een covered in class.

Chrch the Mevum o€ http://oslab.cis.cabrillo.edu/forum/ for any tips and updates related to this
lads. The forum s ale o oed phace o ask guesiions i yeu ged stk or hely ofhers.

If you weondtd fike some additiomal assistance comm to the CIS Lab on campes whers you can got
hedp Fromsinstraciors and student: fab assistants: htto://webhawks org/~cislab/.

Prowedure

This kb must be dona on Opus te get cradit

Pleaso hog into e Opus sevyer wsing yone persomal accomd. You sl need 1o use the fellowing
vemmusids in This laf.

Bepmance e b Fhme A 1TV
Pracely [LER A Miyrowy Pty EAREAE ]
Pt *CNO SOt » o
(U AN B% 08 2 R bdh) KR 3

Oniy yomsr comomand Rissary slong with the three answers askesd for by e swbnnt script will be
graded. You must issue sach comman heiow (meacthy). Meior than submitiimg answers io any
s iions askad Delow o mest insteat issue ihe corrmct cotmmias®; o amswer them. Your
commrand history will be scanmed 20 verify each step was compinted.

NOA ;
;. :
b,

« This lab MUST be done on Opus to
get credit

* You don't need to turn in answers
for steps 1-22. However I will
check your command history to
verify you entered the correct
commands to answer those
questions.

« There are three questions to
answer on the submit script.
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New commands:

apropos - search for string in whatis database
bc - binary calculator

cat - print file(s)

echo - print text

env - show shell environment variables
info - online documentation with hot links
file - show file information

Is - show directory contents

passwd - change password

set - show (or set) shell variables

type - show command location in path
man - manual page for a command
whatis - command summary

New Files and Directories:

/etc/passwd - user accounts

/etc/shadow - encrypted passwords

/bin - directory of commands

/sbin - directory of superuser commands

/usr/bin - directory of commands, tools and utilities

Jusr/sbin - directory of superuser commands, tools and utilities
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Next Class

Assignment: Check Calendar Page on web
site to see what is due next week.

Quiz questions for next class:

« Which four directories typically contain the majority of
the UNIX/Linux system commands?

« How do you show your path?

« What command would allow you to view the manual
page for the who command?
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Backup

213
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Logging into the various CIS 90 systems from home or the lab

vmserver2 (a VMware ESXi server)

Opus

e ——
vSphete Client

arya-xx
defiant
lexington
enterprise
intrepid

In room 830 freedom
excalibur

A) Opus (oslab.cis.cabrillo.edu) using ssh/Putty
B) Arya(s) using VLab
C) Lab 1 scavenger hunt systems using ssh/Putty

Your Computer D) Your computer's desktop
In the lab or at home
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FY]

215
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CIS 90 and Smartphones (Android)

Blackboard Y . .
)> Collaborate App ‘asy JuiceSSH - SSH Client app

17 A2
%P B 337 P

Login to to Opus

Join CCC Confer
virtual classroom 216
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CIS 90 and Smartphones (Android)
Android Terminal App Microsoft RDP App

=
-

Window 1

Running Arya VM in VLab

q w e r t y u'i o p

3 1= [l 5 I (e Ol i D

T 2 xecvbnm €

Viewing kernel version on

smartphone 217
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Terminals

218
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Hardware Terminals

dlilgliltiall

CONPOPATION

Teletype (TTY) VT100

Terminals were used in the old days to interact with
"minicomputers” and "mainframe" computers.

Today we use terminal emulators instead that are software
programs.
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Software Terminals

[@aswornass- 0 o —
feissomaencasece 3l o
i “4}’;":"; 15%~5 ‘ D
| ! .
| [ cisoo@Arya-35: ~ ETe) )
| PSR B
Ir |ici=808Arya-35:-§ | '
= B
| w
} 7
\ e
— . . @ 0l 7z 1 o e -
Terminal emulators like PuTTY (with Graphical terminals (with scroll
scroll bars, colors, customizable bars, colors, customizable
backgrounds, fonts and sizes) for Windows backgrounds, fonts and sizes) built

into Linux/Mac computers

Virtual terminals

(use ctrl-alt-fn)

Bare bones, no scroll bars,
also called a console
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Various terminal devices on an Arya VM

Terminal emulators (e.g. Putty) Graphical terminals on
:r# lu»\y- 35 ; “ [P N”z - — e | graphical deSktOp

pra/2 .
akrya-15:58 § ixtafhrya-32:-5 ff

|
|
|

dev/pts/2 ' b
| /dev/pts/ | /dev/pts/0 /dev/pts/9
LSS = — — ——— — )
£is%0@RArya-35:~5 who /deV/ptS/13
ciso0 ttyd 2014-09-06 17:25
£is90 tty2 2014-09-06 17:25
cisg90 pts/2 2014-09-06 17:20 (enterprise.cis.cabrillo.edu)
£is90 :0 2014-09-06 17:20 (:0)
cis90 pts/0 2014-09-06 17:21 (2601:9:6680:53b:4d09%:e2b6:e7£c:d999)
£is90 pts/9 2014-09-06 17:22 (:0)
cis90 pts/13 2014-09-06 17:23 (:0)

pts=pseudo terminal,
tty=teletype
:n=an X window display number

Virtual
terminals

/dev/tty2 /dev/tty4
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Putty
Tips

(Note: tty = teletype)
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The Putty program

(=@ ..53..1
~
2P rsimensnosmo:-/depotigeal-301 -
[rsimms@nosmo srcl$ 1 bin »
[rsimms@nosmo srcl$ |
=

Why does Putty sometimes have a black background

and sometimes a white background?
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Rich's Cabrillo College CIS Classes

Resources

. There is a Howto on the

e through customizing Putty
Instructors Getting Linux Howtos
e Linux Master Jim e Linux ISOs * HowtoForge
CIS 90 ¢ Programming Master e Kernels * email
Previous Classes Ed s RPMs (rpmfind) *
— * Network Master e RPMs (pbone) .
e Neh Master Rick Tools and Software .
o W Master John e Apache .
* Windows Master Gary « Bastille -
. C‘ggwm L4
Labrillo College 5
Ca'brrllo C?”e = Clubs e DOS boot disks
Web Advisor o GNU Linux Users e Dynamips/Dynagen Student H
CCC Confer Group « John the Ripper * Making
Static IPs * MSDN Academic by Mich
Quick Ref Departments Alha_nce * Home V| |
. i e CNSA o Neffilter router Software usad
VM Repales e CIS e Putty SSH Tools by Marc ’ ;
GAH! e CS * Quagga routing e Putty to .
suite by Marg
Crib Sheets o Tripwire o Tnstallin Steg 1 - Run PuTTY and login
« Ollie Wright {CIS 90) e VirtualBox by Marcll the setmuet
* VMwsare Server e Linux Fq =0-am*1
Documentation * Wireshark by Mich
Guide ta
e TLDP ¢ adiceig
e LINFO Standards by Mich
e IETF (RFCs) .
Animations e IEEE Lmux Newl
o Linux network e * —:J”UXt\[f/d
technologies PRt
e Practical e Linux
e Summary .
e Useful .
e Vi summary
Rich's Howtos
g :
Putty
o Installing PuTTY on Windows
[ » Configuring the appearance of PUTTY
VirtualBox . . :
« Bringing the Eko VM home ' o trmting (S5)pis o mestng 8 i «  mestng ) yrix n Shoe 88 dowriond x 224
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.
',= f: N
o

Lesson 1
Review

225
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UNIX/Linux Architecture
Simplified View - Four Major Components

Users Or @ =) @
3 = \e

Shell

System Applications

Software — Commands

Kernel

=—

Hardware ﬁ - ¢ E E % |
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cal
date
clear
exit
history

id

ps

ssh

hosthame
uname

cat /etc/issue

tty
who
who am i

CIS 90 - Lesson 2

o CA B
- .

_

(N3 o

4 <

¥} A\l

The Lesson 1 commands for

your toolbox

Prints calendars

Shows the time and date

Clears the screen

Exits login session

Shows commands used previously

Shows your username and UID (and more)

Shows your processes (including the name of the shell)
For connecting and logging into a remote computer
Shows the name of the computer being used

Shows name of the operating system kernel

Shows name of the "distro" (distribution)

Shows which terminal device is being used
Shows all users who are logged in and from where
Like who, but only shows your login session
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Shell = bash

Syatam

Commands Applications

Kernel = Linux

ssh -p 2220 simben90@oslab.cishawks.net \ -1
i ; | \

Opus AKA oslab.cishawks.net AKA oslab.cis.cabrillo.edu

Various "names" bandied about: To view:
User's first and last name: Benji Simms /etc/passwd
username = simben90 id
name of terminal device used = /dev/pts/2 tty

(terminal type = xterm) echo $TERM
hostname = oslab.cishawks.net hostname
Name of distro = CentOS /etc/issue
Name of shell = bash pSs
Name of kernel = Linux uname
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Terminals types and devices

login as: simben90

simben90@oslab.cabrillo.edu's password:

Last login: Sat Sep 1 09:26:51 2012 from 50-0-68-
235.dsl.dynamic.fusionbroadband.com

Hit Enter to accept Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm] The terminal type is xterm
Terminal type 1s xterm.

/home/cis90/simben $ tty

/dev/pts/3 <« The terminal device for this

session is /dev/pts/3

The terminal type is not the same as the terminal device
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How can I print a calendar?

/home/ci1is90/simben $ cal
September 2012
Su Mo Tu We Th Fr Sa

1
2 3 4 5 6 7 8
9 10 11 12 13 14 15 The cal command

16 17 18 19 20 21 22
23 24 25 26 27 28 29
30

/home/cis90/simben $ cal 9 2001
September 2001
Su Mo Tu We Th Fr Sa
1
2 3 4 5 6 7 8
9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30
/home/cis90/simben $

Month and year arguments

A command can have arguments
230
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What is the current time and date?

The shell "prompt” The “"command”

- - %

\ \
'/home/cis90/simben $ 'date
Sat Sep 1 14:03:33 PDT 2012
/home/ci1is90/simben $

The prompt is output by the shell, you type the command
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r N
ER simbend0@opus:~ E‘Elg

Jhome/ci=90/simben % date -
Mon Feb 13 09:32:36 P5T 2012
Jhome/ci=z90/simben £ cal
February 2012
5u Mo Tu We Th Fr S5a
1 2 3 4
5 & 7 8 9 10 11

1z BB 12 15 16 17 18 M e
e S—
19 20 21 22 23 24 25 g simbenS0@opus
26 27 28 29 /home/cis90/simben $ 2

Jhome/ci=z90/simben £ uname
Linux

Jhome/ciz90/simben £ tty
fdev/prts/0

/home/ci=z90/simben £ hostname
opus.cabrillo.edu
Jhome/ci=z90/simben & clearl

 —

m

The clear command scrolls previous commands out of sight 535



CIS 90 - Lesson 2

The exit command ends the session and the

terminal window disappears ... POOF! 533
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Viewing your command history

/home/cis90/simben $ history
1 hostname

2 exit

3 who

4 who -q The history command outputs the
5 ps -e

commands used previously ... even

< snipped > from previous login sessions

177 cal 9 2001

178 exit

179 who

180 cal

181 tty

182 uname

183 ps Tip: Use the “"Up Arrow” key to
o4 1d quickly re-issue a previous

185 exit

186 history command!

/home/c1s90/simben $
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What is the UID (User ID) for my account or other accounts?

/home/cis90/simben $ id
uid=1001 (simben90) gi1d=190(ci1is90) groups=190(cis90),100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

/home/cis90/simben $ id milhom90
uid=1002 (milhom90) gi1d=190(ci1is90) groups=190(cis90),100 (users)

/home/cis90/simben $ id simben90
uid=1001 (simben90) gi1d=190(cis90) groups=190(cis90),100 (users)

K Usernames

UID's (user ID numbers)

We are all just numbers to the Linux kernel
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What shell am I using?
Process ID /home/cis90/simben $ ps the shell is sleeping
numbers — PID TTY TIME CMD / and waiting fo_r ps
28994 pts/0 00:00:00 bash command to finish

29093 pts/0 00:00:00 ps 4—\/
ps command is

J running as it
Terminal device outputs this
being used

The ps command outputs the current
processes you own including the shell

program you are using
236
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est. 1959

How do I log into another computer system?

Method 1: The ssh command using a hostname

username on remote computer w f_ Hostname of remote computer

(/,,——v/home/cis90/simben $ ssh cis90@p06-arwen
' cis90@p06-arwen's password:

Notice how  welcome to Linux Mint 15 Olivia (GNU/Linux 3.8.0-26-generic x86 64)
the prompt -

changes on , ,
the remote Welcome to Linux Mint
computer * Documentation: http://www.linuxmint.com

\\\\5_’last login: Sun Sep 8 09:52:00 2013
cis90@p06-arwen:~ >

Note: You can also ssh into the same computer you are
currently using for an additional session.
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How do I log into another computer system?

Method 1: The ssh command using am IP address

username on remote computer w f_ IP address of remote computer

/home/ci1s90/simben $ ssh cis90@172.20.4.34
(/////'cis90@l72.20.4.34's password:
Welcome to Ubuntu 12.04.1 LTS (GNU/Linux 3.2.0-29-generic x86 64)

Notice how
the prompt
changes on
the remote 361 packages can be updated.

computer 109 updates are security updates.

* Documentation: https://help.ubuntu.com/

\\\\\\‘last login: Wed Feb 20 17:26:25 2013 from oslab.cabrillo.edu
cis90@frodo-108:~$
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What is the name of the computer I'm interacting with?

/home/cis90/simben $ hostname ;}ifﬂ

oslab.cishawks.net (\_= /)

Welcome to Opus
Serving Cabrillo College

We still refer to Opus as "Opus" in this class however it's official
hostname on the Internet is "oslab"”. This may change in the
future after some network changes are made.

Opus is @ member of two overlapping Internet domains:

« The cis.cabrillo.edu domain is a sub-domain of the college's
domain.

 The cishawks.net domain is an alternate domain put in
place to alleviate some DNS issues experienced during the
CIS Lab move to building 800.
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What kernel am I running on? She

System

.
Commands Applications

Kernel

/home/ci1s90/simben $ uname
Linux

The uname command (with no arguments) outputs
the name of the operating system kernel
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What "distro" has been installed?

System
Commands

Applications

Kernal

/home/cis90/simben $ cat /etc/issue
CentOS release 6.2 (Final)
Kernel \r on \1

/home/cis90/simben $ cat /etc/*-release
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)

Catting out these files usually will show the distro name
h @
) 0::); Vg

‘ 9 v L 4
y (it bUﬂfU openSUSE fedoro soLaris

red h a t Spab linte far hunan oengs
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What terminal device am I using?

/home/cis90/simben $ tty
/dev/pts/5

The terminal type is not the same as the terminal device
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Who else is logged in and from where?

when they logged in
/home/cis90/simben $ who J/////
simben90 pts/0 2013-02-21 08:17 (50-0-68-28.dsl.dynamic.fusion.com)
simben90 pts/1 2013-02-21 08:45 (50-0-68-28.dsl.dynamic.fusion.com)
milhom90 pts/2 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
rsimms pts/4 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
rodduk90 pts/7 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
simben90 pts/8 2013-02-21 08:49 (172.20.4.34)
milhom90 pts/9 2013-02-21 08:50 (sun-hwa.cislab.net)
‘\ ‘\ terminal device K where they logged
username (pts/5 = /dev/pts/5) in from (hostname

or IP address)

The who command shows who is logged in, their terminal
device, when they logged in and from where they logged in
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Which is my login session?

/home/cis90/simben $ who

simben90 pts/0 2013-02-21 08:17 (50-0-68-28.dsl.dynamic.fusion.com)
simben90 pts/1 2013-02-21 08:45 (50-0-68-28.dsl.dynamic.fusion.com)
milhom90 pts/2 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
rsimms pts/4 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
rodduk90 pts/7 2013-02-21 08:46 (50-0-68-28.dsl.dynamic.fusion.com)
simben90 pts/8 2013-02-21 08:49 (172.20.4.34)

milhom90 pts/9 2013-02-21 08:50 (sun-hwa.cislab.net)

/home/cis90/simben $ who am i
simben90 pts/0 2013-02-21 08:17 (50-0-68-177.dsl.dynamic.fusion.com)

/home/cis90/simben $ tty
/dev/pts/0

When logged in multiple times use the terminal
device to distinguish the sessions
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Test your
knowledge
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What's the name of the terminal device I'm using right now?

login as: simben90
simben90W@oslab.cabrillo.edu's password:
Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83

("v')
//===\\
(\ = /)

~ ~ ~ ~

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type 1s xterm.
/home/cis90/simben $
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What's the name of the terminal device I'm using right now?

login as: simben90
simben90W@oslab.cabrillo.edu's password:
Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83

("v')
//===\\
(\ = /)

~ ~ ~ ~

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type 1s xterm.
/home/cis90/simben $
/home/cis90/simben $ tty
/dev/pts/0
/home/cis90/simben $

Answer: /dev/pts/0 Use the tty command

to find out 247
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What type of terminal am I using right now?

login as: simben90
simben90@oslab.cabrillo.edu's password:

Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83

//===\\
(\_ =7/)
Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type is xterm.
/home/cis90/simben $
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What type of terminal am I using right now?

login as: simben90

simben90@oslab.cabrillo.edu's password:

Last login: Sat Sep 1 09:26:51 2012 from 172.30.90.83
('v'")

//===\\

(\_=7/)

~ ~ ~ ~

< |

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type is xterm.
/home/cis90/simben $

Answer: xterm
We have the answer already!

. — %
-1 3
N :
(= :
' - .
S
\ R } _
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CIS 90 - Lesson 2

What is the hostname of the computer I'm using?

/home/cis90/simben $
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What is the hostname of the computer I'm using?
/home/cis90/simben $
/home/cis90/simben $ hostname

oslab.cabrillo.edu
/home/cis90/simben $

Answer: oslab.cabrillo.edu

Use the hostname
command to find out
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CIS 90 - Lesson 2

What is the name of the OS (operating System) kernel?

/home/cis90/simben $
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What is the name of the OS (operating System) kernel?

/home/cis90/simben $

/home/ci1s90/simben S uname

Linux Use the uname
/home/cis90/simben $ command to find out

Answer: Linux
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CIS 90 - Lesson 2

What is the name of the Linux Distribution being run?

/home/cis90/simben $
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What is the name of the Linux Distribution being run?

/home/ci1s90/simben $ cat /etc/issue
CentOS release 6.2 (Final)
Kernel \r on \1

/home/cis90/simben $ cat /etc/*-release
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)

/home/cis90/simben $

Answer: CentOS
Use either cat /etc/issue or cat /etc/ *-release to find out
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What is my username and uid (user ID number)?

/home/cis90/simben $

256



CIS 90 - Lesson 2

What is my username and uid (user ID number)?

/home/cis90/simben $

/home/cis90/simben $ id

uid=1001 (simben90) gid=190 (cis90)
groups=190(ci1is90),100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023
/home/cis90/simben $

Answer: username=simben90 and the uid=1001

Use the id command
to find out

257



CIS 90 - Lesson 2

What is the name of the shell I'm using?

/home/cis90/simben $
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What is the name of the shell I'm using?

/home/cis90/simben $
/home/cis90/simben $ ps

PID TTY TIME CMD
28237 pts/0 00:00:00 bash
28752 pts/0 00:00:00 ps

/home/cis90/simben $

Answer: bash

Use the ps command to find
out.

We will soon learn another
command for doing this.
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