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CIS 76 VLab Pod Setup

Last updated 9/4/2017

Status on setup instructions:

pfSense (2.3.1, 64 bit) pfSense-CE-2.3.4-RELEASE-amd64 - DONE for Fal7
Kali (2017.1, 64 bit) kali-linux-2017.1-amd64.iso - DONE for Fal7
Windows XP (SP2, 32 bit) - DONE for Fal7
OWASP_Broken_Web_Apps_VM_1.2 - DONE for Fal7
en_windows_7_enterprise_with_spl_x64_dvd_u_677651 - DONE for Fal7
Lolli Android-x86 5.1 RC1 - DONE for Fal7

ok LNE

VMs made, partially configured and distributed to vCenter pod
folders. Students need to use the instructions in this document to
customize the VMs in their assigned pod.

Rich's To Do List

1. pfSense (2.3.1, 64 bit) - configure IPv6
2. Kali solution for permanent DNS search string config with Network Manager
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Admonition
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
owhn or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the
instructor or the college. ,
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To see which pod is yours use the link on the
class website




Accessing VLab
(vSphere Web Client via HTTPS)
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Blackboard : credentials

Commands and Files

VLab (classic)

NETLAB+

CIS 76 VLab Pod
Assignments

CIS 90 Viab VM
Assignments

http://simms-teach.com/

The Web Client is simpler to access but the console views
can have mouse selection issues on GUIs. Command line
use works fine though.
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Expand containers and locate your pod VMs



Accessing VLab
(vSphere Client via RDP*)
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opus cis cabrilo edu
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Remote access to the CIS Virtual Lab (VLab)
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Previous Terms

Cabrillo College
Web Advisor

Blackboard
Commands and Files

Contact

Download this RDP file: vcenter rdp

e Email: risimms s cabrillo o
5 3 J t-click Save s/
« Office hours: directory pag (Use righ 5

v

—— == g
Qv '~ \0 Welcome to Opus - Google €
E; il

e

e (IS 76 - Introduction tONQiGTTa ASSUTATICE (LU TTCar TTachn
e CIS 90 Introduction to UNIMQreview

CIS 76 VLab Pod
Assignments

CIS 90 Viab VM
Assignments

*Mac users will need to install an RDP like the Microsoft
Remote Desktop app.

**Troubleshooting: If you get "Windows Credentials
cannot be used to log into this server." then re-enter
your credentials and try again with the "Use Windows
session credentials option unchecked".

Login with VLab
credentials
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0 manage e Pous, et e P Svess o e of 3
\Coriae Serve.

[~ =] ‘q Hame b gB) Gventory b B VMs.and Temglates

Name. Tanget or Sizs containg: - Clesr X%

= Tre T

Tosmte ™ TTrassa bty TReqused Tt T = | St T
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VMs and Templates view




VLab CIS 76 pod: EH-Pod-xx

(where xx is your pod number)

EH-Kali-xx
Attacker

NoSweat
(PA-500 Firewall)

EH-OWASP-
SW-830-R5-01 OWASP-xx

(Cisco switch) Victim

“Microlab Network” EH-WinXP-xx
172.30.10.0/24 Victim
2XX .

EH-Win7-xx
- I VICtIm

EH-pfSense- "EH-Pod-xx Network"
prSense-xx 10.76.xx.0/24 EH-Lolli-xx

Pod firewall and gateway Victim



A W
i (Q
|
. -
I

CIS VLab (Virtual Lab) Student Pods

vcenter- u - vSphere Client

File Edit View Inventory Administration Plug-ns Help

ﬁ E |E} Home [ E'lj Inventory [ % WMs and Templates | w Search Inventory |Q |

= 2 - O x
m o % @ ﬁ?l | = | @ @ W (@) vSphere Web Client x

= @ Student Pods d EH-pfSense-05 <« C' B b#tps://veenter.cis.cabrillo.edu:9443 /usphere-client/?csp#extensionld%3 Dvsphere.core.vm.summary%3Bcontext%3Dcom.vmware.cor o | =
) EH-Pod-01
[ En-Poc-02 | Getting Started JERUELS vmware: vSphere Web Client  #= U | simben76@CISLABNET + |
) EH-Pod-03
@ EH-Pod-04 General Navigator X | [ EH-pfSense-05 = Actions = 3 Alarms X x
= B’ EH-Pod-05 Guest O5: 4 Vs and Templates (o) Getting Started | Summary | Monitor Manage Related Objects [ Al . | New (0)  Acknow:
3 EH-Kali-05 VM Version: ] a3 e
& EowAs0s U e el e B eruence
(3 | EH-prSense-05 Memory: Lab i ( '
- ~ [l vea Conpatibilty: ~ ESXi 5.5 and later (VM | MEMORY USAGE
[ EH-WinXp-05 Memory Qverhead: ~Ecis 76 version 10) 30.00 MB
[} EH-Pod-06 +CJStudent Pods Vil are Tools: Running £ STORAGE USAGE
: 2147483647
g EH-Pod-07 r:::;z::l: » EJEH-Pod-01 S [Guest Managed) g 13506 .. | # Work In Progress
EH-Pod-08 ' » [JEH-Pod-02 N DNS Name: EH-pfSense-
@ EH-Pod-09 » EZJEH-Pod-03 N Launch Remote Console wocis eabrilo edu
N IPAddresses:  172.30.10.205
@ EH-Pod-10 DNS Mame: » EJEH-Pod-04 Download Remote Console @ View all5 P addresses
@ EH-Pod-11 EVC Mode: ~ [JEH-Fod-05 Host:
[ EH-Pog-12 — & EH-Kall-05
State: g ” + VM Hardware 0| | v Advanced Configuration
© Erpoc13 o Benomarss
g E:_Eﬁ_i: Active Tasks: &, EH-WinXP-05 v Tags O | = Notes
EH-P 1 vSphEre HA Protection: » CJEH-Pod-06 Assigned Tag Category Description FreeBSD (64 bit) pfSense 2.3.1
@ Pod-16 » CJEH-Pod-07 This listis empty.
g arrey e
) EH-Pod-18 » EJEH-Pod-08
] EH-Pod-19 =l » EJEH-Pod-10
Recent Tasks » [JEH-Fod-11 »  vApp Details
» CJEH-Po-12 T
Mame | Target ‘ Skatus

Recent Tasks X x

Task Name Status Initiator Queued For Completion Time

1

W @ Alarms |
vSphere Client

“ i C
My Tasks ~ Tasks Filter ~ More Tasks

vSphere Web Client

Students can use either vSphere Client or vSphere Web Client
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EH-pfSense-xx
VM Config



VLab CIS 76 pod: EH-Pod-xx

(where xx is your pod number)

EH-Kali-xx
Attacker

NoSweat
(PA-500 Firewall)

EH-OWASP-
SW-830-R5-01 OWASP-xx

(Cisco switch) Victim

“Microlab Network” EH-WinXP-xx
172.30.10.0/24 Victim
2XX .

EH-Win7-xx
- I VICtIm

EH-pfSense- "EH-Pod-xx Network"
prSense-xx 10.76.xx.0/24 EH-Lolli-xx

Pod firewall and gateway Victim

11
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CIS VLab (Virtual Lab) Student Pods

|J--_-T,J vecenter-6-0.cis.cabrillo.edu - vSphere Client

File Edit Wiew Inventory Administration Plug-ns Help

ﬁ ﬁ |Eﬁ Home [ E,j Inventory P % VMs and Templates | Fhel Search Inventaory |Q|
B0 b & G P
B IE’J cis 76 ;I EH-pfSense-05

B [ StudentPods SR

@ EH-Pod-01 | Resource Allocation | Performance | Tasks & Events
[} EH-Pod-02 =
EJ EH-Pod-03 General Resources
) EH-Pod-04 Guest OS: FreeBSD (64-bit) Consumed Ha
=] EB’ EH-EEd;(GT. VM Version: 10 Consumed He
[ EH-Kali-05 CcPU: 1vCPU Active Guest
1 EH-OWASP-05 Memory: 512 MB
% E:ﬁn;;?ﬁ Memory Overhead: Praovisioned 5
WinXP- —
@ EH-Pod-06 b VMware Tools: (# Not running (Guest managed) Not-shared 5°
E.j EH-Pod-07 IP Addresses: Used Storage
E‘fj EH-Pod-08 Storage
fj EH-Pod-09 DS Mame: J
fjl EH-Pod-10 EVC Mode: N/A Metwark,
[} Er-Pod-11 State: Powered Off @ EH-Pou
@ EH-Pod-12 Host: & EH-Por
[0 EH-Pod-13 PO = _Ill
" ) EH-Pod-14 hd | KX | "
Recent Tasks Mame, Target or Status contains: - | Clear *
Mame | Target | Status | Details
¥ Power Onvirtual machine Gh EH-pfsense-0s @ Completed
@ Reconfigure virtual machine 1 EH-pfSenseds & Completed
4| | i
%7 Tasks @F Marms | [CISLABisimben76 4

This example shows the pfSense VM in pod 5. Each
student should only use the pod assigned to them. 12
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Configuring the EH-pfSense VM in EH-Pod-xx

“ “Microlab Network”
o e = 172.30.10.0/24

xx is the pod
number
assigned to
you.

WAN

VM Network Adapter 1
VM Network Adapter 2
Hosthame
WAN IPv4
WAN subnet bits
WAN upstream gateway
WAN IPv6
LAN webConfigurator
LAN IPv4
LAN subnet bits
LAN DHCP service
LAN webConfigurator

LAN

"EH-Pod-05 Network"
10.76.xx.0/24

EH-pfSense-xx

pfSense VM Pod xx settings

uLab Net
EH-Pod-xx Net
EH-pfSense-xx
172.30.10.2xx
24
172.30.10.1
DHCP6
Use HTTPS
10.76.x.1
24
10.76.x.50 - 10.76.x.99
Use HTTPS 13
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Configuring the EH-pfSense VM in EH-Pod-xx

Bl [ EH-Pod-05 applications. An operating system installed on a vi

% EH-Kali-05 machine is called a guest operating system.
Gh EH-WinXP Power » every virtual machine is an isolated comj

[] EH-Pod-06 Guest » Bnt, you can use virtual machines as des

[} EH-Pod-07 [__snapshot y E_a Take Snapshot... nment:
EH-Pod-08 -

% EH-Pod-09 & open console Revert to Current Snapshot

i) EH-Pod-10 |S  Edit Settings... fIZ] snapshot Manager... hosts ¢

Pod 5 example

= Take Virtual Machine Snapshot M=] |

— Mame

Pristine

IMPORTANT, back up your VM!

— Description

1) Make a backup snapshot of your
pfSense VM named "Pristine".

. . v Snapshot the virtual machine's memory
Now If you mess thlngS up you ™ Quiesce guest file system (Needs VMware Tools installed)

can always start over again!

(04 Cancel

14
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Configuring the EH-pfSense VM in EH-Pod-xx

“Microlab Network” "EH-Pod-05 Network"
1 R 2XX = .1 P /0 RR
EH-pfSense-xx

Ol CR-UWYASE-UD

p e | x
j%‘:‘;:; ;gwetr & Floppydrivel Client Device ' _
1 EH-Pod-07 ;:::shot BB (Network adapter 1 uLab Net ) —DirectPath 1jO
% E:ﬁﬁ’gg@ E,penmnsole |@ ﬁletworkadapteri(edite... EH-Pod-05 Net | | Status: Mot supported €9
% E:gﬁi‘ﬂ@' Edit Setfings... —Metwork Connection
1 EH-PDd-12E@ Migrate... Metwork label:
1 EH-Pod-19 28 Clone... Pod 5 examp/e

Network Cabling

1) Edit the settings of your pfSense VM.

2) Network Adapter 1 should be connected to the "uLab Net" (Microlab network).

3) Network Adapter 2 should be connected to the "EH-Pod-xx Net" where xx is
your pod number.

15
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Configuring the EH-pfSense VM in EH-Pod-xx

WAN
M “Microlab Network”
172.30.10.0/24

1

Network Configuration

1) Figure out the IPv4 addresses
for your WAN and LAN interfaces:

WAN: 172.30.10.2xx, where
XX is your two digit pod
number.

LAN: 10.76.xx.1, where xx is
your pod number.

2) Power up the VM and open a
console.

3) Wait till you see the menu
options (0-16).

4) Select Option 2 to set IP
addresses on the interfaces.

EH-pfSense-xx

(5] EH-pfSense-05 on 172.30.10.20
Eile View M

nir o0 BB PR

LAN

"EH-Pod-05 Network"
10.76.xx.0/24

Enter an option:

FreeB5D-amdB64 (EH-pfSense-xx.cis.cabrillo.edu) (ttyvB)

#» llelcome to pfSemse 2.3.1-RELEASE (amdB64 full-install) on EH-pfSense—xx wxx

WAN (uan) -> emd -> vis/DHCP4: 172.38.18.184-24
vG-/0HCPG: 2687:f368:88f:f427:208:06ff:feaf :bifd

LAN (lan) -> eml ->wvi: 10.76.8.1-24

Logout (SSH only) 9)
Assign Interfaces 18)
Set interface(s) IP address 11)
Reset webConfigurator password 12)
Reset to factory defaults 13)
Reboot system 14)
Halt system 15)
Ping host 16)
Shell

Enter an option: 2J

pfTop

Filter Logs

Restart webConfigurator
pfSense Developer Shell
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

16
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Configuring the EH-pfSense VM in EH-Pod-xx

WAN
M “Microlab Network”
172.30.10.0/24

1

5) Select Option 1 to configure
the WAN interface.

6) We are going to set a static IP
address so select "n" when asked
to use DHCP.

7) Set your outside WAN IP
address to 172.30.10.2xx where
xx is your two digit pod number.
For example, Pod 5's WAN IP
address will be: 172.30.10.205

8) Select 24 bits for the subnet
mask.

9) Set the upstream gateway
to: 172.30.10.1

LAN

"EH-Pod-05 Network"
10.76.xx.0/24

EH-pfSense-xx

(%2 EH-pfSense-05 on 172.30.10.20 [_|0)
File View YM

N> 806 B SR

Available interfaces:

1 — WAN (emB - dhcp, dhcpB)
2 - LAN (eml - static)

[Enter the number of the interface you wish to configure: 1
onfigure IPv4 address WAN interface wia DHCP? (y/m) n

Enter the new AN [Puvd address. Press <ENTER> for none:
»1172.368.18. 285

[Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

the new HAN IPv4 subnet bit count (1 to 31):

onfigure IPuVE address WAN interface wia DHCPG? (y-n) |

Pod 5 example 17
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Configuring the EH-pfSense VM in EH-Pod-xx

WAN LAN
M “Microlab Network” "EH-Pod-05 Network"
172.30.10.0/24 10.76.xx.0/24

1 .2XX .1

EH-pfSense-xx

onfigure IPuv6 address HAN interface wia DHCPB? (yrsmld |y

Do you want to revert to HTTP as the webConfigurator protocol? (ysmi)|n
Pleaze wait while the changes are smaved to HAH. ..

Reloading filter...
Reloading routing configuration...

ODHCPD. ..
he IPvd HAN address has been set to 172.38.18.285-24

he IPuvE HAH address has been set to dhcpb

Press <ENTER> to continue. |l

10) Enter "y" to use the DHVP6 for the IPv6 address.

11) Enter "n" to not revert to HTTP as the webConfigurator protocol.

12) Press <ENTER> to continue. 18
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Configuring the EH-pfSense VM in EH-Pod-xx

13) Verify the WAN
interface IP address is
172.30.10.2xx/ 24
where xx is your pod
number.

WAN LAN

“Microlab Network”
172.30.10.0/24

"EH-Pod-05 Network"
10.76.xx.0/24

EH-pfSense-xx

[ EH-pfSense-05 on 172.30.10.20
File View WM

EDD G B @B DR

he IPv4 HAN address has been set to 172.3H.18.285-24

he IPuvb HAH address has been set to dhcpb Pod 5 examp/e

reszs {ENTER> to continue.
## Welcome to pfSense 2.3.1-RELEASE (amd64 full-install) on EH-pfSenze-xx ===

HAN (wan) ->» emd -» wid:172.30.18. 28524
vb-DHCPG: 2687 :f388:88f:f427:258:56ff :feaf :b8A

LAN (lan) -> eml -»> wi: 18.76.8.1-24

Logout (SSH only) 9) pfTop

Aszsign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webLonfigurator password 123 pfSense Developer Shell
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure 3hell (szhd)
Halt system 15) Restore recent configuration
Ping host 163 Restart PHP-FPHM

Shell

Enter an option: [

19
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Configuring the EH-pfSense VM in EH-Pod-xx
WAN LAN

M “Microlab Network” "EH-Pod-05 Network"
1 172.30.10.0/24 2 xx 1 10.76.xx.0/24

EH-pfSense-xx

(%) EH-pfSense-05 on 172.30.10.20 [_[O0]

14) Select option 2 again on =
the main menu to set an IP a0lr 8t & ole @
address on an interface. :

15) Select option 2 for LAN. mer an eptien( 2 Pod 5 example
Available interfaces:

16) Set your LAN IP address to o I heDE
10.76.xx.1 where xx is your N
pod number. For example, the

nter the number of the interface you wish to configure: 2

Pod 5 IP address iS: 107651 nter _the new LAN IPvd4 address. Press <ENTER> for none:
17) Select 24 bits for the s.g. 255.255.255.8 - 24
Subnet masl(l 255.255.8.8 = 16

255.8.8.8 i}

nter the new LAN IPvd subnet hit count (1 to 31):

18) Press <ENTER> for none
since we don't need to set the

For a HAM, enter the new LAN IPvd upstream gateway address.

upstream gateway again. ui a LAN, press <ENTER> for none:
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Configuring the EH-pfSense VM in EH-Pod-xx
WAN LAN

m_ “Microlab Network” "EH-Pod-05 Network"
172.30.10.0/24 2 xx 1 10.76.xx.0/24

EH-pfSense-xx

Enter the new LAN IPvh address. Press <ENTER> for none:

o youw want to enable the DHCP zerwver own LAN? (ps/ml|yp
Enter the start address of the IPvd client address range: 1B.76.5.5H Pod 5
Enter the end address of the IPvd client address range: (18.76.5.99

isabling IPu6 DHCPD... example

19) Press <ENTER> for none when prompted for the IPv6 address.

20) Enter "y" to setup DHCP.
21) Set the starting address to 10.76.xx.50 where xx is your pod number.

22) Set the end address to 10.76.xx.99 where xx is your pod number.

21
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Configuring the EH-pfSense VM in EH-Pod-xx

WAN LAN

"EH-Pod-05 Network"

“Microlab Network”
10.76.xx.0/24

L TEsaTEEE 172.30.10.0/24

EH-pfSense-xx

Do you want to revert to HTTP as the weblLonfigurator protocol? C(usnl|n

lease wait wWwhile the changes are =zawved to LAN...

Reloading filter...
Reloading routing configuratiom...

DHCPD. ..

he [Pvd4 LAN address has been =et to 18B.76.5.1-24
ou can noW access the webConfigurator by opening the following URL in your web

https:»~18.76.5. 1~

ress <ENTER> to continue. ]
To release cursar, press CTRL + ALT

23) Enter "n" to not revert to HTTP for the webConfigurator.
We will be using HTTPS.

24) Press <ENTER> to continue.
22
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Configuring the EH-pfSense VM in EH-Pod-xx

WAN LAN
M “Microlab Network” "EH-Pod-05 Network"
4 172.30.10.0/24 10.76.xx.0/24

EH-pfSense-xx

P[] E3

= EH-pfSense-05 on 172.30.10.20
File View VM
mwir &8 G B P8

he IPuv4 LAN address has been set to 18.76.5.1-24
ou can noW access the webConfigurator by opening the following URL in your web

https:/»18.76.5.1~ POd 5 examp/e

ress <ENTER> to continue.

25) Venfy the IP =» Helcome to pfSense 2.3.1-RELEASE (amd64 full-install) on EH-pfSense—xx s
AN (wan) -> eMB -> vd: 172.3@.18.285-24
address on your
LAN interface is v6/DHCPG: 2687:f380:8B8f:f427:258:56ff :feaf:h8A
10.76.XX.1/24 LAN (lan) -» eml -» vd: 18.76.5.1-24
where xx is your Logout (SSH only) 9) pfTop
Azsign Interfaces 18) Filter Logs
pOd number- Set interface(s) IP address 11) Restart webConfigurator

Reset webConfigurator password 12) pf3Senze Developer Shell
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: [JJ
To release cursor, press CTRL + ALT 23
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Configuring the EH-pfSense VM in EH-Pod-xx

M “Microlab Network”
172.30.10.0/24

26) Select option 8 to drop into
the shell and verify you have
Internet connectivity by pinging
google.com with:

ping -c4 google.com

WAN

LAN

"EH-Pod-05 Network"
10.76.xx.0/24

EH-pfSense-xx

(%) EH-pfSense-05 on 172.30.10.20

File View YM

N> 806 B SR

Logout (S5H only)
Assign Interfaces

pfTop
Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password pfSense Developer Shell
Reset to factory defaults Update from console
Reboot system
Halt system

Ping host
Shell

64 bytes from
64 bytes from
64 bytes from
64 bytes from

216.58.
216.58.
216.58.
216.58.

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

.edul/root:  ping -c4 google.com
.58.195.238): 56 data bytes

195.238: icmp_seq=8 tt1=57 time=3.643
195.238: icmp_seq=1 tt1=57 time=3.846
195.238: icmp_seq=2 tt1=57 time=3.917
195.238: icmp_seq=3 tt1=57 time=3.926

-—- google.com ping statistics --—-

4 packets transmitted, 4 packets received, B.8% packet loss
round-trip minsavg-maxsstddev = 3.643-3.833-3.926-8.114 ms
[2.3.1-RELEASE][root@EH-pfSense-xx.cis.cabrillo.edul/root: [j

24
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Configuring the EH-pfSense VM in EH-Pod-xx
WAN LAN

M “Microlab Network” "EH-Pod-05 Network"
172.30.10.0/24 10.76.xx.0/24

EH-pfSense-xx

@ EH-pfSense-05 on

Eile View VM

NG RN
27) Type eXIt tO return tO the -— google.com ping statistics ———

4 packets transmitted, 4 packets received, B8.8% packet loss
menu. round—trip min‘avg/maxsstddev = 4.764-4.862-4.986/8.0857 ms

[2.3.1-RELEASEl[root@EH-pfSense-xx.cis.cabrillo.edul/root: exit
exit
. =x Llelcome to pfSense 2.3.1-RELEASE (amdB64 full-install) on EH-pfSense—xx ==
28) Select option 6 to shutdown
the VM HAN (man) -> emB -> wvid: 172.30.18.285-24
0 vb-OHCPG: 26@87:f388:88f:f427:258:56ff :feaf:bi8

LAN (lan) -> eml ->» wvi: 18.76.5.1-24

Logout (S5H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) pfSense Developer Shell
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure Shell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPM

Shell

Enter an option: | GH

25



B
Configuring the EH-pfSense VM in EH-Pod-xx
WAN LAN

M “Microlab Network” "EH-Pod-05 Network"
172.30.10.0/24 10.76.xx.0/24

EH-pfSense-xx

@ EH-pfSense-05 on
Eile View VM
0 BRDBR DR

exit
=x Helcome to pfSense 2.3.1-RELEASE (amdB4 full-install) on EH-pfSense-xx swxx

WAN (man) -> emB ->» wvid: 172.30.108.285-24
uv6-DHCPG: 2687:f3808:88f:f427:258:56ff :feaf:b8A

LAN (lan) -> eml > vd: 18.76.5.1-24

Logout (S5H only) 9) pfTop

Assign Interfaces Filter Logs

Set interface(s) IP address Restart webConfigurator
Reset webConfigurator password pfSense Developer Shell
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart PHP-FPM

Shell

[Enter an option: B

[pfSense will shutdown and halt system. This mMay take a few Mminutes, depending on
your hardware.

29) Type y to proceed_ o you want to proceed [yinl? yf}

To release cursor, press CTRL + ALT

26



Clidl. g AR RR
Configuring the EH-pfSense VM in EH-Pod-xx
WAN LAN

“Microlab Network”
172.30.10.0/24

"EH-Pod-05 Network"
10.76.xx.0/24

1

EH-pfSense-xx

(9 Edit Virtual Machine Snapshot — [ISIES |
—MName
[Baseline]
Save your work
— Description
When the VM has shutdown make a
second snapshot named "Baseline".
Now if you mess things up later
can always start over again! oK Cancel

27
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"

EH-pfSense-xx
Port Forwarding
(optional)

Configure pfSense to forward
port 22 to Kali VM



"EH-Pod-xx Network" =N
10.76.xx.0/24 r

.150
LAN ;
EH-pfSense-xx EH-Kali-xx

General instructions:

« From your Kali VM, browse to your pfSense VM

* Navigate to Firewall > NAT and select "Port Forward"
« Add a new rule to forward a port.

* Note, the associated filter rule is created automatically.

« From Opus-II, test that you can ssh into your Kali VM

29



https://doc.pfsense.org/index.php/How_can_I_forward_ports_with_pfSense

CIS 76 - VLab Pod Setupi; ¥ ﬁ l l Iw

Browsing from Kali to pfSense VM

e 0

* D-Link Corporation.. x <+

Login - Mozilla Firefox

Kali Linux, an Offensiv.. % RPi Cam Control v6.3.... % hue personal wireless ... x | @ Login x
€ ®R | https://10.76.5.1/index.phy & ||Q Search wBa §$ /& O =
{5 Most Visitedv [Jl| Offensive Security "y Kali Linux “§ Kali Docs “§ Kali Tools ® Exploit-DB WyAircrack-ng gfKali Forums “§ NetHunter »

Pod 5 example sense

COMMUNITY EDITION

Login to pfSense

Username admin|

Password SRRV

On your Kali VM, browse to 10.76.xx.1, where xx is your pod number. 30
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Browsing from Kali to pfSense VM

EH-pfSense-xx.cis.cabrillo.edu - Status: Dashboard - Mozilla Firefox e ® O

Kali Linux, an Offensiv.. % RPiCam Control v6.3... % hue personal wireless .. x | @ EH-pfSense-xx.cis.. X _° D-Link Corporation.. x <+

€ OR  hitps://10.76.5.1 ¢ || Q Search B8 + & 9

{5 Most Visitedv [l Offensive Security & Kali Linux “§ Kali Docs " Kali Tools  Exploit-DB WyAircrack-ng gfKali Forums “§ NetHunter »

xSen e

COMMUNITY EDITION

Status / Dashboard + @
System Information 0 Interfaces 0
Name EH-pfSense-xx.cis.cabrillo.edu i 4 1000baseT 172.30.10.205
WAN <full-duplex> 2607:f380:801.f427:250:56ff .feaf:6a58
Version 2.3.1-RELEASE (amd64)
built on Tue May 17 18:46:53 CDT 2016 it 4 1000baseT 10.76.5.1
FreeBSD 10.3-RELEASE-p3 LAN <full-duplex>
Version 2.3.3_1 is available. £
Platform pfSense
Pod 5 example
CPU Type Intel(R) Xeon(R) CPU E5520 @ 2.27GHz
Uptime 2 Days 19 Hours 25 Minutes 51 Seconds
Current date/time Sat Aug 26 11:33:53 PDT 2017
DNS server(s) * 127.0.01 "

17 A0 L 1n1

After logging in you can view a high level summary 31
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Adding the new NAT Port Forward Rule

Firewall / NAT / Port Forward > "Add" button

Destination SSH j SSH .'.l
port range From port Custom To port Custom

Specify the port or port range for the destination of the packet for this mapping. The 1o field
may be left empty if only mapping a single port

Redirect | 10765150 | This example is for Pod 5

target IP :
9 Enter the internal IP address of the server on which to map the ports
eqg..192.168.1.12
Redirect SSH _'_'
target port Port Custom
Specify the port on the machine with the IP address entered above. In case of a port range,
specify the beginning port of the range (the end port will be calculated automatically)
This is usually identical to the "From port" above
Description Forward ssh to kali

A description may be entered here for administrative reference (not parsed)

Navigate to Firewall > NAT > select Port Forward "tab" > Click Add button
then fill out the fields highlighted above. When finished click "Save" button 32
at the bottom of the page.
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Apply the new rule to your configuration

EH-pfSense-xx.cis.cabrillo.edu - Firewall: NAT: Port Forward - Mozilla Firefox

Kali Linux, an Offensiv.. % RPi Cam Control v6.3... % hue personal wireless .. X | @ EH-pfSense-xx.cis.. X

¢ | | Q Search

€ | @R | https://10.76.5.1/firewall_nat.php
{5 Most Visitedv [l Offensive Security & Kali Linux "% Kali Docs “§ Kali Tools # Exploit-DB Wy Aircrack-ng gfKali Forums “ NetHunter

xSen e

COMMUNITY EDITION

o0

_* D-Link Corporation... x
w8 ¥ /&# O

« Apply Changesg

Port Forward 11 OQOutbound NPt

T —————
Dest. Dest. NAT

Source Source
Interface Protocol Address Ports Address Ports NAT IP Ports Description Actions
v X3 WAN TCP * * WAN 22(SSH) 10.76.5.150 22(SSH) Forwardsshto &)
address kali i

-

bod

Click the Apply Changes button

33
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Review the new NAT Port Forward Rule

EH-pfSense-xx.cis.cabrillo.edu - Firewall: NAT: Port Forward - Mozilla Firefox e ® O

RPI Cam Control v6.3... x | hue personal wireless .. % | @ EH-pfSense-xx.cis.. x | ° D-Link Corporation.. x <+

& ||Q Search wBEB ¥ # ©

Kali Linux, an Offensiv... x

€  ®R, | https://10.76.5.1/firewall_nat.php
{5 Most Visitedv [l Offensive Security “§ Kali Linux “§ Kali Docs " Kali Tools = Exploit-DB Wy Aircrack-ng gfKali Forums “§ NetHunter

>

*xSen e

COMMUNITY EDITION

Firewall / NAT / Port Forward (2]
The changes have been applied successfully. X
Monitor the filter reload progress
PortForward 1:1 Outbound NPt This examp/e is for Pod 5
T ————SEAR
Source Source Dest. Dest. NAT
Interface Protocol Address Ports Address Ports NAT IP Ports Description Actions
v X WAN TCP * ¥ WAN 22 (SSH) 10.76.5.150 22(SSH) Forward sshto &0
address kali o

Your IP and port should be 10.76.xx.150 port 22 where xx is
your pod number.

34
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Verifying ssh service on Kali is running

root@eh-kali-05: ~ @ ® O

File Edit View Search Terminal Help

:~# systemctl status sshd

® ssh.service - OpenBSD Secure Shell server

Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: disa

Active: active (running) since Sat 2017-08-26 09:34:33 PDT; 3h 29min ago

Process: 628 ExecReload=/bin/kill -HUP $MAINPID (code=exited, status=0/SUCCESS
Main PID: 490 (sshd)

Tasks: 1 (limit: 4915)
CGroup: /system.slice/ssh.service
L-490 /usr/sbin/sshd -D

:34:34 eh-kali-05 systemd[1]: Reloading OpenBSD Secure Shell server.
:34:34 eh-kali-05 sshd[490]: Received SIGHUP; restarting.
:34:34 eh-kali-05 sshd[490]: Server listening on 0.0.0.0 port 22.
:34:34 eh-kali-05 sshd[490]: Server listening on :: port 22.
:34:34 eh-kali-05 systemd[1l]: Reloaded OpenBSD Secure Shell server.
:34:34 eh-kali-05 systemd[1]: Reloading OpenBSD Secure Shell server.
:34:34 eh-kali-OS sshd[490]: Recelved SIGHUP restarting.
- 0.0.0.0 port 22.
Y :: port 22.
fecure Shell server.

If not running, start it with: systemctl start sshd 35



= ey “Microlab Network” "EH-Pod-xx Network" I=
L_ i ]1 172.30.10.0/24 10.76.xx.0/24 150
Opus-II EH-pfSense-xx LAN EH-Kali-xx

On Opus-II: ssh cis76@172.30.10.2xx

E® cisTE@eh-kali-05: ~ - o X
05
ytes of data.

100% packet loss, time 99Sms

/No) 2 e
to the

Note, the firewall on your pfSense VM will block pings but
allow and forward ssh traffic to your Kali VM

36
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Repeat of previous slides show full view of new rule added (zoom to see).
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EH-Kali-xXx
VM Config



VLab CIS 76 pod: EH-Pod-xx

(where xx is your pod number)

EH-Kali-xx
Attacker

NoSweat
(PA-500 Firewall)

EH-OWASP-
SW-830-R5-01 OWASP-xx

(Cisco switch) Victim

“Microlab Network” EH-WinXP-xx
172.30.10.0/24 Victim
2XX .

EH-Win7-xx
- I VICtIm

EH-pfSense- "EH-Pod-xx Network"
prSense-xx 10.76.xx.0/24 EH-Lolli-xx

Pod firewall and gateway Victim

39
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Configuring the EH-Kali VM in EH-Pod-xx

—

"EH-Pod-xx Network" =

10.76.xx.0/24 '
/ o ™

LAN i
EH-pfSense-xx EH-Kali-xx

—
1 1

I ]
LT 1T =
I ) P
I [ o .

2XX =

]
il

Kalivm Pod xx settings

_ VM Network Adapter 1 EH-Pod-xx Net
xx Is the pOd Hostname EH-Kali-xx
number
you. IPv4 netmask 255.255.255.0
IPv4 gateway 10.76.xx.1
Primary name server 172.30.5.101
Secondary name server 172.30.5.102
Domain search string cis.cabrillo.edu
sshd service started and enabled

40
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Configuring the EH-Kali VM in EH-Pod-xx

= 7 EH-Pod-05 | | A virtual machine is a software computer that, like a
(31 | EH-Kali-05 gEEEE ~]an operating system and
(G EF-OWASP-05 1g system installed on a virtual
{3 EH-pfSense-05 Guest Pl ;
& EH-WinXP-05 Snapshot v 73 Take n
[ EH-Pod-06 =
D ': | =1
@ EH-Pod-07 = open console 5] Revert to Current Snapshot
[} EH-Pod-08 [  Edit Settings... fIZl  snapshot Manager...
EH-Pod-0% iar Consolidate
m E Cl FimdA 0% 5e Mgrate...

Pod 5 example

= Take Virtual Machine Snapshot M=] |

—Mame
lF‘rish’ng
IMPORTANT, back up your VM! —Description

1) Make a backup snapshot of your Kali
VM named "Pristine".

W snapshot the virtual machine's memory
Now if you mess thlngs up you [T Quiesce guest file system (Needs YMware Tools installed)

can always start over again! oK Cancel

41
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Configuring the EH-Kali VM in EH-Pod-xx

"EH-Pod-xx Network" Sl
10.76.xx.0/24 r
.150
LAN .
EH-pfSense-xx EH-Kali-xx
= [ EH-Pod-05 applical
1 EH-Kali-05 machin
% EH-OWASP-05 BE‘E.EIUS Ef WNetwork adapter 1 (edite... EH 05 Net oot N
EH
G EH-Win3 Power —Network Connection
51 EH-Wink Guest Netwark label:
[ EH-Pod-06 compehat Pod 5 example -

[ EH-Pod-07
@ EH-Pod-08 ¥  Open Console

[} EH-Pod-09 |55  Edit Settings...

Network Cabling
1) Edit the settings of your Kali VM.

2) Network Adapter 1 should be connected to the "EH-Pod-xx Net" where xx is

your pod number.
42
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Configuring the EH-Kali VM in EH-Pod-xx

== "EH-Pod-xx Network" I—
e ——— BN 10.76.xx.0/24 oo [
LAN EH-Kali-xx

EH-pfSense-xx

% ) O~
®

Network Configuration

#  Wired Connected

1) Power up the VM and open a RyitEDRB i)

console. EH Pod Network (static)
uLab Network (static)
2) Login as the root user. , T

Wired Settings

3) Select Wired Connected > Wire
Settings using the pull down
arrows.

Proxy None

g
1 root

%
7
74
i o
7 ]
o
&
i
.ﬂ/ 2
2 i
% ]
i
,.
A

43
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Configuring the EH-Kali VM in EH-Pod-xx

| —|
== "EH-Pod-xx Network" .
1 1
St 10.76.xx.0/24 r
2XX ;| .150
EH-pfSense_xx EH-Kali-xx
|Z| Network (-2 <] Wired €
pa— Wired Details
EHlctuorpicsy IPv4 Address 10.76.5.50 Identity Addresses Manual X
IPv6 Address fe80::250:56ff.feaf.ab87 [Py
Hardware Address 00:50:56:AF:A5:87 IPv6 Addross IlD 76.5.150 I ‘
Default Route 10.76,5.1 s
DNS 172.30.5.101 172.30.5.102 S Netmask I 755.255.755.0 ] ‘ ﬁ
B Add Profie.. @ Gateway [10.76.5.1 | |
[+ ]
Pod 5 example DNS
server [172.30.5.101 ) | @

4) Click the gear icon for the "Wired" profile.

5) For IPv4 tab update the Address with 10.76.xx.150, the Netmask with
255.255.255.0, the Gateway with 10.76.xx.1 and the DNS Server with 44
172.30.5.101, where xx is your pod number. Then click Apply button.
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Configuring the EH-Kali VM in EH-Pod-xx

"EH-Pod-xx Network" =4
10.76.xx.0/24 r
.150
LAN i
EH-pfSense-xx EH-Kali-xx
'T| Network (-] e‘

¢ Wired =y | Wired

MNetwork pro -
< e IPvA Address 10.76.5.150

IPvE Address fe80::250:56ff.feaf:ab87
Hardware Address 00:50:56:AF:A5:87
Default Route 10.76.5.1
DNS 172.30.5.101

+ - Add Profile... ‘ ‘ 2 |

Pod 5 example

6) Click on the Wired profile and toggle the interface off and on again.
Make sure you see the updated IPv4 address and Default Route for
your pod (not Pod 5). Then close the Network dialog box. 45
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Configuring the EH-Kali VM in EH-Pod-xx

m "EH-Pod-xx Network" =
Ixx E 1 10.76.xx.0/24 150
LAN .
EH-pfSense-xx EH-Kali-xx

Qt 4 Designer Reportbug

Spectrum Tool System Moni...

»» )

Videos

7) Show the applications, scroll down and open the Settings icon.
46
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Configuring the EH-Kali VM in EH-Pod-xx

== "EH-Pod-xx Network"
e —— 10.76.xx.0/24

EH-pfSense-xx EH-Kali-xx

System

Date & Time Details Sharing Universal Users

Access

8) Open the Details icon in the All Settings dialog box.

47



Cobillls (e CIS 76 - VLab Pod Setup.-,,;.ﬁ‘"" ‘ l |W

Configuring the EH-Kali VM in EH-Pod-xx

| —|

"EH-Pod-xx Network" |
10.76.xx.0/24 F
.150
LAN EH-Kali-xx

EH-pfSense-xx

X 4

Default Applications ‘

This example Removable Media

shows pod 5.

Each student GNOME

should only use I
the pod assigned SrEen =

to them. Device name | EH-Kali-05

Memory 2.0 GIB

9) Update the device name to EH-Kali-xx, where xx is your
2 digit pod number.

10) Close the dialog box. 48
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Configuring the EH-Kali VM in EH-Pod-xx

"EH-Pod-xx Network"
10.76.xx.0/24

L2XX 1 150
LAN .
EH-pfSense-xx EH-Kali-xx
root@eh-kali-05: ~ 600

File

Edit View Search Terminal Help
:~# ping opus-ii.cis.cabrillo.edu -c2
FING OpUS-11.C1S.CduTrLill0.edu (1/72.50.5.494) ooio4) vytes of data.

64 bytes from opus-ii.cis.cabrillo.edu (172.30.5.44): icmp seg=1 ttl=62 time=1.0

ms 10) Bring up a terminal
4mts)ytes from opus-ii.cis.cabrillo.edu (172.30.5.44): icmp seq=2 ttl=62 time=1.4 and verify the prompt
"root@kali-xx" and you
opus-ii._cis.gabrillo.edu ping statistics --- ! can plng OpUS-II and
2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev.=_1 _052/1 249/1 446/0.197 ms Google.
:~# ping google.com -c2
PING google.com (2i5.357155.200) 3010+, wytes of data.
64 bytes from sfo03s01l-in-f206.1el00.net (216.58.194.206): icmp seq=1 ttl=54 tim
=5.08 ms
64 bytes from sfo@3s01-in-f206.1el00.net (216.58.194.206): icmp seq=2 ttl=54 tim
ais 75 e - Note, your pfSense VM
| . must be configured and
--- google.com ping statistics --- . ]
? packets transmitted, 2 received, 0% packet loss, time 1001ms runn/ng or your p[ngs
rtt min/avg/max/mdev = 5.087/5.163/5.239/0.076 ms . .
—# 1 will fail!

49
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Configuring the EH-Kali VM in EH-Pod-xx

"EH-Pod-xx Network"
1 10.76.xx.0/24

LAN .
EH-pfSense-xx EH-Kali-xx

L2XX .150

:~# systemctl enable ssh
Synchronizing state of ssh.service with SysV service script with /lib/systemd/sy
stemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable ssh
:~# systemctl start ssh
:~# systemctl status ssh
® ssh.service - OpenBSD Secure Shell server
Loaded: loaded (/lib/systemd/system/ssh.service; enabled; vendor preset: disa
Active: active (running) since Wed 2017-08-23 18:28:41 PDT; 57s ago
Main PID: 1606 (sshd)
: /system.slice/ssh.service
L1606 /usr/sbin/sshd -D

:28:41 eh-kali-05 systemd[1]: Starting OpenBSD Secure Shell server...
:28:41 eh-kali-05 sshd[1606]: Server listening on 0.0.0.0 port 22.
:28:41 eh-kali-05 sshd[1606]: Server listening on :: port 22.

:28:41 eh-kali-05 systemd[1]: Started OpenBSD Secure Shell server.

11) Enable ssh to start automatically on boot. Then start it and

check status. Hit "q" exit the status listing. -
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Configuring the EH-Kali VM in EH-Pod-xx

"EH-Pod-xx Network"

L2XX 1

EH-pfSense-xx

10.76.xx.0/24
LAN

.150
EH-Kali-xx

root@eh-Kkali-05: ~ @ ® 0

File Edit View Search Terminal Help
:~# ping opus-ii
ping: opus-ii: Name or service not

:~# echo search cis.

:~# ping opus-1i

PING opus-ii.cis.cabrillo.edu (172.
64 bytes from opus-ii.cis.cabrillo.

0 ms

64 bytes from opus-ii.cis.cabrillo.

7 ms
2C

known
cabrillo.edu >> /etc/resolv.conf

30.5.44) 56(84) bytes of data.
edu (172.30.5.44): icmp seq=1 ttl=62 time=1.1

edu (172.30.5.44): icmp seq=2 ttl=62 time=1.3

- opus-ii.cis.cabrillo.edu ping statistics ---

2 packets transmitted, 2 received,

0% packet loss, time 1001ms

rtt min/avg/max/mdev = 1.107/1.241/1.375/0.134 ms

:~# cat /etc/resolv.

# Generated by NetworkManager
nameserver 172.30.5.101
search cis.cabrillo.edu

s~# I

conf

12 You can add a DNS search string to /etc/resolv.conf if you
would like to use short hostnames. However it won't be there

after your next restart.

o1
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Configuring the EH-Kali VM in EH-Pod-xx

"EH-Pod-xx Network" —
10.76.xx.0/24 .
/
LAN .
EH-pfSense-xx EH-Kali-xx
{&) Edit Virtual Machine Snapshot [_ O] |
— Mame
Save your work
When the VM has shutdown make a — Description
second snapshot named "Baseline".
Now if you mess things up later
can always start over again!
oK Cancel
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EH-WIinXP
VM Config



VLab CIS 76 pod: EH-Pod-xx

(where xx is your pod number)

EH-Kali-xx
Attacker

NoSweat
(PA-500 Firewall)

EH-OWASP-
SW-830-R5-01 OWASP-xx

(Cisco switch) Victim

“Microlab Network” EH-WinXP-xx
172.30.10.0/24 Victim
2XX .

EH-Win7-xx
- I VICtIm

EH-pfSense- "EH-Pod-xx Network"
prSense-xx 10.76.xx.0/24 EH-Lolli-xx

Pod firewall and gateway Victim
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Configuring the EH-WinXP VM in EH-Pod-xx

—

"EH-Pod-xx Network" =
10.76.xx.0/24 '
/ 201 | |
LAN .
EH-pfSense-xx EH-WinXP-xx

WinXP VM Pod xx settings

_ VM Network Adapter 1 EH-Pod-xx Net
XX Is the pOd Computer Name EH-WinXP-xx
number
you. IPv4 netmask 255.255.255.0
IPv4 gateway 10.76.xx.1
Preferred DNS server 172.30.5.101
Alternate DNS server 172.30.5.102
Domain suffix cis.cabrillo.edu
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Example: Configuring the EH-WinXP VM in EH-Pod-05

= [ EH-Pod-05

3 EH-Kali-( Pod 5 example
fj b
[l v
% ’ Take Snapshot...
@ IE"} Revert to Current Snapshot
Q EH-P@ Edit Settings... ﬂ?ﬂ Snapshot Manager. ..
EH-Poa Frmenlicdo e
(2] Take Virtual Machine Snapshot M=l |
—Mame
lF‘rish’ng
IMPORTANT, back up your VM!
— Description
1) Make a backup snapshot of your WinXP
VM named "Pristine".
NOW If you mess thlngs up you W snapshot the virtual machine's memory
can always Start over again! [T Quiesce guest file system (Needs YMware Tools installed)
K Cancel |
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Configuring the EH-WinXP VM in EH-Pod-xx

"EH-Pod-xx Network"
10.76.xx.0/24

LAN

EH-pfSense-xx EH-WinXP-xx

& [V EH-Poo-05 machine is call

& EH-Kali-05 [

[F1 EH-OWASP-05 Because every & Floppy drive 1 Client Device

£ EH-pfSense-05 environment, yi - —DirectPath I."U

) [EFWinkP-05] woicsionc  [)_Network adapter 1 (edite... EH-Pod-05 Net | |
EH-Pod-06 Power . -
g Erpod oe o Status: Inactive &
g rrenos 3 Snapshot To activate DirectPath Ij0, go to the Resources tab and
[l EH-Pod-10 Dpen Conole select Memory Settings to reserve all guest memory.
0 eeoon G Eatsetmg Pod 5 example
[J EH-Pod-12 Bl Mgate )
@ B FH-Pnd-11 grate. —Metwork Connection

Metwork label:

Network Cabling
1) Edit the settings of your WinXP VM.

2) Network Adapter 1 should be connected to the "EH-Pod-xx Net" where xx is
your pod number. 57
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EH-pfSense-xx

Computer Name Configuration

1) Power up the VM and open a
console.

2) After initial setup has finished,
login as the cis76 student user.

3) Click Start, right-click on "My
Computer" and Select Properties.

"EH-Pod-xx Network" =3

10.76.xx.0/24 <
/ o1

LAN .
EH-WinXP-xx

=

‘I My Computer

-
" 1S - | Open

% My MNetwork Places Explore

[

® Windows Media Player | Search...

@' Conkrol Panel | Manage
,:ﬁ Windows Messenger Set Program Access al  Map Mebwork Drive. .,

. Defaults | Disconneck Metwork Drive. .

'.@ Tour Windows %P '::ﬂ Prirkers and Faxes | Show on Desktop

Rename

-l | Files and Settings Transfer t_)_) Help and Support

Wizard
).) Search

Properties

All Programs D

ﬁ| Log CFF G} | Turn CFF Computer
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Configuring the EH-WinXP VM in EH-Pod-xx

¢ System Properties

! ~ System Hes&H{nahc Updates | Remote
| General | | Computer Name Hardware _! Advanced

I & windows uzes the following information to identify your computer
t . 5 on the nebwork.

Cormputer description: ||

| For example: "Kitchen Computer” or "Mary's

Computer”,
Full computer name: EH-AaiPwm.
‘whork group: WORKGROUP
| To use the Mebwork, [dentification Wwizard to join a -
I domain and create a local user account, click Network SaadclD

1D

To rename this computer or join a domain, click Change.

"EH-Pod-xx Network"
10.76.xx.0/24

LAN

EH-WinXP-xx

Computer Name Changes

“'ou can change the name and the membership of thiz
computer. Changes may affect access to network rezources.

Computer name:
l] EH-w/iri<P-05 |

Full computer name:
EH-wineP-05.

hore...

tember of
() Damain;

(%) Workgroup:
|WDHKGHDLIF'| |

[ ]9 H Cancel ]

4) Click the Computer Name tab
then click Change.

5) Update the Computer name with
your two digit pod number xx. Click
Ok and restart the VM. 59
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EH-pfSense-xx

Network Configuration

1) Login again, click Start, right-
click on "My Network Places" and
Select Properties.

"EH-Pod-xx Network"

10.76.xx.0/24
LAN

" MM

@ Windows Media Player
:3 Windows Messenger
l.@ Tour Windows %P

- Files and Settings Transfer
9 Wizard

All Programs D

EH-WinXP-xx

i ? My Network Places . -
Open

B’ Control Panel ’

@ Set Program Access and|
Defaults ‘

}:;é Printers and Faxes

@ Help and Support |

Explore
Search for Computers...

Map Network Drive...
Disconnect Metwork Drive. ..

Show on Desktop
Rename

Properties
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"EH-Pod-xx Network"
10.76.xx.0/24

2XX

LAN

"= Network Connections

File Edit ‘iew Favorites Tools  Advanced  Help ","

;\_) Back J lﬁ /ﬁ Search ll Folders v

Address \}_ Metworlk Connections

#| LAN or High-Speed Internet
Metwork Tasks

Create a new
connection

% Setup a home or smal jz3l=

" office netwark Status

@ Change Windows Repair
Firevsall settings |

ﬁ; Disable this network.
device

Bridge Connections

Create Shortout
% Repair this connection '\I’?a. oo
relete
Iim Fename this connection Rename

&) ‘izw status of this
connection

Properties

hange settings of this
connection

2) Right-click on the Lan Area
Connection and Select Properties.

EH-WinXP-xx

-+ Local Area Connection Properties

General | Authentication | Advanced|

Connect using:

| B YMware Accelerated AMD PONet Ad |

This connection uzes the following itenns:

g Clignt for Microzoft Networks
g File: and Printer Sharing for Microzoft Networks
Packet Schedule

Intemet Protacal (TCPAP) ]

Install... Uninztall

Description

Trangmizzion Contral Protocal/Internet Protocal. The default
wide area network. protocal that provides communication
acrozs diverse interconnected netwaorks.

[] Show izon in notification area when connected
Matify me when this connection haz limited or no connectivity

[ 119 ][ Cancel ]

3) Select Internet Protocol (TCP/IP)
and click on the Properties button.
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Configuring the EH-WinXP VM in EH-Pod-xx

"EH-Pod-xx Network"
10.76.xx.0/24

LAN ]
EH-pfSense-xx EH-WinXP-xx

Internet Protocol (TCPSIP) Properties

General |

You can get IP settings assigned automatically if your network. supports
thiz capability. Otherwize, you need to ask your netwark. administrator for
the appropriate P settings.

() Obtain an IP address automatically
() Usze the fallowing IP address:

1P addless: w7 o) 7] 4) Update the third octet of the
S S IP Address and Default Gateway

Default gatevay: 1 . 76 - 1 to matCh your pOd number‘

Obtain DS zerver addres: automatically

(#) Use the fallowing DMNS server addresses: 5) NeXt CIICk the Advanced
Preferred DNS server: (172,30 . 5 101 button.
Altemate DNS server [172.30 . 5 .102]

’_ 1] ][ Cancel ]
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"EH-Pod-xx Network"
10.76.xx.0/24

LAN ]
EH-pfSense-xx EH-WinXP-xx

Advanced TCP/IP Settings

Advanced TCP/IP Settings

1P Setings | DNS_J'wINS | Options| | IP Setiings| DMNS | wiNg | Options|

|IF addrezzes

DMS zerver addresses, in onder of use:

IF address Subnet mask g ﬂ
172305102
10.76.5.201 255,256 256.0
3
sdd. ][ Edt. || Femove |
add. || Edt. ][ Remove

The following three settings are applied to all connections with TCRAP

enabled. For rezolution of unqualified names:
Default gateveays:

() dppend primary and connection specific ONS suffies

Gateway Metric . Append parent suffises of the primary DNS suffix
758 Automatic ppend these DMS suffises [in orderl,
TCP/IP Domain Suffix
’ Add... ] [ Edi... ] [ Remave Dromair sLffis:
| cis.cabrillo.edu |

Automatic: metric Add...

I:I DMS suffix for this connection: l add ] [ Cancl ]

Register this connection's addresses in DNS
[J Use thiz connection's DMS suffic in DNS registration

[ 0K, ] ’ Cancel ’

6) Click the DNS tab.

Ok ” Cancel ]

7) Select "Append these DNS suffices (in order)",
click the Add... button, type cis.cabrillo.edu as the
Domain suffix then click Add button. 63
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8) Keep clicking OK
buttons till you close all
the TCP/IP and
Connection dialog boxes.

"EH-Pod-xx Network"
10.76.xx.0/24

LAN

General | Authent
Connect using:

HR Vrware b

This connection

18 Clent fd
3B il and
3 005 Pa
% Internet

Inztall...

Drescription

Tranzmizsion
wide area heb
across diverse

[ Show icanin
Matify me wh

General

nced  Helo

ocol (TCP/IP) Proj

“r'ou can get P zettings assigned a
thiz capability. Othemwize, you need
the appropriate |P zettings.

(") Obtain an P address autamati
(%) Use the follawing |P address:

IP address:
Subnet mask:

Default gateway:

Obtain DMS gerver address au)
() Use the following DNS server
Preferred DMS server

Alternate DNS server

Advanced TCP/IP Settings

EH-WinXP-xx

| IP Setings | DNS | wiNS | Options |

DMS server addresszes, in order of use:

0.5.101
172.305.102

=

tdd.. || Ede. ][ Remeve |

The follawing three zettings are applied to all connections with TCP/AP
enabled, For rezolution of ungualified names:

(1 Append primary and connection specific DNS suffises
Append parent suffizes of the primary DMS suffis
() Append these DNS suffives (in order):

brillo. edu

|

sdd.. || Edi. ][ Remove |

DMS suffix for this connection: | |

Register this connection's addresses in DMS
[ Use this connection's DMS suffix in DMS registration

| QK | ’ Cancel

| 0k, I[ Cancel ]

Cancel
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Configuring the EH-WinXP VM in EH-Pod-xx

"EH-Pod-xx Network"
xx 1 10.76.xx.0/24 201

LAN ]
EH-pfSense-xx EH-WinXP-xx

AWINDOWSAsystem32\cmd. exe
Microzoft Windows XP [Uersion 5.1.26H801
CC>» Copyright 1985-28601 Microsoft Corp. 9) Run Cmd exe to
C:sDocuments and Settings~cis?6 student)ping opus—-ii bring Up a Command

Pinging opus—ii.cis.cabrillo.edu [172.38.5.441 with 32 hytes of data: prompt P|ng opus_ii

Heply from 172.38.5.44: huytes=32 time=1ims TTL=62
Heply from 172.38.5.44: hytes=32 time=1mz TTL=62 and google'com tO

Reply from 172.38.5.44: hytes=32 time=1ms TTL=62 H
Reply from 172.3@.5.44: hytes=32 time=ims TTL=62 verify your network
Ping statistics for 172.30.5.44: settings.

Packets: Sent = 4. Received = 4, Lost = 8 (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = 1ms. Maximum = ims, Average = 1ms

C:sDocuments and Settings“cis?e studentping google.com

Note, your pfSense VM
Reply from 216.58_194_286: bytes=32 time=4ms TTL=54 mUSt be Conflgured and

Reply from 216.58.194.206: bytes=32 time=Gtms TTL=54 / 1
Reply from 216.58.194.286: bytes=32 time=5ms TTL=54 runnlng or your plngs

Reply from 216.58.194_.286: bhytes=32 time=5ms TTL=54 ; ;
PRy Y will fail!

Ping statistics for 216.58.194_286:

Packets: Sent = 4. Received = 4, Lost = 8 (Bx loss),.
Approximate round trip times in milli-seconds:

Minimum = 4ms. Maximum = Sms, Average = 4dms

Pinging google.com [216.5%8.194.2861 with 32 hutes of data:

C:sDocuments and Settingsscis?e student>
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Configuring the EH-WinXP VM in EH-Pod-xx

EH-pfSense-xx

Save your work

When the VM has shutdown make a

second snapshot named "Baseline".

Now if you mess things up later
can always start over again!

"EH-Pod-xx Network"
10.76.xx.0/24

LAN

.201

EH-WinXP-xx

(&) Edit Virtual Machine Snapshot =]
—Mame
— Description
oK Cancel

- —% "
e |
t ‘_;
3 L4
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EH-WIn/-xX
VM Config



VLab CIS 76 pod: EH-Pod-xx

(where xx is your pod number)

EH-Kali-xx
Attacker

NoSweat
(PA-500 Firewall)

EH-OWASP-
SW-830-R5-01 OWASP-xx

(Cisco switch) Victim

“Microlab Network” EH-WinXP-xx
172.30.10.0/24 Victim
2XX .

EH-Win7-xx
- I VICtIm

EH-pfSense- "EH-Pod-xx Network"
prSense-xx 10.76.xx.0/24 EH-Lolli-xx

Pod firewall and gateway Victim
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Configuring the EH-Win7 VM in EH-Pod-xx

—

"EH-Pod-xx Network" =
10.76.xx.0/24
/ 20 R
LAN .
EH-pfSense-xx EH-Win7-xx

Win7 VM Pod xx settings

_ VM Network Adapter 1 EH-Pod-xx Net
XX Is the pOd Computer Name EH-Win7-xx
number
you. IPv4 netmask 255.255.255.0
IPv4 gateway 10.76.xx.1
Network location Work network
Preferred DNS server 172.30.5.101
Alternate DNS server 172.30.5.102
Domain suffix cis.cabrillo.edu
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Configuring the EH-Win7 VM in EH-Pod-05

=l [ EH-Pod-05
5 EH-Kali-05
1 EH-Lolli-05 Pod 5 example
5 EH-OWASP-05
51 EH-pfSense-05
EH-Win¥-05 I

- Fower k
[} EH-Pod-0 Guesk b
% E::EES Snapshat b % Take Snapshat. ..
[ EH-Pod-0 : pen Consale Revert to Current Snapshot
g EH-F'-::;I-I G| Edi Settings. .. fIZ]  Snapshot Manager...
EH-Pod-1| =5 i b
[=d Take Virtual Machine Snapshot =] |
—Mame
Pristi
IMPORTANT, back up your VM! 5
— Description
1) Make a backup snapshot of your Win7
VM named "Pristine".
Now if you mess things up you ¥ Snapshot the virtual machine's memory
can a/ways start over agalnl [T Quiesce guest file system (Needs VMware Tools installed)
oK Cancel |
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Configuring the EH-Win7 VM in EH-Pod-xx

"EH-Pod-xx Network" ==

10.76.xx.0/24
EH-pfSense-xx EH-Win7-xx
=
= [ EH-Pad-05
fh EH-kali-05
& EH-Lolli-05
o E::OF"’:;SSZ'_DDES el VML UEvILE UU|_III:L‘.:ILULI —MAC Address
: & 5CSTcontraler 0 L51 Logic SA5
&h EH-Wm?-D'—'J ) : IDD:SD:SG:aF:ld:44
Bnov== Fawer b % Z0JDWD drive 1 [disk-uLab-1] ISCsfen...
Ef_] EH-Pod-06 Guest » = Harddisk1 Virtual Disk, ¥ automatic " Manual
D EH'PD:D? Snapshat » Floppey drive 1 Client Device
g E::Ezd:gg B open consale EEl Network adapter 1 (edite.. EH-Pod-05Net | | [~ DirectPath IO
Status: Mok supporked €9
[ EPod-10 [5  Edi settings.. | PR
[ EH-Pod-11 -

—Metwork Connection

Pod 5 examp/e Metwork label:

\[Er-Pod-0s met

Network Cabling
1) Edit the settings of your Win7 VM.

2) Network Adapter 1 should be connected to the "EH-Pod-xx Net" where xx is
your pod number.
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EH-pfSense-xx

Computer Name Configuration

1) Power up the VM and open a
console.

2) After Setup finishes and restarts,
login as the cis76 user.

3) Click Start, right-click on
Computer and Select Properties.

"EH-Pod-xx Network"

10.76.xx.0/24
LAN

['7

‘J, Getting Started
! Connect to a Projector
% Remote Desktop Connection

Sticky Notes

% Snipping Tool

=

=| Calculator

‘\’)J Paint

,Q‘ XPS Viewer
g;/ Windows Fax and Scan
Q} Magnifier

»  AllPrograms

l Search programs and file

—,

207

EH-Win7-xx

A

Documents

cis76

Pictures

Music
Computer

Control Panel @ Manage

Map network drive...
Disconnect network drive...

Devices and Printers

Default Programs Shiow o Deskiop

Rename

Help and Support

{zziol
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Configuring the EH-Win7 VM in EH-Pod-xx

"EH-Pod-xx Network"

EH-pfSense-xx

See alzo
Action Center
Windows Update

Performance Information and
Tools

10.76.xx.0/24
EH-Win7-xx
Pen and Touch: Mo Pen or Touch Input is available for this Display
Computer name, domain, and workgroup setting
Computer name: EH-Win7-XX '@'Change settings
Full computer name: EH-Win7-Xx

Computer description:

Workgroup: WORKGROUP

Windows activation

4) Look for Computer name, domain and
workgroup settings.

5) Click Change settings

" X A I

KN \
I -
J

e
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Configuring the EH-Win7 VM in EH-Pod-xx

EH-pfSense-xx

| System Properties

Computer Name §Hardware I Advanced I System Protection l F{emo’(e]

DLL‘ Windows uses the following information to identify your computer
<7~ onthe network.

Computer description:
For example: "Kitchen Computer” or "Mary's
Computer"”.

Full computer name: EH-Win7-XX

Workgroup: WORKGROUP

To use a wizard to join a domain or workgroup, click
Network D. Network ID...

To rename this computer or change its domain or
workgroup, click Change.

[ ok J[ Cancel || aoply

"EH-Pod-xx Network"
10.76.xx.0/24

LAN

6) Click the Computer Name tab
then click Change button.

EH-Win7-xx

Computer Name/Domain Changes

*You can change the name and the membership of this
computer. Changes might affect access to network resources.
Maore information

Computer name:
EH-Win7-05

Full computer name:
EH-Win7-05

Member of

™) Domain:

@ Workgroup:
WORKGROUP

| ok || cancel |

— .
1 N “ ' |W
-

Pod 5
example

7) Update the Computer name with your

two digit pod number. Click OK twice,

then Close, then restart the VM.
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Configuring the EH-Win7 VM in EH-Pod-xx

—
/ —,

"EH-Pod-xx Network" =

10.76.xx.0/24
207

LAN ]
EH-pfSense-xx EH-Win7-xx

—

| J’ Getting Started

!‘ Connect to a Projector

% Remote Desktop Connection

cis76

Network Configuration

Documents

Sticky Notes
a a 0 Pictures
1) Login back in as the cis76 user. &, sipping oo
] Music
- - E alculator
2) Click Start, then click on Control - s
Panel. ,egé Paint

Control Panel

& ‘ XPS Viewer
-
Devices and Printers

g Windows Fax and Scan
Default Programs

1 o
@1 Magpnifier Help and Support
>

All Programs

| |Search programs and files p el ’ wmm'
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Configuring the EH-Win7 VM in EH-Pod-xx

—

"EH-Pod-xx Network"
10.76.xx.0/24

LAN ]
EH-pfSense-xx EH-Win7-xx

O@vl@ » Control Panel »

Adjust your computer's settings

3) Click View network status and
tasks. il  System and Security

Review your computer's status
Back up your computer
Find and fix problems

- Network and Internet
@. [View network status and tasks |
._qﬂ

Choose hemegroup and sharing options

./ Hardware and Sound

‘ View devices and printers
Add a device
“—% Programs
h 4 ‘ Uninstall a program
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Configuring the EH-Win7 VM in EH-Pod-xx

"EH-Pod-xx Network"
10.76.xx.0/24

LAN .
EH-pfSense-xx EH-Win7-xx

@C)v"ﬂ? « Network and Internet » Network and Sharing Center

Control Panel Home

4) Click Change adapter settings

View your basic network informe

l Change adapter settings ] ﬂ,}hi ‘
-~
Change advanced sharing EH-WIN7-00 N
etti ; -
settings (This computer)

View your active networks
& Network
: Work network

Change your networking settings

ﬁ. Set up a new connection or netw
-

Cet 11in a2 wirelece hrnadhand dia
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Configuring the EH-Win7 VM in EH-Pod-xx

"EH-Pod-xx Network"

10.76.xx.0/24
2XX b7t 0/
EH-pfSense-xx EH-Win7-xx
4 4 Local Area Connection Properties =
Networking
- Connect using:
@C}v!{g <« Network and Internet » Network Conne & Intel(R) PRO/1000 MT Network Connection
Organize v Disable this network device Diagnos¢ Corfigure...

This connection uses the following items:

% Client for Microsoft Networks

L Local Area Connection

Network r 4} Q05 Packet Scheduler
ﬁg Intel(R) PR ’! Disable gﬁle and Printer Sharing for Microsoft Networks
Status -4 Intemet Protocol Version 6 (TCP/IPv6

(v = Intemet Protocol Version 4 (TCP/IPv4)
i Mapper |/0 Driver

Diagnose <
W] s Link- Layer Topology Discovery Responder

® Bridge Connections

Create Shortcut ‘ Uninstall |

Delete Description
= Transmission Control Protocol/Intemet Protocol. The default
f@l Rename wide area network protocol that provides communication

across diverse interconnected networks.

Properties

[ ok || cancel |

5) Right-click on the Local Area 6) Select Internet Protocol Version 4 78
Connection and select Properties. (TCP/IP) and click on Properties.



CIS 76 - VLab Pod Setup
Configuring the EH-Win7 VM in EH-Pod-xx

"EH-Pod-xx Network"

L2XX

EH-pfSense-xx

Set a static (non-DHCP) address
on your EH-Win7 VM

7) Configure the IPv4 address to
10.76.xx.207 (where xx is your pod
number).

8) Set 255.255.255.0 as the
Subnet Mask.

9) Configure the Default Gateway to
10.76.xx.1 (where xx is your pod
number)

10) Add the two CIS name servers
172.30.5.101 and 172.30.5.102

11) Click OK, then Close.

10.76.xx.0/24

2008 o\ 1
\.-'
! 0
-

—4

EH-Win7-xx

General

Internet Protocol Version 4 (TCP/IPvd) Properties

Co s

IP address:
Subnet mask:

Default gateway:

Obtain DNS server

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
@ Use the following IP address:

(@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

10 .76 ..5 .207

Pod 5
255 .255.255. 0 /
- Xam
30, 5T ihns Bt exa p €
address automatically
1727330, .25 201
172.30 . 5 .102

l OK ][ Cancel ]
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EH-pfSense-xx

"EH-Pod-xx Network"
10.76.xx.0/24

LAN

EH-Win7-xx

.Y

i

If prompted for a
network location select
"Work network"

Fer) o

& Set Network Location

Select a location for the "Network' network

This computer is connected to a network, Windows will autornatically apply the correct
network settings based on the network's location.

Home network
L" w1 If all the computers on this network are at your home, and you recognize them,

=" this is a trusted home network, Don't choose this for public places such as
coffee shops or airports.

[- Work network
If all the computers on this network are at your workplace, and you recognize
them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports,

E Public network

.j! If you doen't recognize all the computers on the network (for example, you're in
a coffee shop or airpert, or you have mebile breadband), this is a public
network and is not trusted,

[] Treat all future networks that I connect to as public, and don't ask me again.

Help me choose
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Configuring the EH-Win7 VM in EH-Pod-xx

"EH-Pod-xx Network"
10.76.xx.0/24
207
LAN ]
EH-pfSense-xx EH-Win7-xx

ssUszersscisYe>ipoconf ig

dindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DMS Suffix

Link—-local IPv6e Address . teffA-al143:517V 151 :dbexl12
IPv4 Address. . . . 4 18.76.5.287

Subnet Mask . . . . 255 _2655.255.8

Default Gateway . 14.76.5.1

Pod 5 example

12) Using cmd.exe, run the ipconfig command and check your IP
settings.
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"EH-Pod-xx Network"
10.76.xx.0/24

.2XX 1 207
LAN _
EH-pfSense-xx EH-Win7-xx
BN C\Windows'system32\cmd.exe =B L2

CisllzsersscisVo 'ping opus—ii

Pinging opus—ii.cis.cabrillo.edu [172.38.5.441 with 32 hytes of data:
172.38.5.44: hytez=32 time=1ms TTL=62
172.38.5.44: hytes=32 time=1ims TTL=62
172.38.5.44: hytez=32 time=1ms TTL=62

Reply from 172.38.5.44: hytez=32 time=1mz TTL=62

Ping statistics for 172.38.5.44:
Packetz: Sent = 4. Received = 4, Lost = @ (@x
Approximate rowund trip times in milli-—seconds:
Minimum = 1mz,. Maximum = 1ms,. Average = ims

Cisllsersscis?6 'ping google.com

Pinging google.com [216.58.194.2861 with 32 hytes of data:
Reply from 216.58.194.286: hytes=32 time=4ms TTL=54
Reply from 216.58.194.286: hytes=32 time=5ms TTL=54
Reply from 216.58.194.286: hytes=32 time=5%ms TTL=54
Reply from 216.58.194.286: hytes=32 time=5ms TTL=54

Ping statistics for 216.58.1974.2086:

Packetz: Sent = 4., Recedived = 4, Lozt = 8 (Bx lossl>.
Approximate round trip times in milli-seconds:

Minimum = 4ms, Maximum = Sms,. Average = 4ms

C:vUsersscis?e>

13) Using cmd.exe, verify you can ping opus-ii and google.com.




Activation

1) Click Start, right-click on

Computer and Select Properties.

Don't try and activate
Windows till your Internet
connection is working.

= =

| Getting Started

R o

!‘ Connect to a Projector

% Remote Desktop Connection
Sticky Notes

% Snipping Tool

@y‘f Paint

,Q‘ XPS Viewer

Calculator

éﬁi Windows Fax and Scan

Q’ Magnifier

»  AllPrograms

I Search programs and files

cis76

Documents
Pictures

Music

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

(iaiol

% Manage

Map network drive...
Disconnect network drive...

Show on Desktop

Rename
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Configuring the EH-Win7 VM in EH-Pod-xx

FUll COMPUTEr Name: EF-WWIN/ -AA
Computer description:

Woarkgroup: WORKGROUP

Windows activation

Y& 3 days until automatic activation{Activate Windows now

Product ID: 55041-029-0208092-86087  Change product key =

2) Scroll down and look for Windows activation
section.

3) Click "Activate Windows now"
84
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'Q'_—) % Windows Activation

Activate Windows now

You must activate Windows within 30 days to continue using all Windows features.

=

() & Windows Activation

Activation was successful

I'@ Activate Windows online now

a genuine copy of Windows 7, you are eligible to receive all

I Activation helps verify that your copy of Windows is genuine. With
available updates and product support from Microsoft.

= Ask me later

What is activation?
Eead the privacy statement online

Learn more online about the benefits of genuing Windows

4) Click "Activate Windows online now"

5) After a successful activation
shutdown the VM (Start > Shutdown
button)

ask for .

genuine -

Microsoft®
software
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Configuring the EH-Win7 VM in EH-Pod-xx

EH-pfSense-xx

Save your work

When the VM has shutdown make a

second snapshot named "Baseline".

Now if you mess things up later
can always start over again!

"EH-Pod-xx Network" e |
10.76.xx.0/24 "
/ 207
LAN ]
EH-Win7-xx

(&) Edit Virtual Machine Snapshot =]
—Mame
— Description
oK Cancel

- —% "
e |
t ‘_;
3 L4
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VM Config



VLab CIS 76 pod: EH-Pod-xx

(where xx is your pod number)

EH-Kali-xx
Attacker

NoSweat
(PA-500 Firewall)

EH-OWASP-
SW-830-R5-01 OWASP-xx

(Cisco switch) Victim

“Microlab Network” EH-WinXP-xx
172.30.10.0/24 Victim
2XX .

EH-Win7-xx
- I VICtIm

EH-pfSense- "EH-Pod-xx Network"
prSense-xx 10.76.xx.0/24 EH-Lolli-xx

Pod firewall and gateway Victim

90
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"EH-Pod-xx Network" =N
10.76.xx.0/24
.101
LAN
EH-pfSense-xx EH-OWASP-xx

ownse v

This example VM Network Adapter 1 EH-Pod-xx Net
shows pod 5. IPv4 address 10.76.x.101
Each student IPv4 netmask 255.255.255.0
should only use IPv4 gateway 10.76.x.1
the pod assigned Domain search string cis.cabrillo.edu
to them.

Name servers 172.30.5.101 172.30.5.102
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Configuring the EH-OWASP VM in EH-Pod-05

= ¥ EH-Pod-05
(73 EH-Kali-0%

Pod 5 example

(51 |EH-OWASP-05]

i_i‘ "' agE-1] Power 4

3 EH-WinXP-05 Guest 2 ;
] EH-Pod-06 p—— 5
[0} EH-Pod-07 : Tk Snepsnot.
@ F FH-Prd-nf g Open Console Revert to Current Snapshot

|J--_-T,J Take Virtual Machine Snapshot =] |
—MName
lPrisﬁnE
IMPORTANT, back up your VM! — Desaription

1) Make a backup snapshot of your
OWASP VM named "Pristine".

¥ snapshot the virtual machine's memary
[T Quiesce guest file system (Meeds YMware Tools installed)

K, Cancel
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Configuring the EH-OWASP VM in EH-Pod-xx

= "EH-Pod-xx Network" =8
o —— | 10.76.xx.0/24 101 r
LAN
EH-pfSense-xx EH-OWASP-xx
& Flappy drive 1 Client Device I
(BB _Network adapter 1 (edite... _EF-Pod-05 Net | || [pecatlio
Status: Inactive &

To activate DirectPath IjQ, go to the Resources tab and
select Memory Settings to reserve all guest memory,

Pod 5 example
—Metwork Connection
Metwork label:

Network Cabling
1) Edit the settings of your OWASP VM.

2) Network Adapter 1 should be connected to the "EH-Pod-xx Net" where xx is
your pod number.
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Configuring the EH-OWASP VM in EH-Pod-xx

"EH-Pod-xx Network"
10.76.xx.0/24

EH-pfSense-xx EH-OWASP-xx

Network Configuration

#t This file describes the network interfaces available on your system
1) Power up the VM and open a tt and how to activate them. For more information, see interfaces(5).

console. #t The loopback network interface
uto lo
iface lo inet loopback

2) Login as the root user.

t The primary network interface

i i . uto etho
3) Edit /etc/network/interfaces: PFaiE Eilo ek StaTe Pod 5 example
addres=s 10.76/5/101 lj
a) Modify the third octet netmask 255.255.255.0
of the IP address and gateway 10.763)1
gateway to your pod ns—search cis.cabrillo.edu
number xx. Ens—nameseruers 172.30.5.101 172.30.5.102

b) If missing add: dns-search cis.cabrillo.edu

c) If missing add: dns-nameservers 172.30.5.101 172.30.5.102

d) Save and exit.
94



CIS 76 - VLab Pod Se m IE*- ! ’ IW

Configuring the EH-OWASP VM in EH-Pod-xx

"EH-Pod-xx Network"
10.76.xx.0/24
EH-pfSense-xx EH-OWASP-xx

rootRowaspbwa : "# | setc/init . d-networking restart
= Reconf iguring NETWOrkK INTErtaces...

ssh stoprwaiting
ssh start ruming, process 2346 POd 5 exam /e
4) Restart networking with: p [OK 1

rootRowaspbuwa:"#|ip addr show dev ethO
ini H : ethO: <BROADCAST,MULTICAST,Ur, LUWER_UP> mtu 1500 gdisc pfifo_fast state UNENO
/etc/init.d/networking restart N it 1600
linksether 00:50:56:af :7a:d2 brd £f:ff:ff:ff:ff:Ff
inet 10.76.5.101-24 brd 10.76.5.255 scope global ethO

5) Verify the third octet of your IP ineth £eB0::250:568f :feaf :7ad2/64 scope Link
valid_I1ft forever oreferred 1ft forever
add ress matCheS your pOd rootRowaspbwa " ping —cl1 opus-ii
i . PING opus-ii.cis.cabrillo.edu 11/£.30.5.44) 56(84) bytes of data.

number XX Wlth' 64 bytes from opus-ii.cis.cabrillo.edu (172.30.5.44): icmp_seq=1 tt1=62 time=1.0
ip addr show dev eth0 3 i

—— opus—ii.cis.cabrillo.edu ping statistics —

. . 1 packets transmitted, 1 received, 0+ packet loss, time Oms
6) Verify network settings on ethO btt minsavg/max/mdey = 1.095/1.095,1.095/0.000 ns
. . . rootRowaspbwa:"#|ping —cl google.con

and teSt them by plnglng OpUS'll P ING google.com (£16.58.191.2Z06) S56(d4) bytes of data.
and google.com: :ql?géfﬁsfrum sfo03s01-in—fZ06.1e100.net (216.58.194.206): icmp_seq=1 ttl1=54 tim

ping -c1 opus-ii

—— google.com ping statistics —

ping -cl google.com 1 packets transmitted, 1 received, 0 packet loss, time Oms
rtt minsavgsmax-smdev = 4.823-4.823-1.823-0.000 ms
rootBowaspbua:™#

Note: Your EH-pfSense VM needs to be configured
and running for the pings to be successful. 95
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Configuring the EH-OWASP VM in EH-Pod-xx

"EH-Pod-xx Network"
10.76.xx.0/24

EH-pfSense-xx

root@owaspbwa:™#| init O
rootRowaspbwa:™# init: ttyd main process (656) killed by TERM =ignal
cpid: exiting

init:
init:
init:
init:

init:

init:
init:

Stopping UMware Tools services in the wvirtwal machine:

ttyd main
ttyZ main
tty3d main
ttyb main
cron main
ttyl main

Process
Process
Process
ProcCess
Process
Process

Discommected from
* Stopping Tomcat servlet engine tomcatb

(bb5) killed by TERHM signal
(672) killed by TERH signal
(674) killed by TERM =ignal
(6¥3) killed by TERH signal
(690) killed by TERM =signal
(1816) killed by TERM =ignal
system bus

Guest operating system daemon:
Virtual Printing daemon:

7) Shutdown VM with: init 0

EH-OWASP-xx
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Configuring the EH-OWASP VM in EH-Pod-xx

"EH-Pod-xx Network" =
10.76.xx.0/24
/ 101 |
LAN
EH-pfSense-xx EH-OWASP-xx
(&) Edit Virtual Machine Snapshot =] |
—Mame
Save your work
When the VM has shutdown make a — Description
second snapshot named "Baseline".
Now if you mess things up later
can always start over again!
oK Cancel
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VLab CIS 76 pod: EH-Pod-xx

(where xx is your pod number)

EH-Kali-xx
Attacker

NoSweat
(PA-500 Firewall)

EH-OWASP-
SW-830-R5-01 OWASP-xx

(Cisco switch) Victim

“Microlab Network” EH-WinXP-xx
172.30.10.0/24 Victim
2XX .

EH-Win7-xx
- I VICtIm

EH-pfSense- "EH-Pod-xx Network"
prSense-xx 10.76.xx.0/24 EH-Lolli-xx

Pod firewall and gateway Victim
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"EH-Pod-xx Network" = |
10.76.xx.0/24
.(dhcp)
LAN ]
EH-pfSense-xx EH-Lolli-xx

xx is the pod

Lol
number ollivM Pod xx settings

assigned to VM Network Adapter 1 EH-Pod-xx Net
you.
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Configuring the Lolli VM in EH-Pod-05

=l [fF EH-Pod-05 Pod 5 example
G EH-Kali-05

(50 [ERfallei
I azs Pover 3
ES EH- sk »
% E::% Snapshot * N Take Snapshat...
fj EH-Paod Qpen Consale Revert to Current Snapshat
Ej EH-Pod G5 Edi Settings... ﬁ Snapshat Manager...
Ej EH-Pad i Consalidake
M & FH-Padl o0 Migrate..
[=d Take Virtual Machine Snapshot M=l |
—Mame
Pristine
IMPORTANT, back up your VM! 5
. — Description
1) Make a backup snapshot of your Lolli
VM named "Pristine".
Now if you mess things up you ¥ Snapshot the virtual machine's memory
can always start over agalnl [T Quiesce guest file system (Needs YMware Tools installed)
oK Cancel |
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= "EH-Pod-xx Network" =
== 10.76.xx.0/24 r
- ] L] . ]
. 2XX 1 .(dhcp)
EH-pfSense-xx EH-Lolli-xx
=0 “Student Pods
[} EH-Pod-01
[} EH-Pod-0z
E:'j EH-Pod-03 % CDJDND drive 1 |disk-uLab-1] ISOsfen... I
Ej‘-] EH-Pad-04 = Hard disk 1 Wirtual Disk ' Automatic  Manual
EH-Pod-05 Floppy drive 1 Client Device _
= Ef? ES ET'| Kali-0s E@ WNetwork adapter 1 (edite..  EH-Pod-05 Net ] | [~ DirectPath If0
i Skakus: Mok supporked €9
&
@ EH-OWASP-05 —Metwork Connection
(s EH-pfSense-05 Pod 5 example et el
Cfd EH-Winxp-05 \Er-Fad-os ret

[ff] EH-Pod-06

Network Cabling

1) Edit the settings of your Lolli VM.

2) Network Adapter 1 should be connected to the "EH-Pod-xx Net" where xx is

your pod number.
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] (0] x|

File ‘Wigw W

DN B8 G R R

anNndroid
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1) Power up VM and bring up a console.
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Configuring the Lolli VM in EH-Pod-05

104

2) Click the Apps icon with the Android mouse.



CIS 76 - VLab Pod Setu .-

3) Click the Terminal Emulator app icon to launch it.
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Configuring the Lolli VM in EH-Pod-05

3) Enter the following commands to check your network settings:

ifconfig ethO
ping -c1 opus-ii
ping -c1 google.com

udl uE1éx!E:! ¥ ifeconfig etk

affld: ip 10.76.5.53 mask L255.0 flags [up brosdesst running multicase]
ull_&.218x86 ! ﬁ Y ping -1 opus- i;

PIMG opus-ii.cis.cabrilla.edu (172.30.5.44) Er!41 bytes of dats.

64 bytes from opus-ii.cis.cabrilla.ed (172 5.44%: icmp_seqe=l ttl=62 time=1.53

=== Opus-ii.cis.cabrillo.edu ping statistics ---

1 packers transmitted, 1 received, 0% packet loss, Cime Oms

ret minfavgsmax/mdev = 1.530/1.530/1. 53050000 ms

ull_a2i@xB6:! § ping -¢1 goagle.com

PIMNG google.com (216.58.194.206) EEi!dT by
bytes from sTollsd-in-T206. 1100. i

data.
104 206 icmg i I 4 eime=5.11 ms

I
B.

21
A5

=== QgoOgle.com ping SEATiStics ---

1 packets transmitted, 1 received, 0% packer logs, Time Om<
rEt minfavgimaximdevy = 5. 111511175 11140000 ms
ull_aZi@xB6:7 § |

Check that your EH-Lolli-xx VM got an IP address from
your EH-pfSense-xx VM and has network connectivity. 106



adb shell su -c 'svc power shutdown'

Rabatdibnt+ 00 ARSI ™ W T 7 1 .
Configuring the Lolli VM in EH-Pod-05

] I [ 3

File Wiew ¥M

080G R DR

Power off
r-\ ot

3) To shutdown android enter:

adb shell su -c 'svc power shutdown' 107
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EH-pfSense-xx

Save your work

When the VM has shutdown make a

second snapshot named "Baseline".

Now if you mess things up later
can always start over again!

"EH-Pod-xx Network" ==a

10.76.xx.0/24 .
/ .(dhcp)

LAN

EH-Lolli-xx

(&) Edit Virtual Machine Snapshot =]
—Mame
— Description
oK Cancel

- —% "
e |
t ‘_;
3 L4
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