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Last updated 10/10/2017
Rich's lesson module checklist ast updated 10/10/

Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

pooooddd Ooopo

O Various Windows VMs created and available for enumeration
O Add CIS 76 students to Whitehats domain
O Lab 6 posted and tested

O Backup slides, whiteboard slides, CCC info, handouts on flash drive
O Spare 9v battery for mic
O Key card for classroom door

O Update CCC Confer and 3C Media portals
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Evading {Vetwork TCP/IP
Devices
Network and
Cryptograph
YESRSIRE Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks . i Social Engineering
Ethical Hacking
Hacking
Web Servers Port Scanning
Embedded Operating .
Systems Enumeration
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes

1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 9
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

« HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!
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Student checklist for attending class
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1. Browse to:
http://simms-teach.com

2. Click the CIS 76 link.

3. Click the Calendar link.

4. Locate today’s lesson.

5. Find the Presentation slides for

€33 90:(Eal 201 4) Caderidine the lesson and download for

Gt Genten | Calendar easier viewing.

T el e Tany 0. Click the Enter virtual classroom

e e K e link to join CCC Confer.

s pearetand Bows 1 coures ) sor it

i e of g, gt 7. Log into Opus-II with Putty or ssh
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| Presentation slldes (download) |

Note: Blackboard Collaborate Launcher only
St .. needs to be installed once. It has already
i T e S I ey ' been downloaded and installed on the
classroom PC'’s.
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The CIS 90 System Playground

-teag x -
simms-teach.com F 3
| Rich's Cab-;-u-c-u-ﬂ(
CIS 90 Calend] & CCC Confer -MfH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help
w AUDXO & VIDEO ]

CIS 90 (Spring

coursetiome. cf | [P 5 00 (e CIS 90 - Lesson 1

Bergi Sems. 248P4 *
Where s a good place to get

a used version of the

optonal textbooks?

cis90lesso....pdf Rich-Serens 248PM -
Amazon has some good

prices nght now

: FtPage ¥

Class Activity = Where are you now?

=S

% T

Q CIS 76 website Calendar page

Q One or more login
sessions to Opus-II




1) Instructor gives you sharing privileges.

() CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help “Hevated priviege TN =)

* AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or

elevated privileges. Elevated privileges are required to share

applications that use elevated privileges.
= pg Select your desktop or an open application you would like to share.

Start 5 h aring Elevated privileges are acquired via Tools > Application Sharing . .
> Request Elevated Privileges. They can be relinquished via ns
Tools > Application Sharing > Yield Elevated Privileges (returning _
you to standard privileges). If you are hosting an application ol 51212 desktop

sharing session with standard privileges and you (or a person
remotely controlling your desktop or application) perform an

2 ) C | i C k ove rl a p p i n g recta n g | eS action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

W' Microsoft Word (winword.exe) 'Virtual dlassroom (locked).doc
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P Microsoft PowerPoint (powerpnt.exe) 'cis90lesson01.ppbx - Mic

i S p rese nt th e n Cl i C k it a s We | I . If you are hosting an application sharing session with elevated f_ C:\Program Files (x86)\putty.exe 'simbend0@oslab:~"

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on
as a standard user) or allowed (if you are logged on as an
administrator).

application sharing session to terminate. Also, without elevated

icon. If white "Start Sharing" text

time than sharing the desktop (all of it or a region).

D Never show this dialog again

3) Click OK button. ‘ | :
Cancel l Share I

4) Select "Share desktop"
and click Share button.
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*— | Rich's CCC Confer checklist - setup cccCe) Confer

[ ] Preload White Board

{i) CCC Confer - 0 - RICH SIMMS - -

I File Edit View Tools Window Help
E H L]
[ﬂ [ Load Content ] | Record | iss ~ AUDIO & VIDEO -

ust Microphane Level Up

. Adjust Microphone Level Down &
[ ] Connect session to Teleconference e e g
Talk video Adjust Speaker Level Down <]
|
MAIN ROOM (2] “elsume® 'g"“'::‘?““ ( S
. - I Moderpef &l
Session now connected ® Rich Simms i
to teleconference Moderator (You) I S ake Vi ow Moderator Focus E
—\> % TElEEDI'IfEFEI'IEE '\IJ P | - &%) | Make Video Follow Speaker &
hl | = Yl Send Camera Snapshot To Whiteboard
Detach Panel 5
[ ] Is recording on? =
~ AUDIO & VIDEO ML
9

(i) | Loadcontent | [ Ramrding@k; o

Red dot means recording_)
little Microphone

[ ] Use teleconferencing, not mic icon and the

| |
- | Teleconferencing ...
Should be grayed out * e .. lo Q) message displayed

Should change
from phone
handset icon to
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CIS 76 - Lesson 7

(3 8 | 77 cis90lesson07.pdf * - Foxi — Y —— e : — el
" .pdf * - Foxit Reader 7 Y ( Y v %
‘3 | B 4 IE o Ne @ )
g u File Edit View Tools Comments Forms SharePont He . - “ \E - = A A\
eyl s-90-TEST-1-Fall-1

-

o0 ~

@ CCCConfer-0-RIC... | = | @ | 53]
File Eqn View Tools Window Help

w AUDIO & VIDEO D % -

dch Sunms,

& —-U— D) .—U—

( Tak Lo @ ]

w PARTICIPANTS -2
N RO
BRRE

MAIN ROOM (3 SRRQAHHD
O Rich Simms B
£ Teleconference > 4 -
o S -

- Teleconference joined the Main Room. (
6:51 AM ) -

TEY

w | = [kl = C' [J simms-teach.com/d
wHE 2 as 8- it IR
»

L5

& <

Part 1 - Flashc (1 point each)
[Q1] What com her users logged in to the computer?

90 o
Al

e [A1]
hname
/ {Q2] What environment variable is used by the shell to determine which directories to
search when locating a command?
etc sbin (A2] \
&P simbend0@oslab:~

[l
=1,

3
H

# Current directory

(———)'sourca

What command copies th

egin as: simben90
sixpen90@oslab.cabrillo.edu's password:

(

1 ¢ & %
O\ [E @ voemer
s = [ s viab
Welcomt B [ [CIs 192 Alarms | Pef
Serving Cab: B [ Podo1

Terminal type? [ vsphere CIient ‘Stalusrﬂ
Terminal type is i o

& poi-frod
/home/cis90/sinb putty £ poriogoas =

@

L
sl

Recent Tasks Name, Targetor Status contains: » [ Clear %
Mame: | Target | Status | Details | Tnitiated by
4 |

1 Tasks @ Marms |

# @ LlwMHle]s]e e

101072012 |

[ ] layout and share apps O]
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ccc(E:)Confer

-
(i) CCC Confer- 0 - RICH SIMMS
File Edit View [Tcrcrls] Window Help

- AUDIO & Application Sharing
Audic ¢
Breakout Rooms 4 Mew Page Dekete Page

Chat 4
Graphing Calculator *

In-5ession Invite L4

Interaction 4

[ ] Video (webcam)

Moderator 4

L | Palling >
[ Tk | Profile b [ ] Make Video Follow Moderator Focus
Recorder ¢
~ PARTICIPA Session Plan 4
Rich Sin Telephony »
e Tirmer r
E Video ' Camera Settings...
_ Whiteboard ! Maximum Simultanecus Cameras...
HA R:;:;:“m R H;j\; ¥ Make Video Follow Moderator Focus
Maderztor (You) Make Video Follow Speaker
Send Camera Snapshot To Whiteboard

17—
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Image Mate

Elmo rotated down to view side table

LIVE image - Image Mate - (B

e & NI P
S—— Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer

Settings \E‘.
[ o o] The "rotate image"
button is necessary
if you use both the
- | side table and the
%Tact\magequahw o o Whlte board-
S sme ow Quite interesting
| e that they consider
S | you to be an
= n mn ;
\,_., expert" in order to
use this button!

Elmo rotated up to view white board

LIVE image - Image Mate -] (B3] [
Tor CH @ W=
e & I O E el Q < &
Rotate
image
button

=L_M0O

10
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime
3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons)

General Tab > Settings...

~
el

-
£ Java Control Panel

500MB cache size

-~ % .
8, k)
o
3 L4
)

Rich's CCC Confer checklist - universal fixes

Delete these

-
Temporary Files Settings

B

r
Delete Files and Applications

General | Java | Security | Advanced

About

View version information about Java Control Panel.

Network Settings i

Network settings are used when making Internet connections. By default, Java will
use the network settings in your web browser. Only advanced users should modify

gs.
Network Settings...

Files you use in Java applications are stored in a special folder for quick executon
|| later. Only advanced users should delete files or modfy these settings

these sef

|| Temporary Internet Fies

Kéep femporary s on my computers

Location

Select the location where temporary fies are kept:

s\Rich Data\LocalLow\suniJavaiD tycache Change...
Il Disk Space

Select the compression level for JAR files: None -
fl Set the amount of disk space for storing temporary files:
| U 500 | MB
I

Delete Fies...

] [ Restore Defaults ]

Free Java Download
Download Java for your desktop computer now!

Version 7 Update 13

Free Java Download
Whalls Jaa? » Dolhae Jaia? » Nesqheig?

A
' Delete the following files?
Ly

Cached Applications and Applets
[ Installed Applications and Applets

11
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Start

12
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Sound Check

Students that dial-in should mute their line
using *6 to prevent unintended noises
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume

*4 - jncrease conference volume.
*7 - decrease conference volume.
*5 - increase your voice volume.

*8 - decrease your voice volume.

13
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Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690

- % N e N
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’.{ ﬁj ) TP N et . - .

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

Use CCEEQ White

email answers to: risimmsdcabrillo.edu

(answers must be emailed within the first few minutes of class for credit)

15
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Enumeration

Objectives

» Describe the enumeration step
« Enumerate Windows targets

« Enumerate Unix/Linux targets

Quiz

Questions

Housekeeping
Enumeration

NetBIOS Enumeration
Various Enumeration tools
Linux finger command
Assignment

Wrap up

16
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Admonition

17

Shared from cis76-newModules.pptx
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
owhn or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 18
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Questions

19
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Questions? @5«%22“@@%@@

(6} A2 @@©
. SRGC 6
Lesson material? @@@@g@@ﬂ
) {%@@u@@ﬁ@

Labs? Tests?

Who questions much, shall learn
much, and retain much.
- Francis Bacon

How this course works?

If you don't ask, you don't get.
- Mahatma Gandhi

_ fihff —EfERE, AEILERF, WAE—ERRERAE—E
Chinese | {2@5k:&E,

Proverb He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

20
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Power up
SLOWLY
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Don't everyone do this at once!

Pod VMs to powerup:

EH-pfSense-xx
EH-Kali-xx
EH-WinXP-xx
EH-Win7-xx
EH-OWASP-xx

22
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News
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Recent news

John Kelly's personal cellphone was compromised, White
House believes

"White House officials believe that chief of staff John Kelly s personal cellphone
was compromised, potentially as long ago as December, according to three U.S.

government officials." 26


http://www.politico.com/story/2017/10/05/john-kelly-cell-phone-compromised-243514
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Recent news

Cabrillo College hack exposed 40,000 students’ data

"The Social Security numbers of 12,000 students were potentially compromised in
the breach as well as passwords, names, dates of birth, addresses and emails of
28,000 additional students, according to Cabrillo spokeswoman Kristin Fabos."

27


http://www.santacruzsentinel.com/social-affairs/20171009/cabrillo-college-hack-exposed-40000-students-data
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Recent news

Equifax Breach Fallout: Your Salary History

KrehsonSecurity

In-depth security news and investigation

In May, KrebsOnSecurity broke a story about lax security at a payroll division of big-
three credit bureau Equifax that let identity thieves access personal and financial
data on an unknown number of Americans. Incredibly, this same division makes it
simple to access detailed salary and employment history on a large portion of
Americans using little more than someone s Social Security number and date of birth
— both data elements that were stolen in the recent breach at Equifax."

28


https://krebsonsecurity.com/2017/10/equifax-breach-fallout-your-salary-history/
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Best
Practices
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SANS October 2017 edition of OUCH!

e - o X
OUCH! Security Awaren= X
C | @ Secure | https://securingthehuman.sans.org/newsletters/ouch/issues/OUCH-201710_en.pdf?utm_.. ¥ | @
32 Apps Yahoo Cabrillo College Health Network Medical CIS 76 links » Other bookmarks

S,

T 1
SANA, * OUCH! | October 2017
>

The Monthly Security Awareness Newsletter for Everyone

IN THIS ISSUE...
I * Overview
« Five Simple Steps
. « Securing Kids When Visiting Others

Helping Others Secure Themselves

Overview

Many of us feel comfortable with technology, to include Guest Editor

how to use it safely and securely. However, other friends or Randy Marchany (Twitter: @randymarchany)
family members may not feel so comfortable. In fact, they is the CISO at Virginia Tech and a certified
may be confused, intimidated, or even scared by it. This SANS Institute instructor.

makes them very vulnerable to today’'s cyber attackers.

Cyber security does not have to be scary; it's actually
quite simple once you understand the basics. They most
likely just need a guide like you to help them understand the basics.

Five Simple Steps

securingthehuman.sans.orq/newsletters

h/issues/OUCH-201710 en.pdf

1)
2)

4)
5)

Social Engineering
Passwords
Patching
Anti-Virus
Backups

32


https://securingthehuman.sans.org/newsletters/ouch/issues/OUCH-201710_en.pdf?utm_medium=Email&utm_source=Houselist+Ouch&utm_campaign=STH+Ouch!&utm_content=English+Version
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1) Lab 5 is due tonight at 11:59PM.

2) Finished Lab 5 already? Please
monitor the forum and help anyone
with questions.

3) Next week five forum posts are due!

35
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Enumeration
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EC-Council Five Phases of Hacking

Phase 1 - Reconnaissance

Phase 2 - Scanning

[ Phase 3 - Gaining Access

Phase 4 - Maintaining Access

Phase 5 - Clearing Tracks

40


http://www.techrepublic.com/blog/it-security/the-five-phases-of-a-successful-network-penetration/

CIS 76 - Lesson 7 ﬂ . I |w

Enumeration

« Enumeration is typically active and intrusive,
definitely crossing the legal line.

« Using enumeration techniques without
authorization is a crime!

« Active connections are made to target devices
to gather more information:

« Users and groups.
« System names.

« Network resources.
« Network shares.

« Services.

« Policies.

41
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NetBIOS
Enumeration
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NetBIOS

« Network Basic Input Qutput System.

« Originally an API for accessing shared file and
printer services on a LAN.

 NetBIOS names are unique 16 byte identifiers. The

first 15 bytes are an ASCII name followed by the
16th byte which is the suffix code.

43
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Number
Name (HEX) Type Usage
<computername> 00 U Workstation Service NetBIOS Suffix Code Table
<computername> 01 U Messenger Service
<\\_MSBROWSE_> 01 G Master Browser
<computername> 03 U Messenger Service http://www.pyeung.com/pages/mi
<computername> 06 U RAS Server Service crosoft/winnt/netbioscodes.html
<computername> 1F U NetDDE Service
<computername> 20 U File Server Service
<computername> 21 U RAS Client Service The suffix code provides
<computername> 22 u Exchange Interchange Py . .
additional information
<computername> 23 U Exchange Store
<computername> 24 U Exchange Directory about the ComPUter
<computername> 30 U Modem Sharing Server Service
<computername> 31 U Modem Sharing Client Service
<computername> 43 u SMS Client Remote Control
<computername> 44 u SMS Admin Remote Control Tool
<computername> 45 U SMS Client Remote Chat
<computername> 46 u SMS Client Remote Transfer
<computername> 4C U DEC Pathworks TCPIP Service
<computername> 52 u DEC Pathworks TCPIP Service
<computername> 87 U Exchange MTA
<computername> 6A U Exchange IMC
<computername> BE U Network Monitor Agent
<computername> BF U Network Monitor Apps
<username> 03 U Messenger Service
<domain> 00 G Domain Name
<domain> 1B U Domain Master Browser
<domain> 1C G Domain Controllers
<domain> 1D U Master Browser
<domain> 1E G Browser Service Elections
<INet~Services> 1C G Internet Information Server 44
<IS~Computer_name> 00 U Internet Information Server


http://www.pyeung.com/pages/microsoft/winnt/netbioscodes.html
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NetBIOS Enumeration

« Discover computers belonging to a workgroup or
domain and what services they provide.

« Discover SMB file shares and printers on the LAN
(Windows or Unix/Linux servers running SAMBA).

 Discover additional information as well.

Note: Microsoft does not support NetBIOS for IPV6.

45
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NetBIOS Null Session

« One of the biggest vulnerabilities of NetBIOS
systems.

« Anonymous connections without a username and
password.

« Still present on Windows XP.
« Disabled by default on Windows 2003.

* No longer present in Vista or Windows 2008 and
later.

46
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NetBIOS Passive Discovery

nbns

*ethO e ® 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AEde BNRE Q&2 o kal= |

A [nbns -| Expression..  +

il

) (=) o) EE

No. Time Source Destination Protocol Length Info -
7 16.625977670 172.30.10.170 172.30.10.255 NBNS 92 Name query NB ULAB-RASPBX<20>
64 259.009446640 172.30.10.108 172.30.10.255 NBNS 92 Name query NB WORKGROUP<1d=>
70 263.117787803 172.30.10.162 172.30.10.255 NBNS 92 Name query NB EH-WS2012-DC<00>
73 263.124073973 172.30.10.162 172.30.10.255 NBNS 92 Name query NB EH-WS2012-DC<20>
955299541 9 ULAB-RASFBX<20>
160 559.351323450 172.30.10.108 172.30.10.255 NBNS 92 Name query NB WORKGROUP<1d=>
169 584 .627225386 172.30.10.36 172.30::10::255 NBNS 92 Name query NB WPAD<QO=>
170 585.387309176 172.30.10.36 172.30.10.255 NBNS 92 Name query NB WPAD<QO=
171 586.153019980 172.30.10.36 172 .,30:.10: 255 NBNS 92 Name query NB WPAD<QO=>
180 623.113392836 172.30.10.168 172.30.10.255 NBNS 92 Name query NB ULAB-RASPBX<20>
200 702.898486123 172.30.10.171 172.30.10.255 NBNS 92 Name query NB EH-WIN7<20>
212 715.661564110 172.30.10.171 172.30.10.255 NBNS 92 Name query NB MICROLAB<1b=>
213 716.425698640 172.30.10,171 172.30.10.255 NBNS 92 Name query NB MICROLAB<1b=>
214 717.189943036 172.30.10.171 172.30.10.255 NBNS 92 Name query NB MICROLAB<1b>
216 718.968597566 172.30.10.171 172.30.10.255 NBNS 92 Name query NB MICROLAB<1b=>
217 719.732913786 172.30.10.171 172.30.10.255 NBNS 92 Name query NB MICROLAB<1b> >
» Frame 80: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface O
» Ethernet II, Src: Vmware_af:40:1f (00:50:56:af:40:1f), Dst: Broadcast (ff:.ff.ff.ff.ff.ff)
» Internet Protocol Version 4, Src: 172.30.10.174, Dst: 172.30.10.255
» User Datagram Protocol, Src Port: 137 (137), Dst Port: 137 (137)
v NetBIOS Name Service

NBNS = NetBIOS Name Service (WINS) uses UDP port 137 48
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nbdgm

Fi

ldmde sNRE Qe 2eokA B oaouiE

|l|Fbagrn BED -| Expression.. +

NetBIOS Passive Discovery

*eth0 e G 6

le Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

MNo.

he—————— -

¥ ¥ ¥ ¥y ¥y ¥y yvyvwy

Time Source Destination Protocol Length Info

1 0.000000000  172.30,10.174 172.30.10.255 BROWSER 243 Host Announcement EH-WINXP, Workstation, S.
9 18.286821880 172.30.10.170 172.30.10.255 BROWSER 243 Host Announcement EH-WS2003, Workstation, ..
10 18.297564440 172.30.10.108 172.30.10.255 BROWSER 263 Host Announcement ULAB-%OLUMIO, Workstatio..
11 18.297583860 172.30.10.109 172.30.10.255 BROWSER 262 Local Master Announcement ULAB-RASFBX, Wor..
12 18.297770150 172.30.10.109 172.30.10.255 BROWSER 254 Domain/Workgroup Announcement WORKGROUF, M.
69 262 689587V4833 172.30.10.162 172.30.10.255 BROWSER 250 Domain/Workgroup Announcement WHITEHATS, M.
T4 . 341484300 ; . ; ; ; . BROWSER Host Announcement EH-WSZ2008-STD, Workstati..
82 286.606749586 172.30.10.172 172.30.10.255 BROWSER 243 Host Announcement EH-WS2012-DC, Workstatio..
85 292,908346974 172.30.10.162 172.30.10.255 BROWSER 264 Local Master Announcement EH-WIN7, Worksta..
124 424 ,937505219 172.30.10.36 172.30.10.255 BROWSER 243 Host Announcement MASTER-CYLINDER, Worksta..
135 459.051955062 172.30.10.168 172.30.10.255 BROWSER 243 Host Announcement EH-WSZ2008-ENT, Workstati..
173 596,509694356 172.30.10.34 172.30.10.255 BROWSER 270 Host Announcement CEH-WIN-2012, Workstatio..
211 715.661349260 172.30.10.171 172.30.10.255 BROWSER 216 Get Backup List Request

215 718.868551963 172.30.10.171 172.30.10.255 BROWSER 216 Get Backup List Request

220 722.275915506 172.30.10.171 172.30.10.255 BROWSER 216 Get Backup List Request

222 722,515757870 172.30.10.174 172.30.10.255 BROWSER 243 Host Announcement EH-WINXF, Workstation, S.

Frame 74: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) on interface ©
Ethernet II, Src: Wmware_af:b8:4a (00:50:56:af:bB:4a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Internet Brotecol Wersion 4 Ssres e 3n 0 eyl S e 3 30 10 G EE

User Datagram Protocol, Src Port:; 138 (138), Dst Port: 138 (138)

NetBIOS Datagram Service

SMB (Server Message Block Frotocol)

SMB MailSlot Protocol

Microsoft Windows Browser Protocol

NBDGM = NetBIOS Datagram Service on UDP port 138 49
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NetBIOS Passive Discovery

browser
*eth0 ®© 60 0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

e sde B XKE Qe v kRAE B 65 o=

| W | browser <] - | Expression... +

=
=

Time Source Destination Protocol Length Info
534 1723.9995179.. 172.30.10.172 172.30.10.255 BROWSER 243 Host Announcement EH-WS5Z01Z2-DC, Workstatilo..
537 1733.2035191.. 172.30.10.162 172.30.10.255 BROWSER 264 Local Master Announcement EH-WIN7, Worksta.
564 1813.5169310.. 172.30.10.174 172.30.10.255 BROWSER 216 Get Backup List Reguest
597 1859.3513636.. 172.30.10.174 172.30.10.255 BROWSER 216 Get Backup List Reguest
604 1866.0493490., 172.30.10.36 172.30.10.255 BROWSER 243 Host Announcement MASTER-CYLINDER, Worksta.
605 1874 .6868070.. 172.30.10.171 172.30.10.255 BROWSER 216 Get Backup List Reqguest
613 1874 .7760071.. 172.30.10.171 172.30.10.255 BROWSER 216 Get Backup List Reguest
630 1900.6190631.. 172.30.10.168 172.30.10.255 BROWSER 243 Host Announcement EH-WSZ008-ENT, Workstati.
658 2035.1298000., 172.30.10.34 172.30.10.255 BROWSER 270 Host Announcement CEH-WIN-2012, Workstatio..

[ oo

701 2165.4680233.. 172.30.10.174 172.30.10.255 BROWSER 243 Host Announcement EH-WINXP, Workstation, S.
FO2:2176.1405V74.. 172,30, 1. 170 I17¥2.3Q 18 255 BROWSER 243 Host Announcement EH-WS2003, Workstation, .
F08 2187.0120388.. 172,38, 12.189 1vZ2.38.18. 255 BROWSER 262 Local Master Announcement ULAB-RASPBX, Wor..
710 2187 .0121088.. 172.30. 12,109 172.38.18.255 BROWSER 254 Domain/Workgroup Announcement WORKGROUF, M.
711 2187 .0126142.. 172.30.10.108 172.30.10.255 BROWSER 263 Host Announcement ULAB-YOLUMIO, Workstatilo..
T18 2206, 8045610.. 172.30.18.162 17Z2.3Q.1R.255 BROWSER 216 Get Backup List Reqguest
23 2207 5581846, 172,30 18 162 1vZ2.38.18. 255 BROWSER 216 Get Backup Llist Request x

» Frame 1: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits) on interface @

» Ethernet II, Src: VYmware_af.40;1T (00.50:56:af;40:1f), Dst: Broadcast (ff:ff:ff:ff:Tf:Ff)

» Internet Protecol Wersion 4, Src: 172.30.10.174, Dst: 172.30.10.255

» User Datagram Protocol, Src Port: 138 (138), Dst Port: 138 (138)

» NetBIOS Datagram Service

» SMB (Server Message Block Protocol)

= SMB MailSlot Protocol

» Microsoft Windows Browser Protocol

Shows same information 50



CIS 76 - Lesson 7 2 OB RF

NetBIOS Datagram Service Layer

browser

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

WA o XRG Qaer» Jwr==aqaqafE
|\ [browser | Expression.. +
No. Time Source Destination Protocol Length Info =
i 1 0.080000000 10.76.5.287 10.76.5.255 BROWSER 243 Host Announcement EH-WIN7-85, Workstation, Server, NT Workstation, Pot.
| 16 18.730383260 10.76.5.281 10.76.5.255 BROWSER 243 Host Announcement EH-WINXP-05, Workstation, Serwver, NT Workstation, Po.
! 20 140 02410047790 A0 78 R 404 10 _F& B _2ER DDAICCD AT7A Laral Mactar Annauncamnn + ALIACDDLIA  Linrlkotatinn Carunr Nrint Auana © ]
q 3

Frame 1: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits) on interface 0

» Ethernet II, Src: Vmware_af:1f:34 (00:50:56:af:1f:34), Dst: Broadcast (ff:ff:ff.ff:ff:ff)
p Internet Protocol Version 4, Src: 10.76.5.287, Dst: 10.76.5.255

rc Port: 138, Dst Port: 138

« NetBIOS Datagram Service
essage [ype:!: Direc _gfoup datagram (17)
More fragments follow: No
This is first fragment: Yes
“qde Type: B node (0)
Computer name [reamli 0xe266
urce IP: 10N\G.5.207
Source Port: 134
Datagram length:| 187 bytes
Packet offset:
Source name:{EH-WIN7-05<20> }(Server service)
Destination name: WORKGROUP<ld> (Local Master Browser)
b SMB (Server Message Block Protocol)
b SMB MailSlot Protocol
v Microsoft Windows Browser Protocol

NetBIOS suffix code

NetBIOS names are unique 16 byte identifiers. The first 15 bytes are an 51
ASCII name followed by the 16th byte which is the suffix code.
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Microsoft Windows Browser Protocol layer

Server type section

browser
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

e

mA® 5[ X Q##.JM--H:;.:';@\@\@\[[

[l | browser

| Expression.. +

No.

1

Time Source Destination Protocol 'Length Info

1 0.000000000 10.76.5.207 10.76.5.255
16 18.730383260 10.76.5.201

20 AA0 0240047790 AN T8 F 404 AN T8 R _2ER

DOAISCD AFA Lnnal Mactar

+( Microsoft Windows Browser Protocol)
Command: Host Announcement (@x01)
Update Count: @
Update Periodicity: 12 minutes

Host Name: EH-WIN7-@5
Windows wersion: Windows 7 or Windows Server 2008 RE2

05 Major Version: &
05 Minor Version: 1

BROWSER 243 Host Announcement EH-WIN7-85, Workstation, Server, NT Workstation, Pot.
10.76.5.255 BROWSER 243 Host Announcement EH-WINXP-05, Workstation, Server, NT Workstation, Po_.‘

Annaoneamon + ALIACDDLIA  lLnvlotatdinn Cnwrvne Nrint Aunos ©

4

Hostname and
(OX)

A A |
2008 \
.I. ‘ ‘.J‘

,.‘_. ]

e, N _

52
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Microsoft Windows Browser Protocol layer
Server type section

browser
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
(A0 6 R aer Ju=Eaaaqk

|\ [browser | Expression.. +

No. Time Source Destination Protocol Length Info =
1 0.000000000 10.76.5.287 10.76.5.255 BROWSER 243 Host Announcement EH-WIN7-85, Workstation, Server, NT Workstation, Pot.
16 18.730383260 10.76.5.281 10.76.5.255 BROWSER 243 Host Announcement EH-WINXP-05, Workstation, Server, NT Workstation, Po_.‘

20 AA0 0240047790 AN T8 F 404 AN T8 R _2ER DOAISCD AFA Lnral Mactnr Annoauncamont ALASHDLA  lavlkotatdinn Cravuny  Nrint Aunon ©

Tl

v[l'-'licms.ﬂft Windows Browser Prntacnl]

v9x00011903, Workstation, Server, NT Workstation, Potential Browser
TSR S ARt TR R TR SRS o Workstation: This is a Workstation
Server: This 1is a Serwver
SQL: This is NOT an SQL server
Domain Controller: This is NOT a Domain Controller
Backup Controller: This is NOT a Backup Controller
Time Source: This is NOT a Time Source
Apple: This is NOT an Apple host
Novell: This is NOT a Novell server

Member: This is NOT a Domain Member server 'r777i5; if; n éﬂf?(j
Print: This is NOT a Print Queue server e

Dialin: This is NOT a Dialin server "ThiS iS NOT "

Xenix: This is NOT a Xenix server

NT Workstation: This is an NT Workstation exp/anatlons Of

WTW: This is NOT a WfW host ) )
NT Server: This is NOT an NT Server

Potential Browser: This is a Potential Browser t)lt E§E?tt7,7£75;
Backup Browser: This is NOT a Backup Browser

Master Browser: This is NOT a Master Browser

Domain Master Browser: This is NOT a Domain Master Browser

0SF: This is NOT an OSF host

VMS: This is NOT a WM5 host

Windows 95+: This is NOT a Windows 95 or above host

DFS: THis is NOT a DFS server

Local: This is NOT a local 1ist only request

Domain Enum: This is NOT a Domain Enum reguest

.0..
B.ic s iaimis i e rerelmn Bt e
Browser Protocol Major Version: 15
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Passive NetBIOS enumeration with Wireshark

. Power up your Windows pod VMs.

. Run Wireshark on Kali and set the filter to "browser". It may take a minute
or two before you capture any packets.

. Select any of the "Host Announcement"” packets sent by either
10.76.xx.201 or 10.76.xx.207 to the subnet broadcast address.

. In the center pane, expand the "NetBIOS Datagram Service" layer and look
at the "Source name" value.

What is the NetBIOS name and suffix code? http://www.pyeung.com/pages/micro
What does that suffix code mean? soft/winnt/netbioscodes.html

Write your answers in the chat window.

54
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Passive NetBIOS enumeration with Wireshark

5. Next expand the last layer named "Microsoft Windows Browser Protocol"
and check the value of the "Windows version".

What version of Windows is running?

Write your answer in the chat window.

55
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6.

Passive NetBIOS enumeration with Wireshark

In the "Microsoft Windows Browser Protocol"” layer find and expand the
"Server Type: 0x..." section.

You will see "This is ..." and "This is NOT ..." explanations for each bit
setting.

Regarding only the "This is ..." explanations what can you conclude about
this computer?

Write your answer in the chat window.

56
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Passive NetBIOS enumeration with Wireshark

On a Windows LAN the computers hold an
"election" to decide who with be the "Master
Browser". The Master Browser has the
responsibility to keeps track of all active
Windows hosts on the LAN.

7. Now explore some of the other BROWSER protocol packets in your
Wireshark capture.

Which VM is acting as the NetBIOS Master Browser for your pod?

Write your answer in the chat window.

57
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Various
Enumeration
Tools

Selected from EC-Council, NDG, NISGTC labs
and the textbook

58
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Nmap and
enmap
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Nmap and Zenmap

E Nmap: the Network Map X

&« C | & nhttps://nmap.org Q| 0O

o : Take your Nmap scans to the next level with AlienVault....
e View vulnerability data, asset information & threat m

1

NMAPT ORG detection alerts in a single console!

Nmap Security
Scanner e — Pssst...

Intro Your Ports are Showing! Nmap

Ref Guide - What does your security network
Install Guide b | T o - say about you? security scanner
Download - = & Reference Guide Book Install Guide

Changelog L Download  Changelog Zenmap GUI Docs

]I3)00k o Bug Reports OS Detection Propaganda  Related Projects
ocs

In the Movies In the News

Security Lists

Nmap Announce
Nmap Dev
Bugtraq

Full Disclosure

Nmap 7.30 is now available! [change log | download]

Nmap 7.12 is now available! [change log | download]

Nmap 7 is now available! [release notes | download]

We're pleased to release our new and Improved Icons of the Web project—a 5-gigapixel inter -

Pen Test
REIST

https://nmap.or 60
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Nmap and Zenmap

Nmap

From Wikipedia, the free encyclopedia

Nmap (Network Mapper) is a security scanner originally written by Gordon Lyon (also known by
his pseudonym Fyodor Vaskovich)i?! used to discover hosts and services on a computer
network, thus creating a "map" of the network. To accomplish its goal, Nmap sends specially
crafted packets to the target host and then analyzes the responses.

The software provides a number of features for probing computer networks, including host
discovery and service and operating system detection. These features are extensible by scripts
that provide more advanced service detection,[*! vulnerability detection,®! and other features.
Nmap is also capable of adapting to network conditions including latency and congestion during
a scan. Nmap is under development and refinement by its user community.

Nmap was originally a Linux-only utility,[*] but it was ported to Windows, Solaris, HP-UX, BSD
variants (including OS X), AmigaOS, and IRIX.[°! Linux is the most popular platform, followed
closely by Windows.[®]
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Gordon Lyon's pseudonym is Fyodor Vaskovich. Besides maintaining the nmap
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Nmap and Zenmap

website he also maintains the "Top 125 Netwrok Security Tools" website

B SecTools.Org Top Netwe: X

&« C | @ sectools.org % 0

SECTOOLS.

Nmap Security
Scanner

s Intro

Ref Gude
Install Guide
Download
Changelog
Book

Docs

Security Lists

Nmap Announce
Nmap Dev
Bugtraq

Full Disclosure
Pen Test

Basics

More

Security Tools

Vuln scanners
Web scanners
Wireless
Exploitation

Site News
Advertising
About/Contact

Site Search
Sponsors:

Take your Nmap scans to the next level with AlienVault....

View vulnerability data, asset information & threat
detection alerts in a single console! iw iE i Iga =

Home AboutHelp Suggesta new tool Search

SecTools.Org: Top 125 Network Security Tools

For more than a decade. the Nmap Project has been cataloguing the network security community’s favorite tools. In 2011 this site became much more dynamic. offering ratings. reviews,
searching. sorting. and a new tool suggestion form. This site allows open source and commercial tools on any platform. except those tools that we maintain (such as the Nmap Security
Scanner, Ncat network connector. and Nping packet manipulator).

We're very impressed by the collective smarts of the security community and we highly recommend reading the whole list and investigaring any tools vou are unfamiliar with. Click any tool
name for more details on that particular application. including the chance to read (and write) reviews. Many site elements are explained by tool tips if vou hover your mouse over them.
Enjoy!

Tools 1-25 of 125 next page — Sort by: popularity rating release date

H 1

Wireshark (known as Ethereal until a trademark dispute in Summer 2006) is a fantastic open source multi-platform network protocol analyzer. It allows you to examine
data from a live network or from a capture file on disk. You can interactively browse the capture data. delving down mto just the level of packet detail you need. Wiresharl
has several powerful features, including a rich display filter language and the ability to view the reconstructed stream of a TCP session. It also supports hundreds of
protocols and media types. A tepdump-like console version named tshark 1s included. One word of caution 1s that Wireshark has suffered from dozens of remotely
exploitable security holes. so stay up-to-date and be wary of running it on untrusted or hostile networks (such as security conferences). Read 33 reviews

Latest release: version 1.12.7 on Aug. 12. 2015 (1 year. 2 months ago).

‘ W Q f-& ‘%{ ﬂ \b \ sniffers

model through which payloads. encoders. no-op generators. and exploits can be integrated has made it possible to use the Metasploit Framework as an outlet for cutting-edge
explottation research. It ships with hundreds of exploits. as you can see m their list of modules. This makes writing vour own exploits easier. and it certainly beats scourmng the
darkest corners of the Internet for illicit shellcade of dubious aualitv. One free extra is Metasploitable. an intentionallv insecure Linux virtual machine vou can use for testing

Metasploit took the security world by storm when 1t was released 1 2004. It 1s an advanced open-source platform for developing. testing, and using exploit code. The extensible @

ttp://sectools.o
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NEWS

Matrix mixes life and hacking

Reloaded may be wooing
some of its audience with its
gung-ho gunplay and
ferocious special effects but
one group of fans are
impressed for entirely
different reasons.

The web's hacking community
has been impressed by the
film's depiction of a hack
attempt that employs future versions of tools and technigues
widely used now.

o with guns and keyboards

Met-based message boards have been buzzing with mentions of
the realistic depiction and photos of the hacking scenes from
the film are baing passed around the web.

The successful hack attack is carried out by Trinity, played by
Carrie-Anne Moss, on a power company computer towards the
end of the film.

Exploit alert

When acters in films start using computers, reality usually flees
the scene.

But The Matrix Reloaded is winning praize from the net's
computer experts and hackers because Trinity is seen using 2
free, popular scanning tool called Nmap.

Mmap, or Metwork Mapper is used to remaotely scan a computer
or set of servers to find cut what a target is doing. Thizs can alzo
reveal if it has any vulnerabilities or loopholes to exploit.

Writing about the scene, the author of Nmap, known as Fyoder,
said he almost danced in the aisles of the cinema when he saw
Trinity using his creation.

Fyodor wrote that the film
makers seem to have changed
the text cutput of Nmap to help
it fit better on the display Trinity
uses in the movie.

He also said that in the future
the Matrix films depict, Nmap
seems to run much faster than it
does now.

T TS N .
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Nmap and Zenmap

Future performance improvements?

"Fyodor wrote that the film makers seem
to have changed the text output of Nmap
to help it fit better on the display Trinity
uses in the movie.

He also said that in the future the Matrix
films depict, Nmap seems to run much
faster than it does now."

- BBC Article

63


http://news.bbc.co.uk/2/hi/technology/3039329.stm

CIS 76 - Lesson 7

Nmap and Zenmap

root@eh-kali-05: ~ e ® 0
Help

File Edit View Search Terminal

Network Distance: 2 hops Nmap and Zenmap are

Nmap scan report for EH-WS2088-Std.cis.cabrillo.edu (172.30.16 already installed on kali
Host is up (0.00071s latency).
Not shown: 994 filtered ports
STATE SERVICE
open http
open msrpc Zenmap 00
open netbios-ssn Scan Tools Profile Help
open microsoft-ds
open ms-wbt-server :
) open unknown Command: nmap -0 172.30.10.0/24
0SScan results may be unreliable becau
pen and 1 closed port |
Device type: gener‘al pl.lr'pose|Spec:ialized|phone OS” Host v * ¥ EH-WS2008-5td.cis.cabrillo.edu (172.30.10.171)

Target: |172.30.10.0/24 | v Profite: | v | [scan

Hosts Services Nmap Output  Ports / Hosts  Topology | Host Details | Scans

Running: Microsoft Windows 2008|8.1]7|Phone | Vi e rR e riosE State
0S CPE: cpe:/o:microsoft:windows server 2008:r2 N o Aot i
5 ' N '_ 5 ft . ot d 5 7 - ‘prof _—; & - 1— ) i {1 :uLab-Poly2.cis.cabrillo.edu (172.30.10.112) Open ports: 5 {’
O%g {21;&2;2 7 12”;2: ?ghﬁlc ['Ocl;g‘lfg iiﬁég:: cc;p \ L1 uLab-Polyl.cis.cabrillo.edu (172.30.10.113) Filtered ports: 994
mic II'OSOT:t . L\TII'IdO.IEfS. ' ::rié;ta .- . SEJI ' S cF A EH-Centos.cis.cabrillo.edu (172.30.10.160) Closed ports: 0
0S5 details: Microsoft Windows Server 2008 R2 orji SelGi R i
Professional or Windows 8, Microsoft Windows i dptime o Aih i
dows Phone 7.5 or 8 M osoft Windows Vista A EH-IRC.cis.cabrillo.edu (172.30.10.163) Last boot: Sun Oct 916:31:24 2016
I o.u, oS :
P1 , or Windows 7 , Microsoft Windows Yista SP2 , Ay EH-Centos-80RunAcc.cis.cabrillo.edu (172.30.10.164) W Addresses
2008 Ay EH-Centos-80RunRej.cis.cabrillo.edu (172.30.10.165) IPv4: 172.30.10.171
Ay  EH-Centos-80RunDrp.cis.cabrillo.edu (172.30.10.166) IPv6:  Not available
Ay EH-Centos-80StpAcc.cis.cabrillo.edu (172.30.10.167) MAC: Not available
Nmap <7 EH-WS2008-Ent.cis.cabrillo.edu (172.30.10.168) ¥ Hostnames
7 EH-Win8Lcis.cabrillo.edu (172.30.10.168) Name - Type: EH-WS2008-Std.cis.cabrillo.edu - PTR

-7 EH-WS2003.cis.cabrillo.edu (172.30.10.170)

! ¥ Operating System
EH-WS52008-5td.cis.cabrillo.edu (172.30.10.171) Name: Microsoft Windows 7 Professional or Windows 8

1 EH-WS2012-DC.cis.cabrilo.edu (172.30.10.172) B scersey: [

Filter Hosts AL S s

Zenmap
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nmap -T3 -0 -v 172.30.10.162,170,172

-0 detects OS
(operating system) -v is verbose

Scan

Tools  Profile  Help

Note how a comma

1 2|

172.30.10.162,171,174 “ | Profile: ) T
can be used to -TO0 is" paranoid (very slow)
specify additional  nd: |nmap-T3-0-v172.30.10.162,171,174 -T3 is "normal” timing.
hosts R -T5 is "insane" (very aggressive)
ks ” Services Mmap Cukput |F'|:|rt5 | Hasts | Ta
L | | OpoTogy o Tt T e
e el nmap -T3 -0 -v 172.30.10.162,171,174 w | Details |
== EH-Win?.cis.cabrillo,e 133/tcp open netbios-ssn h
5 _ 145ftcp open microsoft-ds -
g EH-WS2008-5kd. cis.c Warning: 088can results may bhe unrelishle hecause we
- EH-"WinP. cis. cabrilla could nmot find at least 1 open and 1 closed port

Device type: general purpose|specialized|power-device
Burming (JUST GUESETING): Microsoft Windows XHP|Z2003 |
Zooo|7E008 (95%), Belkin embedded (50%), SMA
enhedded (90%)

05 CPE: cpe:/fo:microscoftiwindows _xp::sp3d cpe: s
crmicroscftiwindows _serwver Z003::- cpe: /S
ormicrosoftiwindows_ Z000::spd: serwver cpe: /S
o:microsoft windows_ 7 cpe: /S
ormicroscftiwindows serwer ZOO0E::sp2

Mme—re S e W e - - W mme e e = e TS Sl mmee WFT0 M MR
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nmap -T3 -0 -v 172.30.10.162,170,172

@ Jenmap

Scan Tools  Profile  Help

Target: |1?2.30.1D.162,1?1,1?4 v| Profile: | v| [5can| Cancel

Command: | map -T3 -0 -v 172,30,10.162,171,174 |

[ Hosts ]I Services ] map Cutput |Pu:urts i Hosts I- Topology || Host Details ii Scansi
e |nmap T3 -0 -v 172,30.10.162,171,174 v| [Detais |
ShOW hOStS in 8 EH-\Win? . cis. cabrillo. e Numap scan report for EH-WinxP.cis.cabrillo.edu A ShOW Scan
<1 EH-wS2008-5td.cis,c | (172-30.10.174) . .
the left pane . | Hest is up (0.00s latency). output in right
- EH-WinXP . cis.cabrillo Not showm: 97 filtered ports
PORT STATE SERVICE pane

80ftcp open http

139ftcp open mnetbios-ssn

445 ftcp open microsoft-ds

Warning: 053can results may be unreliasble because we
could not find at least 1 open and 1 closed port
Device type: general purposelspecialized|power-device
Punning (JUST GUESSING): Microsoft Windows XHP|Z003 |
Z000|7 12008 (95%), Belkin embedded (20%), SMi
enmbedded (90%)

05 CPE: cpe:/o.microsoft windows xp: sp3 cpe:/f
ormicrosoft:windows_serwver Z003::- cpe:/f
o:microsoft:windows_Z000::spd:server cpe:/f
ormicrosoftiwindows_7 cpe:/f
o:microsoft:windows_serwer ZO00S:_.spZ

Aggressive 05 quesses: Microsoft Windows HP SP3 (95%
1, Microscft Windows XKP SPE (94%), Microsoft Windows
HP SPEZ or Windows Serwer Z003 (93%), Microsoft
Windows 2000 Server 5Pd or Windows HP Professional
5P3 193%), Microsoft Windows Serwer Z003 EP0 or
WMindows XP BPE (23%), Microsoft Windows HP BPE - 2P3
(93%), Microsoft Windows Serwver Z003 SFZ (93%),
Microsoft Windows HP 2F2 or Small Business Zerwver
2003 (9E%), Microsoft Windows HP (92%), Microsoft
Windows Serwver Z003 2Pl or 2PE (921%)

Mo exact 08 matches for host (test conditions non-
ideal).

TCP Sequence Prediction: Difficulty=Z60 (Good luck!)
IP ID Sequence Generatiom: Incremental =

s 66

|

Read data files from: C:“"Program Files'HNmap
FilterHosts L e i R T | TT o mm s s meeme See mmmmee e
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Scan Tools  Profile  Help

Target: |1?2.3u.1n.152,1?1,1?4 v| Profile: | v| [Scan] [cancel

Command: | nmap T3 -0 - 172,30.10.162, 171,174 |

Hosts Il SErvices ]] | Mmap Output| Ports [ Hosts |To|:u:|ngy|| Haost Details ” Scansl

Service i 1 Hostname “~ Port 4 Protocol 4 (State

R . @  EH-WS52008-5td.cis. cabrillo.edu (172.30.10.171) 80 tcp open
Show services Show hosts

. microsoft-ds @ EH-Win#P.cis.cabrillo,edu (172,30, 10,174} 30 kcp open .
in the left pane S with selected

msrpc service in the
nethios-ssn rlgh t pane

telnet

unknown

67
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Scan Tools  Profile  Help

Show a network
topology map

Target: |1?2.3|3.1n.162,1?1,1?4 v| Profile: | v| [scan] | cancel

Command: | nmap T3 -0 -v 172.30,10,162,171,174 |

[ Hosts ][ Jervices ] | Nmap Output :! Ports | Hosts[ Topology ]Hu:ust Details Ii Scansl

Service . [Hosts Wigwer ][Fisheye ][CDntrUIs ] O N Ot port Scann ed

http

microsoft-ds . < 3 Open pOI"tS

ms-wbt-server

msrpc
nethios-ssn O 3-6 open ports
kelnet

unknown

OEEH-Win?.cis.cahrilm.edu (172.30.10.162) . > 6 open ports

"
i

.
n

: | Router
"r-,@EEH-WinXF‘.CiS.cahrilla.edu (172.30.10.174)
et %] Switch
WAP
OEEH-WSQDDB-SM.cis.cahrilln.edu (172.30.10.171)
E Firewall
E Host with filtered ports

https://nmap.org/book/zenmap-

topology.html#zenmap-topology-legend

Filer Hosts
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nmap -T3 -0 -v 172.30.10.162,170,172

Scan  Tools  Profile  Help

Target: |1?2.30.1D.162,1?1,1?4 v| Profile: | v| [can| | can Show host details

Command: | nmap -T3 -0 v 172,30.10,162,171,174 |

[ Hosts ][ Jervices | Mrnap Cutpuk .I Ports | Hosts : Topology | Host Details | Scans |
S—
05 4 Host [=) EH-WS2008-5td, cis.cabrillo.edu (172.30,10.171)
-7 EH-Win?.cis,cabrillo.e = Host Status

Skate: up ‘,-

Open porks: =]
Filtered ports: 994
Closed ports: 0

-7 EH-WinxP,cis,cabrillo

L 02 open ports.

Scanned ports: 1000 4_.
Up time: 70080 | 3—4 open ports.
Last boot: Sun ok 09 16:34:52 2016 i

= Addresses 5—6 open ports,
IPwd:  172.530.10.171

IPwE: Mot available 7-8 open pDITS. and

MAC: Mot available
[=] Hostnames . 9 or more openl pDI’TS.
Mame - Tvpe:  EH-W352003-5td, cis, cabrillo,edu - FTR

[=/ Operating System
Mame: Microsoft Windows 7 Professional

FreeBSD ‘ Irix (3) Linux

accwracy: ([ NNNANEZENRNNNND

Ports used Mac O8 - OpenBSD . Red Hat Linux
@ -

0S Classes Solaris or OpenSolaris Ubuntu Linux Windows

whull X

TCP Sequence Other (no specific icon) ﬁ OS detection not performed

IP ID Sequence

| TCP TS Sequence —=

Filter Hosts

|

|

MR e e A
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Activity 1

Start > Run ... > \\172.30.10.36\depot

¥ depot on 172.30.10.36

Qo - ©

File Edit ‘iew Favorites Tools  Help

lﬁ /_\J Seatch [{ Folders v

Zenmap Installation on EH-WinXP-xx

Address | \1172,30,10,36 depot

. File and Folder Tasks

7 Make & new folder

@ Publish this Folder to the
Web

Other Places

i 172.30.10.36
@ My Documents
[y Shared Documents
i My Camputer

& My Metwork Places

Details

)
|
¥

o
S
|
e
[
',—J
)’ =
=
',J
"
—
1

Zain and Abel Foca

| Global Metwork Inventary

Hyena
Scanner ¥

SearchDiggity

SuperScan wi'eb Data Extractor

U

wireshark for xp

To install, connect to this share using
the EH-WinXP VM in your pod.

Open the folder and run setup.

RN, |
g

We are not going
to use
SearchDiggety.

We just need to
install it, even
though it fails, so
we have all the
required libraries
for Zenmap.

-2

-
i sebup
| ° Setup

70

Use the chat window to indicate you have done the "failed" installation
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Activity 1

Zenmap Installation on EH-WinXP-xx (continued)

Start > Run ... > \\172.30.10.36\depot

# depoi on 172.30.10.36
File Edit View Favorites Tools  Help a’

b ¥ Y (=
&) Bt = 1‘?: /.JSearch /5 Falders v

Address |2 11172.30.10,36\depot ol -

File and Folder Tasks

Zain and Abel Foca

=2 Make a new folder

8 Publish this folder to the

e Global Metwork, Inventaory

Hyena
Scanner i

Other Places

Mmap SearchDiggity

W 172.30.10.36
(£} My Dacuments
|C3) Shared Documents
o My Computer

cooU

SuperScan web Data Extractor

‘g My Mebwork Places

Wireshark For XP

Le Ly L LY LY
| | | | |
] b 1] 1] ]

Details

To install, connect to this share using the
EH-WinXP VM in your pOd (.T.\._ nmap-&.40-setup

; Mrmap inskaller
4 Insecure.org

Open the folder and run nmap-6.40-setup.

71
Use the chat window to indicate you have installed it
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Activity 2

Scan four systems on the Microlab network
nmap -T4 -A -v 172.30.10.171-174

“& Jenmap

Scan  Tools  Profile  Help

Target: |172.30.10.171-174 w | Profile: |Intense scan | M Scan
Cornrnand: imap -T4 -4 -v 172,30,10,171-174

[ Hosks ][ Services Mmap Cutput | Ports |/ Hosts | Topology | Host Details || Scans

05 4 Host A

The "Intense scan" profile. -T4 has a more aggressive
timing and -A uses several features including OS and
version detection.

Question: Examine the "Host Details" tab host details of each host.
Which host has the bomb icon (meaning nine or more open ports)?

Write the IP address of this host in the chat window.

72
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Global Network
Inventory
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http:

- [m]
) Product: Global Network X
< C | ® www.magnetosoft.com/product/global_network_inventory/features pe
magnets
’/)
software

Home » Products » Network Information Software » Global Network Inventon

Features Scre h Download Purchase Upgrade License

Global Network Inventory

Global Network Inventory is a powerful and flexible software and hardware inventory system that can be used as an audit scanner in an agent-free and zero deployment
environments. If used as an audit scanner, it only requires full administrator rights to the remote computers you wish to scan. Global Network Inventory can audit remote
computers and even network appliances, including switches, network printers, document centers, etc.

Global Network Inventory agent can also be deployed to perform regular audits initiated through the domain login script when your users log on the network. In this
scenario, Global Network Inventory agent is exported to a shared network directory, and audit results are collected in audit repository directory as snap files and later
merged into the main database.

Global y key f

- Scan computers by IP range, by domain, single computers, or computers, defined by the Global Network Inventory host file.
- Reliable IP detection and identification of network appliances such as switches, network printers, document centers, and other devices.
- Scan only items that you need by customizing scan elements.

- View scan results, including historic results for all scans, individual machines, or selected number of addresses.

- Fully customizable layouts and color schemes on all views and reports. Export data to HTML, XML, Microsoft Excel, and text formats.

- Customizable printing.

- Schedule inventory scans to run at specified time, hourly, daily, weekly, monthly, and annually. Ability to generate reports on schedule after every scan, daily, weekly, or
monthly.

www.magnetosoft.com/product/alobal network inventor

features

74
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Magneto Global Network Inventory

Tools > General Options > Scan Options > Logon As > Currently logged on user
Scan > New Scan > New Single Address Scan > 172.30.10.171

5% Global Network Inventory - Unregistered ;||E|r5__(|

. File Miew Scan  Tools  Reporks  Help

X -0 Bes- 0O 7 BEOREO=S-0 68 @,

Vigw resulks v 0 X

e ze B 0 XA

Hame i | Domain 1P Add
= ky All addresses ' ; A | Timestamp

=% WHITEHATS ; : ; i s :
d’ 172.30.10.171 | Type | *|Host . || Statuz | = | MAC. |+ || Vendol * || 05 Mame | | Process... |« || Com... |+

j|DDmain CWHITEHATS [COUNT=1]
| IP Address - 172.30.10.171 [COUNT=1)
.j Tirmestamp : 10/10/2016 2:05:12 PM [COUNT=1]
J Com... |[EHWS201 Access de| 00-50-58-2 Vidware, li|

gﬁ Szan summary !jj MHetBIOS |E,£v‘ Shares :@ Logged on |

We see hostname, domain, MAC
address, vender.

(RERE T ]

Ready Results histary depth: Last scan For each address Displaved group: All groups 75
e
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Magneto Global Network Inventory

Tools > General Options > Scan Options > Logon As > Currently logged on user
Scan > New Scan > New Single Address Scan > 172.30.10.171

=% Global Network Inventory - Unregistered Z E E|

© File Yiew Scan  Tools Reporks  Help

X -0 SebgE- 0O 2 BORED=-0 & © .

'n.-'iew_result x A ﬁ Szan summarn Iuﬂ_:l MetBI0S [:1? Shares 'Q Logged on |
- EERCINR
Hame - Laman : :HugtName

=] ‘3 All addresses e Timestarmp

=gy WHITEHATS

4 1172,30,10.171 (| Heasins
=l:Domain : WHITEHATS [COUNT=3)

= Host Name : EH-W52008-5TD [COUNT=3)

j Tirnestarnp : 10790/2016 2:05:12 PM [COUNT=3]

| Type - .Llsage (=

M EHWS2008-5TD <0«00 nique Work.ztation Service
f_g__l EHwS2008-5TD <0x20x Unique File Server Service
@WHITEHQTS <0x00 Group Dromain Mame

NetBIOS names and <service types>

Total 3 item[.s].

76

Ready Results history depth: Lask scan For each address Displaved group: All groups
A RSB i S |
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Magneto Global Network Inventory

Tools > General Options > Scan Options > Logon As > Currently logged on user
Scan > New Scan > New Single Address Scan > 172.30.10.171

5% Global Network Inventory - Unregistered : E [5__(|

: File “iew Scan Tools  Reporks  Help

K- o0 BeME- O BOBEC=-8 & @ .

'u'iew_result b8 sl g5 Scan summary !E.!—J NetEIDSI!E? Shares l@ Logged o |
= AR .
AT . D arnain :

| Host Mame f .
b e Timestamp

= !3 All addresses

=4 WHITEHATS - - _ , - '
J] 172.30.10.171 T_I.Jpe | Mame | Volu... v_._Senal... - Flle S..0=| Size, .. [= Free... >

=| Damain : WHITEHATS [EIjUNT=4]
=l Host Hame : EH-4/S2008-5TD [COUNT=4)
| = Timestamp : 10/10/2016 2:05:12 PM [COUNT=4)

F&? Special share |ADMIMG 0.00| 0.00
L’ Special share | C§ ' ' | : 0,00/ 0.00
; Interpru:uc:es&...- IPCE - J - 0.00| I:I.Dlj_
[0 Disk dive | Users 16108808 NTFS 3950 30.20]

File shares

Total 4 item(s]

Ready Resulks history depth: Lask scan for each address Displayed group: all groups 77
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Magneto Global Network Inventory

Tools > General Options > Scan Options > Logon As > Currently logged on user

Scan > New Scan > New Single Address Scan > 172.30.10.171

CBX

55 Global Network Inventory - Unregistered

. File MYiew Scan  Tools Reports  Help

K- Bels- O ¢ BOEED=-B & © .

'-.-'iewlresult sl gﬁ Scan surmmarny !Ej:[ MetBI0S |f£ Shares :g Logged on
Azl OX A :
Narie i Cromain 1

= All addresses ' Host Nan:'.'; Timestamp

=gy WHITEHATS
4 i172.30,10.171

Iser Mame ‘| = Logon Time

~|[Darmain : WHITEHATS [COUNT=2]

- Host Name : EH-w52008-5TD [COUNT=2)
= Timestamp : 10/10/2016 205:12 PM (COUNT=2)
) EH w5 2008-5 T DAdministrator
| EEWHITEHAT Shsimben?s

User logged in

Total 2 itern(z)

Ready Results history depth: Last scan for each address

Displayed group: &ll groups 78
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Activity 1
Global Network Inventory installation on EH-WinXP VM

Start > Run ... > \\172.30.10.36\depot

¥ depot on 172.30.10.36
File  Edit Yiew Faworites Tools  Help ",'

. \_J { \_) Lj /'_JSearch e Folders v

W 172.30.10.36
ﬂ My Documents
[ Shared Documents
o My Computer

SuperScan ‘web Data Extractor

address | L 11172,30,10, 36 depat "| G0
I = T
File and Folder Tasks "J Cain and Abel /J Faca
| |
] Make a new folder
@ E;Ingh this Folder to the Iz = labal Netwark Inventary o= tisena
£ | Scanner |
Other Pl (==
erHaces Mrnap /J SearchDiggity
|
J

&) My Metwark Places

Wwireshark Far XP

oo

Details

the EH-WinXP VM in your pod. Setup Launcher

Magneto Software

To install, connect to this share using gni_setup
e

Open the folder and run gni_setup

79
Use the chat window to indicate you have installed it
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Activity 2
Inventory your pod EH-WinXP VM

1. Tools > General Options > Scan Options > Logon
As > Currently logged on user > [ OK ]
settings X

=] Options
[ Display options

Email settings
Daka maintenance

3 Change logon password

Specify the authentication zettiings to uze to connect ta a remate
cormputer.

(®) Connect as currently logged on user

[F] General

) Folders
=27 Scan options
24 General

() Connect as

& audit agent
2k Scan elements
2] shmp

B?; Schedule
-] Grid
[+ Reports

2. Scan > New Scan > New Single Address Scan >
10.76.xx.201 > [ OK ]

BE New Single Address Scan @

Address
10.76.xx.201 V.

Options
Do not record unavailable nodes

Let me know when you finished
the scan in the chat window.

Open scan progress dialog when scan starts
Rescan nodes that have been successfully scanned

Rescan, but no more than once a day v

80

[ 0K ] [ Cancel
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Activity 2
Inventory your pod EH-WinXP VM (continued)

5% Global Network Inventory - Unregistered

File ‘iew Scan Tools Reports  Help

K -0 Bel®- 0O - BERE =B & @,

- 5
Wiew results i mm Memony devices “_y

Faort connectors I’j Syztem glotz @ Operating System

| ti\ 3 @ |:| E ﬁ El Inztalled zoftware @ Haol fises '@ Secuty center | Enviranment % Services |5} Startup
Marme : i E Desktop % Devices | Video controllers @ Logical disks  |<ge  Disk dives
| ‘J @l addresses E® MNetwork sdapters |[@] MetBIOS |2 Shares Uszer groups |lzer= | €8l | ogged on 1] 11
=y WORKGROLP : e = & 1 3- SeleCt the BIOS tab

gﬁ Scan summary ﬁ Computer system | g8 Processors ﬂ b ain board | BIOS ED b ermnony

i§ 10,765,201 (EH-WL..,

Damain

——HostNeme |1 4. Right-click on the BIOS

Mame v || Serial .. [*]| Marwt..[+]| A...[+]| ve..[+]|5.[+]|5... [*]|5... [=]|5... [*]|C.[+ H Q 1
=| Diamain - WORKGROUP [COUNT=1] detalls > Generate u_ICk
=] Host Mame : EH-W/INx<P-05 [COUNT=1) Re po rt > Summa ryg rid >
= Timestamp : 10/10/2017 10:58:17 &AM [COUNT=1]
Dl b ware-42 | Phoenix Te 201405 INTEL -|Yes (600 |2 4 1 TeXt
Configure Grid display options
Customize grid layout and colar 3
Results groups »
Results history level 3
Disply changes nresuls g Question: What is the BIOS
Toaltps > name and version on your EH-
Generate guick report | P| Main qrid 3 WinXP VM ?
P B | | Summary grid >| HTML
AT - R Combined repart From main and surmmary grid 3 ML

Write you answer in the chat
window.

Print prewiew. ..

Collapse all grouped jrems

Expand all grouped items

81
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Remote
Desktop

Howto



rdesktop 172.30.10.176

root@eh-kali-05: ~ e e &

File Edit View Search Terminal Help
:~# rdesktop 172.30.10.176
Autoselected keyboard map en-us
ERROR: CredSSP: Initialize failed, do you have correct kerberos tgt initialized 7
Connection established using S5L.
WARNING: Remote desktop does not support colour depth 24; falling back to 16

inicenato\ooots |
T S

Log on to: whitehats Post in the chat window when you
How do llog on to snother domain have successfully connected using

remote desktop

Use your original Opus-II
username and password with the 83
whitehats domain



CIS 76 - Lesson 7 T . ) l ' IW

Remote desktop from EH-WinXP-xx

Start > Accessories > Communications >
Remote Desktop Connection

172.30.10.176

%2 Remote Desktop Connection

@ Set Program Access and Defaults
w2 windows Catalog

'“ windows Update

iﬁ] Accessibil 3

[ Accessories

ll:j Games @ Communications 3 5 HyperTerminal
| @) startup [F) Entertainment » | & Hetwork Connections
4 B i
a- ke @ YMware @ System Tools ? Metwork Setup Wizard
Mozilla Firefox @ Internet Explorer J Address Book [5i] Mew Connection Wizard
W E-mail @ Mozila Firefox & Caleulator 1{_.} Remote Deskkop Connection ] Connect H Cancel ] [ Help ] ’ Optiohz »»
w’ Cutlook E: e
PR SRLS w0 msn B8 Command Prompt | <2 Wireless Network Setup Wizard
o
Qutlook Express . Motepad
‘ ‘Wireshark < =
= ¢ Remote Assistance H Paint

g Internet Explorer @ windows Media Playsr ©) Pragram Campatibility Wizard

3 windows Messenger

D Cain L windows Movie Maker

d‘ﬂ iZain

& % Nmap - Zenmap &I @ .
. WinPcap

@ Synchronize

whitehats\xxxxxx76 |

T

& Tour Windows xP
(£ ‘Windows Explorer
2 “WardPad

€k M wireshark Log on to: whitehats
4.4 Remote Deskbop Corff © o]
{7 Bishop Fox How do I log on to ancther domain?

q - SearchDiggity Hyena
ll:j Magneto Software

R © e Use your original Opus-II
.Lu:u;-:lFF @]TumiZIFFi:-:wru:-uter' Username and password Wlth the
sestart o s whitehats domain

- v v v

Post in the chat window when you have

successfully connected using remote desktop o
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commands
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NBTSTAT Command Syntax

Displays protocol statistics and current TCP/IP connections using NBT (NetBIOS over TCP/IP).

NBTSTAT [ [-a RemoteName] [-A IP address] [-c] [-n]
[-r] [-R] [-RR] [-s] [-S] [interval] ]
-a (adapter status) Lists the remote machine's name table given its name
-A (Adapter status) Lists the remote machine's name table given its IP address.
-c (cache) Lists NBT's cache of remote [machine] names and their IP
addresses
-n (names) Lists local NetBIOS names.
-r (resolved) Lists names resolved by broadcast and via WINS
-R (Reload) Purges and reloads the remote cache name table
-S (Sessions) Lists sessions table with the destination IP addresses
-s (sessions) Lists sessions table converting destination IP addresses to

computer NETBIOS names.
-RR (ReleaseRefresh) Sends Name Release packets to WINS and then, starts Refresh

RemoteName Remote host machine name.

IP address Dotted decimal representation of the IP address.

interval Redisplays selected statistics, pausing interval seconds
between each display. Press Ctrl+C to stop redisplaying
statistics.

86
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NBTSTAT Command Examples

hostname hostname
nbtstat -a 172.30.10.174 nbtstat -a 172.30.10.174

C:srhostname
EH—\in# P-BA5

C:srnbtstat —a 172.38.18.174

¢t~ rhostname

EH-US2888-DC
c:wonbtstat —a 172.30.18.174

Local Area Connection:

Local Area Connection:
Mode IpAddress: [18.76.5.2811 Scope Id: [1

Mode IpAddress: [172.380.18.1761 Scope Id: [1]

HetBIOS BRemote Machine Hame Tahle MetBIOS Remote Machine Mame Tahle

Status Status

EH-WINEP UNIQUE Registered
WORKGROUP GROUP Registered
EH-UWINEP UNIQUE Registered
WORKGROUP GROUP Registered

MAC Address A8-58-56-AF-48-1F

EH-UIHXP UNIQUE Registered
WORKGROUP GROUP Registered
EH-UIHXP UNIQUE Registered
WORKGROUP GROUP Registered

MAC Address = BA-58-56-AF-48-1F

From EH-WS2008-DC From pod EH-WinXP VM
Logged in as whitehats\simben76 Logged in as the cis76 student
via remote desktop

<00> = computer name, <20> = server service (to share files),
<1E> = browser services election is running 87
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NBTSTAT Command Examples

nbtstat -a 172.30.10.172

C:slUsersssimben?b>nbtstat —a 172.380.18.172 C:so>nbtstat —a 172.38.18.172

Local Area Connection: Local Area Connection:
Mode IpAddress: [17Y2.30.18.1711 Scope Id: [1] Mode IpAddress: [1B8.76.5.20811 Scope Id: [1

MetBIOS Remote Machine Hame Table MetBIOS Remote Machine Mame Tahle

Status Status

EH-WS2812-DC UNIQUE Registered EH-WS2812-DC UHIGUE Registered
WHITEHATS GROUP Regiztered LHITEHATS GROUP Regiztered
HHITEHATS GROUP Regiztered WHHITEHATS GROUP Regiztered
EH-WS2812-DC UNIGQUE Regiztered EH-US2812-DC UNIQUE Registered
WHITEHATS UNIGQUE Registered WHITEHATS UNIQUE Registered

MAC Address = BA-58-56-AB-FE-FC MAC Address = BB-58-56—-A0-FE-FC

Cislsersssimben'?b >

From EH-WS2008-DC From pod EH-WinXP VM
Logged in as whitehats\simben76 Logged in as cis76 student
via remote desktop

<00> = computer name, <1C> = domain controller, 88
<20> = server service (to share files), <1B> = a domain master browser
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Number
Name (HEX) Type Usage
<computername> 00 U Workstation Service
<computername> 01 U Messenger Service NetBIOS Suffix Code Table
<\\_MSBROWSE_> 01 G Master Browser
<computername> 03 U Messenger Service http://www.pyeung.com/pages/mi
<computername> 06 U RAS Server Service crosoft/winnt/netbioscodes.html
<computername> 1F U NetDDE Service
<computername> 20 U File Server Service
<computername> 21 U RAS Client Service
<computername> 22 u Exchange Interchange
<computername> 23 U Exchange Store
<computername> 24 U Exchange Directory
<computername> 30 U Modem Sharing Server Service
<computername> 31 U Modem Sharing Client Service
<computername> 43 u SMS Client Remote Control
<computername> 44 u SMS Admin Remote Control Tool
<computername> 45 U SMS Client Remote Chat
<computername> 46 u SMS Client Remote Transfer
<computername> 4C U DEC Pathworks TCPIP Service
<computername> 52 u DEC Pathworks TCPIP Service
<computername> 87 U Exchange MTA
<computername> 6A U Exchange IMC
<computername> BE U Network Monitor Agent
<computername> BF U Network Monitor Apps
<username> 03 U Messenger Service
<domain> 00 G Domain Name
<domain> 1B U Domain Master Browser
<domain> 1C G Domain Controllers
<domain> 1D U Master Browser
<domain> 1E G Browser Service Elections
<INet~Services> 1C G Internet Information Server 89
<IS~Computer_name> 00 U Internet Information Server


http://www.pyeung.com/pages/microsoft/winnt/netbioscodes.html

CIS 76 - Lesson 7

NET VIEW Command Syntax

Displays shared resources

NET VIEW [\\computername [/CACHE] | [/ALL] | /DOMAIN|[:domainname] ]

Syntax varies by version of Windows

90
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NET VIEW Command Examples

net view net view

From EH-WS2008-DC
Logged in as whitehats\simben76
via remote desktop

From pod EH-WinXP VM
Logged in as cis76 student

91
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NET VIEW Command Examples

net view /domain:workgroup

c:Jnet view Sdomain:workgroup
Remark

““DESKTOP-LEMM@OD
““EH-WINRP

~SEH-WS 2883

~SEH-UES 2888 -ENT

~~MASTER-CYLINDER

~~METASPLOITABLE metasploitable server (Samba 3.8.28-Debian?
The command completed successfully.

From EH-WS2008-DC
Logged in as whitehats\simben76
via remote desktop

net view /domain:workgroup

From pod EH-WinXP VM
Logged in as cis76 student

B

92
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NET VIEW Command Examples

net view \\172.30.10.174 /ALL net view \\172.30.10.174

C:srnet view 7
The syntax of this command is:

ciw>oswnet view 7
‘ciwnet’ is not recognized as an internal or external command.
operahle program or batch file.

MET UIEW
[“~computername [~CACHE] | /DOMAIMI:domainnamel]
MET UIEW ~HMETWORK:HW [““computername ]

c:wrnet view SMN1T72.30.168.174 sall
Shared resources at ~~172.360.160.174

Cornet view SSN172.30.18.174
Shared resources at ~N\172.38.18.174

Share name Comment

Remote Admin
Default share
Doanld-Pictures Used as Comment

Documents

Doanld-Pictures

Documents

Hillary—Pictures

The command completed successfully.

Remote IPC
The command completed successfully.

From EH-WS2008-DC From pod EH-WinXP VM
Logged in as whitehats\simben76 Logged in as cis76 student
via remote desktop

93
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NET VIEW Command Examples

net view \\172.30.10.172 /ALL

cIwrnet view ~S172.30.18.172 AALL
Shared resources at ~~172.380.18.172

Share name Comment

Remote Admin

Default share

Remote IPC

Logon server share

Logon server share
The command completed successfully.

From EH-WS2008-DC
Logged in as whitehats\simben76
via remote desktop

net view \\172.30.10.172

Ciwrnet view ~~172.38.18.174
Shared resources at ~~172.380.18.174

Doanld-Pictures

Documents
Hillary-Pictures
The command completed successfully.

Cisrnet view SN172.38.18.172
Suystem error 5 has occurred.

Access is denied.

From pod EH-WinXP VM
Logged in as cis76 student
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Activity 1
NBTSTAT and NET VIEW commands

1. Remote desktop from either your pod Kali or WinXP VM to 172.30.10.176.
Kali: rdesktop <ip address>
WinXP: Start > All Programs > Accessories > Communications > Remote
Desktop Connection

2. Log in as whitehats\xxxxxx76
(where xxxxxx76 is your Opus-II username with your original Opus-II password)

3. From 172.30.10.176, view the members of the workgroup named
WORKGROUP

net view /domain:workgroup

4. Look for a system whose name ends with "-ENT" and get its MAC address

Question: What is the name of this system and its MAC address?

Write your answer in the chat window. 95
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SuperScan
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SuperScan

- O X
G SuperScan | McAfee Free X

<« (&) ‘ @ www.mcafee.com/us/downloads/free-tools/superscan.aspx hd ‘ o o

A BusinessHome & AboutUs @@ Purchase & United States - English

Security @

Threat Center Products Solutions Services Support Partners Community Q

Business Home » Products > Product Downloads & Trials > Free Too

SuperScan v4.1

Powerful TCP port scanner, pinger, resolver.

SuperScan 4 is an update of the highly popular Windows port scanning tool, SuperScan.

Windows XP Service Pack 2 has removed raw sockets support which now limits SuperScan and many other network scanning
tools. Some functionality can be restored by running the following at the Windows command prompt before starting
SuperScan:

net stop SharedAccess

Here are some of the new features in this version.

= Superior scanning speed

Support for unlimited IP ranges

Improved host detection using multiple ICMP methods
TCP SYN scanning

UDP scanning (two methods)

IP address import supporting ranges and CIDR formats
Simple HTML report generation

Source port scanning

Fast hostname resolving

Extensive banner grabbing

Massive built-in port list description database

IP and port scan order randomization

A selection of useful tools (ping, traceroute, Whois etc)

N

www.mcafee.com/us
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SuperScan

Superscan

From Wikipedia, the free encyclopedia

This article relies too much on references to primary sources.
Please improve this by adding secondary or tertiary sources. (Aprnil

2010) (Learn how and when to remove this template message)

SuperScan is a free connect-based port scanning software designed to detect open TCP and
UDP ports on a target computer, determine which services are running on those ports, and run
queries such as whois, ping, ICMP traceroute, and Hostname lookups.!']

Superscan 4, which is a completely rewritten update to the other Superscan (version 3, released
in 2000), features windows enumeration, which can list a variety of important information dealing
with Microsoft Windows such as:

« NetBIOS information

« User and Group Accounts

« Network shares

« Trusted Domains

» Services - which are either running or stopped
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== SuperScan 4.1

Scan ]Hnst and Service Discovery | Scan Options | Tools  Windows Enumeration }f—'«hout]
Hostname/IP/URL [17230.10.171 Erumeraie | Options.. | Clear J
_ Enumeration Type: Password and account policies on 172.30.10.171 rs
MetBI0S Mame Table 2
DNULLS . Account lockout threshold is 0
gs3I0n Aocount lockout duration is 30 mins
MAEAddrESSES Minimum password length is 7
Work$tatinn type Maximum password age is 42 days
[¥] Users
Gruup& Shares on 172.320.10.171
[¥] RPC Endpeint Durmp Disk: ADMIN: (Femote Admin)
[ Account Policies Dizk: C# (Default share)
[¥] 5hares IprC: IPC: (Rewmote IPC)
Dnmains o i 172.30.10.171
. omalns on = K -
Remote Time of Day
Logon Sessions
[#] Drives Femote time of day om 172.30.10.171
Trusted Domaing
SEWiCE‘:S Dét,e: la/10/2016
H st Time: o4:3233:10
sy Timezone: GMT -07:00
Uptime: 0 days, 4 hours, £8 mimates
Logon sessions on 172 30.10.171
Total Sessions: 1
WA 17Z. 300102058 SIMEENTE Uptime: aO:-0o:01 =
Idle: 0:00:00 bt
0o:10 |Saved log file ;Live: 1 |TCP open: O ELIDF‘ open: 1 11)1 done
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Activity 1
Run SuperScan on your EH-WinXP VM

Start > Run ... > \\172.30.10.36\depot

# depot on 172.30.10.36 [=1(E3
File  Edit Yiew Faworites Tools  Help ",'

. \_J { \_) Lj /'_JSearch e Folders v

address | L 11172,30,10, 36 depat "| G0

File and Folder Tasks 2]

Cain and Abel Foca
] Make a new folder
@ E;Ingh this folder to the Global Metwork Inventary Hyena
= Scanner
Other Pl
Er:rlaces Mmap SearchDiggity

W 172.30.10.36
ﬂ My Documents
[ Shared Documents
o My Computer

SuperScan ‘web Data Extractor

oo Uo

&) My Metwark Places

Wwireshark Far XP

UL T U

Details

To run, connect to this share using the
EH-WinXP VM in your pod. ﬁ Swascandd

Foundstone Inc,

Open the folder and run SuperScan4. 1

100
Use the chat window to indicate you have installed it
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Activity 2
Enumerate 172.30.10.171

1. Run SuperScan on your EH-WinXP system.

2. Click the Windows Enumeration tab.

3. For hostname/IP enter 172.30.10.171

4. Deselect NULL Session (we will use our credentials instead)

5. Click Options button and enter your "Opus-II" username, original "Opus-II"
password, and whitehats as the domain. Click OK to accept.

6. Click the Enumerate button.

Question: Look at the local user accounts on this system. Between Carmen and
Sylvester, who logged in last?

Write your answer in the chat window. 101
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Hyena

& System Management 5S¢ X

&< C | ® www.systemtools.com/hyena/ avw O O

SystemTools aﬂ‘ Eeiiware s

solutions that work

Home

Follow Us
f¥ingHN

Hyena Features

General Administration
Active Directory
AD Management
AD Bulk Editi
AD Importing
Server / Workstation
g:f\:ig:d Group . Using the built-in Windows
. Windows'7 administration tools to manage a
qu" Ta.Sk Scheduliig medium to large Windows 200x
Disk / File y P " ) e .
E network or Active Directory environment can be a challenge. Add multiple
vent A I + -
domains, hundreds or thousands of servers, workstations, and users, and

Print Print Job
E::h;ée ::Jmi(r)wistration before you know it, things can get out of hand. Hyena is designed to both

Purchasing Download Free Trial !

features in v12.0!

WMI / Inventory simplify and centralize nearly all of the day-to-day management tasks, =
Exporting / Reporting while providing new capabilities for system administration. This £
Bulk Importing functionality is provided in a single, centralized, easy to use product. Used 4o
today by tens of thousands of system administrators worldwide, Hyena is i
Products the one tool that every administrator cannot afford to be without. ;
Hyena uses an Explorer-style interface for all operations, including right
E:aeenfltilities mouse click pop-up context menus for all objects. Management of users,
groups (both local and global), shares, domains, computers, services, SystemTools Hyena
Pricing/Orderin devices, events, files, printers and print jobs, sessions, open files, disk
~ricing/Orcering space, user rights, messaging, exporting, job scheduling, processes, and
General Information printing are all supported. For an example of a typical enterprise-wide view in Hyena, click here.

Hyena

In fact, Hyena can be used on any Windows client to manage any Windows NT, Windows 2000, Windows XP/Vista, Windows 7,
Toolnews Windows 8, Windows 8.1, Windows 10 or Windows Server 2003/2008/2012 installation.

tp://www.systemtools.com/hyena/
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Hyena

Reqgistration I

Thiz iz a fully functional copy of Hyena, Reaistration iz required after the
D. J0-day trial period expires. For information on registering Heena, click
= the Reqistration Information button below, or wizsit;

hitkp: Adenana, suzterntoolz, comdhvena

|f wour hawe wour registration information far Heena, enter it belaw, and then click
ak. ItMUST be entered exactly az provided on Hyena's icense certificate. 1F you
want ko continue vour evaluation, zimply click OF, [leave the registration key blank).

Drays remaining in trial penod IEEI

Registration Key ||

Company £ Licensee Hame

'our Email Address

Reqistration [nfomation

For the 30-day evaluation, just click OK to continue

104



B Hyena v12.5 - C:\Users',ccruz', Pictures
File Edt “iew Toolz Help

D Program Files {(x86)

. D ProgrambData

----- D Recovery

----- D System Yolume Information
|___| D Jsers

A1 administratar

F_"l adminiskratar, MWHITEHATS
Eﬂ--ﬁ] all Users

- ez

E]--D Defaulk

@] Defaulk User

-1 milhom7e

-1 Public

-] roddukze

Ej--lj simben7a

Eﬂ--EI sturner

EJ--D Windowes
- =
« | ;I_I

HE——

C:hUsers' coruz' Pictures

[k= carmen-yulin-cruz.jpg P 3B KB
ik | desktop.ini ini 1 KB

|http:,l',l'www.systemtunls.cnm

|2 Files) Found in ' \UsersicoruziPictures |1 | 2 objects
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Hyena

r!__- Hyena ¥12.5 - 1 Drives on "™\ \EH-WS2003-DC"

File Edit “iew Toolz Help

LI A SCIINETIIRY SRS KT ¢

P @ Password never changed ﬂ
A% cisTE (CI5 76 student)

@ Guest

w8 sturner (Sylvester Turner)

¥ @ Lacal Groups
& & print P S EH-WSz008-DC MTFS 59,90 GB 11,31 GE
FINCErs

E]--Q Shares

?f' Sessians
= Open Files
----- SErvices
@ Drivers
g {‘i‘, Events
B P X0is) Space
- % I=er Rights
]H Performance
]--@ Scheduled Jobs

]ﬁReglstry -

|t f e syeskerntonls, com [1 Drives on "\EH-WS2008-DC" [1 11 ohjects | | | 4

1 Drives on ™'\ EH-WS2008-DC™
Server £ | Drrive | Formak | Total | Ized

1 IT| IT| I+ IT|

Use the explorer style interface to browse the collected information
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Hyena

1. Remote desktop from either your pod Kali or WinXP VM to 172.30.10.176.

Kali: rdesktop <ip address>
WinXP: Start > All Programs > Accessories > Communications > Remote Desktop Connection

2. Log in as whitehats\xxxxxx76
(where xxxxxx76 is your Opus-II username with your original Opus-II password)

3. Run hyena

4. Expand WHITEHATS.

5. Expand All Users and find your account.
6. Expand your account.

7. Expand Groups.

Question: Besides the Domain Users group, what other groups do you belong to?

Write your answer in the chat window. 108
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enum4linux

&l enumdiinux | Porteullis L X

&« (&) | & https://labs.porteullis.co.uk/tools/enumdlinux/ [c} 1}‘ o o

Hmim

cISCo Portcullis is now part of Cisco Learn More About Cisco

Portcullis Labs Phone UK: +44 20 8868 0098

Research and Development

PORTCULLIS

Home Blog Presentations Tools Whitepapers Downloads

enum4linux

1“4 published 16/09/2008 | By MRL

(=]v]a]

A Linux alternative to enum.exe for enumerating data from Windows and Samba hosts,

enum4linux-0.8.9.tar.gz

‘ April 26, 2013

31.2 KiB
MD5 hash: d1873cdce2db870a7b9e32chedbfb603
DETAILS

Key features

¥ RID cycling (When RestrictAnonymous is set to 1 on Windows 2000)
* User listing (When RestrictAnonymous is set to 0 on Windows 2000)
¥ Listing of group membership information

¥ Share enumeration

* Detecting if host is in a workgroup or a domain

* Identifying the remaote operating system

¥ Password policy retrieval (using polenum)

Overview

Enumd4linux is a tool for enumerating information from Windows and Samba systems. It attempts to offer similar functionality to enum.exe formerly available fram www.bindview.com.

It is written in Perl and is basically a wrapper around the Samba tools smbclient, rpclient, net and nmblookup. -
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enum4linux

enum4linux -a -u cis76 -p xxxxxx 172.30.10.174

root@eh-kali-05: ~ [— O <]

File Edit View Search Terminal Help
:~# enum4linux -a -u cis76 172.30.10.174

Target Information

.. 172.30.10.174
RID Range . 500-550,1000-1050
Username 'cis76'
Password vo "
Known Usernames .. administrator, guest, krbtgt, domain admins, root, bin, none

Looking up status of 172.3
EH-WINXP e > Workstation Service
WORKGROUP - > Domain/Workgroup Name
EH-WINXP - > File Server Service
WORKGROUP < > - <AC > Browser Service Elections

MAC Address = 00-50-56-AF-40-1F

Error was NT_STATUS_ACCESS_DENIED
[+] Can't determine if host is part of domain or part of a workgroup

[+] Got 0S5 info for 172.306.10.174 from smbclient: Domain=[EH-WINXP] 0S=[Windows 5.1] Server=[Windows 2086 LAN Manager]
[+] Got 05 infe for 172.30.10.174 from srvinfo:
smb signing gqood: BAD SIG: seq 1

ortcullis.co i 110
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enum4Linux

1. Login to your pod Kali VM
2. Bring up a terminal.
3. enumd4linux -a -u cis76 -p M 172.30.10.174

4. Review the sharenames section of the output.

Question: What are the two sharenames that end in "-pics"?
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[rsimms@oslab ~]$ finger

Login Name Tty Idle Login Time Office Office Phone

cis90 CIS90 Student pts/14 6d Oct 5 14:13 (2607:£380:80f£:£830::90:168)

frocar76 Carter Frost pts/0 45 Oct 11 13:45 (hawknet-wireless-gw-ext.cabrillo.edu)

frocar76 Carter Frost pts/4 2:26 Oct 11 12:24 (hawknet-wireless-gw-ext.cabrillo.edu)

rsimms Rich Simms *pts/7 Oct 3 08:49 (2601:647:cb80:1ead:d%0:df45:d753:e88c¢c)
youryal9l Ryan Young pts/3 2:24 Oct 11 12:07 (2602:306:836d:860:4c0:d778:94d1:28£9)

[rsimms@oslab ~]$ finger cis90
Login: cis90 Name: CIS90 Student
Directory: /home/cis90/cis Shell: /bin/bash
On since Wed Oct 5 14:13 (PDT) on pts/1l4 from 2607:£380:80£:£830::90:168
6 days idle
New mail received Wed Oct 5 15:00 2016 (PDT)
Unread since Fri Aug 19 12:07 2016 (PDT)
Plan:
To pass this course with flying colors!
[rsimms@oslab ~]$S
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gst, 1659 ™
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X Lab JExel

Lab 5: Scanning

This Iab introduces the use of various enumeration tools.

‘Warning and Permission

Unauthorized hacking can result in
prison terms, large fines, lawsuits and
being dropped from this coursel

For this Izb you have authorization to hack the VMs in the Viab pod assigned to you.

Preparation

Get the CIS 76 Login Credentials document. You will need usernamss and passwords to
log into VLab and each of the WMs. This document is on Canvas and the link is in the

€15 76 Welcome letter.

Determing which VLab pod numbsr you were assigned. See the link on the left panel of
the class website.

If you haven't already confij
instructions here: B

Part 1-Zenmap

1) Review the corresponding moduls in Lesson 7.

2) Do the first activity {install Zenmap)-

3) Do the second activity {“intense” scan) and answer the question.

4) Geta screen shot of your EH-WinXe desktop showing Zenmap with the “Host
Details" view showing 2 black bomb icon.

Lab 6 due
next week

115






CIS 76 - Lesson 7 ﬁ l I Iw

Next Class

Assignment: Check the Calendar Page on the web site to
see what is due next week.

® 909‘9

®
ab °, @V
Quiz questions for next class: v a‘\éf‘

« What does the NetBIOS suffix code <44> signify?
« What is a NetBIOS null session?

* The network security expert who developed nmap goes by a
pseudonym or "handle". This handle was inspired by which
Russian novelist?
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