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Shell
commands .
Permissions Secure logins
Navigate
Welcome to CIS 90
Scheduling : Files and
S Introd uct_lon to directories
UNIX/Linux
Mail vi editor
Environment Run
variables programs/scripts
Filters Pipes
Student Learner Outcomes
1. Navigate and manage the UNIX/Linux file system by viewing, copying,
moving, renaming, creating, and removing files and directories.
2. Use the UNIX features of file redirection and pipelines to control the
flow of data to and from various commands.
3. With the aid of online manual pages, execute UNIX system commands 1

from either a keyboard or a shell script using correct command syntax.
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What is
UNIX/Linux?
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UNIX/Linux is an operating system that is widely
used, constantly improving and growing fast!

Used heavily in cloud infrastructure

Embedded in smartphones, tablets and many other appliances.

Internet services - Web, DNS, DHCP, Net News, Mail, etc.

Enterprise and mission critical applications - Large databases, Enterprise
Resource Management (ERM), Customer Relationship Management (CRM),
data warehouse, manufacturing, supply chain management, etc.
Hollywood - feature animation, visual effects, rendering farms.

Number-crunching super computers for research.

Companies like Google, Amazon, Facebook, PayPal, Yahoo etc. are using it
to run their businesses on
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Businesses and

PayPa[w organizations that
run on Linux

WIKIPEDIA
The Free Encyclopedia

amazoncom. Google 1 d

http://www.comparebusinessproducts.com/fyi/50-places-linux-running-you-might-not-expect
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Where did
UNIX/Linux
come from?
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In 1971 Ken Thompson and
Pennis Ritchie developed
Unix at ATKT's Lell Labs

In 1971 Ken Thompson and Dennis Ritchie developed Unix at AT&T's Bell Labs
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The UNIX trademark is owned and managed by
The Open Group on behalf of the industry to
signify products that are certified to conform to
the Single UNIX Specification.

Berkeley Software Distribution
Mini-computers and servers

— a GNU Linux
UNIX SCO UNIX N Servers, PC, smartphones,
PC servers tablets, embedded

IBM AIX
servers, mainframes and workstations Apple iOS

Smartphones and tablets

Sun Solaris

servers and workstations

UNIX and Unix-like operating systems
HP HP-UX are found on all types of computers
servers and workstations from high end commercial mainframes,
servers, and workstations to consumer
focused Apple desktop and mobile

Apple OS X devices
Mac computers 7
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Where can
you find
UNIX/Linux?
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Embedded Linux
(just a few)

Katana Robotic Arm Asus RT-AC66U
wireless router

Tivo
Yamaha Disklavier Some TomTom Garmin Buffalo
Mark IV Android GPS models Nuvi 5000 NAS storage

Virgin America _ _ ' ‘
Personal MikroTik Routers Sony TVs Android Tablets Raspberry Pi

Entertainment

http://linuxgizmos.com/category/devices/
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Embedded Unix in Apple Products

Apple iOS

ﬂﬂﬂﬂﬂlﬂ-ﬂ-
el z [ xjcvis]n]m Rl

return

The Apple iOS, internally known as Darwin,
like Mac OS X, runs on a Unix-like kernel
(Mach kernel + BSD components)

Sources: http://en.wikipedia.org/wiki/Darwin_(operating_system)
http://en.wikipedia.org/wiki/I0OS_(Apple)
http://code.google.com/p/mobileterminal/
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Various Linux Distributions
for PCs and Servers

OpenSUSE Red Hat Enterprise Linux Fedora

RED HAT

NTERPRISE LINUX 5

Debian CentOS Ubuntu Mandriva

& Cent0S

Note: A distribution is built by a company or Tux, the
organization. They start with the Linux kernel penguin, is

then add a custom mix of open source components. | the Linux

They may then add some of their own unique u I kernel mascot
software to differentiate their distribution. ' 171


http://en.wikipedia.org/wiki/Image:Tux.svg
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An Amazon Data Center

/‘. P s g

Every day, Amazon. Web Serwces adds enough
new capauty to support allef Amazon.com’s
globalfinfrastructure throughthe company’s

first 5years, when it was @ $2.76B annual
revenue enterprise

2011/5/5 http://perspectives.mvdirona.com 4

12



CIS 90 - Overview

MIS Michelle

Server Sam

13
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What does the
UNIX/Linux

shell
look like?
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2} Arya-04 on

Ubuntu Linux 7" . .. ..

Terminal

cis90RArya-04: ~

143:26 PDT 2014
Hcis90@Arya-04:~5 hostname
Arya-04
cis90pAarya-84:-5 cal
August 2014
Su Mo Tu We Th Fr Sa
1 2
3 45 6 7 8 9
10 11 12 13 14 15 16
17 18 19 20 21 22 23
B 25 26 27 28 29 30
31
cls90pArya-04:~$ extt[]
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VMware
ESXi server
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excalibur.cis.cabrillo.edu

s

#2 simben90@excalibur:~

~ # clear

~ # date

Thu Aug 28 00:59:38 UTC 2014

~ # hostname

vmserver3d.cis.cabrillo.edu

~ # who

root char/pty/t0 00:00 Aug 28 00:57:54
~ # uname

VMkernel

~ # ps | head

WID CID World Name Command
32769 idlel

32770 idle2

32771 idle3

32772 idled

32773 idle5

32774 idlesd

22775 idle?

32776 idle8

~ # ps | grep sh

32786 tlbflushcount

32787 tlbflushcounttryflush

32788 vaSpaceTLBFlush

32873 pshare-est

32901 OCFlush

32903 BCFlush-0

33273 33273 sh /bin/sh
33315 33315 sh /bin/sh
33479 33479 sh /bin/sh
M33743 33743 sh /bin/sh
33780 33780 sh /bin/sh
33818 33818 sh /bin/sh
33871 33871 sh /bin/sh
33911 33911 sh /bin/sh
33947 33947 sh /bin/sh
33990 33990 sh /bin/sh
34064 34064 sh /bin/sh
34115 34115 sh /bin/sh
34217 34217 sh /bin/sh
34260 34260 sh /bin/sh
34297 34297 sh /bin/sh
34333 34333 sh /bin/sh
34539 34539 sh /bin/sh
34613 34613 sh /bin/sh
34706 3470€ sh /bin/sh
35049 35049 sh /bin/sh
4197333 4197333 sshd sshd
4197376 4197376 sh -sh
~ # I

17



ipa$h v.2.5.1 - pyright 2013, Martino Orlandi (www.treehouset
Type 'help' for a list of available commands

August 25, 2014 at 5:25 PM logged on Mary's iPad

August 25, 2014 at 5:25:49 PM Pacific Daylight Time
$ hostname
's iPad
:/$ uname
win
ipash:/$ ps
PID PROCESS NAME USER PRIORITY
18 timed mobile 17
21 mediaremoted mobile 17
23 fairplayd.Al mobile 17
25 g or mobile 24
pd:] softwareupdated mobile 17
29 backboardd mobile
33 SpringBoard mobile
routined mobile
softwarebehavior mobile
ag gated mobile
i mobile

B —

mediase rd mobile
identityservices mobile
imag mobile
BTS er mobile
installd mobile
lsd mobile
mobile

estaltHel mobile
BlueTool mobile
IMDPersistenceAg mobile
mobile

mobile

mobile

mobile

mobile

mobile

gamed mobile
medialibraryd mobile
DuetLST mobile
mobile

mobile

mobile

softwareupdatese mobile
assetsd mobile
mobile

mobile

mobile

mobile

mobile

mobile

mobile

mobile

[

ipash:/$
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Samsung

I ##17230.1.1 - PuTTY — . e
Ga axy ul_a6l@d2vmu:/ $ clear \Z|
u0_aél@d2vmu:/ $ date
Smartphone Wed Aug 27 17:52:55 PDT 2014
u0_a6l@d2vmu:/ $ echo $SHELL
/system/bin/sh
u0_a61@d2vmu:/ § id
uidleDGl(uD_aGl) qidleDGl{uD_aGl) qroupslelS(sdcard_rw),lUZB(sdcard_r),SDOS(inet),SUDGl(all_aGl) context=u:
r:untrusted app:s0
u0_a61@d2vmu:/ $ cat /proc/version
Linux version 3.4.0-1368792 (dpi@SWDD5612) (gcc version 4.7 (GCC) ) #1 SMP PREEMPT Wed Apr 30 20:46:12 KST 201
I~ 4
‘I 2-45 u0_aé6l@d2vmu:/ $ ps
~ e USER PID PPID VSIZE RSS WCHAN PC NAME
Thu. 3 May root 1 0 1372 888 fEfff£ff£Ff 00000000 S /init
root 2 0 0 0 ffffffff 00000000 5 kthreadd
root 3 2 0 0 fEEEEEFE 00000000 S ksoftirgd/0
root 3] 2 0 0 fEEff££f 00000000 S migration/0
root 7 2 0 0 fEfffffff 00000000 S watchdog/0
root 12 2 0 0 ffEfEEEF 00000000 S khelper
root 13 2 ] 0 fEffffff 00000000 5 suspend sSys Syn
root 14 2 0 0 fffEffff 00000000 S suspend
root 17 2 0 0 fEEEEEEf 00000000 5 irg/203-msmdata
root 18 2 0 0 fEfFFEEE 00000000 S sync supers
root 19 2 0 0 fEfffff£ff 00000000 S bdi-default
root 20 2 0 0 fEEfEf£F 00000000 S kblockd
root 21 2 0 0 fEEEEEEE 00000000 S khubd
root 22 2 0 0 fEFEFFFF 00000000 S 12cap
root 23 2 0 0 fEfEfffff 00000000 S aZmp
root 24 2 0 0 EEEEEEEE 00000000 S cfgBO211
— root 25 2 0 0 fEffff£f£ff 00000000 S rpciod
root 26 2 0 0 fEFEFEFE 00000000 S modem notifier
root 27 2 0 0 ffEfffff 00000000 5 smd channel clo
root 28 2 0 0 fEffffff 00000000 5 smsm_cb_wg
root 30 2 0 0 fEfffffff 00000000 S gmi
root 31 2 0 0 EEfEEfFEF 00000000 S nmea
root 32 2 0 0 fEFEFEFE 00000000 S msm ipc router E|
root 33 2 0 0 fEEEFEFE 00000000 S apr_driver
root 34 2 0 0 fEEE£fE£F 00000000 S khungtaskd
root 35 2 0 0 fEfEfEEEE 00000000 S kswapdO
root 36 2 ] 0 fEEEFEFE 00000000 S fsnotify mark
root 37 2 0 0 ffffffff 00000000 5 ecryptfs-kthrea
root 38 2 0 0 FEEEFEFE 00000000 S nfsiod
root 39 2 0 0 fEfff£ff£ff 00000000 S cifsiod
root 40 2 0 0 ffffffff 00000000 S crypto
root 58 2 0 0 FEFEFEEE 00000000 S mdp dma wg B

19
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admin@RT-ACE6U: /tmp/home/root# uname
A R t Linux
s u S o u e r [[admin@RT-ACE6U: /tmp/home/root# date
Mon Aug 25 18:13:02 DST 2014
admin@RT-AC66U: /tmp/home/root# ps
PID USER VSZ STAT COMMAND
1 admin 2360 s /sbin/init
2 admin 0 swWw< [kthreadd]
3 admin 0 SWN [ksoftirgd/0]
4 admin 0 SW< [events/0]
5 admin 0 SW< [khelper]
18 admin 0 SW< [kblockd/0]
49 admin 0 sw [pdflush]
50 admin 0 sw [pdflush]
51 admin 0 SW< [kswapdO]
52 admin 0 sW< [aio/0]
96 admin 0 sW< [mtdblockd]
125 admin 0 sW< [kmmcd]
129 admin 608 3 hotplug2 —-persistent --no-coldplug
162 admin 2344 s console
166 admin 1552 s /bin/sh
168 admin 1540 s syslogd -m 0 -5 -0 /tmp/syslog.log -s 256 -1 6
170 admin 1540 s /sbin/klogd
172 admin 0 sW< [khubd]
248 admin 2352 s usbled
320 admin 2352 s /sbin/wanduck
327 admin 1544 R telnetd
330 admin 1056 s /bin/eapd
335 admin 1492 8 nas
336 admin 1860 S /bin/wps_monitor
337 admin 2352 5 wpsaide
340 nobody 1100 s dnsmasg --log-async
341 admin 4356 s httpd
343 admin 1552 3§ crond
344 admin 1028 5 /usr/sbin/infosvr br0
347 admin 3700 s watchdog
348 admin 2352 3 ots
351 admin 1240 s rstats i
365 admin 1072 s 11d2d bro0 i
375 admin 1376 S /usr/sbin/acsd
386 admin 2052 s uZec
388 admin 1128 s 1pd
391 admin 2052 s uzec
395 admin 2052 s uzec |
M 412 admin 1016 5 rdnssd -u admin -i eth0 |
| 413 admin 1084 s rdnssd -u admin -i eth0 I
461 admin 2352 8 ntp
|| 468 acmin 748 s dhcpéc -T LL eth0 /
I 472 admin 744 35 dhcpés —c /etc/dhcpbs.conf br0 |
474 admin 768 3 radvd -u admin
| 476 admin 768 s radvd -u admin
| 477 admin 1556 s udhcpe -i eth0 -p /var/run/udhcpc0.pid -5 /tmp/udhcp
| 485 admin 760 S miniupnpd -f /etc/upnp/config
486 admin 2352 35 disk monitor
884 admin 1308 s networkmap
2734 admin 1692 s -sh
2794 admin 1544 R Ps -
admin@RT-ACE6U: /tmp/home/root# [ !
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CIS 90 taught in
Virtual or Physical
Classrooms
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CCC Confer - Attending class online

File Edit View Tools Window Help

® cec Conter-0- e s

v AUDIO & VIDEO K5
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CIS Linux Classes
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Instructor: Rich Simms
Dial-in: 888-450-4821

:l w PARTICIPANTS

g Benji
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MAIN ROOM (2
O Rich Simms

II aa foderator

b
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368 /0wl

v CHAT

- You joined the Main Room. ( 2:23 PM ) -

- Rich Simms joined the Main Room, { 2:24 PM ) -

|i||L/

‘ Show your state of mind, let

| others know you stepped away,
raise your hand, and indicate ;
responses using these contro/s

7 99/‘

v ,{ m;r u

) Ask and answer questions
using the chat area

/

o Sy, cop
. i
&

rour face for 3 points extra credit

pof
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Credits
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The creator of the UNIX/Linux courses at Cabrillo College

BRCS

Jim Griffin

Class Schedules

Student Services

Cabnllo Library

Job Boards
Student Forum

CIS Lab

CNSA

MSDNAA

Vhdware

Instructor at Cabrillo College since 2001
Computer and Information Systems

RETIRED

Past Courses

l CIS 90 Introduction to NI T inux I

CIS 98 UNIX/Linux Shell Programming

CIS 164 Introduction to the Apache Web Server
CIS 191 UNIX/ Linux Svstem Administration
CIS 192 UNIX/ Tinux Network Administration

CIS 193 UNIX/Linux Security Administration

CIS Department

Spring 2015 Term

* Rich Simms teaching CIS 90

» Mike Matera teaching CIS 192AB
» Mike Matera teaching CIS 193AB

Cabnllo College

6300 Soquel Drive, Aptos. CA 95003, phone: 831-479-6100
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