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Remote Access to Opus-II (146)

This Howto shows how to remotely access the Opus-II Linux system on campus. Opus-II is
used for doing and submitting lab assignments.

Supplies

¢ Windows PC, Linux system or Mac
e A reasonably fast Internet connection

Overview

~

CIS Lab servers on
the Aptos campus

The Opus-II system is actually a
virtual machine hosted on a VMware
ESXi server in the CIS Lab.

Home School Travel

SSH is used to access the Opus-II server. Windows doesn't include ssh so the PuTTY
program must be installed. Mac and Linux users already have ssh.



Mac or Linux Users
Step 1 - Connect to Opus-I11

Run the terminal application and issue this command using your Opus-II username:

ssh -p 2220 username@opus-ii.cis.cabrillo.edu

You may get a warning like this:

The authenticity of host 'J[opus-ii.cis.cabrillo.edu]:2220
([2607:£380:80£:£425::244]:2220)"' can't be established.

RSA key fingerprint is 00:51:a2:ca:8a:08:30:9c:09:2e:e4:8a:bb:1£f:94:bl.
Are you sure you want to continue connecting (yes/no)? yes

Type yes to continue.

Skip the next section on Windows and go to the Login for All Users section below.

Windows Users
Step 1 - Download and install PuTTY

Browse to the PUuTTY Download Page:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

-

Alternative binary files

The installer packages above will provide all of these (except PuTTYtel), but vou can download them one by one if vou prefer.
(Not sure whether vou want the 32-bit or the 64-bit version? Read the FAQ entrv.)

putty.exe (the SSH and Telnet client itself)

32-bit: putty.exs (or bv FTP) (signature)
64-bit: putty.exe (or bv FTP) (signature)

To install just the PUTTY client, select either the 32-bit or 64-bit version in the section titled
“Alternative binary files”.

Save the downloaded file to your desktop so you can find it again.

Step 2 - Connect to Opus-II

Find the downloaded file and double-click it to run. If you did not save the file to the
desktop you can make a shortcut (right-click on putty.exe) and drag the shortcut to the
desktop or Start button.



putty.exe

You may see this warning:

" W h
Open File - Secunity Warning ﬂ

The publisher could not be verified. Are you sure you want to
run this software?

@ Mame: C\Users\Dad\Desktop\putty (3).exe
Publisher: Unknown Publisher
Type: Application
From: Ch\Users\Dad\Desktop\putty (3).exe

| Bun ]l Cancel |

| Always ask before opening this file

publigher. You should only run software from publishers you trust.

| |@J This file does not have a valid digital signature that verfies its
b,
How can | decide what software to un?

Lh __—
Click on Run to continue




Host Name: opus-ii.cis.cabrillo.edu and Port: 2220

-
#2 PUTTY Configuration | ——— &
|| Category:
=8 Sgssion Basic options for your PuTTY session |
:  Logging Specify the destination you want to connect to
[=)- Teminal
- Keyboard Host Mame (or IP address) Port
- Bell opus-ii.cis.cabrillo.edu 2220
- Features Connection type:
- Window ()Raw () Telnet () Rlogin @ 55H () Seral
J;ppea@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours -
Default Settings
= Connection Load
- Proxy
- Rlogin
- 55H
~ Serial Close window on exit:
) Mways () Mever @ Only on clean exit
About [ COpen J [ Cancel

Click Open to continue

You may see a warning like this:

PuTTY Security Alert ot

The server's haost key is not cached in the registry, You
have no guarantee that the server is the computer you
think it is.

The server's ssh-ed253519 key fingerprint is:
ssh-ed23519 256 55:55:b7:3R:02:d4:c2:38:33: 20 3:f 2:63:17: T T be
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit Mo,

If you de not trust this host, hit Cancel to abandon the
connection.

Yes No Cancel

Click Yes to continue

The fingerprint is a cryptographic hash of the server’s public key. It can be used to insure
you are not connecting to a malicious server impersonating Opus-II.



Login

Enter username Enter password
(if prompted) (not echoed)
#2 simben%0@opus-ii:~ / - a X

: simben90
pus-il.cis.cabrillo.edu's password:
: Sat Bug 19 11:51:23 2017 from c-71-198-222-56.hsdl.ca.comcast.net

Welcome to Opus II
Serving Cabrillo College

Tler-mnf% men - etorn - Hit Enter to accept
i ° =8 2 C default terminal type

Enter exit command to
end session

Use the Opus-II username and password assigned to you by the instructor to login

Since Mac and Linux users already specified their usernames on the ssh command they will
not get prompted a second time. All users will have to enter their passwords though.

CIS 90 users will be prompted for their terminal type. To accept the default just press the
Enter key. CIS 76 users will not be prompted for a terminal type.

When finished, type the exit command. This will log you off and automatically disconnect.



