[image: image74.jpg]



[image: image1.png]



  Linux Howtos

Kernel update with yum (128) 

CIS 191 - Fall 2008

CentOS Install
This Howto shows 
Supplies:
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· VMWare Server 1.05
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Congratulations, the installation is complete.
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“Reboot” button to reboot your system.
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Step 1: Download

Simply click on one of the links below. It's a good idea to get the latest version. :)

A complete list of downloads (older versions) is available at 
SourceForge
.

A detailed overview over the changes and contents of all XAMPP releases is available in the 
RELEASE NOTES
.


	XAMPP for Linux 1.6.8a, 2008/9/29
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Notice
	

	
XAMPP Linux 1.6.8a

	59 MB
	Apache 2.2.9, MySQL 5.0.67, PHP 5.2.6 & 4.4.9 & PEAR + SQLite 2.8.17/3.3.17 + multibyte (mbstring) support, Perl 5.10.0, ProFTPD 1.3.1, phpMyAdmin 2.11.9.2, OpenSSL 0.9.8h, GD 2.0.1, Freetype2 2.1.7, libjpeg 6b, libpng 1.2.12, gdbm 1.8.0, zlib 1.2.3, expat 1.2, Sablotron 1.0, libxml 2.6.31, Ming 0.3, Webalizer 2.01, pdf class 009e, ncurses 5.3, mod_perl 2.0.4, FreeTDS 0.63, gettext 0.11.5, IMAP C-Client 2004e, OpenLDAP (client) 2.3.11, mcrypt 2.5.7, mhash 0.8.18, eAccelerator 0.9.5.3, cURL 7.18.2, libxslt 1.1.8, phpSQLiteAdmin 0.2, libapreq 2.08, FPDF 1.53, XAMPP Control Panel 0.6 
MD5 checsum: 88a51571a0e37dcd0c5e183113ec485c 
	

	
Upgrade 1.6.7 to 1.6.8a

	24 MB
	Upgrade package. 
How to upgrade?
 
MD5 checksum: bba96472a7fd419589c276ed4fb0646f 
	

	
Development package

	29 MB
	The development package contains all files you need if you want to compile other software packages for XAMPP by yourself and the Unix manual pages. Install this package like the normal XAMPP distribution:
tar xvfz xampp-linux-devel-1.6.8a.tar.gz -C /opt 
MD5 checksum: b159e25e51f612c56e9aeb7804d6e1f4 
	


	Attention: If you download these files on a Windows system and you're running McAfee virus scanner you may get a false positive virus warning. This is a problem with McAfee and gzip-compressed files, it should be ignored.
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Step 2: Installation

After downloading simply type in the following commands:

1. Go to a Linux shell and login as the system administrator root:

su
2. Extract the downloaded archive file to /opt:

tar xvfz xampp-linux-1.6.8a.tar.gz -C /opt
Warning: Please use only this command to install XAMPP. DON'T use any Microsoft Windows tools to extract the archive, it won't work.

Warning 2: already installed XAMPP versions get overwritten by this command.

That's all. XAMPP is now installed below the /opt/lampp directory.
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Step 3: Start

To start XAMPP simply call this command:

/opt/lampp/lampp start
You should now see something like this on your screen:

Starting XAMPP 1.6.8a...
LAMPP: Starting Apache...
LAMPP: Starting MySQL...
LAMPP started.
Ready. Apache and MySQL are running.

If you get any error messages please take a look at the 
Linux FAQ
.
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Step 4: Test

OK, that was easy but how can you check that everything really works? Just type in the following URL at your favourite web browser: 

http://localhost
Now you should see the start page of XAMPP containing some links to check the status of the installed software and some small programming examples.
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The Instant Art example: A small PHP/GD program (since 0.9.6pre1 also a flashy PHP/Ming example, see screenshot). Thanks to 
Anke Arnold
 for her font »AnkeCalligraph«.
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A matter of security (A MUST READ!)
As mentioned before, XAMPP is not meant for production use but only for developers in a development environment. The way XAMPP is configured is to be open as possible and allowing the developer anything he/she wants. For development environments this is great but in a production environment it could be fatal. 

Here a list of missing security in XAMPP: 

1. The MySQL administrator (root) has no password. 

2. The MySQL daemon is accessible via network. 

3. ProFTPD uses the password "lampp" for user "nobody". 

4. PhpMyAdmin is accessible via network. 

5. Examples are accessible via network. 

6. MySQL and Apache running under the same user (nobody). 

To fix most of the security weaknesses simply call the following command: 

/opt/lampp/lampp security

It starts a small security check and makes your XAMPP installation more secure. 
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PHP 4 or PHP 5?

Because such very new versions like PHP 5 always should be handled with care we decided to include both current versions of PHP into XAMPP since version 1.4.7: PHP 5.x and PHP 4.x. If you find out your PHP application doesn't work with PHP 5 you will be able to switch back easily to PHP 4.

By the following command you can switch "back" to PHP 4.x: 

/opt/lampp/lampp php4

And with the following command you can switch back to PHP 5.x: 

/opt/lampp/lampp php5

If you forgot which version of PHP is in use simply use phpinfo() or call this command: 

/opt/lampp/lampp phpstatus
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Advanced start and stop parameters

Until version 0.9.4 /opt/lampp/lampp could only start and stop XAMPP. Since version 0.9.5 it learned a lot of new things to do.


	START AND STOP PARAMETERS

	Parameter
	Description
	
	

	start
	Starts XAMPP.
	
	

	stop
	Stops XAMPP.
	
	

	restart
	Stops and starts XAMPP.
	
	

	startapache
	Starts only the Apache.
	
	

	startssl
	Starts the Apache SSL support. This command activates the SSL support permanently, e.g. if you restarts XAMPP in the future SSL will stay activated. 
	
	

	startmysql
	Starts only the MySQL database.
	
	

	startftp
	Starts the ProFTPD server. Via FTP you can upload files for your web server (user "nobody", password "lampp"). This command activates the ProFTPD permanently, e.g. if you restarts XAMPP in the future FTP will stay activated. 
	
	

	stopapache
	Stops the Apache.
	
	

	stopssl
	Stops the Apache SSL support. This command deactivates the SSL support permanently, e.g. if you restarts XAMPP in the future SSL will stay deactivated. 
	
	

	stopmysql
	Stops the MySQL database.
	
	

	stopftp
	Stops the ProFTPD server. This command deactivates the ProFTPD permanently, e.g. if you restarts XAMPP in the future FTP will stay deactivated. 
	
	

	security
	Starts a small security check programm. 
	
	


	For example: To start Apache with SSL support simply type in the following command (as root): 

/opt/lampp/lampp startssl

You can also access your Apache server via SSL under https://localhost.
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What is where?

What is where? A big question of our existens, here are some answers! ;)


	IMPORTANT FILES AND DIRECTORIES

	File/Directory
	Purpose
	
	

	/opt/lampp/bin/
	The XAMPP commands home. /opt/lampp/bin/mysql calls for example the MySQL monitor.
	
	

	/opt/lampp/htdocs/
	The Apache DocumentRoot directory.
	
	

	/opt/lampp/etc/httpd.conf
	The Apache configuration file.
	
	

	/opt/lampp/etc/my.cnf
	The MySQL configuration file.
	
	

	/opt/lampp/etc/php.ini
	The PHP configuration file.
	
	

	/opt/lampp/etc/proftpd.conf
	The ProFTPD configuration file. (since 0.9.5)
	
	

	/opt/lampp/phpmyadmin/config.inc.php
	The phpMyAdmin configuration file.
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Stopping XAMPP

To stop XAMPP simply call this command:

/opt/lampp/lampp stop
You should now see:

Stopping LAMPP 1.6.8a...
LAMPP: Stopping Apache...
LAMPP: Stopping MySQL...
LAMPP stopped.
And XAMPP for Linux is stopped. 
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Uninstall

To uninstall XAMPP just type in this command:

rm -rf /opt/lampp 
The end. 
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inet addr:192.168.0.28 Bcast:192.168.0.255 Mask:255.255.255.0
inets addr: fe80::20c:207f:fe69:ebc/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1508 Metric:l
RX packets:398 errors:0 dropped:@ overruns:o frame:0
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collisions:0 txqueuelen:1000
RX bytes:142519 (139.1 KiB) TX bytesi21562 (21.0 KiB)
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Link encap:Local Loopback
inet addr:127.0.6.1 Mask:255.0.0.0

inets addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:l

RX packets:2303 errors:0 dropped:0 overruns:0 frame:o
TX packets:2303 errors:@ dropped:@ overruns:@ carrier:@
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login as: root

root@192.168.0.28's password:

[root@benji ~]# rpm -qa httpd

httpd-2.2.3-6.el5.centos.1

[root@benji ~]# rpm -ev httpd

error: Failed dependencies:

        httpd >= 2.2.0 is needed by (installed) gnome-user-share-0.10-6.el5.i386

[root@benji ~]# yum remove httpd

Loading "installonlyn" plugin

Setting up Remove Process

Resolving Dependencies

--> Populating transaction set with selected packages. Please wait.

---> Package httpd.i386 0:2.2.3-6.el5.centos.1 set to be erased

--> Running transaction check

Setting up repositories

Reading repository metadata in from local files

--> Processing Dependency: httpd >= 2.2.0 for package: gnome-user-share

--> Restarting Dependency Resolution with new changes.

--> Populating transaction set with selected packages. Please wait.

---> Package gnome-user-share.i386 0:0.10-6.el5 set to be erased

--> Running transaction check

Dependencies Resolved

=============================================================================

 Package                 Arch       Version          Repository        Size

=============================================================================

Removing:

 httpd                   i386       2.2.3-6.el5.centos.1  installed         2.8 M

Removing for dependencies:

 gnome-user-share        i386       0.10-6.el5       installed          89 k

Transaction Summary

=============================================================================

Install      0 Package(s)

Update       0 Package(s)

Remove       2 Package(s)

Is this ok [y/N]: y

Downloading Packages:

Running Transaction Test

Finished Transaction Test

Transaction Test Succeeded

Running Transaction

  Removing  : gnome-user-share             ######################### [1/2]

  Removing  : httpd                        ######################### [2/2]

Removed: httpd.i386 0:2.2.3-6.el5.centos.1

Dependency Removed: gnome-user-share.i386 0:0.10-6.el5

Complete!

[root@benji ~]#
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[root@benji depot]# tar xvfz xampp-linux-1.6.8a.tar.gz -C /opt > xamppfiles

[root@benji depot]# /opt/lampp/lampp start
XAMPP: SELinux is activated. Making XAMPP fit SELinux...

Starting XAMPP for Linux 1.6.8a...

XAMPP: Starting Apache with SSL (and PHP5)...

XAMPP: Starting MySQL...

XAMPP: Starting ProFTPD...

XAMPP for Linux started.

[root@benji depot]#
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[root@benji ~]# vi /etc/inittab

[root@benji ~]# cat /etc/inittab

#

# inittab       This file describes how the INIT process should set up

#               the system in a certain run-level.

#

# Author:       Miquel van Smoorenburg, <miquels@drinkel.nl.mugnet.org>

#               Modified for RHS Linux by Marc Ewing and Donnie Barnes

#

# Default runlevel. The runlevels used by RHS are:

#   0 - halt (Do NOT set initdefault to this)

#   1 - Single user mode

#   2 - Multiuser, without NFS (The same as 3, if you do not have networking)

#   3 - Full multiuser mode

#   4 - unused

#   5 - X11

#   6 - reboot (Do NOT set initdefault to this)

#

id:3:initdefault:

# System initialization.

si::sysinit:/etc/rc.d/rc.sysinit

l0:0:wait:/etc/rc.d/rc 0

l1:1:wait:/etc/rc.d/rc 1

l2:2:wait:/etc/rc.d/rc 2

l3:3:wait:/etc/rc.d/rc 3

l4:4:wait:/etc/rc.d/rc 4

l5:5:wait:/etc/rc.d/rc 5

l6:6:wait:/etc/rc.d/rc 6

# Trap CTRL-ALT-DELETE

ca::ctrlaltdel:/sbin/shutdown -t3 -r now

# When our UPS tells us power has failed, assume we have a few minutes

# of power left.  Schedule a shutdown for 2 minutes from now.

# This does, of course, assume you have powerd installed and your

# UPS connected and working correctly.

pf::powerfail:/sbin/shutdown -f -h +2 "Power Failure; System Shutting Down"

# If power was restored before the shutdown kicked in, cancel it.

pr:12345:powerokwait:/sbin/shutdown -c "Power Restored; Shutdown Cancelled"

# Run gettys in standard runlevels

1:2345:respawn:/sbin/mingetty tty1

2:2345:respawn:/sbin/mingetty tty2

3:2345:respawn:/sbin/mingetty tty3

4:2345:respawn:/sbin/mingetty tty4

5:2345:respawn:/sbin/mingetty tty5

6:2345:respawn:/sbin/mingetty tty6

# Run xdm in runlevel 5

x:5:respawn:/etc/X11/prefdm -nodaemon

[root@benji ~]#
[root@benji ~]# chkconfig cups off

[root@benji ~]# chkconfig bluetooth off

[root@benji ~]# chkconfig --list

NetworkManager  0:off   1:off   2:off   3:off   4:off   5:off   6:off

NetworkManagerDispatcher        0:off   1:off   2:off   3:off   4:off   5:off  6:off

acpid           0:off   1:off   2:off   3:on    4:on    5:on    6:off

anacron         0:off   1:off   2:on    3:on    4:on    5:on    6:off

apmd            0:off   1:off   2:on    3:on    4:on    5:on    6:off

atd             0:off   1:off   2:off   3:on    4:on    5:on    6:off

auditd          0:off   1:off   2:on    3:on    4:on    5:on    6:off

autofs          0:off   1:off   2:off   3:on    4:on    5:on    6:off

avahi-daemon    0:off   1:off   2:off   3:on    4:on    5:on    6:off

avahi-dnsconfd  0:off   1:off   2:off   3:off   4:off   5:off   6:off

bluetooth       0:off   1:off   2:off   3:off   4:off   5:off   6:off

capi            0:off   1:off   2:off   3:off   4:off   5:off   6:off

conman          0:off   1:off   2:off   3:off   4:off   5:off   6:off

cpuspeed        0:off   1:on    2:on    3:on    4:on    5:on    6:off

crond           0:off   1:off   2:on    3:on    4:on    5:on    6:off

cups            0:off   1:off   2:off   3:off   4:off   5:off   6:off

dhcdbd          0:off   1:off   2:off   3:off   4:off   5:off   6:off

dund            0:off   1:off   2:off   3:off   4:off   5:off   6:off

firstboot       0:off   1:off   2:off   3:on    4:off   5:on    6:off

gpm             0:off   1:off   2:on    3:on    4:on    5:on    6:off

haldaemon       0:off   1:off   2:off   3:on    4:on    5:on    6:off

hidd            0:off   1:off   2:on    3:on    4:on    5:on    6:off

hplip           0:off   1:off   2:on    3:on    4:on    5:on    6:off

ibmasm          0:off   1:off   2:off   3:off   4:off   5:off   6:off

ip6tables       0:off   1:off   2:on    3:on    4:on    5:on    6:off

iptables        0:off   1:off   2:on    3:on    4:on    5:on    6:off

irda            0:off   1:off   2:off   3:off   4:off   5:off   6:off

irqbalance      0:off   1:off   2:on    3:on    4:on    5:on    6:off

isdn            0:off   1:off   2:on    3:on    4:on    5:on    6:off

kudzu           0:off   1:off   2:off   3:on    4:on    5:on    6:off

mcstrans        0:off   1:off   2:on    3:on    4:on    5:on    6:off

mdmonitor       0:off   1:off   2:on    3:on    4:on    5:on    6:off

mdmpd           0:off   1:off   2:off   3:off   4:off   5:off   6:off

messagebus      0:off   1:off   2:off   3:on    4:on    5:on    6:off

microcode_ctl   0:off   1:off   2:on    3:on    4:on    5:on    6:off

netfs           0:off   1:off   2:off   3:on    4:on    5:on    6:off

netplugd        0:off   1:off   2:off   3:off   4:off   5:off   6:off

network         0:off   1:off   2:on    3:on    4:on    5:on    6:off

nfs             0:off   1:off   2:off   3:off   4:off   5:off   6:off

nfslock         0:off   1:off   2:off   3:on    4:on    5:on    6:off

nscd            0:off   1:off   2:off   3:off   4:off   5:off   6:off

ntpd            0:off   1:off   2:off   3:off   4:off   5:off   6:off

oddjobd         0:off   1:off   2:off   3:off   4:off   5:off   6:off

pand            0:off   1:off   2:off   3:off   4:off   5:off   6:off

pcscd           0:off   1:off   2:on    3:on    4:on    5:on    6:off

portmap         0:off   1:off   2:off   3:on    4:on    5:on    6:off

psacct          0:off   1:off   2:off   3:off   4:off   5:off   6:off

rdisc           0:off   1:off   2:off   3:off   4:off   5:off   6:off

readahead_early 0:off   1:off   2:on    3:on    4:on    5:on    6:off

readahead_later 0:off   1:off   2:off   3:off   4:off   5:on    6:off

restorecond     0:off   1:off   2:on    3:on    4:on    5:on    6:off

rpcgssd         0:off   1:off   2:off   3:on    4:on    5:on    6:off

rpcidmapd       0:off   1:off   2:off   3:on    4:on    5:on    6:off

rpcsvcgssd      0:off   1:off   2:off   3:off   4:off   5:off   6:off

saslauthd       0:off   1:off   2:off   3:off   4:off   5:off   6:off

sendmail        0:off   1:off   2:on    3:on    4:on    5:on    6:off

smartd          0:off   1:off   2:on    3:on    4:on    5:on    6:off

spamassassin    0:off   1:off   2:off   3:off   4:off   5:off   6:off

sshd            0:off   1:off   2:on    3:on    4:on    5:on    6:off

syslog          0:off   1:off   2:on    3:on    4:on    5:on    6:off

vncserver       0:off   1:off   2:off   3:off   4:off   5:off   6:off

winbind         0:off   1:off   2:off   3:off   4:off   5:off   6:off

wpa_supplicant  0:off   1:off   2:off   3:off   4:off   5:off   6:off

xfs             0:off   1:off   2:on    3:on    4:on    5:on    6:off

ypbind          0:off   1:off   2:off   3:off   4:off   5:off   6:off

yum-updatesd    0:off   1:off   2:off   3:on    4:on    5:on    6:off

[root@benji ~]#
[root@benji ~]# vi /boot/grub/grub.conf

[root@benji ~]# cat /boot/grub/grub.conf

# grub.conf generated by anaconda

#

# Note that you do not have to rerun grub after making changes to this file

# NOTICE:  You do not have a /boot partition.  This means that

#          all kernel and initrd paths are relative to /, eg.

#          root (hd0,0)

#          kernel /boot/vmlinuz-version ro root=/dev/sda1

#          initrd /boot/initrd-version.img

#boot=/dev/sda1

default=0

timeout=60
splashimage=(hd0,0)/boot/grub/splash.xpm.gz

#hiddenmenu

title CentOS (2.6.18-8.el5)

        root (hd0,0)

        kernel /boot/vmlinuz-2.6.18-8.el5 ro root=LABEL=/ rhgb quiet

        initrd /boot/initrd-2.6.18-8.el5.img

[root@benji ~]#
[root@benji ~]# vi /etc/rc.local

[root@benji ~]# cat  /etc/rc.local

#!/bin/sh

#

# This script will be executed *after* all the other init scripts.

# You can put your own initialization stuff in here if you don't

# want to do the full Sys V style init stuff.

touch /var/lock/subsys/local

/opt/lampp/lampp start
[root@benji ~]#
[root@benji ~]# yum install kernel
Loading "installonlyn" plugin

Setting up Install Process

Setting up repositories

Reading repository metadata in from local files

Parsing package install arguments

Resolving Dependencies

--> Populating transaction set with selected packages. Please wait.

---> Downloading header for kernel to pack into transaction set.

kernel-2.6.18-92.1.13.el5 100% |=========================| 319 kB    00:02

---> Package kernel.i686 0:2.6.18-92.1.13.el5 set to be installed

--> Running transaction check

Dependencies Resolved

=============================================================================

 Package                 Arch       Version          Repository        Size

=============================================================================

Installing:

 kernel                  i686       2.6.18-92.1.13.el5  updates            14 M

Transaction Summary

=============================================================================

Install      1 Package(s)

Update       0 Package(s)

Remove       0 Package(s)

Total download size: 14 M

Is this ok [y/N]: y

Downloading Packages:

(1/1): kernel-2.6.18-92.1 100% |=========================|  14 MB    01:29

warning: rpmts_HdrFromFdno: Header V3 DSA signature: NOKEY, key ID e8562897

Importing GPG key 0xE8562897 "CentOS-5 Key (CentOS 5 Official Signing Key) <centos-5-key@centos.org>" from http://mirror.centos.org/centos/RPM-GPG-KEY-CentOS-5

Is this ok [y/N]: y

Running Transaction Test

Finished Transaction Test

Transaction Test Succeeded

Running Transaction

  Installing: kernel                       ######################### [1/1]

Installed: kernel.i686 0:2.6.18-92.1.13.el5

Complete!

[root@benji ~]# cat /boot/grub/grub.conf

# grub.conf generated by anaconda

#

# Note that you do not have to rerun grub after making changes to this file

# NOTICE:  You do not have a /boot partition.  This means that

#          all kernel and initrd paths are relative to /, eg.

#          root (hd0,0)

#          kernel /boot/vmlinuz-version ro root=/dev/sda1

#          initrd /boot/initrd-version.img

#boot=/dev/sda1

default=0

timeout=60

splashimage=(hd0,0)/boot/grub/splash.xpm.gz

#hiddenmenu

title CentOS (2.6.18-92.1.13.el5)

        root (hd0,0)

        kernel /boot/vmlinuz-2.6.18-92.1.13.el5 ro root=LABEL=/ rhgb quiet

        initrd /boot/initrd-2.6.18-92.1.13.el5.img
title CentOS (2.6.18-8.el5)

        root (hd0,0)

        kernel /boot/vmlinuz-2.6.18-8.el5 ro root=LABEL=/ rhgb quiet

        initrd /boot/initrd-2.6.18-8.el5.img

[root@benji ~]#
