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Lesson Module Status

« Slides — draft

Properties - done

Flashcards - NA

1st minute quiz — done

Web Calendar summary — done

Web book pages — done

Commands — done

Howtos — done

Skills pacing - NA

Lab — done

Surveys and PW sheet copied — done
Depot (VMs) — done

Special — check VMware revert on Frodo and Celebrian — needed new snap
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Apache web
NAT Servers Join networks
" serlal DHCP servers

connections

NIS/NES Welcome to CIS 192 Fofv?g:g?ng
UNIX/LIinux
SSH Tunneling Network Administration Linux based
routers
DNS servers Firewalls

Network

Ematlisenvers Troubleshooting

FTP servers

Feel free to power on your station and login as:
user: cis 192
password: (on the whiteboard)
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CIS 192AB uses CCC-Confer

* Class meets every Thursday night:
e 5:30PM to 9:35PM, Feb 11t to May 27t

« Attend in person or online
 Option 1: Go to room 2501 on the Aptos Campus
* Option 2: Attend class online (except 15t and final exam)

e Final exam on June 31
e Room 2501 only
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esk. 18955

Attending class online
www.cccconfer.org

&' (5unread) ... ~ l] Facebook|.. * . Rich's Cabril... » ' & Furniture - L... » [ CCC Confer @Class Roster = \da Attend any CIaSS
€ C M % hitpy//www.cccconfer.org/index3.aspx » O- F- 0n||ne except for
[ Santa Cruz, Montere... [ QUAGGA - The Easy... [E] Facebook|Home gg Rich's Cabrillo Colle.. &? Yahoo! »  [OJ Other bookmarks th st
e 1st class and the

final exam
CCC(:: )Confer

s http://www.cccconfer.org

Meet with Colleagues Without
Leaving Your Office Using % Click the Student Log In

COL: Conks - PRk Dt button under the Teach
Meet ) Confer Y ) = & Confer logo

Tips, Blog & Mare

SIGN UP Using Just Your Phone and Computer,

You Can Meet with Anyone, . — —

aywhers, Ay, Leamow | | 2010
|

CCC Confer Webinar: February 9t

;Eﬁgigl'.ﬂg a‘;er}' onfine student

“How to Teach Your Students to Think for Themselves™ \in feam and groen times. |
. | & Fat 3 Webii
Meet "7, Confer 1 el “: Confer ()| Webinars
HNURS | 4
=
Use the phone and the Faculty and students can Teach & Confer is a live Here's a conference call Webinars are web-based
Internet to meet, collaborate interact using the phone and interactive classroom to meet service for those who just seminars. Using a phone
or train in real-time. the internet for meetings, with your students. want to use the phone. and the internet, a broad
tutoring, counseling and more. audience can attend.
* PARTICIPANT LOG IN J » STUDENT LOG IN J » STUDENT LOG IN J » SCHEDULE CALL cnyr:nj » PARTICIPANT LOG IN J
[ 3 View Meet & Confer [ 3 View Office Hours [ 3 View Teach & Confer B View Webinars Archives
Archives Archives Archives

ACCESSIBILT This site is provided as a service to the administrators, staff and faculty of the California Community Colleges system. DRIVACY

CCC Confer is funded by an e-conferencing grant from the Califernia Cemmunity Caolleges Chanceller's Office.
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Attending class online
www.cccconfer.org

[ MyConfer- Upcoming M... »

<« C | % nhttpy//www.cccconfer.org/CCCC/MeetingSchedule.aspx?ShowType =Teach%20Confer » 0O F-

[} Santa Cruz, Mentere... [ ) QUAGGA - TheEasy... [Ej Facebook |Heme [ Rich's Cabrillo Colle.. @1 Yahoo! [ Other bookmarks

+ For the current date locate:
Welcome to the CCC Confer Teach & Confer log-in page. R i C h S i m mS . C I S 19 2AB C I aSS

Start End
Date S e Name Type

-
i e o : and click GO
Meetlngs 2/10/2010 7:30 PM  8:30 BM James Gonzalez - MMST131 Web Design Confer &

Teach &
Confer

P ¢ Dial-in number and passcode are
f@i&ﬂsjﬂaﬁ‘ L

2/10/2010 Mehdi Mirfattah - Online meeting

on the handout

12:00
: lohn gender - Gonder 69 Lecture
2/11/2010 11:00 AM BM ohn gender - Gonder 69 Lecture Confer

X . Julie Hoffman - Weekly Meeting Math 127 and Teach &
2/11/2010 5:00 PM  9:00 BM et 230

Confer

* You screen name should be your
first and last name.

Teach &
Confer

. 21172010 sioopm 100 Rich Simms - CIS 19248 Class

Teach &

H : Dennis Smith - Accounting 111
2/11/2010 6:00 PM  9:00 PM Dennis Smith - Accounting 111 Confer

Teach &

2/11/2010 6:00 PM  8:00 PM Cindy Moss - Math 120 and 200 Online
Confer

¢ For registered students only.

Teach &

2/11/2010 6:30 PM  8:30 PM Daniel Johnson - Intro to Flash
Confer

Teach &

X 12:30 -
2/12/2010 9:00 AM oM Luis Flores - CSIT101 0329 Confer

ACCESSIal provided as a service to the administrators, staff and faculty of the California Community Colleges system.

Confer is funded by an e-conferencing grant from the California Community Colleges Chancellor's Office.
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Group Mug Shots

Email me (risimms@cabrillo.edu) a relatively current

Joe P. photo of your face for 3 points extra credit
Joe A.
Robert
Ryan
Chuck
Rich John
Chri B. Josh
Patrick
Chris H. Lieven Casady
Jack
Bill
Edwin _ Drew
Julio
Kay
Junious
Brynden
Aaron Randall Joe B. Y
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Class Activity
Log in to CCC Confer

* http://www.cccconfer.org

* Click the Student Log In button under the Teach & Confer
logo

* For the current date locate:
Rich Simms — CIS 192AB Class
and click GO

* Dial-in number and passcode are on the handout
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Course history and credits

« Jim created the original version of this course

« Jim’s site: http://cabrillo.edu/—jgriffin/

Rick Graziani

» Thanks to Rick Graziani for the use of some of
his great network slides

* Rick’s site: http://cabrillo.edu/~rgraziani/




2 c1s 192 —Lesson 1. . & (R R RF 1T

Introduction to TCP/IP and Network Access

e Use basic network terminology to describe the five  Introductions [A]
layers of the TCP/IP Reference Model, and describe

. ) * Pre-requisites, Linux Market, IT Jobs, Infrastructure
at least one major function of each layer.

» Locate a specific Request For Comment (RFC) article » Baseline assessment [A]
on the Internet. » [A] How this class works [A], Housekeeping

« Install the device drivers and configure the network * Equipment [A], Virtualization, VMware 101 [A] [A]

interface card (NIC) of a Linux system so that it may Creating VMs [A], Cabling VMs, Taking VMs home
join a network.
e Fun with Treebeard [A]

* SSH hopping [A]

* Network basics

» Standards

* NIC inventory [A], NIC drivers, Managing drivers [A]
e Configuring static IP (temp)

e Configuring gateway and DNS
e Configuring dynamic IP (temp)
* IPv6 usage

e Testing with ping

* Lab

* Wrap up
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INntroductions
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Class Activity
Brief (30 seconds) Introductions

Go around the room starting with the instructor

Name
Brief summary of education/training

Brief summary of technical experience

11
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Prerequisite
Knowledge



g5k, 1955 "

Cis 81
Should have a high level
understanding of the following:
IPv4 Addressing
Ethernet
Network stack (OSI layers)
Encapsulation
Subnetting
Utilities:
* Ping
» Wireshark
DNS
DHCP
NAT
Devices
* NICs
* Hubs
» Switches
* Routers
Routing

CIS 192 -

Lesson 1

CIS 90

Should be comfortable with the following:
Navigating file tree

 Is, cd, pwd, find
File management

e Cp, mv, rm, mkdir, rmdir
Edit configuration files

* Vi
Working in a tty

* more, less, tty
Virtual terminals

o Ctrl-Alt-F1 ...
Getting info

* man, google
Miscellaneous

» ssh/Putty, su, chmod
Command line edits

e up arrow, tab
Showing file info

» cat, grep, head, tail, file, grep
Redirection

o> >> < |

13
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LINUX
Market
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UNIX/Linux Overview
Server & PC markets

Servers PC’s
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Worldwide Server Market

Windows -12.8%

$10.4B Server Revenue 3Q 2009 Year over Year Change
Windows
$4.5B .
(43.0) o
Unix : o
(26.9%) |

Other

$1.6B

(15.3%) Linux
$1.5B
(14.8%)

Source: IDC, Dec 2009
16
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Linux distros mentioned by top server vendors
Server market share source: IDC 3Q09 report

\V/=1gle[e]g HP IBM Dell Sun
(30.9%) (31.8%) (13.5%) (7.5%)
v v v v

RedHat Enterprise

Novell SUSE v v v v
Debian/GNU Linux v

Oracle EL v 4 v
Asianux v v

Ubuntu v v v
CentOs v

Fedora v

17
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UNIX/Linux Overview - Desktops
&P W3Counter

Dec 2009* Dec 20082
Operating Systems Operating Systems
1 Windows XP 56.61% 1 Windows XP T217%
2 Windows Vista 21.29% 2 Windows Vista 13.44%
3 Mac 03 X T.44% 3 Mac 03 X 5.24%

4 Windows ¥ 6.80% 4 2.13%
5 l Linux ' 2.14% 5 Windows 2000 2.12%

B Windows 2003 1.14% B Windows 2003 0.68%
7 iPhone OSX 0.64% 7 Windows 98 0.55%
8 Windows 2000 0.50% 8 Windows ME 0.22%
2] Windows 98 0.09% 4 Symbian03s 0.12%
10 Android 0.08% 10 WAP 0.04%

1-This report was generated 12/31/2009 based on the last 15,000 page views to each website tracked by W3Counter. W3Counter's sample currently
includes 31,496 websites. The generation method was updated in July 2009 to ensure only visits during the month of the report are counted,
resulting in a report that is more responsive to change.

2-This report was generated 12/31/2008 based on the last 53,892,847 unique visits to all tracked websites at that time. W3Counter's sample
currently includes 19,174 websites. The last 25,000 page views to each website are analyzed to identify unique visits. Some visits may occur before 18
the month of the report.
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distrowatch.com

Top Ten Jan 2010

Ubuntu 9.10
Fedora 12 ®
openSUSE 11.2 §
Debian 5.0
Mandriva 2010
Linux Mint 8
PCLinuxOS 2009.2
Slackware 13.0

. Gentoo 10.1

10. CentOS 5.4

11. FreeBSD 8.0

CONOGOALNPE

CentOS is a clone distro of Red Hat Enterprise

Top Ten Jan 2009

Ubuntu
openSUSE
Fedora
Debian
Mandriva
Linux Mint
PCLinuxOS
Slackware
. Gentoo
10. CentOS
11. FreeBSD

COoNOGOAWDHE

19



CIS 192 - Lesson 1 i ﬂ i I IW

| T
Infrastructure
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You use Public Works Infrastructure every time you
drive, fly, turn on the lights or drink a glass of water

Bridges

Airways

21
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You use IT Infrastructure every time you send an email,
surf the net or make an online purchase

perating Systems
pplications

ata bases
Middleware

Desktops Mobile Software -
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| T

(Information Technology)

Jobs
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2009: The 10 hardest jobs 2008: The 10 hardest jobs
to fill in the U.S. are: to fill in the U.S. were:

1. Engineers 1. Engineers

2. Nurses 2. Machinists/Machine Operators
3. Skilled/Manual Tradesmen 3. Skilled Manual Tradesmen
4. Teachers 4. Technicians

5. Sales Representatives 5. Sales Representatives

6. Technicians 6. Accounting & Finance Staff
7. Drivers 7. Mechanics

8. IT Staff 8. Laborers

9. Laborers 9. IT Staff

10. Machinist/Machine Operators 10. Production Operators

Even as thousands of IT jobs continue to be offshored each year, demand for software
developers, systems engineers and network administrators is strong, according to the
Manpower survey.

“One of the challenges that IT departments face is finding people who are well-rounded,
can communicate with the lines of business and can manage,” says Melanie Holmes, a vice
president at Manpower North America.

Source: Manpower Inc. 24
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Baseline

25
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Some technologies

CIS 192 wil expand your we will deploy:

knowledge and skills for deploying ; Linux based router
) * Firewalls

network based IT infrastructure « Custom NAT

e DHCP server
* DNS server
* NFS server

Some tools we will use: . Samba server
* VMware virtual machines and networks « NIS server
» Wireshark * FTP server
* Putty « Web server

* New UNIX/Linux commands

Some infrastructure skills we will pick up:

» Adding and removing NIC drivers

» Configuring TCP/IP settings

» Configure routing protocols

» Configure PPP using a serial connection

» Access SMTP, POP and IMAP servers

* SSH tunneling

* Network troubleshooting

* Mount a remote directory

* Examining information in different network layers

* Automate the installation of a "bare-metal™ computer with PXE
* Modifying firewall and SELinux settings 26



CIS 192 - Lesson 1 i Fi l ’ Iw

Class Activity
Baseline Knowledge Survey

Please browse to and complete the survey at:

http://www.surveymonkey.com/s/KD7RDFW

100% ANONYMOUS

The information gathered will be used to calibrate the lessons

27
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How this
Class Works
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Class Activity (continued)
Class Website

Google [ B[S
Google \ @1 @ unread) Yahoo! Mail, ri... » ] & Rich's Cabrillo College CL.. = |\ &3\
|
<« C M 9% htp//simms-teach.com/cis192home.php » [0~ F~
(€ Suggested Sites & Web Slice Gallery Welcome to Facebo... ., Christopher C. Keys,... (3 Other bookmarks

Previous Classes

Cabrillo College
Static IPs

Rich's Cabrillo College CIS Classes
CIS 192 Home

CIS 192 Syllabus (Spring 2010) Section 66522

Calendar Grades

UNIX/Linux Network Administration (CIS 192)

* Thursdays - 5:30PM to 9:35PM - Aptos Main Campus - Room 2501
« Open Lab - 4 hours & 5 minutes per week to be arranged - CTC or CIS Lab
« Units: 4, prerequisites: CIS 81 and CIS 90, recommended: CIS 191
* Required Textbook:
> Linux Administration Handbook (Second Edition)
= by Evi Nemeth, Garth Snyder, Trent R. Hein
= Prentice Hall PTR ISBN: 0131480049

Summary (from Cabrillo Schedule of Classes)

Build and monitor network infrastructures, and install, configure, and protect services on Linux
TCP/TF netwarks.

Course Description

Students will learn how network infrastructures are implemented on UNI</Linux Systems.

Emphasis is on the TCP/IP suite of protocols, with the course concentrating on the functionality of

each layer of the TCP/IP Network Model, and the Linux commands and utilities used for
administering the network. Students will also learn to install and configure network applications
including DHCP, DNS, NFS, SAMBA, and web-based services such as FTP, HTTP and email. The

course also covers firewalls and various WAN technologies including Virtual Private Networks and

PPP.

-1

m

d £

Browse to:
http://simms-teach.com

Click on CIS 192 on left
panel to see the syllabus

Use links at top of content
area to toggle between
Course Home, Calendar
and Grades.

The syllabus is on the
Course Home page.

29
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Course syllabus walkthrough

It is a good idea to read through the
syllabus carefully to avoid any
surprises and get a good idea how
this course works.

We will cover some important

syllabus highlights in the next
several slides.

30



Use Forum to
ask and answer
questions

Work Lab Assignments
for TBA portion

of class (4 hours 5 min) in
CIS Lab or CTC

CIS 192 - Lesson 1 N ‘ I IW

Weekly Cycle

http://simms-teach.com

Thursday

"First Minute" Quiz
Lecture on new material

Class Activities
Lab assignments due midnight

Friday
iIs grading day

Grades Page

Extra Credit Page

31
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Course outline and syllabus

Two important course policies to remember

In order to start classes on time, keep the class paced

moving, keep my own sanity, and to avoid log jams at the
end of the term:

1) No makeup's for missed quizzes
2) Late work (Labs 1-10) will not be accepted

If you have not completed a lab assignment, please turn in
what you have done for partial credit

Don’t worry though -- there are ample extra credit
opportunities for students wanting or needing any extra
points.

32
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Course Calendar

Lesson # and Date

7 3/25 s Defaults 3

—
[=1]

|=n
L

Materials
* Presentation slides (download)

ﬁ:s_r.Liag;Elent What |S due
— (by midnight
uiz 6 / of that class)

Input/Output Processing

+ stdin, stdout, stderr /
* Redirection Z
* Filters and tees

First minute quiz  [——F—

. * Miscellaneous commands Lab 6
Lesson slides, feel | ® 41| o Pipes A
free to download Materials \\
durin ClaSS for I « Precentation slides (download) R f ren
I I g - Assignment \\ ere e CeS to
ocal viewing T material in the
o textbook
Review
Lab Assignment g/ 4 |Materals Lab 7
# Presentation slides {download)

Assignment
* NA
4/15 | spring Break
| —7 |Test #2

Test —

33
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g Rich's Cabrillo College CIS Classes
CIS 192 Grades

CIS 192
Monitor this page to mprﬁm rades HOW g I’ad | ng Works

traCk yo ur p rog ress Points can be earned from the following activities:

|n the course. e First minute quizzes - 30 points
e Final - 60 points
M e Help forum participation - 80 points
Previous Classes e Tests - 90 points
« Lab assignments - 300 points
How your grade is determined: Your grade is based solely on the
A student can earn up to 560 total points doing the activities listed abo -
o number of points earned. L number of points you earn. It offers
abrillo College oo )
Static IPs Percentage | Total Foints |Letter Grade|Pass/No Pass fleXI bl I Ity and glves you coO ntrOI .
90% or higher|504 or higher A Pass
80% fo 89.9%| 448 to 503 B Pass
70% fo 79.9%| 392 to 447 = Pass
60% to 69.9%| 336 to 391 D No pass
0% to 59.9% 0to 335 F No pass
I d . t th For some flexibility, personal preferences or family emergencies there is an additional 90 points available of Use eXtra Cl’ed |t
naicate on e extra credit activities. ~€— iy
: to earn additional
CIaSS S u rvey |f yo u Choice of Grade or Pass/No Pass .
You indicate your grading choice on the Student Survey form passed out during the first class. You can verify you p0| ntS

Want to take the grading choice selection on the table below. Contact the instructor by email with any questions or to request a |

change in grading choice.
course for a grade
or P/NP. You may
change you mind
later by contacting

Recommendations

The instructor may provide letters of recommendation upon request. When writing a recorr
instructor will include both graded and non-graded areas of performance. Non-graded perf
include teamwork, helping others, quality, planning & organization skills, communication,
motivation, and the desire to go above and beyond expectations. The forum is an excell
teamwork and communication skills.

Don't forget to post! When
racking up points the forum is
"low hanging fruit"

-+

the |nstruct0r rrent Progress

| iNea to check this table frequently and decide whether doing some extry/credit activities would be

EaCh StUdent |S Code |Grading Quizzes & Tests Forum Labs Extra

Name | Choice |q1|q2|q3|04|q5|q6|q7|as|qa|qio|T1|T2|T3|F1|F2|F3|F4|L1 |L2 L3 |14 |L5 |16 | L7 L8 Lo [L10|Final| Credit| Total | Grade

assigned a secret \ MaxPoints |3 |3|3[3[3[3]3]3 3| 3 |30]30]30]20[20]2020]30]30]30[30[30[30[30[30[30] 30 | 60 | 90 |60
LOR code name e 34
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Contacting the instructor

Use the forum for the fastest response on technical
or class related questions.

Use email for personal matters.

Weekly office hours right before and after class (Th
4:45-5:30, 9:35-10) in room 2501

The instructor will be available in the CIS Lab five
hours (TBD) every week to help students with lab
assignments or to better understand class material.

Leave a message on voice mail if you have no

network access. Checked rarely so don’t expect a
fast response.

35
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CIS 192 - How this class Works

The TBA portion of this
course is required

Requires spending on
average of 4 hours and 5
minutes every week
applying the skills learned
during the lecture portion of
the class.

Computer Lab locations

CTC (building 1400)
36
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CIS 192

Lab Assignments

esk. 18955

‘i cis191lab4.pdf (application/pdf Object) - Mozilla Firefox E‘M P ear I S Of Wi Sd O m :

Eile Edit Wiew History Bookmarks Tools Help

| @ ¥ C & (B | nttp://simms-teach.com/docs/cis191/cis1LIab4.pdf ¥2 - | -] vane A
() Disable £ Cookiess | CS5- = Forms~ || Images- & Information~ [/ Miscellaneous~ . Outline~ . § Resizew ./ Tools~ £2] View Sourcer . Optio| ) DO n It Wait ti I I the Iast m i n ute to
| 7 (0 unread) Yahoo! Mail, richs... > | i cis191lab4.pdf (application... x | |_| Buffalo Technology - Produc... | | | CI590 Lab7 x|
start.

HED &S e s iR & @@ wx - Asg- I [ e -

* The slower you go the sooner you
will be finished.

» A few minutes reading the forum
can save you hour(s).

Lol 4 Tostalling software | * Line up materials, references,
The purpose of this lab is to practice installing software on Linux systems. VMware | eq u i p me nt an d Software ahead Of

systems are available for you to use in the CTC and the CIS Lab (room 2504). |

In short you will: tl me .

. Install FileZilla using a tarball from the FileZilla web site.
. Install the chess program from the installation DVD with the rpm command.

1

2

3. Install the compilers and kernel development packages using yum. H

4. Install Wireshark using Package Manager GUI . Use GOOg I e When trou ble-ShOOtl ng

Forum

If you get stuck on one of the steps below don't beat your head against the wall. . Late WO rk IS nOt aCCG ptEd SO
Use the forum to ask for assistance or post any valuable tips and hints once you

have finished. Forum is at: http://simms-teach.com/forum/viewforum.php?f=10 - Su b m it Wh at yo u h ave fo r parti al
— credit.

37
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CIS 192

First Minute Quizzes

* The purpose of the quiz is to start each class
on time

* 10 quizzes worth 3 points each

 Each quiz has three questions that are given
out a week in advance.

e Prior to the actual quiz, students may work
together and use the forum to discuss the
answers.

* The quiz will start right at the beginning of
class. They are closed book/notes/computer
and no one may ask for or give assistance
during the quiz.

« There are no makeups if you are late or miss
class. Of course there are always ample extra
credit opportunities! 38
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94 e Yot Ml 1

S T ey e cmf’;‘m e Post que stions and answers
RhoBB s o

ctraatng ¥ Ensaseni =

 Share Linux information

» Post class notes for classmates
who miss class

» Get clarifications

 Share Linux information

As an incentive to use the forum - students can earn 4 points per
CIS 192 forum post (capped at 20 points for each ¥4 of the course
calendar)

39
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CIS 192

Textbook Class Forum
POSTREPLY i | |G, Search this topic.. ? posts + Fage Lol
Textbook

[iby Benji Simms on Thu May 15, 2008 2:57 pm

What is the textbook for this course? | want to get it ahead of time and start reading through it.

Benji Simms

Last edited by Benji Simms on Mon May 26, 2008 11:21 am, edited 1 time in total.
Posts: 5

Joined: Thu May 15, 2008 2:40

 Usernames cannot be anonymous and must o
be:

* Your real first and last name separated by a
space e.g. Rich Simms

* Your username must match a name on the Rich Simms
class roster otherwise the account will be Posts: 340
Joined: Thu May 15, 2008 1:44
deleted pm

« Uploading an avatar is optional. ldentifying
photos are preferred so students can get to know
each other.

Benji Simms

Posts: 5

Joined: Thu May 15, 2008 2:40
pm

40
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Class Activity
Forum Registration

There is a Forums link on simms-teach.com TO RegiSter:

¥ 5% htto//simms-teach.com/

tere.. [ QUAGGA - The Easy.. [EJ Facebook|Home B Rich's Cabrillo Colle.. @ Vahoo! W) WordReference 1 - B rowse to th e fo rum

o] 3. Review and agree to
terms

4. For your Username to be
Or browse to opus.cabrillo.edu /forum aCCGpted It must be:

L) i " b - T EpE Ve ar g

¢ htt n://opus.cabrillo.edu/forum/index.php?sid=cdb3abe3ead54801a5b9352c08e40805 » O~ 4 [ ) yo u r fi rSt an d IaSt n am e
rew. [ QUAGGA - TheEasy.. [EJ Facebook|Home g Rich's Cabrille Colle.. ! Yahoo! W] WordReference.com 3 Other bookm
separated by a space
B Cabrillo College: Computer and Information Systems - = - L
e Fonm B e e Gt s i e e vncad e e.g. Rich Simms
« match a name on the
class roster

Note: Anonymous or incomplete user account names will be deleted! 5
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 Roll Call

o Add Slips

e Last day to add is 2/19
 CIS 180 - Capstone Class

See: http://www.cabrillo.edu/~grollinson/

43
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Cabrillo Networking Program Mailing list

Subscribe to (no subject or body):
e networkers-subscribe@cabrillo.edu
e Program information
e Certification information
e Career and job information
e Short-term classes, events, lectures, tours, etc.
e Surveys
e Networking info and links

[Pt Compter Suppart/Websits Design)

[ e ——

uuuuuuuuuuuuuuu

Camguter Tochrieisn 4183

Camguter Falated

44
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MSDN Academic Alliance

Google |.=|[E] g

Navigation Menu
FREQUENTLY ASKED
QUESTIONS

HOW IT WORKS
PRIVACY POLICY

Get Your Personal CDs Here!

-.l Gongle_ e \Fread) Yaho.. * | & Log in to Blackb... » ' [E] Facebook | And... ' @i Rich's Caﬁo / [ Cabrille College L ) M iC rosoft Software fo r
L C % hitp//msdn07.e-academy.com/elms/Storefront/Storefront.aspx?campus=cabc_cis&npl=112 > G- F-

& Suggested Sites @& Web Slice Gallery Welcome to Facebo... o, Christopher C. Keys, ... (] Other bookmarks Stu d e ntS reg iste red i n
Tottware )

. aClSorCSclass at
searen Search is for product titles only. Cab ri I I O

Search by product titles F

* Available after
Ay

W registration is final

Windows Server  Windows Vista

003 P—— Windows Sewjr 2008 DVD SQL Server 2008 (tWO We e kS a.fte r fi rst

Enterprise (DVD)

! - b 3 - class)

Windows Vista Business DVD

| _.a/ ce =
= OneMots 2007
Visual Studio .NET 2005 Visual Studio Expression Studio i o i R o
Professional - Full Install 2008 Pro 2

| ¥ t""
F s | e wspar i 1
W \ Office e
Wi

isio
Professonal 2007

SharePoint Visio Professional  Visual Studio 2008 Professional Windows 7

Praject Prafessional 2007 Designer 2007 2007 Edition (x86) - DVD Professional (x64)

Windows 7 Professional (x86)

In order to obtain and install the softwars on this site, you must be zn eligible userin the System. Your Program Administrater is
responsible for providing eligible users with a username and password, If you believe you are an eligible user but have not
received a password via email, please send email to your Program Administrator: Jim Griffin

http://msdn07.e-academy.com/elms/Storefront/Home.aspx?campus=cabc_cis
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Cabrillo GNU/Linux Users Group
(CGLUG)

Come Alive!
From: Jim Griffin <jimg@Opus.cabrille.edu= Add to Contacts
To: Cabrille GMNU/Linux Users Group <cglugi@cabrille.edus

Hello CGLUG Community,
| am going to inject a little activity into the Cabrillo GMU/Linux

for a showing of the Revolution OS5 video and to help students install
Linux on their laptops or at least VMware so they can run Linux. We'll
see what kind of enthusiasm there is, and who knows - maybe the campus club

will revitalize?
I'm looking forward to seeing some of you wizened wizards. Remember, that's

whether this Isit serv is suiting our needs, or weather we want to create
a forum to discuss and keep abreast of GMU/Linux issues.
Till then!

Jim Griffin

Tomorrow at 6:00 PM if you are interested
46
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g5k, 1955 "

Student Survey and Logins Sheet

UNLX /Linux Metwork Administration {CIS 152AB-86521)
Spring 2010 -- Student Survey

Student Information

= First Narme: Lt Nawme:

»  [Diate: Email address:

& Grudqu chioice: U Pass/MNo pass (0 Grade [dhosss zne, vou may changs your ming inter]

s O Confer will be used to record each dass. There is 8 video cam option which may be
used which could record student’s faces. Do you give permission to past on the web amy

recordings that show your face? Oyes Cino

Computer Background

* Previous computer classes or training taken:

» ‘Work or other experience using compubers:

Home equipment
* Do you hawve a computer/phone headset (earphones & microphone)? Oyes Ono
* [ you hawe a computer with at least 268 of RAMT Oyes Oino

» [ip you hawe Internet accem? Qo Omodem O dslfcable

Course Objectives

= ‘What are you haping to leam in this dass?

»  (Other comments or special leaming needs?

Lagins and Passwords for CIS 102

Class Computer Stations {room 2501 )

Username: _C15 192 Passeard:

COC Confer { http:/ /www.ccoconfer.srg)
Diak-in: _BO8-BEE-350]1 _ Passoode: 439000

192 Linux ¥Ms:

Usermame: _cisl92 . Paz=word:

Usermame: _roat Fassward:
Opus {opus.cabrillo.edu )

Usarmame: _cis192 . Pas=mword:

Usermame: _ Fansword:

Help Forum {http:/ fopus.cabrillo.edu /ferum /)

Usermame: ) Fassword:

CIS-Lab-wx Systems (Room 2504 and CTC):

Usermame: _C15 192 . Fassward:

Other:
System: Usernaime: } Password :
Cystem: Usermame: . Passwond
Cystem: Ussrrame: . Passwond
System: Ussrrame: . Passwond
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Equipment

48



Heathkit |l

Who likes P
building
things?
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cables Switches

If you like building things, you will like this course! 50



CIS 192 - Lesson X ‘ I |W

Assembling components into solutions

eth3

*R1 faly0 = Ethernet/eth0
+R1fady1 = Ethernet?/ethl

+R2 fa0/0 = Ehternetd/eth?
+R2 fady1 = Ethermetd/ethd

Systems
(using VMware Linux VMs)

Routers
(Using Dynamips emulator
on a Linux VM)

— “Rack”
Network connect tion v At D oA ek i W | WGP WAL
" Bridged: Connected directly to the physical network - -2 o mmts i
= o =
" MAT: Used to share the host's IP address (U S I n g O n e P C) = .
e ] S
" Host-only: A private network shared with the host LT e ——— o
¢ Custom: Specilic vitual network :-a-q } :x fl fl
Vhiret2 - N T I
I ne J We [ bt |
L0 S prre— = |
[0 S ey B
O v =]
(" S e |5
: Carce I Mo

Cables

(using VM Ethernet Settings) Switches

(Using VMnets as Hubs)

We will use virtual equipment in this course so every student has lots of

building blocks to play with! o1



CIS 192 — Lesson 1 ‘ I IW

Meet the CIS 192 Systems

4 CentOS 5.4

1 CentOS 5.3

2 Ubuntu 9.10

1 OpenSUSE 11.2
1 RH9

1 Fedora 12

1 Windows XP

’

Arwen Elrond Celebrian

The servers
boot to run
level 3

eth0 ethl eth0 ethl
Servers

eth0 ethl )
ethx = interface

S

Frc;do

Fang William Treebeard Nosmo Sniffer ctho
Ji/ ethl
L N cth2
= = = = — P eth3
ethO ethO ethO Local Area ethO ethl
. Connection eth0 ethl . 52
Clients Special



CIS 192 — Lesson 1 ‘ I lw

These systems are all virtual machines and they
can be found on all the lab and classroom PCs.

VMs

B 7

Elrond Celebrian

@@

Treebeard Arwen Legolas

2

The virtualization
layer is provided by Classroom or Lab System

VMware Server (VMware Server station)
53
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opus Bubbles (DNS)
Our Network 207.62.186.9  207.62.187.53

172.30.1.0/24

.101
] 72.30.4.0/24 1,
s’;tion—01 E
——
i_ oo H \ \\172.30.4.12\depot
I .102 —
J instructor CTC
station-02 CIS Lab Systems
| 0 CIS Lab
.103 '
Y CIS Lab Systems

y i
station-03 10

yd

s_nickers 54
(DHCP)
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Lab Resources
CTC Building 1400

There are several VMware Server stations (labeled CIS-Lab-XX)
in the corner with the Linux VMs for students to use at the CTC.

These systems are labeled
as CIS-Lab-XX

Hours posted at: http://www.cabrillo.edu/services/ctc/hours.html 55
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Lab Resources
CIS Lab Room 2504

There are several VMware Server stations (labeled CIS-Lab-XX)
along the wall in the CIS lab

These systems are labeled
as CIS-Lab-XX

Hours posted at: http://webhawks.org/—cislab/
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Lab Resources
CIS Lab Room 2504

For real cabling practice, use the older PC's in the system pods. They have Trios switches
for hard drive selection. Push in the second button before turning on the machine to run a
local version of Red Hat Linux. Great way to practice your cabling sKkills.

| AR
‘ | ' ROMTEC
" Spr— .
Windows Linux Windows
Client (CIS 192) Server
(CIS 196) (CIS 196)
>
-ﬁ 2 NICs per server. Patch cables are
R > color coded to match server:
il ' * “2” indicates cable to 2nd NIC (ethl)
< * Other cable goes to Intel NIC (eth0)

System Pod

Hours posted at: http://webhawks.org/—cislab/
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CIS Lab — Room 2504
http://webhawks.org/—cislab/

Pod Consoles Pod Consoles Pod Consoles Pod Consoles

cee H eece ece f cee

Network Pod Network Pod

System Pod  Student Project Pod

© e

Pod Consoles

oo

System Pod System Pod
P < < < < <
Crash & Burn New VMware Stations (CIS-Lab-01 to CIS-Lab-06)

Installation Systems



@ Rich's Cabrillo Collage CIS Classes - Resources - Mozilla Firefox MR T

(= = e

’E Done

Gateway: 172.30.4.1 DNS: 207.62.187 54

N - -
B e ey s Lo B Don't ruin your day with
@ - c Q | @ hitp://simms-teach.com/resources.php ot ﬁ' wiki hypervisor ,O‘ d I_ dd l
(& Disabler S Cookies MEBE"ER ] €55~ [] Forms= &) Images+ (@) Information= | Miscellaneous= ./ Outline= | § Resizer 1 Tools~ ;x| View Sourcer . Opti u p I Cate I P a reSSeS -
| || simms_final * | :Rich'sCabrithuﬂege(]SCI... x | wH Create a Survey - SurveyMonk., > ‘ W Hyp - Wikipedia, the fre.. = | - IT
Use the Static IP tables t
o 1 =
Rich's Cabrillo College CIS Classes | se e atlC apiles 1o
e i find a unique IP address
Links you are using
Instructors Getting Linux Howtos
* Programmin * Linux 1505 * HowtoForge
Master Ed * Kernels * email
15 192 * Linux Master Jim « RPMs ® DNS S _
— » Web Master John + Ethernet (NIC driv{ (@) static-ip-addrs.pdf (application/pdf Object) - Mozilla Firefox =)
Previous Classes e Network Master Tools and Software * NIS
File Edit View History Bookmarks Tools Help
Gerlinde ) « Apache . PPP po iy
» Network Master Rick « Bastille » NFS e £y (BB http//simms-teach.com/docs/static-ip-addrs.pdf 77 - [ Google o
* oygwin
Clubs « DIA i Student Howtos . | g _ . X .
DIAG, diagnostics - = ;
1 TR « Making an ethernd (@ Disabler /2 Cookies~ Measurelt || €5+ ] Forms® [4] Images (@ Information~ () Miscellaneouss " Outliner :: Resizer JE Tools Q View Sourcer
Group + John the Ripper by Michael George| . . ) |
+ MSDN Academic « Home VM access J ks"""c'"""""s"""["l’pl“:i"""""'"ﬂ“'I * | |'
Departments Alliance router 7 L 7 | & £l & @& AR
o CNSA « Neffilter by Marc Romanskyj: H : 4 % 172 Ik £ Q & ® 679% - @' / Sign * iﬂ' tj : Find -
. CS « Putty SSH Tools o Putty to VMs
. C5 * Tripwire by Marc Romans} =
_ * VMware Server  Installing Virtualb:
crib Sheets + Wireshark by Marcos Valdeb
Linux Permissions L] e =
Ollie Wright (CIS 90) Y ]
* Ollie Wright (CIS90) || o0 by Michael Wicher IP addresses for VM's in the CIS Lab and CTC

T R S

ClIS-Lab-01 172.30.4.101 172.30.4.121 172.30.4.122
ClIS-Lab-02 172.30.4.102 172.30.4.123 172.30.4.124
ClS-Lab-03 172.30.4.103 172.30.4.125 172.30.4.126
ClS-Lab-04 172.30.4.104 172.30.4.127 172.30.4.128
ClS-Lab-05 172.30.4.105 172.30.4.129 172.30.4.130
CIS-Lab-06 172.30.4.106 172.30.4.131 172.30.4.132
CIS-Lab-07 172.30.4.107 172.30.4.133 172.30.4.134
ClS-Lab-08 172.30.4.108 172.30.4.135 172.30.4.136
ClS-Lab-09 172.30.4.109 172.30.4.137 172.30.4.138

ﬁ Done




Field Trip
CIS lab — Room 2504

60
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What 1s a virtual machine?

* Virtual Machine Monitors or Hypervisors allow a real
computer to create and simulate multiple virtual computers.

* The simulated computers are called virtual machines or VMs.

« VMWare, MS Virtual Server, VirtualBox, Xen and KVM are all
examples of Hypervisors.

Virtual
Machine

* You load an OS (operating

Virtual

Nasgne 3 system) and_app_llcatl'ons on a The EMH doctor
- virtual machine just like you on Star Trek
Machine 4 would any other computer. Voyager was a
simulation

« The OS and apps do not even
know they are not running on a
“real” computer.

* Over the network the virtual
machines appear just like any
other computer. 62



Virtual
Machine 1

=f |

==

Virtual
Machine 2

=f |

Es

==

Virtual
Machine 3

=]

=]
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Virtual Machines

Multiple OS’s on one computer
. running at the same time
... Sharing the same physical hardware

Benefits of virtualization:

Rapidly and inexpensively bring a new computer online.
Optimize performance by moving VMs between physical hosts.
Run legacy apps on old OS's

Test new OS's.

Consolidate data center on fewer servers. e

Students can have their own personal computer lab.

But, when the physical host goes down so do all the VMSs!

63
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Microsoft Virtual Server 2005

1) 8396-ii Status - Moxzilla Firefox

s v g be e ¢ ForJim's CIS 192 | used MSVS

‘; = @ X o | [heuieasseisioeeivinuatserver vaebiop. exe?view=1BsortBy=ascandnghameafirstyToDisplay=0 77 - |[G]+| Goodle P

[2] Most visited 4 Getting Started .| Lakest Headines . to Simulate eaCh Of the Stations
Virtual Server20sr2 =i “ | that used to be in the CIS Lab.

i 4 | |g396.ii Status 7]

w:u:r&aervel::nanager‘l Page 1 of 2 et For Ed'S CIS 165ph I used

Remote View Virtual Machine Name5 Status Running Time CPU Usage

MSVS to installed Apache, PHP,

Virtual Machines 7]

Sarver Propeties
‘Website Properties

virtualization product
going forward. Itis
part of Win Server
2008 and available
P v Free_dowr_lload stand-alone as a free
g v Multiple virtual networks download.
v’ Virtual serial ports

Resource Allocation
EventViewer

S MySql and PHPM_yAdmin on a
li— 4 VM (XAMPP for Linux)
Mirtual Networks 7] '_ e Lo " m
o« B - Note: MS Hyper-V is
proall| - JES the new CLI-based

m

legolas 4 Off nia nia

S Kl

Transferring data from 8396-i... | [

But ... | did have some initial video problems installing some Linux distros
64
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Sun VirtualBox 3.1.4

Sun VirtualBox ‘lglﬂlg

File Machine Help

| {2} {b {5} petais | @ snapshots | G Desaription | MarCOS dld a HOWtO on
| Mew Settngs Start Discard E General VirtualBox which is on the

MName: tara

. Resources page of the web

Base Memory:

Eiol : site in the Student Howtos

IDE Primary Master: tara.vdi (Mormal, 5.00 GB)

Boot Order: Floppy, CD/DVD-ROM, Hard Disk
T-x/AMD-V: Enabled t H
Mested Paging: Disabled S e C I O n
Display
Video Memory: 12 MB - e e — e
S : A T T T Yoo remanm = W Vet © O
30 Acceleration: Disabled € C # oo //simms-teachcom » DO 4
2D Video Acceleration: Disabled 8 smgmiessie 8 wea e Gurey ] Weomete st o Chiopher 2 omesonimas
Remote Display Server: Disabled Bl it cabrio College CIS Classes
Resources
(3 Storage :
IDE Controller -

IDE Secondary Master: Empty
Floppy Controller i
Floppy Device 0: Empty TR

o Audio
Host Driver: Windows DirectSound
Contraoller: ICH ACS7

bl Cotans
Sl Py

Network
Adapter 1: PCnet-FAST III (NAT)

v' Free download

“’ v Virtual serial ports
v' Has multiple internal networks

v Supported on Windows 7 (unlike VMware Server 1.x) 65
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VMware Server 2.X

& VMware Infrastructure Web Access (administrator@hpd Windows Internet Explorer

._ & https://hpdv2000:8333/ui/#{e:"HostSystern|ha-host" wi{ttrue, 0]} = g Em

A

File Edit View Favorites Tools Help

<7 Favorites ‘ 75 [ Welcome to Facebook! F.. @ Suggested Sites = @& Web Slice Gallery =

> = @ v Page~ Safety > Tools~ @v ”

| (& VMware Infrastructure Web Access (administrato... |_| ﬁ M

&1 VMware Infrastructure Web Access (administrator@hpdv2000)

| P

B npdv2ooo
Summary ” virtual Machines ” Tasks ” Events ” Permlssmns|

Application Virtual Machine Administration | Help | Virtual Appliance Marketplace | Log Out

@ 192-arwen

i i -~
. General Commands
1 192-celebrian | =
5y 192-elrond [ Hostname hpdv2000 EI Create Virtual Machine
& 192-frodo Manufacturer Add Virtual Machine to Inventory
Gy 192-legalas Model Add Datastore
1 192-nosmo Configure Options
{31 192-sauron @ Processors Intel(R) Core(TM)2 Duo CPU T9300 @ 2.50GHz Edit Host Settings
() 192-sniffer Edit Virtual Machine Startup/Shu
1 CPUx 2 Cores
&1 empty Refresh Network List
& wi Usage | 375.00 MHz
win-7-pro VMware Tips =1 |+
TTarget Status Triggered At Triggered by Completed At

Done o Trusted sites | Protected Mode: Off fy v H100% v ;

v Free download
v Multiple virtual networks
v Virtual serial ports

I use this on my
Vista-64 notebook
computer (4GB RAM)

but ... first-time install much more complicated than VMware Server 1.x 66
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VMware Server 1.X

B3 Local host - ¥Mware Server Console [_ O] =]

J File Edit Wiew Host WM Power Spapshot  Windows Help

Inventory x -
192-sauron —

g3 192-frodo
@ 197-sniffer Stake: Powered off
1 192-legalas Guest 05: Ubuntu
ﬁ} _ Configuration file: H:\wmware-vms!192-sauroniUbuntu. v

192-nosma
1 192-Fang Yersion: Current virbual maching For YMware Server 10,9 We U Se VMware
(1 192-willam

(51 192-elrond Se rve r i n th e

{51 192-celebrian

B 197.amen || Commands classroom and lab

E53192-sauron [p start this virtual machine Memary 512 ME
(5 win-2008 fIb Edit virtual machine settings & Hard Disk (SCSI 0:0
() win-7-pro B5co-rom (oE 1:0) Auto detect
@ 192-treebe. .. &Floppy Using drive A
CRbempty BB Ethernet Cuskarm
B linux-xp B8 Processors 1

Notes

Ubuntu &.10 client {with DHCP)

v Free download
\ ") v/ Multiple virtual networks
v’ Virtual serial ports

but ... not supported on Vista and on Windows 7. Must disable

certificate checking on every boot-up
67
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VMware ESXI

This is a
"bare-metal"
hypervisor

It is not
installed on
another OS

v Free download
v Multiple virtual networks
v Virtual serial ports

Looks very interesting!
68



CIS 192 - Lesson 1 e ﬂ " IW

Xen and KVM (Kernel-based Virtual Machine)

« Xen is a bare-metal hypervisor. It is the
foundation for XenServer from Citrix | haven't tried
these two yet
« KVM is a new serious alternative. Supported
by Red Hat and Canonical (Ubuntu)

v Free download

v'Open source

? Multiple virtual networks
? Virtual serial ports

They both look very interesting!

69
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@ ClassR.. ' % Google.. -

€ &+ C N % hitpy//simms-teach.com/resources.php

l CIS 192
Previous Classes

Cabrillo College
! Static IPs

ﬁ Suggested Sites & Web Slice Gallery [EJ Welcome to Facebo... ., Christopher C. Keys,...

> O- &~

[ Other bookmarks

Rich's Cabrillo College CIS Classes

@ Resources

FS

Links
Instructors Getting Linux Howtos
« Programming * Linux ISOs HowtoForge
Master Ed * Kernels email
» Linux Master Jim * RFMs DNS

« Web Master John

« Network Master
Gerlinde

« Network Master Rick

Clubs
¢ GNU Linux Users
Group

Departments
+ CNSA

« (5

« CS

Crib Sheets

» Ollie Wright (CIS
90)

Documentation

Tools and Software

* Apache

« Bastille

* Cygwin

« DIAG, diagnostics

« DOS boot disks

« John the Ripper

* MSDM Academic
Alliance

s Neffilter

+ Putty S5H Tools
s Tripwire
+ Wireshar
Standards

e IETF (RFCs
« JEEE

Commands
« Practical

« Ethernet (MIC drivers)

Student Howtos
« Making an ethernet cable
by Michael George
¢ Home VM access via Linksys
router
by Marc Romansky
+ Putty to VMs
by Marc Romansky
+ Installing VirtualBox
by Marcos Valdebenito
« Linux Permissions
by Michael Wicherski
¢ Guide to /bin/mail
by Michael Wicherski

Linux News
¢ linuxtoday

There is a link on the
Resources Page for
downloading VMware
Server

Look in the Tools and
Software section
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within
virtualization
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Dynamips and Dynagen

Options for learning to use a router
* A real router (hands on)
 Net Lab (remote access)
 Packet Tracer 5.2
« Dynamips/Dynagen emulator
» on a real PC
» on a VM

You can think of Dynamips/Dynagen as “VMware for routers.” 10S runs on
the emulator just like a Linux OS runs on a VM.

See the Dynamips/Dynagen tutorial at http://dynagen.org/tutorial.htm

72
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The Dual-c2621s VM

Located in: D:\cis192\My Virtual Machines\192-Dual-c2621s

eth2 eth3

« R1 fa0/0 = Ethernet/ethO
* R1 faO/1 = Ethernet2/ethl

* R2 fa0/0 = Ehternet3/eth2
Centos 5 * R2 fa0/1 = Ethernet4/eth3

+Dynagen A CentOS VM that runs

Dynamips/Dynagen to
emulate one or more
Cisco routers

ethO

ethl
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VMware 101
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VMware
Server icon
on Windows

desktop

esson o ko B AR R BT UV

Power on a VM

ES YMware Server Console - Connect to Host

VMware Server Console

Select the WMware host that you want ko col
To access virtual machines on the local comp
select Local host, To access virtual machines

select Remoke host and enter the host name
and passward,

() Remote host

N

ES Local host - ¥Mware Server Console

J File Edit “iew Host %M Power  Spapshot  Windows  Help

Inventary

(3 win-2008
E:' Win-7-pra
Ej 192-Arwen
@ 192-Frodo
ELlJ 192-5auran

51 192-nosma

51 192-Treebeard
(5 192-5niffer
[34192-Dual-c2621s
7% 192-nosmo-2501

x

192-Frodo

State: Poweered off

Guest 05: Lbunty

Configuration file: H:\wrmware-vms\vms-spr
Yersion: Current wirtual achine f
Commands

[ [ start this virtual machine ]

Hﬁ Edit virtual machine settings

Select a VM, then Power On or
Start this virtual machine to start the VM

Choose Local host to access local VMs.

Note: If you don't see this choice, wait a
minute or two and try again. This can
happen if you just booted up the PC and not
all the VMware services have started up.

Initial BIOS
screen

Login after start-up is
complete

75
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Keyboard and mouse

Which computer has the keyboard and mouse?

the Host?

e e 107 S| S EE

* Click inside the VM to let the VM use the keyboard/mouse

» Type Ctrl-Alt keys, at the same time, to release keyboard/mouse back
to the host computer. See the hint on the lower left corner of the VM if

ou forget this.
Yy g 26



S Local host - YMware Servel

File Edit View Host WM Power  Snapshot  Windows  Help
b &
Tnventary Q\
& 192-frodo
(31 182-sriffer State: Powered off
(1 192-leqolas Guest 0S: Ubuntu
51 192-niosmo Configuration file: H:\vmware-vme|132-frodolUbuntu.vmsz
) 192Fang Yersion: Current virtual machine for YMware Server 1,08
) 192-wiliam
& 192-elrond
(5 192-celebrian
@ 192-arwen Commands Devices
151 192-sauren B Start this virtusl machine [ S12 1B
B Edit virtual machine settings S Hard Disk (SCS1 0:0)
%CD-ROM {IDE 1:0% Auto detect
HEFioppy Using drive A:
EBEthemet Bridged

@8 Processors 1

Notes

Ubuntu 2,10 dlient {with DHCP)

Inventory pane visible

The inventory pane
shows available VMs
that are available for
use.

] =N .
-

e
& i

ew Host WM Powsr Snspshot  Windows  Help
Fullscreen  GrbeAl+Enter | | Se =
_ guickswich  F11 -
I Current Yiew r bdo -
v hutofit Window Powered off VI eW > I I Ivel lto ry
s Aucofit Guest Ubuntu
o it Windew Mo ion file: H:ywmware-w
Fit Guest How Current virtu: O r F 9
| —

Go ko Home Tab

m, to toggle the

T Status Bar is virtual machine

—=em | QVENtory pane view

S Local host - YMware Server Console [_[C]

Edit  View

Host WM Power Snapshot  Windows  Help

192-frodo

State:

Guest 0S:
Configuration file:
Yersion:

Commands

Notes

Uburitu 8,10 dlient (with DHCP)

Pawered off

Ubuntu

Hikmuare-vins 192-FrodolUbunu v

Current virtual machine for ¥Mware Server 1.0.8

Devices

[p Start this virtual machine B Memory 512 MB
{fh  Edit virtual machine settings SHard Disk (5CST 0:0)

2yco-RoM (I0E 1:0) Auto detect
Using drive A:
Bridged

& Processors 1

YMware Server 1.0.8

Inventory pane hidden 77



B2 Local host - Viware Server Console

File Edit ‘Wiew Host
(m]m b &
Tnwentory

(1 red Hat Linux dis172
@Wmdows Vista cis194
@Wmdows Vista cis172
@My’MSServer cis 196

@My’MSServerZ cis 196
(5 192-arwen

ﬁl 192-celebrian

(1 192-elvand

@ 192-fang

@ 192-frodo

I+ @ 192-lzgolas

@ 192-sauron

@ 192-sniffer

(5 192-wiliam

W

windows  Help

(@]

Power  Snapshot

B @& (0

192-frodo
State: Powered off
Guest 05: Ubuntu

Configuration file: D:\cis192\My virtual Machines) 192-FrodaiUbuntu. vmx

Yersion: Current virtual machine For WMware Server 1.0.8

Commands Devices

Memary

B Hard Disk {SCSI 0:0)

Byco-rom ¢Ioe 1:0)
Floppy

EBEthernet

ﬁ Processors

[ start this virtusl machine
Eil Edit virtual machine settings

Notes

Ubuntu .10 client {with DHCP)

512 ME

Auto detect
Using drive
Bridged

(mm p =
Irventary

(5 Red Hat Linux cis172
@ Windows Yista cis194
@ Windows vista cis172

@ MyMSServer cis 196
(D MyMSServer? cis 196

Disable Tabs if you need
more vertical screen real

estate

@ 192-arwen
D 192-celebrian
(3 192-ekand
@ 192-fang

@ 192-frodo
@ 192-legalas
[T 192-sauron
(D 192-sniffer
() 132-illiam

al host - YMware Serve ole
Edt | | Host VM Power Spapshat i

~ il =)
= ‘ Quick Switch  F11 JE

ary

Shat TNt View

dows Yis v Autafit Window Faw

dows Wi Autofit Gusst Ubu

sServe Dok

SServe cun

-arwer

.| GotoHome Tab

*-celebriz

elrond | Inventory ]

fang n

3 Toolbars 4

*-frodo Status B il mach

Hegolas XSRS chine se

*-sauron

2-sriffer

»willam

e =

Use:
View > Tabs
to toggle

liam | g 1

State:
Guest 0S:

Powered off
Ubuntu
Configuration file: D:\cis192\My Yirtual Machines! 192 -frodoiUbuntu, wms

Yersion: Current virbual machine For YMware Server 1.0.8

Commands Devices

[ start this wirtal marhine
ﬂi‘l Edit virtual machine settings

lemory

Floppy
EBEthermet
B Processors

Notes

Ubunktu 8,10 client {with DHCPY

= Hard Disk (5051 0:01)
Byco-Rom (e 1:0)

512 MB

Auto detect
Using drive A:
Bridged

1

v

WMware Server 1.0.5

78



S .
g5k, 1955 " ]

B3 Local host - ¥Mware Server Console |_ (O] x|
ey || e e » T Use VM settings to show and
(1 192-frodo Inistall WMware Tools, .. 1= -
@izt || 192 Lpgate ttsmachn adjust RAM, add more
& 192-legolas State: ’
@ 195-nosmo Cuest Connected Lsers h d E h
ues!
ﬂl 192-fang Config  Sznd Chrlt Al Del diRed Hat Enterprise Linux 4,vmx a r Ware y CO n n e Ct t e r n et
g 192-william Yersio  Grab Inpuk Chrl+G r WMware Server 1,0,9 - n " 1
192-elrond f I d C D
Bz s — interfaces, "loa s, etc.
(0 192-arwen Delete from Disk
ﬂl 192-sauron R Devices
[ win-2008 LD
1 win-7-pro Hemory Sz ¥irtual Machine Settings [ x| I
(192 treehe mll Edit virtual machine settings ] &I Hard Disk (SCSI 0:0) g
@inocsp Zyco-rom (e 1:0) Auko detect —
@em N P Floppy Using drive A: | Optianz |
el EBEthermet Custom - M
EBEthernet 2 Custom Device | Surnmar | em_UI"" o
&) Processors 1 Memory c17 ME Spetl';llf}' th_?hamounl of memary ?ILocated Itto tlhls f\’l{tmaBl
3 Hard Disk (55T 0:0) machine. The memory size must be a multiple o .
%CD'ROM (IDE 1:0} Auto detect Memary for this virtual machine:
Notes Floppy Using drive A: i -
—_— I g1 2:, MEB
Cent0s 5.2 server EBMEthernet Custam “ ==l
EREthernet 2 Cuskam Ludh & 3600
ﬁ Processaors 1
& Guest 05 recommended rminimun: 32MB
& Recommended memary: 256kE
& Maximum recommended memaony: 1736MEB
[Memor swapping may occur bepond this size]

Use:

VM > Settings ...

or Edit virtual machine settings
or right-click on VM in Inventory add. | Borowe
list and choose Settings... ok | ol | Heb |

VM Settings Dialog Box 29



CIS 192 - Lesson 1

VM Settings Dialog Box

Virtual Machine Settings [Zl Virtual Machine Settings [Zl
Dptions| Hardware | Dptions|
Device Summary glemofwth ol N B Summary Devc'ice statui|
ey pecify the amount of mermory allocated to this virtual — Connecte
B memary 261 machine. The memory size must be a multiple of 4 MB. Memory 256 MB Connect at power on
S Hard Disk (SC3I 0:0) S Hard Disk (SCSI 0:0) _
%CD-ROM ({IDE 1:0} Using image D:de... Memany for this vitual machine: %CD-ROM (IDE 1:0 Using image D:ide... Metwark connection \
gFlnppy Using drive & .—J— ME Floppy Using drive & i ) .
EBEthernet Bridged — Bridged (%) Bridged: Connected directly to the physical netwaork
@USE Contraller Present @0 4 3600 QUSE Contraller Present (O HAT: Used to share the host's IP address
1 . .
& Processors A Guest 05 recommended minimurn: I2ME @ Processors ! (O Host-only: & private network shared with the host
a Hecpmmended =N 29EMB () Custom: Specific virtual network
A Maximum recommended memany: 2884MB
[Memary swapping may accur beyand this size) j
[ ok [ cance J[ Hep [_ox  J[ cancer J[_ hep

Showing RAM size Showing NIC connection
(Bridged or specific VMnet)

Note: You will be using VM Settings to do the VM hardware inventory in Lab 1
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Virtual Machine Settings

Hardware | Optiohs |

Device

b Floppy
EfEthernet

BB Ethernet 2
@USB Controller
88 Processors

Summary
SizMe

Auko deteck
Using drive &:
EBridged
Custam
Present

1

Disk file
‘Hed Hat Enterprise Linus 4-000002. vmdk |

Capacity
b aimnuim size: 10.0GE | System free: 265 GB

Drefragment

Disk information

Disk space is not preallocated for this wvirtual disk.
Wirtual disk contents are stored in one or more files up to
2 GB each

I QK H Cancel H Help

]

Yirtual Machine Settings

| Hardware | Options |

Settings Summary
Ef] General 192-Treebeard
[+ Power
@I Snapshots
Permissions

StartupsShutdown  Power off at shutdown
Q Advanced

“irtual machine name

‘ 192-Treebeard |

Guest operating system
(O Microsoft Windows

() Linu

(O Novell Netware
() Sun Solaris

() Other

Yersion

| Fed Hat Enterprige Linus 4 v |

“warking directary
Suspend files and snapshats will be stored here.

D:hcis1924My Vitual Machines\ 1927 | [ Browse... |

N\

| oK |[ Cancel H Help

]

Showing hard drive capacity

Note: You will be using VM Settings to do the VM hardware inventory in Lab 1

Showing location of VM files on
host VMware station
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.'5; Local host - ¥Mware Server Console

| Ele Edt Vew Host

Inventory x
(3 192-Frodo
5 192-sniffer
1 192-legolas
@192—nosmo
&h 192-fang

(51 152-willizm
(5 192-erond
() 192-celebrian
(5 192-arwen
{1 192-sauron
[ win-2008

@ Win-7-pra
[§3192-tresbe...
Gpempty

& linux-xp

Power  Snapshot

Red Hat Linux release 9

Kernel Z2.4.208-6 on an

Windows

Help

(Shrike)

PZ Local host - ¥YMware Server Console

mosmo login:

J File Edit Wiew Host %YM Power Snapshot

dows Help

F

The Nosmo VM is

Red Hat Linux release
Kernel 2.4.20-6 on an

mosmo login: root
Password:

Last login: Sun Nov 2
‘You have mew mail.
[root@nosmo rootl# ca
#t Generated by iptabl
nat

:PREROUTING ACCEPT [1i
: OUTING ACCEPT [

]

‘You have nmew mail
[root@nosmo rootl# _

@ root@treebeard: ~ 1 [root@treebeard: /varfnamed]

To release cursor, press Cerl-alt,

«* Applications Places System ¢Sk

File Edit View Terminal Tabs Help
Downloading Packages:
wireshark-gnome-1.8.8-1.e15 3.1.1i386.rpm
Running rpm_check_debug
Running Transactien Test
Finished Transaction Test
Transaction Test Succeeded
Running Transactien

Installing : wireshark-gnome

Installed: wireshark-gnome.i386 8:1.08.8-1.e15_3.1
Complete!

[roul@lreebeard ~]# wilreshark

1s

You have new mail in /var/spool/mail/root
[root@treebeard ~1# 1s

Treebeard |

dns-opus-cabrillo-edu
[root@treebeard ~1#
[root@treebeard ~1# [l

dns-www-bonaparte-com-br
dns-www-google. com
dns-www-gundel-hu
dns-www.zeppelin-gdansk-pl
install.log

| 671 kB

install.leg.

ks.cfg

test.cfg

shown in one
console

The Treebeard VM

IS shown in a
second console

sysleg

c= [
[tware Server 109 [ | Eh S @@

If your screen is big enough you may want to use a different
console for each VM
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g5k, 1955 "

Bringing up a graphical terminal

ST N
Elle Edit Wiew Host M Power Spapshot  Windows Help
s n[b &

Applications  Places System CQ e E @ & i Sat Jan 31, 357 PM | cis 192§

Frodo Terminal

4 Local host - ¥Mware Server Console o [=] 3

“ File Edit ‘“iew Host WM Power Snapshot  Windows  Help

| m[r @
quphcations Places System i@e

=0 & o sat jan 31, 4:00PM | cis 192(F)

| cis192(a@frodo: ~
File Edit View Terminal Tabs Help

cis192@frodo:~% hostname

frodo

cis192@frodo:~% who

cisl192  tty7 2889-01-31 15:01 (:0)

cis192 pts/@ 2009-01-31 16:00 (:0.0)

cis192@frodo:~% who am i

cisl192 pts/@ 2009-01-31 16:00 (:0.8)

cis192@frodo:~5 tty

/dev/pts/e

cisl192@frodo:~$

[ | 5
WMware Server 1.0.8 | EEE’E A

Open graphical terminal on Frodo by
double clicking on icon

The Terminal program is also 3
found under the Application e —— ]
menu of Gnome desktops Type commands
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Treat VMs as real computers

Powering off a VM is the same as holding down the power button on a real
computer. Any pending drive writes will be lost and open files may become
corrupted.

Shutting down your host VMware station before shutting down running VMs
can also result in corrupted files for the same reason as above.

The fastest way to shutdown Linux is to use: init O

Closing the VMware Server Console does not shut down the VM which will

continue to run.

Always shutdown any running VMs when you are finished
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Revert to Snapshot

,'5; Local host - ¥Mware Server Console [_ (O] I

J File Edit Wiew Host VM Power Spapshot  Windows  Help

[mmp &

Invvenkary = ‘ |

B 192-frodo
(1 192-snif Qper Gtate: Powered ofF
1 192-leq Close Guest DS: Uburitu

Configuration file: H:\wmware-vmst 192-frodoiUbuntu, v

G 192-nos Pawer On ]
Current virtual machine For YMware Server 1.0.8

{51 192-Fan Pawer OFF ¥ersion:
1 192-will Suspend
[ 192-el Reset

r

<

@ 192-celt
@ 192-arw Tiake Smapshot. .. Commands Devices
(11925 E t-;.r..:;h_-t Skark this virkual machine Memory 512 ME
EMEE 2NapETe Edit virtual maching settings S Hard Disk (SC51 0:0)
Capture Screen.. . %CD-ROM (IDE 1:0) Auko detect
Floppy Using drive A:
Install Wware Tools, .. EBcthernst Eridged

Upgrade Yirtual Machine

ﬁ Processors

1

Renarne

Remove from Inventory

Delete from Disk
otes

gettings. .. Jbuntu 8,10 client {with DHCPY

WMware Server 1,08 &

Revert to Snapshot will restore the VM back to its
pristine state.

Very useful if you trash your system by mistake using
your rootly powers!



Class Activity
Fire up Frodo and Celebrian

s

Explore the memory and Ethernet settings for the Frodo and

Celebrian VMs (use Edit virtual machine settings)

Startup both Frodo and Celebrian VMs in two separate consoles.

Log in as cis192 on both VMs,

On Celebrian, use su — to become root user.

On Frodo, start a graphical terminal and su — to become root user.

On Frodo, show the Inventory panel but no Tabs.

On Celebrian, show the Tabs but no Inventory panel.

Use the Inventory panels and Tabs to switch the two open consoles

to a different VM.

9. Use Ctrl-Alt-F1 on Frodo to get a virtual terminal and log in as
root.

10. Shut down both VMs with init O

11. After shutting down, revert both VMs back to their snapshots.

£ 1 R T

Click inside VM for it to capture the mouse, press Ctrl and Alt keys at
the same time to release the mouse 86
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Cent03 release 5.2 (Final)
Kernel 2.6.18-92.1.22.el5 on an i686

celebrian login: root
Password:
Last login: Thu Feb 5 HZ:53:4Z on ttyl

[root@celebrian ~1# startx

startx or init 5 can be
used to get to runlevel 5

(graphics)

Most of the CentOS VMs
are configured to boot up
into runlevel 3.

£S Local host - Vmware Server Console

(3 192-celebrian
(0 192-ekond
() 192+ ang

(0 192-sniffer
(0 192-villiam

>

yMware Server 105 @ | O = B @ @

= o e
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File  Edit  ‘Wiew

mip @
Inventary
1 Red Hat Linux cis172
(51 Windows Vista cis194
(51 Windows Vista cis172
@ MyMSServer cis 196
(51 MyMITerverz cis 196
@ 192-arwen
@ 192-celebrian
@ 192-elrond
Eh 192-fang
(53 192-frodo
[ 192-egalas
@ 192-sauron
@ 192-sniffer
G 192-wiliam

Host WM Power

[
#
#
#
N
#
#

Snapshat

Dea @8

File

#
#
#
#
#
#
#
#
ETS

inittab

Author:

windows  Help

root@celebrian:~

Edit View Terminal Tabs Help

root@celebrian ~]# cat /etc/inittab

@192-celehrian

This file describes how the INIT process

the system in a certain run-level.

Modified for RHS Linux by Marc

Miguel wan Smoorenburg, =miquels@drinkel.nl.mugnet.org=

Ewing and

Default runlevel. The runlevels used by RHS are:

0 -
1

halt (Do NOT set initdefault to this)
5ingle user mode

Multiuser, without NFS (The same as 3,
Full multiuser mode

unused

X11

reboot (Do NOT set initdefault to this)

id:3:initdefault: ]

# System initialization.
si::sysinit:/etc/rc.d/rc.sysinit

10:8:wait:/etc/rc.d/rc 0

if you do

& 192-elond

should set up

Donnie Barnes

not have networking)

The initial run
level is
determined by a
setting in
/etc/inittab

Celebrian is
configured to boot
up into runlevel 3

=
2
[
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Copy and paste between VM and host

 Copy and paste between a virtual and host computer
requires VMware Tools to be installed.

 VMware tools makes it easier to use and control VMs

* You only need to install VMware Tools on a VM once.

o After VMware Tools has been installed you must run a
program called vmware-toolbox from the command line

of a graphical terminal to enable copy & paste between
systems.

* Append the command with a & so it runs in the
background.

m LoXXed CIS 192 - Lesson 1 A ﬁ l ' IW
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Enter the
PESTIET vmware-toolbox &
File Edit Miew Terminal Tabs Help Command

g [root@celebrian ~]#4 vmware-toolbox El

4% Applications Places System %@ ® 9

VMware Tools Properties

Options | Devices | Scripts | Shrinkl .ﬁ.boutl plebrian:~ E]@E]

Miscellaneous Options

[+]

Time synchrononization hetween the virtual machine
and the host operating system.

Minimize the
resulting VMware
Tools Properties

Help | Close |

box . __

S |

W¥Mware Server 1,0,8 HoR=Ra] 90
— Rt
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Copy and paste between VM and host

Lusal st - Whbware Siever Congale: EIEE
Fle Edf View Mot VM Power  Snapshot  Windows  Help
U RICRL - ] puj{ =N Mmil=]
I B iSlemaen | (Blarifler | [0 183wiem [ 1
% Applications Places System @%@

Type some example
commands to test copy
and paste with.

x
P 81 R e Linax 172
Wl 5 vindows vista cis194
{5 windows Vista cis172
Ll MyMSServer o 196
(i MyMEsarvne? cis 196
O 192 arwen
3 192-colibrian
£ 192-skrord
& 192 Fang
s 192 Froda
192 degaias

el s 192 wulebwion [ R e T R

a root@celebrian:~
Hle Edit Miew Jerminal Taps Help
¥ [root@celebrian -]# lsmod | grep penet3?

penetdz 5209 @
9409 1 ponetldz

B 192-smuen

- ity -
P e e e Note: These are commands
nsA3828 . ko 0 tulip
pemcia un. ko
forcedeth.ke penetid. ko hoon . Ko

we will be using in Labl.

1fh. ko phy -rhine. ko
bnx?x. ko igh PRR fa-velocity. ko
bonding Lxgh PRR wireless

cassini.ko  ixgbe )
chelsio mii. ko PPp
cxgb3 mlxd pppe
a2k ko myri18ge 4
|rootecelebrian ~# []

Local host - ¥Mware Server Console

Fie ER Vow Hot WM Powsr  Snapihol  Widews  Hep

WD DRE 068
Inwenkor ® > o [y 2w BT & 192k | g 1920w | 192

W% Applications  Paces  System ([ @GR

(5 Pt Mk L e 72
e ——
£ winddows Vista i1 72
gm:::,::; root@celebrian:~
1192wy File m Wew TJermnal Taps  Help
rsa-cokbean ‘ " Shift+Cir4C
B 192-akond ey 1 SOPY ShIft4CHSC
5 192dang N ) Paste SHLACUIHY
P 1924roda
Y (5 1924eguies.
107 mmen
(0 192 sniter
50 1903 vl

Profiles.
Etyboard Shortcuts
Cyrrent Profile...

ity ko

starfire. ko
sundance . ko

Select the text and | i gl
copy it to the Linux
clipboard

WeanServer 108 S o M EE
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Copy and paste between VM and host

Open a program
EEiIsGEd;t] l;ar% !\:w.. :gt LanguagEjSeLt;gs Mac:n ;;n T;xtF-: pfg;ns? Mn:;w “zl_ : D SR (TR Iike note p ad Or
= B notepadd++ on

[rootBoelebrian ~]# lsmwod | grep ponec3i
pcnet3z 35269 0 -
mii 9409 1 pcnet3: WI ndOWS and
[rootBocelebrian ~]1# ls /lib/modules/Z.6.18-92.el5/kernel/drivers/net/
Jocs8x.ko dureny . ko natsemi. ko ppp_sSynctty.ko sSunhine. ko -
8139cp. ko e1000 nezk-pci.ko gqla3xxx.ko tg3.ko aSte I n the
G138too.ko  =1000e netconsole ko r@l6s.ko tlan.ko p

8390. ko =100, ko netxen s2io. ko tokenring rdris r
acenic. ko epicl00. ko ns83620. ko =51=190. ko tulip ) sunhme.ko teXt
awmd31llle.ko fealnx.ko pomcia 513900. ko tun. ko tg3.ko
bh44. ko forcedeth.ko ponet3z. ko skge. typhoon. ko tlan.ko
bnxz. ko ifh. ko phy skyz. wvia-rhine.ko t nring
bnxix.ko igh ppp_async. ko =lhec, via-velocity.ko tulip
honding ixgh rpp_deflate.ko =lip. wireless tun.ko
cassini.ko ixghe rpp_generic.ko starfire.ko typhoon. ko

chelsio wii.ko ppp_mppe . ko sundance . ko via-rhine. ko
via-velocity.ko
wireless

cxghd mlxd pppoe. ko Sungem. ko
dlZk. ko wyrilOge pppox. ko sungem phy. ko
[rootBeelebrian ~]#

MNorl nb char @ 1131 Ln:20 Col:l Sel:0 DosiWindows | AMST

YMware Server 1.0.8 | & = |§| BE

This is one way to exchange data with the Windows
host. Putty (SSH), (p)scp and Filezilla (SFTP) are other
methods we will learn later
92
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Class Activity

1. Start up Celebrian as cis192 and su — to root.
2. Change Celebrian to run level 5 (use startx)
3. Start up a graphical terminal on Celebrian

4. Use vmware-toolbox & and then minimize the property box
that pops up.

5. Type Ispci and Ismod commands to list hardware devices and
loaded kernel modules.

6. Start up notepad++ on your Windows station (pinned to your
start menu).

7. Copy and paste the Ispci and Ismod output on Celebrian into
Notepad++ on Windows.
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Creating VMs
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Creating a new VM
VMware Server 1.08

We are going to make a brand new virtual
computer with one CPU, a 5 GB SCSI drive and
512 MB of RAM

T—i‘; Local host - ¥Mware Server Console

J| File Edit View Host %M Power Spapshot  Windows  Help

QpeEn. .. Ckr|40
== Windon

Close Chrl450

Remove From Inventory

Exit

File > New > Virtual Machine

Don’t’ try it yet, we will first walk through how its done then everyone will make

one in the next activity 95
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B85

Creating a new VM

VMware Server 1.x

New virtual Machine

New virtual Machine wizard

New Virtual Machine Wizard

New Virtual Machine Wizard

Select the Appropriate Configuration Select a Guest Dperating System - .
How would you prefer to configure your new vitual maching? Which operating system will be installed an this vittual machine? Name the Yirtual Machine - .
What name would you lke 1o se for this vittual machine?
Welcome to the New
l _] s Virtual Machine Wizard
ittual machine configuiation i“ﬁt operafing system Vitual macking name
This wizard wil guide you thiough the steps of © Typical IiEemere i e [192enpty \
cieating a new vitual machine. Create a new vitual machine with the most common devices and configuration @ Linuz
aptions. © Novell Netware
© Sun Solaris Loeation
VMware Server & it " Other ‘D eis1924My Vitual Machines'192-empty \ [ Browse.
CONSOLE Choose this aption if you need to create a vitual maching with additional
devices or speciic conliguation oplions o

Cancel | <gack [ Met> | Cancel | <gack [ Mewr | Cancdl |
Next Custom

[ <Back ][ Mew» ] [ Cancal

Linux 192-Empty
Red Hat Enterprise 4 D:\cis192\My Virtual Machines\192-empty

New ¥Yirtual Machine ard New ¥irtual Machine Wizard New ¥irtual Machine Wizard New ¥irtual Machine Wizard
Set Access Rights Startup / Shutdown Options Pracessor Configuration Memory for the Virtual Machine
T whom would pou ke to allaw access? Set the aplians far skaring Up/Shuling down his vitusl machine Specity he number of witusl processors For s vitusl mackine. How i memony would you ke 1 use far tis vitusl machine?
Becess igh Vitual machine account A F——
o T Pave v o i it machin? Fiun this witusl machine ss: b
ould you ke to have private scosss to this vitual mahine’ - ; Nurber of processors % g Specity the amount of metnary slocsted t tis vitusl machine, The memo size
& ser il powers o e it macking o Sescteome Lt of e
. S ® sl s essarl Lo
I iMaks this vitual machine private
hcke iz vituel € This wser Wermony for this vittusl machine
o o =1 I 5122 MB
1f yous chenses to ok this vitusl mashine private. orly your user aocount vl st ) =
have access toit. -
Eorfim N A 3600
T sl acisss to other users_Uncheck the itsm sbrve. Acosss o the wits) L
mackine wil be determiner by ts il system permissions Y PN S ———
These optiors are nat awailsble for the sslected sccount yps £ Recommendsd memary 1248
Onhoal 3 [Dant pawer an vilual machne =] & Masimum recommended memo: 1735MB

0n host shutdown:

[Power off vitual machine =1

<Back [ Mews | Concel | <Back [ Mews | Concel | <Back [ Mews | Concel | <Back | Met> |
Not private User that powers ... One 512 MB

Cancel
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Creating a new VM

VMware Server 1.x

[New ¥irtual Machine Wizard [ =] [New ¥irtual Machine Wizard [ =]

[New ¥irtual Machine Wizard [ =] [New ¥irtual Machine Wizard [ =]

Metwork Type Select 170 Adapter Types Select a Disk Select a Disk Type
what type of network do you want to add? “wlhich adanter tpe would you fike o use? wihich disk. do you want this diive to use? “wlhat kind of disk do you want 1o create?
Network connection 140 adapler lype Yitual Disk Type

&

IDE Adapler.  ATAFI  IDE

s TV e el e e e P i st ' iy, il
SCSI Adspiers:  Buslogic T £ A S T e i e ST e S A e
& W o e e e e s S

Give the guest aperating system direct access to an extemal Ethemet network
k

The guest must have its own IP address on the extemal networl & EC5) (Recommended)

 Use netwark address tianslation (NAT)
Give the guest aperating system access ta the hast compuler's dishup o ' Use an ssisting vitual disk
extemal Ethemet network conneclion using the host's IF addhess

Choose this option to reuse a previously configured disk

A

Use host-only networking © Use aphysical disk [for advanced users)
Cannect the guest operating system o a private vitual netwark on the host
e Choase this option ta give the wirtual machine direct access to a lncal hard disk,

" Do not use a netwark connection

¢Back [ Mew> | Cancel | ¢Back [ Mew> | Cancel | ¢Back [ Mew> | Cancel | ¢Bsck [ Mew> | Cancel
Bridged LSI Logic Create a new virtual disk scsl

[New Virtual Machine Wizard [New Virtual Machine

Specify Disk Capacity Specify File
How large do you want this disk to be? “w'here would you like to store information about this disk?

Disk capacit Disk. fle
This witual disk can never be larger than the masimum capacity that you set here.

One disk file wil be created for each 2 GB of virtual disk capacity. File names for

= each fle bepand the first wll b= generated automaticall using the fiename provided
Disk size (BB} 505 ere as & basis

Browse..

I~ Allocate all disk space now
By allacating the full sapacity of the vittual disk, you enhancs performancs of
your virlual machine, However, the disk wil take longer to create and there must
be enough space on the host's physical disk

1f you da nat allacate disk space now, your vitual disk files wil start small, then
become larger as you add applications, files, and data 1o your vitual machine.

cBsck [ Mew> | Cancel <Back [ Fnsh | Concel |

5GB Red Hat Enterprise 4.vmdk
Don't allocate space now
Split into 2GB files
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Creating a new VM

VMware Server 1.x

Powering on a new VM. Note the boot-up fails
because there is no OS on the new hard drive.

S Local host - ¥Mware Server Console

J File Edit ‘iew Host WM Power  Spapshok  Windows  Help

Inwenkory b4
G 192-Frodo Metwork boot from AMD AM79CI78A

() 192-sniffer Copyright (C) 26883-2885 UMware, Inc.

&1 152-legolas Copyright (C) 1997-2888 Intel Corporation

&} 19Z-nosmo
& 192-fang
1 192-william

(GIPE= M ;- MBF : Exiting Intel PXE ROM.

EREERL PV M perat ing System not found
1 192-arwen

51 192-zauran
51 win-z008

Ej win-7-pro
(73 192-treebe...
& linus-xp

(T3 empty

CLIENT MAC ADDR: 88 BC 29 FE 65 79 GUID: 564D78BEG6-C761-D812-CC14-34C48AFEGS79
PXE-E53: No boot filename received

A computer without an Operating System installed is

sometimes called a ""bare-metal' computer 98
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Class Activity — Make a computer

Now use the steps shown on the previous slides:

1) Create a new VM named 192-Empty using the previous example
exactly!

2) Don’t take the default location for your new VM. Be sure you

make it in the D:\cis192\My Virtual Machines\192-empty
directory

Mame the Yirtual Machine
W'hat name would you ke to use far this wirtual machine?

Wirtual maching name

192-empty

Location

D-\ziz] 924y Virtual M achinest] 92-empty

3) Power it on when finished and observe what happens with a “bare
metal” computer.

4) Power it off. We will use this VM again in another activity. 99
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Cabling VMs

100
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Cabling Devices on a Network

T N ==

Router

Desktop PC

Cabling a PC to a router using a switch
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Cabling Devices on a Network

Notebook PC

Cabling a PC to a Linux router using a hub
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Cabling Devices on a Network

-

B

-:J‘etwork connection V Mware p I’OVI d es mu Itl p I e ~ Metwark conhection
Bridged: Connected directly to the phypsical network . . ) . .
- HAE R h:st's P a::ess VI rtu al n etWO rkS . Th ey ; i:d:eud. C;nnected directly tlo the physical netwark.
] ] . . . HAT: Used ta thare the host's |P address
= Host-only: & private network shared with the host fu n Ctl O n I I ke VI rtu al £ Host-only: & private natwork shared with the host
" Custorn: Specific vitual network o
n etWO r k h u bS % Custom: Specific vitual network

Network settings for Network settings for the
the Ethernet device first Ethernet device on the
on the PC client VM Linux router VM

Cabling a virtual PC to a virtual Linux router using a virtual hub
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Hardware | Dptiunsl

CIS 192 - Lesson 1

Cabling VMs

Device

Memoary

= Hard Disk {351 0:0)
(25 co-romM (I0E 1:0)

ﬁ Processars

Surnrmaty
51z ME

Auko detect
Bridged

Device ztatuz
Connected
Connect at power on

Metwork. connection

(%) Bridged: Connected directly to the physical network,
() MAT: Used to share the host's IP address

() Host-only: & private network. shared with the host

() Custom: Specific vitual network

Whd et [default Bridged]

[ OF. ” Cancel H Help

™ : T g
A {
2 ¥
1
k {

Cabling is done with
the VM Settings for
the Ethernet device
(the NIC)

Bridged means the
VM's NIC will use the
host's physical NIC
and be attached to
the same network the
host is. The virtual
NIC will have its own
MAC address.

VMnets can be
though of as virtual
hubs the VM can be
cabled to.
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Cabling VMs — Example 1

Classroom
Snickers

=

Room 2501 closet and beyond

Bubbles
=l B 207.62.187.53
.10 Nosmo
172.30.1.0 /24 @ g? @
1 [ ]

A bridged network connection on a VM behaves as if the VM and the physical host
computer are both plugged into the same imaginary hub.

In this example, both your Windows station and the Frodo VM are cabled to the
classroom 172.30.1.0/24 network. They both have different MAC addresses.

Frodo
(a VM on StationXX)

StationXX ﬂ

(VMware host PC)
e

=

M etwiark, connechon

() Bridged: Connected directly to the physical netwark
(I MAT: Used to share the host's P address
() Host-only: & private network, shared with the host

() Custom: Specific virtual network,
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Cabling VMs — Example 2

Room 2501 closetand beyond

La b Za % Snickers % Buttercup — T
207.62.187.54 | )
(at school) | INTERNET }‘

.10 Nosmo Y

% - -ﬁ. . e e P

' Custom: Specific virtual network
{\VMnet3 =l

— Metwork, connection

{* Bridged: Connected directly to the physical network

VM Ware
Host PC Frodo

Local Area
Connection
DHCP

Elrond

ethl

Bridged
172.30.4.0 /24 107 192.168.2.0 /24
SHIRE RIVENDELL

Frodo and Elrond's 1st NIC are cabled to the
Shire network (this is the physical network in
the lab using a bridged connection)

Fang’s NIC and
Elrond's 2"d NIC
are cabled to the
Rivendell network.
This is a virtual
network using
VMnet3.
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Lord of the Rings

e Tradition is behind naming the networks used in the labs
that goes back to when Jim created this course.

 The Shire network will refer to the physical LAN in either
the classroom or the lab.

* The Rivendell network will refer to the network that is
one hop away.

e The Mordor network will refer to the network that is two
hops away.

 These networks used to be three physical networks in
Room 2504 complete with banners hanging from the
ceiling. Now the Rivendell and Mordor networks are
virtual.

107
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CIS Lab
and CTC

Room 2501 closet and beyond

Snickers
= i

.10 Nosmo
A

& = &

Bubbles
=18 207.62.187.53

INTERNET

VMware Station

SIEIRE

172.30.4.0 /24

192.168.2.0 /24

~ °fr

RIVENDELL

MORDOR

192.168.3.0 /24

Frd

]

E The Rivendell and Mordor networks are virtual now! E!

puron

eth0 .1Ixx*

ethO

=l

Elrond

ethl

=

Legolas

ethO

eth0 .101

ethl =
=

108
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VMware Station

Nosmo*

=]

At Home

home router

INTERNET

e———————————

The nosmo VM can be used to replicate the CIS Lab network on home systems. Don't use it at
school though! (duplicate IP address conflict with the real nosmo router)

SHIRE

172.30.4.0 /24

Frodo

ethO DHCP

=

ethO
.107

William

i/
a

ethO

Elrond

ethl

RIVENDELL MORDOR

192.168.2.0 /24 192.168.3.0 /24
Sniffer Fang Sauron
ethO etho
Legolas

ethl

:’ etho

=
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Copying a VM to another computer
Locating the VM files

F4 Local host - VMware Server Console

: File Edi

(®@m » &
Invenkory

(50 windows Vista cis194
(9 Red Hak Linu: cis172
@ MyMSServer cis 196
[ MyMsServerz cis 196
1 windows Vista cis172
@ 192-arwen

@ 192-celebrian

E:I 192-elrond

@ 192-Fang

@ 192-frodo

ﬂl 192-legolas

@ 192-sauran

@ 192-sniffer

5 192-william

View  Host

Virtual Machine Settings

| Hardware| Options l

Settings Summary
=] General 192-ehond
& Powwer

@) Shapshats

2 Permizsiong

IE Startup/Shutdown  Power off at shutdown
Q Advanced

Wirtual maching name

|192-elrond

Guest operating aysterm
() Microsoft Windows

) Linus
() Movell Metware

) Sun Solaris
) Other

Wersion:

| Fed Hat Enterprize Linux 4 w |

Wworking directany
Suzpend files and snapshats will be stored here.

[ |C:\My Virtual Machines C15 1921192- | [[ Browse.. |
J

’_ 0K H Cancel ][ Help

|

|

L]
YMware Server 1.0L5 Y

Find the location of the VM you want to copy
using the Virtual Machine Setting dialog box
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Copying a VM to another computer
Locating the VM files

D:\cis192\My Virtual Machines\

% 192-Elrond

File Edit Wiew Favorites Tools  Help

@Back - J l.ﬁ pSearch H’:" Folders

Y

Address |[E| D:hcis1924My Yirkual Machinesi192-Elrond

=
Folders ﬁ' Centos5-4 ﬂl Centos-5-4-000002
= 'g Skation 01 ~ % \lf'l‘\;l'.gare wirtual disk file % \ll'l\l’lcglare wirkual disk: file
e WInP (1)
= -i-'gware i) @ Centos-5-4-D00002-5001 @ Centos-5-4-000002-5002
cis20 Wwate virkual disk file Yhwate virkual disk file
5 cis103 = s = o
I disi72
) cist 75 ﬁ' Centos-5-4-000002-5003 ﬂl Centos-5-4-s001
Whware virtual disk file Yhweare virkual disk file

£ cis191 % 192 KB % 1,906,944 KB

= G ds192
@ cis192's Music
Eﬂ cis192's Pictures
[= I My Wirtual Machin
[T 192-Arwen

Centos-5-4-s002 @ Centos-5-4-s003
Whware wirtual disk file WMware virkual disk il

g24,596 KB % 192 KB

nvran Red Hat Enterprise Linux 4
[ 192-Celebriar File WMware Configuration File
3 192-Duakc26 SKB 2KB
192-Elrond
g 192 o H Red Hat Enterprise Linw: 4.vmsd Red Hat Enterprise Linux
By WMSD File 4-Snapshokz
[ 192-Fang 1KE YWMware virtual machine snaps. ..
[£5) 192-Frodo ]
3 197-Legolas W are wiware-0
[EI 192-Nosmo Text Docurnent = Text Docurment
a 34 KB = 25 KB
[C3) 192-5auron
[C5) 192-5niffer wrmmare-1 ’ winware-2
C3) 192-Treshear Text Dacurngnt == | TextDotument
C5) 192-william 19kB = H3KE
I cis193 ¥
< | ¥

Explorer view of Elrond on Station O1 in
Room 2501 (2.6 GB when powered off)

Copy the entire VM
folder to your USB
flash drive.

For example, to bring
home Elrond, you
would copy the
highlighted 192-
Elrond folder to your
flash drive.

112



CIS 192 - Lesson 1

g5k, 1955 "

-! d |
i "

Copying a VM to another computer

Locating the VM files

D:\cis192\My Virtual Machines\

& My Virtual Machines

File Edit ‘Wiew Favoribes Tools  Help ?

eBack @ -J l.ﬁ pSearch H__" Folders v

Address |[£5) Dicis192iMy Yirtual Machines

v|G0

Mame = Size  Type Date Modified

File and Folder Tasks 210 [5192-arwen File Folder 1272010 1:07 PM

Iiil Rename this folder I119z-Celebrian File Falder 1f28/2010 7:42 AM
IC1192-Dual-c2621s File Folder 1/13/2010 10:21 AM

[y Move this Folder 192-Elrond File Folder 14272010 1:07 PM

Copy this Folder IC1192-empty File: Folder 1§28/2010 7:58 AM

¥ Publish this folder to the IC51192-Fang File: Falder 1J27/2010 1:07 PM

Web IC192-Frodo File Folder 1§28/2010 7:42 AM

k= Share this falder [h192-Legalas File: Folder 1/27(2010 1:07 PM

{_} E-mall this falder’s files 1) 19:2-Mosma File Falder 1F15/2U10 Y AM

3 Delete this folder IC1192-Sauran File Folder 1f27/2010 1:07 PM

IC192-5niffer File Folder 1/27/2010 1:07 PM

I1192-Treeheard File Folder 1§27/2010 1:07 PM

other Places 1= 1mz-wiliam File Folder 1f27/2010 1:07 PM

ISy cisl92

(5} My Documents
[y Shared Documents
T Station 01

58 My Metwork Places

Details

Elrond on Station 01 in Room 2501 (2.6
GB when powered off)

For example to bring
home Elrond, you would
copy the highlighted
192-Elrond folder to
your flash drive.

All VMs use about 40GB
(when powered off)
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Copying a VM to another computer

On the home computer
* Install VMware Server

» Create a folder for your VMs or use the default
My Virtual Machines folder.

» Copy the 192-Elrond folder from your USB
flash drive to your home VM folder.

* Using the VMware Server Console
* File > Open > Browse (to the .vmx
configuration file inside the 192-elrond
folder)

* Run the VM
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Copying a VM to another computer

4 Local host - VMware Server Console

File Edit ‘Wiew Host WM Power  Snapshot  Windows  Help

wnreoa ([Mo8(@s

Inventory X

{51 Red Hat Linux cis172 192-elrond

(51 Windows Vista ris194 State: Powered off

@ wWindows Wista cis172 Guest 05: Red Hat Enterprise Linux 4
1 Mymsserver cis 196 oofiguration file: Duicis 19210 virbuial Machioe
0 MyMSServerz dis 196 192-elrond - Virtual Machine

[ 192-celebrian

() 192-legolas If the wirtual machine haz been copied, you thould create a new unique identifier (UUID).
G 192-arwen If it has been maved, you should keep its old identifier.

ﬁ:l 192-sauron " et
@ 192-fang you are nat sure, create a new identifier.

Eh 192-elrond <2 The location of this wirtual maching's configuration file has changed since it was last
\V powered on.

(51 192-william What do you wart ko da?
@ 19z-sniffer

() dlways Create
O Ahways Keep

] [ Cancel

WMware Server 1.0.5 4

You get prompted the first time you run a VM that has
been transferred. Select Create so you get a new MAC
address for your VM's interfaces.
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Howto for working at home

http://simms-teach. com/howtos/202-work|ng -at- home nat pdf

= T ]
s L ___orn.num Mo -y epBadi - g vepirmm - | 8] e+ 0
€ 2 C # & wpdsimms-teachoom e h * O- k-
e @ [ 1] o man ChemOphe C Kepy... ] Santa Crut, Monters. (3 Other boskmais

Q5182
oo Cngees

Cebrillo Colege
Static
M Eepairs

Rich's Cabrillo College CIS Classes

W Resources

Links

Instrsctors | Getting Ui [

Departments

From Jim Griffin's Linux Book Shelf

Introduction
* Limex Uzer's Guide: Using the Comemand Ling and GNOME with Red Hat Unuc 9.0

[ Suota Crus, Montere.. [) QUAGGA - The Easy.. [E] Facebook| Home Ji Rich's Cabeilo Coie . @1 Vahoo! W, WiordRebesence.com ™ [J Other bookmarks

BRI e 7 [RY K o8 5= | Qoo P [ |

Linux Howtos

. Homg Lmux NeJM
CcIs 192 Szn’hg
B

Home Linux Networking Lab (202)
This Howto shows how ta recreate the CIS Lab environment at hame,

Supplies:

« Afast PC
2 GB memory minimum
50 GB free disk space minimum

« VMWare Server 1.08 or later
http://www vmware.com/products/server/

*+ WMs (available in the CIS Lab)
Treebeard, Celebrian, Arwen, Frodo, Elrond, Sniffer, Legolas, Sauron, Fang

and Nosmo
+ USB drive (to transport VMs from school to home)
Overview

Here is the network environment used in the CIS Lab and CTC:

Room 2501 clos andbepond

cisLab o v
and CTC A E | oemser
Ll e

M aro Staten

SHIRE MORDOR
mmaarm asee20/ w30/
Frode Sau

®) CopstoneProjectopt 0 Showall dounioads.. X

You may want to wait a few lessons before
attempting this at home. It involves
firewalls, NAT, DHCP, static routes and
configuring permanent network settings.



1

2.

m LoXXeg CIS 192 - Lesson 1 : ﬁ l ' IW

Some caveats regarding copying the 192 VMs

. The Ubuntu and Fedora VMs may boot up with interfaces that don’t

start at ethO because they use this file:
/etc/udev/rules.d/70-persistent-net.rules

* You can ignore this, edit the file and delete the previous eth
entries, or use my /root/bin/init-network script to fix.

The CentOS VM'’s ifcfg-ethx files are modified by VMware to use
DHCP settings. This can result in long annoying timeouts during
start up.

* You can ignore this, edit the files and remove the dhcp settings,
use my /root/bin/init-network script to fix or grab the latest
version of the VMs on \\172.30.4.12\depot.
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An unwanted VMware “feature”

Original VM at school

[root@legolas "1#f cat setcs/sysconfigsnetwork-scriptssifcfg-ethd
# fAdvanced Micro Devices [AMD] 79c97V8 [PCnet32 LANCE]
DEVICE=ethB

ONBODT=no

HUADDR=BB:Bc:29:28:5c:c9

[rootPlegolas ™

192-elrond - Virtual Machine

The location of this vitual machine's configuriation file has changed since it was last
powered on.

Create makes a new MAC address.
But it also modifies the network
settings on the CentOS VMs!!

2

IF the virtual machine has been copied, you should create  new unique identiier (UUID),
kesp s ol

IFit has been moved, you should d identifies
If you are not sure, create a new identifier

‘wihat do you want to do?

O FKeep
O Always Create
O Always Keep

After copy and create

[root@legolas ~1# cat retcrssysconfig-snetwork-scriptsrsifcfg-ethd

Note: Keep the new MAC address
## Advanced Micro Devices [AMD]1 79c97@ [PCnet3Z LANCEI]

SRR W

but change the other settings back
to the original if you want the copied
VM to behave like it did at school.
You can use the /root/bin/init-
network script to do this.

DEUVICE=eth@A
ONBOOT=ye=

BOOTPROTO=dhcp
HUADDR=BA:Bc:29:3c:d5:fc
[rootPlegolas “1# _

Footnote: A modified version of the CentOS VMs are available on \\172.30.4.12\depot. The MAC
addresses have been removed from the ifcfg-ethx files which seems to work around the problem.
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Fun
with
Treebeard
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Treebeard

 Treebeard is a CentOS Linux server.
%
* It has been configured to provide TFTP, HTTP,

DNS and DHCP services.

Treebeard

* The firewall has been modified so clients
requests for these services will not be blocked.

* It has also been configured to do something
else!

This I1s an example of the kinds of services
we will learn to configure in this course.
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Class Activity — Treebeard

Let see if we can figure the other service Treebeard provides!

1) Cable Treebeard and Empty as follows but don’t power them on yet:

=i

Treebeard Empty

Note: you are cabling
two VMs to a virtual LAN
(using VMnet5)

VMnet5 ’ eth0

ethl

2) Power on Treebeard first! Wait till it is fully up and running.

3) We just created the Empty VM. It is a "bare-metal” PC without any
OS or applications installed. The hard drive has not even been
formatted yet. What should happen if we power it on?

4) Power on Empty. Take any default choices you are presented with.

5) What the heck just happened?

See: http://simms-teach.com/howtos/201-pxe-install.pdf to learn how to do this 121
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SSH (Secure Shell)

« SSH is a standard network protocol that lets data be exchanged
securely (via authentication and encryption) by two computers on a
network.

 On Linux and UNIX systems, SSH replaces Telnet for logging into
remote system and issuing commands.

« SSH v2 is more secure than SSH v1. It is also incompatible.

« OpenSSH, found on most Linux distributions, is an open source
implementation of SSH v2.

 On Linux, the ssh command is used to login and issue commands
on another system. The scp command is used to securely copy
files between systems.

« On Windows, the Putty software uses SSH. The Putty pscp
command is the windows version of the Linux scp command.

« On Windows, Filezilla can copy files using SFTP which in turns uses

SSH. 123
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Telnet vs SSH

(

Secure Shell)

Sniffer view of a Telnet session

b

rootil server2-01:~

v

telnet-session - Ethereal

b d Contents of TCP stream

I

loging rrasiimmmmss o

Pazsword: nimbuzs2000 -

Lazt loging Sun Jul B 18:47:02 from 192,168,1,294r
[rsimms@zerverd-01 reimms]$ ccaatt sseeccrresttrr
The D-Day irvazion iz zet for June Bth at MNormandur
[rsimmsBserver?-01 rsimms]$ esxeiittp

logout

z[Hz[]

Telnet - all clear text

With telnet, everything is
transferred in clear text
over the network

server)

Opus (a RHEL

- -
o
B |
! L
{
t ‘
i

Sniffer view of a SSH session

username

password

cat secret
exit

%  rootd server2-01:~

| % ssh-session - Ethereal
|hd Contents of TCP stream

(RN

Q0000SAHE
QOO00SEE
QO000SCE
Q0000SIE
QO000OSEE
Q0000SFE
QOOBOEHE
(O000E1E
Q0000G2E
(O00063E
Q0000G4E
(0000E5E
Q0000EEE
(O000E7E

Q0000G2E

B s L

Local computer

(=R TR -1

g0 72 2b 72
01 7o 29 78
BB c2 85 71
17 df 2b &l
55 70 e9 73
B2 fc fd a6
Bd 1f Bb 44
21 87 2d 22
83 1c 74 91
ef 9o 0 83
b2 ba db E2

(=N

d4 3b 4B
bd cd 95
b0 75 ok
dd 81 4f
b4 0a Bf
fd b3 44
ar b 3c
BF 48 d3
bl 5 3e
eb f7 1d
IF 25 el

E
f2
72
0z
af
e2
59
47
ok
-
1a

()

b
5
uia}
58
af
56
as
2
57
fd
22

a2 b2
49 cof
57 ed
e co
30 92
d3 ce
cl da
E5 83
45 g3
75 98
=3 f0

+hreda g

N4 o
N L= E S
b, qeu,r

wotu Ll
Upos,,0?
b

......

PSS S
errresa

eeob,B

df|

23
o=

SSH -

encrypted

Sc Bf a3 07

B

With ssh, it is encrypted.

fe= B3 B2

n [

02

4

ai 3F e0 el 9b ec af

== AA AT T

~

[alalires

do

P =

veeanib
b
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SSH Hopping — Putty into first system

root@treebeard:~ e

[r

File Edit View Terminal Tabks Help

B [root@treebeard ~]# ifconfig eth@®
ethd Link encap:Ethernet HwWaddr 00:0C:29:ED:71:2A
inet addr{lgz.lﬁs.ﬂ.ZE] Bcast:192.168.0.255 Mask:255.255.255.0
inete addr: Te80::20c:29Tf:Teed:712a/64 Scope:Link
y UP BROADCAST RUNNING MULTICAST MTU:1[ & puTTY Configuration = [ |
RX packets:13083 errors:0 dropped:0 ov
TX packets:284 errors:0 dropped:0 ovel||ategoy:

collisions:@ txqueuelen:1068 - Session | Basic options for your PUTTY session |
RX bytes:212992 (208.0 KiB) TX bytes - Logaing Specify the destination you want to connect to
Interrupt:185 Base address:0x1400 & T?T-Ig:ll:mard Host Name {or IP address) Port
cat 5 4 “ I - Bell 152.163.0.20 22
roo reebeard -~
[ @ ] - Features Connection type:
=)~ Window (T)Raw () Telnet () Rlogin @ SSH () Serial
Fppea@nce Load. save or delete a stored session
- Behaviour t
) ... Translation Saved Sessions
- Selection

mE
IIIE
' 2

Putty into Treebeard using the IP ;a
address shown by ifconfig -
L - @ Only on clean exit
About | Open || Camcsl |
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SSH Hopping — ssh into next system

E Local host - ¥Mware Server Console

Inventary

(1 win-2008
ELIJ win-7-pro

(1 197-cisco-R1
51 192-cisco-R2

74 192-Elrond

&} 192-Treebeard

ﬁ} 192-emply

[rootlseedling?6 “1#t ifconfig
Link encap:Ethernet Hlladdr BB:BC:29:B6:8B:B4

inet addr:18.18.1A.191 | Bcast:18.18.18.255 Mask:255.255.255.H
ineth addr: fe88::28c:Z29ff :febb:8bb4.,649 Scope:Link

I
SSH into the Empty VM using the
IP address from ifconfig




RNt W

Note: Putty copy &
paste keys differ
from MS Windows!

# Kickstart file automatically generated by anaconda.

install ——

rl —-url http://f __| Untitled - Notepad
lang en US.UTF-8 File Edit Format Wiew Help
| [xevboard us [root@seedling7e ~]# cat anaconda—ks.cfg
|[petwork —-dewvice g (# Kickstart file automatically generated by anaconda.
rooctpw —-iscrypted |,

i 11 ——enabl install

1Iewa ERSBLER lyrl ——url http://10.10.10.1/mirrors/Cent0os-5. 3-1386
authconfig —-usesh |lang en_US.UTF-8

zelinux ——enforcin|keyboard us

imezome ——ute Amd | Network --device eth0 --bootproto dhcp --hostname empty.localdomain

= ) [ |

rootpw --iscrypted $1%oepus fAagPrr7odnHsg. eCy4TIs il
bootloader ——locag fireﬂa?] ——enz Ted ——p0r$=2¥?¥cpq——port=22?tcp .

# The following isg |authconfig --useshadow --enablemdS

: Note that any pa| 5¢11nux --enforcing

(| timezone --utc America/Los_Angeles

\|bootToader --location=mbr --driveorder=sda

||f mot guaranteed ¢jl# The following is the partition information you reguested

|# here 2o unless

To copy to the clipboard - just select the text. The selected text is
automatically put on the clipboard. Note, Ctrl-C does not do a copy,
instead it sends an interrupt (SIGINT) to the current running program.

To paste from the clipboard — just click the right mouse key. Be careful
as you may inadvertently paste unwanted clipboard contents into your
Putty session!
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Class Activity — SSH Hopping

Lets do some SSH hopping now!

1) Use ifconfig to get the ethO IP addresses on both Treebeard and

Empty
£ 4 < 4
. RS — B
ethQ s ethl etho HEEES

Treebeard Empty

2) Putty from your Windows station into Treebeard using its IP
address

3) On Treebeard, ssh into the Empty VM using its IP address
4) cat the file /Zroot/anaconda-ks.cfg on Empty

5) Select the output in Putty, then paste the contents of the
clipboard into Notepad++ on Windows.
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Protocol Reference Models

1. Physical

0S| Model TCP/P Model
7. Application
6. Presentation Application
_—
5. Session
( ) 1970's
4. Transport Transport ]
3. Network Internet
2. Data Link
—_— Nemork
Access

The OSI (Open Systems Interconnection) and TCP/I1P models are define
various abstraction layers. Each layer serves a different role in the
overall communication process.
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051 Model

7. Application

6. Presentation

CIS 192 - Lesson 1

-
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8 “- 2
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Protocol Reference Models

TCPIP Model

Application

5. Session
3. Network [ Internet ]
2. Data Link
Metwork
Access
1. Physical

Example Protocols

File Transfer Protocol (FTP), Simple
Mail Transport Protocol (SMTP),
Hyper Text Transfer Protocol (HTTP),
etc.

Transmission Control Protocol (TCP),
User Datagram Protocol (UDP)

Internet Protocol (IP)

Ethernet, SLIP, PPP, X.25, Frame
Relay, etc.

Showing how various protocols fit within the OSI and TCP/ZI1P models.
Each protocol is defined as a standard which enable multi-vendor

solutions.
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Protocol Reference Models

051 Model TCPAP Model Example Products
7. Application
. Filezilla (FTP), Firefox (HTTP),
6. Presentation Application Internet Explorer (HTTP), Exchange
- (SMTP), Sendmail (SMTP)
5. Session
4. Transport Transport l Network stacks
3. Network Internet ] Routers, network stacks
2. Data Link Switches, NICs, network stacks
Metwork
A
1. Physical - Hubs, NICs, cables

Each product must implement standards to enable multi-vendor
interoperability.
Software implementations of network protocol layers are called network

stacks and are built into OS's like Linux and Windows. 132
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Reconciling the Layers

Nemeth Source/
oSl CIS 81 Text Wireshark Destination Unit Devices

7 - Application

SSH, HTTP, An
6 - Presentation application  Application oo RIP application Data
Bootstrap program or
4 - Transport Transport Transport TCP/UDP Port Segment,
Datagram
3 - Network Internet Network Internet IP Packet Router
Protocol
2 — Data link Link Ethernet 11 MAC Ethernet Switch, NIC
Network Frame
1 - Physical Access Physical Frame RJ-45 Jack Bits Hub, NIC,

cables

The terminology for the different layers may change and blur a
little depending on the textbook, product, or organization
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Putting it all together — web server example

http://simms-teach.com/animations/apache.htmi

Linux Network Administration
Apache Web Server

Packet How does a web server work?
Forwarding

DHCP
DNS

PXE .
Firefox

Apache browser

SSH
Tunneling

Client L)

E— Web Server
outing fat 10,160,101 faf 10.10.10. 195
Protocols

Every time you surf the Internet you are connecting your computer (a client] to
another computer (a server) somewhere on the world wide web. Each computer has
d unique IP address . For this example the web server has an IP address of 10.10.10.1.

Firewalls

Just about overy clicnt, whether it is a Mac, PC or Linux system, has onc or morc web
browers such as Firefox, IE or Safar installed.

Click the green arrow to confinue

= Stopping and starting the web service
= Checking web server firewall allows incoming new traffic for port 80
= Locating the Document Root using the httpd.conf file

Program - Official CIS 192AB Web Site - Cogo
L A

Let's start with a web server example to see how the network is used 134
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Deep dive into a single packet

Now lets take a deep dive into a single network packet
... an “HTTP Get” sent from a browser to a web server

(3 Apolcations  Flaces  System @ - @ B & wed reb & 1057 aM  cn 152

YR

Bla Edr yiew Higtory Bookmarks Tools Help

= - G "E‘ |‘.:'_ et e, ik pe di a2 g il ke pli ~ Iic.}u &

S Most Vistedw e Getting Startad | £ Latest Haadines~
2 Lag n | ereate account

article | Snruzsen wdit thiv page ~agiary

Internet Protocol Suite

Fram Wikpada, the free encycopedia
Rustructad fram Tegdn

The Intermet Protocol Suite (cormmanly krown as TCRJIF) = the set of cormrmurications
pretocaks used for tha Intermat and othar similar natworks. it s namad fram teo of tha moss
important protecols in it: the Transrmmsion Control Protacal [TCR) and the Internet Protocal
[P}, which were the first two networking protocols defined in this standard. Today's P
networng represents a symthesis of several developments that bagan to evehve in the 19605
® Festured content -

ard 19708, namely e internet are LAMS (Local Area Meteorks), which emenged in the rmid-

® Current evenis
& Randsm scticle ‘to late- 19805, together with the adwent of the wordd 'wide 'web in early 198905,

The intemeat Pratocel Sute. ike mary protocol sutes. may be viewsd a5 a 588 af layers. Each
layer schves a st of problams invohing the transmission of data, and provides & well-defined
servite 10 the upper laver protecals based on usirg services from same lewer layers, Lipper
Gn search layers are logically closer to the user and deal with more abstract data, refying on lower layer
pretocaks to translate dats inta forrms that can eventually be physically transmitted

s@arch

inLeraction
u About Wkipedis

B Camrmanit rartal

The TEEAE madel canaists of four layers (e2c 1022 8.9 Bram lowest b highest, thess are
tha Lirk Layar, tha Intarnst Layar, tha Trarsport Layer, and the Application Layar.

Diore

<[ @ [roct@irada: -] & internet Protessl sun,., | B cs19z@frodo: — 1 [5]

This example is based on using the Firefox browser on
the Frodo VM at home to view a Wikipedia article on the

Internet Protocol Suite 135
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Deep dive into a single packet
|<] ~ @ . @ |w http://en.wikipedia.org/wiki/TCP/IP = v|

We will use a sniffer to look at the “HTTP GET” packet sent
out the NIC card on the Frodo VM to the home router (and
from there it is forwarded out to the Internet)

GET /wiki/TCP/IP

HTTP/1.1\r\n .

wikipedia.org

Note: The sniffer VM
has four interfaces
and Wireshark is
installed. Wireshark
Is a sniffer program
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Deep dive into a single packet

GET
. 4-Transport Jwiki/TCP
Encapsulation Layer np
_ HTTP/1.1
Port: 47961 i \r\n

Port: 80 Application
Layer
IP: 192.168.0.28 T
3-Network
IP: 208.80.152.2 Layer
MAC: 00:0c:29:6f:53:d9 i
MAC: 00:a0:c5:el1:c9:a8 2-Link
Layer i
1-Physical layer 137
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(Untitled) - Wireshark

Note hOW Fle Edit View Go Capture Analyze Statistics Help
V\rlllresharkh ) QI S X2 & A S N - =
SNOWS €eac ‘Elﬂlter: ‘I \L||-|-£xpression...” j‘glear”@?&pply‘
layer for the — — - - -
| t d No. . Time source Destination Protocol Info
Selecte 2189 32. 195688 192.168.0. 27 192.168.0.32 TCP 63999 = Ms- wbt server [ACK] Seq=19632
HTTP GET 2190 32.206077 192.168.0.32 192.168.0.27 TPKT Continuation
2191 32227457 208.80.152.2 192.168.0.28 TCP http = 47961 [SYN ACK] Seq=ﬂ Ack 1w
F)Ei(:L(EEt 2192 32.227811 192.168.0.28 208.80. 152.2 K A 1
2193 32.228731 .168.0. .80.152.2 HTTP GET jwlklthP/IP HTTP/L1.1
2194 32, 306985 .168.0.32 .168.0.27 TPKT Continuation

1_PhyS|Ca| I Frame 2193 (636 bytes on wire, 636 bytes captured)

2—L|nkﬂ P Ethernet II, Src: Vmware_6T:53:d9 (00:0c:29:6T:53:d9), Dst: ZyxelCom el:c9:a8 (00:a0:c5:el:c9:a8)
3-Network ——> | > Internet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2)
B > P Transmission Control Protocol, Src Port: 47961 (47961), Dst Port: http (80), Seq: 1, Ack: 1, Len: 582
4 Transport > Hypertext Transfer Protocol

Application

Y.PVL ) #x (WP,
H...GE T /wiki/|
TCP/IP H TTP/L. 1.
.Host: e n.wikipe
dia.org. .User-Ag
ent: Moz 1lla/5.0
(X11; U ; Linux
Frame (frame), 636 bytes Packets: 4260 Displayed: 4260 Marked: 0 Dropped: 0 Profile: Default




File Edit Wiew Go

- ST O = A
‘E]ﬂlter:‘l
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Capture Analyze Statistics

(untitled) - Wireshark

Help

&

+ 7 ¥ EE aaam

\L” -|-§xpression...|| 4 Q|EarH¢:fr7ﬂPD|Y‘

No. .

Time

ELIL DL ELLTTIT
2192 32.227811
2193 32.228731
2194 32.306985

Source

LU0, 00, LJaL. £
192.168.0. 28
192.168.0. 28
192.168.0. 32

Destination

LI£., LUD.U. £0

208.80.152.2
208.80.152.2

Protocol

Ter

TCP

Info

MLLpY = SfIUL |31, MUl] JCY—W ALR—L W

47961 = http [ACK] Seg=1 Ack=1 Win=58%

GET /wiki/TCP/IP HTTP/Ll.1

192.168.0. 27 TPKT Continuation

~ Frame 2193 (636 bytes on wire, 636 bytes captured)
Arrival Time: Feb 2, 2009 16:52:12.714354000
[Time delta from previous captured frame: 0.000920000 seconds]
[Time delta from previous displayed frame: 0.000920008 seconds]

_ H [Time since reference or first frame: 32.228731000 seconds]
1 PhySICaI Frame Mumber: 2193
Iayer Frame Length: 636 bytes
Capture Length: 636 bytes
expanded [Frame 1s marked: False]

[Protocols in frame: eth:ip:tcp:http]

[Coloring Rule MName: HTTP]

[Coloring Rule String: http || tcp.port == 80]
> Ethernet II, Src: Vmware 6f:53:d9 (00:0c:29:6f:53:d9), Dst: ZyxelCom el:c9:aB8 (00:al:c5:el:c9:a8)
b Internet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2)

00 al c5> el c9 a8
02 6e 5b 3e 40 00 4
98 02 bb 59 00 50
00 b7 48 00 00 00 4

29 6f 53 d9 08 00 45 6O

b4 34 cO a8 00 lc dO 50 .np: ..

29 23 78 7c 57 9b 50 18 YRV J#EWLP.
54 20 2f 77 69 6b 69 2f ..GE T fwiki/|

Packets: 4260 Displayed: 4260 Mrked: 0 Dropped: 0

rae (frame), 636 bytes

Profile: Default
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(untitled) - Wireshark
Capture Analyze Statistics Help

= | A

A+ T3 8 @ @

\L” 4k Expression... ” 4 Qlear“qﬁﬂpp|¥‘

MAC: 00:a0:c5:el1:c9:a8

ELIL DL £L5%dT

2192 32.227811
2193 32.228731
2194 32.306985

Source

E£U0. UW., LJL. £

192.168.0. 28
192.168.0. 28
192.168.0. 32

Destination

LI£., LUD.U. £0

208.80.152.2
208.80.152.2
192.168.0. 27

Protocol | Info

1wr IILLP = FPIUL 31N, Muen] JC'\{-‘U AL nh—L W 1
TCP 47961 > http [ACK] Seg=1 Ack=1 Win=58%
HTTP GET /wiki/TCP/IP HTTP/1.1

TPKT Continuation

Frame 2193 (636 bytes on wire, 636 bytes captured)
~ Ethernet II, Src: Vmware_6f:53:d9 (00:0c:29:6f:53:d3), Dst: ZyxelCom_ el:c9:a8 (00:a0:c5:el:c9:a8)

[» Destination: ZyxelCom el:c9%:a8 (00:af:c5:el:c9:a8)

2—L|nk I Source: Vmware_6f:53:d9 (00:0c:29:6F:53:d9)
Type: IP (Bx0800)
Iayer P Internet Protocol, Src:

192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2)

expanded P Transmission Control Protocol, Src Port: 47961 (47961), Dst Port: http (88), Seq: 1, Ack: 1, Len: 582
I Hypertext Transfer Protocol

00 &l c5 el c9 a8
02 6e 5b 3e 40 00 4
98 02 bb 59 080 50
00 b7 48 00 00 00 4

Frame (frame), 636 bytes

29 6f 53 d9 08 00 45 B0
b4 34 cO a8 00 lc d@ 50
29 23 78 7c 57 9b 50 18
54 20 2f 77 69 6b 69 2f

YRV ) WLP.
.H.. GE T Jfwiki/|

Packets: 4260 Displayed: 4260 Marked: 0 Dropped: 0 Profile: Default

Note the use of MAC addresses in this layer. The first half of
the MAC address identifies the NIC vendor.
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Wireshark Network Analyzer
File Edit View Go Capture Wireshark traffic and network analyzer

IP: 192.168.0.28 y X 3 dEXTs M AT EE @ Qe
; e \L”{-Expressicn...” fgleaquf/?ﬂppN‘
IP: 208.80.152.2 .. Source Destination Protocol | Info

LLIL 2L LLITIT LWD, OO0, LaL. L LIJL, LUQ.. W, L0 Iwr MLLp =~ FIIWL 211, HALWR] JITY—Y HMLR—L W

2192 32.227811 192.168.0.28 208.80.152.2 TCP 47961 > http [ACK] Seg=1l Ack=1l Win=58%
2193 32.228731 1592.168.0.28 208.80.152.2 GET /wiki/TCP/IP HTTP/l.1
2194 32.306985 192, 168.0.32 192.168.0. 27 TPKT Continuation

Frame 2193 (636 bytes on wire, 636 bytes captured)
b Ethernet II, Src: Vmware 6f:53:d9 (00:0c:29:6f:53:d9), Dst: ZyxelCom_el:c9:a8 (00:a0:c5:el:c9:a8)
<~ Internet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0x00 (DSCP 0x00: Default; ECN: 0x00)
3-Network Total Length: 622
Identification: 0x5b3e (23358)
Iayer Flags: 0x04 (Don't Fragment)
expanded Fragment offset: O
Time to live: 64
Protocol: TCP (0xB6)
Header checksum: 0xb434 [correct]
Source: 192,168.0.28 (192.168.0.28)

c5 el c9 a8 29 6T 53 d9 08 00 45 00

6e 5b 3e 40 00 6 b4 34 c@ a8 00 lc dO 50 L@ .
bb 59 8@ 50 29 23 78 7c 57 9b 50 18 L YOPYL ) # (WP,
48 00 0O 0O 47 4 54 20 2f 77 69 6b 69 2f] . H...GE T Jwiki/|

Frame (frame), 636 bytes Packets: 4260 Displayed: 4260 Marked: 0 Dropped: 0 Profile: Default

Note the use of IP addresses in this layer. 141



{Untitled) - Wireshark
Fle Edit View Go Capture Analyze Statistics Help

+ 7 AR aaem
E|| 4 Expression... || 4 gear”qj?apmy‘

Destination Protocol Info

LIL£. LUD.W. £0 er

= B
Port: 47961 B & 8l QExX IS M

‘E] Filter: “7 Restart the running live capture
Port: 80 No.. | Time

ELIL JL.LLFIN

Source

E£UQ.OU. LJL. £ MLLY = S/JULl 31N, ALM] JCY—W HALR—L W

2192 32.227811
2193 32 228731
2194 32.306985

[

> Frame 2193 (636 bytes on wire, 636 bytes captured)

P Ethernet II, Src: Vmware 6f:53:d9 (00:0c:29:6f:53:d9), Dst: ZyxelCom el:c9:a8 (00:a0:c5:el:c9:a8)

P Internet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2)

< Transmission Control Protocol, Src Port: 47961 (47961), Dst Port: http (80), Seq: 1, Ack: 1, Len: 582
Source port: 47961 (47961)

192.168.0. 28
192.168.0.28
192.168.0.32

208.80.152.2 TCP
208.80.152.2 HTTP
192, 168.0.27 TPKT

47961 = http [ACK] Seq=1 Ack=1 Win=585
GET /wiki/TCP/IP HTTP/1.1
Continuation

Destination port: http (80)
Transport Sequence number: 1 (relative sequence number)
Iayer [Next sequence number: 583 (relative seguence number)]
Acknowledgement number: 1 (relative ack number)
expanded Header length: 20 bytes

Flags: 0x18 (PSH, ACK)
Window size: 5856 (scaled)
P Checksum: 0x4800 [correct]
I Hypertext Transfer Protocol

Note the use of ports in this layer. Port 80 is for web servers.

0000
0010
0020
oe30

00 ab c¢5 el c9 aB 00 Oc
02 6e 5b 3e 40 00 40 06
98 02 bb 59 00 50 56 18
00 b7 48 60 00 00 47 45

29 6T 53 d9 08 G0 45 00
b4 34 cO a8 00 lc do 50
29 23 78 7c 57 Shb 50 18
54 20 2f 77 69 6b 69 2f

. Y.PVL ) #|W.P.
. H...GE T fwiki/

File: "ftmp/etherXXXXAREWBH" 23... Packets: 4260 Displayed: 4260 Marked: 0 Dropped: 0

Profile: Default
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{(Untitled) - Wireshark

b o EEE— Fle Edit VMiew Go Capture Analyze Statistics Help

B8 X2 M + ¥ EE aaa

?Vl\fi-ll;i/TCP IL” +£xpression...H f‘-f glearHc;;?applﬂ
/1P source Destination Protocol | Info
LLIFL IELLITHIT LWL, U, LIAL, £ L&, LUL. W, L0 1er IMLLY < 90Ul [ J10, HUl] ISY—W ALR—L W
H-I_I_P/]_l 2192 32.227811 192.168.0.28 208.80.152.2 TCP 47961 = http [ACK] Seq=1 Ack=1 Win=585
\r\n 2193 32.228731 192.168.0. 28 208.80.152.2 HTTP GET wiHiTCPjIP HTTP/L. 1
2194 32,.306985 192.168.0.32 192. 168.0.27 TPKT Continuation
Frame 2193 (636 bytes on wire, 636 bytes captured)
Ethernet II, Src: Vmware 6T:53:d9 (00:0c:29:6T:53:d9), Dst: ZyxelCom el:c9:a8 (00:a0:c5:el:c9:a8)
Internet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2)
Transmission Control Protocol, Src Port: 47961 (47961), Dst Port: http (80), Seq: 1, Ack: 1, Len: 582
Hypertext Transfer Protocol
P GET /wiki/TCP/IP HTTP/L. 1\r\n
- - Host: en.wikipedia.org\rin
App|ICatI0n User-Agent: Mozilla/5.0 (X11; U; Linux 1686; en-US; rv:1.9.0.3) Gecko/2008101315 Ubuntu/8.10 (intrepid) F3
|ayer Accept: text/html,application/xhtml+xml, application/xml;q=0.9,*/*,q=0.8%\r\n
Accept-Language: en-us,en;q=0.5\r\n
expanded Accept-Encoding: gzip,deflate\r\n
Accept-Charset: IS0-8859-1,utf-8;q=0.7,%;9=0.7\r\n
Keep-Alive: 300\r\n
00 ad c5 el c9 a8 00 Gc 29 &f 53 d9 08 00 45 00
02 6e 5b 3e 40 00 40 06 b4 34 cO a8 00 1lc do 50
98 02 bb 59 G0 50 56 18 29 23 78 7c 57 9b 50 18
00 b7 48 00 00 00 47 45 54 20 2f 77 69 6b 69 2f ..H...GE T /wiki/

Profile: Default

File: "ftmpfetherXXXXAEWBH" 23... Packets: 4260 Displayed: 4260 Marked: 0 Dropped: 0

At last we get to the actual request being sent to the
web server application
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Deep dive into a single packet

GET
. 4-Transport Jwiki/TCP
Encapsulation Layer np
_ HTTP/1.1
Port: 47961 i \r\n

Port: 80 Application
Layer
IP: 192.168.0.28 T
3-Network
IP: 208.80.152.2 Layer
MAC: 00:0c:29:6f:53:d9 i
MAC: 00:a0:c5:el1:c9:a8 2-Link
Layer i
1-Physical layer 144
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Reconciling the TCP/IP Layers

Nemeth Source/
oSl CIS 81 Text Wireshark Destination Unit Devices

7 - Application

SSH, HTTP, An
6 - Presentation ppplication Application onor RIP, application Data
Bootstrap program or
4 - Transport Transport Transport TCP/UDP Port Segment,
Datagram
3 - Network Internet Network Internet IP Packet Router
Protocol
2 — Data link Link Ethernet 11 MAC Ethernet Switch, NIC
Network Frame
1 - Physical Access Physical Frame RJ-45 Jack Bits Hub, NIC,

cables

» For all this to work standards are essential.

 Each layer uses a protocol that follows a standard.

* Network equipment providers and software vendors build to
standards so everyhing can interoperate.
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Standards
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Standards

« How do we get all this stuff to work together?
« How can multiple vendors products interoperate?

Answer: Standards
 IEEE — lower layer focus, e.g. Ethernet
 IETF — higher layer focus, e.g. HTTP protocol

o “Defacto” — vendor with market share sets, e.g.
MS Word Doc
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Standards
IEEE

 Examples: 802.3 (Ethernet), 802.11 (WLAN)

e =

» Search: http://ieeexplore.ieee.org/xpl/standards.jsp

e ——— :
Welcome to IEEE Xplore 2.0: IEEE 5td 1002-1087 - Mozila Firefox ' L - o eS|
. .
Eile Edit View History Bookmarks Tools Help
- C 7y ( ‘http:h'\eeaplore.\eea‘orgﬂSDUstandardstocgsprunumber:ll]ﬂl g '| "‘ Google IO‘
(& Disabler £ Cookies™ || 55 ] Forms+ (@ Images~ (@ Information= (| Miscellaneous™ . Outline~ | § Resizer ./ Tools {=| View Sourcer .7 Options= % @ ©
w7 (Lunread) Vah... | B[ Vour Search Re... < IEEE Standards... | | | TueCrypt- Fre..| <3 HOWTO FIX no...| fg Cabiillo Colleg... | IEEE-IEEEStan..  Welcome ... X (=

IEEE X f Home | Login | Logout | Access Information | Alerts | Purchase History | ™ Cart | Sitemap | Help
ore- Colebrating 125 Years
ROl vy tarem | O IEEE
01 IEEE Standards BROWSE SEARCH IEEE XPLORE GUIDE SUPPORT
802.3-2005

Active - IEEE Std 802.3 - 2005 Part 3: Carrier sense multiple access with
collision detection (CSMA/CD) access method and physical layer
specifications

Issues
Section 1

Section 2

Section 3
Section 4

Section 5

ISBN: 0-7381-4740-0

Sponsored by: LAN

Year: 2005

Persistent Link (OPAC): hitp./ieeexplore.ieee.org/servietiopac?punumber=10531 » Learn more

Il Versions:
(|
i 023

E-802.3 Active

m_|»

| x Find: vmsd # Ned £ Previous &7 Highlight all [7] Match case

Done

Example: the
active Ethernet
standard 802.3-
2005
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Standards
IETF (Internet Engineering Task Force)

* Published as RFCs (Request for Comments)
 Examples: TCP, IP, HTTP, FTP, DNS, DHCP, SSH

e Status
* Informational (e.g. RFC 1983 "Glossary")
* Experimental
» Best Current Practice
e Standards Track
* Proposed Standard
* Draft Standard
* Internet Standard
» Historic

« RFC Search Engine: http://www.rfc-editor.org/rfcsearch.ntml
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esk. 1955

Standards
IETF (Internet Engineering Task Force)

Your Search Resuls - =
[ Eile Edit View History Bookmarks Tools Help |
@ CC 0 Ay (BB htor/wwwrfc-editor.org/cgi-bin/esearch.pl v7 -] |Gl £ |
| (@ Disable- £ Cookiesw | €55 —-& [ L el ./ Outliner | & Resizer * Tools |2] View Sourcer .~ Optionss 3% ) ©
http./lwww.rfc-adltor.org/cg\ bmlrf:;earch‘p\ k ——
D systems Administr... Bl nameds 3 T rSearch... x | [if] HP BladeSystem c... | [T Quick HOWTO: C... g Rich's Cal Mozilla

|[File Edit View History Bookmarks Tools Help
@_-— = G 0 £y [ REC| nttpy/swanw rfe-editor.org/ e/ 2l 3L bt 77 - G-
(@ Disabler £ Cookiesw ] CSS- -] Forms+ (¥ Images- @ Information~ ! Miscellaneous~ ./ Outliner _ & Resizer /|
| Bl systems A... | Il nomed.co... | || AskDr.UN...| B htt..oxt x | [i] HP Blades... | I3 QuickHO... | |+~

H&Smﬁ ﬁnjfﬂt | =
E

Google p‘

seancr
Network Working Group R. Droms

AllFields « Reguest for Comments: 2131 Bucknell University

o @ Cbsoletes: 1541 March 1997

Category: Standards Track

Dynamic Host Configuration Protocol

o Based on your search of [dhep] in the All Fields field 75 matches were found Stacus of this memo
- Below you will find matching items 1 through 75

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet

REC5223 | Discovering Location-to-Service [H. Schulzrinne. I. Polk. |August  ASCII [PROPOSED Official Protocel Standards" (STD 1) for the standardization state
Translation (LoST) Servers Using the IH. Tschofenig 2008 STANDARD and status of this protocol. Distribution of this memo is unlimited.
Dynamic Host Configuration Protocol I
(DHCP) Abstract
REC5192 |DHCP Options for Protocol for Carrying  [L. Morand, A. Yegin, S. [May 2008 |ASCIT [PROPOSED ) ) ) _
L. The Dvnamic Host Configuration Protocol (DHCP) provides a framework
| Authentication fo-r N_etworkA:cess Komar, S. Madanapa]h STANDARD for passing configuration information to hosts on a ICPIP network.
I L) S iR e i DHCP is based on the Bootstrap Protocol (S00TE) [7], adding the
capability of automatic allocation of reusable network addresses and
) 'everse & Net 4 Previous & e M e additional configuration options [19]. DHCP captures the behavior of

BOOTP relay agents [7, 21], and DHCP participants can interoperate

Done
with BOOTP participants [3].

Table of Contents

Introduction.
1 Changes to RFC1541.
.2 Related Work. C e e e e
.3 Problem definition and i=ssues

[E ]

1
1.
1
1

Example: RFC 2131 for DHCP |

¥ Find: reverse ¥ Nedt 4 Previous & Highlight all Match case

Done - ] 150
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Connecting your Linux system to the Network

1. Identify the NIC in your system (vendor and model)

2. Locate a driver for your NIC
« may be already available with your distro
« may be available from NIC vendor
* may be available from chipset vendor

« may have get source and build (compile) it
3. Load the driver (insmod or modprobe command)

4. Bring up and configure the interface (ifconfig)
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NIC (Network Interface Controller)

NIC card NIC on the motherboard

The NIC is used by a computer to send and receive packets on the
network.

Most PC NICs are now part of the motherboard rather than a card.

A NIC operates at the level 2 (Link Layer) and can send and receive
Ethernet frames using MAC addresses.

Multiple NICs allow a computer to be on multiple networks or they
can be teamed for higher performance.

On the Red Hat family, kudzu is used to probe for new hardware at
boot time. If you install a second NIC after installation you will get

prompted to configure it. 153



User
Space

Kernel
Space
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f} GNU/Linux Operating System Architecture

users ) = & (multi-user)

4 Programs (multi-tasking) )
Shell
Add-ons Commands & Utilities X | Desktops
N , Y
[ GNU C Library (glibc) \

Kernell \

System Call Interface

Management

Process Memory
Management

Virtual Network
File System Stack

Architecture Dependent
Kernel Code

Device Drivers

2

Hardware

1See “Anatomy of the Linux kernel” by M. Tim Jones at

The network stack
Is implemented in
the Linux kernel

NIC drivers are
implemented as
kernel modules
than can be
dynamically
loaded and
unloaded
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NIC Hardware Inventory

users @ ﬁ = 1 9 (multi-
user

Programs

(multi-tasking)

Shell

)

Add-ons || Commands & Utilities | X/ J
Desktops

[_l GNU C Library (glibc) |_]

Kernelt

System Call Interface

Process Memory Virtual
Management  Managem

File System Stack

Network

et

Architecture Dependent
Kernel Code

Device Drivers

Hardwa: E ﬁ - / _El@ e

How to determine what NIC you
have:

» Use Ispci to show PCI hardware
on the computer.

 Use dmesg and look for NIC
related information

» Use the web to check the technical
specifications for your computer or
mother board (assumes you have
not made any NIC changes)
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NIC Hardware Inventory

Using Ispci command to show NIC information

[root@celebrian ~]# lspci

00:00.0 Host bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX Host bridge (rev 01)
00:01.0 PCI bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX AGP bridge (rev 01)
00:07.0 1SA bridge: Intel Corporation 82371AB/EB/MB PI11X4 ISA (rev 08)

00:07.1 IDE interface: Intel Corporation 82371AB/EB/MB PI1X4 IDE (rev 01)

00:07.3 Bridge: Intel Corporation 82371AB/EB/MB P11X4 ACP1 (rev 08)

00:0f.0 VGA compatible controller: VMware Inc Abstract SVGA 11 Adapter

00:10.0 SCSI storage controller: LSI Logic / Symbios Logic 53cl1030 PCI-X Fusion-MPT Dual

Ultra320 SCSI (rev 01)
00:11.0 Ethernet controller: Advanced Micro Devices [AMD] 79c970 [PCnet32 LANCE] (rev 10)
00:12.0 Ethernet controller: Advanced Micro Devices [AMD] 79c970 [PCnet32 LANCE] (rev 10)
[root@celebrian ~]#

The Celebrian VM has two AMD 79C970 NICs installed
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NIC Hardware Inventory

Using dmesg to show NIC related information

[root@celebrian ~]# dmesg

< snipped > The pcnet32 driver is maintained
hd(_:: ATAPI1 1X CD—I?OM drlvg,_32kB Cache, UDMA(33) by Thomas Bogend()'rfer
Uniform CD-ROM driver Revision: 3.20

pcnet32.c:v1.32 18.Mar.2006 tsbogend@alpha.franken.de

ACPI1: PCI Interrupt 0000:00:11.0[A] -> GSI 18 (level, low) -> IRQ 177
pcnet32: PCnet/PCl 11 79C970A at 0x1400, 00 Oc 29 e5 48 fe assigned IRQ 177.
ethO: registered as PCnet/PCl 11 79C970A

ACPI1: PCI Interrupt 0000:00:12.0[A] -> GSI 19 (level, low) -> IRQ 185
pcnet32: PCnet/PCl 11 79C970A at 0x1480, 00 Oc 29 e5 48 08 assigned IRQ 185.
ethl: registered as PCnet/PCl 11 79C970A

pcnet32: 2 cards_found.

piix4_smbus 0000:00:07.3: Found 0000:00:07.3 device

piix4_smbus 0000:00:07.3: Host SMBus controller not enabled!

input: PC Speaker as /class/input/input2

sd 0:0:0:0: Attached scsi generic sg0 type O

Floppy drive(s): fdO is 1.44M

< snipped >

The Celebrian VM has two AMD 79C970 NICs installed 157
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NIC Hardware Inventory

Use dmesg with grep to narrow down the output

[root@celebrian ~]# dmesg | grep eth0

ethO: registered as PCnet/PCl 11 79C970A

ethO: link up

ethO: link up

ethO: no IPv6 routers present

[root@celebrian ~]# dmesg | grep net

audit: initializing netlink socket (disabled)

SELinux: Registering netfilter hooks

Initializing IPsec netlink socket

pcnet32.c:v1.32 18.Mar.2006 tsbogend@alpha.franken.de

pcnet32: PCnet/PCl 11 79C970A at 0x1400, 00 Oc 29 12 50 1le assigned IRQ 177.
ethO: registered as PCnet/PCl 11 79C970A

pcnet32: PCnet/PCl 11 79C970A at 0x1480, 00 Oc 29 12 50 28 assigned IRQ 185.
ethl: registered as PCnet/PCl 11 79C970A

pcnet32: 2 cards_found.

VMware vmxnet virtual NIC driver release 1.0.8 build-126538

[root@celebrian ~]#

The dmesg command with no options will show all the kernel messages

in the kernel ring buffer. A good way to see bootup status. 158
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{® Motherboard Specifications, IPIBL-LE (Benicia) - Moxilla Firefox (= [ E e

File Edit View History Bookmarks Tools Help
I @ = c Q [ @ | http://h10025.wwwl.hp.com/ewfrf/we/document?docname=c01324212&lc=enfidlc=enficc=us 7.7 v| |'| Google P| | USi n g th e We b
(&) Disable £ Cookies™ || C55- =] Forms- [H Images™ @ Information~ --._:,.-J Miscellaneous™ -~ Qutline :: Resize~ Jb Tools~ Q View Sourcer ' Options™ &/ @

| B systems Administr...| ll named.conf Confi... | [4] Product Specificat... | [f] Motherboard... x | 8l fetc/named.conf | [ Quick HOWTO : C...| i Rich's Cabrillo Col.. |T to fi n d N I C
ST T

-

Selected Benicia models ship RAID-ready (For Spring 08, only selected - -

CTO models will ship RAID-ready) f m t

RAID modes supported*: I n O r a, I O n
o RAIDO
o RAID 1

NOTE: RAID 5 requires three HDDs and RAID 10 requires four HDDs.
While this motherboard can support RAID 10, only RAID 0 and —
RAID 1 modes are supported on computer models using this
motherboard.

m

Example: An HP
I Onboard audio Ml PaViIion a6750t

| Audio CODEC: ALC2283

7.1 channel high-definition audio UseS a ASUS :
Onboard LAN IPIBL_LB (BeniCia)

1 Realtek 8111C 10M100/1000 Mb/s (Gigabit Ethernet) Integrated LAN

. motherboard which

NOTE: Gigabit Ethernetis backwards compatible with 10100 Mb/s
i Iwadsorf;?ﬂj“t ' netwark hardware. haS a Realtek
Was not helpful
:Does not apply Onboard USB USB 2.0 8111C
L i
* Twelve ports total
o Four connectors on back panel 10/100/1000 Mb/S
o Six headers (four 1x4 and two 2¢5 USB headers) support eight . .
addifional USB poris/devices (G|gab|t Ethernet)
| Integrated LAN
i NOTE: Some USB ports may not be available externally for customer use. |
For more information, see model specifications.
Onboard 1394
* Type: |EEE 13943 400Mb/s -
* Find: reverse ‘ ﬂext 4 Previous £ Highlight all Match case
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Class Activity
NIC Inventory

1. Run Frodo and Celebrian if they are not already up and login as
cis192 then su — to root.

2. Use the Ispci command and locate the NIC hardware.

3. Use the dmesg | more command browse through the kernel
bootup messages.

4. Narrow down the output with dmesg | grep pcnet and
dmesg | grep eth

5. Try again with dmesg | grep -i pcnet (the —i option makes
the search case insensitive)

6. How many NICs does Frodo have? How many does Celebrian
have?

7. What NIC vendor is used on both VMs?
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NIC
Drivers
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Connecting your Linux system to the Network

1. Identify the NIC in your system (vendor and model)

2. Locate a driver for your NIC
* may be already available with your distro
« may be available from NIC vendor
* may be available from chipset vendor

« may have get source and build (compile) it
3. Load the driver (insmod or modprobe command)

4. Bring up and configure the interface (ifconfig)
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NIC Drivers

The Linux kernel requires a specific driver to
correctly use a specific vendors NIC hardware.

Users o a = n = (multi-user)

Froorms (muteRkne e Linux NIC drivers are implemented as dynamic
e | —— [ } kernel modules.
1 ([ owewmana ] » Getting the right Linux NIC driver for your NIC
""""""" | can be problematic.
Vamagament  Mamagomers  FleSysem | mack e © Newer distributions are able to probe NIC
hardware and automatically install the correct
R driver if they can recognize the NIC.

* @ An older distribution may not recognize a

newer NIC and you will have to manually locate,
sometimes compile and install the correct NIC
driver.

While there are hundreds of different NICs there are relatively
few NIC chipsets many of which have Linux support
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Locating NIC Drivers

Newer distribution, older NICs — no problem, correct NIC driver is chosen
automatically during installation. /Zetc/modules.conf (RH9) or
/etc/modprobe.conf (CentOS 5) is updated with drivers to load at boot time.

Check the computer or NIC vendors web site for NIC drivers. For example, HP
supplies Linux drivers for many of its servers (but few of its desktops)

Look in Zlib/modules/$(uname -r)/kernel/drivers/net directory. This has
all the NIC drivers that have been complied for your kernel. To choose the right
one try http://tldp.org/HOWTO/Ethernet-HOWTO.html

If the preceding methods have not worked you can always install an older NIC in
your computer and use that until you find the correct driver for the newer NIC.

Start googling, try linux nic-name driver. You may have to download source
and compile a driver from the chipset vendor’s site using their instructions.
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NIC Drivers

Chipset vendor Downloads

& Broadcom Corporation - Download Drivers - Mozilla Firefox @I@lﬂ
—

File Edit View History Bookmarks Tools Help

@ c Q [ ahe |ht‘tp:ffwwu\f.broadcom.cDr'nfsuppor‘t,fethernet_nicfdownloaddrivers.php w " |'| Google /°|

(@ Disabler &2 Cookiesw | €55~ =] Forms~ | Images™ @ Information~ ) Miscellaneous= .~ Outline~ :: Resize~ \)Jb Tools™ @ View Sourcer .~ Options~ X 0 ©

¥? (0 unread) Yahoo! .. | s Broadcom Corpor... X | g Rich's Cabrillo Coll.. | | | TrueCrypt- Free O, > | <7 HOWTO FiXnolin.. > | g Cabrillo College Lin, > | -
o =

BROADCOM. -
SU ppORT » 54g® Questions

Please visit our 54g&
Website for questions or
to learn more about 54g&

-

3 Home > Downloads & Support > Ethernet NIC > Download Drivers products. |
Adjust FoﬂlEize:@@@ B@®E®=
Broadcom Ethernet NIC Driver Downloads
BLUETOOTH >
Below you will find the |atest drivers for Broadcom's i )
COMMUNICATIONS 3| Metxtreme, NetXtreme II, NetLink and 4401 based Etharnat 97.) What are the Linux tg3, bnx2 and b44 drivers?
PROCESSORS products.
ETHERNET NICs » ; ; ;
:EII_:\[,:F:E focnformation;on: the Kinuxta3 . brac2and: baa To batter =upport usars, Dromsdcom he= beaean actively supporting, maint=ining, and te=sting the in kerne=l
LETIEIL _ _ _ Linux drivers for the Netdtreme, Net¥treme II, Netlink and 4401 product lines. The following is list of
CONTACT SUPPORT » \:.'Dlg::l;ﬁs: users, click here to determine the correct driver for drivers supported for each product line:
OTHER &« Met¥treme and MetLink - tg2
] NetXtreme I Desktop/Mobile +  HNetdtreme II - bnxz2
Download drivers for the folloving chipssts: + 4401 - ba4
5702, 5705, 5751, 5752, 5753, 5754, 5755, 5756, 5761, - . . . !
5764, 5782 Broadcom officially releases the Linux drivers as packages. The Linux driver packages released by
— Broadcom are based on the latest in-kernel drivers with some added compatibility code to make it
®] NetXtreme I Server backwards compatible with most 2.6 kernels and some 2.4 kernels (generally newer than 2.4.24). If you
Dovmlosd drivers for the folloving chipsats: are using the latest upstream kernel from wawsw.keernel.org, you generally do not need to dovwnload the
5700, 5701, 5703, 5704, 5714, 5713, 5721, 5722, 5723, Linusx driver packages from Broadcom as the latest upstream kernel has the latest Linux driver patches.
5780
— For the Netitreme and NetlLink product lines, the tg2 driver is now the only Linux driver that Broadcom
supports. Accordingly, Broadcom has discontinued support for the bem 5700 driver and no longer provides
Download drivers for the following chipsets: updates.
5706, 5708, 5703, 5716 . . . . . i
There are a few minor differences to be aware of if you are migrating from the bcm3700 driver to the tg3
driver. The tg3 driver does not support the Broadcom proprietary load balancing software module known
as BASP. The Linux bonding driver and 802.1q driver provide similar functionalities and can be used with
»%  Find:  wmed & Net 4 Previous & Highlight all Match case tg3. BASP vill also be discontinued. The tg2 driver also does not support module parameters to configure
- - - - the device (line speed, flow control, ring sizes, etc) but relies on standard Linux utilities such as ethtool.
http://fwww.broadcom.com/support/ethernet_nic/faq_drivers.php#tg3 Other than these differences, the two drivers are very similar in terms of hardware support, robustness,
and performance.
Back to Top

http://www.broadcom.com/support/ethernet_nic/downloaddrivers.php 165
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NIC Drivers

Server vendor Downloads

& HP ProLiant BL20p G4 Server series - Download drivers and software - HP Business Support Center - Mozilla Firefox — — E=HEET
File Edit View History Bookmarks Tools Help
i @ (& 7 ([ | httpy//h20000.vww2.hp.com/bizsup port/ TechSupport/Scftwarelndex,splang=enBicc=us&prod! 7 | [[Gl+| Google Al
@ Disable- £ Cookiesr [ €55 £ Forms= (3 Images- @ Information- . ) Miscellaneouss . Qutline- | o Resizer J° Tools* {2] View Sources . Optionss & 1 l
I Systems Administr...| Kl named.conf Confi...| | AskDr. UN*X - Lin...| ] HP Proliant B... x | [ii] HP BladeSystem c... | [l Quick HOWTO: C... i Rich's Cabiillo Col... \7
5 Sign-in with HP Passport | » Register United States-English l
I T B N S T e
Driver - Network
Search: Hore options -
> Comactile @ Business Support Center ) All of HP United States e Previous
L = Description download \.reersion
time
(jﬂ Download drivers and software HP NC_Serics Broadeom 1Ch et s
Muttifunction Driver for Linue o T
e 14 Nov 2008 11 Mow 2008
§ (multi-part download)
» 2:5;%55 Support HP ProLiant BL20p G4 Server series
nter N
HP Passport Sign-in Bl
User ID:
» Choose another product S6K: <1m
» Creale a personal product profile (Why register?) Part 2 0.008 o im
Password i
HP NC-Series Broadcom TG3 Driver | 3.92n-1 3.592e-3
: E:s:snt?nfm Subscribe to driver and support alerts for Linux (multi-part download) 11 Nov 2008 7 Aug 2008
Go» . EEK: <1m
» Sign up now for customized driver, security, patch, and support email alerts. Part 1 014 !
Tl T e Only receive updates on products you specify or own when you want them. S12K <1m
product -
I oon St
software Operating System: Red Hat Enterprise Linux 5 Server (x86) -
Troubleshoot a problem i i :
: Setup, install, and By downloading, you agree to the terms and conditions of the HP Software License Agreement. HP WC-Series ISCS| Offload Driver for 1.3.6-1 12141
configure Linux (multi-part download) 11 Nov 2008 8 Jul 2003
» Discover and use a Choose your software/driver language: English (American) - =
» Perform regular Quick jump to downloads by category. 12K <1m
Eﬂ‘med"ﬁﬂcz ot » BIOS - System ROM Bk <1
= Upgrade and migrate Driver - Lights-Out Management c<1m
» Recycle and dispose : Driver - Ns?twnrk anag Part 2 0.011 512K <1m
X Find: reverse # Nedt & Previous & Highlight all [¥] Match case HP NC-Series iSCSI Offload Initiator
Dore Ut for Red Hat Enterprise Linax | 62088807 620.742:050
N & Jul 2008 18 Dec 2007
(multi-part download)
S6K: <1m
Part 1 026 13K <im Downlaad »
oovs Tt
HP NC-Series open-iscsi Boot
Package for Linux (multi-part S L1086
- Package for Linux
http://www.hp.com/#Support | Bactane : 8 Jui 2008 166
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NIC Drivers

Linux Eﬂ'le-rnet—HDwtu—WinduwsInhemet Explorer o — e o — - E@g
'—I;ttp:f{tldp.urngDWTD!Ethernet-HDWTO.htnEtn;_‘[- — v|_:$:_|_x_|'|_xf@i 5eam«_: 2 4

File Edit View Favorites Tools _I;t_efp
w4 |'_Linm(Ethemet-Hcvwm |_| Mo~ v = v b Page v () Tools v 2

Next Previous Contents

m

Linux Ethernet-Howto
by Paul Gortmaker

v2.9. Aug 25, 2003

This is the Ethernet-Howto, which is a compilation of information about which ethernet devices can be used for Linwx, and how fo set them
up. Note that this Howto is focused on the hardware and low level driver aspect of the ethernet cards, and does not cover the software end
of things lilte i foonfig and route. That information is found in various other Linwe documentation,

1. Introduction

1.1 New Versions of this Document

-
» 1.2 Using the Ethernet-Howto

» 1.3 What do [ need to to get ethernet worling?
-

1.4 HELP - It doesn't work!
1.5 Tvpe of cable that vour card should support

2. Frequently Asked Questions

2.1 How do I tell Limm what driver to use?

2.2 What card should T buy for Linux?

2.3 Alpha Drivers -- Getting and Using them

2.4 Using More than one Ethernet Card per Machine

[# € Internet | Protected Mode: Off #100% v |]

http://tldp.org/HOWTO/Ethernet-HOWTO.html

The TLDP web
site has an
Ethernet Howto
that is
extremely
valuable when
trying to find
the correct NIC
drivers
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http://tldp.org/HOWTO/Ethernet-HOWTO.html

Pl Tinu: Ethernet-Howto - Windows Internet Explorer | TR — P — (o o5 o]

[ | x | e See section 4 for

File Edit View Favorites Tools Help SpeCIfIC N I CS
o dhr ||_ Linux Ethernet-Howto |_| @ x x @ ~ |ish Page ~ @TQDFS -7
4

. Vendor/Manufacturer/Model Specific Information

4.1 3Com

4.2 Accton

4.3 Adaptec

4 4 Allied Telesvn/Telesis
4.5 AMD / Advanced Micro Devices
4.6 Ansel Communications
4.7 Apricot

4.8 Arcnet

4.9 Boca Research

4.10 Broadcom

4.11 Cabletron

4.12 Cogent

4.13 Compaq

4.14 Danpex

-
-
-
-
-
» 4.15 Davicom
-
-
-

4.16 D-Link

4.17 DEI

418 Digital  DEC

4.19 Farallon

4.20 Fuiitsu

4 21 Hewlett Packard
4.22 IBM / International Business Machines
4.23 ICL Ethernet Cards
4.24 Intel Ethernet Cards
4.25 Kingston

426 LinkSvs

427 Microdvne

4.28 Mylex

4.29 Myson

[# € Internet | Protected Mode: Off #®100% v |i
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"€ Linux Ethernet-Howto: Vendor/Manufacturer/Model Specific Information - Windows Internet Explorer — — " = B ]

LZ_ http://tldp.org/HOWTO/Ethernet-HOWTO-4.htrml#ss4.5 A | "f| X |'| Yahoo! Search »p v|

File Edit View Favorites Tools Help

S - o »
ﬂf q‘ﬁ? [— Linu)(Ethernet-Howto:Vendor{ManufacturerfMo...l l & - i Iﬁﬁage - \"<‘):}Tgolsv

The =i5200.txt file in 2.4 kernels states that "AM79C901 HomePNA PHY is not thoroughly tested, there may be some bugs in the "on the fly" -
change of transcefver." so you may want to check that if using a newer kernel

AMD 79C965 (PCnet-32)
Status: Supported, Driver Name: pcnet32
This is the PCnet-32 -- a 32 bit bus-master version of the original LANCE chip for VL-bus and local bus systems. chip. While these chips can be =

operated with the standard 1ance. c driver, a 32 bit version (pcnet32 . c) is also available that does not have to concern itself with any 16MB
limitations associated with the ISA bus.

AMD 79C970/970A (PCnet-PCI) \
Status: Supported, Diriver Name: pcnet32

This is the PCnet-PCI -- similar to the PCnet-32, but designed for PCI bus based systems. Please see the above PCnet-32 information. This means
that you need to build a kernel with PCI BIOS support enabled. The '970A adds full duplex support along with some other features to the original '970
design.

Note that the Boca implementation of the 79C970 fails on fast Pentium machines. This is a hardware problem, as it affects DOS users as well. See the
Boca section for more details. j

AMD 79C971 (PCnet-FAST)
Status: Supported, Driver Name: penet32
This is AMD's 100Mbit chip for PCT systems, which also supports full duplex operation. It was introduced in June 1996.

AMD 79C972 (PCnet-FAST+)

| Status: Supported, Driver Name: pcnet32

'l Done I:;E 0 Internet | Protected Mode: Off F100% - |i

e =

r

<

http://tldp.org/HOWTO/Ethernet-HOWTO.html

The AMD 79C970 on
the Celebrian VM
uses the pcnet32
driver
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NIC Drivers

NIC drivers are kernel modules and are kept is a
specific directory so the kernel knows where to find
them. Note, they were .o files in older distros.

[root@celebrian ~]# uname -r
2.6.18-92.1.22.¢el5

[root@celebrian ~]# 1s /lib/modules/$ (uname -r)/kernel/drivers/net

3c59x.ko dummy . ko natsemi . ko ppp_synctty.ko sunhme.ko
8139cp.-ko e1000 ne2k-pci . ko gla3xxx.ko tg3.ko
8139too.ko  el1l000e netconsole._ko r8169.ko tlan._ko
8390.ko el100.ko netxen s2i10.ko tokenring
acenic.ko epicl00.ko ns83820.ko sis190.ko tulip
amd8l1lle.ko Tealnx.ko pcmcia si1s900.ko tun.ko

b44 _ko forcedeth.ko pcnet32._ko skge . ko typhoon.ko
bnx2_ko 1Tb._ko phy sky2._ko via-rhine_ko
bnx2x.ko igb ppp_async.ko slhc.ko via-velocity.ko
bonding 1xgb ppp_deflate.ko slip.ko wireless
cassini.ko 1xXgbe ppp_generic.ko starfire.ko

chelsio mii.ko ppp_mppe - ko sundance . ko

cxgh3 mix4 pppoe . ko sungem.ko

di2k.ko myril0ge pppox. ko sungem_phy.ko

[root@celebrian ~]#

[root@celebrian ~]# file /lib/modules/$ (uname -r)/kernel/drivers/net/el00.ko

/1ib/modules/2.6.18-92.1.22_.el5/kernel/drivers/net/el00.ko: ELF 32-bit LSB relocatable,
Intel 80386, version 1 (SYSV), not stripped

[root@celebrian ~]# 170
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VMware Server Virtual Machines
The Virtual NICs

Note: All the VMs have the same AMD
79¢c970 NICs which use the pcnet32 driver

Treebeard Arwen Elrond Celebrian Legolas

eth0 ethl ethO0 ethl eth0 ethl ethO0 ethl eth0 ethl
Servers

Frodo Sauron Fang Nosmo Sniffer <tho

- ethl

i cth2

— — — — —J eth3
ethO ethO ethO eth0

Clients Special
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Real NICs can be more challenging

System Pod

There are a variety on NICs on the
older systems in the System pods

NIC Linux Driver

Intel PRO 100 NIC el00
D-Link NICs with RealTek 8129/8139 chipsets 8139too
3Com 3c905x NICs 3c59x
Lite-on Communications LNE 100TX cards with DEC chipsets  tulip
AMD 79¢c970 NIC (used in VMware VMs) pcnet32

Press middle button
to boot Linux
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NIC Drivers

CIS Lab

Some drivers that have been used with the PC's in the

[root@celebrian ~]# 1s /lib/modules/$ (uname -r)/kernel/drivers/net

|3c59x-ko | dummy . ko natsemi . ko ppp_synctty.ko sunhme.ko
8139cp.ko el1000 ne2k-pci .ko gla3xxx.ko tg3.ko
[8139too.ko] e1000e netconsole.ko  r8169.ko tlan.ko
8390.ko [e100.ko | netxen s2io0.ko tokenring
acenic.ko ep1cl00.ko ns83820.ko sis190.ko [ tulip |
amd8l1lle.ko Tealnx.ko pcmcia si1s900.ko tun.ko
b44 _ko forcedeth.ko |[pcnet32._ko] skge.ko typhoon.ko
bnx2.ko 1tb.ko phy sky2._ko via-rhine._ko
bnx2x.ko igb ppp_async.ko slhc.ko via-velocity.ko
bonding ixgb ppp_deflate.ko slip.ko wireless
cassini.ko 1Xghe ppp_generic.ko starfire.ko
chelsio mii.ko ppp_mppe-ko sundance . ko
cxghb3 mix4 pppoe . ko sungem.ko
dil2k.ko myrilOge pppox . ko sungem_phy . ko
[root@celebrian ~]#

Intel PRO 100 NIC €100

D-Link NICs with RealTek 8129/8139 chipsets 8139too

3Com 3¢905x NICs 3c59x

Lite-on Communications LNE 100TX cards with DEC chipsets tulip

AMD 79c¢c970 NIC (used in VMware VMs) pcnet32 173
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Managing

(showing, installing, removing)

Drivers
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Connecting your Linux system to the Network

1. Identify the NIC in your system (vendor and model)

2. Locate a driver for your NIC
« may be already available with your distro
« may be available from NIC vendor
* may be available from chipset vendor

« may have get source and build (compile) it
3. Load the driver (insmod or modprobe command)

4. Bring up and configure the interface (ifconfig)
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Commands for handling NIC drivers (kernel modules)

» To show available NIC drivers:
Is Zlib/modules/$(uname -r)/kernel/drivers/net

» To show loaded kernel modules including NIC drivers
Ismod
example: Ismod | grep pcnet32 (show NIC drivers used on VMSs)

» To remove (unload) a NIC driver
rmmod driver
example: rmmod pcnet32 (removes pcnet32 VM NIC driver)

Do not specify the path or suffix (.ko) for drivers

» To insert (load) a NIC driver
insmod driver
modprobe driver
example: modprobe pcnet32 (installs pcnet32 VM NIC driver)

modprobe is more intelligent and recommended over insmod
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Commands for handling NIC drivers (kernel modules)

To show available NIC drivers:
Is Zlib/modules/$(uname -r)/kernel/drivers/net

Bluetooth: LZCAP wer 2.8
Bluetooth: LZCAP socket layer initialized

Bluetooth: RFCOMM =ocket layer initialized

Bluetooth: RFCOMM TTY layer initialized

Bluetooth: RFCOMM wer 1.8

Bluetooth: HIDPF (Human Interface Emulation) wver 1.1

SELinux: initialized (dev autofs, type autos), uses genfs_contexts
SELinux: initialized (dev autofs, type autofs), uses genfs_contexts
SELinux: initialized (dev autof=s, type autofs), uses genfs contextis
[root@elrond "1#| 1ls slibsmodulesrs2.6.18-92.el5-/kernelsdrivers-net-

Use tab
completes!

We are using the pcnet32 driver for the VM NICs
177
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Commands for handling NIC drivers (kernel modules)

To show loaded kernel modules including NIC drivers
Ismod
example: Ismod | grep pcnet32 (show NIC drivers used on VMs)

[rootlelrond “1# lsmod i head
Size Used [y

24517 2

23185 2

42457 8

29585 18 hidp,rfcomm

23797 5 hidp,rfcomm,lZcap

15488 9

44176 8

144893 1
ip_commtrack_netbios_ns 6977 A
[rootfelrond "1# lsmod | grep pcnet3Z

pcnet3Z 35269 B
mii 9489 1 pcnet32
[rootlelrond “1# _

This shows that the pcnet32 NIC driver is loaded and it uses the Mll

(Media Independent Interface) module 178
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Commands for handling NIC drivers (kernel modules)

To remove (unload) a NIC driver
rmmod driver

S Wed Feb 4, 3:56 PM

cis 192 [§]

GApplications Places System [E5

B Q U=

Disconnected

The network connection has been
disconnected.,

File Edit Wiew Terminal Tab

root@frodo:~# lsmod | grep g
pcnet32 396848

mii 1 pcnet32
root@frodo:~#|rmmod pcnet32

root@frodo:~#

When you remove
the NIC driver you
will lose the
network connection

Note: The pcnet32
driver is used for
the NICs on the
VMs

\Ell [ [root@frodo: ~] || & [Internet Protocol ... | root@frodo; ~
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Class Activity - Managing NIC Drivers

1. Power on Frodo and Celebrian if they are not already up.
2. Login as cis192 then su — to root. Use a graphical terminal on Frodo.

3. Do a short listing of the NIC drivers on Frodo and Celebrian with:

Is Zlib/modules/$(uname -r)/kernel/drivers/net
Note: you can also type 2 then Tab key instead of $(uname —r)

4. Pipe the output of the Is command above into wc —| and determine which
distro includes the most NIC drivers on their standard installation.

5. On Frodo, locate the pcnet32 driver pcnet32.ko

6. On Frodo, check that the driver is loaded with Ismod | grep pcnet32
then check the interface status with ifconfig

7. On Frodo, unload the NIC driver with rmmod pcnet32

8. On Frodo, check that the driver is unloaded with Ismod | grep pcnet32
then check the interface status with ifconfig ethO

9. On Frodo, use modprobe pcnet32 to reload the NIC driver again.

10. On Frodo, check that the driver is loaded again with Ismod | grep
pcnet32 then check the interface status with ifconfig

11. If you no longer have a IPv4 address use dhclient
180
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Connecting your Linux system to the Network

1. Identify the NIC in your system (vendor and model)

2. Locate a driver for your NIC
« may be already available with your distro
« may be available from NIC vendor
* may be available from chipset vendor

« may have get source and build (compile) it
3. Load the driver (insmod or modprobe command)

4. Bring up and configure the interface (ifconfiqg)
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Configuring a static IP address with ifconfig

Having two Ethernet adapters in your VM is the same as
having two real adapters in a real physical computer

Yirtual Machine Settings B I ¥irtual Machine Settings (=] I

Hardware | Dptionsl Hardware | Dptionsl

~ Device status

Device: | Sumrnar | I Device status Device | Summar
Mermary 512 MB ¥ Connected Memary 512 MB ¥ Connected
EHard Disk {SCSI 0:0) IV Canrect at power on & Hard Disk (SCST 0:0) ¥ Cornect at power on
CO-ROM (IDE 107 ko detect €Y co-Rom (IDE 1:0) Auta detect
. . i~ Network connection -
Floppy Using drive: &: & W?I o _ _ &HUDDY Using drive &: Netw?rk connection . .
BB Ethernst Custam ' Bridged: Connected directly ta the physical network EBEthernet Bridged " Bridged: Cannected directly ta the physical netwark,
gEthernat 2 Bridged 7 NAT: Used to share the host's IP address BB Ethernet 2 Bridged € MAT: Used to share the host's IP address
Processors 1 88 Processors 1
" Host-only: & private netwaork shared with the host " Host-only: & private network shared with the host
" Custom Specific virtual netwark % Custom: Specific vitual netwark
Yhnet3 =l

Add... Eemove Add.. Bemove |

oK I Cancel Help

QK Cancel Help |

Ethernet = ethO Ethernet2 = ethl

Linux will refer to the first adapter as ethO and the second as ethl 183
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Configuring a static IP address with ifconfig

ClaSS room Room 2501 closet and beyond

Room 2501 Snickers Bubbles
=] (=] B 207.62.187.53

172.30.1.0 /24 .10 Nosmo
1

& = &

@ static-ipackdri pf (appsheatun/pef Obgeet) - Mozala Freli T e
Fle Edit Yiew Higory Bockmars Jook Help
4 = C 0 /Ay (BE hepsimms tesch com/docs/static-ip-addes paf v <[ oo I

To avoid duplicate IP
address conflicts only use
the static IP addresses
assigned to your specific
VMware station

@ Distter 3 Cooterr | B0 case 7 Former 2 Imagese () Information: ) Miscelancouse ./ Outines Reser )" Toots (1] View Seurcer
B stavsc-ip-agars.pat lapplicationipat O... |
= = $ 12 G K oo an | Q) Fse- | H L

E - |P addresses for VM's in the CIS Lab and CTC
Gatewsry. 172.30.4.1 DNS: 207 62.187 .54

o v

c15-Lab-01 172.30.4.101 172.30.4.121 172.30.8.122
as-lab-02 172.30.4.102 172.30.4.123 172.30.4.124

O5lab03 172304103 172.30.4.125 172.30.4.126

C15-Lab-04 172.30.4.104 172.30.4.127 172.30.4.128

H 5-Lab-05 172.30.4.105 172.30.4.129 172.30.4.130

Stat I O n XX CI5-Lab-06 172.30.4.106 172.30.4.131 172.30.4.132

CIS-Lab-07 172.30.4.107 172.30.4.133 172.30.4.134

(V M Wa re h O St P C) CI5-Lab-08 172.30.4.108 172.30.4.135 172.30.4.136
CIs-Lab-09 172.30.4.109 172.30.4.137 17230.4.138

l'u Done
Ay Elrond

E’ etho

LAIXX
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Configuring a static IP address with ifconfig

ClaSS room Room 2501 closet and beyond

Room 2501 Snickers Bubbles
= 207.62.187.53
172.30.1.0 /24 .10 Nosmo
e

3 oo -'_p_ra--m i-ug-mh_ [ oot 11 ."Mﬂuﬂ 5 I i wﬁ
C g opssmms Jaachcom, Vi ,_F
@ a8 L] ~ s Chrtopher € Keyr i:iwmmml

DALy 2 hY Qo8 an- QLo W~

For example, StationO5 in
the classroom is assigned
172.30.1.105 and .

172.30.1.130 is available cun : = -

for use on one of the VMs. z=r : e e e e [

T IP addresses for VM's in the 2501 classroom
Goteway. 17230.1.1
- NS 207 62 187 54 |

o Swation-02 172301102 172.30.1.127 Station-14  172.30.1.114 172301139

Station-03  172.30.1.103  172.30.1.128 Station-15  172.30.1.115  172.30.1.140

Station-04 172301104  172.30.1.129 Station-16  17230.1.116  172.30.1.141

o 72301, 72, b Swtion-17 1723001117 172.30..142

Station-06  172.30.1.106  172.30.1.131 Station-18  17230.1.118 172301143

- Station-07  172.30.1.107  172.30.1.132 Station-19  172.30.1.119 172301144
Stat I O n O 5 Station-08  172.30.1.108  172.30.1.133 Station-20  172.30.1.120  172.30.1.145
Station-09 172301109  172.30.1.134 Station-21  17230.1121 172301146

Station-10  172.30.1.110  172.30.1.135 Station22 172301122 172.30.1.147

(VMWare h OSt PC) Station-11 172301111 172.30.1.136 Ststion-23 172301123 172.30.1.148
Station-12 172301112 172.30.1.137 Station-24  172.30.1.124  172.30.1.14%

)/
54

Elrond —

—.105

E’ etho

.130

185
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Configuring a static IP address with ifconfig

* To show all interfaces (and to show your IP address):
iIfconfig

 To show the ethO interface:
iIfconfig ethO

» To set ip address and subnet mask:
Ifconfig ethXx xxx. xxx.xxx.xxx netmask xxx.xxx.XXX.XXX
or Ifconfig ethx xxXxX. xxx.xxx.xxx/nn (where nn=prefix)

 To shut down an interface:
iIfconfig ethx down

* To bring up an interface:
iIfconfig ethx up

Note: Configuring an IP address with ifconfig is temporary. It will last

until the system is rebooted or the network service is restarted. 186
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Configuring a static IP address with ifconfig

The ifconfig command, with no arguments, will list all “up” interfaces

[rootPelrond " 1# ifconfig
lo Link encap:Local Loopback
inet addr:127.8.8.1 Mask:255.8.8.H
inetb addr: ::1-128 3cope:Host
UP LOOPBACK RUNNING MTU:16436 HMetric:1
KX packet=s:8 errors:B dropped:B overruns:H frame:H
TX packet=s:8 errors:H dropped:8 overruns:HB carrier:H

collisions:B txqueuelen:Hd
Rx bytes:56H (56B.8 b) TX bytes:568B (56H.H b)

[rootB@elrond ™ 1# _

Network settings have been disabled on the CentOS VMs so you can
practice setting them up. When you first power them on only the
loopback “lo” interface is active.
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Configuring a static IP address with ifconfig

To set ip address and subnet mask on Station 05 in the classroom:

ifconfig ethO 172.30.4.130 netmask 255.255.255.0
d MAC address

IPv4 address

[rootlelrond " 1#| ifconfig ethB 172.38.1.138 netmask 255.255.255.H
[root@elrond “1# ifconfig ethd
ethH Link encap:Ethernet HWaddr HB:BC:29:68:36:87
inet addr:172.38.1.138 Bcast:172.38.1.255 Mask:255.255.255.8
inetb addr: feBH::ZBc:Z291f :febB:3687-64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1

Rx packet=:H errors:H dropped:H overruns:H frame:H

TX packets:J1 errors:H dropped:B overruns:H carrier:H
collisions:8 txqueuelen:18B8H

Rx byte=:B (B.B b) TX bytes:?726 (7.5 KiB)
Interrupt:177 Base address:Hx14HH

IPv6 address

Remember that 172.30.1.130 is only to be used on Station 5.

If every student configures their VM with the same static IP address
there will be duplicate IP issues with the classroom network.
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Configuring static IP and mask on other planets

Internet Protocol {TCP/IP) Properties 7 Lan A re a
Connection on
Waou can get IP settings assigned automatically if wour network suppaorts -
this capability. Otherwise, you need ta ask vour nebwork administrator W I n d OWS X P

for the appropriate IP settings.

General

{” obtain an IP address automatically

- Use the following IP address: \
IP address: J172.30 . 1 130
Subnet mask: | 255 255 255, 0

N

Default gateway: I | .

€ Gbbain BHE server address automatically

—{% Use the following DNS server addresses:

Preferred DMS server: I , , , One Standard T w many
alternate DMS server: | . . . i mplementations !

Advanced... |

’TI Cancel |

fa O/0 on Cisco 2811 router

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int fa0/0

Router(config-if)#ip add 172.30.1.130 255.255.255.0 |
Router(config-iP)#
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Caveat: Root’s environment has /sbin in path

g5k, 1955 "

To show all interfaces (and to show your IP address):
ifconfig

As root, your path includes /sbin

[root@benji ~]# ifconfig
ethO Link encap:Ethernet HWaddr 00:0C:29:E6:2C:03
inet addr:192.168.0.34 Bcast:192.168.0.255 Mask:255.255.255.0

inet6 addr: fe80::20c:29ff:fee6:2c03/64 Scope:Link
<snipped>

As non-root user your path does not include /sbin

[cis192@benji ~]$ ifconfig
-bash: 1fconfig: command not found

[cis192@benji ~]1$ /sbin/ifconfig
ethO Link encap:Ethernet HWaddr 00:0C:29:E6:2C:03
inet addr:192.168.0.34 Bcast:192.168.0.255 Mask:255.255.255.0

Inet6 addr: fe80::20c:29ff:fee6:2c03/64 Scope:Link
<snipped> 190
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Configuring the gateway and DNS

» To show the routing table (including gateway)
route -n

» To set the gateway
route add default gw XX XXX . XXX . XXX

» To delete the gateway

route del default gw XXX XXX XXX . XXX

 To set the DNS server
edit /Zetc/resolv.conf and add:
nameserver XXX. XXX. XXX. XXX
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Configuring the gateway and DNS

To set the default gateway
route add default gw XXX, XXX . XXX . XXX

[rootlPelrond T 1# route add default gw 172.38.1.1
[root@elrond “1# route -n
Kernel IP routing table
Flags Metric Ref Use Iface

£55.255.255.8 1] H A B ethd
H.8.8.8 UG H %) B ethd

Destination Gateway Genmask

172.38.1.8 H.H.8.8
172.38.1.1

After setting a new route it's a good idea to verify it using route —n

The routing table above has two entries:
Packets destined for 172.30.1.0/24 are sent out the ethO interface to the

connected subnet
» All other packets are sent to the default gateway at 172.30.1.1
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Configuring the gateway and DNS

To delete the default gateway

route delete default gw XXX, XXX. XXX . XXX

root@elrond " 1# route del default gw 172.38.1.1
rootlelrond “1# route -n
ernel IP routing table

pestination Gateway Genmask Flags Metric Ref U=ze Iface
72.38.1.8 H.H.8.H £55.255.255.8 U 2} 2} B ethd
root@elrond T 1# _

After changing a route it's a good idea to verify it using route -n
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Configuring the gateway and DNS

To set the DNS server edit Zetc/resolv.conf and add:

Nnameserver XXX. XXX, XXX. XXX

[rootPelrond T 1# cat retcr/resolv.conf

cat: setcsresolu . conf: Mo zuch file or directory

[rootPelrond " 1# echo nameserver 287 .62.187.53 > retcr/resolv.conf
[rootPelrond “1# cat rsetc/resolv.conf

nameszerver ZHBY.62.187.53

[rootPelrond “1# _
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Configuring dynamic IP addresses

Room 2501 closet and beyond

Snickers Bubbles
=] =] 207.62.187.53

172.30.1.0 /24 .10 Nosmo

Snickers is a DHCP server that manages a pool of addresses
(172.30.1.150 to 172.30.1.199) for room 2501.

1

It also manages a different pool of addresses (172.30.4.150 to
172.30.4.199) for CIS systems in the Lab and CTC.

StationXX
(VMware host PC)

)/
54

Elrond

E’ etho
] 1xx

197
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Configuring dynamic IP addresses

» To request a dynamic IP address for ethO:
dhclient ethO

» To release a dynamic IP address:
dhclient —r ethO

Note: Specifying ethO is not necessary for systems with a single NIC.
However, all the CentOS systems used for this course have 2 NICs making
It necessary to designate the specific interface
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Configuring dynamic IP addresses

To get a dynamic IP address from a DHCP server:

dhclient ethO

[rootPelrond “1# dhclient ethd

Internet Systems= Consortium DHCP Client U3.8.5-RedHat
Copyright ZBH4-ZBH6 Internet Systems Consortium.

All rights reserved.

For info, please visit http://www. isc.org/sw/dhcps

Listening on LPF-rethB-BB:Bc:29:68:36:87

Jending on LI'Freth8-88:8c:29:00:306:07

sending on socket-fallback

DHCPDISCOVER on ethB to 255.255.255.253 port 67 interval 4
DHCPOFFER from 172.38.1.1

DHCPREQUEST on ethB to £55.255.255.255 port 67

DHCPACK from 17£2.38.1.1

bound to 172.38.1.199 -- renewal in 1H348 seconds.
[rootPelrond ™ 1# _

| made this screen shot at home rather than at school ... how can
could you determine this by looking at the output above?
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Configuring dynamic IP addresses

To release a dynamic IP address back to the DHCP server:

dhclient —r ethO

[root@elrond " 1# dhclient -r ethH

Internet Systems Consortium DHCF Client V3.8.5-RedHat
Copyright ZHB4-ZBH6 Internet Systems Consortium.

All rights reserved.

For info, please visit hitp:/r www. isc.org/swsdhcps

Listening on LPFrethB-BH:Hc:£9:68:36:87
Sdending on LPF- ethB-8B8:8c:29:68:36:87
Sending on Socketsfallback

DHCPRELEASE on ethB to 172.38.1.1 port 67
[rootlelrond ™ 1#

We will learn more about DHCP and how to set up a DHCP server
later in the course.
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Testing Interface Settings

* Check IP address by pinging router or neighbor
PING XXX. XXX . XXX . XXX

At school, the nosmo router is at:
«172.30.1.1 in the classroom
«172.30.4.1 in the lab

 Check DNS by pinging hostname
ping google.com

Use Ctrl-C to stop pinging which will
go on forever if you don't.
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Commands for testing interfaces

Check settings by pinging the classroom router

ping 172.30.1.1

[rootPelrond “1# |ping 1YZ2.38.1.1

PING 172.38.1.1 (172.38.1.1) 56(84) bytes of data.

64 bytes from 172.38.1.1: icmp_seqg=1 ttl1=64 time=5.81 m=
b4 bytes from 172.38.1.1: icmp_seqg=Z ttl=64 time=1.28 m=s
64 bytes from 172.38.1.1: icmp_seq=3 ttl1=64 time=1.31 m=

64 bytes from 172.38.1.1: icmp_seqg=4 t11=64 time=HB.956 ms

--- 172.38.1.1 ping statistics ---

4 packets transmitted, 4 received, B¥ packet loss, time 3HBH3Ims
rtt minsavgsmaxsmdew = H.956-/2.322-5.813-2.819 m=

[rootlelrond ™ 1#

Use Ctrl-C to stop pinging which will go on forever if you don't.
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Commands for testing interfaces

Check settings by pinging the classroom router

ping 172.30.1.1

[rootlelrond " 1# ping 17£.38.1.1

connect: Network i=s unreachable

The interface has not been configured with an IP address or a
default route has not been set.
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Commands for testing interfaces

Check DNS settings by pinging hostname
ping google.com

[rootPelrond " 1# ping google.com

PING google.com (74.125.45.188) 56(84) bytes of data.

b4 bytes from yx-in-f18H.google.com (74.125.45.188): icmp_seq=1 tt1=235 time=48.
4 ms

b4 bytes from yx-in-f18H.google.com (7?4.125.45.188): icmp_seq=2 tt1=235 time=44.
4 ms

64 bytes from yx-in-f188.google.com (V4.125.45.188): icmp_seq=3 tt1=235 time=44.
9 m=

64 bytes from yx-in-f188.google.com (V4.125.45.188): icmp_seq=4 tt1=235 time=44.
1 m=

--- google.com ping statistics ---

4 packets transmitted, 4 received, B+ packet loss, time JBHZm=
rtt minsavg/max-smdev = 44.478-45.685-48.464-1.676 ms
[root@elrond ~1# _

Use Ctrl-C to stop pinging which will go on forever if you don't.

205



CIS 192 - Lesson 1 i Fi l ’ Iw

Commands for testing interfaces

Check DNS settings by pinging hostname

ping google.com

[rootPelrond " 1# ping google.com

ping: unknown host google.com

The DNS name server has not been configured

206



CIS 192 - Lesson 1

IP addresses for VM's in the classroom
http://simms-teach.com/docs/static-ip-addrs.pdf

Instructor

Station-01
Station-02
Station-03
Station-04
Station-05
Station-06
Station-07
Station-08
Station-09
Station-10
Station-11

Station-12

Skakion-09

172.30.1.100
172.30.1.101
172.30.1.102
172.30.1.103
172.30.1.104
172.30.1.105
172.30.1.106
172.30.1.107
172.30.1.108
172.30.1.109
172.30.1.110
172.30.1.111
172.30.1.112

172.30.1.125
172.30.1.126
172.30.1.127
172.30.1.128
172.30.1.129
172.30.1.130
172.30.1.131
172.30.1.132
172.30.1.133
172.30.1.134
172.30.1.135
172.30.1.136
172.30.1.137

Station-13
Station-14
Station-15
Station-16
Station-17
Station-18
Station-19
Station-20
Station-21
Station-22
Station-23
Station-24

172.30.1.113
172.30.1.114
172.30.1.115
172.30.1.116
172.30.1.117
172.30.1.118
172.30.1.119
172.30.1.120
172.30.1.121
172.30.1.122
172.30.1.123
172.30.1.124

ol

172.30.1.138
172.30.1.139
172.30.1.140
172.30.1.141
172.30.1.142
172.30.1.143
172.30.1.144
172.30.1.145
172.30.1.146
172.30.1.147
172.30.1.148
172.30.1.149

Note your static IP address for your station to use in the next
Class Activity
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D

Class Activity
Configuring Interface, default gateway and DNS

. Power on Celebrian if it is not already on.

. Configure ethO with your static IP address (based on your station number)

and subnet mask
iIfconfig ethO 172.30.1.xxx netmask 255.255.255.0

. Check it with ifconfig ethO

. Configure your default gateway with:

route add default gw 172.30.1.1

Set up your DNS with:
echo nameserver 207.62.187.53 = /etc/resolv.conf

. Test by pinging the router 172.30.1.1, google.com and your Windows

station.

. Bring the interface down with ifconfig ethO down and see if you can still

ping anything.

. Use dhclient ethO and get a dynamic address. Can you ping your neighbor,

Google and the router? Is your IP address the same your neighbor?
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Using IPv6 addresses in Linux

IPV6 is a layer 3 protocol designed to replace IPv4

The CentOS VMs for this course have the IPv6 module
loaded into the kernel (use Ismod | grep ipv6 to see it)

IPv6 uses 128 bits to form an IP address as opposed to 32
bits in 1Pv4

We will learn more about IPv4 and IPv6 later in the course.

IPv4 IP address and mask do not need to be configured in
order to use IPv6

The loopback address for IPv6 is ::1, for IPv4 it is
127.0.0.1

To ping yourself use ping6 ::1
210
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Using IPv6 addresses in Linux — ping6

rootlelrond ~1# pingb ::1

ING ::1(::1) 56 data bytes

1 bytes from ::1: icmp_seq=H tt1=-64 time=B.338 ms
bytes from ::1: icmp_seq=1 tt1=64 time=HB._.265 m=

-- ::1 ping statistics --—-
packets transmitted, £ received, B+ packet loss, time 1BBlms
t minsavgsmax-smdev = B.265-8.297-8.338-8_H36 m=, pipe 2

rootlPelrond 1% ping 127 .8.8.1

ING 127.8.8.1 (127.8.8.1) 56(84) bytes of data.

1 bytes from 127.8.8.1: icmp_seq=1 ttl1=64 time=B.988 ms
bytes from 127 .8.8.1: icmp_seq=2 ttl=64 time=B.H95 ms

-- 127.8.8.1 ping statistics ---
packets transmitted, £ received, H» packet loss, time 1HHHm=
it minsavgsmax-smdev = B.B95-8.537-8.988-8.443 m=

The first ping uses an IPv6 loopback address.
The second ping uses the traditional IPv4 loopback address.
Loopback address are used to make network connections to

local services. Packets stay local and are not sent out the NIC
to the network. 211
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Using IPv6 addresses in Linux — ping6

[root@elrond " 1# [pingb -1 ethB feBB::28c:29ff :fed4b:f5ce

PING fe8B: :28c:291f :fed4b:f5ce(fedB: :2Bc 2911 :fe4b:f5ce) from fe8B::2H8c:Z29ff :febl
:3687 ethB: 56 data bytes

b4 bytes from feBB: :Z2Bc:29ff :fed4b:fSce: icmp_seq=8 ttl=64 time=2£.38 ms

b4 bytes from feBB::28c:29ff fedb:f5ce: icmp_seq=1 ttl=64 time=2.14 ms

Elrond

--- feBB: :28c:29ff :fe4b:f5ce ping statistics ---

Z packets transmitted, £ received, Bx packet loss, time 1HHHms
rtt minsavgsmaxsmdevw = 2.141-2.223-2.386-8 .895 m=s, pipe £
[rootBelrond ™ 1# _

Note: the interface must be specified on the pingé command

ethO

Link encap:Ethernet HWaddr HH:HBC:Z29:4B:F5:CE

inetb addr: fe8B::2Hc:Z29ff :fed4b:f5cebd Scope:Link
etho UP BROADCAST RUNNING MULTICAST HMTU:1588 Metric:1
RX packets:?13 errors:8 dropped:8 overruns:8 frame:Hd
TX packets:6B5 errors:H dropped:B overruns:H carrier:H

collisions:B8 txqueuelen:1HHA
RX bytes:557922 (544.8 KiB) TX bytes:61674 (68.2 KiB)
Interrupt:177? Base address:Hx1488

Arwen -
[rootParwen ™ 1# _

Use the ifconfig command to see what the ipV6 address is
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Using IPv6 addresses in Linux - ssh

Elrond [rootBelrond “1# ssh feBB::28c:29ff :fed4b:f5cexethd

rootBfeBA: :Z2Ac:29ff :fedbh:fS5cexethB’s password:
Last login: Mon Jan 25 £23:38:16 ZH18 from fe8H::Z2HBc:29ff :febb:3687~ethh

[rootParwen ~1# _

ethO
Note: the interface must be specified on the ssh command

Link encap:Ethernet HWaddr HH:HBC:Z29:4B:F5:CE

inetb addr: fe8B::2Hc:Z29ff :fed4b:f5cebd Scope:Link
etho UP BROADCAST RUNNING MULTICAST HMTU:1588 Metric:1
RX packets:?13 errors:8 dropped:8 overruns:8 frame:Hd
TX packets:6B5 errors:H dropped:B overruns:H carrier:H

collisions:B8 txqueuelen:1HHA
RX bytes:557922 (544.8 KiB) TX bytes:61674 (68.2 KiB)
Interrupt:177? Base address:Hx1488

Arwen -
[rootParwen ™ 1# _

Use the ifconfig command to see what the ipV6 address is 13
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Class Activity
IPv6

1. Power on Frodo and Celebrian if they are not on already using two
different VMware consoles.

2. Their ethO NICs should both be connected as bridged.
3. On Frodo, ping yourself using the loopback address with ping6 ::1
4. On Frodo, discover your IPv6 address using ifconfig

5. Position the smaller Celebrian console on top of the Frodo console so you
can see Frodo’s IPv6 address.

6. On Celebrian use ping6 —I ethO <insert Frodo’s IPv6 address> to ping
Frodo using IPV6.

7. On Celebrian use ssh cisl92@<insert Frodo’s IPv6 address>%6ethO and
login to Frodo.
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Rich's Cabrillo College CIS Classes
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CIS 192 (Spring 2010) Course Calendar

Course Home Grades

(content subject to change)

Lesson

Date

Topics

Chapter

Due

Introduction to Course, TCP/IP and Network
Access

Linux market and jobs

Understand how this course will work
Equipment and resources
Virtualization and VMware 101 skills
Metworking overview

NIC drivers

Configure network settings

Test network connections

Ping and SSH with IPv6

Materials

Presentation slides (download)
Apache web server example (show)
Logins Sheet (download)

Howto #129: Working at Home (;

Assignment

o Lab 1 (Linux VMs

12,14

uiz 1

ARP and the Internet Layer

Review and use various tools for configuring
an interface

Understand how address resolution works
Manage and track the arp cache

Sniff packets on the network with tcpdump and
Wireshark

Understand the Internet layer (layer 3) and
how addressing works

Hop from system to system using SSH
Understand how NAT/PAT works with private
networks

Use several troubleshooting tools to diagnose
problems

Materials

» Presentation slides (download)
s IP address exercise (download)

Assignment

I- Lab 2 (Temp NIC Config I

12
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3 Other bookmarks
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e jsimims-teach com.

[} Santa Crus, Montere.. [ QUAGGA - The Easy.. [ Facebook | Home i Rich's Cabiillo Colle.

1 htip

simms-teach.comy/

192iab01.pdf

©F Yahoo! W, WordResrence.com

580

& 1ok Y g & e wm - g Colbonter # sign- i B | Fnd

Lab 1: Exploring the Linux Network VMs

The purpose of this lab is to become familiar with resources available in the CIS Lab (room
2504) and the CTC. This includes using VMware Server and learning how to operate the
CIS 192 Linux Networking VMs. This lab will also teach you some initial methods for
exchanging textual information between the Windows host system, the VMs and the remote
Opus server.

Supplies
+  VMWare Server 1.08 or higher

+ CIS 192 VMs: Elrond, Fang, Frodo, Sniffer and William
o Virtual networks: VMnet3 and ViMnetd
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How to submit your work for grading

For each lab you will create a text file that gets turned in

The scp (pscp on Windows) is used to copy your text file to a special turnin

directory on Opus.

It’s a good idea to verify your scp copy worked!

Labs must get turned in by midnight (Opus time) on the due date to get credit.

Submit as many times as you wish up till the deadline.

No points for late work. Its better to make a partial submittal before the

deadline for partial credit.
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How to submit your work for grading

Examples:

e Submit from Windows command line (Lab 1):
C:\>pscp labl.txt cis192@opus.cabrillo.edu:labl.simmsben

CiSlQZ@OpUS.Cabrillo.edu'S password: Rep'ace simmsben with your Opus
C-\> logname. For the first lab can
just use your last name since you
o Submit from Linux system (all other labs): won’t have a logname yet.
[root@arwen —]$ scp lab2 cis192@opus.cabrillo.edu:lab2.simmsben
cis192@opus.cabrillo.edu’s password:
labl 100% 5 0.0KB/s 00:00

[root@arwen —]$

» Check your submittal from Opus:
[simmsben@opus ~]$ Is Z7home/turnin/cis192
labl.simmsben lab2.simmsben
[simmsben@opus —]$
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Some essentials for doing labs

The "1've tried everything and it still won't work™ problem
» Use the forum to ask questions and to clarify things

* Review Lesson Powerpoints which usually have examples aimed at doing
the lab assignments.

 Make a network diagram with all interfaces labeled. Confirm your
configuration matches the diagram.

 Go back and methodically verify each step was completed. For example, if
you modified /etc/hosts then cat it out and review your changes. If you
set the default gateway, use route —n command to verify. If you
configured an IP address, use ifconfig to verify.

* If your VM is completely "hosed": Use Revert to snapshot to restore to a
pristine version.
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Some essentials for doing labs

Some Tips

» Start early, doing labs at the last minute adds unnecessary time pressure.

» Its best if you fully understand each step as you do it. Use Google or refer
back to Lesson slides to understand what you are doing.

 Keep a growing cheat sheet of commands and examples.

» Partner with another student — "two heads are better than one" (at least
most of the time!)

» Use the forum to share specific tips you learned while doing a lab.

220



G, G cis 192 - tesson 1. & (R R BT -1

Some essentials for doing labs

 Becoming root: The — is very
e sudo command important as this
e SU — « ~__—" gets you root's
environment Sometimes the
i systems in the
 To get command documentation: lab time out
* man command before the IP
* google.com (linux xxxxxx command) address arrives
f‘ from Snickers.
i ] Issue this
e To try again for a DHCP address: dhclient command as
root.

» Use Google to research an error message
* Google network is unreachable

You will need to be the root user to do most labs. Be careful as
root can do anything !!

221



CIS 192 - Lesson 1

wrap

222



CIS 192 - Lesson 1

New commands:
dmesg
ifconfig
insmod
Ismod
Ispci
modprobe
ping
ping6
rmmod
route
scp
ssh
su

New Files and Directories:
/etc/resolv.conf
/lib/modules/2.6.18-164.el15/kernel/drivers.net

VMware:
Revert to snapshot

vmware-toolbox &
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Next Class

Assignment: Check Calendar Page on web
site to see what is due next week.

Quiz questions for next class:

 What command would you use to remove (unload) the
pcnet32 NIC driver?

« What command would you use to add 172.30.4.1 as the
default gateway.

At what OSI layer are IP addresses used?
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Frodo and Celebrian VMs running on Windows VMware station

Room 2501 closet and beyond
Snickers Bubbles
=1 =1 M 207.62.187.53
INTERNET
.10 Nosmo
g? g?
[ 1 [

— Metwork, connection
{* Bridged: Connected directly to the physizal network ‘

VM Ware
Station Frodo

i/
ay

Local Area eth0 DHCP
Connection Celebrian

DHCP
p——" etho
Bridged ’

172.30.4.0 /24 XXX

ethl




