CIS 192 — Lesson 11

Lesson Module Status

» Slides — draft
Properties - done
Flashcards — not done
15t minute quiz —

Web Calendar summary —
Web book pages —
Commands — done
Howtos —

Skills pacing -

Lab — done

Depot (VMs) — na
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Course history and credits

Jim Griffin

» Jim created the original version of this course

« Jim’s site: http://cabrillo.edu/—jgriffin/

Rick Graziani

» Thanks to Rick Graziani for the use of some of his great
network slides

* Rick’s site: http://cabrillo.edu/—~rgraziani/
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Toach & Conterts T WWW.cccconfer. org

interactive classroom to meet
Joe P.

with your students dial-in: 888-886-3951
passcode: 439080

Joe A b- View Teach & Confer
\ Archives J
Junious
Robert
Kay
; Jesus
Lieven Josh
Brynden
Casady
Chris H. Julio
Edwin
VMs for tonight :

(Revert, 384MB RAM
and Power up)

Elrond Legolas
\_ William

Edgar

Aaron
J Chris B.

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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Quiz

Please take out a blank piece of paper, switch off
your monitor, close your books, put away your
notes and answer these guestions:

 To configure an NFS server, what file must be edited to
specify the directories to be shared ?

* What is one way you might fix a “Stale NFS file handle”
error?

 What URL would be used to browse to the local CUPS
web-based configuration utility?
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Samba

e Use SAMBA to browse directories on the
Linux servers from a Windows machine.

Quiz

Questions on previous material
Housekeeping

Basic Windows Skills - IPs, /etc/hosts
Warmup - William and Elrond configuration
Samba

Windows Shares (viewing, monitoring,
browsing)

Share browsing and access - from
Windows

Share browsing and access - from Linux
Installing Samba

SWAT

Lab 8

Wrap



Questions
ONn previous
material
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Questions?

 Previous lesson material
e Lab assignment

e Tests

VMs for tonight

(Revert, 384MB RAM
and Power up)

Elrond Legolas
William




Housekeeping



CIS 192 - Lesson 11 ﬁ ' ' IW

 No labs due today

e Fall schedule is available online
http://cabrillo.edu/publications/schedule/fall2010schedule.pdf

* Preparing for the final exam

« Organization and troubleshooting skills are essential
Know where to locate information quickly

Tip: Make you own personal crib sheet/web page
“Muscle memory” for basic commands

Practice makes perfect
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CIS 192 Student

i Internet _) My Documents
Inkernet Explorer :
y I b My Recent Documents #
f -l E-mail

Cutlook, Express ;
& ‘f) My Pictures

L Topriew

::,v My Music

.
8 william
E Zommand Prompk

m‘-

q My Metwork Places
v MSH — ]

E? Control Panel -

- - e o |
Windows Media Plaver @. Set Program Access and
Defauits Start > Run...

43 Windows Messenger e_; Mebwark Connections

@ Printers and Faxes
B Mokepad

9) Help and Support
I@ Tour windows xP :

All Programs D =7 Run...

@| Log CFf rg| Turn OFF Computer
iJ start
11



M CIS 192 - Lesson 11 IW

_
o
-

Willisrr

- Twpe the name of a program, Folder, document, or
5 Internet resource, and Windows will open it For you,

Cpen: | crmd w |

| 2

L Ok J[ Cancel J[ Browse... ] * Recycle Bin

R)% z04PM
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AAWINDOWS\system32\cmd. exe

("Hicrosoft Windows RP [Uersion 5.1.26001
Q<C> Copyright 17985-2801 Microsoft Corp.

; C:“Documents and Settings>cisl?2>ipconfig

Type ipconfig or ipconfig Zall to
see IP information

Mindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DME Suffix . : Shire

IF Add e e s o om oa om s oe s e . 2 172.30.4.193
Subnet Mask . . . . . . . . . . . = 255.255.255.8
Default Gateway . . . . . . . . . = 172.38.4.1

C:“Documents and Settings“~cis172>

4 start et uz:) % 206 PM

13



e+ Command Prompt

C:sripconfig srelease

Hindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . =
IP Address. . . . . - - . . . . . =
Subnet Mask :
Default Gateway

C:sripoconfig Arenew

Hindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix . =

IP Addwes=s. . . . . . . . . . . . = 172.38.1.168
Subnet Mask : 255.255.255.8
Default Gateway = 172.38.1.1

Use ipconfig /release to release the current IP
addresses obtained using DHCP

Use ipconfig /renew to obtain a new IP address via

DHCP
14
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Windows — IP Addresses

To show IP address: ipconfig

C:\>i1pconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :
IP Address. . . . . . . . . . . . - 172.30.1.168

Subnet Mask . . . . . . . . . . . - 255.255.255.0
Default Gateway . . . . . . . . . - 172.30.1.1

C:\>

15
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Windows — IP Addresses

To show IP address and more: ipconfig Zall

c:\>ipconfig Zall

Windows IP Configuration

Host Name . . . . . . . . . . . . - william
Primary Dns Suffix . . . . . . . :

Node Type . . . . . . . . . . . . - Unknown
IP Routing Enabled. . . . . . . . - No

WINS Proxy Enabled. . . . . . . . - No

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . :
Description . . . . . . . . . . . - AVMD PCNET Family PCI Ethernet Adapter

Physical Address. . . . . . . . . - 08-00-27-D2-E9-40

Dhcp Enabled. . - = -« -« -« - - = Yes

Autoconfiguration Enabled . . . : Yes

IP Address. . . . . . . . . . . . - 172.30.1.168

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . - 172.30.1.1

DHCP Server . . . . . . . . . . . 2 172.30.1.1

DNS Servers . . . . . . . . . . . I 207.62.187.53

Lease Obtained. . . . . . . . . . : Thursday, April 29, 2010 7:50:50 AM
Lease Expires . . . . . . . . . . - Thursday, April 29, 2010 1:50:50 PM

16
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Windows — IP Addresses

To release an IP address (back to DHCP): ipconfig /Zrelease

C:\>ipconfig /release

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix
IP Address. .

Subnet Mask .

Default Gateway .

o o
oo
o o
oo

C:\>

17
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Windows — IP Addresses

To obtain an IP address (from DHCP): ipconfig /renew

C:\>i1pconfig /renew

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix :
IP Address. . . . . . . . . . . . - 172.30.1.168

Subnet Mask . . . . . . . . . . . 1 255.255.255.0
Default Gateway . . . . . . . . . - 172.30.1.1

c:\>

18
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William

i/
ufi’!

LAN1 DHCP

e Start > Run... > cmd (click OK)
e Type ipconfig
e Type ipconfig Zall

e Record William’s IP address to
use later

19
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CIS 192 - Lesson 11
Windows — Modifying /etc/hosts

g5k, 1955 "

Start > Run...

‘_h . : " ; i) -

)l ) ’ CIS 192 Student *‘

™
=

Internet __) My Documents
Internet Explarer :

%

y ; i 5 My Recent Documents P
=] E-mail

Cutlook Expre: ;
st ‘3} My Pictures

Tcpyiew

&5

J My Music

g’ William

q My Metwork Places

Conkrol Panel

Windows Media Plaver Set Program Access and
Defaults

3

L

Command Prompt

“O4H I

Windaws Messenger % Metwork Connections

) f_é Printers and Faxes
. Motepad

®

@ Help and Support

Tour Windows XP
p Search

All Programs p

®

@| Log OFf ’ﬁ) | Turn Off Computer

14 start
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Windows — Modifying /etc/hosts

Start = Run...

-

> explorer (S:Iick OK)

-

-
il

N
-
P Rletork:

Flaces

= Type the name of & program, Folder, document, or
Internet resource, and Windows will open it For wou,

vl

J[ Cancel J[ Browse. .. J

23
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Windows — Modifying /etc/hosts

Expand William (MY Computer) on left panel

&% My Documents

File Edit ‘Wiew Favorites Tools  Help

O Back -\_:j lﬁ p Search

Address | My Documents

v

El?‘ Folders

PE
b .
Folders . h ) :Q\
@ Desktop Iﬁ’/ My Music I’:’/ My Pictures
) |

= D [y Documents .

=] My Music

@ My Pictures
i william

‘d Iy Metwork Places
2l Recycle Bin

@ My Documents

24
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Windows — Modifying /etc/hosts

Navigate to C:\WINDOWS\system32\drivers\etc\hosts

&% My Documents |:”E”X|
File  Edit ‘iew Fawvorites  Tools  Help ﬂ,’
O Bark -\“_:J Lﬁ p Search EE:—‘- Folders '

Address |@ My Documents v| Go
Folders X A
@ Deskiop t;—::h/ My Music Iﬁ\/ My Pictures

= My Docurnents
=) My Music
@ Iy Fictures
= william
\ﬂ, 314 Floppy (820
[=) e Local Disk ()
{3 depaot
(& depat1az
|5) Documents and Settings
[ Program Files
I3 WINDOWS
L2k CD Drive (D:)
E}' Cantrol Panel
[C5) shared Documents
[ €15 191 Student's Document:
IC3 15 192 Studert's Document:
‘d My Mebwork Places
2l Recycle Bin

e | Command Prompt LI Computer Managemsnkt @& v Documents 'F<I " 6106 AM

25
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Windows — Modifying /etc/hosts

Navigate to C:\WINDOWS\system32\drivers\etc\hosts
& ctc [l'_”E]@
-'f.-

File Edit Wiew Faworites Tools Help

@ Back - \._,) l.ﬁ p Search -.-

EE:‘ Folders

Address |@ CWINDOWS sy stem 32 drivers| et V| o
Falders i osks i Imbuosts
= 230 syskem3z ~ m ; ETBFI File
I3 3com_dmi S '
g 1025 i netwarks i prokocol
1028 File File:
444 444
BIDSI — 1KE — 1KE
[ 1033 )
S 1o o
O 1041 223 7kB
) 1042
) 1054
L3 2082
T 3076

[T CatRoot
I CatRootz
[C5) CatRoot_bak,
[E'] Zam L3
) config
153 dhep
[C5) Directy
= [3) drivers
[C5) disdn
E} et
[E'] expart

'{_.-' % 2156 FPM

26
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Windows — Modifying /etc/hosts

Edit C:\WINDOWS\system32\drivers\etc\hosts

Eait

File Wi Favorites Toals i'lE'IE- '?l.
@ Back - -\_:j lﬁ p Search El?‘ Folders *
Address |E:| C INDOW S\ system 32 driversietc i | G0

Folders

=l ) syskem3z
[ 3con_dmi
(3 1025
[ 1023
I 1031
[ 1033
[ 1037
[ 1041
[ 1042
[ 1054
) 2052
) 3076
[ CatRoot
) Catrootz
[ CatRoot_bak,
E,'] Zam
[ config
[ dhep
) Direct
= [3) drivers
[C5) disdn
E} ekc
E,'] expork
E,'] ias
[P Y P |

| ¥

\ hosts - Notepad
File Edit Format Wiew Help

|4

Copyright (<) 1993-1999 microsoft Corp.
This is a sample HOSTS file used by Microsoft TCPAIP for windows.

This file contains the mappings of IP addresses to host names. Each
entr¥ should be kept on an individual Tine. The IF address should

be placed in the first column followed by the corresponding host
name.

# The IP address and the host name should be separated by at Teast one
# space.

#

# Additiuna11¥, comments (such as these) may he inserted on indiwvidual
# Tines or following the machine name denoted by a '#' symbol.

#

# For example:

#

# 102, 54,94, 97 rhino.acme. com # source server

# 38.25.63.10 ®. ACME. Com # x» client host
127.0.0.1 TocaThost

172.30.4.107 elrond
152.168.2.105 legolas

B hosts - Notepad '{__'I % z48PM

27
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3 static-ip-addrs.pdd (application/pdl Object) - Mazilla Firefox

Al ':_ LR LAl
Y- - st P - D v B2 »
2 Ooestie = 3 Cookies = ] €35 = ] Forms = 8 tmages = (D) Information = | Mascelanecus = o Outine= & 3 Resae = " Tocks = (2] ew
Asman Irosn ggll@ - 4 ]s)@on - @ |03 B2 . -
wr
i IP addresses for VAT in the 2501 dlassmom 3
R

[staton e Jstatcs [ ctation [P [statics |
nstructor  17230.1000  17230.1.125

Shtiend] 172300001  17230.1136 Siation.13  172.30.1.1 172301138
172.30.1.139
15 17230.1140
172.30.1.141
7 172301182
172.30.1.143

Sationd2 172301102  17230.L127
Sationd3 172301003 17230.1.128

172301144
0 17230.1145
1 170301048

172.30.1.111 1136
172301012 17230.L.137

al 4 242 )

My et
William
p—
# Copyright (c) 1993-1999 Microsoft Corp.
#
# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
#
# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should
# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.
#
# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a "#" symbol.
#
# For example:
#
# 102.54.94_97 rhino.acme.com # source server
# 38.25.63.10 X.acme.com # x client host
127.0.0.1 localhost

172 .30.N.1XX elrond

e Lookup up the static IP address (based on your station number) to

use Elrond with:

http://simms-teach.com/docs/static-ip-addrs.pdf

e Add Elrond to C:\WINDOWS\system32\drivers\etc\hosts on

William.

28
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Windows — Static Routes

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp. With Windows there is an example

showing how to make a static route
C:\Documents and Settings\cisl92>route ? in the online help

Manipulates network routing tables.

ROUTE [-f] [-p] [command [destination]
[MASK netmask] [gateway] [METRIC metric] [IF interface]

< snipped >
Examples:

> route PRINT
> route ADD 157.0.0.0 MASK 255.0.0.0 157.55.80.1 METRIC 3 IF 2

destination”® ~mask Ngateway metrich N
Interface”
IT IF 1s not given, i1t tries to find the best interface for a given
gateway .
> route PRINT
> route PRINT 157* ---- Only prints those matching 157*

> route CHANGE 157.0.0.0 MASK 255.0.0.0 157.55.80.5 METRIC 2 IF 2

CHANGE 1s used to modify gateway and/or metric only.
> route PRINT
> route DELETE 157.0.0.0
> route PRINT

30
< snipped >
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Windows — Static Routes

To show routing table use: route PRINT

c:\>route PRINT

Interface List

OX1l e aaaaaa MS TCP Loopback interface

Ox2 ...08 00 27 d2 €9 40 ...... AMD PCNET Family PCl Ethernet Adapter - Packet S
cheduler Miniport

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 172.30.1.1 172.30.1.168 20
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
172.30.1.0 255.255.255.0 172.30.1.168 172.30.1.168 20
172.30.1.168 255.255.255.255 127.0.0.1 127.0.0.1 20
172.30.255.255 255.255.255.255 172.30.1.168 172.30.1.168 20
224.0.0.0 240.0.0.0 172.30.1.168 172.30.1.168 20
255.255.255.255 255.255.255.255 172.30.1.168 172.30.1.168 1
Default Gateway: 172.30.1.1
Persistent Routes:
None
C:\>

31
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Windows — Static Routes

To add a route use: route add address mask gateway

c:\>route add 192.168.2.0 mask 255.255.255.0 172.30.1.200

C:\Documents and Settings\cis192>route PRINT

Interface List

OX1l i a e MS TCP Loopback interface

Ox2 ...08 00 27 d2 €9 40 ...... AMD PCNET Family PCl Ethernet Adapter - Packet S
cheduler Miniport

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 172.30.1.1 172.30.1.168 20
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
172.30.1.0 255.255.255.0 172.30.1.168 172.30.1.168 20
172.30.1.168 255.255.255.255 127.0.0.1 127.0.0.1 20
172.30.255.255 255.255.255.255 172.30.1.168 172.30.1.168 20
192.168.2.0 255.255.255.0 172.30.1.200 172.30.1.168 1
224.0.0.0 240.0.0.0 172.30.1.168 172.30.1.168 20
255.255.255.255 255.255.255.255 172.30.1.168 172.30.1.168 1
Default Gateway: 172.30.1.1

Persistent Routes:
None

C:\> 32
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Windows — Static Routes

To delete a route use: route delete address mask gateway

c:\>route delete 192.168.2.0 mask 255.255.255.0 172.30.1.200
C:\Documents and Settings\cisl92>route PRINT
Interface List
OXLl oo e MS TCP Loopback interface
Ox2 ...08 00 27 d2 €9 40 ...... AMD PCNET Family PCl Ethernet Adapter - Packet S
cheduler Miniport
Active Routes:
Network Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 172.30.1.1 172.30.1.168 20
127.0.0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
172.30.1.0 255.255.255.0 172.30.1.168 172.30.1.168 20
172.30.1.168 255.255.255.255 127.0.0.1 127.0.0.1 20
172.30.255.255 255.255.255.255 172.30.1.168 172.30.1.168 20
224.0.0.0 240.0.0.0 172.30.1.168 172.30.1.168 20
255.255.255.255 255.255.255.255 172.30.1.168 172.30.1.168 1
Default Gateway: 172.30.1.1
Persistent Routes:
None
C:\>

33
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Warmup
William Elrond - Cabl_e as shown
e Configure NICs
- |IP
* netmask

e broadcast

AN R GE etho | 1xx = Configure /etc/hosts on Elrond with William’s
IP address
| | - Test:
: e On Elrond: ping william
’ » On Elrond: ping google.com

* On William: ping elrond
172.30.N.0 /24

.1XX is based on your station number and the IP Table
N=1 for the classroom and N=4 for the CIS lab or CTC

# cat /etc/sysconfig/network-scripts/ifcfg-eth0 # cat /etc/sysconfig/network

DEVICE=ethO NETWORKING=yes
ONBOOT=yes NETWORKING IPV6=no
BOOTPROTO=static HOSTNAME=elrond.shire
IPADDR=172.30.N.1XX GATEWAY=172.30.N.1

NETMASK=255.255.255.0
# cat /etc/resolv.conf
# cat /etc/sysconfig/network-scripts/ifcfg-ethl nameserver 207.62.187.53
DEVICE=ethl
ONBOOT=no # service network restart

35
BOOTPROTO=none



Samba
Opening Windows to a Wider World
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—— — - — - . Google oo | 1]
2§ Google |, g Rich's Cabrillo College ... |€ nhitp://cabrillo.edu/pub... ! 2 unread) Yahoo! Mail,... » / il Samba - opening wind...
€« C N i nttp//www.samba.org/samba/ » O F-
search samba.org: ol
A‘ ‘ http://samba.org/
| Opening Windows to a Wider World
1 v
e OVErview
| | ="| » Samba is the standard Windows interoperability suite of programs

| |iearm -] TOr LiINUX and UnixX.

L Official HOWTO
By Example

Using Samba
Docs And Books

“ 1« Samba is Free Software licensed under the GNU General Public

talk samba
List Subscribe

wae | License, the Samba project is a member of the Software Freedom

IRC

Efiguette

o comme | CONSEIVANCY.

Cit Conrca

» Since 1992, Samba has provided secure, stable and fast file and
print services for all clients using the SMB/CIFS protocol, such as
all versions of DOS and Windows, 0OS/2, Linux and many others.

« Samba is an important component to seamlessly integrate
Linux/Unix Servers and Desktops into Active Directory
environments using the winbind daemon

37
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Samba

Overview

Enables a UNIX/Linux computer to be a Windows File and Print server that
interoperates with Windows computers for common file and printer sharing.

< Andrew Tridgell, an Australian, is the original author. He wanted to mount
disk space from a Unix server on his DOS PC!

e SMBServer name was already taken, so Andrew used grep -i '*s.*m.*b'
/usr/share/dict/words and chose Samba

» Based on the CIFS (Common Internet File System) protocol. The CIFS name
was introduced by Microsoft. CIFS is based on SMB (Server Message Block)
protocol.

e SMB'’s history goes back to early days of PC’s, DOS, NetBIOS and NetBEUI.

e NFS exported directories can only be used by other UNIX/Linux systems.

Samba shared directories can be used by both UNIX/Linux and Windows
systems.

38
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Samba

Here is a Linux server and its UNIX File Tree

> J(_ =]

Elrond

% g | bin
mail s  pas

apropos

mission  bho.txt jfk.txt

banner ant

-~ 8 g 3 il
- i -

39
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Samba

To make a share, add the following lines to
/etc/samba/smb.conf creates a shared directory
on Elrond (and do a few other things)

[depot]
comment = Public files on Elrond
path = /var/shares/depot
read only = yes
guest ok = yes

i home
o

En 2=

B
Elrond % E % ‘

mail Is

mission bho.txt jfk.txt

banner ant 40
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Elrond

Both William and Hugo can now
access the shared folder on

File and Folder Tasks

] Rename this file

(G Move this file

Copy this File

N Publish this file to the Web
(&) E-mail this fil=

iz Prink this File

¥ Delete this file

Other Places

Cool 5amba Server
{Elrand)

(5} My Documents
[ Shared Documents
i wilism

N My Network Places

Details

bho
Texk Document
14 KB

I bho - Notepad
File Edt Format View Help

ik
Texk Document:
14 KB

rr

fnaugural address

my fellow citizens:

[

I stand here today humbled by the task before us,
grateful for the trust you have hestowed, mindful of the
sacrifices borne by our” ancestors. I thank President
Bush for his service to our nation, as well as the
generosity and co-operation he has shown throughout this

transition.

Forty-four americans have now taken the presidential
oath, The words have been spoken during rising tides of
prosperity and the still waters of peace. vet, every so
often the oath is taken amidst gathering clouds and

% bho - Notepad

Hugo

[root@hugo ~]# mount //elrond/depot /mnt
Password:

[root@hugo ~]# Is /mnt

bho.txt jfk.txt

[root@hugo ~]# cd /mnt

[root@hugo mnt]# cat bho.txt

Inaugural Address

My fellow citizens:

I stand here today humbled by the task
before us, grateful for the trust you
have bestowed, mindful of the sacrifices4l
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Packages

[root@elrond ~]# rpm -ga | grep samba
samba-3.0.28-1.el5 2.1
samba-common-3.0.28-1.el5 2.1
samba-cli1ent-3.0.28-1.el5 2.1

Services

[root@elrond ~]# service smb start
Starting SMB services:

Starting NMB services:

[root@elrond ~]# service smb status
smbd (pid 17212 17207) is running...
nmbd (pid 17210) i1s running...

[root@elrond ~]# chkconfig smb on

Configuration
[root@elrond ~]J# Is /etc/samba/smb.conf
/etc/samba/smb.conf

=
-
L 1
i s
a
- 5
1K -

www.samba.org

Firewall Ports Used

137/udp # NetBIOS Name Service
138/udp # NetBIOS Datagram Service
139/tcp # NetBIOS Session Service
445/tcp # Microsoft Directory Service

42
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Windows Shares

Overview:
» Files and printers can be shared on Windows over the network.

e Simple File Sharing must be disabled on the Folder Options
dialog box to allow basic share permissions (Read, Change, Full
Control) to be set.

e Shares are configured using the Properties dialog box for folders.

e Use the Sharing tab to configure the share.

e Note, the Security tab sets NTFS permissions which are
different.

e Both share permissions and NTFS permissions are applied for
accessing any file over the network.

e Use MMC (Computer Management) to monitor share usage
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Windows Shares

Windows Share Permissions:

e Read — Allows browsing file and folder names (including
subfolders), reading files and executing programs.

e Change — Includes all Read permissions plus can add,
delete and modify folders and files.

e Full Control - Includes all read and Change permissions
plus can change permissions.
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Windows Shares

The next series of slides walkthrough how to view
share configurations on Windows

Note that this is only one of many ways to do this
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Windows Shares — viewing share configurations

After o_pening My Computer (labeled William here)

&)

File  Edit Wiew Fawvorites Tools  Help

eﬁack - '\J lj /'::J Search H: Folders v
: Address j williarm V| 5o

Files Stored on This Computer

System Tasks

— ——
Yigw system information Shared Docurnents ILJ IS 191 Student's Documents
ﬁ Add or remove programs

E} Change a setting
CI5 192 Student's Documents

Other Places
Hard Disk Drives

&) My Netwark Places
My Documenks
| Shared Docurments l@ Local Disk {iZ:)

E} Control Panel

Devices with Removable Storage
Details

William B 3% Floppy (A2 i D Drive (D)
Systemn Folder o

14 start ¥ Wil ) @ % 720 Ay 48
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Next, open the C: drive

———

File  Edit Wiew Fawvorites Tools  Help

eﬁack - '\J lj /'::J Search H: Folders v

V|G|:|

Files Stored on This Computer
System Tasks

P!

Wiews system information Shared Docurnents - 15 191 Student's Docurments
ﬁ Add or remove programs

E} Change a setting

CI5 192 Student's Documents

Other Places

&) My Netwark Places Hard Disk Drives
My Documenks
| Shared Docurments l@ Local Disk {iZ:)

E} Control Panel

Devices with Removable Storage
Details

William B 3% Floppy (A2 i D Drive (D)
Systemn Folder o

._.:’“,‘ start P william O B F20am 49
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Windows Shares — viewing share configurations

Shared folders indicated with an open hand

_—

-

« .. : -
W illiar

= Local Disk (C:)
File Edit ‘iew Favorites Tools  Help

eﬁack hd '\.J) lj‘ )::' Search [L‘ Folders v

Address | cee CY

- A
System Tasks Ili-,J Docurments and Settings Ili-,J Program Files

Hide the contents of
this drive

T
LY Addor remove 'l WINDIOWS
programs

) Search For files ar
folders

depok192

File and Folder Tasks . #

Ej Make a new Folder

Fublish this Folder ko
khe Wieh

2 share this Folder Shared fOIderS

Other Places

o willam

|f:j My Docurments
[c Shared Documents
ﬁ My Metwork Places

--J'r s Start == | ncal Disk (122 ' x T 50
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Pull down Tools menu and select Folder Options

b |

File  Edit Wiew Favorites Help

_—_ . Map Metwork Drive, ..
@ Back ~ '\,-JJ |} Disconnect Mebwork Drive. ..

Svnchronize, ..

Folder Options.. ., -
o
System Tasks [ 1 . i I~ i
¥ Docurents and Settings Program Files

Hide the conkents of
this drive _

LY Addor remove | winpows — depot
prograrms -

Address |G

4 Search for files or
Folders

File and Folder Tasks

Iﬂ Rename this Folder
@ Move this Folder
D Copy this Folder

@ Publish this Folder to
the Web

ke share this Folder
D E-mail this Folder's Files
¢ Delste this Folder

Other Places

: « Start oca ) = Local Disk (C:) O Computer Management

51
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Windows Shares — viewing share configurations

Select _View tab on Folder_Options dialog box

—

.........
[ o RS A, BN B P )

Folder Opt: 15

Gereral | Wiew | File Types | Offine Files|

Tasks

(%) Show common tasks in folders
0 U ze Windows classic folders

Browsze folders

E (%) Open each folder in the same window

) Open each folder in its own window

Click itemz az followes
ﬁ ) Single-click to open an item [paint to select]
\ Underling icon titles conzsistent with my browser
Underling icon titles only when | point &t them

(%) Double-click to open an item (single-click to select]

Restore Defaults

Other Places

J:’mq ctart @ Local Disk (i) i) LCI' Computer Management ) 52
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Windows Shares — viewing share configurations

Calills

L

Scroll down to the last Advanced setting

|

-’

William

[ ol EESSRES AN ¥ B B PN §

y Folder Options

| General | Wiew |File Types || Offfing Files|

Folder wigws
You can apply the view [such as Details or Tiles) that

you are uzing for thig folder bo all folders.
[.-’-‘«ppl_l,ltDAIIFolders ] [ Rezet All Folders

Advanced settings:

|53 Files and Folders
Autamatically search for netwark, folders and printers
Dizplay file zize information in folder tips
Dizplay simple folder view in Explorer's Folders ligt
[] Digplay the contents of system folders
Digplay the full path in the address bar
[] Dizplay the full path in the tile bar
[] Do net cache thumbnails
|5y Hidden files and Folders
(%) Do not show hidden files and folders
) Show hidden files and folders
Hide extensions for known file tppes e

Restore Defaults

][ Cancel ] Apply

Other Places

14 Start B Loca oy O Computer Management £:53 PM 53
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Calills

Disable_ simple file sharing (remove the check)

"

-’

UHIEL
L= ol BSSUSUES B L RN R U

| Folder Options

General | View | File Types || Offline Files|

Folder wiews
Y'ou can apply the wiew [such as Details or Tiles) that

you are uzing for thig folder to all folders.

[.-’-‘«ppl_l,ltDAIIFolders ] [ Rezet All Folders

Advanced settings:

(%) Do not show hidden files and folders
() Show hidden files and folders
Hide extenzionz for known file bppes
Hide protected operating syztem files [Recommended)
Launch folder windows in a separate process
Remember each folder's view settings
Restore previous folder windows at logon
[] Show Cantral Patel in by Compter
Show encrypted or compressed MTFS files in colar

Show pop-up description for folder and desitop iterns

[] Use simple file sharing [Fecommended)

Restore Defaults

][ Cancel ] Apply

Other Places

1 s Start @ Local O ! C:) O Computer Management "'{____- ® 6154 PM 54
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Windows Shares — viewing share configurations

Select View Tab on Folder Options dialog box

Folder Options

| General | g | File Types || O ffline Files|

Falder wigws

Y'ou can apply the view [zuch agz Detailz or Tiles] that
wou are ugsing for this folder o all folders.

[ Apply to All Folders l [ R ezt All Folders

Advanced settings:

() Do mot show hidden files and folders
) Show hidden filez and folders
Hide extenszions for known file bypes
Hide protected operating syztem files [FRecommended)
Launch folder windows in a separate process
Remember each folder's view settings
R estore previous folder windows at logon
[] Show Control Panel in My Computer
Show encrppted or compreszed MTFS files in color

Show pop-up description for folder and desiﬁup items

(>

IJze zimple file sharing [Fecommended]

L
<

[ Festore Defaults ]

[ 2K, ][ Cancel H Apply

]

.

Simple file sharing enabled

Folder, Options

| General | ig | File Types || Offline Files|

Falder wiews
Y'au can apply the view [zuch az Detailz or Tiles] that

wou are uzing for thiz folder to all folders.

[ Apply to All Folders l [ R ezt All Folders

Advanced settings:

{(#) Do not show hidden files and folders

(3 Show hidden files and folders
Hide extenzions for known file types
Hide protected operating svstem files [Recommended]
Launch folder windows in a separate process
FRemember each folder's view settings
Restore previous folder windows at logon
[] Show Control Panel in My Computer
Show enciypted or compressed NTFS files in color
Show pop-up description for folder and deﬁtems

(>

MR L= simple file sharing [Fecommended)

2
=

[ Restore Defaults ]

][ Cancel ][ Apply

]

/ | ok

LSimple file sharing disabled

e -
Rl T .|
] L
i
l'.- M
- | .
i
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For any folder, right click and select properties

b |

File  Edit Wwiew Fawvorites Tools  Help

@Back - \.;ﬂj |_ﬁ: pSearch [l:_ Folders v

Docurents and Settings Program Files

Hide the conkents of
this drive

e -
L Addor remove i WINDOWS - depok
prograrms -

L) Search For files o

fFolders
a Open

File and Folder Tasks & Explore

Search...
Iim Rename this Folder

@ Mowve this Falder Sharing and Security. ..

D Zopy this Folder Send To

@ Publish this Folder to
the Web cut

& share this Folder Copy

@ E-mail this Folder's files Create Shorkcut
9 Delete this Folder Delete
Rename

4
Other Places Properties -

l!r.{ start B Local == | ncal Disk (122 CI Computer Management "(- ®  7:09PM 56
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Windows Shares — viewing share configurations

Select _the Sharing tab

. 1

William

File  Edit Wiew Favorites Tools  Help

@Back a \.) l‘E pSearch depot192F perties

General | Sharing | Security | Customize |

Ty L | |depot12
System Tasks

l@ Hide the conkents of
this drive }
j‘:-) Add or remove Location: C:h
progras
I-:J Search For Files or Size: 2B.7 KB [27.438 bytes]
falders

Type: File Folder

Size ondigk: 320 KB [32,763 bytes]

File and Folder Tasks (%) Contairns: 2 File=, 0 Folders

Iﬂ Rename this folder Created: Tuesday, January 20, 2009, 9:57:43 AM
a Mowe this Folder

D Copy khis Folder Attributes: [E] Read-arly

Publish this Folder to :
@ T [ Hidden

k& share this Folder
@ E-mail this Folder's Files
¥ Delete this Folder

Other Places

0k ][ Cancel J Apply

‘4 Start B Local Disk (C:) * | ocal Disk (C:) EI computer Management 1% 57
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Windows Shares — viewing share configurations

Click on the Permissions button

-_— -

-

* Local Disk [C:)

File  Edit  View Favoritess Tools  Help

. - depot192 P ti
e B ll\-‘; L__E p ook epo roperiies
M Security || Custu:umize|

Y'ou can share thiz folder with other uzers on pour
network. To enable haring for thiz folder, click Share thiz
folder.

Address | <ee C1

System Tasks

i/ Hide the contents of () Do ot ghare this Folder

this dri
i'f.l P.cllil Drrlt.:muve (%) Share thiz folder

_ [ErErEli Share name: |l:|e|:|ot1 92
- Search For files or

Folders ; Comment: |

User limit: () b awimurm allowed
.

File and Folder Tasks %, () sllow this number of users: I:l

Iﬂ Rename this Folder . .

) _ To st permissions for users who access this

@ Mo Ehis Falder falder over the network, click Permiszions.,

D Copy this Folder

To configure settings for offing access, click
@ Fublish this Folder to Caching. g

the Web

k=4 Share this Folder

@ E-mail this folder's files Windows Firewall iz configured to allow this folder to be shared
x Delete this Folder with ather computers on the network.

Wigw pour Windows Firewal seftings

Other Places J L

(]S ] [ Cancel

14 Start B Local ) == | ocal Disk () LI Computer Management "{____. % 6:51PM 58
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Windows Shares — viewing share configurations

Simple file sharing

depot192 Properties

General | Sharing |Eustnmize|

Local zharing and security
- ! To zhare thiz folder with other uzers of thiz computer

To make thiz folder and itz subfolders private 2o that
anly pau have access, select the fallowing check box.

take thiz folder private

Metwork, zharing and zecurity
g To zhare thiz folder with bath network, ugers and other

uzers of thiz computer, select the first check box below
and type a share name.

Share thiz folder on the nebwaork,

Share name: | depot] 92

[ ] &llows network, uzers to change my files
Learn mare about gharing and security,

i) ‘windows Firewall is configured to allow this falder to be shared
with ather computers on the nebwark.

Wiew your Windows Firewall sethings

] ] [ Caricel Apply

Simple file sharing disabled

depot192 Properties

General | Sharing | Security | Custamize |

= Y'ou can share thiz folder with other users on wour

nebwork. To enable sharing for this folder, click Share thiz
folder.

() Do ot share this folder
(%) Share this folder

Share name: | depot132

Comment: |

Uszer limit: (%) Maximurm allowed

0 Allow this number of users;

To zet permiszions for uzers who access thiz

. o Permizsions
folder aver the netvaark, clhick Permizsions.

To configure zettings far offine access, click

Caching. Eaching

Mew Share

il

Windows Firewall iz configured to allow this folder to be shared
with ather computers on the nebwark.

Wigw wour "Windows Firewall settings

[ ] l[ Cancel ] Apply

Note: Permissions button and
Security tab have been added

=
-
L 1
i s
F
" i
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ast. 1

e

"

| .

* Local Disk [C:)
File

eBack x qJ

Edit  View

Favorites  Tools  Help

fiddress | <ee 1,

|
— P
System Tasks 'l Documents and S
Hide the contents of
this drive ——
LYy Add or remove ' W INDICNS
programs
):l Search for files or
Folders (=
[ depot19z

File and Folder Tasks *,

\Eﬁ Rename this Folder
@ Mowe this Folder

|D Copy this Folder

@ Publish this Folder ko
the \Web

id Share this Folder
@ E-mail this Folder's files
¥ Delete this Folder

Other Places
M

‘4 Start

== | ocal Disk () O Computer Management

Share permissions on \\william\depot

‘5

- depot Properties

LE pSearch [Ef-Fu:ulders E

Permissions for depot

Share Permizzionz

GTDUD ar Wser names:

‘ Everone

Add... ][ Remove J

Permiszsions for Everpone Allow Deny
Full Control F F
Change F F
Read ]

l

][ Cancel ] Apply

e (Command Prompt

O B % S0irM

. II’I' I.W

Read
permissions
for
everyone
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* Local Disk [C:)
File  Edit

eBack - yJ

View Fawvorites Tools  Help

LE p Search

Share permissions on \\william\depot192

Address | <ee C1

System Tasks

Hide the contents of
this drive

LY Addor remove
programs

- Search For files or

Folders

File and Folder Tasks *J

Iﬂ Rename this Folder
@ Move this Folder
D Copy this Folder

@ Publish this Folder to
the Web

l? Share this Folder
@ E-nail this Folder's files
¥¢ Delste this Folder

Other Places

'.r:{ start @ Local Di

== | ocal Disk (C:)

CIS 192 - Lesson 11
Windows Shares — viewing share configurations

depot192 Properties

E: Permissions for depoi192

Share Permizzionz

GTDUD ar Wzel name:s:
44 C15 192 Student (wILLIAMYcis192)

| hdd..

][ Remove ]

Permizzsions for CIS 132 Student Al

Deny

Full Control
Change
Fead

O
O
O

ak. ][ Cancel ]

E Computer Management

Apply

i,

5:51 PM

i

cis192 has
full control
over this
share.

cis191 has
no
permissions
specified
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Examine the shares on William:

» Verify that Everyone has Read
permission on the Depot share

« Verify that cis191 has no
permissions for the depotl192
share.

e Verify that cis192 has Full Control,
Change and Read permissions on
the depotl92 share.

e Can you give cis192 Full Control
and remove (uncheck) Change
and Read permissions? What
would the Ul police say about this?

62
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Right click on My Computer (William here) and select Manage

.|

CIS 192 - Lesson 11
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Windows Shares — monitoring shares

Open
Explore
Search...

Manage h

Al
| Map Metwork Drive. ..

o Disconnect Metwork Drive. ..

Create Shorkeut
Delete
Rename

Properties

. .:‘.,’ start @ Local Disk () X s 64
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Windows Shares — monitoring shares

Expand (click on +) Shared Folders on left panel

— “n

-l
il

Q File  Action  Miew window  Help

Marne
Eﬁ& System Tools nghares

@ Event Yiewer QSessiDns
=] shared Foldsts F £10pen Files
Local Users and Groups

i Performance Logs and flerts
2, Device Manager

[—]--@ Strage

Disk Management
]% Services and Applications

- Removable Storage
e Disk Defragmenter

Recycle Bin

65

LI Computer Management

"Il". Sfaﬂ' B Local Di
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Select Shares on left panel to see available shares

= "=

g File  Action  Wiew MWindow  Help

o [ FB R

Tdame

l, Systemn Tools ﬁSystem Tools

: @ Event Yiewer @Sturage

=) ] Shared Folders

: @Services and Applications
g2 Shares
£ Sessions

L EI Cpen Files
]Q Local Users and Groups
t- & Performance Logs and Alerks
_.E..'.;; Device Manager
[—]& Skorage
[+ g Removable Storage
----- Disk. Cefragmenter

Disk. Management

]@ Services and Applications

Recvcle Bin

14 Start B Local Disk () OI Computer Management f{. % O FM 66
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Shares will show all available shares
e 5
<™ 3

Silliarr

g Filz  Action  Wiew  Window  Help | = |=] x|
e » @@ 2 £ -
=] “ormputer Management (Local) sharedF... /| shared Path | Tvpe | # Clisnt Connections

=1 System Tools &5 ADMING W INDOWS Windaws ]

@ Event Yiewer Dt o Windows
=) g2l Shared Falde

- rs & depot :hdepat Windows 1
e ':uhar':: h =l depot192 Z:depat19z Windows
el Fessians §DIPCH Windows 0
gl Open Files
]Q Local Users and Groups
t- & Performance Logs and Alerks

23 Device Hansger ADMINS$, C$ and IPC$ are

[—]& Skorage . .. .
[]--g Removable Storage h | d d en ad min |Strat|ve

Disk. Cefragmenter
Disk. Management
]@ Services and Applications

shares used by Windows

14 Start B Local Disk () O Computer Managemant

67
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Sessions will show users accessing the shares

? depot on william

k-.:v:‘ Back [P
=

File  Action  Miew window  Help
File and = ;
le » M| 2

9 Make 1B Computer Management {Local) User 7 Camputer | Tvpe | # openFiles | Conmected Time

&8 Publisf = i System Tools 1519z 127.0.0.1 Windows 1 00:01:41

Wieh . :
c (] Event viewer € rooT 172.30,4.107  Windows o 00:00:53
Egl shared Folders

g Shares
-l Sessions h
g2 Open Files

EEI---Q Local Users and Groups
[+--@#¥ Performance Logs and Alerks
g Device Manager
[—]@ Skorage
[+ = Removable Storage

----- Disk. Defragmenter

Disk Management

]1% Services and Applications

|:|@® E G0
TR

Address

% depot on william O Computer Manag. .. 0 B 1014 am
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Open Files will show files being accessed (for Windows Users)

® depotomwiliam e

File  Edit Wiew Favarites Tools  Help #

Gl:n

Q File  Action  ‘iew Window Help
& = E|@E EP
Ej Make ®) Computer Management (Local) Cpen File 7 Arcessed By |T\,f|:|e |#Lu:|cks |Open Mode

& Publis) = §i, System Tools []c\depat CIs192 Windows 0 Read
Weh @ Event Viewer

EIE] Shared Folders

i Q Shares
Q Sessions
@ Open Files F
[3---& Local Users and Groups

[+]-@%] Performance Logs and Alerts
Device Manager

EI& Storage
[+ Remowable Storage
-k Disk Defragmenter
Disk Management
]--@5 Services and Applications

R

69
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Windows Shares — viewing share configurations

Using the command line to view local shares

C:WINDOUWE Remote Admin
[ RN Default share
Remote IPC
C:xdepot
GC:ndepotl?2
The command completed successfully.

C=~Documents and Settings»cisl92>

Shares ending with a $ are hidden.

| 2

Recvcle Bin

4";' start e Command Prompt | O fgh > 207 am 70
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Windows Shares — browsing shares

Open My Network Places icon on desktop

T -

- -‘ -
iL_lh g Fa 1!_ h.'- - b ~
SWilliarm .

-4-‘. =,
"‘._

Open %_

Explare .

Search for Computers. ., ‘

-

Map Mebwork Drive, ..
Disconnect Mebwork, Drive, .,

Create Shaortcut

Rename

¥
Delete -
-

Properties

Recvcle Bin

R )% 12:18PM 72
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Click on View workgroup computers

k - My Network Places

File Edit Wiew Faworites Tools Help -#'
O Back \) L@ p Search H:" Folders v
fddress ‘d My Metwark Places b | Go

[

Metwork Tasks

2 &dd a network place

Wignw nebwork:
conneckians
Set up a home or small
office network,

<2 Setup a wireless
nekwork For a home or
smnall office

J’ Wigww workgroup
computers

@. Show icons For

networked UPRP
devices

Other Places

@ Deskkop

ig Wwilliam

[E:i My Docurnents
[ Shared Documents
%2y Prinkers and Faxes

Details

] s Start P My Network Places Q.._., % 12:23 PM
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Open William

L Workaroup

File Edit ‘iew Favorites Tools  Help -#'
e Back - \_) l@ p Search [E‘ Folders v
Address ;g YWhorkgroup V| G0

A - I -
MNetwork Tasks g‘ Cool Samba Server (Elrond) @ Willizrn -
ﬂ Add a network place

Wigw nebwork
conneckions
Set up a home or small
office network

< Set up a wireless
network For a home or
smiall office

dfi Wigw workgroup
compukers

@. Show icons For

networked UPRP
devices

Other Places

Microsoft YWindows
Metwaork

i illiam

5} My Documents
[ Shared Documents
K2y Printers and Faxes

Details w

' start 2y Workgroup &% 12:17FPM 74
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The depot and depotl1l92 shares on William are displayed

- .
« William

File Edit Wiew Fawaoribes Tools  Help -#'
e Back - -\-) Lﬁ p Search HE‘ Falders v
Address | i Ywilliam “'| &

Metwork Tasks \‘ ;' depat \ ; depok192
g &dd a network place

Wiew network

W A
conneckions == g Printers and Faxes | F scheduled Tasks
i
¥ Set up a home or small

office netwark:

<2 Set up a wireless
nekwork For a horme or
small office

Wigna workgroup
compukers

_If(gl Showe icons For
networked LPRP
devices

Other Places

,‘\" Workgroup

ig william

[y Documents
[ Shared Documents
b2y Printers and Faxes

Details

-J'r s Start r ‘eillianm f.'(, y 12117 PM 7 5
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Browsmg from the Windows command line

. e
&+ Command Prompt -0 XL
C:»Documents and Settings*~cizl?2Xnet wview net VieW ShOWS Workgroup
Server Mame Remark Computel’S
"T ____________________ Cool Samba Server ‘

The command completed successfully.

C:~Documents and Settings~cizl?2Xnet view “~elrond net view \\CompUtername ShOWS Shares
Shared resources at “welrond on that Computer

Cool Samba Server

wiilliSrm

2

Share name Type Used azs Comment

Dizk Pubhlic files on
Dizk CIS 1922 files on

Type

The command completed successfully.

C=~Documents and Settings cisl92>

l: Staﬂ o Cammand Prormpk | ST AN 76
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Windows Shares — accessing shares

As cis192, Start > Run... = \\hostname\sharename

" ¥
2 -

" i e kA ) L . |
Wil - ‘)

= Type the name of a program, folder, document, or
‘ Internet resource, and \Windows will open it For wou.

Cpen: |'|,'|,wi||iam'|,depu:|t192 ﬁ v|
\

L (a4 ,][ Cancel J[ Browse. .. J

4 H ctart & 3 ‘Windows Explorer - E Computer Managernment 78
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esk. 195

As cis192, view the files on the depotl192 share

4 depot192 on william

File Edit ‘iew Favorites Tools  Help *

Q Back. l\) L@ p Seatch r-E:‘ Folders v

Address | ke Vwilliam|depot 152

Note, this is a share rather than an absolute path V| o

i = bho = ifk.
File and Folder Tasks == | TexkDocurnent == | TextDocumnent
= 14 KB = 14 KB

Eﬂ Make a new Falder

@ Publish this Folder to the
Web

Other Places

iy william
My Documents
[y Shared Documents
i william

la Iy Metwork Places

- E Computer Management

79



CIS 192 - Lesson 11
Windows Shares — accessing shares

esk. 195

As cis192, open the files on the depotl192 share

% depot192 on william

File  Edit Miew Favortes Todls  Help ,#'

\.} Bart @ |}; p Search h:_' Falders v

L Viwillarl depat192 v| &d &

Address

¥ — bha ifk
File and Folder Tasks o Texk Document Texk Document
14 KB 14 KB

@ Renarme this File

@ Maorve this File

|D Copy this File

& Fublish this file ta the Web 2 bho - Notepad
(Z) E-mail this file Filz Edit
il Prink this file frnaugural Address -

¥ Delete this Fils b
My fellow citizens:

Format  Wiew Help

I stand here today humbled by the task hefore us,
grateful for the trust you have bestowed, mindful of the
= sacrifices borne by our ancestors. I thank President

g willam Bush for his service to our nation, as well as the
generosity and co-operation he has shown throughout this
transition.

Other Places

[E:i My Docurnents

|y Shared Documents

i William Forty-four americans have now taken the presidential
= oath. The words have been spoken during rising tides of
&J My Nebwork Places prosperity and the sti11 waters of peace. yvet, every so
often the opath s taken amidst gathering <louds and

:J
After opening the file bho.txt on the \\william\depotl192 share

Details

4 start ¥ depot192 on william P bho - Notepad O B &5 am
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Windows Shares — accessing shares

Switch to the cis191 user and try again

T -

- | u
2 -

filliarr

= Type the name of a program, folder, document, or
‘ Internet resource, and \Windows will open it For wou.

Cpen: |'|,'|,wi||iam'|,depu:|t192 ﬁ v|
\

L (a4 ,][ Cancel J[ Browse. .. J

4 H ctart & 3 ‘Windows Explorer - E Computer Managernment 82
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Windows Shares — viewing share configurations

Note cis191 user cannot access the \\william\depot192 share

| —

-
-..l . - - L™ 4 -
- '] .

VL

Vwilliamdepot192 is not accessible, You might not have permission to use this network
resource, Conkact the administrator of this server to find out if vou have access
peErmissions.

Access is denied,

@ Updates are ready for your computer | * [
Click here to install these updates,

W E Y S0sPM 83
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Windows Shares — viewing share configurations

Note cis191 user has no permissions to access the
\\william\depotl192 share

Permissions for depot192

Share Permizzions

GTDUD ar user names:

A4 C15 192 Student [wILLIAMACis192)

[ &dd... ][ Remove ]

Permizzions for CIS 192 Student Bl Dy
Full Control F
Change ]
Fead ]
L ok, J [ Cancel Apply
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C:“Documents and Settings“ciz192*net use G: “Swilliamwdepot
The command completed succeszfully.

C:~Documents and Settingsscisl?2>dir g:
Uolume in drive G has no label. Makes the Share

Uolume Serial Mumbher is 181A-A2C2 ava.”able on dl’ive G\
Directory of G:x

@7 AM <DIR> -

@7 AM <DIR> e

@7 AM 13,775 bho.txt

@3 AM 13,663 jfk.txt

2 File<s> 27.438 hytes

2 Dirdsd 3,392,861 ,.448 bhytes free

C:“Documents and Settings“wciz1?2>type g:“bho.txt

Mllnaugural Address

Sl My fellow citizens:

start

I stand here today humhled by the task bhefore us, grateful for the trust you hav
e bestowed, mindful of the sacrifices borne by our ancestors. I thank President

The files on the share
are now available on
the G:\ drive

v iZommand Prompk

ol
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The net use * /DELETE command
“Ja . e

orfius remember these timeless words. With hope and virtue, let us brave once more N
he icy currents, and endure what storms may come. Let it he said by our children
's children that when we were tested we refused to let this journey end,. that we

did not turn back nor did we falter; and with eyes fixed on the horizon and God
‘s grace upon us, we carried forth that great gift of freedom and delivered it =
afely to future generations.

Thank you. God bhless you. And God bhless the United States of America.

Barack Obama

January 260, 2087

The Capital Building
Washington DG

C:“Documents and Settings“~ciz1?2Xnet use * SDELETE
You have these remote connections:

G: swwilliamsdepot
Continuing will cancel the connections.

y Do you want to continue this operation? (¥-NH> [Nl1: y
Bl The command completed successfully.

C:~Documents and Settings>cisl?2> WI” Cancel the
remote connection

i .'-' start 2 ormand Prompk [ 87



William

e Access both William shares from William:
e GUI method
e Start > Run... > \\william\depot
e Open bho.txt file in notepad
e DOS command method
e net use G: \\william\depotl92
e View jfk.txt with type jfk.txt

e Run MMC/Computer Management
e View Shares
e View Sessions
e View Open Files

88
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Browsing shares from Linux

[root@elrond ~]# smbtree

Password:
WORKGROUP
\\WILLIAM
\\WILLIAM\CS$ Default share
\\WILLIAM\ADMINS Remote Admin
\\WILLIAM\depot192
\\WILLIAM\depot
\\WILLIAM\IPCS Remote IPC
\\ELROND Cool Samba Server
\\ELROND\IPC$ IPC Service (Cool Samba Server)
\\ELROND\depot192 CIS 192 files on Elrond
\\ELROND\depot Public files on Elrond

This is equivalent to doing viewing a network neighborhood on Windows
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Browsing shares from Linux

Note: Password not needed

[root@elrond ~]# smbclient -L william to browse shares

Password: <no password used>
Domain=[WILLIAM] OS=[Windows 5.1] Server=[Windows 2000 LAN Manager]

Sharename Type Comment

The depot and IPC$ I?C Remote IPC

d 1192 sh depot Disk
€po st a_L?s depotl192 Disk
are visibie ADMINS Disk Remote Admin
C$ Disk Default share
Domain=[WILLIAM] OS=[Windows 5.1] Server=[Windows 2000 LAN Manager]

Server Comment
Workgroup Master

Note, if you are browsing a Windows computer, you will see the
hidden administrative shares IPC$, ADMINS$, and C$. Using the $ at
the end of the share name makes it hidden.
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Browsing shares from Linux

[root@elrond ~]# smbclient -L elrond Password not needed
Password: <no password used> to browse shares
Anonymous login successful

Domain=[WORKGROUP] OS=[Unix] Server=[Samba 3.0.28-1.el5 2.1]

Sharename Type Comment
q TheigzPﬂ:and depot Disk Public files on Elrond
epot S.?{ﬁs depotl192 Disk CIS 192 files on Elrond
are visible — pcs IPC IPC Service (Cool Samba Server)

Anonymous login successful
Domain=[WORKGROUP] OS=[Unix] Server=[Samba 3.0.28-1.el5 2.1]

Server Comment

ELROND Cool Samba Server
LEGOLAS Cooler Samba Server
WILLIAM

Workgroup Master

WORKGROUP WILLIAM

Note: Elrond must be first configured as a Samba server before you can do this! 92
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Elrond

= Try using the smbtree command

e Browse the shares on William:
smbclient —L william
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Accessing shares from Linux

[root@elrond ~]# mount -0 user=cisl1l91 //william/depot /mnt
Password:

[root@elrond ~]# Is /mnt

bho.txt Jfk.txt

[root@elrond ~]# head -5 /mnt/bho.txt

==> bho.txt <==
Inaugural Address

My fellow citizens:

[root@elrond ~]# umount /mnt
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Accessing shares from Linux

[root@elrond ~]# mount -o user=cis191 //william/depotl92 /mnt

Password:
mount error 20 = Not a directory
Refer to the mount.cifs(8) manual page (e.g-man mount.cifs)

Error because cis191 does not have access to the depot192 share on William

[root@elrond ~]# mount -o user=cis191 //william/badname /mnt

Password:

retrying with upper case share name

mount error 6 = No such device or address

Refer to the mount.cifs(8) manual page (e.g-man mount.cifs)

Error because badname share on William does not exist
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An FTP-like access method

[root@elrond ~]# smbclient -U cis192 //william/depot192

Password:

Domain=[WILLIAM] OS=[Windows 5.1] Server=[Windows 2000 LAN Manager]
smb: \> help

? altname archive blocksize cancel
case_sensitive cd chmod chown close

del dir du exit get

getfacl hardlink help history lcd

link lock lowercase Is mask

md mget mkdir more mput

newer open posix posix_open posix_mkdir
posix_rmdir posix_unlink print prompt put

pwd q queue quit rd

recurse reget rename reput rm

rmdir showacls setmode stat symlink

tar tarmode translate unlock volume

vuid wdel logon listconnect showconnect
1

smb: \> Is

D 0O Tue Jan 20 12:55:11 2009
.- D 0O Tue Jan 20 12:55:11 2009
bho.txt A 13775 Wed Jan 21 09:08:10 2009
JTk.txt A 13663 Wed Jan 21 09:03:51 2009

49073 blocks of size 131072. 25960 blocks available
smb: \> get jfk.txt
getting file \Jfk.txt of size 13663 as jfk.txt (139.0 kb/s) (average 139.0 kb/s)
smb: \> exit 97
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Elrond

e Mount the depot share on William:
mount -o user=cisl192 //william/depot /mnt
e View the files on /mnt
head /mnt/>*
e Unmount with umount /7mnt
e Try the alternative FTP-like method
smbclient -U cis192 //william/depotl192
help
Is
get jfk.txt
exit
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Service Applications

Steps to installing services

1. Install software package using yum, rpm or build from source code
Customize service’s configuration file

Modify the firewall to allow access to the service

Customize SELinux context settings to allow use

Start the service

Configure service to automatically start when system boots

Monitor and verify service is running

Troubleshoot as necessary

© © N o g & W N

Monitor log files as appropriate

10.Configure additional security
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Installing Samba Server

Install software

[root@legolas ~]# rpm -ga | grep samba
samba-common-3.0.28-0.el15.8
samba-client-3.0.28-0.el5.8
[root@legolas ~]#

At this point only the samba client and
common modules are installed which
allows access to other Samba servers.

The server package “samba” has not yet
been installed.
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Installing Samba Server

Install software with yum

[root@elrond ~]# yum install samba

base 100% I ————————————————————————= I 1.1 kB 00:00
updates 100% I ————————————————————————= I O51 B 00:00
addons 100% I ————————————————————————= I O51 B 00:00
extras 100% I ————————————————————————= I 1.1 kB 00:00

Setting up Install Process

Parsing package install arguments

Resolving Dependencies

--> Running transaction check

-—--> Package samba.i1386 0:3.0.28-1.el5 2.1 set to be updated

--> Processing Dependency: samba-common = 3.0.28-1.el5 2.1 for package: samba
--> Running transaction check

--> Processing Dependency: samba-common = 3.0.28-0.el5.8 for package: samba-client
---> Package samba-common.i1386 0:3.0.28-1.el5 2.1 set to be updated

--> Running transaction check

---> Package samba-client.1386 0:3.0.28-1.el5 2.1 set to be updated

--> Finished Dependency Resolution

Dependencies Resolved
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Dependencies Resolved

Installing:

samba 1386 3.0.28-1.el5 2.1 updates 16 M
Updating:

samba-common 1386 3.0.28-1.el5 2.1 updates 8.7 M
Updating for dependencies:

samba-client 1386 3.0.28-1.el5 2.1 updates 4.9 M

Transaction Summary

Install 1 Package(s)
Update 2 Package(s)
Remove 0 Package(s)

Total download size: 30 M
Is this ok [y/N]:
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Installing Samba Server

Is this ok [y/N]: vy
Downloading Packages:

(1/3): samba-client-3.0.2 100% |=========================| 4.9 MB 01:00
(2/3): samba-common-3.0.2 100% |=========================| 8.7 MB 01:44
(3/3): samba-3.0.28-1_el5 100% |=========================| 16 MB 02:53

warning: rpmts_HdrFromFdno: Header V3 DSA signature: NOKEY, key ID e8562897
Importing GPG key OxE8562897 '"Cent0S-5 Key (CentOS 5 Official Signing Key)
<centos-5-key@centos.org>" from http://mirror.centos.org/centos/RPM-GPG-KEY-
Cent0S-5

Is this ok [y/N]: vy

Running rpm_check debug

Running Transaction Test

Finished Transaction Test

Transaction Test Succeeded

Running Transaction

Updating : samba-common HH R [1/5]
Installing: samba HHHH R R [2/75]
Updating : samba-client HH R [3/75]
Cleanup > samba-common HH R [4/75]
Cleanup : samba-client HH R [S/75]

Installed: samba.1386 0:3.0.28-1.el5 2.1

Updated: samba-common.i1386 0:3.0.28-1.el5 2.1

Dependency Updated: samba-client.i1386 0:3.0.28-1.el5 2.1

Complete!

[root@elrond ~]# 104
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Installing Samba Server

Or install software using rom command (Centos 5.4)

[root@elrond packages]# rpm -ga | grep samba
samba-common-3.0.33-3.14.el5
samba-cli1ent-3.0.33-3.14._.¢el5

[root@elrond packages]# Is samba®™ perl*
perl-Convert-ASN1-0.20-1.1_.noarch.rpm

samba-3.0.33-3.15.el5 4.1.1386.rpm ]
samba-client-3.0.33-3.15.el5 4.1.i386.rpm RPMs needed to install Samba

samba-common-3.0.33-3.15.el5 4.1.1386.rpm

[root@elrond packages]# rpm -Uhv samba®™ perl*

Preparing. .. HHHHHH AR AR R [100% ]
1:samba-common HHHHHH R AR AR [ 25%]
2:samba-client HHHHHH R A AR AR [ 50%]
3:perl-Convert-ASN1 HHHHHH AR AR A AR [ 75%]
4 :samba HHHHHH AR R A AR [100% ]

Updating Samba and installing the server package. Note the perl
module is a dependency. 105
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Installing Samba Server

[root@elrond shares]#rpm -qa | grep samba
samba-3.0.28-1.el5_2.1 ‘——\
samba-common-3.0.28-1.el5 2.1

Server modules

samba-client-3.0.28-1.el5 2.1 have been installed

Note, you can use yum command to only download rpms (and not
install them) with the downloadonly option. Useful for doing
installations on systems with no Internet access.

yum install yum-downloadonly
yum install samba --downloadonly

The downloaded rpms will be found in /var/cache/yum/*/packages
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Elrond

Centos§5

 Check which samba packages have been installed
on Elrond with rom —qga | grep samba

e Install the samba server package on Elrond with
yum install samba or appropriate rpm command

= Check again which samba packages have been
Installed on Elrond with rpom —qa | grep samba

e Use rpm —gi on any of the Samba packages to
see what they do
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Elrond

Make a sample file to share:
echo "We can do anything we want if we stick to it
long enough."” - Helen Keller = /tmp/hk.txt

Make two directories to be shared in /var/shares:
cd Zvar
mkdir -p shares/depot shares/depotl92
cd shares
cp /tmp/hk.txt depot/
cp /tmp/hk.txt depotl92/
chmod 755 *
chown -R cis192:users *
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/etc/samba/smb.conf

Customize the configuration files

main configuration file

for Samba daemon smb.conf

S
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/etc/samba/smb.conf

Customize the services configuration file

Changes we will make to smb.conf

e workgroup = XXXXXXXX Workgroup membership
e server string = XXXXXXXXX Server description
o [ XXXXXXXX] Share specification

Finding smb.conf

[root@elrond var]# smbd -b | grep PRIVATE DIR
PRIVATE_DIR: /etc/samba

[root@elrond var]# Is -1 /etc/samba/

total 52

-rw-r--r-- 1 root root 20 Jun 21 2008 Imhosts
-rw——————-— 1 root root 4096 Jan 21 11:04 passdb.tdb
-rW-—————- 1 root root 8192 Jan 21 11:04 secrets.tdb
-rw-r--r-- 1 root root 10006 Jan 21 14:38 smb.conf
-rw-r--r-- 1 root root 97 Jun 21 2008 smbusers
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/etc/samba/smb.conf

Some share options

e path = Absolute path to share

e guest ok = Yes or no, for guest user access
eread only = Yes or no (default is yes)
ewriteable = Yes or no (alternate way to specify)

e valid users = Limits users that can access this share

e browseable = Yes or no to appear in network neighborhood

e comment = Shown to users browsing share

e hosts allow = List of hostnames (e.g. localhost 192.168.2. 10.10.10.)

e hosts deny = List of hostnames (use ALL or 0.0.0.0/0 for all hosts)

Of course, there are many more options than this!
(use man smb.conf or Google)

1]
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/etc/samba/smb.conf

[root@legolas ~]# cat /etc/samba/smb.conf

HFHEFHFHFHHFHEHFRHERHFFHFRFHERHFTEHFREHFREH

This 1s the main Samba configuration file. You should read the
smb.conf(5) manual page iIn order to understand the options listed
here. Samba has a huge number of configurable options (perhaps too
many!) most of which are not shown in this example

For a step to step guide on installing, configuring and using samba,
read the Samba-HOWTO-Collection. This may be obtained from:
http://www.samba.org/samba/docs/Samba-HOWTO-Col lection.pdf

Many working examples of smb.conf files can be found iIn the
Samba-Guide which is generated daily and can be downloaded from:
http://www.samba.org/samba/docs/Samba-Guide.pdf

Any line which starts with a ; (semi-colon) or a # (hash)

Is a comment and 1s ignored. In this example we will use a #
for commentry and a ; for parts of the config file that you
may wish to enable

NOTE: Whenever you modify this file you should run the command "testparm
to check that you have not made any basic syntactic errors.

Good advice!
114
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/etc/samba/smb.conf

SELINUX NOTES:

IT you want to use the useradd/groupadd family of binaries please run:
setsebool -P samba_domain_controller on

IT you want to share home directories via samba please run: Lab 8 will not work
setsebool -P samba_enable_home_dirs on unless this is done

IT you create a new directory you want to share you should mark i1t as
""'samba-share_t" so that selinux will let you write into it.

Make sure not to do that on system directories as they may already have
been marked with othe SELinux labels.

Use Is -1dZ /path to see which context a directory has

Set labels only on directories you created! Lab 8 will not work
To set a label use the following: chcon -t samba_share_t /path unless this is done

IT you need to share a system created directory you can use one of the
following (read-only/read-write):

setsebool -P samba_export_all_ro on

or

setsebool -P samba_export_all_rw on

IT you want to run scripts (preexec/root prexec/print command/...) please
put them into the /var/lib/samba/scripts directory so that smbd will be
allowed to run them.

Make sure you COPY them and not MOVE them so that the right SELinux context

i1s applied, to check all is ok use restorecon -R -v /var/lib/samba/scripts 115



——————————————————————— Network Related Options ---—-—————————————————————

workgroup = NT-Domain-Name or Workgroup-Name, eg: MIDEARTH

server string iIs the equivalent of the NT Description field

netbios name can be used to specify a server name not tied to the hostname
Interfaces lets you configure Samba to use multiple interfaces

IT you have multiple network interfaces then you can list the ones

you want to listen on (never omit localhost)

Hosts Allow/Hosts Deny lets you restrict who can connect, and you can
specifiy 1t as a per share option as well

- Modify to:
WO - AVEROBL _ workgroup = WORKGROUP
server string = Samba Server Version %v ;
server string = Cool Samba Server

netbios name = MYSERVER

interfaces = 1o ethO 192.168.12.2/24 192.168.13.2/24

hosts allow = 127. 192.168.12. 192.168.13. 116
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/etc/samba/smb.conf
——————————————————————————— Logging Options —--—-——————————————————————————

#
#
# Log File let you specify where to put logs and how to split them up.
#
# Max Log Size let you specify the max size log files should reach

# logs split per machine
; log file = /var/log/samba/%m.log
# max 50KB per log file, then rotate

; max log size = 50 Lab 8 will use a stand-

alone server model

Security can be set to user, share(deprecated) or server(deprecated)

Backend to store user information in. New installations should
use either tdbsam or ldapsam. smbpasswd is available for backwards
compatibility. tdbsam requires no further configuration.

HFHEHFHFHFHRH

security = user‘+——————————ThBistheck#aun

passdb backend = tdbsam «— Good choice for local servers and < 250 users.
Use Idapsam for larger organizations

With tdbsam, the Samba account information will be stored in
/etc/samba/passdb.tdb. Note: This file requires that account information is

available from the /etc/passwd file. 117
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/etc/samba/smb.conf

——————————————————————— Domain Members Options ---——-———————————————————
Security must be set to domain or ads The Samba server can
join a domain. Not

Use the realm option only with security = ads using for Lab 8
Specifies the Active Directory realm the host is part of
Backend to store user information in. New installations should
use either tdbsam or ldapsam. smbpasswd is available for backwards
compatibility. tdbsam requires no further configuration.
Use password server option only with security = server or 1f you can"t
use the DNS to locate Domain Controllers
The argument list may include:

password server = My PDC Name [My BDC Name] [My_Next BDC_ Name]
or to auto-locate the domain controller/s

password server = *

security = domain
passdb backend = tdbsam
realm = MY_REALM

password server = <NT-Server-Name>
118
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——————————————————————— Domain Controller Options —----————————————————————

Security must be set to user for domain controllers Samba can act as a
Backend to store user information in. New installations should domain controller. Not
use either tdbsam or ldapsam. smbpasswd is available for backwards . .

compatibility. tdbsam requires no further configuration. USIﬂg thIS fOI’ Lab 38
Domain Master specifies Samba to be the Domain Master Browser. This

allows Samba to collate browse lists between subnets. Don"t use this

if you already have a Windows NT domain controller doing this job

Domain Logons let Samba be a domain logon server for Windows workstations.

Logon Scrpit let yuou specify a script to be run at login time on the client
You need to provide it in a share called NETLOGON

Logon Path let you specify where user profiles are stored (UNC path)

Various scripts can be used on a domain controller or stand-alone
machine to add or delete corresponding unix accounts

security = user
passdb backend = tdbsam

domain master
domain logons

= yes
= yes

# the login script name depends on the machine name
logon script = %m.bat

# the login script name depends on the unix user used
logon script = %u.bat

logon path = \\%L\Profiles\%u

# disables profiles support by specifing an empty path
logon path =

add user script = /usr/sbin/useradd "%u'" -n -g users

add group script = /usr/sbin/groupadd "%g"

add machine script = /usr/sbin/useradd -n -c "Workstation (%u)" -M -d /nohome -s /bin/false "%u"

delete user script = /usr/sbin/userdel "%u"

delete user from group script = /usr/sbin/userdel "%u'" "%g"

delete group script = /usr/sbin/groupdel "%g" 119



ululul:ﬂ::ﬂ::ﬂ::ﬂ::ﬂ::ﬂ::ﬁ:###

CIS 192 - Lesson 11

/etc/samba/smb.conf

——————————————————————— Browser Control Options —--—-—--——————-—————————————————

set local master to no 1T you don"t want Samba to become a master
browser on your network. Otherwise the normal election rules apply

OS Level determines the precedence of this server in master browser
elections. The default value should be reasonable

Preferred Master causes Samba to force a local browser election on startup
and gives i1t a slightly higher chance of winning the election

local master = no

os level = 33

preferred master = yes

Browser control is about letting Windows and Samba servers appear in Network
Neighborhood views. Only one master can be allowed on a domain or workgroup.

120



CIS 192 - Lesson 11

/etc/samba/smb.conf

————————————————————————————— Name Resolution -----—————-————————————

# Windows Internet Name Serving Support Section:
# Note: Samba can be either a WINS Server, or a WINS Client, but NOT both

HFHHFEHFHFHHFHFHI

- WINS Support: Tells the NMBD component of Samba to enable 1t"s WINS Server
- WINS Server: Tells the NMBD components of Samba to be a WINS Client
- WINS Proxy: Tells Samba to answer name resolution queries on

behalft of a non WINS capable client, for this to work there must be
least one WINS Server on the network. The default i1s NO.

# DNS Proxy - tells Samba whether or not to try to resolve NetBIOS names
# via DNS nslookups.

wiIns support = yes _
wins server = w.X.y.z Not using for Lab 8.

wins proxy = yes
We will just use /etc/hosts files.
dns proxy = yes
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/etc/samba/smb.conf

——————————————————————————— Printing Options - - - ——————————————————

Load Printers let you load automatically the list of printers rather
than setting them up individually

Cups Options let you pass the cups libs custom options, setting It to raw
for example will let you use drivers on your Windows clients

HFHFEHFHFHEHHF

# Printcap Name let you specify an alternative printcap file
#
# You can choose a non default printing system using the Printing option

load printers = yes
cups options = raw

; printcap name = /etc/printcap

#obtain list of printers automatically on SystemV
printcap name = lIpstat

printing = cups

Leave as is for Lab 8
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/etc/samba/smb.conf

——————————————————————————— Filesystem Options -—--————————————————————————

The following options can be uncommented if the filesystem supports
Extended Attributes and they are enabled (usually by the mount option
user_xattr). Thess options will let the admin store the DOS attributes
in an EA and make samba not mess with the permission bits.

Note: these options can also be set just per share, setting them in global
makes them the default for all shares

HFHHFEHFHFHHHFHIE

map archive = no
map hidden = no

map read only = no Leave these options
; map system = no commented out for
; store dos attributes = yes Lab 8
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comment = Home Directories
browseable = no The default will allow

writable = yes access to home directories
valid users %S

valid users MYDOMA IN\%S

[printers]
comment = All Printers
path = /var/spool/samba
browseable = no
guest ok = no
writable = no
printable = yes

# Un-comment the following and create the netlogon directory for Domain Logons
[netlogon]

comment = Network Logon Service

path = /var/lib/samba/netlogon

guest ok = yes

writable = no

share modes = no
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# Un-comment the following to provide a specific roving profile share
# the default iIs to use the user®s home directory

[Profiles]

path = /var/lib/samba/profiles

browseable = no

guest ok = yes

# A publicly accessible directory, but read only, except for people iIn
# the "'staff" group
; [public]

comment = Public Stuff

path = /home/samba

public = yes Leave these example
Wr!tibtlﬁ - Yes shares commented out
printab’e = no for Lab 8

; write list = +staff
[root@legolas ~]#
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/etc/samba/smb.conf

Add these shares to the end of smb.conf

[depot]

comment = Public files on Elrond
path = /var/shares/depot

read only = yes

guest ok = yes

[depotl192]

comment = CIS 192 files on Elrond
path = /var/shares/depotl192

valid users = ci1s192

writeable = yes
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[root@legolas shares]# testparm

Load smb config files from /etc/samba/smb.conf
Processing section "[homes]"

Processing section "[printers]”

Processing section "[depot]"

Processing section "[depotl192]"

Loaded services File OK.

Server role: ROLE_STANDALONE

Press enter to see a dump of your service definitions

[global]
server string = Cool Samba Server
passdb backend = tdbsam
cups options = raw

[homes]
comment = Home Directories
read only = No
browseable = No

[printers]
comment = All Printers
path = /var/spool/samba
printable = Yes
browseable = No

[depot]
comment = Public files on Elrond
path = /var/shares/depot
guest ok = Yes

[depot192]
comment = CIS 192 files on Elrond
path = /var/shares/depot192
valid users = cisl92
read only = No

=
-
L 1
i s
F
" i

testparm

After making any changes
to smb.conf, use
testparm to validate
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Elrond

Centos§

e Validate smb.conf with testparm command

e Fix any errors found
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Adding Users

Add a normal user account to the system

[root@elrond var]# useradd -c ""CIS 191" -g users cis191

[root@elrond var]# passwd cis191
Changing password for user cisl9l.

New UNIX password:
BAD PASSWORD: i1t is based on a dictionary word

Retype new UNIX password:
passwd: all authentication tokens updated successftully.
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Adding Users

Add Samba passwords

[root@elrond var]# smbpasswd -a cis191

New SMB password:
Retype new SMB password:
Added user cisl191.

[root@elrond var]# smbpasswd -a cis192

New SMB password:
Retype new SMB password:
Added user cisl192.
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e Verify cisl92 user exists:
cat /etc/passwd | grep cisl1l9l

e Create a cis191 user:
useradd —c “CIS 1917 —g users cis191l

e Add a password for cis191:
passwd cis191

e Configure Samba user passwords:
smbpasswd —a cis191

smbpasswd —a cis192
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Samba and the Firewall

Modify the firewall

Firewall ports used for file and printer sharing

UDP 137 NetBIOS Name Service
UDP 138 NetBIOS Datagram Service
TCP 139 NetBIOS Session Service
TCP 445 Microsoft Directory Service

(allows SMB to run over IP)
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Samba and the Firewall

With command line

iptables -1 RH-Firewall-1-INPUT 9 -p udp -m state --state NEW -m

iptables -1 RH-Firewall-1-INPUT 9 -p udp -m state --state NEW -m

iptables -1 RH-Firewall-1-INPUT 9 -p tcp -m state --state NEW -m

iptables -1 RH-Firewall-1-INPUT 9 -p tcp -m state --state NEW -m
With GUI

4% Applications Places & ® s332em G

B

Elrond

Q] Preferences 4

g! Administration L @ Authentication
<& Date & Time
@ Help

98 About GNOME

«™ Applications Places System %@

=

Elrond

3 pisplay

e =
F ]
4
F

udp --dport 137 -j ACCEPT
udp --dport 138 -j ACCEPT
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tcp --dport 445 -j ACCEPT

® 333mG

[ o)
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%
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a0
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Samba and the Firewall

[root@elrond ~]# iptables -nL
Chain INPUT (policy ACCEPT)

target prot opt source destination udp/137
RH-Fi I1-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

irewa a udp/138
Chain FORWARD (policy ACCEPT) tcp/139
target prot opt source destination tcp/445
RH-Firewall-1-INPUT all -- 0.0.0.0/0 0.0.0.0/0

are open now

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)

target prot opt source destination

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

ACCEPT icmp -- 0.0.0.0/0 0.0.0.0/0 icmp type 255

ACCEPT esp -- 0.0.0.0/0 0.0.0.0/0

ACCEPT ah -- 0.0.0.0/70 0.0.0.0/0

ACCEPT udp -- 0.0.0.0/0 224.0.0.251 udp dpt:5353

ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 udp dpt:631

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 tcp dpt:631

ACCEPT all -- 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:445
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:139
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 state NEW udp dpt:138
ACCEPT udp -- 0.0.0.0/0 0.0.0.0/0 state NEW udp dpt:137
ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 state NEW tcp dpt:22
REJECT all -- 0.0.0.0/0 0.0.0.0/0 reject-with icmp-host-prohibited

137



SRRR W

\View the default firewall:
iptables -nL

e Insert rules to open the Samba ports:

iptables -1 RH-Firewall-1-INPUT 9 -p udp -m state --state NEW -m udp --dport 137 -j ACCEPT
iptables -1 RH-Firewall-1-INPUT 9 -p udp -m state --state NEW -m udp --dport 138 -j ACCEPT
iptables -1 RH-Firewall-1-INPUT 9 -p tcp -m state --state NEW -m tcp --dport 139 -j ACCEPT
iptables -1 RH-Firewall-1-INPUT 9 -p tcp -m state --state NEW -m tcp --dport 445 -j ACCEPT

e \View the default firewall:
iptables —nL

e Save the firewall:
iptables-save = /Zetc/sysconfig/iptables
138
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SELInuUx

Configure SELinux

Overview

SELinux is like an internal firewall where you can define what subjects
(users, programs) can access which objects (files, devices)

e Originally created by the NSA (National Security Agency)

e Based on the MAC (Mandatory Access Control) concept where
administrators control all interactions between programs.

e Programs and users start with no rights. Any rights must be granted by
the administrator as part of the security policy for the system.

e Standard UNIX permissions are checked first then SELinux rules are
applied if necessary.
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Security Contexts

Security context have three components: a user identity, a role, and a type
(also known as a domain).

[root@celebrian var]# Is -ldZ shares/
drwxr-xr-x root root root:object r:var_t shares/

[root@elrond var]# Is -1Z Zusr/sbin/[sn]mbd
—-rwXr-xr-x root root system u:object r:nmbd _exec t /usr/sbin/nmbd
—-rwxXr-xr-x root root system u:object r:smbd exec t /usr/sbin/smbd

[root@elrond var]# id root

uid=0(root) gid=0(root)
groups=0(root),1(bin),2(daemon),3(sys),4(adm),6(disk),10(wheel)
context=root:system_r:-unconfined_t:SystemLow-SystemHigh

A user identity is the Types (use “_t” suffix) are the
SELinux user account primary method used by SELinux to
make authorization decisions.

A role (uses “_r” suffix) defines a set of
permissions granted to a SELinux user.
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/etc/samba/smb.conf

SELINUX NOTES:

IT you want to use the useradd/groupadd family of binaries please run:
setsebool -P samba_domain_controller on

IT you want to share home directories via samba please run:

setsebool -P samba _enable _home _dirs on Lab 8 will not work

unless this is done

IT you create a new directory you want to share you should mark i1t as
""'samba-share_t" so that selinux will let you write into it.

Make sure not to do that on system directories as they may already have
been marked with othe SELinux labels.

Use Is -1dZ /path to see which context a directory has

_ _ Lab 8 will not work
Set labels only on directories you created! o
To set a label use the following: chcon -t samba_share_t /path unless this is done

IT you need to share a system created directory you can use one of the
following (read-only/read-write):

setsebool -P samba_export_all_ro on

or

setsebool -P samba_export_all_rw on

IT you want to run scripts (preexec/root prexec/print command/...) please
put them into the /var/lib/samba/scripts directory so that smbd will be
allowed to run them.

Make sure you COPY them and not MOVE them so that the right SELinux context
i1s applied, to check all i1s ok use restorecon -R -v /var/lib/samba/scripts

HEHREH TR LTSRS S
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Samba and SELinux

Set permissive mode
[root@legolas ~]# setenforce permissive

[root@legolas ~]# getenforce
Permissive

Set enforcing mode
[root@legolas ~]# setenforce enforcing

[root@legolas ~]# getenforce
Enforcing

Show SELinux status
[root@legolas ~]# sestatus

SEL1nux status: enabled
SEL1nuxfs mount: /selinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 21

Policy from config file: targeted

In Lab 8 we will configure Samba to work in enforcing mode
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Samba and SELinux

This share on Elrond can be accessed ...
[root@elrond var]# Is -ld shares/
drwxr-xr-x 4 root root 4096 Jan 21 13:23 shares/

[root@elrond var]# Is -ld shares/depot
drwxr-xr-x 2 cisl92 users 4096 Apr 27 02:30 shares/depot

[root@elrond var]# Is -ld shares/depot/jfk.txt
-rw-r--r-- 1 root root 13663 Apr 27 02:30 shares/depot/jfTk.txt

This share on Celebrian cannot be accessed ...
[root@celebrian var]# Is -ld shares/
drwxr-xr-x 4 root root 4096 Apr 25 08:59 shares/

[root@celebrian var]# Is -ld shares/depot
drwxr-xr-x 2 cisl92 users 4096 Apr 25 09:03 shares/depot

[root@celebrian var]# Is -ld shares/depot/jfk.txt
-rw-r--r-- 1 root root 13675 Apr 25 09:03 shares/depot/jfTk.txt

Can you see why? ... | can’t!
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This works ...
[root@elrond var]# Is -1dZ shares/
drwxr-xr-x root root root:object r:var_t shares/

[root@elrond var]# Is -ldZ shares/depot
drwxr-xr-x c¢isl92 users root:object r:samba share t shares/depot

[root@elrond var]# Is -ldZ shares/depot/jfk.txt
-rw-r--r-- root root root:object r:samba share_t shares/depot/jftk.txt

This does NOT work ...
[root@celebrian var]# Is -ldZ shares/
drwxr-xr-x root root root:object r:var_t shares/

[root@celebrian var]# Is -ldZ shares/depot
drwxr-xr-x c¢isl92 users root:object r:var_t shares/depot

[root@celebrian var]# Is -ldZ shares/depot/jfk.txt
-rw-r--r-- root root root:object r:var_t shares/depot/jfk.txt

Can you see why?
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Samba and SELinux

This works Vs Use the Z option to show SELinux info
[root@elrond var]# Is -1dZ shares/
drwxr-xr-x root root root:object r:var_t shares/

[root@elrond var]# Is -ldZ shares/depot
drwxr-xr-x c¢isl92 users root:object r:samba share t shares/depot

[root@elrond var]# Is -ldZ shares/depot/jfk.txt
-rw-r--r-- root root root:object r:samba share_t shares/depot/jftk.txt

This does NOT work ...
[root@celebrian var]# Is -ldZ shares/
drwxr-xr-x root root root:object r:var_t shares/

[root@celebrian var]# Is -ldZ shares/depot
drwxr-xr-x c¢isl92 users root:object r:var_t shares/depot

[root@celebrian var]# Is -ldZ shares/depot/jfk.txt
-rw-r--r-- root root root:object r:var_t shares/depot/jfk.txt

Can you see why? ... | can!
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Samba and SELinux

[root@elrond ~]# chcon -Rv -t samba_share_ t /var/shares/*

context of /var/shares/depot retained as root:object r:samba_share_t

context of /var/shares/depot/hk.txt retained as root:object r:samba share t
context of /var/shares/depotl92 retained as root:object r:samba _share_ t
context of /var/shares/depotl92/hk.txt retained as root:object r:samba share t

[root@elrond ~]#

Note the use of the recursive and verbose options to make the change
on all files in the directory and show what was changed
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Samba and SELinux

[root@elrond bin]# setsebool -P samba_ enable home_ dirs=1
[root@elrond bin]# getsebool samba enable home dirs
samba_enable _home_dirs --> on

[root@elrond bin]#

This SELinux boolean must be enabled to allow the sharing of home
directories
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Samba and SELinux

Set permissive mode
[root@legolas ~]# setenforce permissive

[root@legolas ~]# getenforce

- In Lab 8 we will
Permissive 8 we

configure Samba
to work in

Set enforcing mode enforcing mode

[root@legolas ~]# setenforce enforcing

[root@legolas ~]# getenforce
Enforcing

Show SELinux status
[root@legolas ~]# sestatus

SEL1nux status: enabled
SEL1nuxfs mount: /selinux
Current mode: enforcing
Mode from config file: enforcing
Policy version: 21

Policy from config file: targeted
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Elrond

| eave SELinux in the default Enforcing mode

e View the security contexts on the shares:
Is —IRZ /var/shares

e Change the security context for the share directories and files
chcon -vR -t samba_ share t /var/shares/*
setsebool -P samba enable_home dirs=1

e View the revised security contexts on the shares:
Is —IRZ /var/shares

150



start
services



CIS 192 - Lesson 11

Samba

Start the service

[root@elrond var]# service smb start
Starting SMB services: [ OK 1]
Starting NMB services: [ OK 1]

Start the service automatically during system startup

[root@elrond var]# chkconfig smb on
[root@elrond var]#
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Samba

Monitor and verify service is running

[root@elrond ~]# service smb status
smbd (pid 674) 1s running...

nmbd (pid 677) 1S running...
[root@elrond ~]#
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Samba

Monitor and verify service is running

[root@elrond var]# netstat —tin
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 127.0.0.1:2208 0.0.0.0:* LISTEN
tcp 0 0 0.0.0.0:139 0.0.0.0:* LISTEN
tcp 0 0 0.0.0.0:815 0.0.0.0:* LISTEN
tcp 0 0 0.0.0.0:111 0.0.0.0:* LISTEN
tcp 0 0 127.0.0.1:631 0.0.0.0:* LISTEN
tcp 0 0 127.0.0.1:25 0.0.0.0:* LISTEN
tcp 0 0 0.0.0.0:445 0.0.0.0:* LISTEN
tcp 0 0 127.0.0.1:2207 0.0.0.0:* LISTEN
tcp 0 0 :::22 el LISTEN

[root@elrond ~]#

Port 139 is used for NetBIOS sessions (file and print sharing)
Port 445 is used for Microsoft Active Directory Services and it enables
SMB to run over IP
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Monitor and verify service is running

[root@elrond var]# netstat —uln
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
udp 0 0 172.30.4.131:137 0.0.0.0:*
udp 0 0 192.168.2.1:137 0.0.0.0:*
udp 0 0 0.0.0.0:137 0.0.0.0:*
udp 0 0 172.30.4.131:138 0.0.0.0:*
udp 0 0 192.168.2.1:138 0.0.0.0:*
udp 0 0 0.0.0.0:138 0.0.0.0:*
udp 0 0 0.0.0.0:809 0.0.0.0:*
udp 0 0 0.0.0.0:812 0.0.0.0:*
udp 0 0 0.0.0.0:54213 0.0.0.0:*
udp 0 0 0.0.0.0:5353 0.0.0.0:*
udp 0 0 0.0.0.0:111 0.0.0.0:*
udp 0 0 0.0.0.0:631 0.0.0.0:*
udp 0 0 :-::56616 elieh

udp 0 0 :-::5353 o*

[root@elrond ~]#

UDP Port 138 is used for NetBIOS name service (file and print sharing)
UDP Port 139 is used for NetBIOS datagram service (file and print sharing)
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Samba
Troubleshoot

[root@elrond bin]# smbclient -L william100

Password:

Anonymous login successful

Domain=[WORKGROUP] 0OS=[Windows 5.1] Server=[Windows 2000 LAN Manager]

Sharename Type Comment
cli rpc pipe open: cli nt create failed on pipe \srvsvc to machine william100.
Error was NT_STATUS_ACCESS DENIED
Error returning browse list: NT_STATUS_ACCESS_DENIED
Anonymous login successful
Domain=[WORKGROUP] 0OS=[Windows 5.1] Server=[Windows 2000 LAN Manager]

Server Comment

DV2000

ELROND Cool Samba Server
WILLIAM100

Workgroup Master

WORKGROUP WILLIAM100

[root@elrond bin]#
Problem: Get error message above when trying to browse Samba Server.

Fix: specify a user (e.g. smbclient —L william100 —U cis192) and supply the
password for that user when prompted. 157
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Problem: Get error message above when trying to open Cool Samba Server.

Fix: Open firewall on Samba server to allow (ports 137/udp, 138/udp,
139/tcp, and 445/tcp) 158
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Troubleshoot

[root@legolas ~]# ping -cl elrond
PING elrond (192.168.2.1) 56(84) bytes of data.
64 bytes from elrond (192.168.2.1): icmp_seqg=1 ttl=64 time=2.10 ms

-—— elrond ping statistics —-—-

1 packets transmitted, 1 received, 0% packet loss, time Oms
rtt min/avg/max/mdev = 2.108/2.108/2.108/0.000 ms
[root@legolas ~]# smbclient -L elrond

Error connecting to 192.168.2.1 (No route to host)

Connection to elrond failed (Error NT_STATUS HOST_ UNREACHABLE)

[root@legolas ~]#

Problem: Get error message above when trying to browse Samba Server.

Fix: Open firewall on Samba server to allow (ports 137/udp, 138/udp, 139/tcp, and
445/tcp)
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2 Add a netwark place
& View netwark [

connections

) Set up a home or small
office network

< Set up a wireless Cool Samba Server (Elrond)

nekwork For & home or
small office V\Elrond}depot is not accessible, You might not have permission to use this network
;‘ Yiew workaroup resource. Contack the administrator of this server to find out if vou have access

compukers PErmissions,

_ Show icons For
networked LUPRP
devices

Access is denied.

Other Places

&0 ozarm

Problem: Get error message above when trying to open a share on Samba server

Fix: On Samba server, set the SELinux type on the shares with:
chcon —R —t samba_share_t /var/shares/*
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Samba

Troubleshoot

[root@legolas ~]# mount -0 username=cisl192 //elrond/depot /mnt
Password:

[root@legolas ~]# Is /mnt

Is: reading directory /mnt: Permission denied

[root@legolas ~]#

Problem: Get error message above when trying to open a share in /var/shares

Fix: On Samba server, set the SELinux type on the shares with:
chcon —R —t samba_share_t /var/shares/>*
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Troubleshoot

Tanle  Haln

i_ﬁ pSearch H__" Falders v

Faw

@.

A

Network Tasks i \ ? cis192
2 Add a nebwork place
% Yiew network

conneckions

%) Setup a home or sl
office network

Cool Samba Server {(Elrond)

WElrondicis192 is not accessible. You might not have permission to use this network
resource, Contact the administrakor of this server to find out if vou have access
pErmissions.,

;_"; Sek up a wireless
network For a homg
small office

*‘f‘ ‘Wigw workgroup The nekwork path was nat found.
computers

@l Shaw icons For
netwiorked UPnP

devices

Other Places

"_..-':_‘ @ czapm
Problem: Get error message above when trying to open home directory share on

Samba server

Fix: Set the SELinux type with setsebool -P samba_ enable_home_dirs=1 to
enable sharing home directories on the Samba server 162
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Samba

Troubleshoot

[root@legolas ~]# mount -0 username=cisl192 //elrond/cisl192 /mnt

Password:

retrying with upper case share name

mount error 6 = No such device or address

Refer to the mount.cifs(8) manual page (e.g.man mount.cifs)

[root@legolas ~]#

Problem: Get error message above when trying to open home directory share on
Samba server

Fix: Set the SELinux type with setsebool -P samba_enable _home_dirs=1 to
enable sharing home directories on the Samba server
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Troubleshoot

Samba

[mM@h@thmmﬂ#SmbpaSSWd -a ci1s191

New SMB password:

Retype new SMB password:
tdbsam_open: Converting version 0 database to version

account_policy_get:
account_policy_get:
account_policy_get:
account_policy_get:
account_policy_get:
account_policy_get:
account_policy_get:
account_policy_get:
account_policy_get:
account_policy_get:

Added user cisl191.

tdb_fetch _uint32
tdb_fetch _uint32
tdb_fetch_uint32
tdb_fetch _uint32
tdb_fetch _uint32
tdb_fetch_uint32
tdb_fetch _uint32
tdb_fetch _uint32
tdb_fetch_uint32
tdb_fetch_uint32

failed
failed
failed
failed
failed
failed
failed
failed
failed
failed

for
for
for
for
for
for
for
for
for
for

field
field
field
field
field
field
field
field
field
field

3
1
2
3
4
5
6
7
8
9
1

(min password length), returning O

(password history), returning O

(user must logon to change password), returning O
(maximum password age), returning O

(minimum password age), returning O

(lockout duration), returning O

(reset count minutes), returning O

(bad lockout attempt), returning O

(disconnect time), returning O

0 (refuse machine password change), returning O

Misleading messages that can happen the first time a new user is
added. It still works and doesn’t happen again.
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[root@elro
Apr 23 19:
Apr 23 19:
Apr 23 20:
Apr 23 20:
Apr 23 20:
Apr 23 20:
Apr 23 20:
Apr 23 20:
Apr 23 20:
nmbd/nmbd_|
Apr 23 20:
Apr 23 20:
Apr 23 20:
WORKGROUP

Apr 23 20:
Apr 23 20:
Apr 23 20:

Apr 23 20:
Apr 23 20:
Apr 23 20:
WORKGROUP
Apr 23 20:
Apr 23 20:
[root@elro

nd

27:
27:
14:
14:
16:
16:
18:
22:
22:
become_Imb.c:
22:
22:
22:

on

22:
22:
22:
nmbd/nmbd_become_Imb.c:
22:
22:
22:

on

22:
22:

nd

Samba

Monitor log files

~1# tail -20 /var/log/messages
nmbd[327]:

37
37
39
39
39
39
45
04
22

elrond
elrond
elrond
elrond
elrond
elrond
elrond
elrond
elrond

22 elrond
22 elrond
22 elrond

nmbd[327] :

nmbd[327]

nmbd[327] :

nmbd[626]

nmbd[626] :
CIFS VFS: cifs_read_super: get root inode failed
CIFS VFS: cifs_read_super: get root inode failed

kernel:
kernel:
nmbd[677]

R

: [2010/04/23 20:14:39, 0] nmbd/nmbd.c:terminate(58)
Got SIGTERM: going down...
: [2010/04/23 20:16:39, 0] nmbd/nmbd.c:terminate(58)
Got SIGTERM: going down...

: [2010/04/23 20:22:22, 0]

become_local_master_stage2(396)

nmbd[677] :

*hkhk*k

nmbd[677] :

nmbd[677] :

subnet 172.30.4.131
nmbd[677] :

22 elrond
22 elrond
22 elrond

22 elrond
22 elrond
22 elrond

nmbd[677] :

nmbd[677]

Samba name server ELROND is now a local master browser for workgroup

R

: [2010/04/23 20:22:22, 0]

become_local_master_stage2(396)

nmbd[677] :

*hkhk*k

nmbd[677] :

nmbd[677] :

subnet 192.168.2.1
nmbd[677] :

22 elrond
22 elrond
...]#

nmbd[677] :

Samba name server ELROND is now a local master browser for workgroup

Rk =
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Samba

Monitor log files

[root@elrond ~]# tail -20 /var/log/samba/nmbd.log
[2010/04/23 20:14:40, 0] nmbd/nmbd.c:main(724)
Netbios nameserver version 3.0.33-3.15.el5 4.1 started.
Copyright Andrew Tridgell and the Samba Team 1992-2008
[2010/04/23 20:16:39, 0] nmbd/nmbd.c:terminate(58)
Got SIGTERM: going down...
[2010/04/23 20:16:40, 0] nmbd/nmbd.c:main(724)
Netbios nameserver version 3.0.33-3.15.el5 4.1 started.
Copyright Andrew Tridgell and the Samba Team 1992-2008
[2010/04/23 20:22:22, 0] nmbd/nmbd_become_Imb.c:become_local_master_stage2(396)

Rk

Samba name server ELROND is now a local master browser for workgroup WORKGROUP on subnet 172.30.4.131

*hhk*k

[2010/04/23 20:22:22, 0] nmbd/nmbd_become_Imb.c:become_local_master_stage2(396)

Rk

Samba name server ELROND is now a local master browser for workgroup WORKGROUP on subnet 192.168.2.1

Rk =

[root@elrond ~]#
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Logs

Monitor log files

[root@elrond ~]# tail -20 /var/log/samba/smbd.log
192.168.2.105 (192.168.2.105) connect to service depotl92 initially as user cis192 (uid=500, gid=500) (pid
30617)
[2010/04/23 05:45:43, 1] smbd/service.c:close _cnum(1239)
192.168.2.105 (192.168.2.105) closed connection to service depotl92
[2010/04/23 05:45:49, 1] smbd/service.c:make_connection_snum(1042)
192.168.2.105 (192.168.2.105) connect to service depotl92 initially as user cis192 (uid=500, gid=500)
(pid 30619)
[2010/04/23 19:22:01, 1] smbd/service.c:close _cnum(1239)
192.168.2.105 (192.168.2.105) closed connection to service depotl92
[2010/04/23 19:22:04, 0] smbd/server.c:main(944)
smbd version 3.0.33-3.15.el5 4.1 started.
Copyright Andrew Tridgell and the Samba Team 1992-2008
[2010/04/23 19:30:24, 1] smbd/service.c:make_connection_snum(1042)
192.168.2.105 (192.168.2.105) connect to service depotl92 initially as user cis192 (uid=500, gid=500)
(pid 504)
[2010/04/23 20:14:39, 1] smbd/service.c:close _cnum(1239)
192.168.2.105 (192.168.2.105) closed connection to service depotl92
[2010/04/23 20:14:40, 0] smbd/server.c:main(944)
smbd version 3.0.33-3.15.el5 4.1 started.
Copyright Andrew Tridgell and the Samba Team 1992-2008
[2010/04/23 20:16:40, 0] smbd/server.c:main(944)
smbd version 3.0.33-3.15.el5 4.1 started.
Copyright Andrew Tridgell and the Samba Team 1992-2008
[root@elrond bin]#
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Samba
Configure additional security

* Maintain a firewall that prevents Internet access to ports 137-139 and
445

» smb.conf
 [global] host based security example:
hosts allow = 127.0.0.1 172.30.4.0/24
hosts deny = 0.0.0.0/0

* [global] Interface based security example:
interfaces = lo ethl

» [share-name] User based security example:
valid users = cis192, cis192
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SWAT

Overview

SWAT (Samba Web Administration Tool) is a web base configuration
tool for samba shares

« Works under xinetd super daemon.

e Install the samba-swat package on Red Hat family of systems

e Edit the /etc/xinetd.d/swat configuration file and set disable=no
e Start or restart the xinetd service

e Browse to http://localhost:901

e Make a backup of your smb.conf file because it will be modified by
SWAT

e For remote access, open firewall port tcp/901 and edit the
only from setting in /etc/xinetd.d/swat
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SWAT

[root@elrond samba]# yum install samba-swat

Setting up Install Process

Parsing package install arguments

Resolving Dependencies

--> Running transaction check

---> Package samba-swat.i1386 0:3.0.33-3.7.el5 set to be updated

--> Processing Dependency: samba = 3.0.33-3.7.el5 for package: samba-swat
--> Processing Dependency: xinetd for package: samba-swat

--> Running transaction check

-—--> Package samba.i1386 0:3.0.33-3.7.el5 set to be updated

--> Processing Dependency: perl(Convert::ASN1) for package: samba
--> Processing Dependency: samba-common = 3.0.33-3.7.el5 for package:
samba

-—-> Package xinetd.i1386 2:2.3.14-10.el5 set to be updated

--> Running transaction check

--> Processing Dependency: samba-common = 3.0.28-1.el5 2.1 for package:
samba-client

---> Package perl-Convert-ASNl1.noarch 0:0.20-1.1 set to be updated
---> Package samba-common.i1386 0:3.0.33-3.7.el5 set to be updated

--> Running transaction check

---> Package samba-client.1386 0:3.0.33-3.7.el5 set to be updated
--> Finished Dependency Resolution

Dependencies Resolved
173
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SWAT

Dependencies Resolved

Package Arch Version Repository Size
Installing:

samba-swat 1386 3.0.33-3.7.¢el5 base 8.2 M
Updating:

samba 1386 3.0.33-3.7.¢el5 base 16 M
samba-common 1386 3.0.33-3.7.¢el5 base 8.7 M
Installing for dependencies:

perl-Convert-ASN1 noarch 0.20-1.1 base 42 k
xinetd 1386 2:2.3.14-10.el5 base 124 k
Updating for dependencies:

samba-client 1386 3.0.33-3.7.¢el5 base 5.7 M

Transaction Summary

Install 3 Package(s)
Update 3 Package(s)
Remove O Package(s)

Total download size: 39 M
Is this ok [y/N]: vy
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Is this ok [y/N]: vy
Downloading Packages:

(1/6): samba-swat-3.0.33- 100% |=========================| 8.2 MB 00:45

(2/6): samba-client-3.0.3 100% |=========================| 5.7 MB 00:34

(3/6): samba-common-3.0.3 100% |=========================| 8.7 MB 00:47

(4/6): xinetd-2.3.14-10.e 100% |=========================| 124 kB 00:01

(5/6): perl-Convert-ASN1- 100% |=========================| 42 kB 00:00

(6/6): samba-3.0.33-3.7.e 100% |=========================| 16 MB 01:34

Running rpm_check_debug

Running Transaction Test

Finished Transaction Test

Transaction Test Succeeded

Running Transaction
Updating : samba-common HUEHH TR st [1/9]
Installing: xinetd HHEH TR [2/79]
Installing: perl-Convert-ASN1 BT TR R g aaasE [3/79]
Updating : samba HHEH R R [479]
Updating : samba-client HEHH T R R st [5/79]
Installing: samba-swat HHH R R R R R R [6/79]
Cleanup - samba HHBH TR R [7/9]
Cleanup - samba-common HUHH TR R a e [8/79]
Cleanup - samba-client HUHH TR R R R RE [9/79]
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SWAT

Installed: samba-swat.i1386 0:3.0.33-3.7.el5
Dependency Installed: perl-Convert-ASNl.noarch 0:0.20-1.1 xinetd.i1386

2:2.3.14-10.el5
Updated: samba.i1386 0:3.0.33-3.7.el5 samba-common.1386 0:3.0.33-3.7.el5

Dependency Updated: samba-client.i1386 0:3.0.33-3.7.el5

Complete!
[root@elrond samba]#
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Samba and SWAT

[root@elrond samba]# cat /Zetc/xinetd.d/swat
# default: off
# description: SWAT i1s the Samba Web Admin Tool. Use swat \

# to configure your Samba server. To use SWAT, \
# connect to port 901 with your favorite web browser.
service swat
{

port = 901

socket_ type = stream

wait = no

only from = 127.0.0.1

user = root

server = /usr/sbin/swat

log_on_failure += USERID

disable = n0_$~____’,/,//-Changetoru)to
1 enable SWAT service

[root@elrond samba]# service xinetd start
Starting xinetd: [ OK 1]
[root@elrond sambal]#
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Browse to http://localhost:901 and login

«% Applications Flaces System %@ % W sa1z2am 49
@ Mozilla Firefox 3 Beta 5 (=I[=](x]
File Edit Miew History Bookmarks Tools Help :}
@ » (GO & [ localhost:901 p| v] G~ | @

[ Smart Bookmarks ¥ [g|CentOS [JSupport™

Authentication Required

@ A username and password are being requested by http:/flocalhost:901. The site says:
“SWAT"

User Name: [ root ]

Password: [-------- ]

[ b4 Cancell H & ok

Wajﬁng for localhost. .. O
_[ 1 [root@elrond:/et... ][ {5 [vMware Tools Pr... ][ @ Welcome to Cen... H @ Mozilla Firefox 3 ... ]:-.-.

@)
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SWAT

Home page has documentation
« ™ Applications Places System %@ W s5:14AM @5

o) Samba Web Administration Tool - Mozilla Firefox 3 Beta 5

File Edit View History Bookmarks Tools Help

Q@ B € 0 @ @ ntp:mocainost:s01/ |~ |G~ @

o Ir— ol
SC fﬂf&ﬂ“
v

GBl|®|(|B|P||©| | ==

HOME GLOBALS SHHES PRINTERS WIZARD STATUS VIEW PASSWORD:

Welcome to SWAT!

Fleaze choose a confimration action using one of the abave huttons

Samba Documentation

+« Daemons
o smbd - the SMB dasmon
o nmbd - the NetBIOS nameserver
o winhindd - the winbind dasmon
+ Configuration Files
o gmb.conf - the main Samba configuration file
o Imhosts - NetBIOS hosts file
o smbpasswid - SMB password file
« Administrative Utilities
o smbcontrol - send control messages to Samba daemons
o smbpasswd - managing SMB passwords
e SWAT - web configuration tool
e net - tool for administration of Samba and remote CIFS servers
o pdbedit - Samba user account management tool

o tdbbackup - Tool for backing up TDE databases —
a Chant Tanlk Ml

Done

[ [VMware Tools Pr... ][ @ welcome to Cen... ][ @ Samba Web Ad...

@ [ 2l [root@elrond:/et. .. l
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Globals page
« ™ Applications Places System %@

o) Samba Web Administration Tool - Mozilla Firefox 3 Beta 5

s
E
Py

Fle Edit \iew History Bookmarks Tools Help

@ v @ O @ @ ntpiocainost:901/giobals -] [a~ O\

-5 |r_ Tl
v 1
Ble|s A E
HOME cLoBaLs || sHares || rrinTERs || wizarp STATUS VIEW PASSWORD)
Global Parameters W
Current View Is: @ Basic Dﬂdva.uced
Cange View To
[ Commit Changes ][ Feset Walues ]
Base Options
Help  workgroup [workaROUR || set Defaul |
Help realm [ ][ Set Default ]
Help nethios name [ELHDND ][ Set Default ]
Help  netbios aliases | || set Defautt |
Help  server string [ool Sambs Server ][ Set Default ]
Helm interfarea I " Sak Defanle ] L
Done
@%[ S [root@elrond:/et. .. H [VMware Tools Pr... ][ i, Welcome to Cen... ][ i, Samba Web Ad... ]:---.
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SWAT

Shares page where a share can be selected

«% Applications Places System %@ % ® s15am G
3| Samba Web Administration Tool - Mozilla Firefox 3 Beta 5 =l
File Edit View History Bookmarks Tools Help

@ o @ 0B 6] http:/focalhost:901/shares |~ |G~ @,

5 ®| B

HOME GLOBALS SHARES

PRINTERS

4/

WIZARD

4
o | | =

STATUS VIEW PASSWORD:

Share Parameters

Current View Is: @ Basic O Advanced

Change ViewTo

| Chocse Share | [

2] | Delete Share |

e | P E—

Done

@[ & [root@elrond:/et... ” |5 [VvMware Tools Pr... ][ @ welcome to Cen... ][ @ Samba Web Ad... ]:-.-.
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Configure a specific share
« ™ Applications Places System %@

o
Ln
o
[=3]
|| =
o =
e

Samba Web Administration Tool - Mozilla Firefox 3 Beta 5

File Edit View History Bookmarks Tools Help

@ o ﬁ;‘a (% ﬁ [ http:/flocalhost:901/shares |V] [' Q{]

o Ir— Tl
Qﬂfﬂé!’!’
v
G| & | B 4/ [ || =8
HOME GLOBALS SHARES PRINTERS WIZARD STATUS VIEW PASSWORDY
Share Parameters
Current View Is: @) Baszic Dﬁdva.uced
Change View To:
| Chocee Share | [depctlo2 4 || Delete Share |
[ Create Share ] [ ]
[ Commit Changes ] [ Feset Values ]
Base Options
Help  comment  [CIS 192 files on Elrond || set Defautt |
Help  path [arisharesidepot192 || set Default |
Security Options |
Heln invalid nsers | 1 sat nefaul | L4
Done
@%[ & [root@elrond:/et... H [VMware Tools Pr... H @ welcome to Cen... ][ @ samba Web Ad... ]:---.
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Overall service status

«* Applications Places System %@

»
Ln
s
[=3]
Il =
8l <
Pay

Samba Web Administration Tool - Mozilla Firefox 3 Beta 5

File Edit Miew History Bookmarks Tools Help

@ v @ O @ [@ nup:mocanost:o01status |~ @~ @,
o Ir— i
Sﬂf;_?f_._ﬂ__f_j
v
Ble|E lelal=
HOME GLOBALS SHARES PRINTERS WIZaRD ETATUS WIEW PASSWORD
Server Status L
Refresh Interval:
version: 3.0.33-3.7.el5
smhd: runmning [ Stop smbd ] [ Festart smbd ]
nrmbd: running [ Shop nimbd ] [ Restart nmbd ]
winbindd: not running [ Start winbindd ][ Pestart winbindd ]
| stopan | | Restart Al | ]
Active Connections
[PID [Client [IP address [Date IK_ill|
Active Shares =
Done
@%[ £ [root@elrond:/et... ][ [VMware Tools Pr... ][ @ welcome to Cen... H @ samba Web Ad... ]:---.
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Elrond

e Install samba-swat with yum install samba-swat
e Edit /etc/xinetd.d/swat and set disable=no

e Start xinetd with service xinetd start

e Browse to SWAT at http://localhost:901

e How would you make the SWAT available for remote access?
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(Win XP client)

Elrond

Local Area | DHCP (Samba Server)

Connection

ethl

Room 2501 closet and beyond
Lab 8 Snickers Buttercup
Samba =l [=] || 207.62.187.53 INTERNET
10 Nosmo -
_ﬁ@""'—""@’
WilliamNYY

Legolas
(Linux Client)

:’ etho
‘

XX
172.30.N.0 /24
SHIRE

:’ etho
‘

105
192.168.2.0 /24
RIVENDELL
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References

Samba

* http://www.samba.org

e http://www.rxn.com/services/fag/smb/samba.history.txt

e http://www.samba.org/samba/docs/Samba-HOWTO-Collection.pdf

e http://www.linuxhomenetworking.com/wiki/index.php/Quick._ HOWTO_: Ch10_: Windows,_Linux,
_and_Samba

Samba and the firewall
* http://troy.jdmz.net/samba/fw/

TDB database

e http://www.linuxtopia.org/online_books/network administration_guides/samba_reference_guide/
07_install_06.html#tdbpermfiledesc
» http://www.centos.org/docs/4/html/rhel-rg-en-4/s1-samba-account-info-dbs.html

Network Browsing
e http://www.centos.org/docs/4/html/rhel-rg-en-4/s1-samba-network-browsing.html

Share options
http://oreilly.com/catalog/samba/chapter/book/ch04_05.html

ELinux
http://www.crypt.gen.nz/selinux/faq.htmI#WWwWW. 1
http://www.linuxtopia.org/online_books/getting_started_with_SELinux/SELinux_overview.html
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New commands, daemons:
chcon —Rv —t samba_share_t *
Is -IRZ

smbclient —L computername
smbtree

testparm

smbd -b | grep PRIVATE_DIR

Windows commands

net view

net view \\computername

net use driveletter: \\computername\sharename
net use * /DELETE

Configuration files
/etc/samba/smb.conf

Windows configuration files
C:\WINDOWS\system32\drivers\etc\hosts
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Next Class

"
. _ & »@6
Assignment: Check Calendar Page %,bo e

A\ IR\~
AN
Quiz questions for next class:

 What firewall ports must be opened for Samba?

o If you see the IPC$, ADMIN$ and C$ shares on a server is
the server most likely running Linux or Windows?

« What option on the Is command will let you view the
SELinux security contexts?
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Classroom Static IP addresses for VM's

Instructor

Station-01
Station-02
Station-03
Station-04
Station-05
Station-06
Station-07
Station-08
Station-09
Station-10
Station-11

Station-12

Skakion-09

172.30.1.100
172.30.1.101
172.30.1.102
172.30.1.103
172.30.1.104
172.30.1.105
172.30.1.106
172.30.1.107
172.30.1.108
172.30.1.109
172.30.1.110
172.30.1.111
172.30.1.112

172.30.1.125
172.30.1.126
172.30.1.127
172.30.1.128
172.30.1.129
172.30.1.130
172.30.1.131
172.30.1.132
172.30.1.133
172.30.1.134
172.30.1.135
172.30.1.136
172.30.1.137

Station-13
Station-14
Station-15
Station-16
Station-17
Station-18
Station-19
Station-20
Station-21
Station-22
Station-23
Station-24

172.30.1.113
172.30.1.114
172.30.1.115
172.30.1.116
172.30.1.117
172.30.1.118
172.30.1.119
172.30.1.120
172.30.1.121
172.30.1.122
172.30.1.123
172.30.1.124

Note the static IP address for your station to
use in the next class exercise

172.30.1.138
172.30.1.139
172.30.1.140
172.30.1.141
172.30.1.142
172.30.1.143
172.30.1.144
172.30.1.145
172.30.1.146
172.30.1.147
172.30.1.148
172.30.1.149

ol
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Classroom DHCP IP allocation pools table by station number

g5k, 1955 "

172.30.1.101 172.30.1.50 172.30.1.54 172.30.1.101 172.30.1.210 172.30.1.214
02 172.30.1.102 172.30.1.55 172.30.1.59 14 172.30.1.102 172.30.1.215 172.30.1.219
03 172.30.1.103 172.30.1.60 172.30.1.64 15 172.30.1.103 172.30.1.220 172.30.1.224
04 172.30.1.104 172.30.1.65 172.30.1.69 16 172.30.1.104 172.30.1.225 172.30.1.229
05 172.30.1.105 172.30.1.70 172.30.1.74 17 172.30.1.105 172.30.1.230 172.30.1.234
06 172.30.1.106 172.30.1.75 172.30.1.79 18 172.30.1.106 172.30.1.235 172.30.1.239
o7 172.30.1.107 172.30.1.80 172.30.1.84 19 172.30.1.107 172.30.1.240 172.30.1.244
08 172.30.1.108 172.30.1.85 172.30.1.89 20 172.30.1.108 172.30.1.245 172.30.1.249
09 172.30.1.109 172.30.1.90 172.30.1.94 21 172.30.1.109 172.30.1.250 172.30.1.254
10 172.30.1.110 172.30.1.95 172.30.1.99 22 172.30.1.110 172.30.1.30 172.30.1.34
11 172.30.1.111 172.30.1.200 172.30.1.204 23 172.30.1.111 172.30.1.35 172.30.1.39
12 172.30.1.112 172.30.1.205 172.30.1.209 24 172.30.1.112 172.30.1.20 172.30.1.44
Instruct 172.30.1.100 172.30.1.45 172.30.1.49

=

Skakion-09

Use these pools of addresses based on your station
number to avoid conflicts on the classroom network

193



CIS 192 - Lesson 11 t I lw

Samba

Overview

usr

s

3
2

mission  bho.txt jfk.txt

banner ant

194



CIS 192 - Lesson 11 t I lw

Samba

Overview

usr

’n&‘ .
Em

s

3
2

mission bho.txt jfk.txt

banner ant

195



Cabildls G leg CIS 192 - Lesson 11 4 ﬁ il IW
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I. Four main goals of Samba software
» File and print services
 Authentication and authorization
» Name Resolution
e Service announcement or browsing

1l1. Software downloads from www.samba.org

111. Samba may be configured for one of four security modes:
e Share - no user-level authentication required
e User - Authenticates against the local /etc/passwd file
e Server - Uses a Microsoft server for its accounts database
e Domain - Uses a Domain Controller to authenticate the incoming user
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V. Microsoft networking concepts
e NetBIOS - Network Basic Input Output System
e SMB - Server Message Blocks protocol - performs file and print sharing
 NMB - Name Message Blocks - name resolution and browsing functions

V. Connecting to Microsoft systems
e smbclient - used to list and connect to shares on an MS client
smbclient -L Servername -U account%opassword
smbclient //Servername/sharename -U account[%opassword]
e smb interpreter: cd, Is, get, put, mget, mput, md, lcd, !
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Samba

VI. Mounting a remote file share
For a persistent share, you can mount a remote filesystem with:
» mount -t smbfs -0 username=username, password=password
//servername/sharename /mnitpoint
« smbmount //servername/sharename /mnitpoint -0 username=username

VIl.Configuring the Samba software
s rom -qi samba
e smb.conf:
e Global Section - server-wide parameters
e Share Definitions - share listings are specified here
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Samba

VI11l. Creating file shares for use with the Samba Server
e Home directories are shared by default
e Each share needs a section with one or more of the following defined:
comment - a descriptive comment about the share visible to those
browsing
path - the absolute path to the share directory on the Samba
server
writable - allows users connected to the share to add or modify
files in the share
browseable - specifies whether the share should be visible in
Network Neighborhood and other share lists
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