CIS 192A - Lesson 1

Lesson Module Status

Slides - draft

Properties - done

Flashcards -

1st minute quiz - done

Web Calendar summary — done

Web book pages - done

Commands - done

Howtos — done

Surveys and PW sheet posted - done

« Lab tested - done
« Depot (Opus) - lab01 template - done
« Youtube Videos uploaded - done

« VM (Classroom PC) - done
« VMs (VLab) - done

« Headset charged -

 VTEA surveys -



CIS 192A - Lesson'l & ." pq l l IW

 Introductions
* Pre-requisites
* How this class works
* Housekeeping
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Introduction to TCP/IP and Network Access

« Use basic network terminology to describe the five
layers of the TCP/IP Reference Model, and describe
at least one major function of each layer.

» Locate a specific Request For Comment (RFC) article
on the Internet.

« Install the device drivers and configure the network
interface card (NIC) of a Linux system so that it may
join a network.

Introductions
CCC Confer
How this class works

Housekeeping

Linux Market,
Lab gear
Virtualization
VMware 101

Network Review
Standards

NIC inventory

NIC Drivers
UNIX/Linux commands

Joining network (temp)
Testing

Dup IPs

IPv6

Lab assignment tips

Q&A
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NAT Join networks
PPP serial
connections DHCP servers
Welcome to CIS 192A . packsg
= orwardin

UNIX/Linux 9
’ Network Administration Linux based

SSH Tunneling rotbers

Firewalls
Network
Troubleshooting

If you are in the physical classroom,
feel free to power on your station and login as:
user: cis192
password: (on the whiteboard)
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Course history and credits

« Jim created the original version of this course

 Jim’s site: http://cabrillo.edu/~jgriffin/

Rick Graziani

« Thanks to Rick Graziani for the use of some of
his great network slides

» Rick’s site: http://cabrillo.edu/~rgraziani/
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Class Activity
Brief (30 seconds) Introductions

Go around the room starting with the instructor

1. Preferred first name?
2. Where have you studied prior to Cabrillo?

3. Where do you work or worked previously?
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CIS 192A uses CCC-Confer

« Class meets every Tuesday afternoon:
« 1:00PM to 5:10PM, Oct 25t to Dec 13t

« Attend in person or online
« Option 1: Go to room 2501 on the Aptos Campus
« Option 2: Attend class online

« Final exam on Dec 13
« Room 2501 or arrange with instructor

October 2011 Hovember 2011 December 2011
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3 4 5 ] 7 8 G 7 9 10 11 12 4 5 @ 7 8 9 10
9 10 11 12 13 14 15 13 14 16 17 18 19 11 12 14 15 16 17
16 17 18 19 20 21 22 20 21 23 24 25 26 18 19 20 21 22 23 24
23 24 26 27 28 29 27 28 30 1 2 3 25 26 27 28 29 30 31
a0 ey 1 2 3 - 5
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CIS 81

Should have a high level
understanding of the following:
IPv4 Addressing
Ethernet
Network stack (OSI layers)
Encapsulation
Subnetting
Utilities:
 Ping
» Wireshark
DNS
DHCP
NAT
Devices
* NICs
* Hubs
» Switches
* Routers
Routing

CIS 90
Should be comfortable with the following:
Navigating file tree

 Is, cd, pwd, find
File management

« cp, mv, rm, mkdir, rmdir
Edit configuration files

° Vi
Working in a tty

*more, less, tty
Virtual terminals

 Ctrl-Alt-F1 ...
Getting info

*man, google
Miscellaneous

« ssh/Putty, su, chmod, scp
Command line edits

« up arrow, tab
Showing file contents

 cat, grep, head, tail, file
Redirection

* >I>>I < I |

10
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Class Works



Rich's Cabrillo College CIS Classes

Home Page

CIS 192A
Previous Classes

Cabrillo College

Web Advisor
CCC Confer Contact
: Email: risimms sz cabrillo cor edu
Stati 2
St » Office hours: directory page
Quick Ref
Accessing VLab Fall 2011 Linux Classes

¢ Introduction to UNIX/Linux (CIS 90) - Jim Griffin teaching
¢ UNIX/Linux System Administration (CIS 191AB) - Jim Griffin teaching
¢ UNIX/Linux Network Administration (CIS 192A) - Rich Simms teaching

XHTML
Metal Sitemap W3C 1.0 W3C css Credits Earth

12
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Class Exercise (class website)

Please browse to: http://simms-teach.com

First click on
CIS 192A on
left panel to see
syllabus

S~

o

Previous Classes

Cabrillo College
Web Advisor
CCC Confer

Static IPs
Quick Ref
Accessing VLiab

Rich's Cabrillo College CIS Classes
CIS 192A Home

CIS 192A Syllabus (Fall 2011) Section 73604
l Calendar Grades I

UNDX/Linux Network Administration

+ Tuesdays - 1:00PM to 5:10PM - 10/25 to 12/13:

¢ Room 2501 Aptos Main Campus
o Online in CCC Confer Virtual Room

+ Open Lab - 4 hours & 5 minutes per week - To Be Arranged (TBA):

o CIS Lab (Room 1403 in the CTC)
& CIS VLAB for online distance education students

« Units: 2, prerequisites: CIS 81 and CIS 90, recommended: CIS 191
+ Optional Textbook, available at the Cabrillo College Bookstore:
o UNIX and Linux System Administration Handbook (4th Edition)

= by Evi Nemeth, Garth Snyder, Trent R. Hein, Ben Whaley
= Publisher: Prentice Hall
= ISBN-13: 978-0131480056

Summary (from Cabrillo Schedule of Classes)

Teaches building, monitoring and troubleshooting of a UND{/Linux netw

Then click these
links to toggle
between Home
(Syllabus),
Calendar and
Grades

Course Description

Students will learn how network infrastructures are implemented on UNI¥/Linux Systems.
Fmnhasis is on the TCP/TP suite of nrotoenls. with the course concentrating on the functionalitv of

13
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Class Activity
Website navigation

| Rich's Cabrillo College CIS Classes

Home Page http://simms-teach.com

Make sure you can:

1. Get to the CIS 192A home
page (syllabus)

2. Get to the Calendar page
3. Get to the Grades Page

™~ XHTML
Metal Sitemap M., 1.0 W5C °°s* Credits Earth

14



CIS 1924
Previous Classes

Cabrillo College
Web Advisor

CCC Confer
Static IPs
Quick Ref

Accessing VLiab

File Session View Tools Window Help

-~ A |
o J
]

/.
A - v
) .

Attending class online

CIS 192A (Fall 2011) Course Calen

Course Home Grades

(content subject to change)

Lesson

Date

]

10/25

Introduction to Cou
Access

+ Linux market and j
+ Understand how th
Equipment and res
Virtualization and \
Networking overvig
NIC drivers
Configure network
Test network conn
Ping and SSH with

Materials

« Presentation slides
Apache web serve
Logins Sheet (dowi
Howto #303: Rem
(download)

¢ CIS VLab RDF file (|

Assignment
+ Student survey (doj

de - Bis s

.. Participants

Participants
Benji Simms (Me)

& ¥
¢

= Chat

Show AII

1
Participant

Joined on September 9, 2011 at 1:58 PM

to Thls Room
? Audio
£

v
Crl+£2] Teleconference avaiable

‘Whiteboard - Main Room (Scaled 110%;
# Whiteboard led

M 4 » p

'
v
AN
oce
Oom

Gabriel

Slide1

Follow Moderator

AR
Instructor: Rich Simms
pial-in: 888-450-4821
passcode: 761867

Carlos Leopoldog

~- (D &

ko

In session for <1minute.

e Lab 1 (Linux VMs)

CCC Confer

« Enter virtual classroom

¢ Class archives

10/31

Last day to add CIS 192A

On the Calendar Page, just
click on the link labelled
“Enter Virtual Classroom”
and follow instructions.

15
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Class Activity
Enter the Virtual Classroom

http://simms-teach.com
Click CIS 192A link on left panel

Click Calendar link in content area

Click Enter Virtual Classroom link in Lesson 1

Download Java applet, run it and follow instructions

Listen via your computer’s speakers (delayed) and ask
questions via chat window

Or listen via toll-free dial-in number (no lag) and ask
questions by speaking. Phone/computer headset with mike
makes this an ideal solution for long distance live training.

16
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Course syllabus

It is a good idea to read through the
syllabus carefully to avoid any
surprises and get a good idea how
this course works.

17
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Weekly Cycle

http://simms-teach.com

Tuesday

"First Minute" Quiz

Lecture on new material

Class Activities

Lab assignments due midnight

Use Forum to
ask and answer
questions

Wednesday
is grading day

Grades Page

Work Lab Assignments N == Extra Credit Page
for TBA portion — £= '

of class (4 hours 5 min) in

CIS Lab or VLab 18
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Course outline and syllabus

Two important course policies to remember

In order to start classes on time, stay on the tight
schedule, keep my own sanity, and to avoid log jams at
the end of the term:

1) No makeup’'s for missed quizzes
2) Late work (Labs assignments) will not be
accepted

If you have not completed a lab assignment, please turn in
what you have done for partial credit

Don’t panic though -- there are ample extra credit
opportunities for students wanting or needing any extra
points.
19
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Course Calendar

e Configure network settings |

Lesson # and Date « Test network connections 1.4,

% + Ping and SSH with TPv6 4.3, References to

12.7,

J0yzs| ||Makesils 137, &«— material in the

* Presentation slides (download) 14.1-14.3,
/ * Apache web server example (show) 14.10-14.11 tethOOk

¢ Logins Sheet (download) 16

Lesson slides :
I ¢ Howto #303: Remote Access to the CIS VLab 21.2
and additional d (download)

\J

« (IS VLab RDF file {download)

materials + Student survey (download) TBA Lab

TBA Assignment — |

ey ——— | assignment

CCC Confer

= Enter virtual classroom
¢ (Class archives

. . . 10/31 Last day to add CIS 192A
First minute quiz ~+—1—

uiz 1

ARP and the Internet Layer
Permanent interfa

: Red Hat and Debiz What IS due
¢ Understand how 3 . .

« Manage and trag by mldnlght
' on that date

eIl IU}'I'_'I I‘IC!:r't‘[ J,I alid

v addressing works

Understand how NAT/PAT works with private Student

networks Surve

¢ Use several troubleshooting tools to diagnose
problems Lab 1

2 11/1

Materials

« Presentation slides (download)
+ IP address exercise (download) 20
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P

Class Activity
Website Calendar page

CIS 192A
Previous Classes

Cabrillo College
Web Advisor
Static IPs
Quick Ref
Accessing VLab

RIP Dennis Ritchie

! Rich's Cabrillo College CIS Classes
CIS 192A Calendar

CIS 192A (Fall 2011) Course Calendar

Course Home Grades

(content subject to change)

Lesson Date

Topics

Chapter

1 10/25

Introduction to Course, TCP/IP and Network
Access

» How this course works

« Equipment and resources

« Virtualization and YMware 101 skills
+ Linux market

+ Networking overview

» Standards

« NICs and drivers

« Configure network settings

» Test network connections

« Ping and SSH with IPv6

Materials

» Presentation slides (download)

« Apache web server example (show)

» Logins Sheet nload)

» Howto #303: Remote Access to the CIS VLab
(download)

» (IS VLab RDP file (download)

« Student survey (download)

TBA Assignment
» Lab 1 (Linux VMs)

CCC Confer

 Enter virtual classroom
+ Class archives

1.4,
4.3,
12.7,
13.7,
14.1-14.3,
14.10-14.11
16
21.2

10/31

Last day to add CIS 192A

Quiz 1

http://simms-teach.com

Browse to the Calendar page

When is the first test?

When is the first quiz?

When is the last day to add?

When is Lab 3 due?

When will the firewall lab (Lab 5) be
assigned?

What time does the final exam start?
When are the first five forum posts
due?

AT R

=

21
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CIS 192
How grading works

Monitor this page to

track your progress | Rich's Cabrillo College CIS Classes
in the course. CIS 192A Grades

Your grade is based solely on the
number of points you earn. It offers
flexibility and gives you control.

CIS 192A (Fall 2011) Grades
Course Home Calendar

How the course grade is determined

* 5% - Quizzes
e 0% - Tests

CIS 1924 + 12% - Help forum participation U d
- bes ¢ 55% - TBA lab assignments se extra cre |t
¢ 18% - Final
f:?adslcs:astfrsgyt?feyou Percentage | Total Points |Letter Grade|Pass/Mo Pass to ea n addltlonal
90% or higher|293 or higher A pass p0| ntS
want to take the 80% to 80.0%]| 260 to 292 B pass
Course for a grade ge 70% to 79.9%| 228 to 259 C pass |
< 60% to 69.9%| 195 to 227 D no pass D .t f t t tl R k
or P/N P. You may 0% 10 59.9% | 0 to 194 F no pass on orget to post: Racking
. H HP ||
Change you mlnd L. For some flexibility, personal preferences or family emergencies there is an up p0|nts the foru m IS |OW
. B additional 60 points available of extra credit activities. 1 +"
later by contacting S hanging fruit

nitor their
le frequently
uld be beneficial.

ch student will be assigned a secret code name so they can

the instructor N
proyess on the table below. It is a good idea to check thi

| and ddgide whether doing some extra credit activities

H Code~\ Grading| Quizzes & Tests Foruéd] TBA Labs Extra
EaCh StUdent IS Name | Choice |g1|q2|q3|q4|gs|T1|F1[F2|LL|L2|L3]|Le|L5| L6 |Final|Credit| Total|Grade

assigned a secret \ Max Paints 3]3|3]3]|330|20|20|30/30|30|30|30/30| 60 | 60 |325
Arwen | Grade

LOR COde name Aragorn | Grade 22
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Contacting the instructor

Use the forum for the fastest response to questions on
class material or TBA lab assignments.

Use email for personal matters.

Weekly office hours on the mornings (Tuesdays 11:40-
12:50) in room 2501

The instructor will be available in the CIS Lab to help
students with TBA lab assignments or class material.
See schedule at: http://webhawks.org/~cislab

Leave a message on voice mail if you have no network

access. Checked rarely so don't expect a fast
response.

23
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The TBA portion of this
course is required

Requires spending on average
4 hours and 5 minutes on lab
assignments every week
applying the skills learned
during the lecture portion of
the class.

Please
remember to
always sign
in and out
on the log
sheets!

24
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More on Grading
Lab Assignments (30 points each)

« Will be due at midnight (Opus time) on the date shown on the course
Calendar. Each lab you submit is automatically time-stamped and the
date be viewed by doing a long listing on the file.

- Late work is not accepted. There is no credit for any work turned
in after the midnight deadline. If you don't complete a lab assignment,
please turn in what you have, by the due date, for partial credit.

« Students may work together and collaborate on labs but they must
submit their own work to get credit.

« Lab resources, instructors, and assistants are available in the CTC and
CIS lab. In addition the Linux Opus server and the CIS VLab may be
accessed from anywhere over the Internet.

The TBA portion of this course requires spending on average 4
hours and 5 minutes every week applying the skills learned during
the lecture portion of the class.
25
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http://simms-teach.com/cis90calendar.php

+ Fing and 55H with IPv6

Materials

1 10/25 | « Presentation slides (download) 12,14

» Apache web server example (show)

* logins Sheet (download)

¢ Howto #303: Remote Access to the CIS VLab
(download)

e (IS VLab RDF file (download)

-
Assignment
e Student survey (download)

¢ |ab 1 (Linux YMs)
N

CCC Confer

« FEnter virtual dassroom
¢ Class archives

10/31 Last day to add CIS 192A

uiz 1
ARP and the Internet Layer
« Review and use various tools for configuring

an interface Note: The first lab

¢ Understand how address resolution works

* Manage and track the arp cache aSSIgnment and
« Sniff packets on the network with tcpdump and .
Wireshark student survey is due

¢ Understand the Internet layer (layer 3) and

how addressing works by mldnlght Of the

+ Hop from system to system using SSH ) .
* Understand how NAT/PAT warks with private Student next C/aSS meetlngl
7 11/1 networks 17 SHOIVE
¢ Use several troubleshooting tools to diagnose
problems Lab 1
Materials 26

¢ Presentation slides (download)
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CIS 192

Lab Assignments

@ cis1911abd.pdf (application/pdf Object) - Mozilla Firefox [T P ear I S Of W i Sd om:

File Edit View History Bookmarks Tools Help

I @~_'\ C X N ( B | http:/simms-teach.com/docs/cis191/cis191labd.pdf Yy - ||¥-|Yohoo p‘
@ Disabler & Cookies || €SS+ =] Forms~ (| Images- @ Information- |/ Miscellaneous~ ./ Outline~ . 4 Resizew ./ Tools~ ] View Source> - Optio| ° DO n 't Wa |t t| | I th e | a St m | n u te to
1 “¥? (0 unread) Yahoo! Mail, richs... > {Akrcismlhb&pdf (application... X l || Buffalo Technology - Produc... % ‘ | CIS90 Lab7 Xoofom

SEBE& ¢ RO K 00 7% - | Lo il (F e " start.

» The slower you go the sooner you
J will be finished.

m

« A few minutes reading the forum
can save you hour(s).

Lab 4: Installing software | ® Line U p mate rials, refe renceS,
The purpose of this lab is to practice installing software on Linux systems. VMware | eq u i p m e nt a n d Softwa re a h ea d Of

systems are available for you to use in the CTC and the CIS Lab (room 2504). |
In short you will: tl m e .

1. Install FileZilla using a tarball from the FileZilla web site.
2. Install the chess program from the installation DVD with the rpm command.

3. Install th il d k | devel t pack i ! H
4. Tnstall Wireshark using Package Manager GUE » Use Google when trouble-shooting

Forum

If you get stuck on one of the steps below don’t beat your head against the wall. o La te WO rk IS n Ot a Cce pted SO

Use the forum to ask for assistance or post any valuable tips and hints once you

have finished. Forum is at: http://simms-teach.com/forum/viewforum.php?f=10 - S u b m it W h at yo u h ave fo r pa rtia |
credit.

27



"First Minute" quizzes (3 points each)

CIS 192A - Lesson 1

More on Grading

As an incentive to start class on time, 3 points are awarded for correctly
answering 3 questions, in the correct order, at the very beginning of class.

The quiz questions are shown on CCC Confer at 1:00PM sharp.

The quiz questions are given out in advance and students can use the
forum to collaborate on answers prior to class.

The order of the questions will not be known until the quiz is given!
Emailed answers that are not in order will be marked as incorrect.

Students may not give or ask others for assistance while taking a quiz.
To take the quiz, students email the answers to the instructor.

There are no makeup's for these quizzes and they must be turned in
within the first few minutes of class.

28
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More on Grading

Tests (30 points)

« Tests will be distributed by during the last half of the class.

e Full term courses like CIS 192AB or CIS 90 have three tests. Short
term courses like 192A have one test.

« Tests are usually comprised of fill-in-the-blank type questions. Often
you will have to use a Linux server to verify an answer.

« Tests are open notes, open book, and open computer.
« Tests are designed to take about an hour and be turned in at the end

of class. To minimize "clock stress" you may continue to work on the
test after class is over and turn it no later than midnight.

Students may not give or ask others for assistance while taking a test.

See the archived courses for an idea of what these tests are like

29
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More on Grading

Final Exam (60 points)

« Students will deploy, configure and troubleshoot a network of Linux
computers.

« There will be a list of network configuration specification tasks from
which the student will choose a subset to implement for the exam.

« Final exams are open notes, open book, and open computer.

Students may not give or ask others for assistance
while taking a final exam

See the archived courses for an idea of what these exams are like

30
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More on Grading

Forum Posts (20 points per posting period)

« The end of each posting period is shown on the course calendar.

« Full term courses like 192AB or 90 have four posting periods. Short
courses like 192A have two posting periods.

« Each post in the forum for this class is worth 4 points, up to 20 points
maximum per period.

« The posts for the quarter will be due at midnight (Forum time) on the
date shown on the course Calendar.

« Extra posts in one quarter do not carry over to the next quarter.

« Only posts in the forum for this class will be counted.

As far as earning points, forum posts are "low hanging fruit" !!

31
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More on Grading

Extra credit

* You need to attend to a family emergency and can't turn in a lab
assignment on time ... don't worry!

« Your schedule/commute doesn't allow you to take any of the "first
minute" quizzes .... don't worry!

« You crash and burn on a test ... don't worry!
* You just don't like making forum posts ... don't worry!

« There is a cap on extra credit points so plan carefully!

There are ample extra credit opportunities which provide you with
the flexibility to get the grade you want.

32
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Final word on Grading
« You control your grade for this course!

« Use the Grades web page to plan for the grade you wish to receive
and track your progress.

« Use the Calendar web page to see due dates for all assignments.

Rich's Cabrillo College CIS Classes
CIS 192A Grades

CIS 192A (Fall 2011) Grades
Course Home Calendar
How the course grade is determined

Each student will be assigned a secret code name so they can monitor their
progress on the table below. It is a good idea to check this table frequently
and decide whether doing some extra credit activities would be beneficial.

Rich's Cabrillo College CIS Classes
CIS 192A Calendar

CIS 192A (Fall 2011) Course Calendar

Course Home Grades

+ Apache web server example (show)

Logins Sheet (download)

Howrto #303: Remote Access to the CIS Vlab
(download)

Code |Grading| Quizzes & Tests |Forum| TBA Labs Extra + CIS VLab RDP file (download)
Name | Choice [g1]q2]3[q4[qs[T1|F1]Fz | L] 2] i3] L4]L5|Final Credit|Total|Grade + Student survey (download)
Max Points 3|3|3)|3|3|30/20/20)|30|30(30|30|30| 60 | 60 | 295 TBA Assignment
Anwen | Grade « Lab 1 (Linu 5
Aragorn | Grade
Balrog | Grade OCC Confer
Denethor | Grade e Enter virtual classroom

o 5% - Quizzes (content subject to change)
+ 10%- Tests Lesson | Date Topics Chapter | Due
CIS 1824 ® 14% - Help forum participation CIS 1924
Previous Classes + 51% - TBA lab assignments Previous Classes Introduction to Course, TCP/IP and Network
e 20% - Final Access
+ Linux market and jobs
Percentage | Total Points |Letter Grade|Pass/No Pass « How this course works
90% or higher|266 or higher]| A pass + Equipment and resources
80% to 89.9%)| 236 to 265 B pass « Virtualization and VMware 101 skills
Cabrillo College 70% to 79.9%)| 207 to 235 C pass Cabrillo College + Networking overview
Web Advisor " ‘Web Advisor & NIC drivers
LYED AQVISOT 60% to 68.9%)| 177 to 206 D no pass : « Configure network settings
CCC Confer 0%t 59.9% | 010 176 F no pass e « Test netwark connections
Static IPs = fexivily, - - @ Static IPs  Ping and SSH with TPv6
Quick Ref or some flexibility, personal preferences or family emergencies there is an Quick Ref
LI additional 60 points available of extra credit activities. Materials
Accessing Viab Accessing Viab
Current Progress 1 10/25 | « Presentation slides (download) 12,14

33
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" UNIXAND LINUX SYSTEM
- ADMINISTRATION
HANDBOOK

Optional Textbook:
UNIX and Linux System Administration Handbook (4th Edition)
« By: Evi Nemeth, Garth Snyder, Trent R. Hein, Ben Whaley

« Publisher: Prentice Hall
« ISBN-13: 978-0131480056

34
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Help
Forum

35
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Online Help Forum

Post questions and answers

Share Linux information

Post class notes for classmates
who miss class

Get clarifications

Collaborate on quiz questions

ARGHIVES ToPIcs POSTS  LAST POST
IS 90 - Spring 2009 = = .
(@) mvadisitn o onisfinoe - i sirame ol rsrecs: 1
CIS 192 - Spring 2009 .
@ UNIX/Linux Network Administration - Rich Simms. Total redirects: 1

Never post passwords!

As an incentive to use the forum - students can earn 4 points per
CIS 192A forum post (capped at 20 points for each posting period)

36



CIS 192A - Lesson
CIS 192

Textbook Class Forum
POSTREPLY i | |G, Search this topic...
Textbook

[ by Benji Simms on Thu May 15, 2008 2:57 pm

What is the textbook for this course? | want to get it ahead of time and start reading through it.

Last edited by Benji Simms on Mon May 26, 2008 11:21 am, edited 1 time in total.

« Usernames cannot be anonymous and must
be:

* Your real first and last name separated by a
space e.g. Rich Simms

 Your username must match a name on the
class roster otherwise the account will be
deleted

« Uploading an avatar is optional. Identifying
photos are preferred so students can get to know
each other.

3 posts »

Benji Simms

Posts: 5
Joined: Thu May 15,
prm

Rich Simms
Site Admin
Posts: 240

Joined: Thu May 15,
prm

Benji Simms

Paosts: 5
Joined: Thu May 15,
pm

— N .
T b
>
G
0

Fage 1 of 1

2008 2:40

2008 1:44

2008 2:40

37



CIS 192A - Lesson'l & ." pq l l IW

Class Activity

Forum Registration

There is_a Forl,_lms_ Iinkgn simm_s-tea_(ih.com TO Register:
¥ % http//simms-teach.com/
tere.: PQUAGGA-TheEasy... [ Facebook | Home g Rich's Cabrillo Colle..  @! Yahoo! W] WordReference 1 g Browse to the fO rum

| () 3. Review and agree to

terms
4. For your Username to be

Or browse to opus.cabrillo.edu /forum acce pted |t mUSt be:
(B riiopsscabilosduonumindexphpsideadG3abesesSSABTIaSHBSS2c000i0805 > O~ 4 « your first and last name

re.. [) QUAGGA - TheEasy.. [J Facebook|Home [ Rich's Cabrillo Colle.. &@! Yahoo! W) WordReference.com 7 Other bookm

separated by a space
e.g. Rich Simms

« match a name on the
class roster

= B Cabrillo College Computer and Information Systems

Forum for studeni e Com and System Administration and/or
Computer Suj purtS ialist programs

Note: Anonymous or incomplete user account names will be deleted! 38
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Housekeeping

39
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« Roll Call

40
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Turn Recording Off

41



PR YRR SRS
Instructor: Rich Simms
Dial-in: 888-450-4821
Passcode: 761867

Jacob S

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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Turn Recording On

43
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« Adds
- Last day to add is 10/31

* Classroom Perkins (VTEA) survey

44
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Cabrillo Networking Program Mailing list

Subscribe to (no subject or body):
e networkers-subscribe@cabrillo.edu
e Program information
e Certification information
e Career and job information
e Short-term classes, events, lectures, tours, etc.
e Surveys
e Networking info and links

45
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MSDN Academic Alliance

-" Google « | @' (4 unread) Yaho... ) & Log in to Blackb...

) Facebook | And...

'\ @i Rich's Cabrillo ...

& C AN | % httpy/ /msdn07.e-academy.com/elms/Storefront/Storefr
g Suggested Sites  &* Web Slice Gallery [EJ Welcome to Facebo... wes Christopher C. Keys,...

—————— Software
Navigation Menu
FREQUENTLY ASKED
QUESTIONS
HOW IT WORKS
PRIVACY POLICY

Search
Search is for product titles only.

Search by product titles

Get Your Personal CDs Here!

", s,
WTndowg . B
Server2003

Windows Server  Windows Vista

Windows Vista Business DVD Business DVD

DiRaine. ¥ ,/-
¥
Py =
M
Visual Studio .NET 2005 Visual Studio  Expression Studio
Professional - Full Install 2008 Pro 2

wicsoror kel

E | g
Office

Visio
Professional 2007

== |

Visio

2007

Project Professional 2007 Designer 2007

Windows 7 Professional (x86)

| Visual Studio 2008 Professional

ront.aspx?campus=cabc_cis&npl=112

F

SQL Server 2008
Enterprise (DVD)

e Meroroft bk

Office

OneNote 2007

i)

Windows Server 2008 DVD

Office Groove 2007 OneNote 2007

Windows 7

Edition (x86) - DVD Professional (x64)

In order to obtain and install the software on this site, you must be an eligible user in the System. Your Program Administrator is
responsible for providing eligible users with a username and password. If you believe you are an eligible user but have not
received a password via email, please send email to your Program Administrator: Jim Griffin

/ [ Cabrillo College

S )
j o —
» O~ F~
("] Other bookmarks

-

« Microsoft software for
students registered in
a CIS or CS class at
Cabrillo

« Available after
registration is final
(two weeks after first
class)

To get to this page, go to http://simms-teach.com/resources and

click on the appropriate link in the Tools and Software section

46
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.
y k Rich's Cabrille ¢
€« C A | ® eS5.onthehub.com/WebStore/ProductsByMajorVersionList.aspx?cmi_mnuMain=16a020b5-ed3c-dfl1-bdab-0i gy | & (N

%X\ a richsimms - Yah = " [ Santa Cruz Gran = | org X '\ . Rich's Cabrillo © @ Cabrillo College T

Home | Your Account | Help [Product Search a

nin | English | BB

W ko] el

Cabrillo College - Computer and Information Systems

[ Students [T

VMware, Inc.

B

VMware elearning

=1

VMware Fusion 4 (for VMware Player 3 VMware Workstation
Mac 0S X) 6.5

At
"4 54
) "

VMware Workstation 7 VMware Workstation 8

Yo must be a member of an ac ade nstitution to q alify for erin d lemically discounted s ftwa . The academic software
discounts ff ed on this WebStor tF the general public Y ou wnll b q t d t p vide proof fy cademic affiliati
dul gth registratio pocessmod S Tokake Sdva tg of the dmlcp ng available for stu, o st

‘‘‘‘‘‘‘‘‘‘‘‘

I Po ed by
@ etwork e- academy

————— e —

.~ N 1
RN | W
. o
\ ¥e ¥ 4\
Y L4l

1

. N

 VMware software for
students registered in
a CIS or CS class at
Cabrillo

« Available after
registration is final
(two weeks after first
class)

To get to this page, go to http://simms-teach.com/resources and
click on the appropriate link in the Tools and Software section 47
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Student Survey and Logins Sheet

= B

/ B simms-teact * | G simms-teac (® Cabillo Col
&« C M @ simms-teach.com/docs/cis192/cis192survey 35 X
A
UNIX/Linux Netwark Administration (CIS 192A)
Fall 2011 -- Student Survey
Student Information
+ First Name: Last Name:
» Date Email address: .
Grading choice! OiPass/No pass O Grade (crocss ses, you may changs yaur miss fatar)

I

Computer Background

+  Previous computer classes or training tzken

= Wark or other experience using computers:

m

Home equipment
+ Do you have a computer/phane headset (sarphones & microphone)? (yes (Jino

= Do you have a computer with at least 2G8 of RAM?

» Do you have Intermet access? (O no (Omodem (O dslicatle

Course Objectives

B Rich's ' O simme Yz simms @ Cabril M’

What are you hoping to leam in this class?

=

I

C N © simms-teach.com/docs/cis192/logins-cisl 57 N\

-

Logins and Passwords for CIS 192

Class Computer Stations (room 2501)

Username: _CIS 192, Fassworg:

CIS-Lab-xx Systems (CIS Lab in the CTC):

m

Username: _CIS 192 Password:

€CC Canfer (Phane audio)
Dial-in: _8BB-450-4821 Passcode: __761BE7,

€IS-VLab (Remate Access):

Username: Passward:

CIS-Viab (vmserverd access):

Username: _cis1S2, Pasaword

192 Linux VMs:

Username: _Cis1Sz, Pasaword

Usarnama: _Foot Passward!

Opus (opus.cabrillo.edu)

Username! _ciglSz,

Pasaword

Username:

Passward:

Other comments or special learning nesds?

Download, fill out and email to
risimms@cabrillo.edu

Help Forum (hitp: //opus.cabrilla.eduf/forum/ )

Username: Passward:

Download, fill out and keep for
your own records

P

48
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« UNIX/Linux market

 Equipment

* Login to Opus

« Login to CIS 192 VMs on school computers
* Login to CIS 192 VM remotely



i L R R

UNIX/Linux
Market
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Public Works Infrastructure

Bridges

Telecomunications

Airways
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IT (Information Technology) Infrastructure

i SRR RER LR R R
B RERREREERREEEE I &
lllllllllllllllll

llllllllllllllll

[

Storage

perating Systems
pplications

ata bases
Middleware

Desktops Mobile Software
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Computing Infrastructure
Where UNIX/Linux is used

» Internet services - Web servers, DNS, DHCP, Mail, etc.

« Enterprise and mission critical applications - Large
databases, Enterprise Resource Management (ERM),
Customer Relationship Management (CRM), data
warehouse, manufacturing, supply chain management, etc.

» Hollywood - feature animation, visual effects, rendering
farms.

« Scientific applications and number-crunching

« Embedded in smartphones and other appliances
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Operating Systems
Various UNIX Based Products

SCO UNIX Berkeley
Software
(EFEscor
: Distribution
UNIX
AIX HP-UX

Solaris

Apple Mac OS X
and iOS
i_f\(“ A

- - "

The kernel is
UNIX based
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Operating Systems
Various Linux Distributions
OpenSUSE Red Hat Enterprise Linux Fedora

RED HAT

NTERPRISE LINUX 5

Debian CentOS Ubuntu Mandriva

& Cent0S

Note: A distribution is built by a company or Tux, the
organization. They start with the Linux kernel penguin, is
then add a custom mix of open source components. | the Linux
They may then add some of their own unique u I kernel mascot
software to differentiate their distribution. '


http://en.wikipedia.org/wiki/Image:Tux.svg
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Operating Systems

Embedding Linux in Products

Google Chrome 0OS
(coming soon)
_ for Netbooks and Tablets
Tivo
Buffalo
NAS storage

BUFFALD

Android

MikroTik Routers




CIS 192A - Lesson 1 ‘ F l ’ IW

Operating Systems
Embedding UNIX in Products

Apple iOS

The Apple iOS, like Mac OS X, runs on a UNIX like kernel
(Mach kernel + BSD components)

Source: http://en.wikipedia.org/wiki/Darwin_(operating_system)
http://en.wikipedia.org/wiki/IOS_(Apple)
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UNIX/Linux Overview

Server, PC, Smartphone markets

Servers PC’s Smartphones

’ *2zBlackBerry
My

o an
8. | #6000
| zese
. 2
X }T.E.i!



http://en.wikipedia.org/wiki/Image:Tux.svg
http://en.wikipedia.org/wiki/Image:Tux.svg
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Worldwide Server Market

$13.2B Server Revenue 2Q 2011 Year over Year Change
Windows
$5.9B
(45.5%)
Linux
Unix _
$2.9B Unix I
(22.0%)
Windows
Other
$1.2B
(9.0%) Linux
$2.7B _
(20.5%) Source: IDC, Aug 2011

http://www.idc.com/getdoc.jsp?containerld=pruS22998411 11
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gst, 1859 ™

Worldwide “Ballpark” market for PCs

Jan 20091

Website hits by OS

Jul 20102

Aug 20113

Operating Systems

1 Windows XP

2 Windows Vista
3 Mac 08 X

4 Linuzx

5 Windows 2000
B Windows 2003
7 Windows 98

8 Windows ME

9 SymbianQs
10 WAP

T2.17%

13.44%

2.13%

212%
0.68%
0.55%
0.22%
0.12%

0.04%

Operating Systems

1 Windows XP
2 Windows 7

3 Windows Vista
4 Mac0s X

5 Linux

] Windows 2003
¥ iPhone 08X

8 Windows 2000
9 WAP

10 Android

48.17%
17.02%

16.60%

1.02%
0.56%
0.31%
0.12%

0.08%

1-This report was generated 12/31/2008 based on the last 53,892,847 unique visits to all tracked websites at that time. W3Counter's sample
currently includes 19,174 websites. The last 25,000 page views to each website are analyzed to identify unique visits. Some visits may occur before

the month of the report.

2 - This report was generated 07/31/2010 based on the last 15,000 page views to each website tracked by W3Counter. W3Counter's sample
currently includes 38,996 websites. The browser market share graph includes data from all versions of the named browser families, not only the top

10 as listed below.

3-This report was generated 08/31/2011 based on the last 15,000 page views to each website tracked by W3Counter. W3Counter's sample currently
includes 50,382 websites. The browser market share graph includes data from all versions of the named browser families, not only the top 10 as

listed below.

P W3Counter

Operating Systems

1 Windows XP 35.71%
2 Windows 7 3377%
3 Windows Vista 10.34%
4 Apple0OSX
5 Apple i0S 2.88%
6 Linux
7 Android 1.17%
8 BlackBerry 0.72%
9 SymbianQS 0.15%
10 Windows 2000 0.12%
12

source: http://www.w3counter.com/globalstats.php
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Worldwide Smartphone Market

Table 2
Worldwide Smartphone Sales to End Users by Operating System in 2Q11
(Thousands of Units)

Operating 2Q11 2Q11 Market Share 2Q10 2Q10 Market Share

System Units (%) Units (%)

Google  (android ] 4 46,775.9 43.4 10,652.7 17.2
Nokia |Symbian & 23,853.2 22.1 25,386.8 40.9
Apple * 19,628.8 18.2 8,743.0 14.1
Blackberry ﬁiiﬁoar?:h In* 12,652.3 11.7 11,628.8 18.7
Samsung  |Bada * 2,055.8 1.9 577.0 0.9
Microsoft & 1,723.8 1.6 3,058.8 4.9

Others * 1,050.6 1.0 2,010.9 3.2

Total 107,740.4 100.062,058.1 100.0

Source: Gartner (August 2011)

http://www.gartner.com/it/page.jsp?id=1764714

http://www.mobiletechreview.com/smartphone.htm 13
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iso.linuxquestions.org
15 Most Popular Downloads

15 Most Downloaded Distribution Versions (last 30 i — )
Days) 15 Most Downloaded Distributions (Ever)

1. Ubuntu 11.04 (4436) 1. Fedora

2. CentOS 5.5 (1193) 2. Mandriva

3. Damn Small Linux 4.4.10 (1116) 3. Red Hat Enterprise Linux
4. Slackware Linux 13.37 (689) 4. SUSE

5. Fedora 11 (607) 5. Ubuntu

6. Fedora 8 (603) 6. Damn Small Linux

7. CentOS 5.4 (602) 7. CentOS

8. Red Hat Linux 8.0 (Psyche) (577) 8. Linux XP

9. Ubuntu 10.04.3 (507) 9. Knoppix
10. openSUSE 10.2 Live DVD (495) 10. Debian
11. KNOPPIX 5.1.1 (466) 11. Slackware
12. Debian 3.0r2 (woody) (390) 12. MEPIS
13. Fedora 15 (378) 13. PCLinuxOS
14. MandrakeMove 9.2 (351) 14. Gentoo
15. openSUSE 10.3 Live (344) 15. Linspire

There are hundreds of Linux distributions. The one thing they 14

have in common is they all use the Linux kernel.
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distrowatch.com

Top Ten Sep 2011 Top Ten Jan 2010 Top Ten Jan 2009
1. Ubuntu 11.04 1. Ubuntu 9.10 1. Ubuntu

2. Linux Mint 11 2. Fedora 12 2. openSUSE
3. Fedora 15 3. openSUSE 11.2 3. Fedora

4. Debian 6.0 4. Debian 5.0 4. Debian

5. openSUSE 11.4 5. Mandriva 2010 5. Mandriva
6. Arch Linux 2011.08.19 6. Linux Mint 8 6. Linux Mint
7. PCLinuxOS 2010.12 7. PCLinuxOS 2009.2 7. PCLinuxOS
8. CentOS 5.6 8. Slackware 13.0 8. Slackware
9. Mageia 1 9. Gentoo 10.1 9. Gentoo
10. Slackware 13.37 10. CentOS 5.4 10. CentOS
11. FreeBSD 8.2 11. FreeBSD 8.0 11. FreeBSD

CentOS is a clone distro of Red Hat Enterprise "
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Linux distros mentioned by top server vendors

Server market share source: IDC 2Q11 report

Vendor IBM HP Dell Oracle | Fujitsu
(30. 5%) (29. 8%) (13. 8%) (7.2%) (6.5%)
Red Hat v v

Enterprise
Novell SUSE

<
<
<
<\
<

Oracle Linux
Debian
Asianux
Ubuntu
CentOS

Fedora

D N N N N N N
D N N N N N N
<

OpenSUSE

For CIS 192 we will be using CentOS and Ubuntu VMs. Opus is a
Red Hat Enterprise server. The Fang VM (for reserving VLab pods)

is an openSUSE server. CentOS is built from Red Hat source code. 16
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Equipment

17
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Assembling components into solutions

Who likes
building
things?

18
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cables

Switches

If you like building things, you will like this course! 19
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]
Arw Elrond Celebrial Legol:
4 4
(] ]
1.5, 1 1.5, 1
etho eth etho etht etho et etho et

Routers
= (Using VMware Linux VMs)

Servers and Clients
(using VMware VMSs)

“Rack”

N Device status

evice Summar ¥

B . G Usi CIS Lab PC
e, sing one a

=Hard Disk (SCSI) 5GB

Metwork Cti
3:2:;\? e 2:: ::Eitt :} ﬂ:’irdg::r:mceon:::bed directly to the physical network O r O n e V La b V M W a re

etwork Adapter Custom (VMne Replicate physical network connection state -
?;’53 i“é“’z”e’ Z’E;E;tmd ) NAT: Used to share the host's IP address E S X | S e rv e r)
) Sound Cart uto def
Printer Present Host-only: A ?(lvaFe netwark shared with the host
iD\leay Auto detect @ Custom: Spedific virtual network

[VMnEtZ

Cables

(using VM Ethernet Settings) Switches

(Using virtual networks)

We will use virtual equipment in this course so every student has lots of

building blocks to play with! 20



Servers

3 '

3 |
¥ N §
(&) s 74855

Elrond Celebrian Legolas Opus

'redHat

eth0 ethl eth0 ethl ethO ethl

Clients

William

i/
g

ethO ethO Local Area ethO
Connection

21



CIS 192A - Lesson 1 N ‘ l lw

The VMs are located on each
classroom and CIS Lab station (PC)

onnection

The virtualization layer .

) ded by VMware Classroom or Lab Stations

IS provi j y (VMware Workstation station)
Workstation 22
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The VMs are also available
remotely on a VLab server

The virtualization layer is
provided by VMware ESXi

Resource Pool “Pod”
(VMware ESXi server)

23
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Our Network

Classroom

y—— -

CIS 192A - Lesson 1

aulll oA b
a0 :

(DNS) opus
10.240.1.2 207.62.186.9
snickers I I

(DHCP)

172.30.1.0/24

&

.101

station-01

H
| .102

i
I I
4/

.100 I I
J

station-02

I
-103
yd

instructor

station-03

\\172.30.1.12\depot

‘ 172.30.4. 0/24

cislab

207.62.184.65

CIS VLab

CIS VLab Pods

CIS Lab

CIS VLab Stations

24
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Lab Resources
CIS Lab (Room 1403 in CTC)

There are several VMware Workstation stations (labeled CIS-
Lab-XX) along the walls in the CIS lab

These systems are labeled
as CIS-Lab-XX

Hours posted at: http://webhawks.org/~cislab/
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Lab Resources Room 1403 on Aptos Campus
Remote Access to CIS VLab -

L3 |
| |
est, 1959 8 - \

7 |

cislab (Win 2008)

vmserverd4 (VMware ESXi)

You can access the 192 VMs from home
using RDP (Remote Desktop Protocol)
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Lab Resources
Remote Access to Opus Building 1200 on Aptos Campus

Red Hat Enterprise Linux Server

You can access the Opus server from
home using SSH (Secure Shell protocol)
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Opus

28
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Lab Resources
Remote Access to Opus Building 1200 on Aptos Campus

Red Hat Enterprise Linux Server

You can access the Opus server from
home using SSH (Secure Shell protocol)
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Online Lab Resources

The Opus RHEL Server

B cisf0@opusi~ -“_ﬁ — Elﬂg

login as=s: ci=sS0
cis90@opus.cabrillo.edu's password:
Last login: Thu Feb 3 08:10:49 2011 from d=s1-63-249-103-107.dhcp.cruzio.caom

(*v")
f===\\
(\_=_/)

Welcome to Opus

Serving Cabrillo College I

Terminal type? [Xterm]
whoTerminal type is Xterm.
fhome/cisf00l/ci=sf0 £ who

ci=ss0 pts/S1 2011-02-03 17:53 (d=sl-63-249-103-107.dhcp.cruzio.com)
root Hl 2010-11-02 16:18
root pt=/5 2010-11-02 1&:18 (:0.0)

Jhome/ci=z900l/ciss0 & I

Note, all the lab assignments are submitted
using Opus

2.0 A o
N i
]
’' B
' v
sl r1.|

Students can remotely
log into Opus, a Red
Hat Enterprise Linux
server located on
campus.

Students with
Windows PC’s will use
Putty.

Students with Macs or
Linux computers will
use the ssh command
from a terminal.

30
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-

F SSH is a network
protocol that enables
’
SSH!

Telnet vs SSH
(Secure Shell)

secure connections
between computers

Sniffer view of a Telnet session Opus (a RHEL server Sniffer view of a SSH session

¥  root® server2-01:~ %  rootd server2-01:~
% | telnet-session - Ethereal | % ssh-session - Ethereal

F w , n 0 E n _V onte 0 P

R L | 13 L0 UL CU o rQ ] W ST W L JE L QS L e ey

M loging rrssiimmmmss OOOOOSAE B8O 72 2b 72 dd 3b 46 a6 Vb B7 Bb d4 dOF aZ b2 8o .r+rliFl

Pazzword: nimbuzs2000 - OOOOOSBE - 01 Yo 33 78 bd o4 85 £2 Bl 93 73 Al Y6 49 of 00 L 19x,.,.

Last loging Sun Jul B 18:47:03 from 192,168,1.2041 00000BCE B2 o2 80 71 b0 75 cF V2 BS 18 27 10 4b 57 ed 88 h..q.u.r

[reimmz@zerver2-01 reimmz]$ ccaatt sseeccrreettpr OO0COSDE A7 df 2b al dd 81 4F 0a 58 51 £5 £7 54 3e cc B89 ,.+,,.0,

The I-Dlay inwvazion is =et for June Bth at Normandyr QOOOOBEE 55 70 3 72 b4 03 BF 3F af Bb 7 3o 4e 20 92 23 Up, =, .07

[rsimmsBserver?-01 rsimms]$ esccditt OO0O0GFE 62 fo fd a6 Fd B9 45 =2 56 12 dl 90 Oc d9 ce 34 b.....E.

logout OOOOOEOE - 6d 1F 8b 44 57 00 3¢ 53 aa 0b 2a cZ 04 cl da 43 m, D,P<Y

=[Hz[J OOO00E1E 21 87 2d 32 BY 48 d3 47 2f 43 25 5b ee 65 89 V6 |.-29H.G

OOOOOE2E B3 1c 74 91 bl f5 32 8b 57 ee dI fco 5 45 e3 bE L .t,..0.

OOOONEZE of Sc FO B3 eb £7 1d c9 Fd 29 B9 44 59 75 923 5a o..vues.

. 0O000E4E b2 ba d5 B2 3f 35 el 1a ee 05 8b 73 fe &3 fO 05 L, ,b,5,,

Telnet - all clear text etorergbl -

QOOOOEEE = - P

OOOOEYE  OF SS H enc ry pted <

OO0OOEZE B BF a3 0F Be B3 B2 02 &f 3f e0 el Sb ec af d0 ....nib.

username
password

With telnet, everything is cat secret . .
transferred in c/e); - te>g<t exit With ssh, it is encrypted.

over the network

31

Local computer
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Turn Recording Off

32
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gst. 1859 ‘

http://simms-teach.com/docs/cis192/logins-cis192.pdf

Logins and Passwords for CIS 192

CIS-Lab-XX Stations (CIS Lab in the CTC):

CCC Confer (Phone audio)

CIS-VLab (cislab.cabrillo.edu):

CIS-VLab (vmserverd):

11

us (opus.cabrillo.edu)

Help Forum (http: / /opus.cabrillo.edu/forum /)

Student Survey
and Logins Sheet

You will need your Opus
username and password
for the next activity

You can use the logins sheet to
record your account information

v
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Turn Recording On

34
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Class Activity
Logging into Opus

Live Opus Demo

35



CIS 192A - Lesson 1

VLab

36
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Lab Resources Room 1403 on Aptos Campus
Remote Access to CIS VLab o

2= |

cislab (Win 2008)

vmserverd4 (VMware ESXi)

You can access the 192 VMs from home
using RDP (Remote Desktop Protocol)
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Online Lab Resources
CIS VLab

&) vmserver4.cisvlab.net - vSphere Client

.~ N 1

RN | W
. o
1 L4l
N

File Edit View Inventory Administraton Plug-ns Help

Students can remotely

a E ‘E} Home I gf] Inventory b @ Inventory

& @
=l [ [vmserverd cisvlab.net
@ Pod1
B @& Pod2
Gh P2_Arwen
[ P2_Celebrian

vmserverd.cisvlab.net VMware ESXi, 4.1.0, 260247

What is a Host?

5h P2_Eirond
5 P2_Frodo A hostis a computer that uses virtualization software, such
Gh P2_Legolas as ESX or ESXi, to run virtual machines. Hosts provide the
Gh P2_Sauron CPU and memory resources that virtual machines use and
G P2_wiliam give virtual machines access fo storage and network

@ Pod3 connectivity.

& Pod4

@& Pods You can add a virtual machine to a host by creating a new

@ Podb one or by deploying a virtual appliance.

& Pod 7 (French) _ _ _
The easiest way to add a virtual machine is o deploy a

virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux.

[P Sk Summary | Virtual Machines | Resource Allocation | Performance | Configuration | Local Users & Groups | Events | Permi

log into the CIS VLab

Students with
Windows PC’s need no
0 additional software

close tab [X] =l

Virtual Machines

Host

- Students with Macs
will need to install
CoRD

N

vSphere Client

]
Recent Tasks Name. Target or Status contains: I Clear %
Mame Target Status | Details | Initiated by | Feguested Start Ti.., = ‘ Start Time | Completed Time |
|7 Tasks | |License Period: 351 days remaining [cis192 4

VMware vSphere Client connected to VMware ESxi server

Note, all lab assignments are done using the 192 VMs
in the CIS Lab (room 1403) or remotely using VLab
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Turn Recording Off
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http://simms-teach.com/docs/cis192/logins-cis192.pdf

Logins and Passwords for CIS 192 St u d e n t S u rvey
Class Computer SGII;::i;nS {room 2501) a n d LO g i n S S h eet

Usamame: Password:

CIS-Lab-XX Stations (CIS Lab in the CTC):

Usemame: e Password:

et e i You will need your
M username and
/ cxs-v:as: r::i::b.cabrillo.edu): o \ p a S SW O r d fo r :

CIS-VLab (vmserverd):
o102

- — « CIS-Vlab

192 Linux VMs:

J— st * vmserver4
T = - 192 Linux VMs

Opus (opus.cabrillo.edu)

Passcode:

Us=mame: Password:

Usarmame: Password:

Help Forum (http: / /opus.cabrillo.edu/forum /)

vsamam: passard: You can use the logins sheet to
record your account information

40
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Turn Recording On
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Class Activity
Logging into CIS Vlab

Live Demo

42
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Classroom
and CIS Lab
Workstations
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Lab Resources
CIS Lab (Room 1403 in CTC)

There are VMware stations (labeled CIS-Lab-XX) along the back and
side walls in the CIS lab

These stations are labeled
as CIS-Lab-XX

Hours posted at: http://webhawks.org/~cislab/
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CIS Lab
Workstations

r ™
[ﬁ Frodo - VMware Workstation . - e - - == g
&

. File Edit View VM Team Windows Help

Bureloan DaogcBEE &6 Each station in the classroom
Sidebar x
I Sy Frodo ~| and CIS Lab has VMware

B hre Workstation installed

(&) Celebrian Guest 0S: Ubuntu

»

[E) Elrond Location: V:\ds192\Virtual Machines\Frodo\Frodo. vmx
B Legolas Version: Workstation 6.5-7.x virtual machine
@ i Snapshot: Pristine
& Sauron Clone of: Vi\ds192\Wirtual Machines\Ubuntu-11-04-master \Ubuntu-11-04-master, vmx AI I th e CI S 1 9 2 V M s a re
1 William e Deviees ] [ options ] | bI
i D Power on this virtual machine 2 Memory 512 MB a Va I a e
ﬂ}:tl Edit virtual machine settings & Processors 1 E
{=iHard Disk (SCSI)  5GB
() Erable ACE features (What is ACE?) (=)co/ovo (oE) Using file C:\Program Files\Mware. ..
B Fioppy Auto detect

EINetwork Adapter Bridged

! oo Instructors and lab assistants

oo are available in the CIS Lab for
“| help doing labs

Notes

N
I Type here to enter notes for this virtual machine.

VMware Workstation

Note, all lab assignments are done using the 192 VMs
in the CIS Lab (room 1403) or remotely using VLab
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http://simms-teach.com/docs/cis192/logins-cis192.pdf

Logins and Passwords for CIS 192

Student Survey
. and Logins Sheet

—— You will need your

T username and password
CIS-VLab (cislab.cabrillo.edu):
Usamame: Password: fo r :

CIS-VLab (vmserverd):
Usarmame: c=182 Password:

e Classroom stations
[ et R — J e CIS-Lab-XX stations
« 192 Linux VMs

Opus (opus.cabrillo.edu)

Usarmame: Password:

Usarmame: Password:

Help Forum (http: / /opus.cabrillo.edu/forum /)

Ussrmame: Password:

You can use the logins sheet to
record your account information
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Class Activity
Using VMware Workstation VMs

Live Demo

47
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What is a virtual machine?

- Virtualization software or Hypervisors allow a real
computer to create and simulate multiple virtual computers.

* The simulated computers are called virtual machines or VMs.

«VMWare, MS Virtual Server, VirtualBox, Xen and KVM are all
examples of Hypervisors.

Virtual
Machine

Virtual
Machine 3

* You load an OS (operating
system) and applications on a
virtual machine just like you
would any other computer.

The EMH doctor
on Star Trek
Voyager was a
simulation

Virtual
Machine 4

« The OS and apps do not even
know they are not running on a
“real” computer.

e Over the network the virtual

machines appear just like any

other computer. 49


http://en.wikipedia.org/wiki/Image:TheDoctor.jpg
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( Virtual \

Machine 1
EER
o =
N
( Virtual \

Machine 2
EER
o =
N
( Virtual \

Machine 3

Virtual Machines

Multiple OS’s on one computer
... running at the same time
... Sharing the same physical hardware

JE\\E Edit ¥iew Host WM Power  Spapshot  Windows  Help

|m m[p &

Inventory
{52 192 frado

Benefits of virtualization:

« Rapidly and inexpensively bring a new computer online.

Optimize performance by moving VMs between physical hosts.

Run legacy apps on old OS's

Test new OS's.

Consolidate data center on fewer servers. 2

Students can have their own personal computer lab. =

But, when the physical host goes down so do all the VMs!

50
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VMware ESXi

This is a
"bare-metal”
hypervisor

It is not
installed on
another OS

v Free download
v Multiple virtual networks
v Virtual serial ports

Looks very interesting!
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-z' Google =

<« c N % http://simms-teach.com/resources.php

& Suggested Sites @2 Web Slice Gallery [ Welcome to Facebo...

wa Christopher C. Keys,...

> O £~

7 Other bookmarks

! CIS 192
Previgus Classes

Cabrillo College
! Static IPs

Rich's Cabrillo College CIS Classes

Resources

o

Links
Instructors Getting Linux Howtos
* Programming * Linux ISOs * HowtoForge
* Linux Master Jim * RPMs * DNS
* Web Master John e Ethernet (NIC drivers)
» Network Master Tools and Software . NIS
Gerlinde  Apache * PPP
* Network Master Rick = Bastille * NFS
* Cygwin
Clubs  DIAG, diagnostics Student Howtos
« GNU Linux Users » DOS boot disks » Making an ethernet cable
Group » John the Ripper by Michael George
* MSDN Academic » Home VM access via Linksys
Departments Alliance router
s CNSA » Netfilter by Marc Romansky
. CIS » Putty SSH Tools * Putty to VMs
. C5 » Tripwire by Marc Romansky
» Installing VirtualBox
Crib Sheets » Wireshark by Marcos Valdebenito
« Ollie Wright (CIS * Linux Permissions
a0) Standards by Michael Wicherski
» IETF (RFCs) » Guide to /bin/mail
Documentation s IEEE by Michael Wicherski
¢ TLDP .
e LINFO Commands Linux News
» linuxtoday

-

» Practical
—

There is a link on the
Resources Page for
downloading VMware
Server

Look in the Tools and
Software section
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VMware 101

« Cabling
« Power on
« Move between
 Virtual Terminals
« Shutdown

53
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Cabling VMs
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Physical and virtual cabling

« In a physical environment we would connect Ethernet LAN
cables between clients, servers, switches and routers.

« In a virtual environment cabling still must be done

. MNetwork connection
Metwork Connection o ) _
(71 Bridged: Connected directly to the physical network
Metwark label: ) ) )
Replicate physical network connection state
Mordor j (7 MAT: Used to share the host's IP address
WM Metwark () Host-only: A private network shared with the host
CIS Lab Network (@) Custom: Spedfic virtual network

['M'Mnet'j v]

On VMware ESXi On VMware Workstation
55
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Cabling Devices on a Physical Network

Router

Switch

Desktop PC

Cabling a PC to a router using a switch

56



CIS 192A - Lesson 1 ‘ l lw

Cabling Devices on a Virtual Network

= —g/
S VMware provides multiple S
{”E“‘”‘"“ﬁ“ virtual networks. They {”E“""*'*’*
Mardor j . . . Mordor j
VM Network function like virtual W Network
CIS Lab Network CIS Lab Network

network switches

Network settings for Network settings for the
the network adapter first network adapter (NIC)
(NIC) on the client PC on the Linux router VM

Cabling a virtual PC ...
to a virtual Linux router ...

via a virtual switch
57
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Cabling VMs
VMware Workstation
Example
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Cabling VMware Workstation VMs
Classroom Stations

NoPar (Cisco router)

Sauron
SW-2501 (Cisco switch) (Ubuntu VM)
“Classroom Network”

172.30.1.x E

Elrond Arwen
(Centos VM) (Centos VM)

==

=

o 20 VMnet3 VMnet4
Station 01 . (Virtual Switch) (Virtual Switch)
(Dell PC running E “Rivendell Network” “Mordor Network”
VMware —
Workstation) Frodo (Ubuntu VM) 59
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Cabling VMware Workstation VMs
CIS Lab Stations

NoPar (Cisco router)

S
SW-1403 (Cisco switch) (Ubuanlizo?/M)

“CIS Lab Network”

172.30.4.x E

Elrond Arwen
(Centos VM) (Centos VM)

==

=

oo 2 VMnet3 VMnet4
CIS-Lab-01 . (Virtual Switch) (Virtual Switch)
(Dell PC running E “Rivendell Network” “Mordor Network”
VMware —
Workstation) Frodo (Ubuntu VM) 60
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H " o—
: File Edit View VM Team Windows Help
@urs 6ap DEooDED &6 |
Sidebar Wl (F1 Frode % [ Amen X [BEE LS
[» Powered On -
= @ Favorites Elrond [
B Arwen State: Powered off
i (&) Celebrian Guest O5: Centds
& Location: W lyis 1924Wir tual Machines\Eirond \Elrond, vmax
&) Legolas Version: Workstation 6. 5-7.x virtual machine
@ Frodo Snapshot: Pristine
@ c Clone of: Vi hds 192Wirtual Machines\CentO5-6-master \CentOS-6-master . vmx
aurcn =
@Wllllam Commands [ N l I Options
[ Power on this virtual machine Memary 334 MB
ﬁil Edit virtual machine settings # Processors 1
leiHard Disk (SCSI)  5GB
m Enable ACE features (Whatis ACE?) @cnmm (IDE) Auto detect
'_E Floppy Auto detect r
Metwork Adapter Bridged
ElNetwurk Adapter 2 Custom (VMnet3)
N
#)) sound Card Auto detect
@Printer Present
Ebisplay Auto detect
4 i | »
E -

Elrond’s network adaptors are cabled to the classroom or CIS Lab
network (bridged) and the Rivendell network (vmnet3) 61
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Virtual Machine Settings
| —

.
i g VMware Workstation
Device Summary Device status - - -
Brrey im0 Dgoreces Use Edit Virtual Machine
B8 Processors 1 Connect at power on . k
= Hard Disk (SCSI) 5 GB ) SettlngS tO COnneCt netWOr
@CD,’DVD (10E) Auto detect MNetwork connection
B Floppy Auto detect (@) Bridged: Connected directly to the physical network a d a pte rs
i Network Adapter  Bridged [ replicate physical network connection state
gg:?grk:dﬁpt. a Eustorr:t{VMnetEp} () NAT: Used to share the host's IP address
antraller resen -
) Sound Card Auto detect (") Host-only: A private network shared with the host
@Printer Present () Custom: Specdific virtual network
BHoisplay Auto detect YMnetd
c e —————————————— Mﬁ
Virtual Machine Settings
P— _—
Hardware | Options
. Device status

Device Summary

F C ted

E 5 Memory 334 M =onnsets

8 Processors 1 Connect at power gn

f=Hard Disk (5C51) 5GB _

@CD!D\-'D (IDE) Auto detect MNetwork connection

B Floppy Auto detect () Bridged: Connected directly to the physical network

TENetwork Adapter Bridged Replicate physical network connection state

Ll " Cus 7 _
Add... ] [ Remave rkdpt... u.;to(\-’Mnetu} () NAT: Used to share the host's IP address
I 'G'E' Soundogar:l = A:..lebiegebect l;l Host-only: A ?rivai.t network shared with the host
E [ Can @Prinher Present @) Custom: Spedific virtual network
= ————= = — EDispla]-I Auto detect YMnet3 -

Elrond’s network adaptors
are cabled to the classroom
or CIS Lab network (bridged)
and the Rivendell network
(vmnet3) 2 (oo ]

OK I[ Cancel ][ Help ] 62
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o
PO C v

File Edit Wiew VM Team Windows Help

Fure el ODOEoLI0EE &6

[» Powered On -
z @ Favorites Frodo b
B Arwen State: Powered off
[#) Celebrian Guest 05 Ubuntu
(&) Elrond Location: W Yais 1924irtual Machines\FrodoFrodo. vmx
@) Legolas Version: Workstation 6, 5-7.x virtual machine
@ m Snapshot; Pristine
@ Sauron Clone of; Vs 1924irtual Machines \Ubuntu-11-04-master \Wbuntu-11-04-master, vmx i
51 Williamn S [ — l I options
| [+ Power on this virtual machine o Memory 512 MB
i f[b Edit virtual machine settings @ Processors 1
[l le=iHard Disk (5C5I) 5GE |
a Enable ACE features (Whatis ACE?) @CD;"D'I.-'D {IDE) Using file C:VProgram Filesiy. ..
1] ct i
ElNethrk Adapter Bridged |
oriooner TESEN
@) sound Card Auto detect
@Printer Present |
EDispIay Auto detect
| -
P m | »
E
| — A

Frodo’s network adaptor is cabled to the classroom or CIS Lab

network (bridged) 63
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F#M&n - VMware Wn_lglﬂu
¢ File Edit View VM Team Windows Help
WMo re oGR ODE0FLF I EDEE &6 |
Sidebar | Frodo X B Arwen ¢ JFEREETREE
[» Powered On -
z @ Favorites Arwen [
Arwen State: Powered off
(B0
| [#) Celebrian Guest O5: Cent0s
) Elrond Location: W Yyis 192Vir tual Machines\ArwenWArwen  vmx
B Legolas Version: Workstation 6, 5-7.x virtual machine
@ Frodo Snapshot; Pristine
Clone of: Vi Yds 1924irtual Machines\CentO5-6-master \CentOS-6-master . vmx
& S5
aurcn 3
i [ William R -
Commands [ Devices l I Options
|
| [+ Power on this virtual machine Memory 384 MB
@ Edit virtual machine settings # Processors 1
le=iHard Disk (5C5I) 5GE
() Enable ACE features (What is ACE?) (=)co/ovD (IDE) Using file C:\Program Filesiv...
, | 4
ElNetwurk Adapter Custom (VMnet3)
ElNetwurk Adapter 2 Custom (VMnetd)
|
i #)) sound Card Auto detect
i @Print&r Present
| Ebisplay Auto detect
| -
i 4 i |
| E -

Legolas’ network adaptors are cabled to the Rivendell network
(vmnet3) and the Mordor network (vmnet4) 64
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e e i el
© File Edit View VM Team Windows Help
@Fnre 8GR DL 0OEE  &® |
Sidebar M | Frodo X |G Arwen X (B Sauron ¥
[» Powered On .
= & Favorites Sauron b
B Arwen State: Powered off
| & Celebrian Guest OS5 Ubuntu
&) Elrond Location: ViYdis192VWirtual Machines'Sauron\Sauron, vmx
B Legolas Version: Workstation 6, 5-7.x virtual machine
@ Frodo Snapshot: Pristine
@ 5 Clone of: Vi hdis 19 2Wirtual Machines\Ubuntu-11-04-masterUbuntu-11-04-master, vmx
aurcn =
i 1 William - .
' Commands l Devices l [ Options
| [p Power on this virtual machine Memory 512 MB
@ Edit virtual machine settings # Processors 1
{=iHard Disk (SCSI)  5GB
m Enable ACE features (What is ACE?) @Cnmm (IDE) Auto detect
Metwork Adapter Custom (VMnetd) W
It
| #)) sound Card Auto detect
] & Printer Present
| Bpisplay Auto detect
|
| -
i 4 m | »
| E

Sauron’s network adaptor is cabled to the Mordor network (vmnet4) 65
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Cabling VMs
VMware ESXI
Example
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Cabling VMware ESXi VMs
VLab Pods

NoPar (Cisco router)

Sauron
SW-2501 (Cisco switch) (Ubuntu VM)

“CIS Lab Network”

172.30.4.x E

Elrond Arwen
(Centos VM) (Centos VM)
vmserver4 .
(HP Server Rivendell Mordor
running = (Virtual Switch) (Virtual Switch)
VMware ESXi) E! “Rivendell Network” “Mordor Network”

Frodo (Ubuntu VM) 67
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|J--_-T,J vmserverd.cisviab.net - vSphere Client

File Edit View Inventory Adminis |'EJ P1_Elrond - Virtual Machine Properties

B3 B &y Home b gl Hardware |Dpﬁuns I Resnur::esl Virtual Machine Version: 7

P — Device Status
M1 . G T Show Al Devices Add... | Remaove | ™ Conmected
= E é“rp::de;‘mmah'mat Hardware | Summary | ' Connect at power on
& P1_Arwen il Memory 384 MB
E| F1_Celebrian ﬂ CPUs 1 _Adapter Type
% |;| Video card Video card e E1000
& P1_Legolas &= VMCI device Restricted
] P1_Sauron {© scslcontroller 0 Paravirtual —MAC Address
= %:apzl_wmlam & Hard disk1 Virtual Disk |00:0c:29:fd:07:c7
E Pod 3 é ~CU O Nl [1 Svmfe/valum o b ~ Manual
@ Poda EB Network adapter1 CI5 Lab Network |
g mg E Metwork adapter2 Rivendell —Metwork Connection
@& Pod 7 (French) é Floppy drive 1 Client Device Metwork label;
|15 Lab Network |
Y/
Elrond’s network adaptors are cabled to the CIS Lab
network and the Rivendell network
Recent Tasks
Marne | Targe
$' [Initiated guest OSshut.. (i
[ Tasks |

Help | QK Cancel |
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File Edit View Inventory

ﬁ @ £y Home

Hardware IDpﬁons | Resources |

Virtual Machine Version: 7

—Device Status
" | Connected
¥ Connect at power an

— Adapter Type

Current adapter: VMXMET 3

—MAC Address

IUU:UC:Z‘B:Sd:‘%a:Ud

= Automatic " Manual

—Metwork Connection
Metwork label;

IS Lab Metwark

Frodo’s network adaptor is cabled to the CIS Lab

n o @ ™ Show Al Devices Add... | Remaove |
2 [ vmserverd.cisviab.n | Hardware | Summary |
= & Pod1 Wl Memory 512 MB
G P1_Arwen
G P1_Celebriar [l crus 1
[ P1_Elrond g Video card Wideo card
Gh [P1Frodo| | 5 VMCI device Restricted
% Ei_;‘;?]?f: @ SCSI controller 0 Paravirtual
& PI:WiIIiam &= Harddisk1 Virtual Disk
E Pod 2 i ! [ nTiniin nrqu 1 [] ."um'FE.l'unlllmEE‘iEiﬁ ‘
& Pod3
& Pod 4 BB Network adapter1 CIS Lab Metwork
& Pod5 Floppy drive 1 Client Device
& Pod6
& Pod 7 (French)
AR network
Marne
|7 Tasks |

Help |

Ok

Cancel

L]

[ B

N
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File Edit View Inventon

ﬁ@ £y Home
JJ b &

= g vmserverd.cisviab.n
=& Pod1

G P1_Arwen

5h P1_cCelebria

1 P1_Elrond

5 P1_Frodo

51 | P1_Legolas

& P1_Sauron

G P1_William

Pod 2

Pod 3

Pod 4

Pod 5

Pod 6

Pod 7 {French)

EEEEEE
0000

Recent Tasks

Marne

@ Reconfigure virtual me

|7 Tasks |

i) vmservers.cisvlab.ne [= P1_Legolas - Virtual Machine Properties

Hardware IDpﬁons | Resources |

I Show All Devices Add... | Remove |
Hardware | Summarsy |
il Memory 384 MB
Id crus 1
[ video card video card
= WVMCI device Restricted
@ SCSI controller 0 Paravirtual
= Harddisk1 Virtual Disk
& [T Liine ] [1/fumfefunlum
BB} MNetwork adapter1 Rivendell |
BB} MNetwork adapter2 Mordor

Virtual Machine Version: 7

—Device Status

v

[T | Connected
¥ Connect at powWer an

L]

— Adapter Type

Current adapter: E 1000

[* I

—MAC Address
|uu:0c:29:13:93:d6

= Automatic " Manual

™

Floppy drive 1

Client Device

—Metwork Connection
Metwork label:

IF‘.ivendEII

Legolas’ network adaptors are cabled to the
Rivendell network and the Mordor network

x

N

Help |

Ok

Cancel
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[ vmserverd.cisvlab.net - v ET,J P1_Sauron - Virtual Machine Properties

File Edit View Inventory A Hardware |D|:|tiur|5 | Resources | virtual Machine Version: 7
—Device Status
Home [
G e 9o [ Show Al Devices Add... | Remaove | I Connected
m p 2
RN®) T Summary | ¥ Connect at power on
= [@ vmserverd.cisviab.net R Memory 512 MB
E & Podl — Adapter Type
1 P1_Arwen [ crus 1 q
(1 P1_Celebrian [ video card Video card Sominies Ll T
% E—i:r;d”f = VMCI device Restricted
& P1_Legolas @ SCSI controller 0 Paravirtual e
& | P1_Sauron = Hard disk 1 Virtual Disk IUU:UC:EQ:E?:'FJ:dd
Pl—w“"am Fiu virmte fuslim .
] ?ﬁ:ﬂz ———— e e ey | (¥ Auitomiatic " Manual
@ Pod3 Ef} WNetwork adapter1 Maordor |
@& Pod4 Floppy drive 1 Client Device —Metwork Connection
@ Pod5 Metwork |abel:
& Pod6
@& Pod 7 (French) IMnrdnr j
P .
Sauron’s network adaptor is cabled to the
Mordor network

Recent Tasks

Marne |
@ Reconfigure virtual ma...
@ Reconfigure virtual ma...

[ Tasks |

Help | oK Cancel |
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The crazy network names we use in this course

« Tradition is behind naming the networks used in the labs that
goes back to when Jim created this course.

« The Shire network will refer to the physical LAN in either the
classroom or the lab. On VMware Workstation we will use the
bridged connection for this network.

« The Rivendell network will refer to the network that is one
hop away. On VMware Workstation we will use vmnet3 for
this network.

 The Mordor network will refer to the network that is two
hops away. On VMware Workstation we will use vmnet4 for
this network.

These networks used to be three physical networks in Room
2504, complete with banners hanging from the ceiling. The
Rivendell and Mordor networks now are virtual.
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CRAZY Network Names
being used in one of the
future lab assignments
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Classroom
(VMware
Workstation)
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aull A 1

- ‘-i

& 3 L
- : !

Room 2501 closet and beyond

.10

g Snickers
=l

==

NoPar

=

% 10.240.1.2

—

INTERNET

VMware Workstation

SEIHRE

172.30.1.0 /24

Frodo

o,

eth0 .1Ixx*

RIVENDELL

192.168.2.0 /24

NMORDOR

192.168.3.0 /24

The Rivendell and Mordor networks are

virtual now!

Sauron

o,

ethO .101

:’ etho (B

Elrond

ethl

Legolas
y— etho [
=

e 4
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aull A 1

- ‘-i

& 3 L
- : !

Room 2501 closet and beyond

172.30.1.10 = l
NoPar
(== —
1 ==

l 10.240.1.2
=

—

INTERNET

VMware Workstation

SEIHRE

172.30.4.0 /24

Frodo

o,

eth0 .1Ixx*

RIVENDELL

192.168.2.0 /24

NMORDOR

192.168.3.0 /24

The Rivendell and Mordor networks are

virtual now!

Sauron

o,

ethO .101

:’ etho (B

Elrond

ethl

Legolas
y— etho
=

e 4
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(VMware
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Room 2501 closet and beyond

172.30.1.1 10.240.1.2
72.30.1.10 Ell Ell

NoPar
1 @ ——

—

INTERNET

VMware ESXi Pod

SEIHRE

172.30.4.0 /24

RIVENDELL

192.168.2.0 /24

NMORDOR

192.168.3.0 /24

Frodo

o,

eth0 .1Ixx*

The Rivendell and Mordor networks are
virtual now!

Sauron

o,

ethO .101

CIS Lab

:’ etho (B

Elrond Legolas
ethl p—" etho

s A 1

N ‘-i

G Ny » !

" . 0
» N !
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Class Activity
Cabling VMs

Live Demo
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Changing
Virtual
terminals
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VMware VM Operations
Changing Virtual Terminals

@ P5_Frodo on vmserverd.cisviab.net

0y 88 &Gk @
buntu 11.04 frodo ttyl

frodo login: _ buntu 11.04 frodo ttyS

frodo login:

It can be very useful to have
multiple login sessions on the
same Linux VM. Virtual terminals
is an easy way to do this.
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Changing Virtual Terminals on VMware Linux VMs

VMware operations

On PC Keyboard: While holding down
the Ctrl-Alt keys,
tap spacebar then tap F7 is graphics mode for
f1, f2, ... or f7. the Ubuntu VMs.

On Mac keyboard: Hold down Control The Centos V.MS do not

_ have a graphics mode

and Option keys, tap components installed
the spacebar, hold (init level 3 only)

down fn key (in
addition to Control
and Option keys) and
tap f1, f2, ... or f7.

Note: the spacebar does not need to be tapped on a
physical (non-VM) system. This is only required when
changing virtual terminals on VMware VMs. 81
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VMware VM Operations
Changing Virtual Terminals with a PC keyboard

;'_.jl@@i (0 3 O O G
IDEIDDD- SOEmEm]
il 0 i |
-EJIIDDE]E]I[:

E 172

On PC keyboard:

While holding down the Ctrl-Alt keys,
tap Spacebar then tap FN key

(where N=1-7 to specify a function key)
82



CIS 192A - Lesson 1

VMware VM Operations
Changing Virtual Terminals with a Mac keyboard

o - : : ) EEEE
2
e P $ % A & ( ) v
' KN BRE BN Y B2 BN KN i o o i % st | B
aflwleBlrETHEYRUN Bolcv : | ¢ sowinll ws [ 2o | 7 s ll o -
' ——
A S D F G H J K L o, N 4 5 6 +
g xfciviecInEAmE 0"l , " BN BN K
.‘z N
- M;i‘
- v - % 0 -~
option comnmond 38 3% command opion control L I erder

On Mac keyboard:
While holding down the control-option keys
tap Spacebar then tap fn-F/N keys
(where N=1-7 to specify a function key)

83
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SSH (Secure Shell)

« SSH is a standard network protocol that lets data be exchanged
securely (via authentication and encryption) by two computers on a
network.

* On Linux and UNIX systems, SSH replaces Telnet for logging into
remote system and issuing commands.

« SSH v2 is more secure than SSH v1. It is also incompatible.

« OpenSSH, found on most Linux distributions, is an open source
implementation of SSH v2.

« On Linux, the ssh command is used to login and issue commands
on another system. The scp command is used to securely copy
files between systems.

« On Windows, the Putty software uses SSH. The Putty pscp
command is the windows version of the Linux scp command.

« On Windows, Filezilla can copy files using SFTP which in turns uses

SSH. 86
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SSH Hopping - Putty into first system

|'-'-_ root@treebeard:~ BEE
File Edit View Terminal Tabs Help

g [rooct@treebeard ~]# ifconfig ethd
ethi Link encap:Ethernet HwWaddr 00:0C:29:ED:71:2A
inet addr:(l22.168.0.20) Bcast:192.168.0.255 Mask:255.255.255.0
ineth addr: Te80::20c:29ff:feed:712a/604 Scope:Link
y UP BROADCAST RUNNING MULTICAST MTU:1[ §8 PuTTY Configuration = [

R¥X packets:1303 errors:0 dropped:@ ov
TX packets:284 errors:0 dropped:@ ovel|Cateaon:
collisions:0 txqueuelen:1008 =) Session | Basic options for your PUTTY session |
RX bytes:2120992 (208.8 KiB) TX bytes ~ Logging Specify the destination you want to connect to
Interrupt:185 Base address:0x1400 H"wagimam Host Name (or IP address) Port

152.162.0.20 22

[root@treebeard ~]# I Eel ;J
- Features Connection type:
= Window ("1Baw () Telnet () Rlogin @ SSH ) Senal
- Appearance

) Load, save or delete a stored session
- Behaviour "

- Tranelation Saved Sessions

= [ e [0 ]

Save

Putty into Treebeard using the IP

Delete

m| »
II J
[+1)

(=1

address shown by ifconfig !

ey e @ Only on clean exit
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SSH Hopping - ssh into next system

EE Local host - ¥Mware Server Console

J File Edit Yiew Host %M Power Snapshot  Windows — Help

Inventaory it loguol /ff--fstype ext3d --name=LogUolBB --vgname=UolGrouphB --size=1824 --grow
(0 win-2008 _
(5 win-7-pro ggﬁigﬂgﬂs
%192-qsm-m [root@seedling?6 ~1# ifconfig

192-cisco-RE ethd@ Link encap:Ethernet HWaddr 88:0C:29:B6:8B:B4
(33 192-Elrond inot oddelin 19 18 191 | Beast:1d 18 .18 255 Mask:Z55 255 255 @
%192-Treeheard inetb addr: fefB::28c:29ff :febb:8bb4-64 Scope:Link

192-empky

E# root@seedling76:~ i e

IP address from ifconfig

I
SSH into the Empty VM using the ‘
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[rootlEzeedlingTé =~

# Kickstart file automatically generated by anaconda.

in=tall
rl ——url http://
'lLang en US.UTF-28
|[ceyboard us
Iuetwork ——device o
rootpwWw ——iscrypted
firewall --enabled
authconfig —-—-us=sesh
selinux —--enforcin

timezone —-utc Am
bootloader ——locat

$ The following id|

# Note that any pa
l# here so unless
|[# not guaranteed

#cl

conda-k=s.cig

1# cat ana

P

Note: Putty copy &
paste keys differ
from MS Windows!

—————

Untitled - Notepad

) [ |

File Edit Format View Help

[root@seedWing?E ~]# cat anaconda—ks.cfa
# Kickstart file automatically generated by anaconda.

install

url —-url http://10.10.10.1/mirrors/Centos-5. 3-1386
lang en_us.UTF-§

|| keyboard us

llnetwork --device eth0 --bootproto dhcp --hostname empty. localdomain
rootpw --iscrypted $1%oepUsywviAgPrr7odnHsg. eCy4TIsjl
firewall --enabled --port=22:tcp --port=22:tcp
authconfig --useshadow --enablemd5s

llselinux --enforcing

i timezone --utc america/Los_Angeles

\|bootloader --location=mbr --driveorder=sda

d||# The following is the partition information you reguested

To copy to the clipboard - just select the text. The selected text is
automatically put on the clipboard. Note, Ctrl-C does not do a copy,
instead it sends an interrupt (SIGINT) to the current running program.

To paste from the clipboard - just click the right mouse key. Be careful
as you may inadvertently paste unwanted clipboard contents into your

Putty session!
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Linux Review
Network Review
Standards

NICs and drivers
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Protocol Reference Models

0S| Model TCPJ/IP Model
7. Application
6. Presentation Application
_—
5. Session
1977 1970's
4. Transport Transport
3. Network Internet ]
2. Data Link
_— Nemnrk
Access
1. Physical

The OSI (Open Systems Interconnection) and TCP/IP models are define
various abstraction layers. Each layer serves a different role in the
overall communication process. 3
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oA ]
2T , ;
\ x

Protocol Reference Models

051 Model TCPAP Model
7. Application
6. Presentation Application
_—
5. Session
F iy
4. Transport [ Transport

)

2. Data Link

1. Physical

B |

3. Network Internet l

Metwork
Access

Example Protocols

File Transfer Protocol (FTP), Simple
Mail Transport Protocol (SMTP),
Hyper Text Transfer Protocol (HTTP),
etc.

Transmission Control Protocol (TCP),
User Datagram Protocol (UDP)

Internet Protocol (IP)

Ethernet, SLIP, PPP, X.25, Frame
Relay, etc.

Showing how various protocols fit within the OSI and TCP/IP models.
Each protocol is defined as a standard which enable multi-vendor

solutions.



CIS 192A - Lesson 1 kx R . l Iw

Protocol Reference Models

0S| Model TCPIIP Model Example Products
7. Application
N Filezilla (FTP), Firefox (HTTP),
6. Presentation Application Internet Explorer (HTTP), Exchange
——————— (SMTP), Sendmail (SMTP)
5. Session

ip
4. Transport ] Transport ] Network stacks

" q -
3. Network Internet Routers, network stacks
2. Data Link Switches, NICs, network stacks
Network
Access
1. Physical Hubs, NICs, cables

Each product must implement standards to enable multi-vendor
interoperability.

Software implementations of network protocol layers are called network
stacks and are built into OS's like Linux and Windows. 5
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Reconciling the Layers

Nemeth Source/
Text Destination

7 - Application
SSH, HTTP, An
Application Application Bootstrap program or Data
4 - Transport Transport Transport TCP/UDP Port Segment,
Datagram
3 - Network Internet Network Internet IP Packet
Protocol
2 - Data link Link Ethernet II MAC Ethernet
Network Frame
1 - Physical Access Physical Frame RJ-45 Jack  Bits

Router

Switch, NIC

Hub, NIC,
cables

The terminology for the different layers may change and blur a

little depending on the textbook, product, or organization
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Deep dive into a single packet

Now lets take a deep dive into a single network packet
... an "HTTP Get” sent from a browser to a web server

(3 spplcations  Places  system @@ [ @ s wad e 4, 1052 AM  cis 152 [F)

Bla Ede wiew Higtory Bockmarks Tools Help
| e 6 ‘E‘ |‘.:,' bkt e, wiki pdia argiwi kT pip L |C|‘-

B Mest Vicked~  ieGetting Startad | 5 Latast Haadinas~
2 Lag in | create accaunt

article dmrussian wdit thix page rigtary

Internet Protocol Suite
From Wibpeda, the free ercyclopedia
Redractad fram TepAp!

The Internet Protocol Suite (cormmanly known as TCPAP) s the set of communications

protocals used for tha Intermat and othar simiar natworks. it s narmad from teo of tha mose

Fraportant protocaks in i the Transrmmsion Control Pratacal (TCR) and the intermst Protocal

[P}, which wera the first teo natwerking proteccts defired in this standard. Teday's P

= Peatured comant netwarking reprasants a synthesis of several develepments that bagan te svcha in the 15508
’ and 10705, namely the internet ard LANS (Local Aren Meteorks), which emerged in the rrid-

ta late. 1960s, together with the advert of the Wordd Wide Web in sarly 19805,

& CuiTEnl Events
® Rangam article

The intemet Pratocel Sute, lke mary protocol sutes, may be viewsd a5 a 558 of layers, Each
layar sehvas a sat of problams invching tha transmission of data, and providas & wall-dafined
service 10 the uppes laper protecok based on using servicss from same lower layers, Lipper
Go Saarch layers are kogically <loser to the user and deal with more abstract data, refying on kower layer
pretocals to translate data irta forrms that can eventualy be physically transmited

saarch

intarsction
n bt Wkipadia

B Cormrman e rartal

The TCEAPR model consists of four layers (REC 112281 T o Jowest bo highest, thess are
the Lirk Layar, thea intarnst Layer, tha Transport Layer, ard the Application Lavar,
Dor

) -[ @ [root@irodo: -1 & internet Protocol Su.. | B cs192@frado; — a1 [

This example is based on using the Firefox browser on
the Frodo VM at home to view a Wikipedia article on the
Internet Protocol Suite 7
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Putting it all together — web server example

http://simms-teach.com/animations/apache.html

Linux Network Administration

Apache Web Server

Packet How does a web server work?
Forwarding

DHCP
DNS

PXE .
Firefox

Apache browser

S5H
Tunneling

. Web Server Clienf
Routing jat 10.10.16.1) faf 16.10.710.195)
Protocols

Every time you surf the Internet you are connecting your computer (a client] to
another computer (a server) somewhere on the world wide web. Each computer has
d unique IP address . For this example the web server has an IP address of 10.10.10.1.

Firewalls

Just about every client, whether it is a Mac, PC or Linux system, has one or more web
browers such as Firefox, IE or Safar installed.

Click the green arrow to continue

= Stopping and starting the web service
= Checking web server firewall allows incoming new traffic for port 80
= Locating the Document Root using the httpd.conf file

Program - Official CIS 192AB Web Site - Contact

b

Let's start with a web server example to see how the network is used
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Deep dive into a single packet

|<::| > @ . @ |"|.‘¢ http://fen.wikipedia.org/wiki/TCP/IP N V|

GET /wiki/TCP/IP

....... T % ....... = . ....... %

frodo wikipedia.org

The browser request for the wikipedia.org web
page is encapsulated into an Ethernet frame
that is sent to the default gateway router.



Caluills CoWes CIS 192A - Lesson 1 F ‘ l |W

est. 1959 %

Deep dive into a single packet mw—

Encapsulation Layer

GET
4-Transport /wiki/TCP
/1P
' HTTP/1.1
Port: 47961 J \r\n

Port: 80
Layer

IP: 208.80.152.2

IP: 192.168.0.28 y X

MAC: 00:0c:29:6f:53:d9 R

,,,,,,,,,,,,,

MAC: 00:a0:c5:e1:¢c9:a8

Application

3-Network
Layer

2-Link
Layer

1-Physical layer 10
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Deep dive into a single packet

|69 v @ & @ [w]httpien.wikipedia.orgmwiki/TcP/p S

We will use a sniffer to look at the "HTTP GET” packet sent
out the NIC card on the Frodo VM to the home router (and
from there it is forwarded out to the Internet)

GET /wiki/TCP/IP
HTTP/1.1\r\n

T EEE R sEsassan immn RELEEREY N =

?\
N\

frodo.localdomain wikipedia.org

(Untitled) - Wireshark

Fle Edit View Go Capture Analyze Statistics Help

Baao Qaexgsln 2 73 EE -
(¥ siter: | [+ | 4 Expression. H 4 clear| < apply |
o —— — a

Time Source Destination Protocol | info gy
o __iTime ____|Source Des . Totocol o DU s o oo . f.,
2189 32.195688  192.168.0.27 192.168.0.32 TP 60999 > ms-wbt-server [ACK] Seq: NO te ’ e Wlllla ' , ' VM
192.168.0.32 192.168.0.27 KT Continuation "

2190 32.206077

2191 32.227457  208.80.152.2 192.168.0.28 TP http > 47961 [SYN, ACK] Seq=0 Ac
2192 32.227811 1S 28 208. 52, TCP 47961 > http [ACK] Se Ack=! -
h h
2194 32,306985  192,168.0.32 192,168.0.27 TPKT. Continuation v as eres ark
5

» Frame 2193 (636 bytes on wire, 636 bytes captured)

b Ethernet II, Src: Vmware_6f:53:d9 (00:0c:29:6f:53:d9), Dst: ZyxelCom_el:c9:a8 (00:a0:c5:el:c9:a8) - -
b Intemet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2) I’ 'S a e I' es a '
b Transmission Control Protocol, Src Port: 47961 (47961), Dst Port: http (80), Seq: 1, Ack: 1, Len: 582 I

H 'ff

b Hypertext Transfer Protocol

el co

: 0 Dropped: 0 Profile: Default 1 1




(Untitled) - Wireshark

NOte hOW Fle Edit View Go Capture Analyze Statistics Help
% Y| i T \ o | ’I:I'\ —_— ( (
V%'rGShafkh B@don @aaxgs A + T3 BB
SNOows eac —
‘@Hlter: u \L” <k Expression... H fgearqu}’apply‘
layer for the e — ' | '
/ t d No. . Time Source Destination Protacol | Info
S€lectle 32.195688 192.168.0. 27 192.168.0. 32 TCP 69999 = Ms- wbt server [ACK] Seq=19632 |
HTTP GET 32.206077 192.168.0.32 192.168.0.27 TPKT Continuation
32. 227457 208.80.152.2 192.168.0.28 TCP http = 47961 [SYN ACK] Seq=0 Ack=1 W 1l
packet 32.227811 192.168.0.28 208.80.152.2 g=1 Ack=1 Win=58¢
228731 .168.0.28 .80.152.2 HTTP GET ,’wllxl,’Tt P,-’IP HTTP/L1.1
. 306985 .168.0.32 .168.0.27 TPKT Continuation
1-PhySI_Ca/ T Frame 2193 (636 bytes on wire, 636 bytes captured)
2-Link —— Ethernet II, Src: Vmware 6f:53:d9 (00:0c:29:6f:53:d9), Dst: ZyxelCom el:c9:a8 (00:ab:c5:el:c9:a8)
3-Network _ Internet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2)

Transmission Control Protocol, Src Port: 47961 (47961), Dst Port: http (80), Seq: 1, Ack: 1, Len: 582
Hypertext Transfer Protocol

4-Transport —~
Application —7

DYLPVL J#Ex|W.P.
JH.OLGE T Jwikiy/|
TCR/IP H TTP/L. 1.
.Host: e n.wikipe|
dia.org.
ent: Moz
(X11; U ; Linux
Frame (frame), 636 bytes Packets: 4260 Displayed: 4260 Marked: 0 Dropped: 0 Profile: Default




File Edit View Go

= T
‘E]ﬂlter: ‘l

(Untitled) - Wireshark
Capture Analyze Statistics Help

QX2 e M

¥ ;i: f!: [Eg;]ﬁ%;ﬂ I@E; u@é&

\L” 4 Expression...” 4 Q|EBFHQ:§7QPD|Y‘

No. .

Time

ELIL QL LELITTDT
2192 32.227811
2193 32.228731
2194 32.306985

Source

LWD, Q0. LaL. L

192.168.0. 28
192, 168.0. 28
192.168.0.32

Destination

LIJL, LUQ. W, L0

208.80.152.2
208.80.152.2

Protocol
1wr

TCP

Info
IILLP A IJUL 21N, ML) ch-’u MLnf—L W

47961 = http [ACK] Seg=1l Ack=1l Win=58%

GET /wiki/TCP/IP HTTP/1.1l

192.168.0. 27 TPKT Continuation

-~ Frame 2193 (636 bytes on wire, 636 bytes captured)
Arrival Time: Feb 2, 2009 16:52:12.714354000
[Time delta from previous captured frame: 0.000920000 seconds]
[Time delta from previous displayed frame: 0.000920000 seconds]
[Time since reference or first frame: 32.228731000 seconds]
Frame Number: 2193

1-Physical

/ayer Frame Length: 636 bytes
Capture Length: 636 bytes
expanded [Frame is marked: False]

[Protocols in frame: eth:ip:tcp:http]

[Coloring Rule Mame: HTTP]

[Coloring Rule String: http || tcp.port == 80]
I Ethernet II, Src: Vmware 6f:53:d9 (00:0c:29:6f:53:d9), Dst: ZyxelCom el:c9:a8 (00:a0:c5:el:c9:a8)
P Internet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2)

00 al c5> el c9 a8
02 6e 5b 3e 40 00 4
98 02 bb 59 G0 50
00 b7 48 00 00 00 4

29 6f 53 d9 08 00 45 00

b4 34 cO a8 00 lc dO@ 50 .

29 23 78 7c 57 9b 50 18 L YOPYL ) WLP.
54 20 2f 77 69 6b 69 2f ..H.. . GE T /wikiy/|

Packets: 4260 Displayed: 4260 Marked: 0 Dropped: 0

rae (frame), 636 bytes

Profile: Default

13
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(Untitled) - Wireshark
File Edit Wiew Go Capture Analyze Statistics Help

MAC: 00:0c:29:6f:53:d9 3 2 x2S s N UU @ 6 @
\L” -|-§xpressmn...|| fgleaquf?apply‘

MAC: 00:a0:c5:el1:c9:a8 .. i Source Destination Protocol |Info

LLIL 2L LLITIT LWD, Q0. LaL. L LIJL, LUQ.. W, L0 Iwr MLLp =~ FiIWL 210, HALWR] JTY—W HMLR—L W il

2192 32.227811 1592.168.0.28 208.80.152.2 TCP 47961 = http [ACK] Seg=1l Ack=1l Win=58%
2193 32.228731 1592.168.0.28 208.80.152.2 GET /wiki/TCP/IP HTTP/l.1
2194 32.306985 1592, 168.0.32 192.168.0. 27 TPKT Continuation

v Frame 2193 (636 bytes on wire, 636 bytes captured)
< Ethernet II, Src: Vmware 6f:53:d9 (00:0c:29:6f:53:d9), Dst: ZyxelCom el:c9:a8 (00:a0:c5:el:c9:a8)
b Destination: ZyxelCom el:c9:a8 (00:a0:c5:el:c9:a8)

Z'Llnk b Source: Vmware 6f:53:d9 (00:0c:29:6f:53:d9)
Type: IP (0x0800)
layer , .
P Internet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2)
expanded B Transmission Control Protocol, Src Port: 47961 (47961), Dst Port: http (88), Seg: 1, Ack: 1, Len: 582

I Hypertext Transfer Protocol

00 al c5> el c9 a8 29 6f 53 d9 08 00 45 00

02 6e 5b 3e 40 00 4 6 b4 34 cO a8 00 lc do 50
98 02 bb 59 B0 50 56 29 23 78 7c 57 9b 50 18 L YOPVL ) WP,
GI@ b]' 48 00 00 B0 47 4 54 2@ 2f 77 D9 bb 69 21‘ . uH. ..-JE T /wll\lf

Frame [frame} 636 bytes Packets 4260 Dlsplayed 4260 Marked 0 Drpped 0 Profile: Default

Note the use of MAC addresses in this layer. The first half of
the MAC address identifies the NIC vendor. 14



Wireshark Network Analyzer
File Edit View Go Capture Wireshark traffic and network analyzer

IP: 192.168.0.28 yix @eEo B&Xge A A7 EE aa e
‘M‘I \L”-'-Expressian...H fgleaquf?apply‘
IP: 208.80.152.2 No. . Time Source Destination Protocol | Info

LLIL 2L LLITIT LWD.,. 00, LaL. L L2L, LUD.. LO Iwr TMLLY =~ FiJULl |21, ALl] JITY—Y ALR—L 1

2192 32.227811 192.168.0.28 208.80.152.2 TCP 47961 > http [ACK] Seg=1l Ack=l Win=58%
2193 32.228731 1592.168.0.28 208.80.152.2 GET /wiki/TCP/IP HTTP/L.1
2194 32.306985 192.168.0.32 192.168.0.27 TPKT Continuation

Frame 2193 (636 bytes on wire, 636 bytes captured)
I Ethernet II, Src: Vmware 6f:53:d9 (00:0c:29:6f:53:d9), Dst: ZyxelCom el:c9:a8 (00:a0:c5:el:c9:a8)
= Internet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2)
Version: 4

Header length: 20 bytes
Differentiated Services Field: 0x@0 (DSCP 0x00: Default; ECN: 0xG0)

3-Network Total Length: 622

Identification: 0x5b3e (23358)
/ayer Flags: ©x04 (Don't Fragment)
expanded Fragment offset: @

Time to live: 64

Protocol: TCP (0x06)

Header checksum: 0xb434 [correct]

Source: 192.168.0.28 (192.168.0.28)

c5 el c9 29 6f 53 d9 08 0O 45 B0

6e 5b 3e 40 4 65 b4 34 cO a8 00 lc d@ 50
bb 59 60 i 29 23 78 7c 57 9b 50 18 L YLOPVL ) WP
48 00 00 47 4 54 20 2f 77 69 6b 69 2f . Ho LGE T fwiki/|

rae (frame), 636 bytes Packets: 4260 Displayed: 4260 Mrked: 0 Dropped: 0 Profile: Default

Note the use of IP addresses in this layer. 15
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Deep dive into a single packet — Layer 4

(untitled) - Wireshark
Fle Edit View Go Capture Analyze Statistics Help

ol el SQExRs A A+ T2 EE aaam
‘E]Eilter: ||7 Restart the running live capture |:||+E:-:pressmn ” Clear”q?Applﬂ

Port: 80 No. . Time Source Destination Protocol | Info

LLIL JL.LL1HIH EUD ., DU, LJL. £ LIJL, LUD ., W, LU r MLLp ~ %720l | 21N, HWi] JI24Y—W HLh—L W

Port: 47961 ﬂ

2192 32.227811 1592.168.0.28 208.80.152.2 TCP 47961 > http [ACK] Seq=l Ack=1 Win=585
2193 32.228731 192.168.0.28 208.80.152.2 HTTP GET /wiki/TCP/IP HTTP/L.1
2194 32.306985 192.168.0.32 192.168.0.27 TPKT Continuation

> Ethernet II, Src: Vmware 6f:53:d9 (00:0c:29:6f:53:d9), Dst: ZyxelCom el:c9:a8 (00:a@:c5:el:c9:a8)

P Internet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 208.80.152.2 (208.80.152.2)

<~ Transmission Control Protocol, Src Port: 47961 (47961), Dst Port: http (80), Seq: 1, Ack: 1, Len: 582
Source port: 47961 (47961)

Destination port: http (80)
Transport Sequence number: 1 (relative sequence number)
/aye[" [Next sequence number: 583 (relative sequence number) ]
Acknowledgement number: 1 (relative ack number)
expanded Header length: 20 bytes

Flags: 0x18 (PSH, ACK)
Window size: 5856 (scaled)
P Checksum: 0x4800 [correct]
I» Hypertext Transfer Protocol

00 al c5 el c9 aB 00 Gc 29 6f 53 d9 08 GO 45 00
02 6e 5b 3e 40 00 40 06 b4 34 cO a8 00 lc dO 50

[
> Frame 2193 (636 bytes on wire, 636 bytes captured)
98 02 bb 59 00 50 56 18 29 23 78 7c 57 9b 50 18

00 b7 48 00 00 00 47 45 54 20 2f ?? 69 Bb 69 2f LGE T Swiki/
File: "/ftmp/etherXXXXHEWBH" 23... Packets: 4260 Displayed: 4260 Marked: 0 Dropped: 0 Profile: Default

Note the use of ports in this layer. Port 80 is for web servers. 16
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Deep dive into a single packet — Application layer

(Untitled) - Wireshark

B oo EEEEE— Hle Edit View Go Capture Analyze Statistics Help
Qs & | 8 A ¥ EE aaaf
/GVEi-:_(i/TCP \l” -|-£xpression...|| fglearuq?apply‘
/1P DL SRS S o e |
HTTP/1.1 2192 32.227811 192.168.0.28 208.80.152.2 TCP 47961 = http [ACK] Seg=1 Ack=1 Win=585
\r\r] 2193 32 228731 192.168.0.28 208.80.152.2 HTTP GET {wiki(TCP/IP HTTP/L1.1
2194 32.306985 192.168.0.32 192.168.0.27 TPKT Continuation
P Frame 2193 (636 bytes on wire, 636 bytes captured)
P Ethernet II, Src: Vmware_6f:53:d9 (00:0c:29:6f:53:d9), Dst: ZyxelCom_el:c9:a8 (G0:al:c5:el:c9:a8)
I Internet Protocol, Src: 192.168.0.28 (192.168.0.28), Dst: 268.80.152.2 (208.80.152.2)
P Transmission Control Protocol, Src Port: 47961 (47961), Dst Port: http (88), Seqg: 1, Ack: 1, Len: 582
<~ Hypertext Transfer Protocol
P GET /wiki/TCP/IP HTTP/L. 1\r\n
A / t Host: en.wikipedia.org\rin
pp Ication User-Agent: Mozilla/5.0 (X1l; U; Linux 1686; en-US; rv:1.9.0.3) Gecko/2008101315 Ubuntu/8.10 (intrepid) F1
/ayer Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*,q=0.8\r\n
Accept-Language: en-us,en;g=0.5\r\n
expanded Accept-Encoding: gzip,deflateh\ri\n
Accept-Charset: IS0-8859-1,utf-8;g=0.7,%;9=0.7\r\n
Keep-Alive: 300%\r\n
00 ad c5 el c¢9 a8 00 Gc 29 &f 53 d9 08 00 45 00
02 6e 5b 3e 40 00 40 06 b4 34 c0 a8 00 lc dO 50 . .@.
98 02 bb 59 G0 50 56 18 29 23 78 7c 57 9b 50 18 L YLUPYL ) #Ex WP,
00 b7 48 00 OG0 00 47 45 54 20 2f 77 69 6b 69 2f .. H...GE T /wiki/

Profile: Default

File: "ftmpfetherXXXXAEWBH" 23... Packets: 4260 Displayed: 4260 Marked: 0 Dropped: 0

At last we get to the actual request being sent to the 17
web server application
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est. 1959 %

Deep dive into a single packet mw—

Encapsulation Layer

GET
4-Transport /wiki/TCP
/1P
' HTTP/1.1
Port: 47961 J \r\n

Port: 80
Layer

IP: 208.80.152.2

IP: 192.168.0.28 y X

MAC: 00:0c:29:6f:53:d9 R

,,,,,,,,,,,,,

MAC: 00:a0:c5:e1:¢c9:a8

Application

3-Network
Layer

2-Link
Layer

1-Physical layer 18



CIS 192A - Lesson 1

Standards are needed

Nemeth Source/
Text Destination

7 - Application
SSH, HTTP, An
Application Application Bootstrap program or Data
4 - Transport Transport Transport TCP/UDP Port Segment,
Datagram
3 - Network Internet Network Internet IP Packet Router
Protocol
2 - Data link Link Ethernet II MAC Ethernet Switch, NIC
Network Frame
1 - Physical Access Physical Frame RJ-45 Jack Bits Hub, NIC,

cables

» For all this to work standards are essential.

« Each layer uses a protocol that follows a standard.

« Network equipment providers and software vendors build to
standards so everything can interoperate.

19
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Standards

20
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Standards

« How do we get all this stuff to work together?
« How can multiple vendors products interoperate?

Answer: Standards
« IEEE - lower layer focus, e.g. Ethernet
« IETF - higher layer focus, e.g. HTTP protocol

« "Defacto” - vendor with market share sets, e.qg.
MS Word Doc, Adobe PDF

21
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IEEE Standards

Institute of Electrical and Electronics Engineers

« Examples: 802.3 (Ethernet), 802.11 (WLAN)

B N B

]
¢ :
gL

» Search: http://ieeexplore.ieee.org/xpl/standards.jsp

r — —

[ & et

IEEE Xplore - Browse Stand - \Q Dennis Ritchie, father of Un x Yoo (%% S— o g Y — —
— {IEEE Xplore - Browse Standards by Title - Google Chrome|——
w =S N

/' Q0 richsimms - Yahoo! Mail /

< C &  © ieeexploreieee.org/xpl/standards,jsp

IEEE.org | IEEE Xplore Digital Library | IEEE Standards Association | Spectrum Online | More IEEE Sites

i) 9IEE

IEEE Xplore: |

DIGITAL LIBRARY

Adwvanced Search | Preferences | Search Tips

]

Browse Standards

WELCOME

BROWSE BY STANDARD RANGE:
0-99 100-199 200-299 300-399 400-499
500-599 600-699 700-799 800-899 900-999
1000 - 1089 1100-1199 1200-1299 1300 -1399
1400 - 1489 1500-1599 1600 -1699 1700-> C
N 5 Y

E]PageHe\p
DISPLAY OPTIONS: E]

Results Per Page:

10[=]

D Show Active Titles Only
[] Show Redline Titles Only (7 )

Richard Simms
ID #92107045
What can 1 access?

Terms of Use ()

IEEE Xplore Title List
Includes persistent links, ISSNs,
title history and subscription detail

R... BROWSE BY NUMBER OR KEYWORD:

=]

1343 Results Returned

RECENTLY PUBLISHED

1. IEEE Std €37.20.7-2007
(Revision of IEEE Std
€37.20.7-2001) -
Redline

M

. IEEE Std C57.12.35-

- IEEE Standard General Principles for Temperature Limits in the Rating of Electric View b 2007 (Revision of IEEE
i and for the E ion of Electrical i Detats Std €57.12.35-1996) -
Redline
‘ b 2. wEEE Aad in tha cal. nf Daf. k Conditi fre (1 1\ew 3. IEEE Std C57.13.1-2006 ~
K 1L

] r

22
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IEEE Standards

Institute of Electrical and Electronics Engineers

Example: Netgear Switch

9 IEEE

IEEE Standard for
Intormation technology—

Telecommunications and intormation
hange bety system
Local and metropolitan area networks—

Specitic requirements

Part 3: Carrier sense multiple access with
Collision Detection (CSMA/CD) Access Method
and Physical Layer Specifications

IEEE 802.3i 10BASE-T Ethernet S
IEEE 802.3u 100BASE-TX Fast Ethernet
IEEE 802.3z 1000BASE-T Gigabit Ethernet : —
IEEE 802.3x Full-duplex Flow Control sl e
IEEE 801.p priority tags

23
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IETF Standards
Internet Engineering Task Force

« Published as RFCs (Request for Comments)
« Examples: TCP, IP, HTTP, FTP, DNS, DHCP, SSH

« Status
« Informational (e.g. RFC 1983 "Glossary")
« Experimental
* Best Current Practice
« Standards Track
* Proposed Standard
« Draft Standard
» Internet Standard
» Historic

« RFC Search Engine: http://www.rfc-editor.org/rfcsearch.html

24
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Standards
IETF (Internet Engineering Task Force)

ozilla Firefox
[ Eile Edit View Higtory Bookmarks Tools Help I
G 0 £y (REC nttpy//wwwrfc-editor.org/cgi-bin/ifesearch.pl v7 -] [[C-] Gocgie A |
| (@ Disable- £ Cookies~ | €55+ 1L — — oo L ./ Outline~ | & Resize- /* Tools {2] View Sourcer _~ Optionss ¢ @) @
hittp/ fwwnw.rfc-edlitor.org/cgi-bin/tesearch.pl |
D systems Administr... il nameer CUNTX TR rSearch... x HP BladeSystem c... | [ Quick HOWTO: C...| g Rich's Cabillo Col...| = |

i
b
!
o]
o Based on your search of [dhep] in the All Fields field 75 matches were found I

- Below you will find matching items I through 75 |

REC5223 [Discovering Location-to-Service H. Schulzrinne. J. Polk. |August IASCIT PROPOSED
Translation (LoST) Servers Using the H. Tschofenig 2008 STANDARD
IDynamic Host Configuration Protocol
(mHCP)

IDHCP Options for Protocol for Carrying L. Morand, A_ Yegin, S. [May 2008 [ASCII PROPOSED
|Authentication for Network Access Kumar, S. Madanapalli STANDARD
|((PANA) Authentication Agents

X Find: reverse & Nedt # Previous & Highlightall [7] Match case

DHCP example

REC5192

Done

http://www.rfc-editor.org/rfcsearch.html

25
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LR
Standards

IETF (Internet Engineering Task Force)

RFC 4251 SSH Protocol Architecture

Example: PuUuTTY SSH software

_ & C M | © wwwietf.org/rfc/rfc4251 txt w e A
ﬁ PuTTY Ceonfiguration M o
Category: El
=~ Session | Basic options for your PuTTY session |
. wlegdng Specy the destinali - -
=)+ Temminal . .
Ke')rboard M SSH_Z speCIflcatlons Network Working Group T. ¥Ylonen
. Bell | Request for Comments: 4251 55H Communications Security Corp
.. Features Connectiontype: RFC 4250. The Sec Sh ” SSH P t Category: Standards Track _ C. Lonvick, Ed.
 Wndon e Tog : ure Shell (SSH) Protoc o S emmay 200
- Appearance RFC 4251: The Secure Shell (SSH) Protocq v
- Behaviour o v ord8e RFC 4252: The Secure Shell (SSH) Authen
- Translation Saved Sessions i The Secure Shell (55H) Protocol Architecturs
- Selsction RFC 4253: The Secure Shell (SSH) Transp _
- Colours Deiaut seings | RFC 4254: The Secure Shell (SSH) Conneg| *¥° °f T Here
&= Cennection 172.30.1.151 . i is document specifies an Internet standards trac rotoco or e
- Data 2501outer RFC 4256. Generlc Message EXChange AUt i:ceriet com:iun?.ty fand qu\ie;ts d;scissgondan; su]g(ggst;onslfir o
- Prosey %}:ﬁggnﬂ% (SSH) improvements. Ple;se refer to the current edition of the "Internet
- Telnet . H Official Protocol Standards™ (STD 1) for the standardization state
RTol;in aniE;:'l:":tli-k rauter RFC 4335' The Secure She” (SSH) Se55|or and status of this protocol. Distribution of this memo is unlimited.
- SSH RFC 4344: The Secure Shell (SSH) Transp)
) opyrig! otice
-~ Serial Closswindowon =g RFC 4345: Improved Arcfour Modes for th
) Mways () Ne Protocol Copyrignt (C) The Internet Socisty (2006).
RFC 4419: Diffie-Hellman Group Exchangg| zestzact
ﬂbout Layer Pr‘OtOCO| The Secure Shell (55H) Protocol is a protocol for secure remote login
. and other secure network services over an insecure network. This
RFC 4432' RSA Key EXChange for the Sec" document describes the architecture of the 55H protocol, as well as
RFC 4462: Gener|c Secunty SerV|Ce App“c the notation and terminology used in 55H protocol documents. It also
. . q discusses the 55H algorithm naming system that allows local
Authent|cat|0n and Key EXChange for the S extensions. The 55H protocol consists of three major components: The
. H Transport Layer Protocol provides server authentication,
RFC 4716' The Secure She” (SSH) PUbIIC confiﬂentiality, and int,eg:rit,y with perfect forward secrecy. The
IETF Secure She” Work|ng group drafts: User RAuthentication Protocol authenticates the client to the server.
flleXfer The Connection Protocol multiplexes the encrypted tunnel into several i
Independent drafts:
draft-miller-secsh-compression-delayed

26
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2. Locate a driver for your NIC @@ @@©

may be already availab' «©©

may be available ¢ ?‘\(,@ Q@®

may be ava’’ %© @©@,L vendor

may b- @ % .d build (compile) it
©

@@
3. Load tt. .smod or modprobe command)

4. Bring up and configure the interface (ifconfig)

28
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NIC

aka
Network Interface Card
Network Interface Controller
Network Adapter
Ethernet Device

29
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Connecting your Linux system to the Network

1. Identify the NIC in your system (vendor and model)

30
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NIC (Network Interface Card/Controller)

NIC card NIC on the motherboard

The NIC is used by a computer to send and receive packets on the
network.

« Most PC NICs are now part of the motherboard rather than a card.

« A NIC can operate at the level 2 (Link Layer) sending and receiving
Ethernet frames based on MAC addresses.

« Multiple NICs allow a computer to be on multiple networks or they
can be teamed for higher performance.

« On the Red Hat family, kudzu is used to probe for new hardware at
boot time. If you install a second NIC after installation you will get

prompted to configure it. 31



CIS 192A - Lesson 1 F& l ’ |w

NIC Hardware Inventory

Users O 0 O @ (multi-

} How to determine what NIC you

Programs (multi-tasking)

Shell

have:

Add-ons || Commands & Utilities | X/
Desktops

-------------- ]iUIv(wU » Use Ispci to show PCI hardware
System Call Interface | On the Computer_
ArChit‘!z;::ﬁ:ggggnd;nt Device Drivers i Use dmesg and |00k for NIC and

driver related information

Hardwar o VRS- M o _l e 'Q) E

« or use the web to check the
technical specifications for your
computer or mother board
(assumes you have not made any
NIC changes)

32
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NIC Hardware Inventory

Ispci command ... on a classroom VM

[root@celebrian ~]# ISPCI
00:00.0 Host bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX Host bridge (rev 01)

00:01.0 PCI bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX AGP bridge (rev 01)
00:07.0 ISA bridge: Intel Corporation 82371AB/EB/MB PIIX4 ISA (rev 08)

00:07.1 IDE interface: Intel Corporation 82371AB/EB/MB PIIX4 IDE (rev 01)

00:07.3 Bridge: Intel Corporation 82371AB/EB/MB PIIX4 ACPI (rev 08)

00:07.7 System peripheral: VMware Virtual Machine Communication Interface (rev 10)
00:0f£.0 VGA compatible controller: VMware SVGA II Adapter

00:10.0 SCSI storage controller: LSI Logic / Symbios Logic 53¢l1030 PCI-X Fusion-MPT Dual
Ultra320 SCSI (rev 01)

00:11.0 PCI bridge: VMware PCI bridge (rev 02)

00:15.0 PCI bridge: VMware PCI Express Root Port (rev 01)

< snipped >

00:18.7 PCI bridge: VMware PCI Express Root Port (rev 01)

02:00.0 USB Controller: Intel Corporation 82371AB/EB/MB PIIX4 USB

02:01.0 Ethernet controller: Advanced Micro Devices [AMD] 79¢c970 [PCnet32 LANCE] (rev 10)
02:02.0 Ethernet controller: Advanced Micro Devices [AMD] 79¢c970 [PCnet32 LANCE] (rev 10)
02:03.0 Multimedia audio controller: Ensoniqg ES1371 [AudioPCI-97] (rev 02)

02:04.0 USB Controller: VMware USB2 EHCI Controller
[root@celebrian ~]#

Interpretation: The Celebrian VM on a classroom PC has two NICs installed.

The NIC vendor is AMD and the model is 79c970. 33
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NIC Hardware Inventory

dmesg command ... on a classroom VM

-+ Ay !
o
\ : L4

/\ Use grep to search dmesg

[root@celebrian ~]+ dmesg | grep net output for strings like net, eth,

Initializing cgroup subsys net cls

audit: initializing netlink socket (disabled)
SELinux: Registering netfilter hooks
Initializing XFRM netlink socket

Initalizing network drop monitor service
VMware vmxnet virtual NIC driver

vmxnet 0000:02:01.0: PCI INT A -> GSI 19 (level, low) -> IRQ 19
Found vmxnet/PCI at 0x2024, irqg 19.

vmxnet 0000:02:02.0: PCI INT A -> GSI 16 (level, low) —-> IRQ 16
Found vmxnet/PCI at 0x20a4, irqg 1l6.

pcnet32.c:v1.35 21.Apr.2008 tsbogend@alpha.franken.de
[root@celebrian ~]#

dmesg output may have useful messages regarding
NIC and driver status during startup.

int etc.

Note the 02:01 and 02:02 match the NICs in the previous Ispci output.

34
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NIC Hardware Inventory

Ispci command ... on VLab VM

[root@celebrian ~]# ISPCI
00:00.0 Host bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX Host bridge (rev 01)

00:01.0 PCI bridge: Intel Corporation 440BX/ZX/DX - 82443BX/ZX/DX AGP bridge (rev 01)
00:07.0 ISA bridge: Intel Corporation 82371AB/EB/MB PIIX4 ISA (rev 08)
00:07.1 IDE interface: Intel Corporation 82371AB/EB/MB PIIX4 IDE (rev 01)
00:07.3 Bridge: Intel Corporation 82371AB/EB/MB PIIX4 ACPI (rev 08)
00:07.7 System peripheral: VMware Virtual Machine Communication Interface (rev 10)
00:0f£.0 VGA compatible controller: VMware SVGA II Adapter

0

00:11.0 PCI bridge: VMware PCI bridge (rev 02)

00:15.0 PCI bridge: VMware PCI Express Root Port (rev 01)

< snipped>

00:18.7 PCI bridge: VMware PCI Express Root Port (rev 01)

02:00.0 Ethernet controller: Intel Corporation 82545EM Gigabit Ethernet Controller
(Copper) (rev 01)

02:01.0 Ethernet controller: Intel Corporation 82545EM Gigabit Ethernet Controller
(Copper) (rev 01)

03:00.0 Serial Attached SCSI controller: VMware PVSCSI SCSI Controller (rev
02) [root@celebrian ~]#

Interpretation: The Celebrian VM on the VLab VMware ESXi server has
two NICs installed.

The NIC vendor is Intel and the NIC model is 8254EM. 35
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NIC Hardware Inventory

dmesg command ... on VLab VM

Use grep to search dmesg output
for strings like net, eth, int etc.

[root@celebrian ~1# dmesg | grep eth

el000:
el000:
el000:
el000:
el000:

ethO:

ethO:
ethl:
ethO:
ethl:

ethoO

el1000 probe: Intel(R) PRO/1000 Network Connection
el1000 probe: Intel(R) PRO/1000 Network Connection
€l000_set tso: TSO is Enabled
€l000_set tso: TSO is Enabled
NIC Link is Up 1000 Mbps Full Duplex, Flow Control: None

no IPv6 routers present
[root@celebrian ~]#

dmesg output may have useful messages regarding
NIC and driver status during startup.

36



{& Motherboard Specifications, IPIBL-LE (Benicia) - Moxilla Firefox (= | B ]
File Edit View History Bookmarks Tools Help

I A c Q [ @] | http://h10025.wwwl.hp.com/ewfrf/wec/document?docname= 013242128 c=en&dlc=en8lcc=us 7.7 v| |'| Google P| |
(2 Disable £\ Cookies™ || C55- =] Forms- [& Images~ @ Information~ ) Miscellaneous~ = Outline~ :f Resize~ J!’ Tools™ @ View Sourcev .~ Options™ & @

B Systems Administr...| Kl named.conf Confi...| [i] Product Specificat... | [] Motherboard... x | Ml /etc/named.conf | [ Quick HOWTO: C... | g Rich's Cabrillo Coll.

&
ik

Selected Benicia models ship RAID-ready (For Spring 08, only selected
CTO models will ship RAID-ready)
RAID modes supported®:

o RAIDO

o RAID1

NOTE: RAID 5 requires three HDDs and RAID 10 requires four HDDs.
While this motherboard can support RAID 10, only RAID 0 and
RAID 1 modes are supported on computer models using this
maotherboard.

Onboard audio
* Audio CODEC: ALCB88S
* 7.1 channel high-definition audio
Onboard LAN
* 1Realtek 8111C 10/100/1000 Mb/s (Gigabit Ethernet) Integrated LAN
H
Help us help you . . . . X
This document: NOTE: Gigabit Ethernetis backwards compatible with 10/100 Mb/s
I| s Was helpful network hardware.
» Was not helpful
» Does not apply Onboard USB
« USB2.0
* Twelve ports total
o Four connectors on back panel
o Six headers (four 1x4 and two 2x5 USB headers) support eight
additional USB ports/devices
f NOTE: Some USB ports may not be available externally for customer use.
For more information, see model specifications.
Onboard 1394

Type: IEEE 1394a 400Mb/s

-

m

®*  Find: reverse

4 Previous e Highlight all Match case

Done

\

Using the web
to find NIC
information

Example: An HP
Pavilion a6750t
uses a ASUS:
IPIBL-LB (Benicia)
motherboard which
has a Realtek
8111C
10/100/1000 Mb/s
(Gigabit Ethernet)
Integrated LAN
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Class Activity
NIC Inventory

. Power on Frodo, login as cis192 then sudo su - to root.
. Use the Ispci command and locate the NIC hardware.

. How many NICs does Frodo have?

. What is the NIC vendor and model number?

. Use the dmesg | more command browse through the kernel

bootup messages.

. Narrow down the output with

dmesg | grep net

or dmesg | grep eth

38
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NIC
Drivers

39
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Connecting your Linux system to the Network

2. Locate a driver for your NIC

may be already available with your distro
may be available from NIC vendor
may be available from chipset vendor

may have get source and build (compile) it

40



User
Space

Kernel
Space

f} GNU/Linux Operating System Architecture

CIS 192A - Lesson 1

e

&

~

Users @ T @ (multi-user)
4 Programs (multi-tasking)
Shell
Add-ons Commands & Utilities X | Desktops
\_
| |
[ GNU C Library (glibc)
___________________________________________________________ I____________________________
/ Kernelt |
System Call Interface
Process Memory Virtual Network
Management Management File System Stack

Architecture Dependent

Kernel Code

Device Drivers

2

Hardware

\ The network stack

is implemented in
the Linux kernel

NIC drivers are
implemented as
kernel modules
than can be

/ dynamically

loaded and
unloaded

41

1See “Anatomy of the Linux kernel” by M. Tim Jones at


http://www-128.ibm.com/developerworks/linux/library/l-linux-kernel/
http://www-128.ibm.com/developerworks/linux/library/l-linux-kernel/
http://www-128.ibm.com/developerworks/linux/library/l-linux-kernel/
http://www-128.ibm.com/developerworks/linux/library/l-linux-kernel/
http://www-128.ibm.com/developerworks/linux/library/l-linux-kernel/
http://www-128.ibm.com/developerworks/linux/library/l-linux-kernel/
http://www-128.ibm.com/developerworks/linux/library/l-linux-kernel/
http://en.wikipedia.org/wiki/Image:Tux.svg
http://en.wikipedia.org/wiki/Image:Heckert_GNU_white.svg

CIS 192A - Lesson 1 w ‘ l lw

NIC Drivers

The Linux kernel requires a specific driver to
correctly use a specific vendors NIC hardware.

Users @ 0- o3y Q @ (multi-user)

Prograns (nuti-tesking * Linux NIC drivers are implemented as dynamic
[ e — e } kernel modules.
= . Getting the right Linux NIC driver for your NIC
""""""" || can be problematic.
e © Newer distributions are able to probe NIC

hardware and automatically install the correct
driver if they can recognize the NIC.

Architecture Dependent
Kernel Code

* ® An older distribution may not recognize a

newer NIC and you will have to manually locate,
sometimes compile and install the correct NIC
driver.

While there are hundreds of different NICs there are relatively
few NIC chipsets many of which have Linux support

42
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Locating NIC Drivers

To see the NIC drivers included with your distribution , look in the

/lib/modules/$(uname -r)/kernel/drivers/net directory. This has all the
NIC drivers that have been compiled for your kernel.

Newer distribution, older NICs — no problem, correct NIC driver is chosen
automatically during starup.

Older distribution, newer NICs can be problematic:

You may have to manually load the NIC, refer to
http://tldp.org/HOWTO/Ethernet-HOWTO.html for which driver to select
for older equipment

Check the computer or NIC vendors web site for NIC drivers. For
example, HP supplies Linux drivers for many of its servers (but few of its
desktops)

Start googling, try linux nic-name driver. You may have to download
source and compile a driver from the chipset vendor’s site using their
instructions.

If the preceding methods have not worked you can always install an older

NIC in your computer and use that until you find the correct driver for the
newer NIC.
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NIC Drivers

Chipset vendor Downloads

A . l |W
|
G

@ Broadcom Corporation - Download Drivers - Moxzilla Firefox

(i

File Edit View History Bookmarks Tools Help

Q [ ke |http:)’fwww.broadcom.comjsupportfethernet_ni()’downloaddrivers.php

i—.? '| "|C:99":'s p|

85 c

(& Disabler £\ Cookiesr || CS5+ | Forms (& Images~ @ Information~ 1 Miscellaneous~ " Outline :: Resize~ f Tools~ @ View Sourcer .~/ Options~ X o e

“¥? (0 unread) Yahoo! .. % | s Broadcom Corpor... x | i Rich's Cabrillo Coll.. | | | TrueCrypt- Free Ou x| <23 HOWTOFiXnolin.. | g Cabrillo College Lin x| -
o = =

BROADCOM.
SUPPORT

3 Home > Downloads & Support > Ethernet NIC > Download Drivers

Broadcom Ethernet NIC Driver Downloads

BLUETOOTH >

Below you will find the latest drivers for Broadcom's
COMMUNICATIONS 5| MetXtreme, NetXtreme II, Netlink and 4401 based Ethernat
PROCESSORS products.
ETHERNET NICs *| iCiick hars for information on the Linux tg2, bnx2 and ba4

SEARCH SUPPORT drivers.

y| Windovs users, click here to determine the correct driver for

CONTACT SUPPORT
your NIC.

OTHER

B NetXtreme I Desktop/Mobile

Download drivers for the following chipsets:
5702, 5705, 5751, 5752, 5753, 5754, 5755, 5756, 5761,
5764, 5782

Dovnload drivers for the folloving chipsets:
5700, 5701, 5703, 5704, 5714, 5715, 5721, 5722, 5723,

NetXtreme II 1 Gigabit Server

p—
|w
o
=)

Dovnload drivers for the folloving chipsets:
5706, 5708, 5709, 5716

[E NetXtreme II 10 Gigabit Server

» 54g® Questions

adjust Font Size: LA LA [ (B ® & =

-

Please visit cur S4g&
Website for questions or
ta learn more sbout S4g@
products.

* Find: vmsd & Nedt 4 Previous &7 Highlight all Match case

http://www.broadcom.com/support/ethernet_nic/faq_drivers.php#tg3

97.) What are the Linux tg3, bnx2 and b44 drivers?

To better support users, Broadecom has been actively supporting, maintaining, and testing the in-kernel
Linux drivers for the NetXtreme, NetXtreme II, Netlink and 4401 praduct lines. The following is list of
drivers supported for each product line:

s+ NetXtreme and MetlLink - tg3
«  Netdtreme II - bnx2
« 4401 - b4d

Brosdcom officially releases the Linux drivers a5 packages. The Linux driver packages releasead by
Broadcom are based on the latest in-kernel drivers with some added compatibility code to make it
backwards compatible with most 2.6 kernels and some 2.4 kernels (generally newer than 2.4.24). If you
are using the latest upstream kernel from waww.kernel.org, you generally do not need to dovwnload the
Linux driver packages from Broadcom as the |atest upstream kernel has the |atest Linux driver patches.

Faor the NetXtreme and MetlLink product lines, the tg3 driver is now the only Linux driver that Broadcom
supports. Accordingly, Broadcom has discontinued support for the bem 5700 driver and no longer provides
updates.

There are a few minor differences to be aware of if you are migrating from the bcm 3700 driver to the tg3
driver. The tg3 driver does not support the Broadcom proprietary load balancing software module known
as BASP. The Linux bonding driver and 802.1q driver provide similar functionzalities and can be used with
tg3. BASP will also be discontinued. The tg3 driver also does not support module parameters to configure
the device (line speed, flow control, ring sizes, etc) but relies on standard Linux utilities such as ethtool.
Other than these differences, the two drivers are very similar in terms of hardware support, robustness,
and performance.

Back to Top

http://www.broadcom.com/support/ethernet_nic/downloaddrivers.php
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Server vendor Downloads

& HP ProLiant BL20p G4 Server series - Download drivers and software - HP Business Support Center - Mozilla Firefox — @E‘g
File Edit View History Bookmarks Tools Help
i @ (& 72 ([ | http://h20000.ww2 hp.com/bizsup port/ TechSupport/Scftwarelndex,splang=engicc=usdprod| 77 - | [[Gl+| Google ]
@ Disabler £\ Cookiesr || C55 [ Forms [ Images” (@ Information® . Miscellaneouss . Qutline~ . o Resizer /” Tools™ f2] View Sourcer .~ Options” & I
) Systems Administr.| Hll named.conf Confi.. | | | Ask Dr. UN'X - Lin...| 7] HP ProLiant B... | [ HP BladeSystem c... | [ Quick HOWTO: ... g Rich's Cabrillo Col.. | - |
= Sign-in with HP Passport | » Register United States-English il
[ PHore | bbb Sevo | o 0r o | siorobr | —
Driver - Network
Search: More options
» Contact HP Estimated
@ Business Support Center (' Allof HP United States _ Current Previous
Description " download .
version time version
[ja Download drivers and software P —— et ) i
Muttifunction Driver for Linu o P
T 14 Nov 2008 11 Nov 2008
: (multi-part download)
» 2:5?955 Support HP ProLiant BL20p G4 Server series
nter .
HP Passport Sign-in 512K <1m
User ID:
= Choose another product SEK: =1m
» Create a personal product profile (Why register?) Part 2 0.008 512K <1m
Password :
HP NC-Series Broadcom TG3 Driver | 3.92n-1 3.8%e-3
: ﬁ:s:‘tfnfm Subscribe to driver and support alerts for Linux (multi-part download) 11 Nov 2008 T Aug 2008
02 = Sign up now for customized driver, security, patch, and support email alerts. Part 1 014 2?;:.1:“
Tasks for my selecled Only receive updates on products you specify or own when you want them . m
product 56K <1m
» Download drivers and Part 2 oo 512K <1m
software Operating System: Red Hat Enterprise Linux 5 Server (x86) .
Troubleshoot a problem oo -
: Setup, install, and By downloading, you agree to the terms and conditions of the HP Software License Agreement. HP MC-Series iSCS| Offload Driver for  1.3.6-1 12141
configure Linux (multi-part download) 11 Nov 2008 8 Jul 2008
o T EE = ATH R s Choose your software/driver language: English {American) - &=
product 56K <1m _
Part 1 0.1 Download »
= Perform regular Quick jump to downloads by category. 512K <1m S ——
Sﬁ‘m‘;"ﬂﬂcz ot » BIOS - System ROM
» Upgrade and migrate - ¥ .
» Recycle and dispose : Bmz;, ',:l‘egm}f”t Manzgement Part 2 0.011 g?;K<le
X Find: reverse ¥ Mexdt # Previous &£ Highlight all Match case HP NC-Series iSCS| Offioad Initiator
Dane Utilties for Red Hat Enterprise Linux § | &20-888-0.7¢ £20.742-050
- & Jul 2008 18 Dec 2007
(multi-part download)
Sz <t [ Downioad » |
1] 3
Part 1 0.26 512K <1m Download »
58K <1m
Part2 D005 ciok: <1m
HP NC-Series open-iscsi Boot 1120 1106
. Package for Li lti-part e e
http://www.hp.com/#Support | Boskoe forLbue (mibpart gy 2000 45
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e e T S ST Explorer e S g bt e - S o] e
:_r;ttpcfii:ldp.org!HDWTD!Ethernet-HDUllTD.htnEto_;_‘L-_ — v|:lx I !‘iooLSear:h_-_- 2

File Edit View Favorites Tools Help
we dfr [_ Linux Ethernet-Howto l_l - v = v ;b Page v () Tools v ?

-

Next Previous Contents

m

Linux Ethernet-Howto

by Paul Gortmaker

v2.9. Aug 25, 2003

This is the Ethernet-Howto, which is a compilation of information about which ethernet devices can be used for Lino, and how to set them
up. Note that this Howto is focused on the hardware and low level driver aspect of the ethernet cards, and does not cover the software end
of things like ifconfig and route. That information is found in various other Linwe documentation.

1. Introduction

» 1.1 New Versions of this Document

» 1.2 Using the Ethernet-Howto

» 1.3 What do [ need to to get ethernet working?
» 14 HELP - It doesn't work!

» 1.5 Type of cable that vour card should support

2. Frequently Asked Questions

2.1 How do I tell Linux what driver to use?
2.2 What card should I buy for Linux?
)
)

3 Alpha Drivers -- Getting and Using them

2.4 Using More than one Ethernet Card per Machine

[# € Internet | Protected Mode: Off #100% v |]

\ A 1

200N )

s {
AN

1 :

i id _

http://tldp.org/HOWTO/Ethernet-HOWTO.html

The TLDP web
site has an
Ethernet Howto
that is
extremely
valuable when
trying to find
the correct NIC
drivers for older
NICs
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http://tldp.org/HOWTO/Ethernet-HOWTO.html

Tinux Ethemet-Howto - Windows Internet Explorer e & S S —— e - v o[ B e ]

"‘:|X|‘|Vahm!559r~:}!- o v| See Section 4 for

File Edit View Favorites Tools Help SpeCiﬁC NICS
T} b l_ Linux Ethernet-Howto l_l @ - - @ e @Eﬁgev @TQG‘B' =

-

4. Vendor/Manufacturer/Model Specific Information

4.1 3Com

4.2 Accton

4.3 Adaptec

4.4 Allied Telesyn/Telesis
4.5 AMD / Advanced Micro Devices
4.6 Ansel Communications
4.7 Apricot

4.8 Arcnet

4.9 Boca Research

4.10 Broadcom

4.11 Cabletron

4.12 Cogent

4.13 Compaq

4.14 Danpex

-
-
L ]
-
L ]
o 415 Davicom
L ]
L ]
L ]

416 D-Link

417 DFI

4.18 Digital / DEC

4.19 Farallon

4.20 Fuijitsu

4.21 Hewlett Packard
4.22 IBM / International Business Machines
4.23 ICL Ethernet Cards
4 .24 Intel Ethernet Cards
4.25 Kingston

4.26 LinkSvs

427 Microdvne

4 28 Mylex

4.29 Myson

[ € Internet | Protected Mode: Off H100% - |i
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"€ Linux Ethernet-Howto: Vendor/Manufacturer/Model Specific Information - Windows Internet Explorer — — ne— @@Iﬂ

LZ- http://tldp.org/HOWTO/Ethernet-HOWTO-4.html#ss4.5 A | "'f| X |'| Yahoo! Search » v|

File Edit View Favorites Tools Help

S - s »
e e [— Linu)(Ethernet-Howto:VendorfManufacturerfMo...l l @ = v =y v b Page v {0 Tools v

The =i=200. txt file in 2.4 kernels states that "AM79C901 HomePNA PHY is not thoroughly tested, there may be some bugs in the "on the fly" -
change of transceiver." so you may want to check that if using a newer kernel

AMD 79C965 (PCnet-32)
Status: Supported, Driver Name: pcnet32
This is the PCnet-32 -- a 32 bit bus-master version of the original LANCE chip for VL-bus and local bus systems. chip. While these chips can be =

operated with the standard 1ance. ¢ driver, a 32 bit version (penet32 . c) is also available that does not have to concern itself with any 16MB
limitations associated with the ISA bus.

AMD 79C970/970A (PCnet-PCI) \
Status: Supported, Driver Name: pcnet32

This is the PCnet-PCI -- similar to the PCnet-32, but designed for PCI bus based systems. Please see the above PCnet-32 information. This means
that you need to build a kemel with PCI BIOS support enabled. The '970A adds full duplex support along with some other features to the original '970
design.

Note that the Boca implementation of the 79C970 fails on fast Pentium machines. This is a hardware problem, as it affects DOS users as well. See the
Boca section for more details. /

AMD 79C971 (PCnet-FAST)
|| Status: Supported, Driver Name: pcnet32
This is AMD's 100Mbit chip for PCI systems, which also supports full duplex operation. It was introduced in June 1996.

AMD 79C972 (PCnet-FAST+)

| Status: Supported, Diriver Name: pcnet32

'l Done [# € Internet | Protected Mode: Off #100% - |i

» . A 1

2088 \
Y v
[

http://tldp.org/HOWTO/Ethernet-HOWTO.html

The AMD 79C970 on
the Celebrian VM
uses the pcnet32
driver
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CIS 192 VMs have Virtual NICs

Fortunately , you will not need to locate and install NIC drivers
[t for the CIS 192 VMs. The drivers are automatically selected
i | and loaded at startup.

Servers

Arwen Elrond Celebrian Legolas

ethO ethl ethO ethl ethO ethl eth0 ethl
Clients
Frodo Sauron
ethO ethO

49
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NIC Drivers

Use the Ispci —k command to see which driver was
loaded for your NIC or NICs

[root@celebrian ~]# Ispci | grep -i Ethernet
02:00.0 Ethernet controller: Intel Corporation 82545EM Gigabit Ethernet

Controller (Copper) (rev 01)
02:01.0 Ethernet controller: Intel Corporation 82545EM Gigabit Ethernet

Controller (Copper) (rev 01)
[root@celebrian ~]#

[root@celebrian ~]# |SpCi -k

< snipped >
02:00.0 Ethernet controller: Intel Corporation 82545EM Gigabit Ethernet

Controller (Copper) (rev 01)
Subsystem: VMware PRO/1000 MT Single Port Adapter

Kernel driver in use: 1000
Kernel modules: 1000
02:01.0 Ethernet controller:

Controller (Copper) (rev 01)
Subsystem: VMware PRO/1000 MT Single Port Adapter

Kernel driver in use: 1000
Kernel modules: 1000

Intel Corporation 82545EM Gigabit Ethernet

< snipped >
[root@celebrian ~]#
50



3c509.ko cxgb4
3c59x.ko dl2k.ko
8139cp. ko dnet. ko
8139too.ko dummy . ko
8390.ko el1000
8390p. ko el000e
acenic.ko el00.ko
amd8llle.ko enic
atllc epicl00.ko
atlle ethoc.ko
atlx ewrk3.ko
bd4.ko fealnx.ko
benet forcedeth. ko
bnx2.ko ifb.ko
bnx2x.ko igb
bonding igbvf

can ipg.ko
cassini.ko ixgb
chelsio ixgbe
cnic.ko ixgbevf
cxgb3 jme. ko
[rootRcelebrian ~]#

CIS 192A - Lesson 1

NIC Drivers

NIC drivers are kernel modules and are kept is a specific
directory so the kernel knows where to find them. They are
kernel object files and named with a .ko suffix.

[root@celebrian ~14 Is /lib/modules/2.6.32-71.el6.i686/kernel/drivers/net/

macvlan. ko
macvtap. ko
mdio. ko
mii.ko

mlx4

myrilOge
natsemi. ko
ne2k-pci.ko
ne. ko
netconsole. ko
netxen

niu.ko
ns83820.ko
pcmcia
pcnet32.ko
phy
ppp_async.ko
ppp_deflate.ko
ppp_generic.ko
ppp_mppe. ko
ppproe. ko

pppol2tp.ko
pPpPprox. ko
ppp_synctty.ko
gla3xxx.ko
glge
r6040.ko
r8169.ko
s2io.ko
sc92031.ko
sfc
sis190.ko
sis900.ko
skge. ko
sky2.ko
slhc.ko
slip.ko
smc-ultra.ko
smsc9420.ko
starfire.ko
sundance. ko
sungem. ko

sungem_phy.ko
sunhme. ko
tehuti. ko
tg3.ko

tlan.ko

tulip

tun. ko
typhoon. ko

usb

veth.ko
via-rhine. ko
via-velocity.ko
virtio net.ko
vmxnet3

vxge

wan

wimax

wireless
xen-netfront.ko

.~ N 1

RN | W
. o
1 L4l
N

The
el1000.ko is
in the e1000
directory

Note, in
older
distros,
these show
as .o files
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Real NICs in old gear can be more challenging

System Pod

There are a variety on NICs on the
older systems in the old CIS Lab
system pods

Intel PRO 100 NIC el00
D-Link NICs with RealTek 8129/8139 chipsets 8139too
3Com 3c905x NICs 3c59x
Lite-on Communications LNE 100TX cards with DEC chipsets  tulip
| 'M AMD 79c970 NIC (used in VMware VMs) pcnet32

Press middle button
to boot Linux
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Older Gear NIC Drivers

Some drivers that have been used with the PC's in the

[root@celebrian ~1# 1ls /lib/modules/$ (uname -r)/kernel/drivers/net

[3c59%.ko ] dummy.ko natsemi.ko
8139cp.ko el000 ne2k-pci.ko
[8139too.ko] el000e netconsole. ko
8390.ko [elOO.ko ] netxen
acenic.ko epicl00.ko ns83820.ko
amd8llle.ko fealnx.ko pcmcia

bd4.ko forcedeth.ko [pcnet32.kol
bnx2.ko ifb.ko phy

bnx2x.ko igb ppp_async.ko
bonding ixgb ppp_deflate.ko
cassini.ko ixgbe ppp_generic.ko
chelsio mii.ko pprp_ mppe.ko
cxgb3 mlx4 pppoe. ko
dl2k.ko myrilOge PPProx. ko
[root@Rcelebrian ~]#

ppp_ synctty.ko sunhme.ko

gla3xxx.ko tg3.ko

r8169.ko tlan.ko

s2io.ko tokenring
s1s190.ko | tulip |
s1s900. ko tun. ko

skge. ko typhoon. ko
sky2.ko via-rhine.ko
slhc.ko via-velocity.ko
slip.ko wireless

starfire.ko
sundance. ko
sungem. ko
sungem phy.ko

NIC Linux Driver

Intel PRO 100 NIC el100

D-Link NICs with RealTek 8129/8139 chipsets 8139too

3Com 3c905x NICs 3c59x

Lite-on Communications LNE 100TX cards with DEC chipsets tulip

AMD 79c¢970 NIC (used in VMware VMs) pcnet32 53
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Managing
Drivers

(showing, installing, removing)
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Connecting your Linux system to the Network

3. Load the driver (insmod or modprobe command)
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Commands for handling NIC drivers (kernel modules)

» To show loaded kernel modules including NIC drivers
Ismod
example: Ismod | grep pcnet32 (show NIC drivers used on VMs)

* To remove (unload) a NIC driver
rmmod driver

example: rmmod pcnet32 (removes pcnet32 VM NIC driver)
Do not specify the path or suffix (.ko) for drivers

» To insert (load) a NIC driver
insmod driver
modprobe driver

example: modprobe pcnet32 (installs pcnet32 VM NIC driver)
modprobe is more intelligent and recommended over insmod
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Driver Management
Example
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ifconfig

[ P1_Arwen on vmserverd.cisviab.net

File Wiew WM

N> &GRS

entldS Linux release 6.8 (Final)l
Kernel 2.6.32-7?1.el6.i686 on an i686

rwen login: root

Last login: Thu 3ep 8 11:16:81 on tiyl
[rootRarwen “1# ifconfig
lo Link encap:Local Loopback
inet addr:127.8.H.1 Mask:255.8.H.8
inetb addr: ::1-128 Scope:Host
UF LOOPBACK RUNNING MTU:16436 Metric:1

Rx packet=s:8 errors:B dropped:Hd overruns:H frame:H
Tx packets:H errors:B dropped:Hd overruns:H carrier:H

collisions:B txqueuelen:Hd
Rx byte=z:H (BH.8 b) TX bytes:# (B.H b)

[rootParwen ~1# _

T T

I ]

After Arwen boots up is there any network connectivity? cg
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ifconfig

[ P1_Arwen on vmserverd.cisviab.net

File Wiew WM

N> &GRS

entldS Linux release 6.8 (Final)l
Kernel 2.6.32-7?1.el6.i686 on an i686

rwen login: root

Last login: Thu 3ep 8 11:16:81 on tiyl
[rootRarwen “1# ifconfig
lo Link encap:Local Loopback
inet addr:127.8.H.1 Mask:255.8.H.8
inetb addr: ::1-128 Scope:Host
UF LOOPBACK RUNNING MTU:16436 Metric:1

Rx packet=s:8 errors:B dropped:Hd overruns:H frame:H
Tx packets:H errors:B dropped:Hd overruns:H carrier:H

collisions:B txqueuelen:Hd
Rx byte=z:H (BH.8 b) TX bytes:# (B.H b)

[rootParwen ~1# _

T T

I ]

After Arwen boots up is there any network connectivity? NO 59
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ifconfig ethO

@ P1_Arwen on vmserverd.cisviab.net

Eile WView yM

B 0> 8a @R @
[rootParwen “1# ifconfig ethH
ethd Link encap:Ethernet HWaddr BH:BC:Z29:BB:23:97
BROADCAST MULTICAST MTU:1588 Metric:1
Rx packet=s:8 errors:B dropped:H overruns:B frame:8
Tx packets:H8 errors:8 dropped:H overruns:B carrier:H

collisions:A txqueuelen:1HHA
Rx bytes:B (B.8H b) Tx bytes:B (B.H bl

[rootParwen "~ 1# _

To release cursor, press CTRL + ALT

Is the ethO interface up or down? 60
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ifconfig ethO

@ P1_Arwen on vmserverd.cisviab.net

Eile WView yM

B 0> 8a @R @
[rootParwen “1# ifconfig ethH
ethd Link encap:Ethernet HWaddr BH:BC:Z29:BB:23:97
BROADCAST MULTICAST MTU:1588 Metric:1
Rx packet=s:8 errors:B dropped:H overruns:B frame:8
Tx packets:H8 errors:8 dropped:H overruns:B carrier:H

collisions:A txqueuelen:1HHA
Rx bytes:B (B.8H b) Tx bytes:B (B.H bl

[rootParwen "~ 1# _

To release cursor, press CTRL + ALT

Is the ethO interface up or down? It’s down 61
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Ispci | grep net

@ P1_Arwen on vmserverd.cisviab.net

File View VM

0y 8@ R D
[rootRarwen “1# lspci | grep net
HZ 88 .8 Ethernet controller: Intel Corporation BZ545EM Gigabit Ethermet Controll
ey (Copper) (rev H1)
HZ 81 .8 Ethernet controller: Intel Corporation BZ545EM Gigabit Ethermet Controll
ey (Copper) (rev H1)
[rootParwen "~ 1# _

How many NICs are on Arwen?
What is the vendor and model number of the NICs? 62
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Ispci | grep net

P1_Arwen on vinserve isviab.net

File View

— i

VM
> B.lo G R @

P2t
A

TR

[rootRarwen “1# lspci |

ey (Copper) (rev H1)

HZ :81.8 Ethernet controller:

ey (Copper) (rev H1)
[rootRarwen ™ 1#

grep net
HZ 88 .8 Ethernet controller:

e

Int

e
|
1
!

Products

Embedded &
Communications

Processors
Chipsets
Development Kits

Solid-State Drives and
Caching

Storage

Ethernet Controllers
Desktop Adapters
Server Adapters

Wireless Networking

Intel Corporation 82545EM Gigabit Ethernet Controll

E (4 unread) - richsimms -

() developer.intel.com/c

IT Center

¥ s Rich's Cabrillo College CIS @ Intel® §2545EM Gigabit Et LEE

Developer Center  Partners  Technology Communities =

Change Lo

Home * Products * Networking & Communications * Ethernet * 82545EM

\nteP 82545EM Gigabit Ethernet Controller
Overview

Overview Tools & Software Where to Buy

Key Applications | Features and Benfits | Characteristics

The Intel® 82545EM Gigabit Ethernet Controller is a single, compact
component with integrated Gigabit Ethernet MAC and PHY layer
functions. Packaged in a3 21x21 mm TFBGA, the 82545EM Gigabit
Ethernet controller is footprint compatible with the Intel® 82546EB
Dual Port Gigabit Ethernet Controller (same package size, same
number and pattern of pins and similar signal layout), allowing for a
flexible, single port or dual part, multipurpose design.

The Intel 82545EM integrates Intel's fourth generation Gigabit MAC

design with fully integrated, physical-layer circuitry to provide a standard IEEE 802.3

Ethernet interface for 1000Base-T, 100Base-TX, and 10Base-T applications (802.3,

802.3u, 802.3ab). The controller is capable of transmitting and receiving data at 1000

Mb/s, 100 Mb/s, or 10 Mb/s data rates. For fiber optic applications, the Intel §2545EM's

integrated SERDES supports 1000BASE-SX and 1000Base-LX (802.3z). In addition, the

controller provides a direct Peripheral Compeonent Interconnect (PCI) 2.2 and PCI-X 1.0a

compliant bus at clock frequencies up to 133 MHz. r

The Intel 82545EM's on-board SMBus port enables enhanced manageability and system i
m

How many NICs are on Arwen? 2

What is the vendor and model nhumber of the NICs? Intel, 82545EM
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ping —c3 google.com

@ P1_Arwen on vimserverd.cisvlab.net

File View WM

B 0> 80 GRS
[rootRParwen “1# ping -c3 google.com

ping: unknown host google.com
[rootRarwen ~1# _

ping —c3 172.30.4.1

[ P1_Arwen on vmserverd.cisviab.net

File View yM

() @B G D @
[rootParwen " 1# ping -c3 172.38.4.1

onmect: Metwork i= unreachable
[rootParwen " 1# _

With no network connectivity can we ping a hostname on the Internet?

Can we ping a local IP address on the LAN?
64
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ping —c3 google.com

@ P1_Arwen on vimserverd.cisvlab.net

File View WM

B 0> 80 GRS
[rootRParwen “1# ping -c3 google.com

ping: unknown host google.com
[rootRarwen ~1# _

ping —c3 172.30.4.1

[ P1_Arwen on vmserverd.cisviab.net

File View yM

() @B G D @
[rootParwen " 1# ping -c3 172.38.4.1

onmect: Metwork i= unreachable
[rootParwen " 1# _

With no network connectivity can we ping a hostname on the Internet? No

Can we ping a local IP address on the LAN? No
65
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dhclient ethO

@ P1_Arwen on vmserverd.cisviab.net

Eile WView yM

0 &G R

[rootParwen " 1# dhclient ethHd
[rootParwen “1# ifconfig ethH
ethd Link encap:Ethernet HWaddr BH:BC:Z29:BB:23:97
inet addr:172.38.4.164 Bcast:172.30.4.255 Mask:255.255.255.48
inetb addr: fed8B::2B8c:29ff :febb:2397-64 Scope:Link
UF BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
Rx packet=s:4 errors:B dropped:H overruns:B frame:8
Tx packets:8 errors:8 dropped:H overruns:B carrier:H
collisions:A txqueuelen:1HHA
Rx byte=s:812 (B1Z2.8 b) Tx byte=s:115Z2 (1.1 KiB)

[rootParwen "~ 1# _

After requesting an IP address from a DHCP server for ethO what IP
address was assigned? Is the ethO interface up or down?

66



CIS 192A - Lesson 1 m fé l , |w
dhclient ethO

@ P1_Arwen on vmserverd.cisviab.net

Eile WView yM

0 &G R

[rootParwen T~ 1# dhclient eth@

[rootParwen “1# ifconfig ethH
ethH Tink sanrcan"Ftheanneat Hlladdr BA:BC:Z29:BB:23:97

inet addr:17Z2.38.4.164) Bcast:172.30.4.255 Mask:255.255.255.8
ineth addr: fedH:ZHc: Z29ff (febb:2397-64 Scope:Link

UF BROADCAST RUNNING MULTICAST MTU:1588 Metric:1

KX packet=:4 errors:B dropped:H overruns:B frame:8

Tx packets:8 errors:8 dropped:H overruns:B carrier:H
collisions:A txqueuelen:1HHA

Rx byte=s:812 (B1Z2.8 b) Tx byte=s:115Z2 (1.1 KiB)

[rootRarwen 7 1#

After requesting an IP address from a DHCP server for ethO what IP address

was assigned? 172.30.4.164 Is the ethO interface up or down? Up 67
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ping —c3 google.com

(=] P1_Arwen on vmserverd.cisvlab.net

File View WM

B0 SE @R @
[rootParwen "1# ping -c3 google.com

P ING google.com (74.125.224.144) 56(84) bytes of data.

bytes from nugB4sA9-in-f16.1el1BB.net (74.125.224.144): icmp_seqg=1 tt1=54 time
.28 ms

bytes from nugB4=A9-in-f16.1el1BB.net (74.125.224.144): icmp_seq=2 tt1=54 time
.93 ms

bytes from nugB4=A9-in-f16.1el1B8.net (74.125.224.144): icmp_seq=3 ttl1=54 time
.77 ms

--- google.com ping statistics -—-
3 packets transmitted, 3 received, B¥ packet loss, time ZB1Hms

rtt mincavg/max-smdev = 6.773-6.998-7.287-8.235 ms
[rootParwen ~1# _

Now that the ethO interface is up and has an IP address can we ping a
hostname on the Internet?

What did the -c3 option do on the ping command? o8
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ping —c3 google.com
(=] P1_Arwen on vmserverd.cisvlab.net

File View WM

B0 SE @R @
[rootParwen "1# ping -c3 google.com

P ING google.com (74.125.224.144) 56(84) bytes of data.

bytes from nugB4sA9-in-f16.1el1BB.net (74.125.224.144): icmp_seqg=1 tt1=54 time
.28 ms

bytes from nugB4=A9-in-f16.1el1BB.net (74.125.224.144): icmp_seq=2 tt1=54 time
.93 ms

bytes from nugB4=A9-in-f16.1el1B8.net (74.125.224.144): icmp_seq=3 ttl1=54 time
.77 ms

--- google.com ping statistics -—-
3 packets transmitted, 3 received, B¥ packet loss, time ZB1Hms

rtt mincavg/max-smdev = 6.773-6.998-7.287-8.235 ms
[rootParwen ~1# _

Now that the ethO interface is up and has an IP address can we ping a
hostname on the Internet? Yes

What did the —c3 option do on the ping command? 3 pings only °9
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Ispci =k | grep —A3 Ethernet

@ P1_Arwen on vmserverd.cisvlab.net

File Wiew M

E N> &8 @ R

[rootRParwen " 1# lspci -k | grep -A3 Ethernet
HZ:88 .8 Ethernet controller: Intel Corporation BZ2545EM Gigabit Ethernet Controll
er (Copper) (rev H1)

Subsystem: UMware PRO-1BHA MT Single Port Adapter

Kernel driver in use: eld88

Kernel modules: elHHH
HZ:81.8 Ethernet controller: Intel Corporation BZ2545EM Gigabit Ethernet Controll
er (Copper) (rev H1)

Subsystem: UMware PRO-1BHA MT Single Port Adapter

Kernel driver in use: eld88

Kernel modules: elHHH
[rootRParwen ™ 1# _

What driver is used for the Intel NICs?

What did the -A3 option do on the grep command? 20
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Ispci =k | grep —A3 Ethernet

@ P1_Arwen on vmserverd.cisvlab.net

File Wiew M

E N> &8 @ R

[rootRParwen " 1# lspci -k | grep -A3 Ethernet
HZ:88 .8 Ethernet controller: Intel Corporation BZ2545EM Gigabit Ethernet Controll
er (Copper) (rev H1)

Subsystem: UMware PROAIBBA_MT Single Port Adapter

Kernel driver in use: eld88

Kernel modules: elHHH
HZ:81.8 Ethernet controller: Intel Corporation BZ2545EM Gigabit Ethernet Controll
er (Copper) (rev H1)

Subsystem: UMware PROZ1LBBO_MT Single Port Adapter

Kernel driver in use:|elddd

Kernel modules: elHHH
[rootRParwen ™ 1# _

What driver is used for the Intel NICs? e1000
What did the —A3 option do on the grep command? prints the

matching line and the 3 lines after the matching line 71
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Ismod | grep e1000

= P1_Arwen on vmserverd.cisvlab.net

File View VM

BN &0 @ B
[rootParwen “1# lsmod | grep elBHB

=1A68A 95448 @A
[rootBarwen ~1#

Is the e1000 kernel module loaded and running?
72
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Ismod | grep e1000

= P1_Arwen on vmserverd.cisvlab.net

File View VM

BN &0 @ B
[rootParwen “1# lsmod | grep elBHB

=1A68A 95448 @A
[rootBarwen ~1#

Is the e1000 kernel module loaded and running? Yes
73
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On Arwen
rmmod e1000

On Celebrian
ping 172.30.4.164

@ P1_Arwen on vmserverd.cisviab.net

@ P1_Celebrian on vmserverd.cisviab.net

File Wiew M

I p S E @ R G

[rootParwen ~1# rmmod e1BBH
[rootParwen ~1# _

File View VM

BNy & B & [

.38,
.38,

.38,
.38,

2> &
4.164: icmp_seq=185 ttl
4.164: icmp_seq=186 ttl
4.164: icmp_seq=187 ttl
4.164: icmp_seq=188 ttl
.38.4.164: icmp_seq=189 ttl
.J8.4.164: icwmp_seq=118 tt14__ ____ _ .. __ _
.J8.4.164: icmp_seq=111 ttl1=64 time=8.477
4
4
4
4
4
4
4

.J8.4.164: icmp_seq=112 ttl=64 time=8.436
.J8.4.164: icmp_seq=113 ttl=64 time=8.427
.J8.4.164: icmp_seq=114 ttl=64 time=8.454
.38.4.164: icmp_seq=115 ttl=64 time=H8.441
.J8.4.164: icmp_seq=116 ttl=64 time=H.418
.J8.4.164: icmp_seq=117 ttl=64 time=H8.443
.J8.4.164: icmp_seq=118 ttl=64 time=8.714

L -

icmp_seqgq=168
icmp_seq=169
icmp_seq=17H
icmp_seq=172
icmp_seq=173
icmp_seq=174
icmp_seq=176
icmp_seq=177
icmp_seq=178

Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination

Host
Host
Host
Host
Host
Host
Host
Host
Host

Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable

What happened when the e1000 driver was unloaded on Arwen? 74
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On Arwen
rmmod e1000

@ P1_Arwen on vmserverd.cisviab.net

On Celebrian
ping 172.30.4.164

@ P1_Celebrian on vmserverd.cisvlab.net

File View yYM

BN 8B G R

.38.4.164:
.38.4.164:
.38.4.164:
.38.4.164:
.38.4.164:
.38.4.164:
.38.4.164:

4

4

4

4

4

4

4

Eile Vview yM

B @ 0> 8. @ B @
tt1 [rootBarwen ~1# rmmod el1BHA

i =185
1emp_seq t11JirootRarwen ~1 _

icmp_=eq=186
icmp_=seq=187
icmp_=eq=188
icmp_=seq=189
icmp_=eq=118
icmp_=seq=111
icmp_seq=112
icmp_=eq=113
icmp_=seq=114
icmp_=eq=115
icmp_=eq=116
icmp_=seq=117
icmp_=eq=118

tt1=64
tt1=64
tt1=64
tt1=64
tt1=64
tt1=64
tt1=64
tt1=64

time=A
time=A
time=A
time=A
time=A
time=A
time=A
time=A

477
.436
427
.454
.441
.418
.443
.714

.38.4.164:
.38.4.164:
.38.4.164:
.38.4.164:
.38.4.164:
.38.4.164:
.38.4.164:

L R

icmp_seq=168
icmp_seq=169
icmp_seq=17H
icmp_seq=17Z
icmp_seq=173
icmp_seq=174
icmp_seq=176
icmp_seq=177
icmp_seq=178

Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination

Host
Host
Host
Host
Host
Host
Host
Host
Host

Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable

What happened when the e1000 driver was unloaded on Arwen? Arwen

lost network connectivity and stopped responding to ping requests

75
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On Celebrian On Arwen

ping 172.30.4.164 -
P1_Arwen on vmserverd.cisviab.net
e

File View WM
m ol |
— i
b [rootParwen ~1# lsmod | grep elBBB

Ismod | grep e1000

Q8 @ e &

L I T T s

icmp_seq=215
icmp_seq=216
icmp_seq=217
icmp_seq=219
icmp_seq=228
icmp_seq=221
icmp_seq=223
icmp_seq=224
icmp_seq=225
icmp_seq=227
icmp_seq=228
icmp_seq=229
icmp_seq=2£31
icmp_seq=232
icmp_seq=233
icmp_seq=2£35
icmp_seq=236
icmp_seq=237
icmp_seq=2£39
icmp_seq=248
icmp_seq=241
icmp_seq=243
icmp_seq=244
icmp_seq=245

Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination

[rootParwen ~1# _

unreacnanile
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable

Is the e1000 driver (a kernel module) loaded on Arwen?
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On Celebrian On Arwen

ping 172.30.4.164 -
P1_Arwen on vmserverd.cisviab.net
e

File View WM
m ol |
— i
b [rootParwen ~1# lsmod | grep elBBB

Ismod | grep e1000

Q8 @ e &

L I T T s

icmp_seq=215
icmp_seq=216
icmp_seq=217
icmp_seq=219
icmp_seq=228
icmp_seq=221
icmp_seq=223
icmp_seq=224
icmp_seq=225
icmp_seq=227
icmp_seq=228
icmp_seq=229
icmp_seq=2£31
icmp_seq=232
icmp_seq=233
icmp_seq=2£35
icmp_seq=236
icmp_seq=237
icmp_seq=2£39
icmp_seq=248
icmp_seq=241
icmp_seq=243
icmp_seq=244
icmp_seq=245

Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination
Destination

[rootParwen ~1# _

unreacnanile
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable
Unreachable

Is the e1000 driver (a kernel module) loaded on Arwen? No




On Celebrian

ping 172.30.4.164

T T

@Pl_EeIehriannnvmsenrerfi.cisvlab.net on Arwen:
Ele View WM - modprobe e1000
I T I R L R R ifconfig ethO

[ s T L

.38,
.38,
.38,
.38,
.38,
.38,
.38,

icmp_=eq=344 Destination Host Unreachable H -
icmp_=eq=345 Destination Host Unreachable dhCIlent r
icmp_seq=347 Host Unreachable dhclient ethO
icmp_=eq=348 : achal.lc
icmp_seqg=349 @ P1_Arwen on vmserverd.cisvliab.net
icmp_seq=351 File View VM

icmp_=eq=352

icmp_seq=353 m 0| p @ & €] ﬁﬁ-[ﬁﬁ (&
icmp_=eq=355
icmp_=eq=356
icmp_=eq=357
icmp_=eq=359

[root@arwen “1# modprobe elHHA

[rootParwen “1# ifconfig ethh

ethH Link encap:Ethernet HWaddr BA:BC:Z29:BB:£23:97
inetbh addr: feBB::28c:29ff febb:2397-64 Scope:Link

icmp_=eq=368 ) ..
icmp_seq=361 UPF BROADCAST RUNNING MULTICAST HMTU:1588 HMetric:1

icmp_=eq=363
icmp_=eq=364
icmp_=eq
.164:
.164:
.164:
.164:
.164:
.164:
.164:

R¥ packets:47 errors:8 dropped:8 overruns:8 frame:8
TX packets:6 errors:8 dropped:B overruns:H carrier:d
collisions:A txqueuelen:1HHA

=365 RX bytes:3183 (3.8 KiB) TX bytes:468 (468.8 b)

icmp_

icmp_
icmp_
icmp_
icmp_|
icmp_=seq=371 tt1=-64 time=H.429 ms
icmp_=seq=37Z t1t1-64 time=H.449 ms

[rootRarwen ~1#f dhclient -r
[rootRarwen ~1#f dhclient ethd
[root@arwen ~1#f _

What happened here?

78
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On Celebrian

ping 172.30.4.164 On Arwen:
@Pl_EeIehriannnvmsenrerfi.cisvlab.net modpl‘Obe 31000
Ele View VM ifconfig ethO
BNy &R @R @ dhclient —r

icmp_seq=344 dhclient ethO
icmp_=eq=345

icmp_=seq=347
icmp_=eq=348
icmp_=eq=349
icmp_seq=351 B pP & &3 & 3 B @2

icmp_=eq=352

icmp_seq=353 [rootParwen " 1# modprobe elHHA

icmp_seq=355 [rootParwen "1#f ifconfig ethd

icmp_seq=356 ethB Link encap:Ethernet HWaddr BB:BC:Z29:BB:23:97
icmp_seqg=357 inett addr: feBH::Z2Hc:Z29ff :febb:2397-64 Scope:Link
icmp_seq=359 UP BROADCAST RUNNING MULTICAST HMTU:1588 HMetric:1
icmp_seq=368 R¥ packets:47 errors:B dropped:B overruns:H frame:H
icmp_seq=361 TX packets:6 errors:H@ dropped:d overruns:B carrier:Hd
icmp_seq=363 collisions:8 txqueuelen:1BHA

icmp_seq=364 Rx byte=:3183 (3.8 KiB) TX byte=:468 (468.8 b)

File WView VM

[ s T L

icmp_=eq=365

.38.4.164: icmp_{[rootBarwen :]# dhclient -r
.38.4.164: icmp_{[rootBarwen "]# dhclient ethd
.38.4.164: icmp_{{root@arwen “1# _

.J8.4.164: icmp_=eq=369 ttl=64 time=8.531
.J8.4.164: icmp_s=eq=378 ttl=64 time=8.473
.J8.4.164: icmp_=seq=371 ttl=64 time=8.429
.J8.4.164: icmp_seq=37Z ttl=64 time=8.449

What happened here? Loaded the el1000 driver, then obtained an IP
address and Arwen started to replying to ping requests again 79
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Class Activity - Managing NIC Drivers

Live Demo

Remove a driver and add it back in

80
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http://simms-teach.com/docs/cis192/cis192lab01.pdf

The Appendix at the end of Lab 01 has a
list of basic UNIX/Linux commands.

This is a good list to review if you are

feeling a little rusty since you took your
last UNIX/Linux course.

82
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> filename filename is created if it does not
exist and emptied.

Example: > output

would empty the file named output
or create it if it did not exist
already.

command > filename filename is emptied, then the
output of the command is
redirected into filename.
Example: ifconfig > output
would save the output of the
ifconfig command in a file named
output.

command >> filename Output of the command is
appended to the end of filename.
Example: route —n >> output
would append the routing table to
the end of the file named output.

83
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General Linux commands

su - To become root (superuser). The -
is very important as it provides
root’s shell environment.

sudo su - To become root on the Ubuntu VMs,

In CIS 90 you never logged in as root ... the all-powerful, super user!

84
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ssh account@hostname

ssh account@ip-address

Login to a remote Linux comﬁuter
on the network.

Example:
ssh cis192@172.30.4.153

ssh account@hostname "'command'

Run a command on a remote
system.

Example:

ssh root@172.30.4.164 'ifconfig’
would run the ifconfig command on
the remote system and show the
output of the command on the local
system.

scp pathname account@host:pathname

scp account@host:pathname pathname

Copy files from one system to
another.

Example:

scp output
simbenl192@opus.cabrillo.edu:
(above all on one line)

would copy the local file named
output to the user simben192’s
home directory on Opus.

SOl
\ )

85
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it 0

A fast way to gracefully shutdown a
VM. You must be the root user to
perform this command. Note: no
warning is given to users that the
system will be shut down.
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yum provides command

Find the package containing the
command or program to install

yum install package

Download and install the software
package. Just specify the name of
the package to get the correct
version for your distribution.
Examples:

yum install traceroute

yum install mtr

87
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Joining the
network
continued ...
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Connecting your Linux system to the Network

1. Identify the NIC in your system (vendor and model)

2. Locate a driver for your NIC
« may be already available with your distro
 may be available from NIC vendor
 may be available from chipset vendor

« may have get source and build (compile) it
3. Load the driver (insmod or modprobe command)

4. Bring up and configure the interface (ifconfig)
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est. 1859 N

Configuring a static IP address with ifconfig

Having two Ethernet adapters in your VM is the same as
having two real adapters in a real physical computer

¥irtual Machine Settings x| I ¥irtual Machine Settings (=] I

Hardware | Optians |

Hardware | Optians |

&8 Processors

vice | summar [ _I[i_evglc;:::c::d [Eiziee | summar | —'[;avti:ce stat:xsd
S Memary 512 M8 = B Memory 512 MB Zonnecte
& Hard Disk {5C5T 0:00 IV Cornect at power on 3 Hard Disk (5CS1 0:0) v Correct at power on
CD-ROM (IDE 1:0) Auto detect " :
%F\ODDY Using drive A: e GERAEEE %EE;SM (pEL0) E::gd;::tnl i~ Metwork connection
EBEthernet Cuskam ' Biidged: Connected diectly ta the physical network EBEthernet Bridged " Bridged: Connected directly to the physical network.
BB Ethermet 2 Bridged £ MAT: Used to share the host's IF addiess EBEthernet 2 Bridged ™ MAT: Used to share the hosts P address

1 &8 Processors 1

" Host-only: & private network shared with the host " Host-only: A private network shared with the host

' Custom: Specific vitual netwark % Custom: Specific vitual netwark

Whinet3 |

Add,. Eemove | Add.. Hemove |

Ok I Cancel Help

Ok Cancel Help |

Ethernet = eth0 Ethernet2 = ethl

Linux will refer to the first adapter as ethO and the second as ethl1 4
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Configuring
dynamic IP
address
(dhcp)
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Configuring dynamic IP addresses

Room 2501 closet and beyond

Snickers
= =18 10.240.1.2

172.30.1.0 /24 10 NoPar
| / b%i

1 u‘% —
Snickers is a DHCP server in the 2501 closet

« It manages a pool of addresses (172.30.1.150 to
172.30.1.199) for room 2501.

« It also manages a different pool of addresses

i (172.30.4.150 to 172.30.4.199) for CIS systems in
(VMSV:aartéohno)g(pC) the CIS Lab and VLab.
ll"g Elrond

:’ etho

Axx
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Configuring dynamic IP addresses

« To request a dynamic IP address for ethO:
dhclient ethO

» To release a dynamic IP address:
dhclient -r ethO

« To see what happened:
tail /var/log/messages

Note: Specifying ethO is not necessary for systems with a single NIC.
However, all the CentOS systems used for this course have 2 NICs making
it necessary to designate the specific interface
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Initial state — system is not connected to network

ifconfig ethO ethO interface is down

[root@legolas "1# ifconfig ethH
=thH Link encap:Ethernet HUWaddr BA:BC:29:98:77:B4

BROADCAST MULTICAST MTU:1588 Metric:1
Rx packets:H errors:H8 dropped:B overruns:H frame:H

Tx packets:H errors:HB dropped:B overruns:H carrier:H
collizion=s:A txqueuelen:1HHA
Rx bytes:B (B.B8 b) TX bytes:B (B.H b)

route -n No default gateway

[rootllegolas " 1# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref U=ze Iface
[rootllegolas ™ 1#

cat /etc/resolv.conf No DNS server configured

[rootlPlegolas T 1# cat retcrsresolv.conf
[rootPlegolas " 1# _
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Obtain IP address from DHCP server

dhclient ethO Request an IP address

[rootPlegolas " 1# dhclient ethd
[root@legolas " 1#
[rootPleqolas ™1#

tail -6 /var/log/messages Check the log to see what happened

[root@legolas " 1# tail -6 svar-logs/messages
ZB H9:27: legolas dhclient: DHCPDISCOVER on ethB to 255.255.255.255 port 6
interval 6
ZB H9:27: legolas dhclient: DHCPOFFER from 172.38.4.1
ZB H9:27: legolas dhclient: DHCPREQUEST on ethB to £55.255.255.255 port 67
ZA H9:27: legolas dhclient: DHCPACK from 1Y2.38.4.1
ZA H9:27: legolas NET[14541: rssbinsdhclient-script @ updated retcr/resolv.c

ZA BH9:27: legolas dhclient: bound to 172.38.4.158B|-- renewal in 183951 =eco

[root@legolas ™ 1#

ifconfig ethO ethO interface is up and has IP address

[root@legolas " 1# ifconfig eth@
ethH Link encapiEthernet HUWaddr HB:BC:£9:98:77 B4
inet addr|172.38.4.158] Bcast:172.38.4.255 Mask:255.255.255.8
inetb addr> 1ol ZBC L9 f (fe9B:77b4-64 Scope:Link
UP 'BROADCAST RUNNING MULTICAST MTU:1588 HMetric:1
KX packet=s:131 errors:8 dropped:8 overruns:H frame:H
TX packets:18 errors:H8 dropped:B8 overruns:B carrier:8
collisions:B txqueuelen:1BHH
RX bytes:9187 (8.9 KiB) TX bytes:Z2b688 (£.6 KiB)

[rootPlegolas " 1# _
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More than IP address is obtained

route -n Default gateway set to 172.30.4.1
[rootl@legolas " 1# route —n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface

H.H.8.H Z55.255.255 .4 u 8 H H ethAd
172.38.4.1 H.H.8.H UG 8 A B ethH

cat /etc/resolv.conf

[rootl@legolas " 1# cat retcrsresolv.conf :
: generated by s/sbinsdhclient-zcript Pr/mary DNS server set to

cearch cisvlab.net 192.168.0.8 and secondary

nameserver 192.168.8.8 DNS server set to
nameserver 180.248.1.2

[root@legolas ™ 1# 10.240.1.2

10



Release the IP address

dhclient —-r ethO
[root@legolas " 1# dhclient -r ethd

[root@leqgolas ™ 1# Release the IP address

tail -2 /var/log/messages Check the log to see what happened

[root@legolas " 1# tail -Z2 svar-slog-/messages
Jct 28 H9:29:42 legolas dhclient: DHCPRELEASE on ethB to 172.3H.1.18 port 67

Jct ZB8 H9:£9:47 legolas NETI[14841: rssbinsdhclient-script @ updated ~setc-resolv.c
onf
[rootPlegolas ~1# _

ifconfig ethO ethO interface is down

[root@legolas " 1# ifconfig ethH

ethA Link encap:Ethernet HWaddr BA:BC:29:98:77: B4
BROADCAST MULTICAST MTU:1588 Metric:1
RX packets:114 errors:8 dropped:8 overruns:H frame:8

TX packets:18 errors:H dropped:B overruns:HB carrier:H
collizions:B txqueuelen:1HHA
RX bytes:¥595 (7.4 KiB) TX bytes:1536 (1.5 KiR)

CIS 192A - Lesson m I:"‘n * ’ IW
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Release the IP address

route -n No default gateway

[rootB@legolas " 1# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
[rootl@legolas " 1#

cat /etc/resolv.conf No DNS servers
[root@legolas " 1# cat retcrresolv.conf

[root@legolas ™ 1#

12
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Class Activity
Obtain and release an IP address

Live Demo

13
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Dup IPs

The classroom 172.30.1.0/24 and CIS Lab
172.30.4.0/24 networks have a limited number
of IP addresses!

14
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Arwen on
CIS-Lab-02

Elrond on
VLab Pod 4

Duplicate IP addresses =
TROUBLE !!

Hugo is using local VMs on a CIS
Lab workstation. He configures
his Arwen VM ethO interface to
172.30.4.131 and connects it to
the Lab network.

Kate is remotely accessing Pod 4
in VLab from home. She
configures her Elrond VM ethO
interface to 172.30.4.131 and
connects it to the Lab network.

What will happen when Ben
pings 172.30.4.131 on the Lab
network?

15
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Gateway: 172.30.1.1

CIS 192A - Lesson 1

IP Address Assignments for Classroom PCs (Room 2501)

172.30.1.1-45 {reserved)

172.30.1.150-155 [DHCP pool)

DM5: 192.168.0.8 and 10.240.1.2

DHCP Pool
Station Station IP Static 1 Static 2 Start End
XX 172.30.1. 172.30.1. 172.30.1. 172.30.1. 172.30.1.
0 100 125 200 50 52
1 101 126 201 53 55
2 102 127 202 56 58
3 103 128 203 59 61
4 104 129 204 62 64
5 105 130 205 65 67
6 106 131 206 68 70
7 107 132 207 71 73
8 108 133 208 74 76
) 109 134 208 77 79
10 110 135 210 20 82
11 111 136 211 83 85
12 112 137 212 86 88
13 113 138 213 29 91
14 114 139 214 92 94
15 115 140 215 95 97
16 116 141 216 225 227
17 117 142 217 228 230
18 118 143 218 231 233
19 119 144 219 234 236
20 120 145 220 237 239
21 121 146 221 240 242
22 122 147 222 243 245
23 123 148 223 246 248
24 124 149 224 249 251

=l

AR RR

What static IP
addresses can
be used by the
student sitting
at station 10 in
the classroom?

17
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IP Address Assignments for Classroom PCs (Room 2501)
172.30.1.1-45 {reserved)

Gateway: 172.30.1.1 172.30.1.150-18% (DHCP pool)

DM5: 192.168.0.8 and 10.240.1.2

Static DHCP Pool

Station Station IP Static 1 Static 2 Start End
XX 172.30.1. 172.30.1. 172.30.1. 172.30.1. 172.30.1.
0 100 125 200 50 52
1 101 126 201 53 55
2 102 127 202 56 58
3 103 128 203 59 61
3 104 129 204 62 64 )
5 105 130 205 85 67 What static IP
6 106 131 206 68 70 addresses can
7 107 132 207 /1 713
8 108 133 208 74 76 be used by the
g 109 134 209 77 79 student sitting
10 110 135 210 80 82 . .
11 111 136 211 83 25 at Statlon 1 0 n
12 112 137 212 86 88 the classroom?
13 113 138 213 89 91
14 114 139 214 92 94
15 115 140 215 a5 97 172-30.1.135
16 116 141 216 225 227 or
17 117 142 217 228 230
18 118 143 718 731 733 172.30.1.210
19 119 144 219 234 236
20 120 145 220 737 739
21 121 146 221 240 242
22 122 147 222 243 245
23 123 148 223 246 748
24 124 149 224 249 251

18
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IP Address Assighments for Lab PCs (CIS Lab)
172.30.4.1-43 (reserved)
172.30.4.150-199 (DHCP pool)

Gateway: 172.30.4.1 DMS: 192.168.0.8 and 10.240.1.2
Static DHCP Pool
Station Station IP Static 1 Static 2 Start End
CIS-Lab- 172.30.4. 172.30.4. 172.30.4. 172.30.4. 172.30.4.

1 101 121 122 50 54
2 102 123 124 55 59
3 103 125 126 60 64
4 104 127 128 65 69 What static IP
5 105 129 130 70 74
6 106 131 132 75 79 addresses can
7 107 133 134 80 84 be used by the
) 108 135 136 85 89 .y
9 109 137 138 90 94 student sitting
10 110 139 140 95 99 at station CIS-
11 111 141 142 200 204 Lab-06 in the
12 112 143 144 205 209

Pod 1 145 146 210 214 CIS Lab?

Pod 2 147 148 215 219

Pod 3 149 245 220 224

Pod 4 246 247 225 229

Pod 5 248 249 230 234

Pod 6 250 251 235 230

Pod 7 252 253 240 244

19
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IP Address Assighments for Lab PCs (CIS Lab)
172.30.4.1-43 (reserved)
172.30.4.150-199 (DHCP pool)

Gateway: 172.30.4.1 DMS: 192.168.0.8 and 10.240.1.2
Static DHCP Pool
Station Station IP Static 1 Static 2 Start End
CIS-Lab- 172.30.4. 172.30.4. 172.30.4. 172.30.4. 172.30.4.

1 101 121 122 50 54

2 102 123 124 55 59

3 103 125 126 60 64

4 104 127 128 65 69

5 105 129 130 70 74

6 106 131 132 75 79

7 107 133 134 80 84

8 108 135 136 85 89

9 109 137 138 90 94

10 110 135 140 95 99
11 111 141 142 200 204
12 112 143 144 205 209
Pod 1 145 146 210 214
Pod 2 147 148 215 218
Pod 3 145 245 220 224
Pod 4 246 247 225 229
Pod 5 248 249 230 234
Pod 6 250 251 235 230
Pod 7 252 253 240 244

P

What static IP
addresses can
be used by the
student sitting
at station CIS-
Lab-06 in the
CIS Lab?

172.30.4.131

or
172.30.4.132

20
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IP Address Assighments for Lab PCs (CIS Lab)
172.30.4.1-43 (reserved)
172.30.4.150-199 (DHCP pool)

Gateway: 172.30.4.1 DMS: 192.168.0.8 and 10.240.1.2
Static DHCP Pool
Station Station IP Static 1 Static 2 Start End
CIS-Lab- 172.30.4. 172.30.4. 172.30.4. 172.30.4. 172.30.4.

1 101 121 122 50 54
2 102 123 124 55 59
3 103 125 126 60 64
4 104 127 128 65 69 What static IP
5 105 129 130 70 74
6 106 131 132 75 79 addresses can
7 107 133 134 80 84 be used by the
) 108 135 136 85 89 :
9 109 137 138 90 94 StUden_t using
10 110 139 140 95 99 Pod 2 in the
11 111 141 142 200 204 CIS VLab?
12 112 143 144 205 209

Pod 1 145 146 210 214

Pod 2 147 148 215 219

Pod 3 149 245 220 224

Pod 4 246 247 225 229

Pod 5 248 249 230 234

Pod 6 250 251 235 230

Pod 7 252 253 240 244

21
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IP Address Assighments for Lab PCs (CIS Lab)
172.30.4.1-43 (reserved)
172.30.4.150-199 (DHCP pool)

Gateway: 172.30.4.1 DMS: 192.168.0.8 and 10.240.1.2
Static DHCP Pool
Station Station IP Static 1 Static 2 Start End
CIS-Lab- 172.30.4. 172.30.4. 172.30.4. 172.30.4. 172.30.4.

1 101 121 122 50 54

2 102 123 124 55 59

3 103 125 126 60 64

4 104 127 128 65 69

5 105 129 130 70 74

6 106 131 132 75 79

7 107 133 134 80 84

8 108 135 136 85 89

9 109 137 138 90 94

10 110 135 140 95 99
11 111 141 142 200 204
12 112 143 144 205 209
Pod 1 145 146 210 214
Pod 2 147 148 215 218
Pod 3 145 245 220 224
Pod 4 246 247 225 229
Pod 5 248 249 230 234
Pod 6 250 251 235 230
Pod 7 252 253 240 244

P

What static IP
addresses can
be used by the
student using
Pod 2 in the
CIS VLab?

172.30.4.147

or
172.30.4.148

22



What IP addresses
should Hugo and

EEEy 172.30.4.0/24 Kate have used?

Arwen on Elrond on
CIS-Lab-02 VLab Pod 4

23
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Hugo should have
used:
172.30.4.123 or

172.30.4.124
and Kate should
have used:
lor 124 1AL or .247 172.30.4.246 or
172.30.4.247
Arwen on Elrond on
CIS-Lab-02 VLab Pod 4

24
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Configuring
static IP
address
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Configuring a static IP address with ifconfig

» To show all interfaces (and to show your IP address):
ifconfig

 To show the ethO interface:
ifconfig ethO

» To set ip address and subnet mask:
ifconfig ethx xxx.xxx.xxx.xxx netmask xxx.xxx.xxx.xxx
or ifconfig ethx xxx.xxx.xxx.xxx/nn (where nn=prefix)

 To shut down an interface:
ifconfig ethx down

« To bring up an interface:
ifconfig ethx up

Note: Configuring an IP address with ifconfig is temporary. It will last

until the system is rebooted or the network service is restarted. 26
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Configuring a static IP address with ifconfig

The ifconfig command, with no arguments, will list all “"up” interfaces

ifconfig
[rootPelrond " 1# ifconfig
lo Link encap:Local Loopback
inet addr:127.8.8.1 Mask:255.8.8.8
inetb addr: ::1-128 3cope:Host
UP LOOPBACK RUNNING MTU:16436 HMetric:1
RX packet=:8 errors:B dropped:B overruns:H frame:H
TX packet=:8 errors:H dropped:H overruns:B carrier:H
collisions:H txqueuelen:Hd
Rx byte=s:568 (56B.8 b) TX bytes:568 (568.8 b)

[rootB@elrond ™ 1# _

Network settings have been disabled on the CentOS VMs so you can
practice setting them up. When you first power them on only the
loopback “lo” interface is active.

27



CIS 192A - Lesson 1

B LB R R R W

Configuring a static IP address with ifconfig

To set an IP address and subnet mask on Station 05 in the classroom:

ifconfig eth0 172.30.4.130 netmask 255.255.255.0

MAC address

IPv4 address

[root@elrond “1#|ifconfig ethd 172.38.1.138 netmask 255.255.255.8
[root@elrond “1# ifconfig ethd

Link encap:Ethernet HWaddr HH:BC:29:68:36:87

inet addr:172.38.1.138 Bcast:172.38.1.255 Mask:255.255.255.8
inetb addr: feBB::28c:29ff :febB:3687-64 Scope:Link

ethH

UP BROADCAST RUNNING MULTICAST MHTU:158HB Metric:1

Rx packet=:H errors:H dropped:H overruns:H frame:H

Tx packet=:31 errors:H dropped:8 overruns:H carrier:H
collision=s:Hl txgueuelen:1HHH

Rx byte=s:BH (H.B b) TX bytes:??Z26 (?.5 KiB)
Interrupt:177 Base address:Hx1488

IPv6 address

Remember that 172.30.1.130 is only to be used on Station 5 in the
classroom.

If every student configures their VM with the same static IP address there
will be duplicate IP issues with the classroom network = TROUBLE

28
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Internet Protocol (TCP/IP) Properties ? La n A rea
Connection on
You can get IP settings assigned automatically if your network supports -
this capahility, Otherwise, you need to ask wour netwark administrator WI n d ows x P

for the appropriate IP settings.

General

" Obtain an IP address automatically

o Use the Following IP address: \
IF address: J172.030 . 1 130
Subnet mask: |25 255 .255 . @

Default gateway: I | .

) obtain DS server address automatically: On e Sta n da rd snan ma n y
—{% Use the Following DMS server addresses: I'mp/em en ta tionS!

Preferred DMS server: |

Alternate DNS server: |

Advanced... |
o]4 I Cancel |

fa 0/0 on Cisco 2811 router

Routerf#conf t
Enter configuration commands, one per line. End with CNTL/Z. ol Il' 'l' 9
Router (config) #int fa0/0 Clsco

Router (config-if) #{ip add 172.30.1.130 255.255.255.0 | o
Router (config-if) #

29
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est. 1959 %

Caveat: Root’s environment has /sbin in path

To show all interfaces (and to show your IP address):
ifconfig

As root, your path includes /sbin

[root@benji ~]# ifconfig
ethO Link encap:Ethernet HWaddr 00:0C:29:E6:2C:03
inet addr:192.168.0.34 Bcast:192.168.0.255 Mask:255.255.255.0

inet6 addr: fe80::20c:29ff:fee6:2c03/64 Scope:Link
<snipped>

As non-root user your path does not include /sbin

[cis192@benji ~]$ ifconfig
-bash: ifconfig: command not found

[cis192@benji ~]$ /sbin/ifconfig
ethO Link encap:Ethernet HWaddr 00:0C:29:E6:2C:03
inet addr:192.168.0.34 Bcast:192.168.0.255 Mask:255.255.255.0

inet6 addr: fe80::20c:29ff:fee6:2c03/64 Scope:Link
<snipped> 30
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Configuring
Gateway
DNS
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Configuring the gateway and DNS

« To show the routing table (including gateway)
route -n

« To set the gateway
route add default gw >0 OO XXX . XXX

« To delete the gateway
route del default gw > XX XXX XXX

32
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Configuring the gateway and DNS
To set the default gateway

route add default gw XX X0 XXX. XXX

[rootBelrond ~1# route add default gw 172.38.1.1

[rootfPelrond 7 1# rowute -n
Kernel IP routing table

Destination Gateway
172.38.1.8 H.A.8.8 £55.255.255.8 U B B

172.38.1.1 #H.8.8.8 UG A A

Genmask Flags Metric Ref Use Iface
H ethH

H ethHd

After setting a new route it's a good idea to verify it using route —n

The routing table above has two entries:
« Packets destined for 172.30.1.0/24 are sent out the ethO interface to the

connected subnet
« All other packets are sent to the default gateway at 172.30.1.1

33
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Configuring the gateway and DNS

To delete the default gateway

route del default gw x> 00 XXX XXX

rootlPelrond " 1# route del defauwult gw 172.38.1.1
rootlelrond “1# route -n
ernel IP routing table

pestination Gateway Genmask Flags Metric Ref Use Iface
72.38.1.8 H.H.8.H £55.255.255.8 U 2} 2} B ethd
rootlelrond " 1#

After changing a route it's a good idea to verify it using route -n

34
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Configuring the gateway and DNS

« To set the DNS server
edit /etc/resolv.conf and add:
Nameserver XxXxX. XXX, XXX.XXX

35
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Configuring the gateway and DNS

To set the DNS server edit /etc/resolv.conf and add:

Nameserver XXX. XXX.XXX.XXX

[root@elrond T 1# cat rsetcsresolwv.conf
cat: setcrsresolv.conf: No such file or directory
[root@elrond T 1# echo nameserver ZA7.62.187 .53 > setc/resolv.conf

[root@elrond ™ cat setcr/resolv.conf
nameserver 287 .62.187 .53
[root@elrond ™

36
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Testing Interface Settings

» Check IP address by pinging router or neighbor
PING XXX, XXX, XXX . XXX

At school, the nosmo router is at:
« 172.30.1.1 in the classroom
« 172.30.4.1 in the lab

» Check DNS by pinging hostname
ping google.com

Use Ctrl-C to stop pinging which will
go on forever if you don't.

38



CIS 192A - Lesson m I:"‘n * ’ IW

Commands for testing interfaces

Check settings by pinging the classroom router

ping 172.30.1.1

[rootl@elrond " 1# |ping 17Z2.

PING 172
64 bytes
64 bytes
64 bytes

b4 bytes

.d8.1.

from
from
from
from

1 (172.38.1.
172.38.1.1:
172.38.1.1:
172.38.1.1:
172.38.1.1:

jn.1.1

1) 56(84) bytes of data.
icmp_seq=1 ttl=64 time=5.81 m=
icmp_seq=2 tt1=64 time=1.28 m=s
icmp_seq=3 ttl=64 time=1.31 m=
icmp_seq=4 tt1=64 time=H8.956 m=s

---172.38.1.1 ping statistics ---
4 packets tranzsmitted, 4 received, Bx packet loss, time 3IHH3Im=
rtt minsavgsmaxsmdev = BH.956-/2.322-5.813-2.819 m=

[root@elrond

14

Use Ctrl-C to stop pinging which will go on forever if you don't.
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Commands for testing interfaces

Check settings by pinging the classroom router

ping 172.30.1.1

[rootPelrond T 1# ping 172.38.1.1

connect: Network iz unreachable

The interface has not been configured with an IP address or a
default route has not been set.

40
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Commands for testing interfaces

Check DNS settings by pinging hostname
ping google.com

[root@elrond " 1# (ping google.com

PING google.com (74.125.45.188) 56(84) bytes of data.

b4 bytes from yx-in-f18H.google.com (7?4.125.45.188): icmp_seq=1 tt1=235 time=48.
4 ms

64 bytes from yx-in-f188.google.com (74.125.45.188): icmp_seq=2 tt1=235 time=44.
1 m=

b4 bytes from yx-in-f18H.google.com (74.125.45.188): icmp_seq=3 tt1=235 time=44.
9 ms

64 bytes from yx-in-f188.google.com (74.125.45.188): icmp_seq=4 tt1=235 time=44.
1 m=

--- google.com ping statistics ---

4 packets transmitted., 4 received, B+ packet loss, time 388Zms
rtt minsavg-/max-mdev = 44.478.-45.685-48.464-1.676 ms
[rootPelrond “1# _

Use Ctrl-C to stop pinging which will go on forever if you don't.
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Commands for testing interfaces
Check DNS settings by pinging hostname

ping google.com

[rootPelrond " 1# ping google.com

ping: unknown host google.com

The DNS name server has not been configured

42
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Class Activity
Configuring Interface, default gateway and DNS

1. Power on Celebrian if it is not already on.

2. Configure ethO with your static IP address (based on your station number)
ifconfig eth0 172.30.1.xxx netmask 255.255.255.0

3. Check it with ifconfig ethO

4. Configure your default gateway with:
route add default gw 172.30.1.1

5. Set up your DNS with:
echo nameserver 10.240.1.2 > /etc/resolv.conf

6. Test by pinging the router 172.30.1.1, google.com and your Windows
station.
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Using IPv6 addresses in Linux

IPv6 is a layer 3 protocol designed to replace IPv4

The CentOS VMs for this course have the IPv6 module
loaded into the kernel (use Ismod | grep ipv6 to see it)

IPv6 uses 128 bits to form an IP address as opposed to 32
bits in IPv4

IPv4 IP address and mask do not need to be configured in
order to use IPv6

The loopback address for IPv6 is ::1, for IPv4 it is
127.0.0.1

To ping yourself use ping6 ::1

45
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Using IPv6 addresses in Linux — ping6

Elrond root@elrond ~1# pingb ::1

ING ::1C(::1) 56 data bytes

1 bytes from ::1: icmp_seqg=H ttl=-64 time=H.33H m=
bytes from ::1: icmp_seq=1 ttl=64 time=HB.265 ms

-- :1 ping statistics --—-
packets transmitted, € received, Bx packet loss, time 1HB1m=
it minsavgsmaxsmdev = H.Z65-8.297-8.338-8 .836 ms, pipe 2
rootlelrond “1# ping 127 .8.8.1
ING 127.8.8.1 (127.8.8.1) 56(84) bytes of data.
1 bytes from 127.8.8.1: icmp_seq=1 ttl1=649 time=B.988 ms

bytes from 127 .B.B.1: icmp_seq=2 ttl=64 time=B.HB95 ms

-- 127.8.8.1 ping statistics ---
packets transmitted, £ received, B+ packet loss, time 1BBHms
it minsavgsmax-smdev = BH.H95-8.537-8.988-8.443 ms

The first ping uses an IPv6 loopback address.
The second ping uses the traditional IPv4 loopback address.
Loopback address are used to make network connections to

local services. Packets stay local and are not sent out the NIC
to the network. 46
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Using IPv6 addresses in Linux — ping6

[root@elrond “1# pingb -1 ethB fel8B::2B8c:Z29ff :fedb:f5ce

PING fe8B::28c:29ff :fedb:f5ce(fedB: :2Bc:29ff :fedb:f5ce) from fe8B::28c:29ff :febl
:3687 ethB: 56 data bytes

b4 bytes from feBB::ZHc:Z29ff :fedb:f5ce: icmp_seqg=B ttl=64 time=2.30 m=

64 bytes from fe8B::2ZHc:29ff :fedb:foce: icmp_seqg=1 ttl=64 time=£2.14 m=

Elrond

%1
centos

ethO

--- fe8B::28c:29ff :fedb:f5ce ping statistics -—-

Z packets transmitted, 2 received, Bx packet loss, time 1HBHHm=
rtt minsavgsmaxsmdew = 2.141-2.223-2.386-8 .H95 m=s, pipe £
[rootPelrond ™ 14# _

Note: the interface must be specified on the pingé command

Link encap:Ethernet HWaddr HH:HC:Z9:4B:F5:CE

inetb addr: fe88::28c:29ff fedb:f5cer64 Scope:Link
etho UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packet=:Y13 errors:H dropped:B overrunz:H frame:H
Tx packets:685 errors:H dropped:B overruns:H carrier:8
collisions:B txgueuelen:1HHH
Rx bytes:55792Z (544.8 KiB) TX bytes:61674 (6B.Z2 KiB)
Interrupt:177 Base address:Hx148H

i

centos 5

Arwen

[rootParwen ™ 1# _
Use the ifconfig command to see what the ipV6 address is 47
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Using IPv6 addresses in Linux - ssh

Elrond [rootPelrond ~1# ssh feBB::2B8c:29ff :fedb:fS5cexethd

root@feBB: :28c:29ff :fedb:fS5cexethd’s password:
Last login: Mon Jan 25 23:38:16 ZHB18 from fe8B8::28c:29ff :febB:3687~ethh

%1
centos

[root@arwen ~1# _

ethO

Note: the interface must be specified on the ssh command

Link encap:Ethernet HWaddr HH:HC:Z9:4B:F5:CE

inetb addr: fe88::28c:29ff fedb:f5cer64 Scope:Link
etho UP BROADCAST RUNNING MULTICAST MTU:1588 Metric:1
RX packet=:Y13 errors:H dropped:B overrunz:H frame:H
Tx packets:685 errors:H dropped:B overruns:H carrier:8

Jﬁ; collisions:B txgueuelen:1HHH
RX bytes:557Y3ZZ (544.8 KiB) TX bytes:61674 (6H.Z KiB)
Interrupt:177 Base address:Hx148H

Arwen

[rootParwen ™ 1# _
Use the ifconfig command to see what the ipV6 address is 48
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Class Activity
IPv6

1. Power on Frodo and Celebrian if they are not on already using two
different VMware consoles.

2. Their ethO NICs should both be connected as bridged.
3. On Frodo, ping yourself using the loopback address with ping6 ::1
4. On Frodo, discover your IPv6 address using ifconfig

5. Position the smaller Celebrian console on top of the Frodo console so you
can see Frodo’s IPv6 address.

6. On Celebrian use ping6 -1 eth0 <insert Frodo’s IPv6 address> to ping
Frodo using IPv6.

7. On Celebrian use ssh cis192@<insert Frodo’s IPv6 address>%eth0 and
login to Frodo.

49



TR T

Lab
Assignment



ast.

1659 "%

CIS 192A - Lesson 1

(2 (148 unread) - richsim » | [] Santa Cruz Grand Jury

[M Scgrandjury.org Mail -

€ > C & O simms-teach.com/cis192Acalendarphp

[ Rich's Cabrillo College

(=] ]
=%

CIS 1924
Previous Classes

| Cabrillo College
Web Advisor
Static IPs
Quick Ref
Accessing Viab

RIP Dennis Ritchie

Rich's Cabrillo College CIS Classes
CIS 192A Calendar

CIS 192A (Fall 2011) Course Calendar

Course Home Grades

(content subject to change)

Lesson

Date

Topics

Chapter

Due

10/25

Introduction to Course, TCP/IP and Network
Access

* How this course warks

+ Equipment and resources

+ Virtualization and VMware 101 skills

+ Linux market

+ Networking overview

Standards
NICs and drivers

+ Configure network settings
» Test network connections
+ Ping and SSH with IPv6

Materials
+ Presentation slides (download)
« Apache web server example (shov)

Logins Sheet (dovmload)
Howto #303: Remote Access to the CIS VLab
(download)

+ CIS VLab ROP file (download)
« Student survey (download)

TBA Assignment '
+ Lab1 (Linux VMs)

12,14

oreom———

Enter virtual classroom
Class archives

10/31

Last day to add CIS 192A

TBA Rssignment

uiz 1

ARP and the Internet Layer

Permanent interface configuration

Red Hat and Debian/Ubuntu files

Understand how address resolution works
Manage and track the arp cache

Sniff packets on the netwark with tcpdump and
Wireshark

Understand the Internet layer (layer 3) and
how addressing works

Understand how NAT/PAT works with private
networks

Use several troubleshooting tools to diagnose
problems

aterials
Presentation siides (download)
IP address exercise (dovmload)

The Date

€« C i © simms-teach.com/docs/cis192/cis1921ab01.pdf AR SR

1

Lab 1: Using the CIS Lab Resources

The purpose of this lab is to become familiar with some of CIS Lab resources and to start
| practicing some old and new Linux commands.

Resources

The Opus server

The CIS Student Forum

CIS 192 VMs on stations CIS-Lab-01 to CIS-Lab-10 in the CIS Lab
CIS 192 VMs in the CIS ViLab

CIS 192 VMs
We will be using 7 Virtual Machines (VMs) for this course.

Frodo.
Celebrian Sauron
El

William

Legolas

In the CIS Lab, VMware Workstation is used to operate these VMs. For the remotely
accessed CIS VLab, VMware vSphere Client and ESXi are used to access duplicate VMs
running on a VMware ESXi server.

[ Opus Server
The Opus server is available to students via an SSH connection. Opus is used as 2
repository for common files and submitting lab assignments.

CIS Student Forum at
A phpBB forum, at http://opus.cabrillo.edu/ferum/viewforum.pho?e39, has been set up for use
by CIS students and instructors to collaborate, share information and help each other.

Procedure

For this lab you are going to create a file named 1ab01 in your home directory on Opus. As

you complete each step below you will record information in this lab01 file. When finished
submit your werk by copying your 12b01 file into the instructors turnin directory.

Please refer to the Logins sheet you filled out in the first class for your various user
accounts and passwords.

What is due by midnight (and
not one minute later) on that
date (Opus time)

Use the class calendar to see all assignments and due dates
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How to submit your work for grading

For each lab you will create a text file on Opus that gets submitted for grading.

To submit, copy that text file to the /home/rsimms/turnin directory on Opus

and name your file labxx.$LOGNAME (where xx = the number of the lab).

It's a good idea to verify your copy worked!

Labs must get turned in by midnight (Opus time) on the due date to get credit.

Submit as many times as you wish up till the deadline.

No points for late work. It's better to make a partial submittal before the

deadline for partial credit.
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How to submit your work for grading

Examples:

« Submit using cp command on Opus:
[simben192@opus ~]$ cp lab01l /home/rsimms/turnin/lab01.$LOGNAME
[simben192@opus ~]$%$

* Check your submittal from Opus:

[simben192@opus ~]$ Is /home/rsimms/turnin
lab01.simben192
[simben192@opus ~]$
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Some troubleshooting tips for doing labs

The "I've tried everything and it still won't work" problem

Use the forum to ask questions and to clarify things.

Review Lesson Powerpoints which usually have examples aimed at doing
the lab assignments.

Make a network diagram with all interfaces labeled. Confirm your
configuration matches the diagram.

Go back and methodically verify each step was completed. For example, if
you modified /etc/hosts then cat it out and review your changes. If you
set the default gateway, use route -n command to verify. If you
configured an IP address, use ifconfig to verify.

Google unknown error messages you observe.

Google any problems you are observing.
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Some organization tips for doing labs

Some Tips

Start early, doing labs at the last minute adds unnecessary time pressure
and there may be no available equipment to use.

It's best if you fully understand each step as you do it. Use Google or refer
back to Lesson slides to understand the commands you are using.

Keep a growing cheat sheet of commands and examples.

Partner with another student - "two heads are better than one" (at least
most of the time!)

Use the forum to share specific tips you learned while doing a lab.
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Wrap
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New commands:
dmesg
ifconfig
insmod
Ismod
Ispci
modprobe
ping
ping6
rmmod
route
scp
ssh
su

New Files and Directories:
/etc/resolv.conf
/lib/modules/2.6.18-164.e15/kernel/drivers.net

58



CIS 192A - Lesson 1 w ‘ l lw

Next Class

Assignment: Check Calendar Page on web
site to see what is due next week.

Quiz questions for next class:

« What command would you use to remove (unload) the
e1000 NIC driver?

« What command would you use to add 172.30.4.1 as the
default gateway.

« What command would you use to show the MAC address
on ethl1?
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