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Remote Access to the CIS VLab (305)

This Howto shows to remotely access the pods CIS 90 VMs in the CIS Virtual Lab (VLab).
The CIS VLab was developed to remotely provide Distance Education students with the
same resources found in the physical CIS Lab on campus. The CIS VLab provides current
CIS students with a number of Linux and Windows virtual machines (VMs) that can be
accessed remotely for doing lab assignments.

Supplies

e A reasonably fast computer running Windows
o or a Windows virtual machine on a Mac computer
o or using the CoRD: Simple RDP Remote Desktop on a Mac (download from
http://cord.sourceforge.net/)

e A reasonably fast Internet connection
Overview

Room 1403 on Aptos Campus

cislab (Win 2008)

vmserverx (VMware ESXi)

You can access the course VVMs from home or
the CTC using RDP (Remote Desktop Protocol)

Fang Mr-Eko Not-Opus Kate Hugo

Home Lab or Classroom

From home you will use a Remote Desktop Protocol (RDP) file to first connect to the
Windows 2008 server named cislab on the Aptos campus, from there you will use the
VMware vSphere Client and a vCenter server to access the VMs.


http://cord.sourceforge.net/

The following VMs available for use by CIS 90 students:

Operating System
Linux (OpenSUSE)
Linux (Linux Mint)
Linux (Ubuntu)
Linux (Debian)
Linux (CentOS)

Each VM is a fully functional computer system that can be powered up, connected to
networks, used to complete lab assignments, and then powered down. All VMs are
connected to the CIS Lab network.

To meet the needs of multiple students wanting to use VLab at the same time, the VMs
have been cloned and placed into virtual pods. Each pod has one Hugo, one Mr-Eko, one
Kate and one Not-Opus VM. The VM named Fang has a spreadsheet where students can
reserve a pod for their own use.

Step 1 - Connect to VLab using CoRD (Mac)

Mac users will need to download and install CoRD. CoRD works but VMs cannot be moved
outside of the CoRD Window as they can in native Windows. Use CoRD to connect to
cislab.cabrillo.edu and specify your credentials: cislab\username and password.

Proceed to Step 4 to continue.
Step 2 - Download the RDP file (Windows)

Go to the CIS 192 Calendar page on the course website at http://simms-teach.com/ and in
Lesson 1 locate the link for the “CIS VLab RDP File.”

CIS 90 (Fall 2012) Course Calendar
Course Home Grades

(content subject to change)

Lesson | Date Topics Chapter | Due

CIS 90
Previous Classes Class and Linux Overview
¢ Understand how this course will work
* High-level overview of computers, operating
systems and virtual machines
* Overview of UNIX/Linux market and

architecture
Cabrillo College * Learn first commands and how to navigate
Web Advisor between terminals

Use a remote Linux server
Use Linux running on a local virtual machine

Static IPs
Commands and Files

Accessing VLab Materials
¢ Presentation slides (download)

.

1.1-1.15
(Gillay)
RIP Dennis Ritchie 1 8/29 24,5,
p113-115,
p164-172
(Hahn)

Supplemental
* Howto #134: Accessing Opus (dow

¢ Howto #135: Accessing Sun-Hv
* Howto #304: Accessing VLab (dow

Assignment
¢ Student Surve
e lab1

CCC Confer
* Enter virtual classroom
* Class archives



http://simms-teach.com/

Download this file to your computer to your Desktop or some other location that you can
easily find it again.

You only need to download this RDP file once. It can be used over and over whenever you
want to connect to VLab.
Step 3 - Connect to VLab using the RDP file (Windows)

Locate the new RDP file on your Desktop and double click, or Right-Click > Connect, to start
the connection.

l >("/' Type: Remote Desktop Connection

Size: 1.37 KB
Date modified: 7/29/2012 5:26 PM

ey \\ 3

The downloaded RDP file shown on the Desktop.

peenten i)

You may see this warning:

The publizher of thi= RemoteApp program cannot be identified. Do you want
to connect to run the program anyway ?

This RemoteApp program could ham your local or remate computer. Do not connect to run this
program unless you know where this program came from or have used it before.

%é Publisher: Unknown publisher

L. Type: RemoteApp program
Path: VpxClient passthroughAuth -s veenter.cisvlab net
Name: WMware vSphere Cliant
Femote computer: ciglab.cabrillo edu

[] Dant ask me again for connections to this computer

= Details

Go ahead and Click on Connect button




When prompted for credentials, select "Use another account” and type
cislab\username in the first field. Type your password into the second
field.

cisla b\username\

Windows Security I [M

Enter your credentials
These credentials will be used to connect t cislab.cabrillo.edu.

password

cislab\—

[ ........l ,
Domain: cislab

[T] Remember my credentials

][ Cancel ]

Click OK to continue

You may get this warning:

& Remotelpp

The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. it may be unsafe to proceed.
Certficate name

@ MName in the centfficate from the remote computer:
RDserver cislab net

Certificate emors

The following emors were encountered while validating the remote
computer's certificate:

L The certficate is not from a trusted certifying authority .

Do you want to connect despite these certificate emors?

[] Dont ask me again for connections to this computer

View cerificate...

Click Yes to continue



The connection process will automatically start up the vSphere Client using your VLab
credentials:

: RemoteApp

¢ )

¥

WMware vSphere Client

Starting

I VMware vSphere Client

vmware

VMware vSphere™

Client

To directly manage a single host, enter the IF address or host name.
To manage multiple hosts, enter the IP address or name of a

viCenter Server.
IF address | Mame: Ivcenter.cislal:u.net =]
User name: ICISLAB'-.
Password: I

¥ | Uze Windows session aedentials

3 Connecting... Login | Cancel I Help

Just be patient as this can take a few seconds ...

You may get this warning:

Certificate Warnings

An untrusted SSL certificate is installed on “vmserver4.dsviab.net" and secure communication
cannot be guaranteed. Depending on your security policy, this issue might not represent a
security concern. You may need to install a trusted SSL certificate on your server to prevent this
warning from appearing.

Click Ignore to continue using the current SSL certificate.

!iewCerﬁﬁcatel l Ignore w Cancel I

I~ Install this certificate and do not display any security warnings for "vmserverd.cisvlab.net”,

Click Ignore to continue



Step 4 - Navigate the VLab CIS 90 Pods and VMs

After the connection is complete you will have successfully logged into VLab! At
this point you will be running the vSphere Client and attached to the vCenter
server:

Click the VMs and Templates icon to continue.

(%) vCenter - vSphere Client - 10fx]
Ele Edt View Ioventory Administraton Plugdns Help
G g |5} Home W i .‘3'|
Inventory =
~ (
QA B & 8 €
Search Hosts and Clusters VMs and Datastores Networking
Templates
Administration
8 = B " & W
] g Al v )
Roles Sessions Licensing System Logs vCenter Server Licensing vCenter Service
Settings Reporting Status
Manager
Management
3 @ =B & 3
Grhe dad Tacke Fuente Mane Haet Draflee Fietamizatinn |
Recent Tasks Name, Target or Status contains: = Clear *
Name | Target | Status | Details | Intistedby | vCenter Server | Requested Start Ti... = | Start Time
Ll | |
7 Tasks @ Alarms | [CISLAB'simbens0

Use the left panel in the VM and Templates view to navigate to VMs:

File Edit View Inventory Administration Plug-ns Help
w Search Inventory

ﬁ @ ‘Q Home b gf] Inventory b & vMs and Templates
[ itk Datacenters | Virtual Machines | Hosts | Tasks & Events | Alarms | Permissions | Maps

|a]

t vCenter

wCenter, vcenter.cislab.net VMware vCenter Server, 4.1.0, 258902

What is the Virtual Machines & Templates View?

This view displays all virtual machines and templates in the
inventory, arranged by datacenter. Through this view you
can organize virtual machines into folder hierarchies.

Basic Tasks

Create a datacenter

=

Recent Tasks MName, Target or Status contains: - Clear *

Mame Target Status | Details | Tnitiated by | viZenter Server | Requested Start Ti.. = | Start Time
4 | |
¥ Tasks @ Alarms | [ClSLABsimben3d

Click the small “x” as necessary to open vCenter VM folders
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Browse pods by clicking the “+” and "-
VMs:

" as to navigate the various CIS 90

vCenter - vSphere Client

File

[_[O]x]

Edit View Inventory Administraton Plugns Help

E ‘E} Hame [ g Inventory D% VMs and Templates

| ﬁ' i 5earch Inventory Q

Bl (/| vCenter| vCenter, voenter.cislab.net VMware vCenter Server, 4.1.0, 258902
= [y cIsLab ’ ; ; r
[ s a0 wms [y, Datacenters | Virtual Machines | Hosts | Tasks & Events | Alarms | Permissions | Maps
[ Poo o1
B[ Pod 02 What is the Virtual Machines & Templates View?
(3 PO2-Hugo
(s PO2-Kate This view displays all virtual machines and templates in the
(3 PO2-Mr-Exo inventory, arranged by datacenter. Through this view you
(s PO2-Not-Opus | can organize virtual machines into folder hierarchies.
[ Podo3
) Podo4
) Podos
B[] Pod 06 Basic Tasks
[ Pod 07
) Podos Create a datacenter
Pod 09
[ Pod 10
({3 Fang (Pod reservati
4 | ]«
Recent Tasks Name, Target or Status contains: + Clear %
Name | Target Status | Details | Tnitisted by | wiCenter Server | Requested Stark Ti... = | Start Time
4 | |
99 Tasks @ Alarms | [CISLABisimbens0 7

Pod 02 folder open

IMPORTANT
Don’t use any VMs without
reserving them first on Fang
(see next step)




Step 5 - Reserve VMs

VLab VMs can be used by more than one student at a time. This is great
when working as a team but can become chaotic when two or more
people are unintentionally using the same VM at the same time!

Please use the Fang VM to reserve VM's for exclusive use. Fang does not
enforce the reservations but it can be used as a collaboration tool by
students so they don’t step on each other.

Reserve a VM or a whole pod using the spreadsheet on Fang. Put your
initials into the spreadsheet cells to reserve VMs in a pod for a specific
period of time Note, only one person can do this at a time!

(%] vCenter - vSphere Client =] E3

Fle Edit View Inventory Administraton Plugins Help

a8 ‘Q Home b g Tnwentory | &) VMs and Templates

= LCEWE' T ——
B [fy csap T el
N Getting Summary : vents
[ Pod ot
2 Ped02 = . Fall-2012-Pod-Reservations-cis90.ods - LibreOtfice Calc <@fang cislab net>
s PO2-Hugo Eile Edit View Insert Format Tocls Data Window Help
B s . - :
. m 5 LA LR ] = Z A
& PO2Mr-Eko J-EBEHEIL B E RS e 4 31 [ fndTec §
@ PO2-Not-Opus
[ Foso3 =3 [Lberation Sans vl 10 v ] L = = = %] 000 00 | S¢§
5 U == == %] 000 00 | 54
@ [ Pod 04 I g 2l |E =S d) (A =% =
[ Podos
) Podos ur initia chunks max - add more time after that as long s its still available)
) Podo? heet when| POD L PODZ FoD3
£ Pod 08 ! Hugs | Fare | lirBo [Wot Opus| Fugo | Fas B [Wet Opus | Hugo | Vs | bi-Ba [Wot Opus| g
Pod 09 FERT]
1AM
pod 1o 2 AM
Fang (Pod reservations | 3 A
4 AM
5 AN
o &AM
— 7 AM
2 8 AM
3 5 AM
~ 10 AM
o~ 1AM
o 12 PM
= 1 FM )
= 2 pu [ RIS EEMN |
- 3 PM
5 1 PM
5 PM
= 6 PM
7 PM
a Pu
2 PM
10 PM
11 PM
1z AM
1AM
2 AM
3 AM
4 AM
5 AM i
- 6 AN o
145 b1\ Sheetl (Sheetz /Shesta (1< 1< >
514 SR L 1 ﬂ:‘.. Fél\-2[]12-P05-Resemalmns-:|59[] 0551 o Geias o 3 § 10 PM|

Recent Tasks Mame, Target or Status contains: = Clear %

Marme | Target Status | Details | Tnitisted by | wCenter Server Requested Start Ti... — | Start Time | Completed Tims |
9 Tasks @ Alams | [cIsLaBsimbensD 7

Rich has reserved Hugo and Kate VM from 2-3PM on 8/27/2012



Step 6 - Use the VMs

Feel free to use any VMs you have reserved. If the VM is powered off you can

power it back on again by right clicking on the name and selecting Power > Power

On.

%) vCenter - vSphere Client M=
Fie Edit View Inventory Administaton Plugdns Help

& o ‘Q Home b gf] Inventory b @) VMs and Templates

5] vCenter
= [y CI1sLab
IEL@ €IS 90 VMs
= @ Pod D1
(s [PO1-Hugo
(s POi-Kate
3 POL-Mr-Eko
(3 PO1-Not-Dpus
) Pod 0z Cornpuizr
il podo3
@ Pod 04
[ Pod 05 ﬂ
@ Pod 06

] Pod 07 cisg90's Hormz ‘

) Pod 08
) Pod 09
) Pod 10
{3 Fang (Pod reservations

@ w3) Tuejul31, 1:27 PM

JEII | —

Recent Tasks Mame, Target or Status contains: - Clear X
Mame: | Target Status | Details | Tnitiated by | wCenter Server Requested Start Ti... = | Start Time | Completed Time |
77 Tasks @ Alarms | CISLABisimben30

The Hugo VM in Pod 01

Some tips for using VMs:

e Use the username: cis90 to log into the pods VMs.
e Hold down the Ctrl and Alt keys to release the mouse from a VM.

¢ While holding down the Ctrl, Windows and Alt keys tap the space bar, then F1-F7 to

select a virtual terminal (ttyl to tty7).

Step 7 - Disconnect from VLab

To disconnect, use File > Exit or just click the upper-right “X” to close the VMware vSphere
Client. You will then be disconnected from VLab. VMs that you did not shutdown will

continue to run.
Demonstration

Watch this video to see how to access VLab:
http://www.youtube.com/watch?v=2geF2uNjuFw



http://www.youtube.com/watch?v=2geF2uNjuFw

