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Lesson Module Checklist 
• Slides  
• WB  

 
• Flash cards   
• Page numbers   
• 1st minute quiz 
• Web Calendar summary   
• Web book pages   
• Commands  

 
• Practice test uploaded  

 
• Backup slides, CCC info, handouts on flash drive  
• Check that backup room headset is charged  
• Spare 9v battery for mic 

 

1 
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Introductions and Credits 
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And thanks to: 
• John Govsky for many teaching best practices: e.g. the First 

Minute quizzes, the online forum, and the point grading 
system (http://teacherjohn.com/) 

Jim Griffin  
• Created this Linux course 
• Created Opus and the CIS VLab 
• Jim’s site: http://cabrillo.edu/~jgriffin/ 
 

Rich Simms  
• HP Alumnus 
• Started teaching this course in 2008 when Jim went 

on sabbatical 
• Rich’s site: http://simms-teach.com 
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit 

Instructor:  Rich Simms 
Dial-in: 888-450-4821  
Passcode: 761867 

Zsolt 

Cory Andrew B. Andrew C. 

Taylor 

David G. 

Joseph 

Aaron 

Tabitha 

David P. Hunter 

Will 

 Imara Edtson 

Zachary 

Rochelle 

Shawn 

Michael Lucie Juliana 

Debbie 

Marc 

Arthur 

Daniel 

Tyler 

Jessica Matt 

Dave L. Fidel 

Brian 

Marty  Ismael 

Humberto 
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[ ] Preload White Board with cis*lesson??*-WB 

 

 

[ ] Connect session to Teleconference 

 

 

[ ] Is recording on? 

 

 

[ ] Use teleconferencing, not mic 
4 

Session now connected 
to teleconference 

Should be greyed out 

Red dot means recording 
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[ ] Share Foxit, Putty, and Chrome  

[ ] Video (webcam) optional 

[ ] layout and share apps 

foxit for slides chrome 

putty 
vSphere Client 
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[ ] Video (webcam) optional 

[ ] Follow moderator  

[ ] Double-click on postages stamps 
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Universal Fix for CCC Confer: 
 
1) Shrink (500 MB) and delete Java cache 
2) Uninstall and reinstall latest Java runtime 

Control Panel (small icons) 500MB cache size General Tab > Settings… Delete these 

Google Java download 
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Quiz 

8 
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Objectives Agenda 

• Transfer project files to Windows 
and Linux systems 
 

• Prepare for final exam 
 
 
 

• No Quiz  

• Questions from last week 

• File transfer continued 

• Project Presentations 

• Practice Test #3 

 

File Transfer and Review 

9 
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Questions 

10 
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Questions? 
 
Lesson material? 
 
Labs?    Tests? 
 
How this course works? 
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Chinese 
Proverb 

他問一個問題，五分鐘是個傻子，他不問一個問題仍然是一個
傻瓜永遠。 
 

He who asks a question is a fool for five minutes; he who does not ask a question 
remains a fool forever.    

If you don't ask, you don't get.  
- Mahatma Gandhi 

Who questions much, shall learn 
much, and retain much.  

- Francis Bacon  
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Housekeeping 

12 
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Due 11:59 PM tonight: 
• Final Project submittal 
 

Due 11:59 PM next week: 
• Five forum posts 
• Extra credit labs 

 

13 
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Make sure you 
have at least five of 
these implemented 

Log in as cis90 and 
test your script so 
you don't lose any 
points 
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Spring 2014 Linux Classes 

Tell your friends 
that want to learn 
UNIX/Linux 

You have the 
prerequisites 
now for CIS 98 

If you have taken CIS 81 
then you also have the 

prerequisites for CIS 192AB 
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Next week is  
 

• Our final exam is Test #3 (30 points) 

• Time:  1:00PM - 3:50PM 

• Date:  Tuesday December 15 

• Place: Room 828 
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The final exam: 
• must be taken in Room 828 (no CCC Confer)  
• timed test (no grace extension period till 11:59PM) 
• no makeups 
• contact instructor regarding any accommodations 
• practice test available 
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• Check your progress on the Grades 
page 
 

• If you haven't already, send me a 
student survey to get your LOR secret 
code name 
 

• Graded labs & tests are placed in your  
home directories on Opus 
 

• Answers to labs, tests and quizzes are 
in the /home/cis90/answers directory 
on Opus 

 

http://simms-teach.com/cis90grades.php 
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adaldrida: 95% (430 of 450 points) 
anborn: 0% (0 of 450 points) 
aragorn: 95% (428 of 450 points) 
arwen: 79% (357 of 450 points) 
balrog: 33% (150 of 450 points) 
barliman: 0% (4 of 450 points) 
beregond: 74% (336 of 450 points) 
boromir: 5% (25 of 450 points) 
celebrian: 79% (359 of 450 points) 
dori: 32% (146 of 450 points) 
dwalin: 71% (320 of 450 points) 
elrond: 92% (415 of 450 points) 
eomer: 66% (299 of 450 points) 
faramir: 95% (429 of 450 points) 
frodo: 97% (438 of 450 points) 
gimli: 93% (419 of 450 points) 

Points that could have been earned: 
10 quizzes:  30 points 
10 labs:   300 points 
2 tests:   60 points 
3 forum quarters:  60 points 
Total:   450 points 

goldberry: 109% (494 of 450 points) 
ingold: 103% (465 of 450 points) 
ioreth: 65% (295 of 450 points) 
legolas: 72% (328 of 450 points) 
marhari: 100% (450 of 450 points) 
pallando: 101% (456 of 450 points) 
pippen: 91% (413 of 450 points) 
quickbeam: 26% (121 of 450 points) 
samwise: 84% (379 of 450 points) 
sauron: 101% (457 of 450 points) 
shadowfax: 62% (280 of 450 points) 
strider: 87% (394 of 450 points) 
theoden: 99% (446 of 450 points) 
treebeard: 88% (399 of 450 points) 
tulkas: 82% (373 of 450 points) 
ulmo: 70% (316 of 450 points) 

Current Point Tally 
As of 12/09/2013 
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CIS Lab Schedule 
http://webhawks.org/~cislab/ 

Work on assignments 
together with other 
classmates 
 
 
Get help from 
instructors and student 
lab assistants 
 
 
MESA grants requires 
logging help sessions 
with MESA funded 
student assistants 

Michael, CIS 90 alumnus just hired, is now working 
mornings, Wednesday to Friday 
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File Transfer 

20 
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File Transfer 
Downloading your Opus files to your home computer 

/ 

21 

Opus (a CentOS VM server) 

Windows Mac Linux 
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Many ways to transfer files: 
 
• Between Linux and Windows 

• Filezilla or related applications 
• Putty SCP (PSCP) 

 
• Between Linux and Linux/Mac 

• Filezilla or related applications 
• scp command 
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File Transfer 
To Windows 

 
FileZilla 



CIS 90 - Lesson 15 

Opus (a CentOS VM server) 

File Transfer 
Downloading your Opus files to your home computer 

/ 

24 Windows 

Using 



CIS 90 - Lesson 15 

File Transfer 

/ 

25 

http://filezilla-project.org 

Download and install FileZilla on your Windows PC 



CIS 90 - Lesson 15 

On Windows, connect to your Opus 
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Host: 
sftp://oslab.cishawks.net 

Opus Password 

Opus username Port: 2220 
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As 
destination 

select a  
local folder 

As source 
select your 
home 
directory 
(on Opus) 

Select destination and source directories 

Files are downloaded from the source directory to the destination directory 
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Initiate Download 

Right-click and 
select Download 
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And away it goes downloading every file and directory it finds in the 
selected Opus directory to your local Windows destination folder 

Monitor transfer progress 



CIS 90 - Lesson 15 

30 

Failed transfers can happen if you lack read permission on a file 

Failed transfers 
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File transfers 

Empty files are copied as well 

Your CIS 90 home directory files are 
now on Windows 
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File Transfer 
To Windows 

 
PSCP 

32 
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Opus (a CentOS VM server) 

File Transfer 
Downloading your Opus files to your home computer 

/ 

33 Windows 

Using PSCP 
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PSCP (Putty SCP) 
Downloading 

34 

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html 

Download the 
pscp.exe file and 
place it in your 
windows folder 
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PSCP 
PSCP syntax follows scp command syntax 

35 

pscp -P 2220 -r simben90@oslab.cishawks.net:/home/cis90/simben . 

Navigate to the local folder where you want to download your Opus 
files.  Use the pscp command with the -r option to recursively 
download all the files from your home directory to the local 
Windows folder. 

Note: empty 
files or files 
lacking read 
permission 
will not be 
copied. 

recursive 

source 
directory to 
copy 

destination is 
"here" (the 
current local 
directory) 
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PSCP 
Failed Transfers 

36 

Files lacking read permission generate an error and are not copied 

Note: empty 
files are 
ignored and 
not copied 
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PSCP 
Your CIS 90 files are now on Windows 

CIS 90 files copied from Opus to home Windows system 
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File Transfer 
Linux or Mac 

 
scp 

38 
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File Transfer 
Downloading your Opus files to your home computer 

/ 

39 

Opus (a CentOS VM server) 

Mac Linux 
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scp -P 2220 -r simben90@oslab.cishawks.net:/home/cis90/simben .    

File Transfer 
Downloading your Opus files to Pxx-Arwen (Linux Mint VM) 

Empty files are copied 
as well 

Files lacking read 
permission generate 
an error and are not 
copied 

Source 
directory on 
Opus 

Destination  
directory on 

Arwen 

Arwen 
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Now your Opus CIS 
90 files are on Arwen 

File Transfer 
Downloading your Opus files to Pxx-Arwen (Linux Mint VM) 
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File Transfer 
Downloading your Opus files to Daughter-of-Opus (CentOS) 

scp -P 2220 -r simben90@oslab.cishawks.net:. .    

Source 
directory on 
Opus 

Destination  
directory on 

Daughter-of-
Opus 

Daughter-of-Opus 
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CIS 90 files copied from Opus to home Linux system 

File Transfer 
Downloading your Opus files to Daughter-of-Opus (CentOS) 
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Archiving 
& 

Restoring 
44 
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/home $ cd /home/cis90 

/home/cis90 $ ls 

adasha   bin     chejul  fekzso  halluc  medism  pauhun  rodduk  watroc 

answers  boyand  cis     frajos  josaar  menfid  pendav  simben  wootyl 

balcor   brimar  depot   grodav  lamdav  milhom  pitmic  skizac  zamhum 

bardeb   carand  dhaima  guest   leebri  mongeo  rawjes  smimat 

beledt   caumar  error   hahtay  mahtab  norwil  roclea  tapart 

 

 

/home/cis90 $ find simben bin/ answers depot | wc -l 

568 

Use wc to count the number of files in the three directories 

45 

The bin directory has allscripts, riddles and other files used in 
class.  The answers directory has answers for each lab.  Your 
home directory has all the files you made during the course. 

Archiving 
tar command (on Opus) 
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/home/cis90 $ tar cvf simben/simben90.tar  simben/  bin/  answers/  depot/ 
bin/tally 

bin/checkgrades 

bin/riddle 

bin/check5 

< snipped > 

tar: simben/newer: Cannot open: Permission denied 

< snipped > 

tar: simben/simben90.tar: file is the archive; not dumped 

< snipped > 

depot/scrooge 

depot/smb.conf 

depot/randomjokes 

tar: Error exit delayed from previous errors 

/home/cis90 $ 

Backup all these files into a single tarball 

directories to backup Name of tarball to create create 

verbose 

46 

Archiving 
tar command (on Opus) 
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/ 

/home/cis90 $ tar tvf simben/simben90.tar | wc -l 

563 

/home/cis90 $ find bin answers depot simben | wc -l 

568 

/home/cis90 $ 

Note, some files might not have been added to the archive due to 
permission errors or it was the tarball itself. 
 
These errors were displayed when the tarball was created: 
tar: simben/simben90.tar: file is the archive; not dumped 

tar: simben/newer: Cannot open: Permission denied 

tar: answers/labx2: Cannot open: Permission denied 

tar: answers/labx1: Cannot open: Permission denied 

tar: answers/test03: Cannot open: Permission denied 

tar: Exiting with failure status due to previous errors 

Name of tarball table of 
contents 

verbose 

47 

Archiving 
tar command (on Opus) 
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cd /home/cis90 

find simben bin/ answers/ depot/ | wc -l 

 

tar cvf simben/simben90.tar simben bin/ answers/ depot/  

 

tar tvf simben/simben90.tar | wc -l 
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Archive everything in your home directory (including all sub directories) 
plus the class directories into one tarball.   
 
Change "simben" to your home directory! 

Count the files to 
be archived 

This counts the files 
that were archived 

Archiving 
tar command (on Opus) 
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Every CIS 90 student has their own Arwen system 
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/home/cis90 $ ssh cis90@P06-Arwen 

cis90@p06-arwen's password: 

Welcome to Linux Mint 15 Olivia (GNU/Linux 3.8.0-26-generic x86_64) 

 

Welcome to Linux Mint 

 * Documentation:  http://www.linuxmint.com 

Last login: Thu Dec  5 15:58:14 2013 from sun-hwa.cis.cabrillo.edu 

cis90@p06-arwen:~ > 

50 

Restoring 
tar command (extracting on home Linux computer) 

Login to your Arwen system 
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/ 

cis90@p06-arwen:~ > mkdir opus-files 

cis90@p06-arwen:~/opus-files > 

 

 

 

 

 

cis90@p06-arwen:~/opus-files > scp -P 2220 simben90@oslab.cabrillo.edu:simben90.tar . 

The authenticity of host '[oslab.cabrillo.edu]:2220 ([2607:f380:80f:f425::230]:2220)' 

can't be established. 

RSA key fingerprint is 7d:32:80:b9:52:32:c8:dc:3b:16:0e:ba:8c:fd:79:ef. 

Are you sure you want to continue connecting (yes/no)? yes 

Warning: Permanently added '[oslab.cabrillo.edu]:2220' (RSA) to the list of known 

hosts. 

simben90@oslab.cabrillo.edu's password: 

simben90.tar                                            100% 1710KB   1.7MB/s   00:00 

cis90@p06-arwen:~/opus-files > 

51 

Restoring 
tar command (extracting on home Linux computer) 

Retrieve your archive from Opus using scp command 

Make a directory to put your Opus files 
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cis90@p06-arwen:~/opus-files > ls 

simben90.tar 

 

cis90@p06-arwen:~/opus-files > tar xvf simben90.tar 

simben/ 

simben/lab05.graded 

simben/names 

simben/bigshell 

simben/.vim/ 

< snipped > 
depot/scrooge 

depot/smb.conf 

depot/randomjokes 

 

cis90@p06-arwen:~/opus-files > ls 

answers  bin  depot  simben  simben90.tar 

 

Extract the 
tarball 

52 

Restoring 
tar command (extracting on home Linux computer) 

Note the new 
directories created 
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cis90@p06-arwen:~/opus-files > cd simben/bin 

cis90@p06-arwen:~/opus-files/simben/bin > myscript 

-bash: /home/cis90/bin/myscript: No such file or directory 

[127]cis90@p06-arwen:~/opus-files/simben/bin > ./myscript 

 

    CIS, please Enter an option number from the list below: 

 

    1) What is today? 

    2) The users on p06-arwen 

    3) Warning, don't go here!! 

    4) Sort current directory 

    5) Back pat eCards 

    6) Check IP forwarding status 

 

    or enter Q to Quit 

 

    Enter Your Choice: 

/ 

53 

Restoring 
tar command (extracting on home Linux computer) 

Note we have a 
different PATH on 
this system.  The 
current "." directory 
is not on our PATH.  
To run a script that 
is not on the path 
add "./" to the front 
of the pathname of 
the script.  
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Archives 
gzip and gunzip 

54 
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Note:  gzip renames the tarball by adding the .gz suffix and 
gunzip removes the suffix 

Archiving 
gzip and gunzip commands (on Opus) 

/home/cis90/simben $ ls -l simben90.tar 

-rw-rw-r--. 1 simben90 cis90 1751040 Dec 10 07:57 simben90.tar 

 

  

 

/home/cis90/simben $ gzip simben90.tar 

/home/cis90/simben $ ls -l simben90.tar.gz 

-rw-rw-r--. 1 simben90 cis90 440895 Dec 10 07:57 simben90.tar.gz 

 

 

 

/home/cis90/simben $ gunzip simben90.tar.gz 

/home/cis90/simben $ ls -l simben90.tar 

-rw-rw-r--. 1 simben90 cis90 1751040 Dec 10 07:57 simben90.tar 

Later, uncompress the archive with gunzip 

Next, compress the archive with gzip 
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Final 
Exam 

56 
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Final Exam 
The CIS 90 Final Exam is Test #3 

/ 

57 

• The Final Exam is Dec 17 - 1:00 to 3:50PM 
 

• The final exam will be Test #3  
(worth 30 points + 3 points extra credit) 
 
 Open book, open notes, open computer. 

 
 During the test you must work alone and not ask 

or give assistance to others. 
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Final Exam 
The CIS 90 Final Exam is Test #3 

/ 

58 

 
• A Practice Test 3 is available on the web site 
 
 Advice: 

 
 Work EVERY question on the practice test and 

NOTE exactly the steps required to answer each 
question. 

 
 Use the notes you took doing the practice test on 

the final exam. 

 
 You may work with others and use the forum to 

discuss questions and answers on the practice 
test prior to the final exam. 
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Sun-Hwa ≠ Opus 
(CentOS 6.2) (Fedora 17) 
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Sun-Hwa Differences 

ssh cislab\\simben90@sun-hwa 

The login needs the domain name 
"cislab\\" added 

Use your original 
Opus password 

Sun-Hwa is a Fedora 17 Linux system 
which has joined the cislab Windows 
Active Directory domain.  
Authentication is done using Active 
Directory. 
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Sun-Hwa Differences 

The CIS 90 accounts are not in 
/etc/passwd on Sun-Hwa!  
 
Only local accounts are found 
there. 

Instead they are on the CISLAB 
domain controller on a remote 

Windows server 
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Sun-Hwa Differences 

On Sun-Hwa the LOGNAME variable does not work as a mail destination address! 

The MLOGNAME variable is set in your .bash_profile 

This 
doesn't 
work! 

This 
works! 
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Sun-Hwa Differences 

Four backslashes must be used (domain\\\\username) to send a 
classmate an email on Sun-Hwa! 
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Sun-Hwa Differences 

The . directory is not on your path 

Preface scripts you create with “./” to run them as shown in 
the example above 
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Make your 
own Opus 
at home 

65 
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Opus is a CentOS 6.2 Linux system 
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Ingredients 

To make your own Opus at home you will need to purchase the 
following to add to your home computer: 
 
• A CentOS Linux distribution … price: $0.00 

 
• Virtualization software 

• For Windows 
• VirtualBox … price: $0.00 
• or VMware Workstation … price: $0.00 (via VMware Academy) 

• For Mac 
• VirtualBox … price: $0.00 
• or VMware Fusion … price: $0.00 (via VMware Academy) 
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Shopping for the 
ingredients 
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VMware Workstation 

Provides you with an empty (No OS) virtual computer 
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VMware Workstation (Windows) or Fusion (Mac) 

Obtaining VMware Workstation 
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Oracle VirtualBox 

Provides you with an empty (No OS) virtual computer 
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virtualbox.org 

Downloading VirtualBox 
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http://iso.linuxquestions.org/ 

You will need a 
Linux Distro to 
install on your 
virtual 
Computer 
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centos.org 

Use the CentOS Distro to make 
your own Opus 
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Download an iso image of the Linux distribution 
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Download and install one of the virtualization products.  
This example will use VirtualBox.  

Click the 
New button 
to create a 

new VM. 

VirtualBox 
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Create a new VM (Virtual 
Machine) using the wizard 

Give your VM for Opus at least 1GB 
of memory and a 8GB hard drive 

VirtualBox 
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VirtualBox 

The new VM has no operating system 
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VirtualBox 

In Settings locate Storage so we can “put the CentOS CD into 
the DVD drive” by configuring the virtual IDE DVD drive with 
the ISO image downloaded earlier. 

Click the little 
CD icon to the 
left to browse 
to the CentOS 
ISO image to 
install 
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CentOS-6.3-x86_64-LiveCD.iso 

VirtualBox 

Locate the 
ISO image 
to install 
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VirtualBox 
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VirtualBox 

If you see the 
correct ISO 
image in the 
drive you can 
power on the 
VM 
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If it complains you don’t 
have a 64-bit CPU (and 
you do have 64-bit CPU) 
then enable Virtualization 
Technology in your BIOS. 
 
 
Otherwise just let it boot 
up using the live image 
which runs in memory 
and is not installed to the 
hard drive. 
 
 
To install permanently to 
the VM hard drive open 
the “Install to Hard Drive” 
icon on the desktop 

VirtualBox 
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Keep hitting the Next button to let the wizard 
install the CentOS Linux distribution 

VirtualBox 
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Yes, discard any data 

America/Los Angeles 

Write changes to disk 

Install CentOS to hard drive 
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Shutdown the system and 
before starting again 
remove the CD from the 
drive (Settings > Storage) 

VirtualBox 
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VirtualBox 
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VirtualBox 
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Voilà 

If you like doing this you will love CIS 191! 
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Project 
Presentations 

90 



CIS 90 - Lesson 15 

91 

To demo your project and earn five points: 
 
Join CCC Confer and share desktop when it is your 
turn 

 
• Remote users should dial or Skype to    

888-450-4821 and use passcode: 761867 
 

• Classroom students can use Station #5 next 
to the Polycom   

Five minutes max please! 



CIS 90 - Lesson 15 

92 

CCC Confer - Attending class online 

Ask public or private 
questions using the chat area 

Raise your hand, make gestures, 
use emoticons and indicate 
responses using these controls 
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Sharing from CCC Confer 
Click Talk so we can 
hear you from your 
computer's microphone Click overlapping rectangles to share 
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Sharing from CCC Confer 
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Sharing from CCC Confer 
Either share putty/terminal or entire desktop 
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Sharing from CCC Confer 

Click stop symbol to end sharing 
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Wrap up 

97 
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New commands: 
tar    Backup and restore files 

 
 
 
 
 
 
 
 
 
 
 
 
New Files and Directories: 

    
 

98 
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Next Class is the Final Exam 

 
 

99 
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 Backup 

100 
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File Transfer 
Downloading your Opus files to Linux or Mac using scp 

scp -P2220 -r simben90@oslab.cabrillo.edu:* .  

 
Recursive copy of remote home directory to current local directory (doesn’t copy home 

directory hidden files) 

 
scp -P2220 -r simben90@oslab.cabrillo.edu:.  .  

 
Recursive copy of remote home directory to current local directory (includes hidden files in 
home directory) 

 
scp -P2220 simben90@oslab.cabrillo.edu:simben90.tar  .  

 
Copies archive file in remote home directory to current local directory 

 
scp -P2220 -r simben90@oslab.cabrillo.edu:/home/cis90/answers  answers/  

 
Recursive copy of class answers directory to local directory named answers (which must be 
created first) 

More examples of using scp on your local Mac or Linux system: 


