CMZ& oXXeq CIS 90 - Lesson 1

est. 1959 %

Lesson Module Checklist

« Final slides published

« Flash cards

» First minute quiz

« Web calendar summary
« Web book pages

« Commands

« Howtos

« Lab tested
« Supplemental videos uploaded

« Forum created and registration tested

« Opus accounts made (with TBDs for walk-ins) and populated
« CIS 90 VMs created and configured

« Surveys and PW sheet posted

» Rosters printed
« Add codes printed

« Backup slides on flash drive
« Wireless lapel mic + 9v spares
« Key card for door



CIS 90 - Lesson 1

Instructor: Rich Simms
Dial-in: 888-886-3951

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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ccc (52) Confer Instructor CCC Confer checklist
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Instructor CCC Confer checklist
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CCC (= )Confer

Instructor CCC Confer checklist

-
{i) CCC Confer— 0 - RICH SIMMS

File Edit View [Tocrls

| Window Help

* AUDIO &

Application Sharing
Audic

Breakout Rooms
Chat

Graphing Calculator

In-5ession Invite

4 Mew Page Delete Page

Rich Simms

Moderator (You)

03

Interaction L .
Il Moderator 4 [ ] Vldeo (Webcam)
) — Polling v
ntiy)  Prone ' [ ] Make Video Follow Moderator Focus
ecorder
¥ PARTICIPA Session Plan r
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17—
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Control Panel (small icons)

Instructor CCC Confer checklist

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

General Tab > Settings...

e

€8]

» A8 ControlPanel ems »

500MB cache size

Delete these

| ] Java Control Panel =

Adjust your computer's settings

AT X )

-
Temporary Files Settings -

General | Java | Security | Advanced

about

View version information about Java Control Panel,

Network Settings

Network settings are used when making Internet connections. By defauit, Java wil |
use the network settings in your web browser. Only advanced users should modify

these settings.
Network Settings... i

Temporary Internet Files

Fies you use in Java applications are stored in a spedial folder for quick execution
later. Only advanced users should delete files or modify these settings.

<o
Location

Select the location where temporary fles are kept:
s\Rich Smms\AppData\Locallow\sunava Deploymenticache

Disk Space
Select the compression level for JAR fles: None

Set the amount of disk space for storing temparary fles:

)

Change...

Delete Files... ]

[ Restore Defaults

-
Delete Files and Applications

==

/A
f ' 5 Delete the following files?

Cached Applications and Applets
[] Installed Applications and Applets

Free Java Download

Download Java for your desktop computer now!

AR Jave Downioads

Version 7 Update 13
y0u wantto downioad

Java for another computer

or Operating System, cick

Free Java Download

hats e

Dalhae faia?

Why download Java?

Javatechnology allows y0uto wark and play in 3 Secure computing emvironment

4243 allows 10u 10 play online games, chal with peopla around the wortd, calcu
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Shell
commands .
Permissions Secure logins
Navigate
Welcome to CIS 90
Scheduling : Files and
S Introd uct_lon to directories
UNIX/Linux
Mail vi editor
Environment Run
variables programs/scripts
Filters Pipes
Student Learner Outcomes
1. Navigate and manage the UNIX/Linux file system by viewing, copying,
moving, renaming, creating, and removing files and directories.
2. Use the UNIX features of file redirection and pipelines to control the
flow of data to and from various commands.
3. With the aid of online manual pages, execute UNIX system commands 10

from either a keyboard or a shell script using correct command syntax.
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Introductions
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Introductions and Credits

Jim Griffin

* Created this Linux course

» Created Opus and the CIS VLab

« Jim’s site: http://cabrillo.edu/~jgriffin/

Rich Simms

e HP Alumnus

« Started teaching this course in 2008 when Jim went
on sabbatical

« Rich’s site: http://simms-teach.com

And thanks to:
« John Govsky for many teaching best practices: e.g. the First
Minute quizzes, the online forum, and the point grading

system (http://teacherjohn.com/) 12
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Class and Linux Overview

Objectives

. Understand how this course works * Introductions
« How this class works

« Lab resources

« What is a computer

« Software overview

« UNIX/Linux Overview
« First Commands

« Housekeeping

« SSH (secure shell)

» Navigating systems

- lab 1

 Wrap up

« Learn how to login via ssh

e Learn first UNIX/Linux commands

13
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Attending
class
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CIS 90 is available online

Tuesdays - 1:00PM to 4:05PM

o Section 84743 meets in room 828 on the Aptos Main Campus
o Section 86576 meets simutaneously online in this virtual classroom

How to attend class each week:

Option 1: Online (synchronous) - from anywhere connect
online to the "live" virtual classroom using CCC Confer.

Option 2: Traditional - drive to campus, find parking, walk to the
800 building and take a seat in the classroom.

Option 3: Online archives (asynchronous) - watch the
archived class recording online using CCC Confer at a time that
works for you.

It doesn't matter which section you enrolled in. You can use any method of
attending for any of the classes. 15
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Option 1: Online (synchronous) - from anywhere connect online to
the "live" virtual classroom using CCC Confer.

_—— N E)
ad (1 unread) x | [y MyConfer x ' /@richsimms x ' [ Blackboar: = / g&Rich's Cab = \__
[ o C' [ simms-teach.com/cis90calendar.php A =
| Rich's Cabrillo College asses
Rich's Cabrillo Coll CIS Cl
@ CIS 90 Calendar
|_
CIS 90 (Fall 2014) Calendar
Course Home Gral:les
Lesson Date Taonics | Chanter | Due |
i 15 90 -
Previous Classes Clas=landllin
+ Understand
« High-level g H
ol 1. Browse to http://simms-teach.com
l : \.’EFWE’L‘JC;: . .
| sl 2. Click the CIS 90 link
Cabrilo College
Web Advisor Materials 1 1
Commands and Files * Presentatio 3 " CIICk the Calendar Iln k
. + Login Credq - - .
e 4. Click the Enter virtual classroom link
+ Howto #14
CIS 90 Vi ab VM
Assignments Assignment
» Student Survey
RIP Dennis Ritchie ¢ labl
CCC Confer
Opus Status: UP -
Quiz 1
U Commands v 16
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Option 2: Traditional - drive to campus, find parking, walk to the
800 building and take a seat in the classroom.

-

Enjoy the ocean view from the
classroom windows!

Building 800 - Room 828

L

PR
1185
Sheriff

rs
1% Tenck

Multi
Purpose
Fiold

17

- Santa Cruz Highway 1 Watsomille —=
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Option 3: Online archives (asynchronous) - watch the archived
class recording online using CCC Confer at a time that works for you.

:

& (L unread) = | [, MyConfer x (@richsimms x ' [ Blackboar: x / g Rich's Cab x \_
[ o C' [ simms-teach.com/cis90calendar.php

Jo)
P
y

—_— | Rich's Cabrillo College CIS Classes
Spe—nteel CIS 90 Calendar

CIS 90 (Fall 2014) Calendar

Course Home Grades I Calenclarl

Lesson Date

Class and Linux O
+ Understand how
« High-level overvi

systems and virf]

I + Qverview of UNT]

+ Using SSH for rey

Previous Classes

. Browse to http://simms-teach.com
. Click the CIS 90 link
. Click the Calendar link

+ Using terminals 4

DRWNHE

Cabrillo College
. . Click the Class archives link and

+ Login Credential

i Soppementa locate the recording you want to

IS 90 Viab VM WatCh

Assignments Assignment

» Student Survey
s lab1

RIP Dennis Ritchie

CCC Confer

Opus Status: UP . i
«| Class archives

Quiz 1
U Commands - 18
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CCC Confer

19
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 Listen using your computer's speakers/headset or with your phone
using the dial-in number

« Ask questions using the chat window or just speak if dialed in with
your phone (or Skype)

Dialing in by phone (or Skype) is best because you can ask and

answer questions by speaking rather than use a chat window
20
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CCC Confer - Is your computer ready?

http://www.cccconfer.org/support/supportReadiness.aspx

[ www.cccconfer.org/support/supportReadiness.aspx

@mfer

Support Page

TECHNICAL SUPPORT QUICK REFERENCE GUIDES W reATURES . W a0s

Is Your Computer Ready?

@
@
&
&

lled on your computer; follow the pts to

Click here to verify Java is i
dovmload Java if needed.
Return to this page and click Run the Wizard: enter your name on the session
login page to connect to our test room.

Accept and run dovmloads from Blackboard Collaborate.

For assistance contact CCC Confer Client Services

Telephone: 760-744-1150 ext 1537, 1554 or 1542

Email: clientservices@cccconfer.org.

Important Information for Windows 8 Users

ACCESSIBILITY| This site is provided as a service to the administrators, staff and faculty of the California Community Colleges system.
CCC Confer is funded by an e-conferencing grant from the California Community Colleges Chancellor's Office.

PRIVACY

21
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CCC Confer - Java may be downloaded
the first time you use CCC Confer

Sy reeee

Statuz:  Instaling Java

3 Billion Devices Run Java

|
ORACLE

CCC Confer uses Java which requires a download
and installation of the Java Runtime Environment

from java.com (Oracle) 22
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CCC Confer - Attending class online

@ cecconfer-0-RHSIMMS o, o

File Edit View Tools Window Help

v AUDIO & VIDEO % .= @

CIS Linux Classes

T RS R SR R T I N N IR Al

Instructor: Rich Simms
Dial-in: 888-450-4821

‘ Show your state of mind, let

| others know you stepped away,
raise your hand, and indicate ;
responses using these controls

:l w PARTICIPANTS =

g Benji

PEOE

4 ,'ﬁi — RS 2 5\ T T ‘.‘, - Wi, 7 7 ABWYT 1 A,‘
MAIN ROOM (2) A_:‘ )9'.4'.1‘. C.)‘,‘{\, IRV LR TS ‘ / '3 o lé m;f
O Rich Simms ' 2 1 :-'
II an Moderator Z} ‘: ‘., 3 : % x -
O Beniji
L] .
y N
mY Ll
| w CHAT ~= |
- You joined the Main Room. ( 2:23 PM ) -
|

- Rich Simms joined the Main Room, { 2:24 PM ) -

| Ask and answer questions L SN

using the chat area L

rour face for 3 points extra credit

pof

/




CIS 90 - Lesson 1 2 R

CCC Confer - Attending class online

When dialed in by phone you can use:
*0 Contact the operator for assistance.

*6 Mute/unmute your individual line with a private announcement.

24
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Instructor Note:

Switch to preloaded whiteboard

25
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Class Activity

P

<O W@ What kind of computer did you use to join CCC Confer?
o, g
Llllj 6 ' Q Other

26
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Roll Call
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If you are attending class by
watching the recordings in the
archives contact the instructor at:
risimms@cabrillo.edu to provide
roll call attendance.

29
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Login
Credentials

Usernames and passwords
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If you are attending class by
watching the recordings in the
archives contact the instructor at:
risimms@cabrillo.edu to request
the slides on login credentials.

31
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Instructor Note:

Turn Recording On
Switch back to shared slides

32
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CIS 90 Fall 2014

Class meets in room 828 and online every Tuesday afternoon:
- *1:00-4:05 PM, from Sep 2"d to Dec 9th
« 15 lessons (class meetings) total
« Final exam at 1:00-3:50PM, on Thursday Dec 18, in room 828

July Lugust September
S1u Mo Tu We Th Fr Sa S1 Mo Tu We Th Fr Sa Su Mo Tu We Th Fr Sa
1 2 3 4 5 1 2 11 2] 3 4 5 &

€ 7 8 5 10 11 12 3 4 5 ¢ 7 8 5 7 81 9110 11 12 13
13 14 15 1¢é 17 18 19 10 11 !E 13 14 15 16 14 15|16|17 18 19 20
20 21 22 23 24 25 26 17 18 19 20 21 22 23 21 2223|124 25 26 27

27 28 2% 30 31 24 25 26 27 28 29 30 28 29|30
31
October November December
Su Mo Tu We Th Fr Sa 5u Mo Tu We Th Fr S5a Su Mo Tu We Th Fr Sa
1 2 3 4 1 112] 3 4 5 6

5 ©| 71 &8 5 10 11 2 3|1 4 5 & 1 8 7 85810 11 12 13
12 1314|115 16 17 18 9 1011112 13 14 15 14 15 16 l?[lﬂ]lg 20
15 2021|122 23 24 25 16 1718|115 20 21 22 21 22 23 24 25 26 27
26 27\28)29 30 31 23 24\25) 26 27 28 29 28 29 30 31
30 34
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HARLEY MAHWN
CAROLYN Z. GILLAY

Optional Textbooks:

Linux User's Guide: Using the Command Line and GNOME with Red Hat Linux 9.0
by Carolyn Z. Gillay
Franklin Beedle & Associates ISBN: 1887902988

Harley Hahn's Guide to Unix and Linux
by Harley Hahn
McGraw-Hill ISBN: 0073133612

35



CIS 90 - Lesson 1 | ,‘:': wl lw

The typical week

http://simms-teach.com

Tuesday

"First minute" quiz

Lecture on new lesson material

Class activities

Previous week lab assignments
due 11:59PM (Opus time)

Use Forum tO betaiagad S
collaborate with - ==
classmates

Wednesday
is grading day

.k Check progress
— Bl on the Grades
Eemmms Page

Check Extra Credit Page
if you need some more
points

Work Lab Assignments
in the CIS Lab or from home

36
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Contacting the instructor

Use the forum for the fastest response on technical or class
related questions.

Use email for personal matters only. If it's NOT personal I will
most likely ask you to post your question on the forum and
will answer it there instead so other students may benefit from
the answer.

Weekly office hours:

Avoid leaving a message on voice mail. Checked rarely so don’t
expect a fast response!

37
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Class Exercise (Syllabus)

Please browse to: http://simms-teach.com
, - ,

hd (4 unread) x| _,MyConfer = (i@ richsimms x ' [ Blackboar x)'.:"'; Rich's Cab' x \

[
€« C' | [ simms-teach.com/cis30home.php Qe =

Rich's Cabrillo College CIS Classes
CIS 90 Home

Click on CIS 90 L
on left pane/ CIS 90 (Fall 2014) Syllabus

\\l Introduction to UNIX/Linux
L) =)

+ Tuesdays - 1:00PM to 4:05PM

Previous Classes o Section 84743 meets in room 828 on the Aptos Main Camp!
o Section 86576 meets simutaneousty oniine in this virtual classr

+ Units: 3, prerequisites: none, recommended: CS 1L or CIS 172
+ Optional Textbooks, avaiabf

o Harley Hahn's Guide to Then C||Ck On Course

Cabrio Colege : wemonsend H t the Svllab
Web Advisor : S ! ome (0 see € y abus
) o Linux User's Guide: Usi
Commands and Fies = by Carolyn Z. Gilay
L = Franklin Beedle & Associates ISBN-13: 978-1887902984
Viab RDP file

Course Description
CIS 90 VLab VM
Assignments Provides a technical overview of the UNIX/Linux operating system, including hands-on experience
with commands, files, and tools. Topics include basic UNDX/Linux commands, files and directories, text
editing, electronic mai, pipes and filters, X Windows, shell environments and scripting. Required for

RIP Dennfs Ritchie students wishing to pursue the UNIX/Linux track leading to industry certification.
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Class Exercise (Calendar)

Please browse to: http://simms-teach.com

Click on CIS 90
on left panel

b (4 unread) - x | [ MyConfer | x ' @ richsimms | = " [3 Blackboard x / g Rich's Cabri x \

« C' [3 simms-teach.com/cis90calendarphp

2 Rich's Cabrillo College CIS Classes
. @ CIS 90 Calendar

Qv

y |

'\\* €IS 90
Previous Classes

Cabrilo College
Web Advisor
Commands and Files

f VLab RDP fie

(IS 90 Vlab VM
Assignments

RIP Dennis Ritchie

Opus Status: UP

CIS 90 (Fall 2014) Calendar

Lesson Date

Topics Chapter NQue

Class and Linux Overview

« Understand how this course wil work
» High-level overview of computers, operating
systems and virtual machines
« Overview of UNIX/Linux market and architecture
. oL

« Using termi

' Then click on Calendar to see dates

Materials

e for every class meeting, quiz, and test.

st The Due column indicates what

* Howto #14

ssomen | @SSIgNMents are due on those dates

¢ Student Sul

=11 by 11:59PM (Opus time).

CCC Confer

« Enter virtual classroom
« Class archives

Quiz 1
Commands
¢ Understand how the UNIX login operation works
« Meet John the Ripper and learn how vulnerable a
poor password is -

a_lindarctand haci~ cammand cwuntav and

39
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Course Calendar

First minute quiz

quica <
Review

Lesson # and Date " Pracice sty |

\\ « Learn about filename expansion characters What IS due

by 11:59PM

5 310 | e Presentation slides (download)

/Practice test (download) (Opus time)

/ nostnmen that date

CCC Confer

,_
=1
=4
.

« Enter virtual classroom

Lesson slides, feel  Class archies — Links to virtual

1

during class for - archived recordings

local viewing + Moving

+ Renaming

+ Removing
« Linking
\ 8.13?8.16 References to

N teriats (Gillay) €——ro
Presentation slides (download) Y

317

—— material in the
Test #1 p?125??29 textbook

+ Test (download) (Hahn)

Lab assignment

free to download & Managing Files — classroom and
]

/

Assignment
¢« Lab5s

CCC Confer links cec confer | Test
_—1 + Enter virtual classroom

to JOIn C/aSS Onl[ne s Class archives
or review archives 40

\




CIS 90 - Lesson 1 ‘ I lw

Class Exercise (Grades)

Please browse to: http://simms-teach.com

ich's Cabrillo C x

Rich's Cabrillo College CIS Classes
CIS 90 Grades

Click on CIS 90
on left panel

CIS 90 (Fall 2014) Grades

Course HDI’I’I-

Points can be earned from the following activities:

First minute quizzes - 30 points (5%)
Tests - 90 points (16%)

Forum posts - 80 points (14%)

Lab assignments - 300 points (54%)
Project - 60 points (11%)

Previous Classes

How your grade is determined:
A student can earn up to 560 total points doing the activities listed above. The course grade is based on thi number of points

Viab RDP fie

Cabrilo Colege earned.
90% or higher | 504 or higher
see the grading policy and
60% 10 69.9%| 336to 391

Comv:::x;:j;rﬂes Percentage | Total Points |Letter Grade|Pas| Th e n CI i C k O n G ra d es to
80% to 89.9%| 448 to 503
70% 10 79.9%| 392 to 447
e monitor points earned
For some flexibiity, personal preferences or famil

m(o|0|m (>

RIP Dennis Ritchie Choice of Grade or Pass/No Pass

You indicate your grading choice on the Student Survey form passed out during the first dass. You can verify your grading
Opus Status: UP choice selection on the table below. Contact the instructor by email with any questions or to request a change in grading choice.

Recommendations

The instructor may provide letters of recommendation upon request. When writing a recommendation the instructor wil include
both graded and non-graded areas of performance. Non-graded performance areas may include teamwork, helping others,
quality, planning & organization skils, communication, documentation, motivation, and the desire to go above and beyond
expectations. The forum is an excellent way to demonstrate teamwork and communication skils.

Current Progress

[
Code |Grading uizzes & Tests Forum Labs Extra
Name | Choice [q1]g2|03]q4]qs]0s]g7|os]olqio[Ti[T2]T3[F1[F2]F3[F4]L1[12]13]14]L5]L6 | L7 [ L8[ Lo[Li0] Project| Credit| Total| Grade
Max Points 3[3|3[3]3]3[3]|3][3] 3 [30/30]30[20|20]20[20|30[30|30|30]30|30]30[30[30[ 30| 60 [ 50 |s60
alatar | grade .
anharn | arada

41
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Course Grading

Rich's Cabrillo College CIS Classes
CIS 90 Grades

Monitor this page to
t.'-raCk your progress CIS 90 (Spring 2014) Grades
n the course. Course Home Calendar
Points can be earned from the following activities: .

First minute quizzes - 30 points (5%) Your grade IS based SO/e/y On the
L el number of points you earn. It offers
flexibility and gives you control.

CIS 90
Previous Classes

Forum posts - 80 points (14%)
Lab assignments - 300 points (54%)
Project - 60 points (11%6)

How your grade is determined:
A student can earn up to 560 total points doing the activities liste

bove. The course grade is based on the number of points

earned. .
Cabrio Colege Use extra credit
Percentage | Total Points |Letter Grade|Pass/No Pass L.
Your default L 90% or higher 504 or higher| A Pass to earn additional
. . . B 80% to 89.9%)| 448 to 503 B Pass .
gradlng choice will 70% to 79.9%| 392 to 447 c Pass pOInt‘S
609% to 69.9%| 336 to 391 D No pass
be a letter grade. 5350 o |t | Nop
Th I S Ca n b e For some flexibility, personal preferences or family emergencies there is an additional 90 points available of extra credit activities.
Changed to Choice of Grade or Pass/No Pass
E You indicate your grading choice on the Student Survey form passed out during the first class. You can verffy your grading
PaSS/NO PaSS by choice selection on the table below. Contact the instructor by email with any questions or to request a change in grading choice.
emai/ing a I’equeSt ecommendations ) -
tO the InStTUCtOI’. TR instructor may provide letters of recommendation upon request. When writing a recommendat Don t forget to post’ Ra Ck[ng
H H n
up points the forum is "low

H N/
Each student is hanging fruit
. Code |Grading Quizzes & Tests Forum Labs Extra
ass’gned a Secret Name Choice Q1|Q2|Q3|Q4|Q5|Q6|Q7|Q8|Q9|Q10|TL|T2(T3|F1|F2|F3|F4|L1|L2|L3|L4|L5(L6|L7 L8 |L9|L1D Project| Credit| Total| Grade
\  Max Points 313|333 |3|3]3|3]| 3 [30/30{30{20|/20(20|20|30(30|30(30|30|30|30|30|30| 30 60 90 | 560
LOR code name e
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More on Grading

CIS 90 (Spring 2014) Grades
Course Home Calendar

Points can be earned from the following activities:

First minute quizzes - 30 points (5%)
Tests - 90 points (16%)

Forum posts - 80 points (14%)

Lab assignments - 300 points (54%)
Project - 60 points (11%)

How your grade is determined:

A student can earn up to 560 total points doing the activities listed above. The course grade is based on the number of points
earned.

Percentage | Total Points |Letter Grade|Pass/No Pass
90% or higher | 504 or higher A Pass
80% to 89.9%| 448 to 503 B Pass
70% to 79.9%| 392 to 447 C Pass
60% to 69.9%| 336 to 391 D MNO pass
0% to 59.9% 0 to 335 F MO pass

For some flexibiity, personal preferences or family emergendies there is an additional(90 points avaiable of extra credit activities. J

The student can decide the grade they want and how they want to earn it 43
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More on Grading

Lab Assignments (10 labs, 30 points each)

« Due at 11:59PM (Opus time) on the date shown on the course Calendar.

- Late work is not accepted. There is no credit for any work turned in after the
deadline. If you don't complete a lab assignment, please turn in what you have,
by the due date, for partial credit.

« Students may work together and collaborate on labs but they must submit their
own work to get credit.

« Lab resources, instructors, and assistants are available in the CIS lab. In

addition the Linux Opus server and the CIS VLab may be accessed from
anywhere over the Internet.

A lab assignment due at 11:59PM will get no credit if turned in
one minute late at 12:00AM (midnight) the next day

44
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More on Grading
"First Minute"” quizzes (10 quizzes, 3 points each)

As an incentive to start class on time

« The quiz questions are shown on CCC Confer at 1:00PM sharp. Answers are
emailed to the instructor. The order of the questions will not be known until the
quiz is given! Emailed answers that are not in order will be marked as incorrect.

« The quiz questions are given out in advance and students can use the forum to
collaborate on answers prior to class.

« Quizzes are open book/notes. Students may not give or ask others for assistance
while taking a quiz.

« There are no makeup's for these quizzes and they must be turned in within the
first few minutes of class.

« Students that attend by watching the archives can do some extra credit work

instead. In the past working students have joined the class briefly at the start just
to take the quiz and then return to work.

46
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More on Grading

Tests (3 tests, 30 points each)

« A practice test will be made available a week before the actual test.

« Tests will start during the last hour of the class.

« Test 3 is the final exam.

« Tests are open notes, open book, and open computer.

« Students may not give or ask others for assistance while taking a test.

« Tests may be taken remotely online.

47

See the archived courses for an idea of what these tests are like
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More on Grading

Forum Posts (4 quarters, up to 20 points per quarter)

* The end of each term "quarter" is shown on the course calendar.

« Each post in the forum for this class is worth 4 points, up to 20 points maximum
per quarter.

* The posts for the quarter will be due at 11:59PM (Opus time) on the date shown
on the course Calendar.

« Extra posts in one quarter do not carry over to the next quarter.

* Only posts in the CIS 90 class forum will be counted.

As far as earning points, forum posts are "low hanging fruit" !!

48
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More on Grading

Extra credit (up to 90 points)

* You need to attend to a family emergency and can't turn in a lab assignment on
time ... don't worry!

* Your schedule/commute doesn't allow you to take any of the "first minute"
quizzes .... don't worry!

* You crash and burn on a test ... don't worry!

* You just don't like making forum posts ... don't worry!
There are ample extra credit opportunities which provide you with
the flexibility to get the grade you want.

There is a cap on extra credit points so plan carefully!

49
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Making the fine print large

Please remember:

1) No makeup's for missed quizzes

2) Quiz answers in the wrong order or not emailed in the first few minutes
will not be accepted

3) Late work (lab assignments) will not be accepted. For example, a lab
assignment due at 11:59PM will get no credit if turned in one minute
late at 12:00AM (midnight) the next day

Tip: if you have not completed a lab assignment, please turn in what you have
done for partial credit.

Don’t panic though -- there are ample extra credit opportunities for students
wanting or needing any extra points.

50
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Final word on Grading

« You control your grade for this course!

« Use the Grades web page to plan for the grade you wish to receive
and track your progress.

« Use the Calendar web page to see due dates for all assignments,
when forum posts are due and when tests will be given.

Percentage | Total Points |Letter Grade|Pass/No Pass
90% or higher|504 or higher A Pass At the end of the course the
80% to 89.9%| 448 to 503 B Pass instructor will use this table
70% to 79.99%| 392 to 447 C Pass on the Grades web page to
60% to 69.9%| 336 to 391 D Mo pass determine your grade
0% to 59.9% 0 to 335 F MNo pass 51
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Help
Forum

52
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Online Help Forum

« Post questions and answers

» Get clarifications on assignments

« Collaborate with classmates on
assignments, quizzes and practice tests.

« Share UNIX/Linux information and ideas

« Post class notes for classmates who miss
class

« Please don't post passwords!

As an incentive to use the forum - students can earn 4 points per
CIS 90 forum post (capped at 20 points for each posting period)

53
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Class Forum

Textbook
POSTREPLY iz | <. Search this topic... 3 poste » Page 1 of 1
Textbook

[ by Benji Simms on Thu May 15, 2008 2:57 pm

What is the textbook for this course? | want to get it ahead of time and start reading through it.

« Usernames cannot be anonymous and must be: Benji Simms
. ?;:-11:;:51_'1” May 15, 2008 2:40
« Your real first and last name separated by a o

space e.g. Rich Simms

« During activation if your username matches a
name on the roster, but is not your full first ¢
and last name it will be modified to be so. Site Admin.

Posts: 240
Joined: Thu May 15, 2008 1:44
pm

« During activation if your username does not
match a name on roster it gets deleted.

« Uploading an avatar is optional. Identifying
photos are preferred so students can get to know

Benji Simms

each other. R

Joined: Thu May 15, 2008 2:40
pm

54
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Class Activity
Forum Registration

Browse to the forum
Click on yIRegister
Review and agree to terms

Click the Forums link on To Register:
http://simms-teach.com
1.
Rich's Cabrillo College CIS Classes 2.
Home Page
3.
(orms _J 4

Computer and Information Systems

“omputer Networking and System Administration and/or

ist programs Advanced search

Qrac [@Regma] O oo

It is currently Sun Jan 17, 2010 9:43 am

Your Username must:

* be your first and last name
separated by a space
« e.g. Benji Simms

« match a name on the class
roster

Note: If you have already
registered for a previous CIS course
you don’t need to do it again.

Note: All registrations are manually approved by the instructor. If
your username is incomplete or does not match a name of the

class roster it will be modified or deleted.

55
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Class Forum

Optional, but handy is to subscribe to a forum.
After logging in:

1. Go to the class forum.

2. Click the "Subscribe forum" box at the lower left. When
subscribed you get email notifications when new posts are made.

3. To unsubscribe, click it again.

Unsubscribed

¢ Board index [#] Subscribe forum looks like this

Subscribed

¢™ Board index [X] Unsubscribe forum looke like this

56
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The CIS 90 System Playground

Configured for Configured for

Command Line Only Graphics and Command Line

p— Arya-01
—_— :
= >
i?é;_ir_ ubuntu
i?é’%-i : i— Each student gets their
iﬁir | own Arya VM for the term

fedomo

Sun-Hwa and Sun-Hwa-1I

Other UNIX/Linux servers

Arya-75
e D@fiant
IENESENESEEE ) exington
p———} Enterprise : i
T_;F_ Intrepid All the systems are virtual machines
e Freedom (VMs) running on the CIS Lab servers.
s s Excalibur They are available from on or off-campus
i E— Son-of-Opus 59
s T — Baby-Opus
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Option 1: Work on assignments online from anywhere

CIS Lab servers on\

the Aptos campus

The CIS 90 systems, e.g. Opus and
Sun-Hwa, are virtual machines hosted
on physical servers in the CIS Lab

i—- — Arya-01

Sun-Hwa and Sun-Hwa-II

Other UNIX/Linux servers

Home School Travel =
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The new CIS Lab (room 830) is
located on the second floor

Rich's Cabrillo College CIS Classes
CIS 90 Grades

==
Instructors, lab assistants and equipment o
are available CIS students. Use this link to see the
schedule and location
Great place to collaborate with classmates
and a place for study groups to meet. 61
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What is a computer?

smart ——
phone mobile
Illaptopll
desktop
.
a
blade 5
server -
Virtual
Machine
"heavy iron" supercomputer

server

"pizza box" 1U
rack server

.Q,L-A

?Raspberry Pi

Computers come in a wide variety of form factors 63
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What is a computer?

Hardware Software

Network
Ir)terface

Programs/Apps

Operating
System

At a high level all computers have the same basic hardware and software components 64
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Software

65
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Software

Users

Software: Programs/Apps

« Interface to users via graphics (GUI) or command line (CLI)
« Some programs come with the OS

« Additional programs can be purchased or downloaded

* Programs use the OS for all access hardware resources

Examples: office apps, utilities, network services, games, email, web browsers,
graphics, media players, databases, command line shells, CAD/CAM, contact
management, accounting, enterprise applications, custom software, etc.

Software: Operating System (0OS)
« Shares hardware resources

« Loads and executes programs

« Manages processes (running programs)
« Manages memory

Manages the file system
Provides input/output services
Monitors the system

Network stack services

Examples: Windows, Linux, Unix

Hardware

66
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Software Licensing

Public Domain (paid for by the taxpayer)

« Source code is available

* No license, no copyright, maybe modified and redistributed

+ Examples: USGS mapping software, NASA aerodynamics software

Open Source

« Source code is available

« Community of developers doing online collaboration
» Pragmatic redistribution licenses

+ Examples: Apache, Firefox, Android, OpenOffice

Free Software Movement

» Source code is available

* GNU (“GNU is not UNIX") General Public License, COPYLEFT
« Examples: GNU/Linux, gimp, emacs, nano, gcc, zebra

Proprietary

« Source code is not available

» Considered intellectual property

» Must be licensed to use

« Examples: Adobe Photoshop, Microsoft Windows, Mac OS X, AT&T UNIX

System V, Cisco IOS of
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Why Study
Unix/Linux?
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In 1971 Ken Thompson and
PDennis Ritchie developed
Unix at ATKT's Lell Labs

In 1971 Ken Thompson and Dennis Ritchie developed Unix at AT&T's Bell Labs

Dennis Ritchie and Kenneth Thompson: they set the style for software
development — and for software developers

Bell Laboratories 69
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Isn’t UNIX/Linux an antique
Operating System dating back to the
early 70’s that belongs in a museum?
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Heck NO I!

UNIX/Linux is widely used, constantly improved and growing fast!

Cloud infrastructure

Embedded in smartphones, tablets and many other appliances.

Internet servers - Web, DNS, DHCP, Net News, Mail, etc.

Enterprise and mission critical applications - Large databases, Enterprise
Resource Management (ERM), Customer Relationship Management (CRM),
data warehouse, manufacturing, supply chain management, etc.
Hollywood - feature animation, visual effects, rendering farms.

Number-crunching super computers for research.

Companies like Google, Amazon, Facebook, PayPal, Yahoo etc. are using it
to run their businesses on

71
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Businesses and

PayPa[w organizations that
run on Linux

WIKIPEDIA
The Free Encyclopedia

amazoncom. Google 1 d

72

http://www.comparebusinessproducts.com/fyi/50-places-linux-running-you-might-not-expect
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UNIX/Linux Family Tree

UNICS
1969

v

¥

UNIX 2
1972
UNIX3
19

UNI
1973

¥
3
¥

1
73
4
UNIX 5
1974
UNIX &
1976
|
> A
7
1979
|

v
rosoft UNIX 8
1985
1560 2 l
- v

l pE—_9 —3
UNIX 10
End: 1989

v ¥ | v
6 1989 ow
y .
s |
1987 T
|

Source: http://www.freebsdnews.net/wp-content/uploads/unix_family_history_tree_1600x1200.jpg
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1970 1980 1990 2000 2010 Time
—I"IFnuBSD 9.1|
. -
BSD family stz SOl
L..|np.-.nasn 5.3 |

—-| BSD (Berkeley Software Distribution) 4.4 ]

Bill Jay _-'I Sun0S 214 |
Darwin

Next5tep 3.3 RN
v Mac 05 X 10.8.4 |
| Xenix 05 | Appie

Microsoft/5CO GNU/Hurd K16
Richard Staliman | GNU/Linux 3.10.9
——————————————— I-|_Hinbt , Linus Tarvalds 321
Andrew 5. Tanenbaum =
Research UNIX 105 |

Bell Labs: Ken Thompson,
Dennis Ritchie, et al. » Commercial UNIX

ATET L Univel/SCO

»| Solaris 111111 |
Sun Microsystems

System 11l & V family »{He0x 0 Mia

Source: http://upload.wikimedia.org/wikipedia/commons/thumb/5/51/Unix_history.svg/705px-Unix_history.svg.png 75
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1970 1980 1990 2000 Time o
1 FreeB5SD 5.4

. —
—#= CpenBs0 3.7

— BSD (Berkeley Software Distribution)

Bill Joy —— :

— SUn0S (Stanford University) | Solaris (SLIN) 10
Daniin
-
P MextStep 32 LIFPrs
+ P flacOS X 4
—— xenix OS5
Microsoft/SCO
EMUHurd IZI.E.F
Projecte GHL
Richard Stallman GMU S Linux 26125
inie ! Linus Torvalds

>|7hf1|n|}{ P e ameRs oo 202

Andrew Tanenbaum

Unix Time-Sharing System (Bell Labs) 10
ken Thompsaon _

Dennis Ritchie (C language) HP- L i “2|
w] AL (IBM) 5
B Lniztare (UnielfSCO) 714
w R (SG) B.5

System 1l &V family

76
Source: http://3.bp.blogspot.com/_S9SvwLEXUEQ/TGxFDuv4k6Il/AAAAAAAAAYM/1QQJECWdwyU/s1600/Unix.png



//www.mike.org.cn/wp-content/f2/attachments/200906/6740791750.gif

http:

Source

CIS 90 - Lesson 1

ATET
) ) UNICS
Kleine UNIX-Geschichte 1969

gst. 1959 ™

Dargestellt sind nur die Ursprungslinien.
Die verschiedenen Einflisse sind nur bei Apple
abgebildet, da sie die Ubersichtichkeit stark UNIX 1
beeintrchtigen. 1871
ind: Hersteller, Belriebssystem-
Erscheinungsiahr. Die einzel-
nen Vrsionen sind nur bei UNIX aufgefistet, UNIX 2
1972
Detallirtere Liste unter
itp: . fevenez. comiunix!
UNIX 3
1973
UNIX 4
1973
UNIX 5
1974
UNIX &
1976

UNIX 7
1979

UNIX 8
1985

UNIX Syst. Il
1981

Venix
1985

HP-UX BLS HP-UX UNIX V Venix Siemens B80S UNIX & QUNIX QUNIX/MNeutrino
1993 heute 1983 Ende: 1993 S‘:';’“ 0 Ende: 1989 1986 Ende: 1997 1996
UNIX 10’ QUNIX RTOS
AUX nde: 1989 2001
1988
NonStop-UX UNIX V.2 AUX
Ende: 1998 1984 Ende: 1985 ?g:!

QNX
Ende: 2003

GNU
GNU/Murd

Linux Debian Suse Fed Hat Mandrake
heute 1993 1993 1994 1998

/ Ende 1968
. - ¢‘ l‘a
STt o soiarzorg o

SOLARIS
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[ — o SN p | B B o 3 “— -
/ M (2unrea: x | ggRich'sCa x | |1 Cabrillo x ¥ 4 cabrillo.. x ¥ f@Cabrillo x ¥ 5 GNU-F x}{@ UNIX Hi x\’k S unix_ a4 x
| &€ 2 C [ www.levenez.com/unix/ &l =

| Unix HiStOl'y

Below, you can see the preview of the Unix History (move on the white zone to get a bigger image):

T

This is a simplified diagram of unix history. There are numerous derivative systems not listed in this chart, maybe 10 times more!
In the recent past, many electronic companies had their own unix releases. This diagram is only the tip of an iceberg, with a
penguin on it ;-).

Oracle Solaris 11.1
october 4,2012

Android 4.1.1 Android Android Asdioid d2:1
N Jelly Bean 412 —p 42 n gl Al
july 9, 2012 0ct.9,2012  oct.29,2012 ~movemberZ/,d
Linux 3.5 Linux 3.6 Linux 3.7
july 21,2012 september 30,2012 december 10,
www.levenez.com/unix/redirect_unix_a4_pdf.html >
= == — - —— ——— — ——

78
http://www.levenez.com/unix/
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Descendants from the Unix OS developed in Bell Labs

N

= | |VE FREE OR DIE== The UNIX trademark is owned and managed by Berkeley Software Distribution
N I X The Open Group on behalf of the industry to Mini-computers and servers
signify products that are certified to conform to
e the Single UNIX Specification.
a GNU Linux
=isco A
NIX SCO UNIX : Servers, PC, smartphones,
U. O
PC servers tablets, embedded

IBM AIX
servers, mainframes and workstations Apple iOS

Smartphones and tablets

Sun Solaris

servers and workstations A .
UNIX and Unix-like operating systems

are found on all types of computers
from high end commercial mainframes,
servers, and workstations to consumer
focused Apple desktop and mobile
devices

Apple OS X
Mac computers 80

HP HP-UX
servers and workstations
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Embedded Unix in Apple Products

Apple iOS

ﬂﬂﬂﬂﬂlﬂ-ﬂ-
el z [ xjcvis]n]m Rl

return

The Apple iOS, internally known as Darwin,
like Mac OS X, runs on a Unix-like kernel
(Mach kernel + BSD components)

Sources: http://en.wikipedia.org/wiki/Darwin_(operating_system)
http://en.wikipedia.org/wiki/I0OS_(Apple)
http://code.google.com/p/mobileterminal/
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GNU/Linux

GNU is not
UNIX
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Various Linux Distributions
for PCs and Servers

OpenSUSE Red Hat Enterprise Linux Fedora

RED HAT

NTERPRISE LINUX 5

Debian CentOS Ubuntu Mandriva

& Cent0S

Note: A distribution is built by a company or Tux, the
organization. They start with the Linux kernel penguin, is

then add a custom mix of open source components. | the Linux

They may then add some of their own unique u I kernel mascot
software to differentiate their distribution. ' 83
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iso.linuxquestions.org
15 Most Popular Linux Distro Downloads

15 Most Downloaded Distribution Versions (last # F—
30 Days) 15 Most Downloaded Distributions (Ever)

BackTrack 5 R3 (194567)
Cent0S 6.3 (61005)
BackTrack 5 R2 (9363)

Puppy Linux 5.4 (8294)

Zorin 0S5 6.2 "Lite" (4588)
FreeBSD 8.3 (2119)

Slax 7.0.4 (1744)

Damn Small Linux 4.4.10 (1454)
Ubuntu 12.10 (1397)

Ubuntu 12.04.2 (734)

. Oracle Linux 6 Update 1 (498)
. KNOPPIX 7.0.4 (419)

. KNOPPIX 5.1.1 (398)

. Oracle Linux 6.3 (381)

. Wifislax 4.3 (354)

N

=

=
%]

[y
I

sy
L

T Y
LJ'I-E*LLJI\JHE:J

L

Fedora

Red Hat Enterprise Linux
Mandriva

SUSE

Ubuntu

CentOS

Damn Small Linux
Knoppix

Debian

Slackware

. PCLinuxQS%
. MEPIS

. Linux Mint
. Gentoo

. Puppy lLinux

Jan 21, 2014

There are hundreds of Linux distributions. The one thing they
have in common is they all use the Linux kernel. 84
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Embedded Linux
(just a few)

Katana Robotic Arm Asus RT-AC66U
wireless router

Tivo
Yamaha Disklavier Some TomTom Garmin Buffalo
Mark IV Android GPS models Nuvi 5000 NAS storage

Virgin America _ _ ' ‘
Personal MikroTik Routers Sony TVs Android Tablets Raspberry Pi

Entertainment

85
http://linuxgizmos.com/category/devices/
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The Open-Source Car

Surmmmary: Toyota is joining the Linux Foundation.

By Steven J. Vaughan-Nichols for Linux and Open Source
July 5, 2011 -- 10:13 GMT (03:13 POT)

W Follow {@sjvn

Besides a V& as your engine, your car is

very likely to soon be running Linux under
the hood. The Linux Foundation will be :
announcing today that Toyota is joining the ke
Foundation.

Some of vou may be wondering, "What the
heck is a car company doing joining the
Linux Foundation?" The answer is easy. As the Foundation puts it,
"& major shift is underway in the automotive industry. Car-makers
are using new technologies to deliver on consumer expectations for
the same connectivity in their cars as they've come to expect in
their homes and offices. From dashboard computing to In-Vehicle-
Infotainment (IVI), automobiles are becoming the latest wireless
devices - on wheels.”

And, what's one of the most popular systems for dashboard
computing, heads-up driving displays and IVI? It's Linux, of course.

< snipped >

http://www.zdnet.com/blog/open-source/the-open-source-car/9193

— .
1 N “ ' |W
-

Televisions

mrichsimms x  [#Class Rost: x Cabrillo Cc x/ B Sony Glob: x \J 55EX711/K = ' g Devices Al =
€ > C [3 www.sony.net/Products/Linux/TV

SONY

e ————

k=l SH

O Global

Source Code Distribution Service

Search by Model/Module

| Find ]

Search by Category |

| Japan

« Digital TV
* Network TV Box
* Media Player

« Digital TV

* Internet TV

« Internet TV Box
* Media Player

= ")
mrichsimms = [=]Class Rost: x _; Cabrillo C: x/ @ Sony Glob. x {1 55EX711/k x ' FqDevices Al x &
€ c : 1 t

ny.net/Product

O Global

Source Code Distribution Service

ModelModule - KDL-B0NXB00/KDL-52NX800/KDL-46NX700/KDL-40NX700/KDL-55HX701/KDL-46HX701/KDL-
40HX701/KDL-B0EX703/KDL-52EX703/KDL-46EXT703/KDL40EX703/KDL-60EX701/KDL-52EXT01/KDL-46EX701/KDL-
B0EX700/KDL-52EX700/KDL-46EX700/KDL-40EX700/KDL-32EX700/KDL-32EX308/KDL-22EX308/KDL-46NX800/KDL
[40EX40B/KDL-32EX40B/KDL-B0NX801/KDL-52NX807/KDL-52EX707/KDL-46EX707/KDL-40EX707/KDL-32EX707/KDL-
[46EXB07/KDL-40EX607/KDL-32EX607/KDL-40EX507/KDL-32EX507/KDL-40EX407/KDL-32EX407/XBR-60L X900/XBR-
521 X900/XBR-52HX909/XBR-46HX909/KDL-55HXB800/KDL-46HX800/KDL-40HX800/KDL-46NX807/KDL-46EX507/XBR-
461.X900/XBR-40LX300/KDL-60NXB10/KDL-55NX810/KDL-46NX7 10/KDL-40NX7 10/KDL-5SEX710/KDLAGEX7 10/KDL.
[40EX710/KDL-32EX7 10/KDL-46NX810/KDL-5SEX7 1/KDL 46EX7 13/KDL-40EX7 13/KDL-46NX7 1 1/KDL-40NX711/KDL
SSNXB11/KDL-B0NX817/KDL-55NX817/KDL-46NX717/KDL-40NX7 17/KDL-55EX717/KDL-46EXT17/KDL-40EX717/KDL-
32EX717/KDL-S5EXT11/KDL-46EXT11

By downloading these source code you agree to this notes. Please read it before downloading

Package:

= cairo-1861gz
= directtb_modules zip

http://www.sony.net/Products/Linux/common/search.html 86



o Co\Xeg CIS 90 - Lesson 1 L N l ’ Iw

Unix/Linux
Architecture
simplified



CIS 90 - Lesson 1 £y N ' I lw

UNIX/Linux Architecture
Simplified View - Four Major Components

TN N A

Shell

(a program)

System Commands Applications
Software — (programs) (programs)

Kernel

(low level operating system functions)

—

Hardware

88
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UNIX/Linux Architecture
The Shell

Allows users to interact with the computer

Called a “shell” because it hides the
underlying operating system.

Shell Prompts user for a command, parses the
command, then locates the command (a

program or script) and runs it.

System

Commands Applications

Many shell programs are available:
sh (Bourne shell), bash ("Born/Bourne"
again shell), csh (C shell), ksh (Korn shell).

The shell is a user interface and a
programming language (scripts).

GNOME and KDE desktops could be called
| o =@ graphical shells.

Kernel

89
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UNIX/Linux Architecture

The Shell

@ rsimms@opus:~ . W - E@g

[rsimmsBopus ~]% hostname
opus.cabrillo.edu
[rsimms@opus ~]15 [

Shell

System — \lL @
Commands Applications _
__ 1 o - =npen X

@ rsimms@opus:~
[rsimms@opus ~]% for i in Larry Moe Curly

> do

> echo "Hello 517
Kernel >  sleep 1

> done

Hello Larry

Hello Moe

Hello Curly
[rsimmsBopus ~]5 I

L pgeipy

4 [

The shell is a user interface and a programming language
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UNIX/Linux Architecture
Various types of user interfaces

Shell Command Line Interface (CLI)

CEPT)

Shell

bash

Text User Interface (TUI)

A firewall protects against unauthorized network
intrusions. High security blocks all incoming accesses

S t Medium blocks access to system services (such as te]_nel.:

ys em - H or printing), but allows other connections. No firewall

C d Ap pl Icatl O n S allows all connections and is }Iot recommended.
ommands Graphic shells or Secursty sevel: (I (W, (WICREEEETT

desktops (GUI)

| Lokkit Utility (uses curses library)
Kerne FTrErTTE e
e =t

S0P @ Eloecr 91
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UNIX/Linux Architecture
System Commands

//é @ @
D . (OO0
) S

Shell

System

Commands Applications

Kernel

« 100’s of system commands and
utilities.

« We will learn how to use the following
commands later in this lesson:

cal

clear

date

exit
hostname
id

pS

ssh

tty
uname

YVVVVVYVYVYYVYY
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UNIX/Linux Architecture
Applications

@ « Could be included in the distribution or
optionally installed.

« Could be an add-on program developed
Shell by an ISV (Independent Software
Vendor) or Open Source organization.

System Applications | Could be an_in—house developed
Commands custom application.
- Examples are Apache (web server),
Kernel GIMP (GNU image manipulation

program), OpenOffice (word
processing, spreadsheets,
presentations), Oracle (commercial
database), ... etc.

93
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UNIX/Linux Architecture

Shell

System

Commands

Applications

Kernel

Kernel

« Lowest level, inner-most core of the
operating system.

» Process management - what
programs are called when they are
loaded and running.

» Memory management - handles all
the reads and writes to memory
(RAM and virtual memory).

> File System - handle all the reads
and writes to files on drives.

» Network stack - provides the
communication layers to exchange
packets with other computers.

94
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Users ) @ (multi-user)
4 Programs (multi-tasking) )
User Shell
Richard Stallman started
A h e
Space Add-ons Commands & Utilities X | Desktops he GNU project It 1963
K / like OS. He Founded
X the Free Software
) Foundation in 1985. In
. . 1989 he wrote the first
[ GNU C lel’al'y (g|le) version of the GNU
I ) General Public License

/ Kernel! | \

System Call Interface __( &)

Process Memory Virtual Network ’\ N
Kernel Management Management File System Stack Lin\us“Torvanis,asa

student, initially
conceived and
Space P e D d t assembled the Linux
rcnitecture pepenaen : . kernel in 1991. The
p DeVICe DrlverS kernel was later re-

Kernel Code licensed under the GNU
General Public License
in 1992,

Hardware ¥ o © ¢

95

1See “Anatomy of the Linux kernel” by M. Tim Jones at http://www-128.ibm.com/developerworks/linux/library/I-linux-kernel/


http://en.wikipedia.org/wiki/Image:Tux.svg
http://en.wikipedia.org/wiki/Image:Heckert_GNU_white.svg
http://en.wikipedia.org/wiki/Image:Linus_Torvalds.jpeg
http://en.wikipedia.org/wiki/Image:Portrait_-_Denmark_DTU_2007-3-31.jpg

CIS 90 - Lesson 1 ﬁ l ’ Iw

UNIX/Linux Design “Observations”

« Multi-tasking and multi-user capabilities

» Unlike Windows, the GUI does not run in the kernel (adds stability)
» Unlike Windows, multiple graphical desktops available

* Linux kernel is “monolithic”, not a modular “microkernel”

* Dynamic - can load and unload modules on the fly

* Programs restricted to the privileges of the user running them
(more secure)

» Scalable - scales up to handle the largest enterprise and mission-
critical applications

 Portable - runs on a variety of hardware platforms
* Reliable and robust
» Powerful, but NOT friendly !! 96
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. g Worldwide Server Market L i

$14.2 Billion Server Revenue Q4 2013 Year over Year Change

Windows
$6.5B

(45.7%) Linux +14.4%
Unix
Unix
$1.9B Windows
(13.6%)
Other
$1.1B _
(8.0%) Linux
$4.1B
(28.5%)

Source: IDC, 26 Feb 2014

http://www.idc.com/getdoc.jsp?containerld=prusS24704714 %8
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Website hits by browser 0OS

Jan 20131 Dec 20132 July 20143
Operating Systems Operating Systems Operating Systems
1 Windows 7 44.13% 1 windows 7 40.93% 1 Windows 7 39.48%
2 Windows XP 23.70% 2 Windows XP 14.32% 2 057
3 i0g B.79% 3 Mac O3 X 3 Windows XP 9.54%
4 Apple 05 X 8520 4 057 4 Windows 8 8.90%
5 Windows Vista 5.48% 3 Windows 8 7.20% 5 Android 4
§  Android 6  Android4 6  MacOSX
7 Windows 8 2.28% 7 Windows Vista 3.26% 7 Windows Vista 4.21%
8 Linux 8 Linux 8 Linwz
] BlackBerry 0.61% 9 i0s 6 0 Andraid
10 Symbian0S 0.23% 10 Android 2 0 0ss
22.8% 26.3% 29.6%

1-This report was generated 01/31/2013 based on the last 15,000 page views to each website tracked by W3Counter. W3Counter's sample currently

includes 63,187 websites. The browser market share graph includes data from all versions of the named browser families, not only the top 10 as

listed below.

2-This report was generated 12/31/2013 based on the last 15,000 page views to each website tracked by W3Counter. W3Counter's sample currently

includes 71,069 websites. The browser market share graph includes data from all versions of the named browser families, not only the top 10 as

listed below.

3 - This report was generated 07/31/2014 based on the last 15,000 page views to each website tracked by W3Counter. W3Counter's sample

currently includes 76,910 websites. The browser market share graph includes data from all versions of the named browser families, not only the top 99

10 as listed below.

&@P W3Counter

source: http://www.w3counter.com/globalstats.php


http://www.w3counter.com/
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Smartphones

Worldwide Smartphone Sales to End Users
by Operating System in 2013 (Thousands of Units)

Operating System 2013 2013 Market 2012 2012 Market

. Share (%) ) Share (%)
Units Units

Google P 758,719.9 78.4 451,621.0 66.4
Apple ((195] 150,785.9 15.6 130,133.2 19.1

Microsoft 4} 30,842.9 3.2 16,940.7 2.5
BlackBerry 18,605.9 1.9 34,210.3 5.0
Other 0S 8,821.2 0.9 47,203.0 6.9
Total 967,775.8 100.0  680,108.2 100.0

Source: Gartner (February 2014)

http://www.gartner.com/newsroom/id/2665715 100
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Worldwide Tablet Sales to End Users by
Operating System, 2013 (Units)

Operating System 2013 Sales 2013 Market Share
(%)

Google  [Android ] 4 120,961,445 61.9
Apple & 70,400,159 36.0

Microsoft * 4,031,802 2.1
Others 41,598 <0.1
Total 195,435,004 100.0

Source: Gartner (February 2014)

2012 Sales 2012 Market Share

(%)

53,341,250 45.8
61,465,632 52.8
1,162,435 1.0
379,000 0.3
116,348,317 100.0

http://www.gartner.com/newsroom/id/2674215
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Operating System Share (by system)

June 2014

Operating System

Linux

Cray Linux Environment
SUSE Linux Enterprise Server 11
AlX

CentOS

Bullx Linux

RHEL 6.2

bullx SUperCOmputer Suite A E.2.1
SLES10 + 3Gl ProPack 5
Redhat Enterprise Linux 6.5
Redhat Enterprise Linux 6.4
Redhat Enterprise Linux 6
Redhat Linux

RHEL 6.1

bullx SC3

SUSE Linux

Kylin Linux

Windows Azure

CNL

Windows HPC 2008
Scientific Linux

CNK/SLES 9

Count

410
24
15
12

9

5
4
3
2
2
2
2
1
1
1
1
1
1
1
1
1
1

B Linux
M Cray Linux Environment

[ SUSE Linux Enterprise...

B AlX

B CentOs
M Bulix Linux
B RHELG.2

14§

System Share (%)

Rmax (GFlops)

g2 170,858,490
48 39,060,748

3 10,856,287
24 4,443 567
1.8 2.438,215

1 1,565,126
08 1,738,900
06 2,942,070
0.4 398,000
0.4 611,660
0.4 720,702
04 2433470
0.2 196,234
02 230,600
02 255,078
02 274,800
02 33,862,700
02 151,300
0.2 165,600
02 180,600
02 188,725
02 190,900

Rpeak (GFlops)

254,569,525
55,313 420
15,078,367

5,288,805
3,276,319
1,878,599
2,132,582
3,583,180
439,910
628,800
1,223,280
3,032,783
262,560
340,915
274,176
308,283
54,002,400
167,731
201,216
233,472
199,680
222,822

Linux dominates the
Supercomputer market

®
S00

SUPERCOMPUTER SITES

Cores

14,829 593
1,855 432
520,704
176,288
172,298
59,669
102,528
165,388
38,400
28,000
56,025
295 656
8,412
37,058
12,240
26,304
3,120,000
8,064
20,960
30,720
9,600
65,536

Source: http://www.top500.0rg/statistics/list/

Tianhe-2
supercomputer
in China

Cray XK7
Titan at Oak
Ridge National
Lab

Sequoia, IBM
BlueGene/Q
at Lawrence
Livermore
Lab

Fujitsu K
computer in
Japan

Mira, IBM
BlueGene/Q
at Argonne

Lab 102
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SSH
(secure shell)

Getting the car keys
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Picture credit: .
http://www.cs.umd.edu/fag/ssh.html '

SSH is a network
protocol that enables
secure connections

between computers
Remote Server

Old way: telnet
Sniffer view of a Telnet session

New way: ssh
Sniffer view of a SSH session

¥ | root@ server2-01:~ % rootd server2-01:~

%  telnet-session - Ethereal
=l d Conte 0 P

| v ssh-session - Ethereal

v onie 0

R L | 13 L0 UL CU o rQ ] W ST o) [ Ny = P R F.Auy N P R P R Ay
OOOOOSAE B0 72 2b 72 d4 3b 46 a6 Tb 67 Bb d4 OF aZ bE Bc .r+rL:F.
OOOGORBE  ©1 Fo 39 78 bd of 85 F2 Bl 93 V3 a4l VB 49 of 00 L 19k, ...
Qooo0aCE B3 c2 85 F1 b0 Fh cb V2 BB 18 Z¥ 10 4b 5F ed 38 h..q.u.r
OOOGOSOE 17 df 2h al dd 81 4F 0a 58 51 f5 7 B4 3e cc 89 L.+, .0,
OOOOOREE 55 ¥ 29 F3 bd 0z BF 3F  af bb £7 3c de 30 92 39 Up,=,.0f

loging rrssiimmmmss e
E Fazzword; nimbus2000 -
Lazt login: Sun Jul 6 18:47:03 from 192,168,1,2041
[rzimmz@zerver?-01 rsimmz]$ ccaatt sseeccrreettpr
The I-Dlay inwvazion is =et for June Bth at Normandyr

[rsimmsfzerver?—0l rsinms]$ esxxiitb OOOOOSFE B2 fo fd a6 fd B3 45 &2 56 12 d1 90 Oc d3 ce 34 b..... E.
logout OOO00E0E Bd 1f 8b 44 &7 50 3c 53 aa Ob 2a 2 04 cl da 43 w, D,P<Y
=[Hz[] 00O00E1E 21 57 2d 32 67 48 d3 47 2f 43 25 5b ee 65 83 76 |.-29H.G

OOOOOEZE 83 1c 74 91 b1 5 3e Bb 57 ee d3 fc 5 45 3 bE ,.t,..0,

O0O00EZE ef Sc FO 89 eb £7 1d 9 Fd 23 B9 44 29 75 93 Ba ...eeeas
OOO00E4E b2 ba d5 B2 59f 35 el 1a es 065 8b 73 fe &9 fO0 0a ,..b.5,,
00OO0ESE  df b

Telnet uses clear text

00000BEE =3 SSH is encrypted

OOOOOEYE  OF
O0O00GEE  Bc 8F a3 07 Be B3 B2 02 &7 3f &0 el 9b ec af d0 ....nib,

username
With telnet, everything is password With ssh, everything is
transferred in clear text cat secret encrypted. This is how we
over the network ex1t will access all remote
systems in CIS 90.

104

Local computer at home or on campus
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SSH (secure shell) is a standards based
protocol for remotely logging into and running
commands on a UNIX/Linux system

« C @ www.ietf.org/rfc/rfcd251 bt

» See RFCs 4250 to 4254 at www.ietf.org
for the gory details

Network Working Group T. Ylonen
Request for Comments: 4251 55H Communications Security Corp
Category: Standards Track C. Lonvick, Ed.

Cisco Systems, Inc.
January 2006

* “RFC” = Request for Comment

The Secure Shell (55H) Protocol Architecture
Status of This Memo

This document specifies an Internst standards track protocol for the
Internet community, and requests discussion and suggestions for

. .
improvements. Please refer to the current edition of the "Internet [ & ” —
Official Protocol Standards"™ (5ID 1) for the standardization state

and status of this protocol. Distribution of this memo is unlimited.
Copyright Notice

Copyright (C) The Internet Socisty (2006).
Abstract

The Secure Shell (SSH) Protocol is a protocol for secure remote login
and other secure network services over an insecure network. This
document describes the architecture of the S55H protocol, as well as
the notation and terminology used in 55H protocol documents. It also
discusses the SSH algorithm naming system that allows local
extensions. The SSH protocol consists of three major components: The
Transport Layer Protocol provides server authentication,
confidentiality, and integrity with perfect forward secrecy. The
User Authentication Protocol authenticates the client to the server.
The Connection Protocol multiplexes the encrypted tunnel into several
logical channels. Details of these protocols are described in
separate documents.

105
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SSH apps may need to be installed

v Linux and Mac already have SSH built in (i.e. the ssh command)

O Android smartphones and tablets can use SSH apps such as the free
ConnectBot or Juice apps

O Apple iPhones and iPads can use ssh apps such as the iSSH app

0 Windows users can download and install the Putty program

Putty is written and maintained primarily by Simon Tatham.
http://www.chiark.greenend.org.uk/~sgtatham/
Thank you Simon!

106
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Operating
System

Students in
the classroom

Students
at home

Ay

Windows

« Find and run the Putty

program

ey

» Google “putty download”

+ Download the putty.exe binary
to your desktop

* Run the Putty program

http://www.chiark.greenend.org.uk/~sgt
atham/putty/download.html

™ g

Linux or Mac

« Search for and run the
terminal app

ol

107
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Loggind
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via SSH

Get into the car
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SSH connection to a UNIX/Linux Server

To connect and login to a remote system you must know:

« The hostname or IP Address of the remote server (hostnames
must be fully qualified domain names when going over the
Internet)

* Your login credentials (username and password) on the remote
server

« The port number the SSH service is listening on (the default is
port 22)

109
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SSH connection to a UNIX/Linux Server - from Windows
(specify hostname, username, password and port)

-/
g
_ Opus

On Windows run Putty

login as: simben90

Welcome to Opus
Serving Cabrille College

Terminal type? [xterm]
Terminal type is xterm.
/home/cis90/simben $ hostname
opus.cabrillo.edu
/home/cis90/simben § |

,

1 The password

3imbend0@opus.cabrillo.edu's password: |
Last login: Sun Feb 5 21:18:07 2012 from d31-74-220-66-39.dhcp.cruzio.com iS not echoed
('v') .
o (printed) as

you type it

Click Open

PUTTY Security Alert

The server's host key is not cached in the registry. You

A have no quarantee that the server is the computer you
think itis,
The server's rsaZ key fingerprint is:
ssh-rsa 2048 To:32:80:b9:52:32:c8:dc:3b:16:0ecba:Borfd: T ef
If you trust this host, hit Yes to add the key to
PUTTY's cache and camy on connecting.
If you want to carmy on connecting just once, without
adding the keyto the cache, hit No.
Ifyou do not trust this hast, hit Cancel to abandon the
connection,

[ s J[ w0 | Came ]

ﬁ PuTTY Configuration -- u
| Category: ‘
] 2- S_ession | Basic options for your PuTTY session |

P Logging Specify the destination you want to connect to
[=)- Teminal
- Keyboard Host Name (or IP address) Port
- Bell oslab.cis.cabrillo.edu 2220
- Features Connection type:
= Window () Raw (0 Telnet () Rlogin @ SSH  (7) Seral
gp;aea@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours :
Default Settings
[=)- Connection Load
- Data Save
e
- Telnet Delete
- Rlogin
- S5H
~ Serial Close window on exit:
) Mways () Newer (@ Only on clean exit
About [ Open ] [ Canicel
L

Click Yes

The first time a
connection is made
to a server this
warning is
displayed.
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SSH connection to a UNIX/Linux Server - from Linux/Mac
(specify hostname, username, password and port)

On a Mac or Linux terminal type:
ssh -p 2220 username@oslab.cis.cabrillo.edu

The authenticity of host '[oslab.cis.cabrillo.edu]:2220
([2607:£380:80£:£425::230]:2220) "' can't be established.
RSA key fingerprint is 7d:32:80:09:52:32:c8:dc:3b:16:0e:ba:8c:£fd:79:ef.

Are you sure you want to continue connecting (yes/no)? Y€S

Activities * Terminal Thu 12:10 o v 2 Rich Simms

\

simben90@oslab:~ » . < Enter yes if you get
File Edit View Search Terminal Help this authenticity

[ rsimms@batman ~]$ ssh -p 2220 simben90@oslab.cabrillo.edu

simben90@oslab.cabrillo.edu's password: Wa rn Ing

Last login: Tue Jan 29 16:07:08 2013 from 50-0-68-177.dsl.dynamic . fusionbroadban
d.com

I
| <l

—~
N~
N o~
S

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type is xterm.
/home/cis90/simben $ |}

111

o Keep your files safe by backing up regularly Important documen..
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SSH login to a UNIX/Linux Server

username
password
(not echoed)
@ simben90@opus:~ @éu
login as: _simbenBO e -
zimbend0@0pus. cabrillo.edu's password: : |
Last login: Sun Feb § 21:18:07 2012 from dsl-74-220-66-39.dhcp.cruzio.com
('v')
1{-=-\\
h=_/)

Welcome to Cpus
Serving Cabrillo College

Teminal wpe? [xeemm) 4~ Hijt Fnter key here to

Terminal type iz xXterm. .
/home/cis90/simben § hostname aCCGPt defau’t term/nal
opusz,.cabrillo.edu

/home/cig90/simben § I type

Use exit command to
end session

Note: If you specified the username in Putty or on the ssh
command you will not be prompted for the username again. 112



CIS 90 - Lesson 1

1) On Windows run Putty:

ﬁ PuTTY Cenfiguration Iﬁ
Category:
=R Sgssion Basic options for your PuTTY session |
: ~ Logging Specify the destination you wart to connect to
=) Terminal )
.. Keyboard Hast Mame (or IP address) Port
Bl [ oslab.cis.cabrillo.edu |(2220 |
- Features Connection type:
= Window JRaw () Telnet () Rlogin @ S5H () Seral
Appea@nce Load. save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection
- Colours "
Default Settings
=) Connection Load
. Proxy
- Rlogin
- S5H
 Sefial Cloze window on exit:
) Mways I Newer @ Only on clean exit
About Cpen l [ Cancel

Respond "yes" to

it appears

authenticity warning if

P

Class Activity

Log into Opus using SSH

(specify hosthame, username, password, and port)

2) Enter your credentials (not Benji's)
r@ simben0@opusi~ =t -E'h‘

login as:lsirf.benQO l »
simben90@opus.cabrl .edu's password: :] I
Last login: Sun Feb 5\1:18:07 2012 from d=174-220-66-39.dhcp.cruzio.com
)
username 7=\ password

(if prompted) e (not echoed)

Welcome to Opus
Serving Cabrillo College

Terminal type? [xverm] 4 Hit Enter key here to

Terminal type iz xterm. .
/home/cis90/zinmben § hostname accept defaUlt fef'mlna/
opus.cabrillo.edu

/home/cis90/gimben § type

1) On a Mac or Linux terminal type:

ssh -p 2220] [username/@oslab.cis.cabrillo.edu|

> 113
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Additional Resources

« How to open the terminal window on a mac
https://www.youtube.com/watch?v=zw7Nd67_aFw

« Howto #143: Logging into Opus
http://simms-teach.com/howtos/143-opus-access.pdf

114
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Lesson 1
Commands

First driving lesson
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First commands for your toolbox

cal - show calendar

date - show current time and date

clear - clear the terminal screen

hostname - show the host name of the computer being accessed

ps - show processes, including the name of the shell being run
uname - show the kernel name

cat /etc/issue - usually shows distro (distribution) name

cat /etc/*-release - usually shows distro (distribution) name

who - shows current login sessions

who am i - identifies which login session you are using

tty - shows your terminal device

id - show user info including username/UID and group/GID
history - show previous commands

ssh - Connect and login to remote system

exit - terminate your shell and log off

116



CIS 90 - Lesson 1

Terminal type

login as: simben90
simben90W@oslab.cabrillo.edu's password:
Last login: Sun Aug 26 08:54:09 41-3-21-105.dsl.fusion.com

("v')
//===\\
(\ =7/)
Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm] «—__ Hijt Enter key here to accept

Terminal type is xterm. default terminal type
/home/cis90/simben $

The terminal type in this case is "xterm". The terminal type is different
than the terminal device (more on this later)
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Shell Prompt

login as: simben90
simben90W@oslab.cabrillo.edu's password:
Last login: Sun Aug 26 08:54:09 41-3-21-105.dsl.fusion.com

("v')
//===\\
(\ =7/)
Welcome to Opus
Serving Cabrillo College

Terminal type? [><iter1“ﬂ]<—k Hit Enter key here to accept

Terminal type is xterm. default terminal type
/home/cis90/simben $

/home/cis90/simben S
\ J
||

Shell prompt - used by the shell to prompt the
user to enter a command. The shell will display

this prompt every time you hit the Enter key.

Question: What is your exact prompt string on this system?

Answer: /home/cis90/simben $
118
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cal command

prompt command
I A \ A 1
/home/cis90/simben $ cal The cal command outputs the
August 2012 calendar for the current month.
Su Mo Tu We Th Fr Sa
1 2 3 4

5 6 7 8 9 10 11
12 13 14 15 16 17 18
19 20 21 22 23 24 25
26 27 28 29 30 31

119
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prompt ¢

[ . —

/home/ci1s90/simben $ cal 12 2012

December 2012
Su Mo Tu We Th Fr Sa
1
2 3 4 5 6 7 8
9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29
30 31

Adding the month and year
arguments to the cal command lets
you specify a specific month and year

Question: What day of the week (e.g Su Mo, Tu ...) was December 25, 20127
Answer: Tu

120
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date command

'<><\e>
<<\<<‘
prompt 9
| . l!_l_\
/home/cis90/simben $ date The date command outputs the current
Tue Aug 26 08:11:31 PDT 2014 date and time.

Day-of-the-week Month Day-of-the-month Hours:Minutes:Seconds Time-Zone Year

Question: What time is it on this system? (use HH:MM format and don't dawdle!)
Answer: 08:11
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Command Line Interface (CLI) terminology

f\Th’.S portion is the shell prompt

/home/cis90/simben $
December 2012

Su Mo Tu We Th Fr Sa

1

2 3 4 5 6 7 8

9 10 11 12 13 14 15

le 17 18 19 20 21 22

23 24 25 26 27 28 29
30 31

cal 12 2012

This is the command
which includes two
arguments 12 and 2012

/home/ci1is90/simben $ cal 12 2012

December 2012 \y These are arguments for

Su Mo Tu We Th Fr Sa the command to process
1

2 3 4 5 6 7 8
9 10 11 12 13 14 15
16 17 18 19 20 21 22

23 24 25 26 27 28 29 /home/cis90/simben $ cal 12 2012
30 31 December 2012
Su Mo Tu We Th Fr Sa
1
This is the outputof —__—" 2 3 4 5 6 7 8
the command 9 10 11 12 13 14 15

le 17 18 19 20 21 22
23 24 25 26 27 28 29
30 31 122
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clear command

o
00

prompt

|

The clear command will clear the screen.

/home/cis30/simben S clear (On scrollable terminals you are still able to

scroll back to see previous commands entered)

# simben90@oslab:~ - £ simben90@oslab:~ A [PSEET=Sc)
lopces172:x:1356:172:Cesar Lopez:/home/cis172/lopces:/bin/bash - /home/cis90/simben § § -
naljas172 :172:Jason Malone:/home/cis172/m

Imccpat172 :172:Patrick McCabe:/home/cis172/mccpa

loreefr172: :172:Efrain Orellana:/home/cis172/oreefr:/bin/bash
quifral72 :172:Francisco Quintero:/home/cis172/quifra:/bin/bash
raytyl172 :172:Tyler Raymond:/home/cis172/raytyl:/bin/bash
rickell72 :172:Kellen Rice:/home/cis172/rickel:/bin/bash
rosari172: :172:Aries Rose:/home/cis172/rosari:/bin/bash
schmar172 :172:Mark Schatz:/home/cis172/schma

schjas172 :172:Jason Schell:/home/cis172/schjas:/bin/bash
smitre172: :172:Trevor Smith:/home/cis172/smitre:/bin/bash
sormic172 i

zamhum172 :172:Humberto Zamora:/home/cis172/zamhum:/bin/bash
boyjef172:x:1369:172: Jeffrey Boylan:/home/cis172/boyjef:/bin/bash
/home/cis30/simben § who

root teyl 7

root tty2 7

rsimms  pts/0 (2601:9:6680:

:1918:2ee5:1785:79£4)

Bs

simben90 pts/1 (2601:9: 6680 :79£4)

ts/2 1 :7b73) B
imi1hom90 pts/3 ) :79£4)
rsimms  pts/4 40 ;est-1.compute. amaz|= 2
lonaws . com) I [
l/home/cis90/simben $ clearf] - -

before after

Question: What happens when you use the clear command?
Answer: The terminal window is cleared (scrolled up and out of sight)
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hosthame command

prompt command
A A
f M ! The hostname command outputs the

/home/c1s90/simben $ hostname
. hostname of the system you are
oslab.cishawks.net . ) .
interacting with.

Question: What is the hosthame of this system?
Answer: oslab.cishawks.net
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ps command

O
& The ps command outputs the processes
<<\<<\ (programs loaded into memory and
t 0 . .
promp C running) belonging to your username.

[

! —

/home/cis90/simben $ ps
PID TTY TIME CMD 4/\ name of the
21629 pts/0 00:00:00 bash shell being run

21674 pts/0 00:00:00 ps
name of the ps command running

that produces this output

There are a number of differnet shells such as bash (Bourne
Again shell), sh (original Bourne shell), ksh (Korn shell), dash
(Debian Almaquist shell), tecsh (TENEX C Shell) and csh (C shell).

Question: What is the name of the shell running on this system?
Answer: bash
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uname command

/home/cis90/simben $ uname The uname command outputs the
Linux name of the kernel being used.

Question: What is the name of the kernel running on this system?
Answer: Linux
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cat command (to show the name of the distribution)

/home/cis90/simben $ gat /etc/issue These two cat
CentOS release 6.2 (Final) commands will
Kernel \r on \1 usually (but not

always) output
something that
contains the name
of the distribution
being used.

Name of distro Version of distro

/home/cis90/simben $ cat /etc/*-release
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)
CentOS release 6.2 (Final)

Question: Which distro has been installed on this system?
(single word answer only please)
Answer: CentOS

127



Clils (e CIS 90 - Lesson 1 W Rl

cat command (to show the name of the distribution)

simben90@doc:~$ cat /etc/issue
Ubuntu 13.04 \n \1 These two cat

commands will
L usually (but not

Name of distro Version of distro always) output
something that

simben90@doc:~$ cat /etc/*-release contains the name
DISTRIB ID=Ubuntu of the distribution
DISTRIB RELEASE=13.04 being used.
DISTRIB CODENAME=raring

DISTRIB_DESCRIPTION="Ubuntu 13.04"

NAME="Ubuntu"

VERSION="13.04, Raring Ringtail"

ID=ubuntu

ID LIKE=debian

PRETTY_NAME="Ubuntu 13.04"

VERSION_ID="13 .04"

HOME URL="http://www.ubuntu.com/"

SUPPORT URL="http://help.ubuntu.com/"

BUG_REPORT URL="http://bugs.launchpad.net/ubuntu/"

Question: Which distro has been installed on this system?
(single word answer only please)
Answer: Ubuntu 28
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who command

/home/cis90/simben $ who

root fttyl : 2014-08-13 17:07
root S tty2 : 2014-08-13 17:07
rsimms :pts/0 £ 2014-08-12 18:10:(2601:9:6680:53b:1918:aee5:1785:79f4)
simben90ipts/1 £ 2014-08-13 16:39:(2601:9:6680:53b:1918:aee5:1785:79f4)
simben90ipts/2 £ 2014-08-12 10:41}(2601:9:6680:53b:edf7:ab23:af8b:7b73)
milhom90:pts/3 £ 2014-08-13 16:39:(2601:9:6680:53b:1918:aee5:1785:79£4)
rsimms ipts/4 : 2014-08-13 16:40:(ec2-54-193-87-225.us-west-1.compute.amazonaws.com)
username i terminal i date and time : where user logged in from (remote hostname
i device :  of login : or IP address) . If empty the user logged on
used for °* * locally rather than over the network.
login
session

Show information about current login sessions
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who command

/home/cis90/simben $ who

root ttyl 2014-08-13 17:07
loca/*:root tty?2 2014-08-13 17:07
rsimms  pts/0 2014-08-12 18:10 (2601:9:6680:53b:1918:aee5:1785:79£4)
simben90 pts/1 2014-08-13 16:39 (2601:9:6680:53b:1918:aee5:1785:79£4)
remote J g impben90 pts/2 2014-08-12 10:41 (2601:9:6680:53b:edf7:ab23:af8b:7b73)
milhom90 pts/3 2014-08-13 16:39 (2601:9:6680:53b:1918:aee5:1785:79£4)
rsimms pts/4 2014-08-13 16:40 (ec2-54-193-87-225.us-west-1.compute.amazonaws.com)

Users in the same room as the system can login locally. Everyone
else must login remotely over the network. The IP address or
hostname in the last column indicates a remote login session.
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who command

/home/cis90/simben $ who

root ttyl 2014-08-13 17:07

root tty2 2014-08-13 17:07

rsimms pts/0 2014-08-12 18:10 (2601:9:06680:53b:1918:aeeb5:1785:79f4)

simben90 pts/1 2014-08-13 16:39 (2601:9:6680:53b:1918:aee5:1785:79f4)

simben90 pts/2 2014-08-12 10:41 (2601:9:6680:53b:edf7:ab23:af8b:7b73)

milhom90 pts/3 2014-08-13 16:39 (2601:9:6680:53b:1918:aee5:1785:79f4)
(

rsimms pts/4 2014-08-13 16:40 (ec2-54-193-87-225.us-west-1.compute.amazonaws.com)

Question: How many login sessions (including yours) are there on this system?
Answer: 7/

Question: Regarding the users logged in REMOTELY (over the network rather
than local). Who has been logged in the longest?
Answer: simben90

Question: Where did that REMOTE user (the one logged in longest) login from?
Answer: 2601:9:6680:53b:edf7:ab23:af8b:7b73 (this is an IPv6 address)
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who am i command

The who am i command lists just the session you are using

/home/ci1is90/simben S who am i

simben90:ipts/1 :2014-08-13 16:39:(2601:9:6680:53b:1918:aee5:1785:79£4)
username  iterminal i date and time of where user logged in from (remote hostname
: device used : login : or IPaddress) . If empty the user logged on
: for login ) "~ locally rather than over the network.

: session

This is a good way to distinguish which session you are currently interacting
with when you have logged in more than once on the same system.
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tty command

The tty command shows the terminal

/home/cis90/simben $ tt ) ] : .
Y device being used for the login session.

/dev/pts/0

Every login session uses a unique
terminal device.

The terminal device is different than the
terminal type you accepted during
login.

Question: Which terminal device are you using to connect to this system?
Answer: /dev/pts/0
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tty command

/home/cis90/simben $ who am i

simben90 pts/1 2014-08-13 16:39 (2601:9:6680:53b:1918:aeeb5:1785:79f4)
/home/cis90/simben
/home/cis90/simben
/home/cis90/simben
/dev/pts/1

Uy Ur U

tty

The terminal device is abbreviated in who output. The tty
command on the other hand shows the entire terminal device.

Question: Run the who am i and tty commands.
What portion of the output from these commands is identical?
Answer: pts/1
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id command

The id command outputs information about the user

/home/cis90/simben $ id
uid=1201 (simben90) gid=190(cis90) groups=190(cis90),100 (users)
context=unconfined u:unconfined r:unconfined t:s0-s0:c0.c1023

Question: What is your uid (user ID) nhumber on oslab?
Answer: 1201

Question: What is your username on oslab?
Answer: simben90

Question: What is your gid (group ID) number on oslab?
Answer: 190
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history command

/home/cis90/simben $ history

< snipped>
54 cal
55 cal 12 2012 i
56 date The history command shows all
57 clear previously entered commands.
58 hostname _ _ _
59 ps The list can span multiple login
60 uname sessions.

61 cat /etc/issue
62 cat /etc/*-release

63 who
64 who am 1
65 tty
66 id

67 1id milhome90
68 id milhom90
69 id rsimms

70 history

Question: What happens when you use the history command?
Answer: Shows previously entered commands
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ssh command
(to securely log into a remote UNIX/Linux system)

Basic command syntax:

Optional. Specifies the port If a username is specified the "@"
on the remote system. The is used to separate the username
default is port 22. from the hostname.

ssh -p nnnn username@hostname

Required. This can be the
hostname or IP address of the
remote system. If a hostname is
used for a server on the Internet
it must be the entire fully
qualified domain name (FQDN).

Optional. Specifies the account
username on the remote
system. The default is the
username on the local system.
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Example ssh command
Logging into a Pxx-Arwen system from Opus

username T~ »~__ Short hostname
/home/cis90/simben $ ssh cis90@arya-03
The authenticity of host 'arya-03 (172.20.90.3)' can't be established.
RSA key fingerprint is 8b:al:ef:d2:52:e4:£f3:a3:¢c2:41:05:93:89:c3:1d:58.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'arya-03,172.20.90.3' (RSA) to the list of known
hosts. N password is typed but not echoed
cis90@arya-03's password:
Welcome to Linux Mint 15 Olivia (GNU/Linux 3.8.0-26-generic x86 64)

Welcome to Linux Mint
* Documentation: http://www.linuxmint.com
Last login: Mon Jan 27 17:13:33 2014 from opus.cis.cabrillo.edu
cis90@arya-03:~ > exit
logout
Connection to arya-03 closed.
/home/cis90/simben $

Note how the prompt changes (highlighted above) when on a different system 138
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Example ssh command
Logging into son-of-opus from Opus

non-standard ssh port username FODN hostname

/home/cis90/simben $ ssh -p 2220 simben90@son-of-opus.simms-teach.com
simben90@son-of-opus.simms-teach.com's password: «—— password is typed
Last login: Mon Jan 27 18:14:32 2014 from oslab.cis.cabrillo.edu

('v')
//===\\
(N =7/)

~ ~ ~ ~

< |

Welcome to Son of Opus
Serving Cabrillo College

[simben90@son-of-opus ~]S$ exit
logout

Connection to son-of-opus.simms-teach.com closed.
/home/cis90/simben $

Note how the prompt changes (highlighted above) when on different systems 139
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exit command

/home/cis90/simben $ exit The exit command logs out and
ends the session.
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Add Codes

« Available after class
* You can stop by before you leave or email me
* Please use them online the same day you get

them!
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CIS 81 Networking Fundamentals and Theory
(Cisco CCNA 1)

Presents networking protocols, standards, concepts, and terminology includ-
Ing Ethernet, ARP, ICMP, IP addressing, subnetting, switches, hubs, routers,
TCP, UDP, OSI Model and other standards and protocols. Hybrid Requisite:
Completion of or concurrent enrollment in CIS 72. Recommended
Preparation: Eligibility for MATH 154.

Transfer Credit: CSU.

Section Days Times Units Instructor Room
86319 M 09:30AM-01:35PM 400 R.Grazani 828
& Arr. Arr R.Graziani OL

Section 86319 is a Hybrid ONLINE course. Meets weekly throughout the semester at
the scheduled times with an additional 50 min online lab per week. Students will be
required to show that they meet the course prerequisites. For details, see instructor's
web page at go_cabrillo edu/online.

— ¥ .
Sy n
N2y
v
A s

86320 T 05:30PM-09:35PM 4.00 M.Matera 828
& Arr. Arr. M.Matera OL

Section 86320 is a Hybrid ONLINE course. Meets weekly throughout the semes-
ter at the scheduled times with an additional 50 min online lab per week.
Students will be required to show that they meet the course prerequisites. For
details, see instructor's web page at go.cabrillo.edu/online.

We have open seats in this section of CIS 81. Please sign up
ASAP if you are interested in learning about networking!

143



CIS 90 - Lesson 1 ' F ‘ l Iw

Cabrillo Networking Program Mailing list

Subscribe by sending an email (no subject or body) to:
networkers-subscribe@cabrillo.edu

e Program information

e Certification information

Career and job information

e Short-term classes, events, lectures, tours, etc.
e Surveys

e Networking info and links

‘‘‘‘‘‘‘‘‘‘‘‘‘‘

144



CIS 90 - Lesson 1

MSDN Academic Alliance

2 | Googleﬁ

< | @! (4 unread) Yaho.. » | & LogintoBlackb... » ' B Facebook | And... » ' g Rich's Cabrillo ...

<« C M % http//msdn07.e-academy.com/elms/Storefront/Storefront.aspx?campus=cabc_cis&np1=112

@ Suggested Sites  &* Web Slice Gallery ] Welcome to Facebo... ws Christopher C. Keys,...

———— bSoftware
Navigation Menu

FREQUENTLY ASKED

QUESTIONS

HOW IT WORKS Search

PRIVACY POLICY Search is for product titles only.

Search by product titles

Get Your Personal CDs Here!

gy B

Windows Server  Windows Vista
2003 Business DVD

Visual Studio .NET 2005 Visual Studio Expression Studio
Professional - Full Install 2008 Pro

Windows Vista Business DVD

s { | e —

- | 3 Office

Visio
Professional 2007

Visio

Project Professional 2007 Designer 2007 2007

Windows 7 Professional (x86)

In order to obtain and install the software on this site, you must be an eligible user in the System. Your Program Administrator is

i P

SQL Server 2008

Windows Server 2008 DVD Enterprise (DVD)

OneNote 2007

Office Groove 2007

iR B

Visual Studio 2008 Professional
Edition (x86) - DVD

OneNote 2007

Windows 7
Professional (x64)

responsible for providing eligible users with 3 username and password. If you believe you are an eligible user but have not
received a password via email, please send email to your Program Administrator: Jim Griffin

/ [ Cabrillo College

G e )
E

» O~ F~
(] Other bookmarks

-

To get to this page, go to http://simms-teach.com/resources and
click on the appropriate link in the Tools and Software section

-~ % .
8, k)
o
3 L4
)

« Microsoft software for
students registered in
a CIS or CS class at
Cabrillo

« Available after
registration is final
(two weeks after first
class)
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|8
/ 'Rich's Cabrillo € » richsimms - Ya org * x.Rich'sCabrillo Cx @Cabrillo College
€ C A | ® e5.onthehub.com/WebStore/ProductsByMajorVersionList.aspx?cmi_mnuMain=16a020b5-ed3c-dfl1-bdab-0i gy | & (N
Home | Your Account t | Help |Product Search a

nin | English | BB

% T el

Cabrillo College - Computer and Information Systems

VMware, Inc.

%

VMware elearning

=

VMware Fusion 4 (for VMware Player 3 VMware Workstation
Mac 0S X) 6.5

At
weir
) "

VMware Workstation 7 VMware Workstation 8

Yo must be a member of an ac; ade nstitution to q alify for erin d lemically discounted s ftwa . The academic software
discounts ff ed on this WebStor: tF the general public v uwnll b q t d to p itda praok b your mcadamic stk
dul gth registration process T e ot e dvants g of the academic pricing available for stu il Lt

............

ed by
eHul
@ etwork e- academy

To get to this page, go to http://simms-teach.com/resources and

g p—

Al 1
RN W
"
\ X B (
w L4
N J

 VMware software for
students registered in
a CIS or CS class at
Cabrillo

« Available after
registration is final
(two weeks after first
class)
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Help Available in the CIS Lab

Instructors, lab assistants and equipment are available for CIS
students to work on assignments.

CIS 90 Lab Assistants:

Geoff Leandro

/ - Linux Instructors

]

Inside the MESA Center \

Rich's Cabrillo College CIS Classes

CIS 90 Grades

t/\ Look for Geoff, Leandro or Michael on 148
the schedule found here

Michael Matera
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CIS 90 Tutoring Available

http://www.cabrillo.edu/services/tutorials/

| €' [1 www.cabrillo.edu/services/tutoria s‘ Qe =

-
M Campus Life Learning Resources Student Services Directories A-Z _
Breakthroughs happen here.’>

ABOUT ~ACADEMICS/CAREERS ADMISSIONS ~CLASS SCHEDULES ~REGISTRATION ~WEBADVISOR

TUTORIALS ANNOUNCEMENTS & DEADLINES

New subjects for Spring 2014:

ot st - Matt Smithe
Computer Applications/Business Technology - y
(CABT) b

‘Computer and Information Systems (CIS)

History 17A

All students interested in tutoring in CIS 90,

CONTACT INFORMATION 172, and 81 classes need to come directly
to the Tutorials Center to schedule, register

and fill out some paperwork. This is just a

office. E E € Phone 31.479.6470 One'tlme V|S|t.

* Sessions are weekly and for the duration of
the semester. Email tutorialscenter@cabrillo.edy

Welcome to the Tutorials Center!

We offer FREE peer tutoring to Cabrilo students i
who are enrolled in the course/s for which they E

need help. Tutorials Center

k Location Room 1080A - Learning

+ Tutoring sessions are scheduled in small groups. Sessions last 1-2 hours

depending on the class. Occasionally, sessions may be one to one but that is not Goordinator Lort Chave: Th e tu to r| n g W | | I ta ke p I a Ce at th e STE M

guaranteed. Phone 831.479.6126
« Come directly to the TC office to schedule (second floor of library). Email lochavez@cabrillo.edu Ce nte r a n d th ey WI I I Iog I n a n d |Og o u t O n a
The following classes are being tutored for Spring 2014: Hours Monday - Thursday: !

computer you have designated (I will figure

@ Accounting 1A, 1B, 6, 54A, 1514, 159, 163 Friday: 9am - 1pm

© American Sign Language (ASL) 1, 2 Out eXactly What that meanS).

[ - maP DIRECTIONS, & PARKING
© Biology 4, 5, 6
o §7] v DEPARTMENT STAFF &
© Computer Applications/Business Technology (CABT) 31, 38, 41, 101, "~ FACULTY DIRECTORY
157, 160

[ @ Computer and Information Systems (CIS) 81, 90, 172 ]

© Chemistry 1A, 1B, 2, 30A, 308, 32

&)

meeting (2).jnlp I E €is90lab01.pdf " =l RobertLle..JpG | *J Credit-Re..PDF ¥ Show all downloads... x

149
Don't wait too long to sign up! Tutoring hours are limited!
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Additional Resources

My office hours for additional hands-on help, feedback and
development planning.

Cabrillo CS/CIS LinkedIn group for students and alumni

http://www.linkedin.com/groups/Computer-Science-Computer-Information-Systems-6689142

Society of Women Engineers (SWE) Facebook page
https://www.facebook.com/SWEorg

Systers Listserv
http://anitaborg.org/get-involved/systers/
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giles.dreamhost.com "‘~~-___ R
(simms-teach.com web site) = —————" m T——
Los Angeles son-of-opus.simms-teach.com
’,,/" > of Amazon Compute Cloud
’f”‘ ,/, \\
,f" 4 \\
I:I —"/ /', \\s
\ s U4
Your home network g m
L, Server
ol network
’ oslab.cis.cabrillo.edu.com
m (Opus)
batman.simms-teach.com ey Defiant

G ey LNtrepid J—

. feenmneesemg Enterprise JEA B

' fe et Freedom —
T R — oo Room 828 PCs
baby- e ST Sun-Hwa-I1 Room 829 PCs
aby-opts PP ' Room 830 PCs

Arya-xx's

Soquel CIS Lab and Classroom networks
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Navigating the
Internet using
SSH

Second driving lesson
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Son-of-Opus
(Amazon Northern
CA Cloud)

Batman
(Soquel)
Note: hostnames are not case
sensitive (any portion can be
upper or lower case)

Opus (oslab
(Aptos)

Putty or ssh -p 2220 simben90@Roslab.cis.cabrillo.edu

ssh -p 2221 simben90@defiant.cis.cabrillo.edu
ssh -p 2221 simben90@batman.simms-teach.com

Home
(Soquel)

ssh -p 2220 simben90@son-of-opus.simms-teach.com
ssh simben90@giles.dreamhost.com

exit

exit

exit

exit

S VW W N O 1 A W N ~

~

exit
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Benji takes on a long walk

B2 PutTY Conf@ram o— r—— M
Category:
=] Session ‘ Basic options for your PuTTY session ‘
El_f'ﬂ:i:;”g Specify the destination you wantlo connectto
" % Keyboard Host Name (or IP address) Port
- Bell simben30@oslab cabrillo.edu 2220
“ Features
T ——————— £ Window . .
s S —  Aopesrance Specify the destination you want to connectto
£ Translation
pus (oslab) - Seecion HostName (or IP address) Port
[=-Connection . -
(Aptos) Dae simben30i@oslab.cabrillo.edu 2220
Py
i Telnet
s Connection type:
i serial s = = . e = i
[ Raw [ ) Telnet ( 'Rlogin (@ S5H [ ) Senial
[ aeon | [ open J[ gorea |

Using username "simben90".
simben90@oslab.cabrillo.edu's password:

Last login: Mon Aug 18 09:09:14 2014 from 2601:9:6680:53b:93f:8df2:6592:a958

("v')
\/-=-\/
\_= /)

~~ o~

Welcome to Opus
Serving Cabrillo College

Terminal type? [xterm]
Terminal type is xterm.
/home/cis90/simben $ hostname
oslab.cis.cabrillo.edu
/home/cis90/simben $

Note: usernames and
passwords are case sensitive
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Defiant
(Aptos)

/home/cis90/simben $ ssh -p 2221 simben90@defiant.cis.cabrillo.edu

The authenticity of host '[defiant.cis.cabrillo.edu]:2221 ([172.20.90.51]1:2221)"' can't
be established.

RSA key fingerprint is 98:09:e7:d3:b2:89:e5:3a:57:b0:59:£f£:86:7e:8e:50.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '[defiant.cis.cabrillo.edu]:2221' (RSA) to the list of known
hosts.

simben90@defiant.cis.cabrillo.edu's password:

Welcome to Linux Mint 17 Qiana (GNU/Linux 3.13.0-24-generic x86 64)

Welcome to Linux Mint

* Documentation: http://www.linuxmint.com
\ \ / N /1
| I N/ A\ NN N/ \ A\
| ’ N N N
/ /\ > o/
\/ \/ \/ \/

Last login: Fri Aug 15 07:07:25 2014 from opus.cis.cabrillo.edu
[defiant] $ hostname

defiant.cis.cabrillo.edu

[defiant] $
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Batman
(Soquel)

Defiant
(Aptos)

[defiant] $ ssh -p 2221 simben90@batman.simms-teach.com
The authenticity of host ' [batman.simms-teach.com]:2221 ([2601:9:6680:53b:20c:29ff:fe0d:9285]:2221)"

can't be established.
RSA key fingerprint is b4:20:f4:dc:dl:ab:5b:8a:bb:44:61:bf:1c:c8:97:6e.
Are you sure you want to continue connecting (yes/no)? yes

' [batman.simms-teach.com] :2221, [2601:9:6680:53b:20c:29ff:fe0d:9285]:2221"

Warning: Permanently added
to the list of known hosts.

(RSR)
simben90@batman.simms-teach.com's password:
==/ i i \==_
/XX/ IN___ /1 AXX\
/XXXX\ | XXXXX | /XXXXN\
 XXXXXXX _/XXXXXX|

| XXXXKX\
:9:0:0:0:9:0:0:0:0:0:6.$:9:9.$.6:9:9:0:0.0.0:0:0:0:0:0.0:6:9°9..9.9.$.9:9:9:0:0.0.0:0:0.9:0:¢

[9:9:9:9:9:9:9:9:9:0:9:9:0:9:9.9:9:0.9:9:0.9.9:0:9:0.9.9:0.9.9.0:0:0.0:9:0.9:9:0:0.9:0.9.0:0.0.4 |
D:9:0.0:0:9:0:0:0.0:0:0:9:0:0:0.0:0:9.9:0:0.0.0:0:9.0:0:0.0.:0:0:9:0:0.0.0:0:9.9:0:0.0.0:0:9.9.0.0:4
[9:9:9:9:9:9:9:9:9:0:9:9:0:9:0.9:9:0.9:0:0.9.9:0:9:0.9.9:0.9.9:0:0:0.0:9:0.9:9:0:0.9:0.9.0:0.0.4 |
AAAAA 19:0:0:0:0:0:0:9.0:0:0:0:0:0:0:0.0:0:0:0.0. UANINAY $:0:0:0:0:4

XXKKKK/
| XXX | \ XXX/ A\XXKKK /N A\XKXK/ | XXX |
XX\ \X/ \ XXX/ \X/ /XX/
"\ " \X/ " /"

Welcome to Batman
Serving Cabrillo College and Ceiba College Prep

[simben90@batman ~]$ hostname
batman.simms-teach.com
[simben90@batman ~1$
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Son-of-Opus
(Amazon Northern
CA Cloud)

Batman
(Soquel)

[simben90@batman ~]$ ssh -p 2220 simben90@son-of-opus.simms-teach.com

The authenticity of host '[son-of-opus.simms-teach.com]:2220 ([54.193.87.225]:2220)"
be established.

RSA key fingerprint is 05:02:£7:48:00:e6:af:29:dd:47:33:¢3:82:80:29:4d.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added ' [son-of-opus.simms-teach.com]:2220,[54.193.87.225]:2220"'
to the list of known hosts.

simben90@son-of-opus.simms-teach.com's password:

Permission denied, please try again.

simben90@son-of-opus.simms-teach.com's password:

Last login: Mon Aug 18 12:55:04 2014 from 207.62.187.227

Welcome to Son-of-Opus
Serving Cabrillo College

[simben90@son-of-opus ~1$

can't

(RSA)
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giles
(Los Angeles)

Son-of-Opus
(Amazon Northern
CA Cloud)

[simben90@son-of-opus ~]$ ssh simben90@giles.dreamhost.com
The authenticity of host 'giles.dreamhost.com (208.113.153.233)"' can't be established.
RSA key fingerprint is d8:3c:65:de:d3:43:ef:2a:76:13:d9:16:85:09:36:9a.

Are you sure you want to continue connecting (yes/no)? yes
(RSA) to the list of known

Warning: Permanently added 'giles.dreamhost.com,208.113.153.233"

hosts.
simben90@giles.dreamhost.com's password:

_/
Welcome to giles.dreamhost.com

Any malicious and/or unauthorized activity is strictly forbidden.
All activity may be logged by DreamHost Web Hosting.

[giles]$ hostname
giles
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(Los Angeles)

Son-of-Opus
(Amazon Northern
CA Cloud)
[giles]$ exit
logout
Connection to giles.dreamhost.com closed.
[simben90@son-of-opus ~]$ hostname
son-of-opus.simms-teach.com
[simben90@son-of-opus ~1$
."5' 4 _ 2
P~ . giles ) When you exit a server it's like you pop
son-of-opus{o it off the top of a stack and return to the
batman ; previous server underneath
e

B \)

A defiant
opus (oslab)
‘ T —
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Son-of-Opus
(Amazon Northern

CA Cloud)
Batman
(Soquel)
[simben90@son-of-opus ~]1$ exit
logout
Connection to son-of-opus.simms-teach.com closed.
[simben90@batman ~]$ hostname
batman.simms-teach.com
[simben90@batman ~1$

ol
=

=

& a s

=
son=of-opus.’
batman
A defiant
opus (oslab)
T —

When you exit a server it's like you pop
it off the top of a stack and return to the
previous server underneath

AN

B \)
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Batman
(Soquel)

[simben90@batman ~]$ exit

logout

Connection to batman.simms-teach.com closed.
[defiant] $ hostname
defiant.cis.cabrillo.edu

[defiant] $

1-‘9('

When you exit a server it's like you pop
it off the top of a stack and return to the
batman

_ afiont previous server underneath
erian A
‘ opus (oslab)'
) o —

3
&

AR

"
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Defiant
(Aptos)

[defiant] $ exit

Connection to defiant.cis.cabrillo.edu closed.
/home/cis90/simben $ hostname
oslab.cis.cabrillo.edu

/home/cis90/simben $

Fggif':alll
3 When you exit a server it's like you pop

2 it off the top of a stack and return to the
. ; previous server underneath
defiant
opus (oslab)#
s ——
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/home/cis90/simben $ exit

And the Putty terminal program closes

| 'Q(

When you exit a server it's like you pop
it off the top of a stack and return to the
previous server underneath
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Assignment
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http://simms-teach.com/cis90calendar.php

Ble £t Yiew Document Comments Forms looks Adwnced Window Help L]

Lesson

Date

Topics

Chapter

|puex

Class and Linux Overview
+ Understand how this course wil work

Mok ool i .

-| Assigned on 9/2

rating

+ Using SSH for remote network logins
+ Using terminals and the command line

9/2

aterials

+ Presentation slides (download)
* Login Credentials Sheet (download)

Supplemental

+ Howto #143: Logging into Opus (download)
Assignment

* Student Survey

e lab1 __/

CCC Confer

s Class archives

1.1-1.15
(Gilay)

2,45,
p113-115,
p164-172

(Hahn)

7

T——
» Enter virtual classroom

Quiz 1
Commands

+ Understand how the UNIX login operation works

+ Meet John the Ripper and learn how vulnerable
a poor password is

+ Understand basic command syntax and
operation

* Understand program files and what happens
when they are run

+ Understand how the shel works and

9/9

environment variables
* Understand how to get online documentation

aterials

+ Presentation slides (download)
+ Howto #106: Configuring Putty (download)

Assignment
+ lab?2

CCC Confer

« Enter virtual classroom
s Class archives

2.3-2.7
2.11
3.7-3.20
4.19-4.22
9.1-9.2
(Gilay)

Ia
=
=
o =
B =
=

L
=
=
<
T

Coaspmogeea Ty Survey

Introduction to UNIX/Linux (1S 90)

+ Work or other expenence uaing computers: <] s x W VV.

= C [ simms-teach.com/docs/cis

Lab 1
Scavenger
Hunt

« Other comments or speci learing needs?

(st save 8 emai comgies survey o rsmms B i o)

Both due by 11:59PM on 9/9
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In Lab 1 is an electronic scavenger hunt. You will visit several
systems, answer questions and collect scavenger hunt items. Back
on Opus you will submit your collection to finish the lab.

Your home network

Server
network

oslab (Opus)

T ——

. Defiant
. Intrepid

; Enterprise (/S [gb

T =% Freedom i
ssSESasE— Excalibur 1€TWOI

s esmmees Lexington

Bl —
< ——_
1 St =
< ——_

| BN ER P

m

S
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Lab Assignments

Pearls of Wisdom:
* Don't wait till the last minute to start.
» The slower you go the sooner you will be finished.

« A few minutes reading the forum can save you hour(s).

« Line up materials, references, equipment and software ahead of time.

« It's best if you fully understand each step as you do it. Use Google or
refer back to lesson slides to understand the commands you are using.

» Use Google when trouble-shooting

» Keep a growing cheat sheet of commands and examples.

» Study groups are very productive and beneficial.

—_— - » Use the forum to collaborate, ask questions, get clarifications and share
tips you learned while doing a lab.

« Plan for things to go wrong and give yourself time to ask questions and
get answers.

 Late work is not accepted so submit what you have for partial credit.
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New shell commands:
cal
cat /etc/issue
cat /etc/*-release
clear
date
exit
history
hostname
id
pS
ssh
uname
tty
who
who am i

New Files and Directories:

VMware:

CIS 90 - Lesson 1 . F ‘ ' lw

- show calendar

- usually shows distro (distribution) name

- usually shows distro (distribution) name

- clear the terminal screen

- show current time and date

- terminate your shell and log off

- show previous commands

- show the name of the computer being accessed
- show user and group id information

- show processes (loaded programs) being run
- secure login to a remote system

- show kernel name

- show terminal device

- show everyone logged in

- identifies which login session you are using
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Next Class

Assignment: Check the Calendar Page on the web site
to see what is due next week.

Quiz questions for next class:

« What part of UNIX/Linux is both a user interface and a
programming language?

« What is the lowest level, inner-most component of a
UNIX/Linux Operating System called?

« What command shows the other users logged in to the
computer?
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If we have time
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Using
CIS VLab
(Virtual Lab)

Third driving lesson



A 1

CIS Lab servers on\

the Aptos campus

&) cCenter - viphere Chent
Be St Vey lpwentory Adwestaton Plugins Heb
8 B [ row b sy tvemy
) epaboeo

3

b &) VM and Templates

cisI0@Arya-04: ~
cissogarya-04:~$ who
c 0

2014-08-24 12:41 (:0)
cis9e  pts/e 2014-08-24 12:57 (:0)
lctss0garya-0s:-5 tty
/dev/pts/e
cis90@Arya-04:~5 cal
August 2014
su Mo Tu We Th Fr Sa
172

10 11 12 13 14 15 16
17 18 19 20 21 22 23
B 25 26 27 28 29 30

| _>1_J
IName, Target or Status contains: » 2

Toetat Trkiwsdby | voente Server | Requessd Stat 1. — | Sart Te

|
o relesse curscr, press CTALALT (CISUBsmbersd

Home School Travel @ vmware
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p— — |0 g
@ 0 @ sx N0 simms-teach.com/docs/ci
€ - C [} simms-teach.com/docs/cis90/Pod-Assignments-S @ 1¢| = ||
- ' : N
Rich's Cabrillo College CIS Classes
Home Page | €15 90 Viab Asslg |
Student VM
TBD Arya-01
TBD Arya-02
TBD Arya-03
TBD Arya-04
/—-b TBD Arya-05
TBD Arya-06
TBD Arya-07
TBD Arya-08
TBD Arya-09
CIS 90 TBD Arya-10
: TBD Arya-11
Previous Classes = Arya-12
TBD Arya-13
TBD Arya-14
TBD Arya-15
TBD Arya-16
TBD Arya-17
o TBD Arya-18
Cabrillo College Too fed
Web Advisor Contact TBD Arya-20
Commands and Files o Email: risimms ¢ cabrilo dotedu I:g ix::;;
« Office hours: directory page TED Arya-23
TBD Arya-24
s Fall 2013 Cabrillo Linux Classes o a5
« Introduction to UNIX/Linux (CIS 90) - Rich teaching TBD Arya-26 *
CIS 90 Viab VM « UNDX/Linux System Administration (CIS 191AB) - Michael Mat#fa teaching TBD Arya-27
Assignements TBD Arya-28
TBD Arya-29
TBD Arya-30
RIP Dennis Ritchie TBD Arya-31
TBD Arya-32
TBD Arya-33
TBD Arya-34
TBD Arya-35 F
TBD Arya-36
H TBD Arya-37
Metsl  Stemap | W3C T e # W3C °“* Credits  Earth I S E
TBD Arya-39
TBD Arya-40
TBD Arya-81
TBD Arya-42
TBD Arya-43
TBD Arya-44
TBD Arya-45
TBD Arya-46
To see which Arya VM is yours use the link on o
TBD Arya-48
- TBD Arya-49
the class website o .
TBD Arya-51 177
‘ »
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@

Rich's Cabrillo College CIS Classes

Home Page

IR RGO AR
€ - C |[)oslabcis.cabrillo.edu

‘Welcome to Opus @

opus cis cabrilo edu

A |

Remote access to the CIS Virtual Lab (VLab) T Rt ST

[ ot D |

T publishs of tis Fancterps oo camsd b irtliod. Do i ward
i et e ey

o e e o oot comgute. Bt o o -
P 10 K b g o i e o

CIS 90

CIS 192
Previous Classes

&) Vitware vSphere Chen

| Okl ot g e et S5 oo, vmware'
Download this RDP file: vcenter rdp oo | P | |
r
Cabrillo College Contact zriiivg]et vSphere
Web Advisor

| Ignore S e i S St
To manage mutiple hosts, enter the 3 address or name of 3
Center Server,

Podtess/ame: [ w o]

Commands and Files

Spring 2013 Cabrillo Linux Clasdsg

Viab ROP file « Introduction to UNIX/Linux (CIS 90) - Rich Simms teaching e e |
CIS 90 Viab VM ¢ UNIX/Linux Linux Network Administration (CIS 192AB) - Rich Simms teaching

Assignements
CIS 192 Viab Pod
Assignements

RIP Dennis Ritchie
T
Be Bt Vew Iyvestory Admeavaton Puges tep
BB [ s 5 e B orr o]
: XHTML : ; '
Metol  sitemap |W3C 10 * W3C css, Credits  Earth mubeoapeeoe

R ———
[ D frodo-104 What is a Virtual Machine?
1) Download the vcenter.rdp file to your desktop and e
& frodo-106 A virtual machine is a software computer that, like a
. & froso-107 physical computer, runs an operating system and Virtu,
then o pen it to access VLa b QU | ppicatons anoperating et netaled on  vitual
. g i 128 machine s called a guest operating system <
& frodonn Because every virtual machine is an isolated computing . 4"
& frodo-112 environment, you can use virlual machines as deskiop or (\
& fredo-113 workstation environments, as testing environments, or 10 -J
.// - II g frodo-134 consolidate server applications.
pes
2) Mac users will need to install CoRD. | fcll [e——————
cb frodo-117 clusters. The same host can run many virtual machines.
@ frodo-118 |
& tmania =% o

Recent Tasks. Name. Target or Status contains: = Clowr %

3) When entering your username and password you must - T T ——
preface your username with the “cislab\”, for example Ho — 2 178
Benji would use: cislab\simben90

Locate and select your assigned VM
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CIS VLab Home View

=) vCenter - vSphere Client M=l E3

File Edit View Inventory Administration Plug-ns Help
ﬁ | £Y Home | S =i Search Inventory ‘ Q |
Inventory

K S . J

Search Hosts and Clusters Datastores and Metworking

Datastore Clusters

Administration

% > > B W

Roles Sessions Licensing System Logs vCenter Server vCenter Solutions  Storage Providers  vCenter Service
Settings Manager Status
Management
- - ’ &
7, i 2 3 3 >
Scheduled Tasks Events Maps Host Profiles VM Storage Customization
Profiles Specifications
Manager

Recent Tasks Mame, Target or Status contains; ~ I Clear X

Mame Target Status Initisted by | wCenter Server | Requested Start Ti.., = | Start Time | Completed Time
4| | B
5 Tasks @ Alarms | [CISLABsimben132 7

179
Click VMs and Templates to get to your course VMs
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Selecting and powering on your VM

=) vCenter - vSphere Client M=l 5
Eile Edit View Inventory Administration Plug-ns Help

|E} Home [ gf] Inventory D & VMs and Templates ‘WSearch Inventory |Q|
I ERE R R

B [ vCenter Arya-04
= [y cIs viab : . - .
B @éis % ceting stated) 2 ) Jf jt is not powered on them then click the Power On
= Student . . . . .
& ot Twrsmesvl /CON on the toolbar. This icon will be grayed out if your
ﬁ Arya-02 . .
& Arya-03 aviwaimal VM IS already running.
U3 |Arya-04 physical conlpUrer, TUNS an Operanmg SyseEnT and Virtual i
(’ 3 Arya-05 applications. An operating system installed on a virtual i) B
Dty Aeya 0E R R i /\-\\{\
H fi
1) Find and select your Arya VM |omputing custer [ Y
I Arya-ud ETTVITOTITIETT, YOU Tarm Use VIO Macmes a5 deskitop or
51 Arya-10 workstation environments, as testing environments, or to P o i
G Arya-11 consolidate server applications. -
Ty Arya-12
5 Arya-13 In vCenter Server, virtual machines run on hosts or
@ Arya-14 clusters. The same host can run many virtual machines.
(s Arya-15
ﬁ Arya-16 | Datacenter
@ Arya-17 vCenter Server
% :wa_ig Basic Tasks vSphere Client
a-
& A:a-m Shut down the virtual machine -
& Anva2t T[4 | »
Recent Tasks Name, Target or Status contains: - I Clear *
Mame | Target | Status | Details | Initiated by | wiCenter Server | Requested Start Ti... =— | Start Time
@ Initiate guest OSshutd... [ Arya-11 & Completed CISLAB\simb.. E‘E} vCenter 8/24/2014 12:35:17 ... 8/24/2014 12:35:1¢
@ Initiate guest 05 shutd... @ Arya-10 & Compleed CISLABYsimb.. E%} wCenter 8/24/2014 12:35:13 ... 8/24/2014 12:35:1¢
al | i
7 Tasks @ Marms | |CISLABisimben30

Note that the Arya-10 and Arya-11 VMs above are not powered on 180
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Launching a graphical console

2) Use the Launch Virtual Machine

= o fﬁjl”";””im Console icon on the toolbar for the
selected VM

m e elomRee e
= 3 veenter B[ Arva-0s
S| CIS Viab ; 5 5 ; 5 5 ; 5
= E:j; IS an [eEnps el b Summary | Resource Allocation ' Performance | Tasks & Events | Alarms ' Console ! Permissions ' Maps
B [ Student VMs cl2]
@ Arva-ol What is a Virtual Machine?
(3 Arya-02
(i Arya-03 A virtual machine is a software computer that, like a
B 1| physical computer, runs an operating system and Virtual M
Gy Arya-05 applications. An operating system installed on a virtual »
G Arya-06 machine is called a guest operating system.
(g Arya-07
s Arya-08 Because every virtual machine is an isolated computing Cluster
(f Arya-09 environment, you can use virtual machines as deskiop or
f Arya-10 workstation environments, as testing environments. or to
s Arya-11 consolidate server applications. |
(B Arya-12
[ Arya-13 In vCenter Server, virtual machines run on hosts or
(s Arya-id clusters. The same host can run many virtual machines.
[ Arya-15
@ Arya-16 | Datacenter
@ Arya-17 = vCenter Server
@ Arya-18 Basic Tasks vSphere Client
(3 Arya-19 i .
G Arya-20 Shut down the virtual machine _Iﬂ
& ana-2t |4 | %
Recent Tasks Name, Target or Status contains: ~ I Clear %
Mame | Target Status | Details | Initiated by | wiCenter Server | Requested Start Ti.., = | Start Time
< | 2
%] Tasks @ Alarms | |CISLAB\simben30 %
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Log in as

CIS 90 Student Shutdown using

> Shut Down...

BEVEAW
mnbeDGhe o

The Arya VM

To get a graphical terminal
Terminal icon (under System Settings)

rrrrr

Use right click > Profiles
to customize colors

WBPPD OS]

| Use exit command to

quit graphical terminal 184




(5 vCenter - vSphere Client

Class Activity

Ele Edt Vew Inventory Admnistraton Plugins Heb

3 ‘Q Home b g Tnventory b &y VMs and Templates H@:J, pp—

BIEICEY

"0 P> B

B 6 voerter
= [ c1s b
EE s

B swdent s

@ Anaot

@ Aya2

@ Aya03

3

& Ayas
& Arya-06
B Aya0?
s Arya-08
& Aryaoe
& Aya-io
& Ana-1
B Ava12
s Aya13
i Anyata
@ Avaris
@ Anarls
@ Anari7
@ Aya-i8
& Ana-is
& Anya20

Recent Tasks

& ava2t 7|

What s a Virtual Machine?

A virtual machine is a software computer that. like a
physical computer, runs an operating system and

Virtual
applications. An operating system installed on a virtual

machine is called a guest operating system 2
Because every virtual machine is an isolated computing 4

environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications

In vCenter Server. virtual machines run on hosts or
clusters. The same host can run many virtual machines

Basic Tasks

@ Shut down the virtual machine
|

Neme, Targetor Status contains: = [

Name

<

TTaaet

Status

Detalls

Tttty | vCerterserver | Reauested Srt T — | StartTime

] Tasks @ Alarms |

|

[CISLABsimbend0 /|

Try logging into CIS VLab with your own credentials

Find your VM

Power it on (if it's not already)

Open a separate console for your VM
Login as CIS 90 Student into the graphical desktop
Run a terminal on the graphical desktop

Shut down the VM
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%) Arya-04 on
File Vien WM

TS E3

un A

BN Ctr-IT-Alt-Space-F2
(for tty2)

Ctrl-E8-Alt-Space-F3
(for tty3)

Ctrl-Ed-Alt-Space-F4
(for tty4)

B
Virtual Terminals

1) While holding down Crtl-E§-Alt keys,
tap Space, then tap Fn key

2) or try: chvt n
3) or try: sudo chvt n

4) or try: <alt-key> n
(in an Ubuntu virtual terminal)

5 Arya-04 on
Fle View VM

& W b i B @ @

Terminal File Edit View Search Terminal Help B ) tosPm 3

cisS0@Arya-04: ~
cis90 pts/e
cis90@Arya-04:~$ tty
/dev/pts/e
cis90@Arya-04:~$ cal
August 2014
Su Mo Tu We Th Fr Sa
1. 2
3 4 5617 8 9
16 11 12 13 14 15 16
17 18 19 20 21 22 23
25 26 27 28 29 30
31
cis90@Arya-04:~$ chvt 2
Couldn't get a file descriptor referring to the console
cis90@Arya-04:~$ sudo chvt 2
[sudo] password for cis90:
cis90@Arya-04:~$ sudo chvt 2

2014-08-24 12:57 (:0)

2014-08-24 13
2014-08-24 13:
2014-08-24 13:
2014-08-24 12
2014-08-24 12

Ctrl-E4-Alt-Space-F7
(for pts/0)

i 188
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(1 Arya-04 on = E

Changing Virtual TTY Windows PC
Keyboard

Terminals using
VMware vSphere

2014-08-24 13:28
2014-08-24 13:04
2014 4 13:04

2014 4 13:28
2014-08-24 13:29
2014-08-24 12:41

Ctrl-5¥-Alt, Space, F7**
(for pts/0

Ctrl- 4&-Alt, Space, F1
(for ttyl)

Ctrl- 4&-Alt, Space, F6
While holding down Crtl- 4¥-Alt | (for ttv6)
keys, tap Space, then tap Fn key*

ol O
N o o o e O o
I S

Up
et e
zo=

Ctrl- 52-Alt, Space, F5

(for tty5)

Ctrl-5¥-Alt, Space, F2
(for tty2)

Note: This is for
vSphere only. The &%
key and Space bar
are not pressed for

*On some PC

l( - - . :
nzzgsa;f; tlg ISSZOt Ctrl-5»-Alt, Space, F3 } Ctrl- 4#-Alt, Space, F4 | physical (non-VM) 190
the 4 key (for tty3) (for tty4) servers
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P

Changing Virtual Terminals on VMware Linux VMs

VMware operations

On PC Keyboard:

On Mac keyboard:

While holding down
the Ctrl-4v-Alt keys,
tap spacebar then tap
fi, f2, ... or f7.

Hold down Control
and Option keys, tap
the spacebar, hold
down fn key (in
addition to Control
and Option keys) and
tap f1, f2, ... or f7.

Pressing the 4¥ on some
Windows keyboards
may not be necessary

F7 is graphics mode for
the Ubuntu VMs.

The Centos VMs do not
have a graphics mode
components installed
(run level 3 only)

Note: the spacebar does not need to be tapped on a physical (non-VM) system.
This is only required when changing virtual terminals on VMware VMs.
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VMware VM Operations
Changing Virtual Terminals with a PC keyboard

jl@Qi (0 3 O O G
-IEDIDDD- SOEmEm]
CE e OO0
-Ellﬁﬁﬁﬁli

’3‘

On PC keyboard:
While holding down the Ctrl-4¥-Alt keys,
tap Spacebar then tap Fn key

(where n=1-7 to specify a function key)
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VMware VM Operations
Changing Virtual Terminals with a Mac keyboard

8 9
-BIHIIHIIIIH- BBk
g:..
-IIIIBBMII.- [ - BBE
.\2.(;'

ord

’ 7 “‘:’;.Jz

bd)

o

commond 36 3% command . ."
Ehire

On Mac keyboard:
While holding down the control-option keys
tap Spacebar then tap fn-Fn keys

(where n=1-7 to specify a function key)
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Class Activity

Ctrl-4¥-Alt-Space-F2 Ctrl-4% -Alt-Space-F1

I {

358 P~ ¢
Ctrl-4¥-Alt-Space-F7

On your VM:

Try changing between the graphical desktop and the TTYs
Login as cis90 on ttyl and tty2

Run a terminal on the graphical desktop

Use the who command to see how many logins there are 194
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More on
who
command



ciss0
ciza0
ci=s90
ciss0
ciza0
ci=s90

3 (i<00@frodo-108: ~

ciz90@frodo-108:~% who

CIS 90 - Lesson 1

Deciphering who command output (Ubuntu 12.04)

@ frodo-108 on vmserver3.cislab.net
File Wiew WM

[T @ﬂ'” @ HQ|E¥ & @

[ [=] B3

@ frodo-108 on vmserver3.cislab.net
Ele View WM
m o b @|" ﬁjﬂﬁ‘hﬁk? 2

is908frodo-108:"9 tty
deusttys
is908frodo-108:"%

tty2 (virtual terminal)

buntu 12.04.1 LTS frodo-108 ttyzZ

frodo-108 login: cis90

[Password :

[Last login: Mon Feb 11 13:21:30 PST 2013 on ttyl

elcome to Ubuntu 12.04.1 LTS (GHU-Linux 3.2.0-29-generic x86_64)

* Documentation . .
tty5 (virtual terminal)
(335 packages can
112 updates are security updates.
is900frodo-108:"5 tty

devsttyz
1s90@frodo-108:"5 _

tty5s 2013-02-11 13:23

tty2 2013-02-11 13:23

ttyT 2013-02-11 13:1&

pts/0 2013-02-11 13:26 (:0)

pts/2 2013-02-13 17:17 (:0)

pts/S3 2013-02-13 17:18 (oslab.cabrillo.edu)

cis90@frodo-108:~%

pts/3 (login session from Opus)

%] frodo-108 on vmserver3.cislab.net
File View WM

E m P @\

Terminal

B HQ‘&? & @

tty7 (graphical desktop)

[_ O]

cis9e@frodo-108:~$ tty
/dev/pts/o
cis90@frodo-108:~$ |:|

pts/0 (graphical terminal)

OO e ciss0@frodo-108: ~
cis90@frodo-168:~$ tty
fdev/pts/2
cisoe@frodo-108:~5 I

EEEEEE]

pts/2 (graphical terminal)

B
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What is a virtual machine?

* There are software programs (e.g. VMWare, VirtualBox, MS
Virtual Server) that simulate perfectly all the hardware of a
real computer.

* These simulated computers are called virtual machines or VMs.

* You load an operating system and
applications on virtual machines just
like you would any other computer.

Virtual
Machine

Virtual
Machine 3

» The guest OS and apps don't even
know they are not running on a
“real” computer.

Virtual
Machine 4

The EMH doctor

on Star Trek
« Opus used to be a 1U rack mounted Voyager was a

server. Now it's a VM on a server in simulation
building 1300.

Over the network, virtual machines

appear just like any other computer. 198


http://en.wikipedia.org/wiki/Image:TheDoctor.jpg

( Virtual \

Machine 1

( Virtual \

Machine 2

( Virtual \

Machine 3
B

gt >

NS

G

¢

(%) vCenter.cislab.net - vSphere Client

Fle Edit Vien Inventory Administraon Plugins Help

CIS 90 - Lesson 1

B
Virtual Machines

Multiple computers on one computer
... running at the same time
... Sharing the same physical hardware

‘Eﬁ Home b gf] Inventory b &) Msand Templates

‘ W Search Inventory |Q |

Mame | Target

<

G Tesks @1 Marms

n > 6o EDee @

Benefits of virtualization:

» Rapidly and inexpensively bring new systems online.

» Rapidly restore service due to hardware failures by moving VMs
to replacement host server.

» Optimize performance by moving VMs between physical hosts.

* Run legacy apps on older OS's.

» Test new OS’s before putting them into production.

» Keep special purpose VMs on the shelf till needed.

» Consolidate data center on fewer servers.

» Students can have their own personal computer lab!
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File Machine Help Fle EGt View VM Te

" u@=a
Ty E X — -

Windows  Help

@ gnapshots D Powered On "B rooicatios: Paces Soetern @ " h e B E17om @
New Settngs Show Discard &) Ubuntu-11-08-master z
A - @ Favortes
Q| ko =] General = preview = B Cent05-6-master
@powered OF ) Ubuntu-11-08-master
Name:  matara B WinXP-master
08 Type: Other Linux
<\ rkv
E @pPovwered Off @ svstem = |
I & FinahErond
— Base Medmnlr SIIZME 8 Final-Legolas
T BootOrder:  Floppy, CD/DVD-ROM, I B Final-Arwen
Hard Disk = 8 FinskFrodo
I Accsleration: VTxfAMD-Y, Nested " & ot socios
I Paging \ ) | =t
! s £ Class?
Display o
I
1 Video Memory: 1218
Remote Desktop Server: Disabled L4 |
. -
| VirtualBox |- VMware Workstation
I
i
Host Driver: Windows DirectSound
Controller: ICHAC37
s T

o direct input to this VM, move the mouse pointer inside or press CtieG.

lab.net - vSphere Client M= = —
fle Edt View Inventory Admiistiaton Plugins Help ! T T Y 3
[ Ed [& rome b g imentory b ) Vs and Terpotes Search Inventory ] O -cx . [ r— y;
e L D T ——
uw b eb@R e
e e p—y
R e Not-Opus-03 Virtual Server200sr2
B [ LinuxLab 4
B ass Summary | Resource Allocation | Performance | Tasks & Events | Alarms | Console [ PermissiZ[ 3
() Pod o1 Maagstam M 83964 Status
[ e a2 vi Master Status
i) rosoz What is a Virtual Machine? Paget ol
B [ Pod 03 Vsl Server Manager
B Kate-03 A virtual machine is a software computer that, like a e § Remote View  irtual Machine Mame 5 Status Suneing Tene P Usane
G Mr-Eko-03 physical computer, runs an operating system and ey
@ applications. An operating system installed on a virtual A setaan “ot m w
g m:‘; machine is called a guest operating system : 2
) Pod 06 Because every virtual machine is an isolated computing Cluster Vit Desks u n sevn it wm w
£ podo7 environment, you can use virtual machines as desktop or < Croste “
) podog workstation environments, as testing environments, or to spect
Fang (Pog 5
{4 Fang (Pod reserva erver proeT—
Crente =
i — Ircual server
o ware I/V ere ;
«
Vet Sorvwe
Recenf [ x Semet Propees
o Prepartes
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7 Tasks @ Alarms | [CISLABsimbers0 -
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The CIS Lab is inside the MESA Center
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ipa$h v.2.5.1

Type 'help' for

pyright

a list of

2013, Martino Orlandi (www.treehouset

available commands

August 25, 2014 at 5:25 PM logged on Mary's iPad

August 25, 2014

$ hostname

's iPad

:/$ uname

win
ipash:/$ ps

]
18
21
23
25
28
29

33

PROCESS NAME
timed

mediaremoted
fairplayd.Al

softwareupdated
backboardd
SpringBoard
routined
softwarebehavior
ag &

mediase rd
identityservices
imag

BTS er
installd

lsd

v estaltHel
BlueTool
IMDPersistenceAg

gamed
medialibraryd
DuetLST

softwareupdatese
assetsd

ipash:/$

at 5:25:49 PM Pac

USER

mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile
mobile

PRIORITY
17
17
17
24

17

e I

fic Daylight Time
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admin@RT-ACE6U: /tmp/home/root# uname
A R t Linux
s u S o u e r [[admin@RT-ACE6U: /tmp/home/root# date
Mon Aug 25 18:13:02 DST 2014
admin@RT-AC66U: /tmp/home/root# ps
PID USER VSZ STAT COMMAND
1 admin 2360 s /sbin/init
2 admin 0 swWw< [kthreadd]
3 admin 0 SWN [ksoftirgd/0]
4 admin 0 SW< [events/0]
5 admin 0 SW< [khelper]
18 admin 0 SW< [kblockd/0]
49 admin 0 sw [pdflush]
50 admin 0 sw [pdflush]
51 admin 0 SW< [kswapdO]
52 admin 0 sW< [aio/0]
96 admin 0 sW< [mtdblockd]
125 admin 0 sW< [kmmcd]
129 admin 608 3 hotplug2 —-persistent --no-coldplug
162 admin 2344 s console
166 admin 1552 s /bin/sh
168 admin 1540 s syslogd -m 0 -5 -0 /tmp/syslog.log -s 256 -1 6
170 admin 1540 s /sbin/klogd
172 admin 0 sW< [khubd]
248 admin 2352 s usbled
320 admin 2352 s /sbin/wanduck
327 admin 1544 R telnetd
330 admin 1056 s /bin/eapd
335 admin 1492 8 nas
336 admin 1860 S /bin/wps_monitor
337 admin 2352 5 wpsaide
340 nobody 1100 s dnsmasg --log-async
341 admin 4356 s httpd
343 admin 1552 3§ crond
344 admin 1028 5 /usr/sbin/infosvr br0
347 admin 3700 s watchdog
348 admin 2352 3 ots
351 admin 1240 s rstats i
365 admin 1072 s 11d2d bro0 i
375 admin 1376 S /usr/sbin/acsd
386 admin 2052 s uZec
388 admin 1128 s 1pd
391 admin 2052 s uzec
395 admin 2052 s uzec |
M 412 admin 1016 5 rdnssd -u admin -i eth0 |
| 413 admin 1084 s rdnssd -u admin -i eth0 I
461 admin 2352 8 ntp
|| 468 acmin 748 s dhcpéc -T LL eth0 /
I 472 admin 744 35 dhcpés —c /etc/dhcpbs.conf br0 |
474 admin 768 3 radvd -u admin
| 476 admin 768 s radvd -u admin
| 477 admin 1556 s udhcpe -i eth0 -p /var/run/udhcpc0.pid -5 /tmp/udhcp
| 485 admin 760 S miniupnpd -f /etc/upnp/config
486 admin 2352 35 disk monitor
884 admin 1308 s networkmap
2734 admin 1692 s -sh
2794 admin 1544 R Ps -
admin@RT-ACE6U: /tmp/home/root# [ !




Samsung
Galaxy
smartphone

12:454

Thu. 3 May
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##17230.1.1 - PuTTY — . e
ul_a6l@d2vmu:/ $ clear \Z|
u0_aél@d2vmu:/ $ date

Wed Aug 27 17:52:55 PDT 2014

u0_a6l@d2vmu:/ $ echo $SHELL

/system/bin/sh

u0_a61@d2vmu:/ § id

uidleDGl(uD_aGl) qidleDGl{uD_aGl) qroupslelS(sdcard_;w),lUZB(sdcard_;),SDOS(inet),SUDGl(all_@Gl) context=u:
r:untrusted app:s0

u0_a61@d2vmu:/ $ cat /proc/version

Linux version 3.4.0-1368792 (dpi@SWDD5612) (gcc version 4.7 (GCC) ) #1 SMP PREEMPT Wed Apr 30 20:46:12 KST 201
4

u0_aé6l@d2vmu:/ $ ps

USER PID PPID VSIZE RSS WCHAN PC NAME

root 1 0 1372 888 fEfff£ff£Ff 00000000 S /init

root 2 0 0 0 ffffffff 00000000 5 kthreadd

root 3 2 0 0 fEEEEEFE 00000000 S ksoftirgd/0

root 3] 2 0 0 fEEff££f 00000000 S migration/0

root 7 2 0 0 fEfffffff 00000000 S watchdog/0

root 12 2 0 0 ffEfEEEF 00000000 S khelper

root 13 2 ] 0 fEffffff 00000000 5 suspend sSys Syn

root 14 2 0 0 fffEffff 00000000 S suspend

root 17 2 0 0 fEEEEEEf 00000000 5 irg/203-msmdata

root 18 2 0 0 fEfFFEEE 00000000 S sync supers

root 19 2 0 0 fEfffff£ff 00000000 S bdi-default

root 20 2 0 0 fEEfEf£F 00000000 S kblockd

root 21 2 0 0 fEEEEEEE 00000000 S khubd

root 22 2 0 0 fEFEFFFF 00000000 S 12cap

root 23 2 0 0 fEfEfffff 00000000 S aZmp

root 24 2 0 0 EEEEEEEE 00000000 S cfgBO211

root 25 2 0 0 fEffff£f£ff 00000000 S rpciod

root 26 2 0 0 fEFEFEFE 00000000 S modem notifier

root 27 2 0 0 ffEfffff 00000000 5 smd channel clo

root 28 2 0 0 fEffffff 00000000 5 smsm_cb_wg

root 30 2 0 0 fEfffffff 00000000 S gmi

root 31 2 0 0 EEfEEfFEF 00000000 S nmea

root 32 2 0 0 fEFEFEFE 00000000 S msm ipc router E|
root 33 2 0 0 fEEEFEFE 00000000 S apr_driver

root 34 2 0 0 fEEE£fE£F 00000000 S khungtaskd

root 35 2 0 0 fEfEfEEEE 00000000 S kswapdO

root 36 2 ] 0 fEEEFEFE 00000000 S fsnotify mark

root 37 2 0 0 ffffffff 00000000 5 ecryptfs-kthrea

root 38 2 0 0 FEEEFEFE 00000000 S nfsiod

root 39 2 0 0 fEfff£ff£ff 00000000 S cifsiod

root 40 2 0 0 ffffffff 00000000 S crypto

root 58 2 0 0 FEFEFEEE 00000000 S mdp dma wg BIJ
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VMware
ESXi server
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5] |

excalibur.cis.cabrillo.edu

s

#2 simben90@excalibur:~

~ # clear

~ # date

Thu Aug 28 00:59:38 UTC 2014

~ # hostname

vmserver3d.cis.cabrillo.edu

~ # who

root char/pty/t0 00:00 Aug 28 00:57:54
~ # uname

VMkernel

~ # ps | head

WID CID World Name Command
32769 idlel

32770 idle2

32771 idle3

32772 idled

32773 idle5

32774 idlesd

22775 idle?

32776 idle8

~ # ps | grep sh

32786 tlbflushcount

32787 tlbflushcounttryflush

32788 vaSpaceTLBFlush

32873 pshare-est

32901 OCFlush

32903 BCFlush-0

33273 33273 sh /bin/sh
33315 33315 sh /bin/sh
33479 33479 sh /bin/sh
M33743 33743 sh /bin/sh
33780 33780 sh /bin/sh
33818 33818 sh /bin/sh
33871 33871 sh /bin/sh
33911 33911 sh /bin/sh
33947 33947 sh /bin/sh
33990 33990 sh /bin/sh
34064 34064 sh /bin/sh
34115 34115 sh /bin/sh
34217 34217 sh /bin/sh
34260 34260 sh /bin/sh
34297 34297 sh /bin/sh
34333 34333 sh /bin/sh
34539 34539 sh /bin/sh
34613 34613 sh /bin/sh
34706 3470€ sh /bin/sh
35049 35049 sh /bin/sh
4197333 4197333 sshd sshd
4197376 4197376 sh -sh
~ # I
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2du: Susr/ob s/ GENERIC

ty 1500
1Mz

ast 144.44,173, 255
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Window Edit Options

004518FC4CO0
e

210



