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Rich's lesson module checklist

d Slides and lab posted
O WB converted from PowerPoint
d Print out agenda slide and annotate page numbers

d Flash cards

Q Properties

d Page numbers

Q 1st minute quiz

d Web Calendar summary
d Web book pages

d Commands

d Lab 5 posted and tested
d T1 on Canvas for last hour of class
d Copy T1 steganography file to depot directory

Last updated 10/4/2016

d Backup slides, whiteboard slides, CCC info, handouts on flash drive

d Spare 9v battery for mic
d Key card for classroom door
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Evading Network
Devices TCP/IP
VEESRIREE Computer Attacks

Hacking Wireless CIS 76 Footprinting and

Networks . i Social Engineering

Ethical Hacking
Hacking
Web Servers Port Scanning
Embedded Operating p
Systems Enumeration
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes

1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 5
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

« HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!
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Student checklist for attending class
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Browse to:
http://simms-teach.com

Click the CIS 76 link.

Click the Calendar link.

Locate today’s lesson.

Find the Presentation slides for
CRY 0. (KR A $) Catmidin the lesson and download for
it Seaty| Calendar easier viewing.

S e omees o Ta 0. Click the Enter virtual classroom
e e e e link to join CCC Confer.

[ e Dparetand P 1 conise W ismor it

X v ovenien of eopites Pty 7. Log into Opus with Putty or ssh
Feaodindulirtal g command.

AN
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nhwn

| MRt

Presentation slides (download) |*
rresena on s (M) I Note: Blackboard Collaborate Launcher only

Suppfemtat e needs to be installed once. It has already
o rveN YT ot 6% ] SovnioRg) Mo H

255 M < been downloaded and installed on the
classroom PC's.

| Avrigrvmes

s Shdert Shivey
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@ Blackboard Co * ¥ EJ Goog

€ c

simms-teach.com

} Rich's Caby
CIS 90 Calend|

v AUDK) & VIDEO

cis90lesso....pdf :

The CIS 90 System Playground

> x,
E | GhdGlte cisoo-temont LB ARRE TR o
T EE é. -
() CCC Confer - SIMMS VIRTUAL CLASSROOM : S

File Edit View Tools Window Help

Graphics and Command Une

CIS 90 - Lesson 1 % f* ' 'lw

Class Activity - Where are you now?

w PARTICIPANTS

O Benfi Senms
=3

I

w CHAT

Wh‘ucsagoodphcelogd
a used version of the
optional textbooks?

Rich-Seren

sch-Serns
Amazon has some good
prices nght now

24804 *

248PM

Q One or more login
Q CIS 76 website Calendar page

sessions to Opus




1) Instructor gives you sharing privileges.

() CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help Hevated privieae T~ =

 AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or

elevated privileges. Elevated privileges are required to share

applications that use elevated privileges.
Select your desktop or an open application you would like to share.

Start 5 h ar‘ing Elevated privileges are acquired via Tools > Application Sharing . .
> Request Elevated Privileges. They can be relinquished via ns
Tools > Application Sharing > Yield Elevated Privileges (returning _
you to standard privileges). If you are hosting an application 5 127€ desktop

sharing session with standard privileges and you (or a person
remotely controlling your desktop or application) perform an

2 ) C | i C k ove rl a p p i n g recta n g | eS action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

W Microsoft Word (winword.exe) 'Virtual dassroom (Jocked).docx
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P Microsoft PowerPoint (powerpnt.exe) 'cis90lesson01.pphbx - Mic

i S p rese nt th e n Cl i C k it a s We | I . If you are hosting an application sharing session with elevated g C:\Program Files (x86)\putty.exe 'simben30@oslab:~"

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on
as a standard user) or allowed (if you are logged on as an
administrator).

application sharing session to terminate. Also, without elevated

icon. If white "Start Sharing" text

time than sharing the desktop (all of it or a region).

D Never show this dialog again

3) Click OK button. ‘ | :

4) Select "Share desktop"
and click Share button.
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[ ] Preload White Board

[ﬂ[ Load Content ] [ Record | @ H

[ ] Connect session to Teleconference

MATN ROOM (2] e QD HD

Session now connected ® Rich Simms
Moderator (You)

cce(E) Confer

(i) CCC Confer -0 - RICH SIMMS

[File Edit View Tools Window Help

» AUDIO & VIDEO

Maximum Simultaneous Talkers... !
ust Microphane Level Up

Adjust Microphone Level Down

to teleconference
—\> [% Teleconference > I

[ ]1Is recording on?

@ [ Load Content ] [ Recording (e § @
L3
Red dot means recording_)

[ ] Use teleconferencing, not mic

w AUDIO & VIDEO

a9
I 8 e e 1) e e Adjust Speaker Level Up "
[ Talk [ video [ J Adjust Speaker Level Down ]
i
\ ]
i

s
§
ake Video Follow Speaker N‘
I amera Snapshot To Whiteboard | §
g

s - g L

9

Should change
from phone
handset icon to
little Microphone

icon and the

Should be grayed out ‘+

Teleconferencing ...

T uie | Q|
g l

message displayed
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i
11

=2 )Gonfer

_...’_ B @ cis90lesson07.pdf * - Foxit Reader

o 11| Fe Edt View Toos Comments Forms SharePoint r«k \Q O N L W @ m e § N
. = = [l = C [ simms-teach.com/docs/cis90/cis-90-TEST- 1

~ wHE = s 8- =
7 ~ <

.
(@ CCC Confer-0-RIC.. [ |[@ |[52] L5
File E;m View Tools Window Help

(1 point each)

-

\m

vther users logged in to the computer?

v AUDIO & VIDEO D |-

L}
LJ
LJ
)

»

hname

©

{Q2] What environment variable is used by thé shell to determine which directories to
search when locating a command?

&

€l fch Sunms

A boot etc sbin (A2]
& —U— D) —U—
[ Tak W@ ]

&P simbend0@oslab:~
gin as: simben90

(e e[=]

A mail sixpben90@oslab.cabrillo.edu's password:
§ w PARTICIPANTS -2 B Acc
o simbe <
g Rich Simms f@ %3
Moderator d.com Fle Edit View Inventory Administration Plugins W
|~
BBIE :
: /- g &
1, M (3 O s L ]
1-.21)»« ROOM (3 ) O \_ 5 @vlCeﬂter
Rich Simms e A &= = [y c1s viab
- .. 2% 3 Welcom B [cis 192 Alarms | Pei
Teleconference > 4 3 z Serving Cab: El L 5 a Clear
- & What command copies th 2 - e
=z = Terminal type? [ T Vsphel‘e CIlent ® ,ﬂ
“ = Terminal type is &1 po1-frod Lo o @
SGCHAY Sy /home/cis90/simb: & pOLtegoias 7 LI_I

AM)- -

Recent Tasks Name, Target or Status contains: ~ Clear %
= Tehaconference joined the Main Room. ( Marme | Target [ Status | Detais | Tnitiated by
4] |
[79 Tasks @ Mlarms |
il 53 ~ = 6:52 AM
Ao @ £ W‘ PE} G) ﬁ @ s B® e oo

[ ] layout and share apps O
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cce(E:)Confer

-
{i) CCC Confer— 0 - RICH SIMMS
File Edit View [Tools| Window Help

» AUDIO & Application Sharing  *
Audic r
Breakout Rooms 4 Mew Page Delete Page

Chat 4
Graphing Calculator *

In-5ession Invite 4

Interaction 4

[ ] Video (webcam)

Moderator 4

() — Polling >
[ Tk | Profie . [ ] Make Video Follow Moderator Focus
Recorder e
¥ PARTICIPA Session Plan »
Rich Sin| Telephony »
e Timer r
E Video ' Camera Settings...
) Whiteboard ! Maximum Simultaneous Cameras...
HAm R:i:;:“m R u__”ij\; ¥ | Make Video Follow Moderator Focus
Maderator [You) Make Video Follow Speaker
Send Camera Snapshot To Whiteboard

17—
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Image Mate

Elmo rotated down to view side table

LIVE image - Image Mate -) (B

Rich's CCC Confer checklist - EImo

Settings

Basic | MNetwork

Language settings
Select device

Select image quality
©) High

Recording setting

Video quality
@ High

File format

Interval time

Expert mode 5

Return all windows to their normal

I position

Engish

@ Midde

@ Midde

Lang-time recording settings

@ Movie

© sl

The "rotate image"
button is necessary
if you use both the
side table and the
white board.

Quite interesting
that they consider
you to be an
"expert” in order to
use this button!

Rotate
A Elmo rotated up to view white board
LIVE image - Image Mate - (B3] [ 3¢
TeieocAEe QW
Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer

=L_M0O



CIS 76 - Lesson 6 N IQ; I lw

CCCE) Confer Rich's CCC Confer checklist - universal fixes

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) General Tab > Settings... 500MB cache size Delete these

r = b r = N M
[2] Java Control Panel == Peraey i Fxie - B3]  [Deiete files and Applications [

() [ > ContctPanel » A8 Contrt PaneiRems +
B General | Java | Security | Advanced

/A
' Delete the following files?
Lay

Adjust your cor

about

| Location
View version information about Java Control Panel.
Select the location where temporary files are kept:
s\Rich Simms\AppData\Localow\Sun\Java\Deployment cache Change... =
Network Settings f ched d
[ | Cached Applications and Applets
Network settings are used when making Internet connections. By default, Javawil || M| Diskspace
|| use the network settings in your web browser. Only advanced users should modify . Installed Applications and Applets
Select the compression level for JAR fles: None - | O

these settings.

fl Set the amount of disk space for storing temporary files:
|| Temporary Intemet Fies f D 00 VB
| :

Fies you use in Java applications are stored in a spedial folder for quick execution
| later. Only advanced users should delete files or modify these settings.

Delete Files... ] [ Restore Defaults ]

.

Free Java Download

Download Java for your desktop computer now!

Free Java Download

Version 7 Update 13

Why download Java? I

11

ology allom:
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Start

12
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Sound Check

Students that dial-in should mute their
line using *6 to prevent unintended
noises distracting the web conference.

Instructor can use *96 to mute all
student lines.

13
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PRI\ AGRR \ad |
Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690

Michael W.

-

= '--—" - . -" .- -~
- R
——P
" é - - -

| Ay

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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« Understand different types of port scans
» Look at port scan tools

» Understand vulnerability scans

» Look at vulnerability scan tools

Scanning

Objectives

Questions
Housekeeping

Port Scanning
Vulnerability scanning
Assignment

Wrap up

Test 1

A.__ oA ‘;
i 3
A LR Rt

15
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Admonition

16

Shared from cis76-newModules.pptx
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
own or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 17
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Questions

18
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Questions

How this course works?

Past lesson material?

Previous labs?

i —EEE A ESEERF B —ERENARAE—E
Chinese | 2Kz,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

19
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Recent news

1. Catfishing

21


http://www.zdnet.com/article/exclusive-inside-a-million-dollar-amazon-kindle-catfishing-scam/
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Vulnerability Summary for the Week of
September 26, 2016

(&) Vulnerability Summary - X

C | & https://www.us-cert.gov/ncas/bulletins/SB16-277 % @ :

= Official websile of the Department of Homeland Security

US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM q

HOME ABOUTUS CAREERS PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES cvp

Bulletin (SB16-277) More Bulletins
Vulnerability Summary for the Week of September 26, 2016

Original release date:

ber 03,2016

& Print 3 Tweet B send Share

The US-CERT Cyber Security Bulletin provides a summary of new vulnerabilities that have been recorded by the National Institute of Standards and Technology
(NIST) National Vulnerability Database (NVD) in the past week. The NVD is sponsored by the Department of Homeland Security (DHS) National Cybersecurity and

Communications Integration Center (NCCIC) / United States Computer Emergency Readiness Team (US-CERT). For modified or updated entries, please visit the
NVD, which contains historical vulnerability information

The vulnerabilities are based on the CVE vulnerability naming standard and are organized according to severity, determined by the Common Vulnerability Scoring
System (CVSS) standard. The division of high, medium, and low severities carrespond to the following scores

= High - Vulnerabilities will be labeled High severity if they have a CVSS base score of 7.0 - 10.0
« Medium - Vulnerabilities will be labeled Medium severity if they have a CVSS base score of 4.0 -6.9

= Low - Vulnerabilities will be labeled Low severity if they have a CVSS base score of 0.0 - 3.9

Entries may include additional information provided by organizations and efforts sponsered by US-CERT. This information may include identifying information,
values, definitions, and related links. Patch information is provided when available. Please note that some of the information in the bulletins is compiled fram
external, open source reports and is not a direct result of US-CERT analysis.

High Vulnerabilities
Primary Description Published | CVSS Source &
Vendor - Product Score Patch Info
adobe - digital_editions Use-after-free vulnerability in Adobe Digital Editions before 4.5.2 allows ‘ 2016-09-26 ‘ 10.0 ‘ CVE-2016-6380 ‘
attackers to execute arbitrary code via unspecified vectors, a different BID&
4 »

v/ncas/bulletins/SB16-277 22
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Best
Practices



CIS 76 - Lesson 6

Defense Best Practices

How to detect a phishing email

24


http://blog.inspiredelearning.com/wp-content/uploads/2014/04/phishing-infographic-full.jpg
http://blog.inspiredelearning.com/wp-content/uploads/2014/04/phishing-infographic-full.jpg
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http://blog.inspiredelearning.com/wp-content/uploads/2014/04/phishing-infographic-full.jpg
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est. 1959 %

No labs due today
Test 1 will become available at 7:30 PM tonight

« Open book, open notes, open computer.

Online timed 60 minute test using Canvas

Online "archive watching" students that work can take it later
today but it must be completed by 11:59 PM.

Practice test ends 30 minutes before real test starts!

Next week:
« Quiz5

« Lab 5 is due

You must work alone and not help or receive help from others.

27



CIS 76 - Lesson 6 _. ' N l l IW

Test 1

HONOR CODE:
This test is open book, open notes, and open computer.

HOWEVER, you must work alone. You may not discuss the
test questions or answers with others during the test.

You may not ask or receive assistance from anyone other
than the instructor when doing this test.

Likewise you may not give any assistance to anyone
taking the test.

28
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php > Cabrillo College: Computer and Information
creating ¥ communities

Systems
Forum for students in the Computer Networking and System
Administration and/or Computer Support Specialist programs

= Quick links G)FAQ

¢ Board index < Cabrillo College Fall 2015 Courses < CIS 90 - Fall 2015

Carl D. Perkins Vocational and Technical Education Act
Post Reply ¢ || % '~ | Search this topic... Q &
Carl D. Perkins Vocational and Technical Education Act “
[ by Rich Simms » Tue Sep 22, 2015 2:34 pm

The Carl D. Perkins Vocational and Technical Education Act was originally authorized by Congress in 1984. It was
reauthorized in 1998 and again in 2006. This act provides federal funding for improving career technical education
(CTE) writhin the United States in order to help the economy.

For Cabrillo College to receive a portion of this funding students in technical classes must fill out a survey. The
more surveys completed the more funds the college wiill receive. The survey only needs to be completed once per
term by each student.

This survey can be completed online using web advisor:

Log on to WEBADVISOR at https://wave.cabrillo.edu

Select “STUDENTS: Click Here” (navy blue bar)

+ Under “Academic Profile” Click on “Student Update Form”

+ Use drop down list under “Select the earliest term for which you are registered” and click on the current term.
« Select “SUBMIT”

Scroll down to the “Career Technical Information”

+ Answer guestions by clicking on the circle to the left of your “Yes” or “No” answers

« You can get details about a question by clicking on blue underlined phrase

« After answering all questions Select “SUBMIT”

Then “LOG QUT”

Thank you for taking a fevs minutes to help Cabrillo College C5/CIS programs!

- Rich

+€ Register () Login

5 posts s Page 1 of 1

Rich Simms

Posts: 1793
Joined: Sat Jan 16, 2010 5:47 pm
Contact: [_|

http://oslab.cis.cabrillo.edu/forum/viewtopic.php?f=121&t=4176

This is an important
source of funding for
Cabrillo College.

Send me an email
stating you completed
this Perkins/VTEA
survey for three
points extra credit!

Gareer Technical Information
Your answers to these questions will help qualify Cabrilo College for PerkinsVTEA grant funds,

Are you currently receiving benefits from:
TANF/CALWORKS

SSI (Supplemental Security Income)

GA (General Assistance)

Does your income qualify you for a fee waiver?

Are you a single parent with custody of one or more minor children?

Are you a displaced homemaker attending Gabrillo to develop job skills?

temporary or seasonal employment in agricuture, dairy, or fishing?

Have you moved in the preceding 36 months to obtain, or to accompany parents or spouses fo obtain,

29
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Cabrillo Networking Program Mailing list

Subscribe by sending an email (no subject or body) to:
networkers-subscribe@cabrillo.edu

e Program information

e Certification information

Career and job information

e Short-term classes, events, lectures, tours, etc.
e Surveys

e Networking info and links

‘‘‘‘‘‘‘‘‘‘‘‘‘‘

30
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Microsoft Academic Webstore

— Google |y=|[E) ﬂ]

2 | Googleﬁ e (4:read) Yaho.. » |\ & LogintoBlackb.. » ' [EJ Facebook|And.. » ' B Rich's Cabrillo... »/ [ Cabrillo College \?}»“‘! .
<« C M % http//msdn07.e-academy.com/elms/Storefront/Storefront.aspx?campus=cabc_cis&np1=112 > O~ &~ g M I C ro SO ft S OftW a re fo r
@& Suggested Sites € Web Slice Gallery [E] Welcome to Facebo... ., Christopher C. Keys,... (CJ Other bookmarks - -
Sortware - StUdentS reg|Stered IN

Navigation Menu

T | a CIS or CS class at

HOW IT WORKS Search

- . .
i Search is for product titles only. Ca b rl I I O

Search by product titles E

Get Your Personal CDs Here!

« Available after
i P

o & . . . .
Wen, registration is final

Windows Server Windows Vista SQL Server 2008

= : - - .
Windows Vista Business DVD s bl Windows Server 2008 DVD e D) (tW O W e e ks a fte r fl rSt

iRainse. 8 ,/ | e Mcrosoty (s | CI a SS
kg Office .
2 = OneNote 2007
Visual Studio .NET 2005 Visual Studio  Expression Studio :
Professional - Full Install 2008 Pro 2 Office Groove 2007 OneNote 2007

i §! Cia
ke | e wsonon LA b
e { ofﬁce Do
Vit

w0
Professonal 2007
Visio i Visual Studio 2008 Professional Windows 7
2007 Edition (x86) - DVD Professional (x64)

Project Professional 2007 Designer 2007

Windows 7 Professional (x86)

In order to obtain and install the software on this site, you must be an eligible user in the System. Your Program Administrator is
responsible for providing eligible users with a username and password. If you believe you are an eligible user but have not
received a password via email, please send email to your Program Administrator: Jim Griffin

To get to this page, go to http://simms-teach.com/resources and

click on the appropriate link in the Tools and Software section 31
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o5
/ 'Rich's Cabrillo € » richsimms - Ya

org * '\ g Rich's Cabrillo € %/ (€) Cabrillo College * \\&;

Home | Your Account t | Help |Product Search a
nin | English | BB

% T el

Cabrillo College - Computer and Information Systems

VMware, Inc.

%

VMware elearning

=

VMware Fusion 4 (for VMware Player 3 VMware Workstation
Mac 0S X) 6.5

At
weir
) "

VMware Workstation 7 VMware Workstation 8

Yo must be a member of an ac; ade nstitution to q alify for erin d lemically discounted s ftwa . The academic software
discounts ff ed on this WebStor: tF the general public v uwnll b q t d to p itda praok b your mcadamic stk
dul gth registration process T e ot e dvants g of the academic pricing available for stu il Lt

ed by
b eHul
“ @

To get to this page, go to http://simms-teach.com/resources and

€ C A | ® e5.onthehub.com/WebStore/ProductsByMajorVersionList.aspx?cmi_mnuMain=16a020b5-ed3c-dfl1-bdab-0i gy | & (N

L S——

Al 1
RN W
"
\ X B (
w L4
N J

 VMware software for
students registered in
a CIS or CS class at
Cabrillo

« Available after
registration is final
(two weeks after first
class)

32

click on the appropriate link in the Tools and Software section



CIS 76 - Lesson 6 .- ﬁ l ’ Iw

33



CIS 76 - Lesson 6

Each team has their own private
Google Docs document

- o x

B Cis 76 Fall 2012 Blue Tez X

a0

€ | & htips://docs.google.com/document/d/1053JqTG-lI2VeEKhQgePaxLunGLOEIm_qblyfo6KZEQ/edit

CIS 76 Fall 2012 Blue Team |

Add-ons Help See new changes

risimms@cabrillo.edu

File Edit View Insert Format Tools Table
& o ~ T 100% - | Normaltext -  Aral - 7 . B 7 U A- c0oH E More - L - A
1 2 3 4 5 6 8 9 10
BLUE TEAM
CIS76
Blue Team Members .
+
- o x

aw| o

B CIs 76 Fall 2016 Red Tea: X

pHbp9-ssf15el WSLz86mPykYa7cMx0/edit]

risimms@cabrillo.edu -

[cBIYtp=://docs google com/documentyd/ 1gbKieOcpfidv-{

CIS 76 Fall 2016 Red Team L

File Edit View Insert Format Tools Table Add-ons Help Lastedit was 3 daysago

&~ ~ T 100% - Nomaltet - Aral

1 2 3 4

RED TEAM
CIS 76

Red Team Members

caleean i a R P e A on
—

5

More - 7 A
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Accessing Red and Blue Pods via VLab

B [ veenter-6-0.cis.cabrillo.edu
= vLab
B [ cs76
= [£F Cyber Blue Pod
& EH-Kali-Blue
G EH-OWASP-Blue
G EH-WinXP-Blue

Bl [£7 Cyber Red Pod Send me an email

% E::;?,.I,ir:qﬂ;pd_ned if you would like to

Gl EH-WinXp-Red join one of the
[0 Instructor VMs teams
[0 [Student Pods|
[ cis 50
[ cisis4
E:f] cis191
] cis192
[ cis194
] Mike
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Scanning
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EC-Council Five Phases of Hacking

Phase 1 - Reconnaissance
Phase 2 - Scanning
Phase 3 - Gaining Access

Phase 4 - Maintaining Access

Phase 5 - Clearing Tracks

37
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Scanning

Objectives

Discover all open services on a host server.
Detect firewalls.
Identify vulnerabilities.

Process:

Scan all ports (not just well-know ports) and
make a list of open services.

Record evidence of firewalls (stateful or not
stateful)

Scan open services and identify the products
and versions in use.

Identify vulnerabilities in those products using
vulnerability scans and research.
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nmap.org

& Nmap: the Network Map X

&

C | & https;//nmap.org

Up Your Security Game with AllenVault and Nmap. _ : » s x
Galn threat detection alerts, vulnerabillity data, v

NP . OG and asset Information In a unified console. TRY IT FREE »

Nmap Security

Scanner

e Intro
REACHILE

Install Guide - e v ’
Download i

Reference Guide Book Install Guide
Changelog Download  Changelog Zenmap GUI Docs

Book —-—

D Bug Reports OS Detection Propaganda  Related Projects
ocs

In the Movies In the News

Nmap 7.30 is now available! [change log | download]
Nmap 7.12 is now available! [change log | download]
Nmap 7 is now available! [release notes | download]
We're pleased to release our new and Improved Icons of the Web project—a 5-gigapixel interactive
collage of the top million sites on the Internet!

Nmap has been discovered in two new movies! It's used to hack Matt Damon's brain in Elysium and also

R - i o, ; BN e e

Security Lists
Nmap Announce
Nmap Dev
Bugtraq
Full Disclosure
Pen Test
Basics
More
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SANS Nmap Cheat Sheet

Il SAMNS Penetration Testin: >

<« > C | & htips /08/nmap-cheat-sheet-1-0 w | B2 H

pen-testing.sans.org/blog/2

PENETHA‘IDN TESTINE Resources  Training Ewents  Certification  Instructors — Aboub

SANS Penetration Testing

08 Oct 2013

Nmap Cheat Sheet 1.0

0 comments Posted by eskoudis

Filed under Nmap, Scanning

Over the last couple of days, the folks at Counter Hack and | have put together an Nmap cheat sheet covering
some of the most useful options of everyone's favorite general-purpose port scanner, Nmap. And, with its
scripting engine. Nmap can do all kinds of wonderful things for security professionals.

Please check out the cheat sheet below. Even if you are an experienced attacker, it might cover a tip or trick that's
new and useful to you.

e
Choat Sheoot

=aC  Aun defeult soipts i "
T ptameig s | A full list of Nmam Scripting Enine scrp

<Scripttatagory>|<Ecriptoiz>. .. avallabie at hitp://nmap.ceg/nsedocy
Run indidual or groups of scripts
Ltk Lokl o Some partculary useful scripts incuda:

Us2 the kst of scrigt arguments
—-seript-opdateds dns-rone-transter: Attempts to pull 2 zone fiie
Lipdate scopt datahase (AXFR) from 2 DINS sarver.
4 omap —-script dns-zooe—

e e e et

i scrist categarios incusd, b am ot Amitn i, the [Pud acdross: 152, 160.3 .1
et - - robots, et Harvests robats.ba files from [P Dodress: ARER: CCOD: TEvethi
auth: Lsitz= cradentiats o bysass authentication on serge: discovered web servers. 1P et s 2 e
gush: G Pap o pript hitp-robots. txt ross sange: 192168, 0-255 . 0-255
raad cast; Discorve: hosts ot ok on cmand e by <hostas CIDR Block: 192.168.0. 0/16
Erozdcasting on ikl ez Lize file with lises of targets: -1 <filansma>
ke Th’f_?f_l‘:f;’;’“:’;:':;ff\;f;;"; e smb-brute: Atbempis o determine valid
E e i e
sutomated guessing,
B ~-moript smb-bruts.nse -pdds Mo pors range spedfied scans 1,000 mest popuiar
“hoatas perts
sm-prexec: Atempts to run a seres of ~F Scan 100 mest populer parts
pragrams on the target machine, using -peportli-<pastds  For range
credentials povices as sriptangs -p<porti> <port2>,... Portlist
§ omap --script smb-pasxec.n -pD:53.0:110,720-845  Mix TCP and UDF
ity S —-— . ———— -r  Scan Inearly (60 not rANGAMIZE Ports)
mn s of maieears . <n>  Sean nmost popuiar ponts
3 B — -pA4S <hosta> -p-65535  Loaving aff Initial part In range makes
WRTSION: MEXDTe e WErTon of SOrWATE a1 Bretmn SEetn Nmap scen siart at port 1
s Leawing aff end pert in ranga makes
9% Gystersc hara 2 ke Nmap scan trough port 65535
-p- Scan ports 1-65535

8/nmap-cheat-shee
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Connect
Scan

same subnet
no firewall
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Connect Scan

« Completes the three-way handshake

« Detectable and can be logged as a TCP connection
(see example below)

« Result is one of three states: Open, Closed, and
Filtered

Top unknown TCP connections
NoSweat : Sunday, October 02, 2016

| _DevicesN_ | SourseZone | DestinationZone | Sowceaddress | SourceHostName | Source User | Destination address_|_Destination Host Name Destination Port

OOOBC1 05618 CI&1 &7-zone Sewer425—znne 177.66.85.46 177.66.85.46 207 62.187.235 rick_cis.cabrillo.edu 22
0006C105618 CIS-187-zone Server-425-zone 196.26.121.236 isp2-uc-121-236.igen.co.za 207 62.187.235 rick.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 167.249.144 .2 167.249.144.2 207_62.187.233 jeff.cis.cabrillo.edu tcp 22
0006C105618  CIS-187-zone  Semver425-zone 169.229.3.91 researchscani.EECS Berkeley EDU 207.62.187.233 jeff.cis.cabrillo.edu top 80
0006C105618 CI5-187-zone Server-425-zone 183.129.160.229 183.129.160.229 207 62.187.242 torc{.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 183.129.160.229 183.129.160.229 207 62.187.235 rick_cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 183.129.160.229 183.129.160.229 207 62.187.229 pengo.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 183.129.160.229 183.129.160.229 207 62.187.233 jeff.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 183.129.160.229 183.129.160.229 207_62.187.231 sun-hwa.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 209.193.83.8 209-193-83-8. mammothnetworks.com 207 62.187.242 torc{.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 94.190.1.153 153.1.190.94.interra.ru 207 62187 241 matera.cis.cabrillo.edu tcp 22
000BC105618  CIS-187-zone  Server425-zone 106.184.3.122 [i1068-122. members linode.com 207.62.187.230 oslab.cis.cabrillo.edu tep 25



CIS 76 - Lesson 6

]
/ \

“Microlab Network”
172.30.10.0/24

.160 \ 126

= =

Attacker
EH-Centos EH-Kali
Web Server
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Connect Scan
Firewall action = no firewall and Service = Running

Victim

[rsimms@EH-Centos ~]$ sudo service iptables status
iptables: Firewall is not running.
[rsimms@EH-Centos ~]1$

[root@EH-Centos ~]# service httpd status
httpd (pid 4196) is running...
[rootREH-Centos ~1#

45



CIS 76 - Lesson 6

Source

Connect Scan

LRt

Firewall action = no firewall and Service = Running

Attacker resets connection after three-way handshake completes

Destination Protocol Length Info
T TETED 37808 — B0

Seq=0 Win=29200 ..

[
172.30.10. 160 172.3Q.10. 126 TCF 74 80 — 37808 [SYN
1v2.30.10.126 172.30.10.1608 TCF 66 37BOE - BO |

= D |

72 30 .16, 1680

ACK] Seq=0 Ack=1..
Seq=1 Ack=1 Win=..

. ACK] Seg=1 Ack=L1..

B cisTE@EH-Kali: ~

:~% sudo nmap -sT -Pn -p 80 eh-centos
Starting Nmap 7.12 ( https://nmap.ore at 2016-10-03
Mmap scan report for eh- os (172.30.10.1e0)

Host is up (0.0012s latency) .

rDNS record for 172.30.10.160: EH-Centos.cis.cabrillo.edu
EORT STATE SERVICE

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.14 seconds
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Connect Scan
Firewall action = no firewall and Service = Stopped

Victim

[rsimms@EH-Centos ~]$ sudo service iptables status
iptables: Firewall is not running.
[rsimms@EH-Centos ~]1$

[rsimms@EH-Centos ~]$ sudo service httpd status
httpd is stopped
[rsimms@EH-Centos ~]1$
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Connect Scan
no firewall and Service = Stopped

Firewall action

Victim resets connection

Frotocol Length Info

Destination
74 37810 — 80 [SYN] Seq=0 Win=29200 ..

Source

b o panibo LBl & A aunTITIER i
CP 60 80 — 37810 [RST, ACK] Seg=1 Ack=1..

I'Luu

1v2.30.10.150 1v2.30.10.126

B cisTE@EH-Kali; ~
sudo nmap -sT —-Pn -p 80 eh-centos

Starting Mmap 7.12 ( https
Nmap scan report for eh-ce

Host is up (0.00055s latenc ‘,,]I

rDNS record for 1 30.10.160: EH-Centos.cis.cabrillo.edu

SERVICE
/tep closed http

scanned in 0.07

Nmap done: 1 IP address (1 host up)

e
g
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Connect Scan

Running no firewall Open
Stopped no firewall Closed
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Connect
Scan

different subnets
firewall on target
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Connect Scan

« Completes the three-way handshake.
« Detectable and can be logged as a TCP connection
(see example below).
« Scan results:
« If SYN-ACK received: "open"
« If RST received: "closed".
« If no reply or ICMP error: "filtered".

Top unknown TCP connections
NoSweat : Sunday, October 02, 2016

Destination address_|_Destination Host Name e i

OOOBC1 05618 CI5-187-zone Sewer425—znne 177.66.85.46 177.66.85.46 207 62.187.235 rick_cis.cabrillo.edu 22
0006C105618 CIS-187-zone Server-425-zone 196.26.121.236 isp2-uc-121-236.igen.co.za 207 62.187.235 rick.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 167.249.144 .2 167.249.144.2 207_62.187.233 jeff.cis.cabrillo.edu tcp 22
0006C105618  CIS-187-zone  Semver425-zone 169.229.3.91 researchscani.EECS Berkeley EDU 207.62.187.233 jeff.cis.cabrillo.edu top 80
0006C105618 CI5-187-zone Server-425-zone 183.129.160.229 183.129.160.229 207 62.187.242 torc{.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 183.129.160.229 183.129.160.229 207 62.187.235 rick_cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 183.129.160.229 183.129.160.229 207 62.187.229 pengo.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 183.129.160.229 183.129.160.229 207 62.187.233 jeff.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 183.129.160.229 183.129.160.229 207_62.187.231 sun-hwa.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 209.193.83.8 209-193-83-8. mammothnetworks.com 207 62.187.242 torc{.cis.cabrillo.edu tcp 22
0006C105618 CI5-187-zone Server-425-zone 94.190.1.153 153.1.190.94.interra.ru 207 62187 241 matera.cis.cabrillo.edu tcp 22
000BC105618  CIS-187-zone  Server425-zone 106.184.3.122 [i1068-122. members linode.com 207.62.187.230 oslab.cis.cabrillo.edu tep 25
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4 )

EH-Kali-05

J

E \-
/_\

“Microlab Network”
172.30.10.0/24

160 \.205

= y =
;_—:-:—_E 1 EH-Pod-05

"EH-Pod-05 Network"
10.76.5.0/24

Attacker

EH-Centos EH-pfSense-05
Web Server gateway

and firewall

Target 52
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Connect Scan
Firewall action = ACCEPT and Service = running

[root@EH-Centos ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]
INPUT state --state ESTABLISHED,RELATED -J ACCEPT
INPUT icmp -3 ACCEPT
INPUT i lo -j ACCEPT
INPUT state --state NEW tcp tcp —--dport 21 -j ACCEPT
INPUT state --state NEW tcp tcp —--dport 22 -j ACCEPT
INPUT state --state NEW tcp tcp —--dport 23 -j ACCEPT
INPUT state —--state NEW tcp tcp —--dport 25 -j ACCEPT
INPUT state --state NEW tcp -p tcp --dport 80 -3 ACCEPT
INPUT -j REJECT --reject-with icmp-host-prohibited
FORWARD -7j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos ~]# service httpd status
httpd (pid 4196) is running...
[root@EH-Centos ~]1# 53
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Connect Scan
Firewall action = ACCEPT and Service = running

Three-way handshake completes then attacker resets connection

Source Destination Frotocol Length Info
BT b ST ALy s bl ol Sl b

1v2.30.10. 1608
TR e a e e S T P B A 66 29626 — 80

dilb e s L b o 172 .30 .10, 160

, ACK]

£ cisT6@eh-kali-05: ~

:~% nmmap -sT -Pn —-p 80 172.30.10.160
Starting Nmap 7.25BETA1 ( https://mmap.org ) at 2016-10-02 15:20 PDT
Nmap sScan repor cis.cabrillo.edu (172.30.10.160)
Host is up (0.0010s latency).
FORT STATE SERVICE
80/tcp open http

seconds

Nmap done: 1 IP address (1 host up) scanned in 0.05

Seq=0 Win=29200 Len=0 MSS=..

- [
18 TE 5. 158 TEF 74 BD — 59626 [SYN, ACK] Seq=0 Ack=1 Win=14480..
[ACK] Seqg=1 Ack=1 Win=2931Z2 Len=..
[
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Connect Scan
Firewall action = ACCEPT and Service = stopped

[root@EH-Centos ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]
INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
INPUT -p icmp -j ACCEPT
INPUT -i lo —-3j ACCEPT
INPUT -m state --state NEW tcp tcp —--dport 21 -j ACCEPT
INPUT -m state —--state NEW tcp tcp —--dport 22 -j ACCEPT
INPUT -m state --state NEW tcp tcp —--dport 23 -j ACCEPT
INPUT -m state --state NEW tcp tcp —--dport 25 -j ACCEPT
INPUT -m state --state NEW tcp -p tcp —--dport 80 -j ACCEPT
INPUT -j REJECT --reject-with icmp-host-prohibited
FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos ~]# service httpd status
httpd is stopped
[root@EH-Centos ~]# 55
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Connect Scan
Firewall action = ACCEPT and Service = stopped

Target responds by resetting the connection

Source Destination Protocol Length Info
18.76.5.150 f2. 307107168 TCP 74 59638 — 80 [SYN] Seq=0 Win=29200 Len=0 MSS=..

F2 300 10EeE  IERE TR 1a0 TrdF 60 80 — 59638 [RST, ACK] Seg=1 Ack=1 Win=0 Len..

EP cisT6@eh-kali-05: ~ — O x
nmap —sT —-Pn —-p 80

Starting Nmap 7.25 \ . s://nmap.o £
g

Nmap scan repo or eh =1t os [ .30,
Host 053 N

rODNS reco For .30.10.160: EH-Centos.cls.cabrillo.edu
T

(1 host up) scanned in 0.04 seconds
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Connect Scan
Firewall action = DROP and Service = Running

[root@EH-Centos ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]
INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
INPUT icmp -j ACCEPT
INPUT i 1o -j ACCEPT
INPUT state --state NEW tcp tcp --dport 21 -j ACCEPT
INPUT state --state NEW tcp tcp --dport 22 -j ACCEPT
INPUT state --state NEW tcp tcp --dport 23 -j ACCEPT
INPUT state —--state NEW tcp tcp --dport 25 -j ACCEPT
INPUT state --state NEW tcp -p tcp --dport 80 -3j DROP
INPUT -j REJECT --reject-with icmp-host-prohibited
FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos ~]# service httpd status
httpd (pid 4196) is running...
[root@EH-Centos ~]# 57
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Connect Scan
Firewall action = DROP and Service = Running

Target does not respond and attacker times-out.

Time Source Destination Protocol Length Info

10.76.5. 172.30.10.160
10.76,5,150 172.30.10,160

74 [TCP Retransmission]

Nmap done: 1 IP address (1 host up) scanned
~5% nmap —sT —-Pn —-p 80 eh-centos

Starting Nmap
Nmap

.cis.cabrillo.e
ECp

]

Nmap done: address | nost up) scanned in 2.
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Connect Scan
Firewall action = REJECT with error and Service = Running

[root@EH-Centos ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]
INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
INPUT icmp -j ACCEPT
INPUT i lo -j ACCEPT
INPUT state --state NEW tcp tcp --dport 21 j ACCEPT
INPUT state --state NEW tcp tcp --dport 22 j ACCEPT
INPUT state --state NEW tcp tcp --dport 23 j ACCEPT
INPUT state --state NEW tcp tcp —--dport 25 j ACCEPT
INPUT state --state NEW tcp tcp —--dport 80 -j REJECT --reject-with

icmp-host-prohibited

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -3j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos ~]# service httpd status
httpd (pid 4196) is running...
[root@EH-Centos ~]#
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Connect Scan
Firewall action = REJECT with error and Service = Running

Target replies with ICMP error

Time Source Destination Protocol Length Info
0,047180593 AL e ol o fali o) TCF 74 59644 — B0 [SYN] Seq=0 Win=22200 Len=0 MS5S=.
¥ E I0SFE S 150 ICMF 182 Destination unreachable (Host administrativ.

Nmap done: 1 IP address (1 host up) scanned in 2.

:~5 nmap —sT —-Pn —p 80 eh-centos

Starting Nmap 7.25 \ . https://mmap.org ) at 2016-10-02
Nmap scan repor or eh-centos (172.30.10.160)
Host is (0.00

rONS recor: or 30.10.160: EH-Centos.cis.cabrillo.edu
POERET
80/tcp filtered

Nmap done: 1 IP address (1 host up) scanned in 0.05 seconds
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Connect Scan

Service | Firewall | Result
Running ACCEPT Open
Running DROP Filtered
Running REJECT Filtered
Stopped ACCEPT Closed
Stopped DROP Filtered

Stopped REJECT Filtered
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Syn
Scan
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Syn Scan

« Attacker resets the connection attempt before
three-way handshake can complete.

« Stealthy because connection is never created.

« Scan results:
« If SYN-ACK received: "open'".
« If RST received: "closed".
« If no reply or ICMP error: "filtered".
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4 )

EH-Kali-05

J

E \-
/_\

“Microlab Network”
172.30.10.0/24

160 \.205

= y =
;_—:-:—_E 1 EH-Pod-05

"EH-Pod-05 Network"
10.76.5.0/24

Attacker

EH-Centos EH-pfSense-05
Web Server gateway

and firewall

Target 64
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Syn Scan

Firewall action = ACCEPT and Service = running

[root@EH-Centos ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]
INPUT state --state ESTABLISHED,RELATED -J ACCEPT
INPUT icmp -3 ACCEPT
INPUT i lo -j ACCEPT
INPUT state --state NEW tcp tcp —--dport 21 -j ACCEPT
INPUT state --state NEW tcp tcp —--dport 22 -j ACCEPT
INPUT state --state NEW tcp tcp —--dport 23 -j ACCEPT
INPUT state —--state NEW tcp tcp —--dport 25 -j ACCEPT
INPUT state --state NEW tcp -p tcp --dport 80 -3 ACCEPT
INPUT -j REJECT --reject-with icmp-host-prohibited
FORWARD -7j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos ~]# service httpd status
httpd (pid 4196) is running...
[root@EH-Centos ~]1# 65
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Syn Scan

Firewall action = ACCEPT and Service = running

Attacker resets connection rather than completing the three-way handshake

Time Source Destination Protocol Length Info
D. 758937315 19.76.5.1508 diatalololvinali e 58 40565 — 80 [5¥N] Seg=0 Win=1024 Len=..

o. 758359381 L@ =30 B (S a s e ) FEE 60 B0 — 40565 [S¥YMN, ACK] Seqg=0 Ack=1 Wi..

). 758394088 5 172.20.1Q. 168 TER 54 40565 — 80 [RST] Seqg=1 Win=0 Len=0

B cisTE@eh-kali-05: ~ — O >

:~% sudo mmap -sS -Pn —p

Starting Nmap 7.25BETA1 ( https://mmap.org ) at 2016-10-02
Nmap scan report for eh-centeos (172.30.10.160)

Host is up (0.00044s latency).

rDNS record for 172.30.10.160: EH-Centos.cis.cabrillo.edu
PORT STATE SEEREVICE

80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 0.05 seconds
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Syn Scan
Firewall action = ACCEPT and Service = stopped

[root@EH-Centos ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]
INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
INPUT -p icmp -j ACCEPT
INPUT -i lo —-3j ACCEPT
INPUT -m state --state NEW tcp tcp —--dport 21 -j ACCEPT
INPUT -m state —--state NEW tcp tcp —--dport 22 -j ACCEPT
INPUT -m state --state NEW tcp tcp —--dport 23 -j ACCEPT
INPUT -m state --state NEW tcp tcp —--dport 25 -j ACCEPT
INPUT -m state --state NEW tcp -p tcp —--dport 80 -j ACCEPT
INPUT -j REJECT --reject-with icmp-host-prohibited
FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos ~]# service httpd status
httpd is stopped
[root@EH-Centos ~]# 67
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Syn Scan

LRt

Firewall action = ACCEPT and Service = stopped

Target port responds by resetting the connection

Length Info
08 DBBBS

— T
Bl 80 — &5

Destination Protocol
alir sl | o e o e TGR

10.76.5.150

Source

18.76.5.1306
T2 30 10 180

Seq=1 Ack=1 Wi..

EP cisT6@eh-kali-05: ~

:~% sudo nmap -s55 —-Pn -p 80 sh-cen

://mmap.org ) at 2016-10-2:

Starting Mmap 7.25BETA1
72.30.10.160}

Nmap scan report for
Host is [ : TIC
rDNS r¢ =% or 2.30. .cis.cabrillo.edu
PORT

80/tcp ¢ d http

scanned in 0.07 seconds

(1 host up)

Nmap done: 1 IP addr
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Syn Scan

Firewall action = DROP and Service = Running

[root@EH-Centos ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]
INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
INPUT icmp -j ACCEPT
INPUT i 1o -j ACCEPT
INPUT state --state NEW tcp tcp --dport 21 -j ACCEPT
INPUT state --state NEW tcp tcp --dport 22 -j ACCEPT
INPUT state --state NEW tcp tcp --dport 23 -j ACCEPT
INPUT state —--state NEW tcp tcp --dport 25 -j ACCEPT
INPUT state --state NEW tcp -p tcp --dport 80 -3j DROP
INPUT -j REJECT --reject-with icmp-host-prohibited
FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos ~]# service httpd status
httpd (pid 4196) is running...
[root@EH-Centos ~]# 69
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Syn Scan

Firewall action = DROP and Service = Running

Target does not respond and attacker times-out

Source Destination Protocol Length Info

AH T e e b Alarsate 6 et oL To B I 58 48809 — B0 [SYN] Seqg=0 Win=1024 Len=..

Bl BT S TR R B 10 172.30.10.168 TCF 58 48810 — 80 [S¥YN] Seg=0 Win=1024 Len=.
£ cisT6@eh-kali-05: ~ — O X

Starting Nmap 7.25
Nmap scan report
Host is up.

roNSs

FORT

80/tcp filtered

Nmap done: 1 IP address (1 host up) scanned in 2.05 seconds

70



CIS 76 - Lesson 6 m r" l ’ IW

Syn Scan

Firewall action = REJECT with error and Service = Running

[root@EH-Centos ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]
INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT
INPUT icmp -j ACCEPT
INPUT i lo -j ACCEPT
INPUT state --state NEW tcp tcp --dport 21 j ACCEPT
INPUT state --state NEW tcp tcp --dport 22 j ACCEPT
INPUT state --state NEW tcp tcp --dport 23 j ACCEPT
INPUT state --state NEW tcp tcp —--dport 25 j ACCEPT
INPUT state --state NEW tcp tcp —--dport 80 -j REJECT --reject-with

icmp-host-prohibited

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -3j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos ~]# service httpd status
httpd (pid 4196) is running...
[root@EH-Centos ~]#
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LRt

Syn Scan

Firewall action = REJECT with error and Service = Running

Source
IO e .

Destination
150 172 .30.10.,160

Target replies with ICMP error

Frotocol Length Info
58 52464 — 80 [SYN] Seq=0 Win=1024 Len=..

86 Destination unreachable (Host admindi..

220 BE b gfard it

B cisT6@eh-kali-05: ~

Starting Nmap 7
Nmap scan report £
Host is up (0.000
rDNS record for
FORT STATE
B0/tecp filtered

Nmap done:

.25BETA1

1 TP ad:e

80 eh—-centos

sudo nm; s5 -Fn -p

{1 host up) scanned in 0.04 seconds
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Syn Scan

Running ACCEPT Open
Running DROP Filtered
Running REJECT Filtered
Stopped ACCEPT Closed
Stopped DROP Filtered
Stopped REJECT Filtered
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and FIN

Scans
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Null, XMAS, and FIN scans

These scan types work the same way using different TCP
flags.

« Scan results:
« If RST received: "closed".
« If no reply: "open or filtered".

« If ICMP unreachable error is received: "filtered".
 These scan types are slightly more stealthy than a SYN
scan and may be able to evade certain non-stateful

firewalls and packet filtering routers. However they can be
detected by most modern IDS products.
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Null, XMAS, and FIN scans

"The big downside is that not all systems follow RFC 793 to
the letter. A number of systems send RST responses to the
probes regardless of whether the port is open or not. This
causes all of the ports to be labeled closed. Major operating
systems that do this are Microsoft Windows, many Cisco
devices, BSDI, and IBM 0OS/400. This scan does work
against most Unix-based systems though. Another downside
of these scans is that they can't distinguish open ports from
certain filtered ones, leaving you with the response

open|filtered.”
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Null Scan

« All TCP flags are off
« Result is one of two states: Closed, "Open or Filtered"

Flags: 0x000 (<MNone=)

L EIC R — Reserved: Mot set
Nonce: Not set
Congestion Window Reduced (CWR): Mot set
ECN-Echo: Not set
Urgent: Not set
Acknowledgment: Mot set
Push: Not set
Reset: Not set
Syn: Not set
Fin: Not set
[TCP FlagS: :I-::I-::I-::I-::I-::I-::l-::l-::k:k:k:k]

Switched to Kali on the same subnet because NULL scans didn't get

through pfSense firewall 18
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]
/ \

“Microlab Network”
172.30.10.0/24

.160 \ 126

= =
Attacker
EH-Centos EH-Kali
Web Server

Switched to Kali on the same subnet because NULL scans didn't get
through pfSense firewall
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Null Scan
Firewall action = no firewall and Service = Running

[rsimms@EH-Centos ~]$ sudo service iptables status
iptables: Firewall is not running.
[rsimms@EH-Centos ~]1$

[root@EH-Centos ~]# service httpd status
httpd (pid 4196) is running...
[rootREH-Centos ~1#
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Null Scan
Firewall action = no firewall and Service = Running

No response by victim

Protocol Length Info
54 65106 — 80 [=None=] Seg=1 Win=10Z.

54 65107 — 80 [<None>] Seq=1 Win=102..

Destination
¥2.30.10.126 172.30.10 . 160

e

172.30.10.126 1v2.30.10. 160 TCF

Source

£ cisTE@EH-Kali: ~

:~% sudo

Starting Nmap 7.12 at 2016-10-03 09:03
Mmap scan report for 30.10.160)

Host is up (0.000 NCY) -
rDNS record for 2 .30 160: EH-Centos.cis.cabrillo.edn

SEEVICE
http
6:AF:04:CD (VMware)

seconds

(1 host up) scanned in 0.30

81




CIS 76 - Lesson 6 pi. f’«l”w

Null Scan
Firewall action = no firewall and Service = Stopped

[root@EH-Centos ~]# service iptables status
iptables: Firewall is not running.
[rootREH-Centos ~1#

[root@EH-Centos ~]# service httpd status
httpd is stopped
[rootREH-Centos ~1#
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Null Scan
Firewall action = no firewall and Service = Stopped

Victim resets connection

Source Destination Protocol Length Info
72.3 54 61631 — B0 [<None>] Seqg=1 Win=102.

it ] o Ban el el & 2.3

60 80 - 61631 [RST, ACK] Seg=1 Ack=1..

172.30.10Q. 168

EP cisTE@EH-Kali: ~

~% sudo

Starting Nmap 7.12 | 09:08 PDT
Nmap scan report for

Host is up

rDNS re C K

FORT SEEVICE

80/tcp ¢ ed http

MAC Address: 00:50:56:AF:04:CD (VMware)

edu

scanned in 0.10 seconds

Nmap done: 1 IP address (1 host up)
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Null Scan (Linux)

Running no firewall Open or filtered
Stopped no firewall Closed

84
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]
/ \

“Microlab Network”
172.30.10.0/24

162 \ 126

= =
Attacker
EH-Win7 EH-Kali
Web Server

Switched to Win 7 target to see how Windows
implements RFC 793 (Transmission Control Protocols)
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Null Scan
Firewall action = no firewall and Service = Running

Web service running

5% World Wide Web ... Provides W... Started Automatic Local Syste...

Firewall off

Update your Firewall settings

Windows Firewall is not using the [ '@'U’se recommended settings
recommended settings to protect your

computer,

What are the recommended settings?

. @ Home or work (private) networks Not Connected "E'/'

l @ Public networks Connected 'TEZI

Metworks in public places such as airports or coffee shops

Windows Firewall state; Off
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Null Scan
Firewall action = no firewall and Service = Running

Windows 7 sends reset when port is actually open

Source Destination Protocol Length Info

B cisTE@EH-Kali: ~ - | X

~5% sudo nmap —-sN -Pn —-p 80 eh-win7

Starting Hmap 7.12 ( https://mmap.org ) at 2016-10-03 10:30 PDT
Nmap scan report for eh-win7 (172.30.10.162)
Host is up (0.00042s latency) .
rDNS record for .10.162: EH-Win7.clis.cabrillo.edu
POET 1 SEEVICE
:d http
MAC Address: 00:50:56:R0:C0:7F (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.14 seconds
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Null Scan
Firewall action = no firewall and Service = Stopped

Web service stopped

% Werld Wide Web Publishing Service Provides W...

Firewall off

Update your Firewall settings

Windows Firewall is not using the [ '@'U'se recommended settings
recommended settings to protect your

computer,

What are the recormnmended settings?

. @ Home or work (private) networks Not Connected “E’/'

l @ Public networks Connected '-'53'

Metworks in public places such as airports or coffee shops

Windows Firewall state: Off
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Null Scan
Firewall action = no firewall and Service = Stopped

Windows sends reset when port is closed

Source Destination Protocol Length Info
54 50775 — B0 [=None=] Seqg=1 Win=102..

60 B0 — 50775 [RST, ACK] Seq=1 Ack=1..

Tiriinie o Eao balotl & b ] O i 5

[ |

172.30.10.126

EP cisTE@EH-Kali: ~

:~% sudo nmap

Starting Nmap 7.12 s://mmap.org ) at 2016-10-03 10:42
Nmap scan report for i 2.30.10.162

Host is up (0.00041s 1.
rDNS record for 172.3
FORT

MAC Addre

7.cis.cabrillo.edu

(VMware)

{1 host up) scanned in 0.10 seconds

Nmap done: 1 IP address
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Null Scan (Windows 7)

Running no firewall Closed
Stopped no firewall Closed
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XMAS
Scan
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XMAS Scan

All FIN, PSH and URG flags are on
Works like a null scan, closed port responds with reset
Result is one of two states: Closed, "Open or Filtered"

‘Flags: 0x029 (FIN, PSH, URG)

010 0 Reserved: Mot set
Monce: Mot set
Congestion Window Reduced (CWR): MNot set
ECM-Echo: Mot set
Urgent: Set
Acknowledgment: MNot set
Fush: Set
Reset: Mot set
5 e Syn: Not set
T R L S e
[TCP Flags: ******U*p**F)

=
| 1 | Y | | B | R |

[

Switched to Kali on the same subnet because XMAS scans didn't get

through pfSense firewall 0
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]
/ \

“Microlab Network”
172.30.10.0/24

.160 \ 126

= =
Attacker
EH-Centos EH-Kali
Web Server

Switched to Kali on the same subnet because NULL scans didn't get
through pfSense firewall
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XMAS Scan

Firewall action = no firewall and Service = Running

[rsimms@EH-Centos ~]$ sudo service iptables status
iptables: Firewall is not running.
[rsimms@EH-Centos ~]1$

[root@EH-Centos ~]# service httpd status
httpd (pid 4196) is running...
[rootREH-Centos ~1#
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XMAS Scan

Firewall action = no firewall and Service = Running

No response by victim

Protocol Length Info
54 38146 - 80 [FIN, PSH, URG] Seg=1 ..

Source Destination
72.30.10.126 72.30.10.160

F e o
1230 TR 120 172, 30.10. 160

54 38147 — 80 [FIN, PSH, URG] Seqg=1 ..

£ cisTE@EH-Kali: ~

Starting Nmap at 2016-10-03 09:31 PDT
Nmap 30.10.160)

Host is up 10475 latency) .
rDNS 3 0 .160: EH-Centos.cis.cabrillo.edn

CP
WC Addr

seconds
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XMAS Scan

Firewall action = no firewall and Service = Stopped

[root@EH-Centos ~]# service iptables status
iptables: Firewall is not running.
[rootREH-Centos ~1#

[root@EH-Centos ~]# service httpd status
httpd is stopped
[rootREH-Centos ~1#
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XMAS Scan

Firewall action = no firewall and Service = Stopped

Victim resets connection

Source Destination Protocol Length Info

sudo nmap -s¥X —-Pn -p 80 eh-centos

Starting Nmap 7.12 ( https://nmap.crg ) at 2016-10-03 09:37
Nmap or eh ¢ : 2.30.10.1e0}
Host i (0.000 .
rDNS record fo 3 EH-C 3s.cis.cabrillo.edu
- )

00:50:56:AF:04:CD (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.10 seconds

[
o
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XMAS Scan (Linux)

Running no firewall Open or filtered
Stopped no firewall Closed
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ACK
Scan
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ACK Scan

Only the ACK flag is set.
Attempts to determine the presence of a stateful
firewall, not whether a port is open or closed.
A stateful firewall always looks for a SYN to start the
three-way handshake.
If the port responds with a reset (whether open or
closed) then it is considered unfiltered (no firewall or
filter was fooled).
If there is no response or an ICMP error message is
returned then the port is considered filtered (whether
open or closed).

Flags: 0x010 (ACK)

ITORS  opeer e g Reserved. Mot set

Monce: Mot sef
Congestion Window Reduced (CWR): Mot set
ECN-Echo: Mot set
Urgent: Mot set
Acknowledgment: Set
Push: Not set
Resetf: Mot set
Syn: Mot set

Fin: Mot set 101
[TCP FlaQS! tk!ﬂcﬂ#ﬂﬁtkﬂcﬂc]

=
1 | 1 | | 1 O A |
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]
/ \

“Microlab Network”
172.30.10.0/24

.160 \ 126

= [—]==
Attacker
EH-Centos EH-Kali
Web Server

Does EH-Centos have an active stateful firewall?
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ACK Scan

Firewall action = no firewall and Service = Running

[root@EH-Centos ~]# service iptables status
iptables: Firewall is not running.
[rootREH-Centos ~1#

[root@EH-Centos ~]# service httpd status
httpd (pid 9055) is running...
[rootREH-Centos ~1#
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ACK Scan

Firewall action = no firewall and Service = Running

A reset from the victim indicates there is no stateful firewall

Source Destination Protocol Length Info
7230105125 1?2.SD 1G

1 AEEE

EP cisTB@EH-Kali: ~ - | X

o nmap —-sBA —Pn —-p 80 eh-centos

Starting Nmap 7.12 ( https://mmap.org ) at 2016-10-03 11:41 PDT
Nmap scan repor or eh-ce ) (172 .30.10.1&0)

Host is (0. 000 latency) .

rDNS re i or 30.10.160: EH-Centos.cis.cabrillo.edu

PORT SEEVICE

(VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.05% se
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ACK Scan

Firewall action = REJECT and Service = Running

[root@EH-Centos-80RunRej ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]
INPUT state --state ESTABLISHED,RELATED -3J ACCEPT
INPUT icmp -3 ACCEPT
INPUT i lo -j ACCEPT
INPUT state --state NEW tcp tcp --dport 21 -j ACCEPT
INPUT state --state NEW tcp tcp --dport 22 -j ACCEPT
INPUT state --state NEW tcp tcp --dport 23 -j ACCEPT
INPUT state --state NEW tcp tcp --dport 25 -j ACCEPT
INPUT state --state NEW tcp tcp --dport 80 -j REJECT

reject-with icmp-host-prohibited

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos-80RunRej ~]+#

[root@EH-Centos-80RunRej ~]# service httpd status
httpd (pid 1940) is running...
[root@EH-Centos-80RunRej ~]+#
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ACK Scan

Firewall action = REJECT and Service = Running

Getting the ICMP error implies victim has a firewall

Destination Protocol Length Info
FETTES 54 59994 — 80 [ACK] Seg=1 Ack=1 Win=..
@, 165 172,30 .10 . 126 82 Destination unreachable (Host adm.

Source
T¥2.30.10.126

EP cisTE@EH-Kali: ~

:~% sudo
Starting Nmap ?" 12 PDT
Nmap scan repo for
Host 1is up ﬁl,_l'. I,_H,_H._I' F SnNCVY) .
rDNS recor ' 0.165: —-Centos—-80RunRe]j.cis.cabrillo.edu
POET STATE SEEW
80/tcp filterec 111'1'1'_1

MAC Address: :5B (VMware)

{1 host up) scanned in 0.10 seconds

Nmap done: 1
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ACK Scan

Firewall action = ACCEPT and Service = Running

[root@EH-Centos-80RunAcc ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]
INPUT state --state ESTABLISHED,RELATED -3J ACCEPT
INPUT icmp -3 ACCEPT
INPUT i lo -j ACCEPT
INPUT state --state NEW tcp tcp --dport 21 -j ACCEPT
INPUT state --state NEW tcp tcp --dport 22 -j ACCEPT
INPUT state --state NEW tcp tcp --dport 23 -j ACCEPT
INPUT state --state NEW tcp tcp --dport 25 -j ACCEPT
INPUT state --state NEW tcp -p tcp —--dport 80 -j ACCEPT
INPUT -j REJECT --reject-with icmp-host-prohibited
FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos-80RunAcc ~]#

[root@EH-Centos—-80RunAcc ~]# service httpd status
httpd (pid 1938) is running...
[root@EH-Centos-80RunAcc ~]#
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ACK Scan

Firewall action = ACCEPT and Service = Running

Victim has firewall that was fooled, packet made it to the open port

Protocol Length Info
54 51747 — 80 [ACK] Seg=1 Ack=1 Win=..
60 80 — 51747 [RST] Seg=1 Win=0 Len=0

Destination
T2.30.10.164
172.30.10.126

£ cisTE@EH-Kali: ~

Starting Mmap 7.12 ( https://mmap.org ) at 2016-10-03 12:08

Nmap scan report for eh-centos-80Runacc (172.30.10.1c4)

Host is up (0.00061s latency) .

rDNS record for 172.30.10.164: EH-Centos-B80RunBcc.cis.cabrillo.
: SERVICE

MACZ Address: :50:56:AF:DF:F2 (VMware)

seconds

1 IP address (1 host up) scanned in 0.09%

108
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hping3

,'ﬁ' Hping - Active Network = X

& Cc ‘ @ www.hping.org 1 ‘ [« |
hping

[> AdChnoices  (_1.Windows Download ) ( Z.IF Fort Scan ) 3.Linux Download ) (4 Security Home

home
Home download
license
authors
hping is a command-line oriented TCP/IP packet assembler/analyzer. The interface is SellalUlENE0I
inspired to the ping(8) unix command, but hping isn't only able to send ICMP echo Shstltsd
requests. It supports TCP, UDP, ICMP and RAW-IP protocols, has a traceroute mode,
the ability to send files between a covered channel, and many other features.

» hping wiki
» antirez (en)
» antirez (it)
» see also

turbonomic

More free software

o m WBox HTTP
PUBLIC'CLOUD GUIDE testing

Sisopen

HEW CLOUDS, SAME CHALLENGES Visitors

Jim interpreter
TcpCAM

Php interactive
Tcl IRCd
EncrIRC
aco2html

While hping was mainly used as a security tool in the past, it can be used in many
ways by people that don't care about security to test networks and hosts. A subset of the stuff you can do
using hping:

« Firewall testing

Advanced port scanning

Netwark testing, using different protocols, TOS, fragmentation
Manual path MTU discovery

Advanced traceroute, under all the supported protocols
Remote OS fingerprinting

Remote uptime guessing

TCP/IP stacks auditing

hping can also be useful to students that are learning TCP/IP.

http://www.hping.or
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hping3

"hping Is a command-line oriented TCP/IP packet
assembler/analyzer. The interface is inspired to the
ping(8) unix command, but hping isn't only able to
send ICMP echo requests. It supports TCP, UDP,
ICMP and RAW-IP protocols, has a traceroute mode,
the ability to send files between a covered channel,
and many other features."

-- hping3 website

http://www.hping.or
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@ EH-Kali-05 on 192.168.0.20
File View VM

CIS 76 - Lesson 6

up el G R ®

hping3

I B3

Applications ~ Places v [ Terminal =

Favorites

01 - Information Gathering
® DNS Analysis

e |IDS/IPS Identification

e Live Host Identification

o Network & Port Scanners
e OSINT Analysis

® Route Analysis

e SMB Analysis

e SMTP Analysis

® SNMP Analysis

® SSL Analysis

02 - Vulnerability Analysis
03 - Web Application Analysis
04 - Database Assessment
05 - Password Attacks

06 - Wireless Attacks

07 ngineering

Activities Overview

To release cursor, press CTRL + ALT

18X EZ LR LA

Mon 15:16

@il h-kali-05: ~
cdpsnarf

fping

hping3

masscan

miranda

ncat

thcpingb

unicornscan

wol-e

xprobe2

/,/

112



@ EH-Kali-05 on 192.168.0.20

Fle View WM

IS8 @R SR

Applications «

v [ Terminal =
root@eh-kali-05: ~

File Edit View Search Terminal Help

:~# hping3 -h
usage: hping3 host [options]

-h -help
--version
--count
--interval
--fast
--faster
--flood
--numeric
--quiet
--interface
--verbose
- -debug
--bind
--unbind

- -beep

NN O=HHO

Mode
default mode

-0 --rawip

-1 --icmp
--udp
--scan

--listen

- --spooT

--rand-dest

--rand-source
--ttl
--1id
--winid
--rel
--frag
--morefrag
--dontfrag
--fragoff
—-mtu

show this help
show version
packet count
wait (uX for X microseconds, for example -i ul@@@)
alias for -1 ulPOBO (10 packets for second)
alias for -1 uloe® (100 packets for second)
sent packets as fast as possible. Don't show replies.
numeric output
quiet
interface name (otherwise default routing interface)
verbose mode
debugging info
bind ctrl+z to ttl (default to dst port)
unbind ctrl+z
beep for every matching packet received

TCP

RAW IP mode

ICMP mode

UDP mode

SCAN mode.

Example: hping --scan 1-30,70-90 -S www.target.host
listen mode

spoof source address

random destionation address mode. see the man.
random source address mode. see the man.

ttl (default 64)

id (default random)

use win* id byte ordering

relativize id field (to estimate host traffic)
split packets in more frag. (may pass weak acl)
set more fragments flag

set don't fragment flag

set the fragment offset

set virtual mfu. implies --

[ o]
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Attacke

—

| EH-Kali-05

Victim

y——" .101 = | EH-OWASP-05
EH-Pod-05 , '*- Web Server

"EH-Pod-05 Network"
10.76.5.0/24
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hping3 -c 2 10.76.5.101

EP root@eh-kali-05: ~ _
:~# hping3 -c 2 10.76.5.101
ING 10.76.5. (ethO .5.101) : NO FLAGS are se 40 he: TS
. i 5.5.101 64 DF id=0 sport=0 flags=Ra 0 0 rtt=0.4 ms

5.101 64 DF id=0 sport=0 flags=Ra win=0 rtt=0.3 ms

hping
transmitted, 2 p: 0% packet loss

Source Destination Protocol Length Info
2344 - 0
0 — 2344
10.76.3.150 18.76.5. 181 TCF o4 2345 - O
= =

0 — 2345

=None=] Seqg=1 Win=512 Len=0
RST, ACK] Seg=1 Ack=1 Win=..
<None>] Seg=1 Win=512 Len=0
RST, ACK] Seg=1 Ack=1 Win=..

— gl — —

Flags: Ox0Q0 (<Wone>)

[oclol Reserved: Not set

MNonce: Mot set

Congestion Window Reduced (CWR): Not set
ECM-Echo: Mot set

Urgent: Not set .
Acknowledgment: Not set This does two null scans

Push: Mot t
el e of port 0 on 10.76.5.1
Syn: Mot set

0 oy peaad a0 Fin: Not set
[TCP Flags: Hc:k:lc:k:k:lc:lt:kﬂc:lc:kﬂc]

o]
1 | | I | 1 O A | 1
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hping3 --scan 79-84 -S 10.76.5.101

EP root@eh-kali-05: ~ - O X

:~# hping3 ——scan 79-84 -3 10.76.5.101
yrt 79-84

he replies

80 http
A1l replies red
Not responding

Source Destination Protocol Length Info
1R e U i e T NER 54 1546 — 79 [SYN] Seqg=0 Win=512 Len=0
5 5 : ]
e ] Win=512
5. 82 [SYN] Seq=0 Win=512 Len=0
g B3 [SYN] Seqg=0 Win=512 Len=0
5. 84 [SYMN] Seg=0 Win=512 Len=0 This does a

SYN scan of
ports 79-84

T

[TCF] Flags: Jk:k:?ck:ﬂ::-’c:ktttgi:] 116
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hping3 --udp --rand-source --data 20 -c¢ 5 10.76.5.101

B root@eh-kali-05: ~ - | *

:~# hping3 ——udp ——-rand-sour data 20 —¢ 5 10.76.5.101
HPING 10.76.5.101 (eth0 10.76.5.101): udp m se 8 headers + 20 data byte:
—— 10.76.5.101 hping statistic ———
5 packets transmit i 100% packet loss
round-trip min/av 0

Source Destination Protocol Length Info
1 S R T
248.130.42.248 10.76.5.101 UDF B2 1422 - 0 Len=20
=7.39.178.18 10.76.5.101 LUDF 62 1423 - 0 Len=20
124.,230.14.100 10.¥6.5.101 UDF 62 1424 - 0 Len=20
154 .183.225.251 10.¥6.5.101 UDF B2 1425 - 0 Len=20
Data (20 bytes) This sends 5 UDP packets from
E[ji;:?étﬁE.ES22?5858585858585858585858585858585858 random IP addresses (spoofing) with
' 20 bytes of data to eh-owasp-05
DE20 05 65 05 8d 00 00 00 1c a7 56 SENGERSERSERSERGE 117

olojcloll~= SE 58 55 DB S8 5B B8 DB BB 58 5B BB 58
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hping3 -S -p 80 -c¢ 3 10.76.5.101

EP root@eh-kali-05: ~ — O x

~# hping3 -5 -p 80 —-c 3
HEPING 10. .5. Z (eth 0.76.5.101}):
len=46 ip=10.76.5.10 E F id=0 :
len=46 ip=10.7¢ :
len=46 ip=10.

——— 10.76. hping
3 packets t:.an.:.mit ed, 3 packe receiver 0% packet
round-trip min/av /

Source Destination Protocol Length Info

Seq=0 Win=512 Len=0
ACK] Seq=0 Ack=1 W..
Seg=1 Win=0 Len=0

Seq=0 Win=512 Len=0

Seq=1 Win=0 Len=0
Seq=0 Win=512 Len=0
SYN, ACK] Seq=0 Ack=1 W..

[

[

[

gEn 5. [

10.76.5.101 10.76.5.150 TCP 62 80 — 2165 [SYN, ACK] Segq=0 Ack=1 W..

g 5 g 5., 1€ [
[

[

[

e ar
R e allel T b il e B2 BO — 2166
5 5 5, 1€ 5 -

Seq=1 Win=0 Len=0

This does 3 SYN scans of port
80 on eh-owasp-05. Note the
connection is never completed. 118

[TCF] FlaQS: icticﬂcic:kicicictsﬂc]
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Only used to see how long it
takes to send the packets

hping3

time hping3 -V -p 80 --rand-source --flood 10.76.5.101

EP root@eh-kali-05: ~ - | *®

o

-V -p 80 —-rand-source —-flood 10.76.5.101
MTU: 1500
5.101) : NO FLAGS are set,

ime hping3

0.76.5.1
~

2 pac :ived, 100% packet loss

OmoO
Oml.408s

Source Destination Protocol Length Info

et Bl 10.76.5. 6 [=Mone=] Win=512
B9.180.202.142 10. ) [<None=>] Seq=1 Win=512
33.37.155.186 10.76.5.101 TCP 56 2621 — B0 [<None>] Seg=1 Win=512
188.187.218.250 10.76.5.101 TCF 56 2622 — B0 [<MNone=] Seq=1 Win=512
27.32.137.124 10.¥6.5. 1801 TCF 56 2623 — 80 [<None>] Seqg=1 Win=512
111.243.110.32 10.¥6.5.101 TCFP 56 2624 — 80 [<None=>] Seqg=1 Win=512

This command sent 351,972 spoofed packets in three and a half seconds!
"fast as you can", -V is verbose.

N A T

--flood is
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Nessus
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NESSuUs

© Tenable Network Securit X

& C | & nhttpsy//www.tenable.com
Pariners Careers Language Login

7 ®
tenable Products + Support & Services + Company + How to Buy
=

network security

Assets & Threats Are Changing
Dramatically

See what you're missing

Discover how next-generation vulnerability management can help you
see and understand assets and threats never visible before.

We brought you Nessus.

And today, we continue to revolutionize cybersecurity for...

20,000+ 1,000,000+

CUSTOMERS USERS

https://www.tenable.com
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NeSsuUs

""Nessus, the industry-leading vulnerability scanner,
has been adopted by millions of users worldwide.
Nessus discovers all assets on your network -- even
hard-to-find assets like containers, VMs, mobile and
guest devices — and informs you clearly and
accurately about their vulnerabilities and prioritizes
what you need to fix first. Nessus is available as
both a cloud and on-premises vulnerability scanning
and management solution."

-- Tenable website

https://www.tenable.com/products
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Nessus Professional

Nessus Professional - Annual
Subscription (New)

Model: SERV-NES

Price: $2,190.00

Add to Cart: 1

Add to Cart
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{5 Nessus Home

Nessus® Home allows you to scan your personal home network (up to 16 IP addresses per scanner)
with the same high-speed, in-depth assessments and agentless scanning convenience that Nessus
subscribers enjoy.

Please note that Nessus Home does not provide access to support, allow you to perform compliance
checks or content audits, or allow you to use the Nessus virtual appliance. If you require support and
these additional features, please purchase a Nessus subscription.

Nessus Home is available for personal use in a home environment only. It is not for use by any
commercial organization.
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Nikto

"Nikto is an Open Source ( ) web server scanner which
performs comprehensive tests against web servers for multiple
items, including over 6700 potentially dangerous
files/programs, checks for outdated versions of over 1250
servers, and version specific problems on over 270 servers. It
also checks for server configuration items such as the presence
of multiple index files, HT TP server options, and will attempt
to 1dentify installed web servers and software. Scan items and
plugins are frequently updated and can be automatically

updated."
- Nikto website

https://cirt.net/nikto2
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OpenVAS

2. OpenVAS - OpenVAS - C X

&« (= | @ www.openvas.org i | o :
&2 English | B Deutsch -
r Q‘gnﬁﬂyuA-wg About OpenVAS Try out OpenVAS Support Development
| 2 oremits it News |
2015-04-02

OpenVAS-8 released
Download

OpenVAS

20140425
OpenVAS-T released

20130417
OpenVAS-6 released

Older messages in news archive.

The world's most advanced Open Source
vulnerability scanner and manager

OpenVAS is a framework of several services and tools offering a comprehensive and powerful

vulnerability scanning and vulnerability management solution.

Discover OpenVAS Try out OpenVAS Join the community

Learn what OpenVAS is and read more about We help you to install and set up OpenVAS. OpenVAS is Free Software. Join the

the features of our solution! Leamn about the architecture of OpenVAS and community! We recommend subscribing to the
About OpenVAS » try it out in ready to use Virtual Machine. OpenVAS-Announcement mailing list to be

automatically informed about new releases

T it OpenVAS in a Virtual Machi
1y out Upen i virtuat Machine » and other important OpenVAS news.

Join the Online Chat »
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3 EH-Kali-12 on 192.168.0.20

File View WM
mi> elo @ RSP #

Applications ~ Places = Terminal = Tue 11:57

Favorites golismero

01 - Information Gathering
lynis
02 - Vulnerability Analysis

03 - Web Application Analysis nikto full name) [Somg-S?ate
ny) [Internet Widgits
04 - Database Assessment an) Name (eg, your name or
P ration from /tmp/openv

05 - Password Attacks

06 - Wireless Attacks DREIa

07 - Reverse Engineering openvas st...

08 - Exploitation Tools
openvas st...
09 - Sniffing & Spoofing GMT (365 days)

sparta

OO0~ 40nnNo

10 - Post Exploitation

W
D
m

e Unix-prives... en: db open, max retry

12 - Reporting Tools

[<F=]

13 - Social Engineering Tools facfd4'.
14 - System Services

rror code (1)
Usual applications

Activities Overview

To release cursor, press CTRL + ALT

130
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Greenbone Security Assistant - Mozilla Firefox

Kali Linux, an Offensive S... x | £ Greenbone Security A.. % |

"

+

e 0

mp?r=1&token=

ea-31be-4be

EJ C‘H(?\f:earch if} B 4+ i =

[ Most Visited v JllOffensive Security "% Kali Linux " Kali Docs & Kali Tools EBExploit-DB Y Aircrack-ng

Scan Management Asset Management Secinfo Management

# Logged in as Admin admin | Logout

Tue Oct 4 18:28:35 2016 UTC

Configuration

Filter: ‘

rrides=1 rows=10 first=1 sort=name

Immediate scan of IP 10.76.5.1 [~"0ane ]

Immediate scan of IP 10.76.5.101 [ DaRe]

serrides=1 rows=10 first=1 sort=name)

Welcome dear new user!

To explore this powerful application and to
have a quick start for deing things the first
time, | am here to assist you with some hints
and short-cuts.

| will appear automatically in areas where you
have created no or only a few objects. And
disappear when you have more than 3
objects. You can call me with this icon
time later on.

any

If you want help creating new scan tasks but
also more options, you can select "Advanced
Task Wizard" from the wizard selection menu
at the ton of this window where it currentiv

Severlty
1(1)

Oct 4 2016

1(1) Oct42016

QO EELE
JApply to page contents ¥ r_]u

b el 1 - 2 of 2 (total: 2) I el

Quick start: Inmediately scan an IP address
IP address or hostname:

| | Start Scan

For this short—cut | will do the following for you:

. Create a new Target with default Port List

. Create a new Task using this target with default Scan
Cenfiguration

. Start this scan task right away
. Switch the view to reload every 30 seconds so you can lean
back and watch the scan progress

N

=W

In fact, you must not lean back. As soon as the scan progress is
e ey B Sy g S g e R U e g

" l |w
G
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Greenbone & Logged in as Admin admin | Logout

O 8

&' Security Assistant Tue Oct 4 18:30:24 2016 UTC

Scan Management Asset Management Secinfo Management Configuration Extras Administration Help

v Report: Results | 1 - 34 of 34 (total: 36) Il B2 ¥ ——te— 4
Filter: !sort~reverse=severity result_hosts_only=1 min_cvss_base= min_qo’ HE } ‘ % ‘Z‘ 8
Vutnerabity @ [severty @ ]aop [Host _Jvocation _Lactions |
SSH Weak Encryption Algorithms Supported L 95% (lg()azngyl) 22/tcp 3 ()
TCP timestamps B2 (Low)  EE:TVLT (lg;)aZeGWSayl) general/tcp B3 (8
ICMP Timestamp Detection 80% (I;at7e6 wal) generalficmp i
0S Detection 95% (19052 :v'vZ'yl) generalftcp Esifh
Traceroute 80% (lg?az :wzyl) generalftcp B ()
CPE Inventory 80% (lg;)aZeGW‘;yl) general/CPE-T 54 |4
SSH Protocol Versions Supported 95% (I;az e6w2yl) 22/tcp i )
SSH Server type and version 80% (lgoat7e6w2yl) 22/tcp B4 |
Services 80% (lé)az :wzyl) 22/tcp (ESilh
SSH Protocol Algorithms Supported 95% (lganeGWzyl) 22/tcp &)

http://www.openvas.or
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Logged in as Admin admin | Logout
Greenbone gged in as | Logo:

Security Assistant Tue Oct 4 18:31:39 2016 UTC

Scan Management Asset Management Secinfo Management Configuration

Administratioen

Result Details! | N

Task: Immediate scan of IP 10.76.5.1 ID: 46650c15-47af-4686-8260-4594714d8879

Elmmmm

S5H Weak Encryption Algorithms Supported 95% 10.76.5.1 22/tcp 5 [

Summary
The remote SSH server is configured to allow weak encryption algorithms.

Vulnerability Detection Result

The following weak client-to-server encryption algorithms are supported by the remote serva
ice:

aes128-chc
aes256-chc
arcfour

arcfour2s6

The following weak server-to-client encryption algorithms are supported by the remote serv.
ice:

aes128-chc
aes256-chc
arcfour

arcfour2s6

Solution
Disable the weak encryption algorithms.

Vulnerability Insight
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The following weak server-to-client encryption algorithms are supported by the remote servu
ice:

aes128-chc
aes256-cbc
arcfour

arcfour256

Solution
Disable the weak encryption algorithms.

Vulnerability Insight
The “arcfour’ cipher is the Arcfour stream cipher with 128-bit keys. The Arcfour cipher is believed to be compatible with the RC4 cipher
[SCHNEIERL]. Arcfour (and RC4) has problems with weak keys, and should not be used anymore.

The "none’ algorithm specifies that no encryption is to be done. Note that this method provides no confidentiality protection, and it is NOT
RECOMMENDED to use it.

A vulnerability exists in SSH messages that employ CBC mode that may allow an attacker to recover plaintext from a block of ciphertext.

Vulnerability Detection Method
Check if remote ssh service supports Arcfour, none or CBC ciphers.

Details: SSH Weak Encryption Algorithms Supported (OID: 1.3.6.1.4.1.25623.1.0.105611)
Version used: $Revision: 3160 $

References

Other: https://tools.ietf.org/html/rfc4253#section-6.3
https://www.kb.cert.org/vuls/id/958563

User Tags for this Result: none L)

Backend operation: 0.25s Greenbone Security stant (GSA) Copyright 2009-2016 by Greenbone Networks GmbH, www.greenbone.net
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Lab 5: Scanning

This Izb takes z look at doing port scans using nmap then following up with deeper vulnerability
scans using Njkig and OpenVAS

‘Warning and Permission
Unautheorized hacking can result in

prison terms, large fines, lawsults and
being dropped from this coursel

For this lab you have authorization to hack the VMs in the VLab pod assigned to you.

Preparation
* Getthe CIS 76 Login Credentials document. You will need usernames and passwords to
log into VLab and each of the VMs. This document is on Canvas and the link is in the
CIS 76 Welcome letter.

* Determine which VLab pod number you were assigned. See the link on the left panel of
the class website.
Part 1 - Pod configuration

1) If you haven’t alrea
instructions here:

Lab 5 due
next week

136






CIS 76 - Lesson 6 | ﬁ ‘ ' |W

Next Class

Assignment: Check the Calendar Page on the web site to see
what is due next week.

1a® ®

Quiz questions for next class:

Insure the apache2 service is running on your OWASP VM:

» From your pod Kali, do a SYN scan of your OWASP VM, what is
the status of port 807

« From your pod Kali, do a ACK scan on port 80 on your OWASP
VM. Is a stateful firewall present?

 From your pod Kali, do a NULL scan on port 25 of your OWASP
VM. Is an SMTP service running?
139
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NEP _
S ?@g% Notes to instructor

[ 1 Schedule end of practice test on Canvas [T-30]
[ 1 Remove password on real test on Canvas [T-0]

[ ] Add Steganography file to /home/cis76/depot
cp ~/cis76/test01l/bryce-76.3pg /home/cis76/depot [at job T-0]

[ ] Schedule end of real test on Canvas [at splashdown-1]
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“Server Network”
172.30.5.0/24

N

N ———
———
gateway

and firewall

VAN |

_ == 1 EH-Pod-05 ’_150.
“Microlab Network” S

172.30.10.0/24 "EH-Pod-05 Network" EH-Kali-05
EH-pfSense-05 10.76.5.0/24

gateway
and firewall

EH- IRC n _ - W EH'KaIi'12
IRC Server EH-pfSense-12 EH1|(3)0360;5 ZNOe/t;v4ork
EH-Centos gateway T
IRC Server and firewall
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