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Last updated 10/11/2016

Rich's lesson module checklist

Q Slides and lab posted
0 WB converted from PowerPoint
Q Print out agenda slide and annotate page numbers

Q Flash cards

O Properties

O Page numbers

Q 1st minute quiz

O Web Calendar summary
O Web book pages

0 Commands

O Various Windows VMs created and available for enumeration
Q Lab 6 posted and tested

O Backup slides, whiteboard slides, CCC info, handouts on flash drive
Q Spare 9v battery for mic
O Key card for classroom door
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Evading Network
Devices TCP/IP
Network and
Cryptograph
YESSE N Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks ) ) Social Engineering
Ethical Hacking
Hacking

Web Servers Port Scanning

Embedded Operating Enumeration

Systems
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes
1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 9
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

 HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!
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Browse to:

http://simms-teach.com

Click the CIS 76 link.

Clickthe Calendar link.

Locate today’s lesson.

Find the Presentation slides for

the lesson and download for

easier viewing.

6. Clickthe Enter virtual classroom
link to join CCC Confer.

7. Log into Opus with Putty or ssh

command.

nhwn

Note: Blackboard Collaborate Launcher only
needs to be installed once. It has already
been downloaded and installed on the
classroom PC’s.

[
$ )
oLl
P

153 SIS ]

T R T AR A S Wy




CIS 76 - Lesson 7 P . ri} l ' IW

@ Blackboard Co x ¥ B Goog

simms-teach.com

x,
™ E

Rich's Cabg 1 . The CIS 90 System Playground

CIS 90 Calend| () CCC Confer SIMMS VIRTUAL CLASSROOM , s

=sal x|
File Edit View Tools Window Help

v AUDK) & VIDEO

CIS 90 (Spring s ¢/

CIS 90 - Lesson 1 ba” FI'IW

Class Activity - Where are you now?

Course Home Grd

Tek

[22=)
v PARTICIPANTS.

O Benfi Snms.
&

IS A

O Rich-Simms
>3

Y8 /708N ¥is

w CHAT

Ber Semms 2480
Where is a good place to get

a used version of the

optional textbooks?

cis90lesso....pdf Rich-Serms 2:48PM

Amazon has some good
prices night now

A One or more login
sessions to Opus

Q CIS 76 website Calendar page
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1) Instructor gives you sharing privileges.

(") CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
Eile Edit View Tools Window Help Elevated privigeTTTE =

« AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or
elevated privileges. Elevated privileges are required to share
applications that use elevated privileges.

Select your desktop or an open application you would like to share.

Start Sh arin,g Elevated privileges are acquired via Tools > Application Sharing . . .
> Request Elevated Privileges. They can be relinquished via pns
Tools > Application Sharing > Yield Elevated Privileges (returning - _
you to standard privileges). If you are hosting an application jad 51121 deskiop
sharing session with standard privileges and you (or a person

remotely controlling your desktop or application) perform an

2) CI i C k Ove rl a p p i n g recta n g | es action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

«+{WI Microsoft Word (winword.exe) 'Virtual classroom (locked).docx
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P- Microsoft PowerFoint (powerpnt.exe) 'cis0lesson01.ppbx - Mic

i S p rese nt th e n CI i C k i t a S W el I . If you are hosting an application sharing session with elevated é_ C:\Frogram Files (xB6)\putty.exe 'simbend0@oslab:~'

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on

application sharing session to terminate. Also, without elevated

icon. If W h ite n Start S h arin g n text s e e T TR G L G

time than sharing the desktop (all of it or a region).

as a standard user) or allowed (if you are logged on as an
administrator).

D Never show this dialog again

3) Click OK button. ‘ | »

4) Select "Share desktop"
and click Share button.
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= Rich's CCC Confer checklist - setup cccCE) Gonfer

O
o

[ ] Preload White Board

(i) CCC Confer — 0 - RICH SIMMS

I [File Edit View Tools Window Help
H E EEE
l Load Content ] | Record | 0 ~ AUDIO & VIDEO - fh M

Audio Setup Wizard...

’
I

Microphone Settings...
Speaker Settings...

Maximum Simultaneous Talkers...
Adjust Microphane Level Up
Adjust Microphane Level Down

. ]

[ ] Connect session to Teleconference === e :
Tal Video ljust Speaker Level Down [}

|

. _ - Configure Telephone Conference.., ]

MAIN ROOM (2) S02HM PARTIEIPAITS T |§

. = Camera Settings... B

Session now connected ® Rich Simms U i

Moderator (You) Make Video Follow Moderator Facus 3

Make Video Follow Speak S;

Send Camera Snapshot To Whiteboard

to teleconference
—\’ % Teleconference P <
i

[ ]Is recordingon?

MZTET

Detach Panel
T . Ear - g L

+ AUDIO & VIDEO L -

@ [ Load Content ] [ Recording (® { HH 9

X

Red dot means recording—)

[ ] Use teleconferencing, not mic &

Should change
from phone
handset icon to
little Microphone
icon and the

)

|
Should be grayed out e Tal | [ video | SQ| Teleconferencing ...

e —— message displayed
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e wHE =2 Qs 8- s 2
ez ~ 4 Part 1 - Flashc é (1 point each)
r ~ -
® CCCConfer-0-RIC... [o @[] || 1 i : | , £
w i ?
File Edit View Tools Window Help 90 3 [Q1] What com, er users logged in to the computer
d = Al
w AUDIO & VIDEO D %= o D [l€e Al
. hname
¢
W / {Q2] What environment variable is used by the shell to determine which directories to
= search when locating a command?
: - y =
b fhSuiehs) i boot o etc sbin (A2] \
=5 @ simben90@oslab:~

( Tak | (e @)

egin as: simbenS0
Is sixben90@oslab.cabrillo.edu's password:

& s —— ||| g E N

§ w PARTICIPANTS -8 Accdgs denied
o simbeNgogoslab.cabrillo.edu's password: A
O Rich Simms 04 # Current directory Last 1dgin: Mon Oct & 18:58:43 201:[ERRSIICERCEIaI
B8 riocersior d.com Fle Edit View Inventory Administration Plug-ns
J 5 d Templ;
. 2 o F () source o g g |Q Home b g Inventory b @) Nsan Templates
- p Snn as e /- & &
MAIN ROOM (3 SQ2H% || R R } destination o &
O RichSi QUG - = géleg:rvm
mms He iz .
[ - = 3 Nelcom B [cs 19z { [Alarms [ Pef
Teleconference v E z Serving Cab: Bl Foa 01 a Clear
| & What command copies th b = | Statue a
o= c — Terminal type? [ . Vsphere Cllent ) rﬂ
g Terminal type is & po1-rod E——— oo @ 1.
. CHAT /home/cis90/ simbd putty e ) = _,,-I

AM)-

Recent Tasks Name. Target or Status contains: = Clear X%

Hame | Target | status | Details | Tnitiated by

(

- Teleconference joined the Main Room.

1| | )

[#] Tasks @ Marms | [License Period: 331 days remaining [CISLABwsimms 7
=

“f | G > & 0 e

I IS

10/10/2012 |

[ ] layout and share apps =)
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ccc(E:)Confer

-
{i) CCC Confer- 0 - RICH SIMMS

File Edit View [Tools

| Windew Help

+ AUDIO &

Application Sharing
Audio

Breakout Rooms
Chat

Graphing Calculator

In-Seszion Invite

L4 MNew Page

Deleta Page

Interaction r
Moderator 4 [ ] VldeO (Webca m)
) — Polling v
[ Tk Profie b [ ] Make Video Follow Moderator Focus
Recorder b |
¥ PARTICIPA Session Plan r
Rich Sin Telephony »
B Tirner L4
E Video Camera Settings...
_ Whiteboard Maxirmum Simultaneous Carmeras...
HA R:i:;:“m = qﬁ;‘;;} ¥ Make Video Follow Maoderatar Focus
Maderator (You) Make Video Follow Speaker
Send Camnera Snapshot To Whiteboard
1
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K\
Rich's CCC Confer checklist - EImo CCGOGonfer S
R
e 1 Settings =]
Image Mate The "rotate image"

Return al windows to their normal position

button is necessary
. . . . . if you use both the
| side table and the
| T white board.

Recording setting
Video quality

Quite interesting
IR that they consider
. . oterval te S | you to be an
| Elmo rotated down to view side table — "expert” in order to
LIVE image - Image Mate -] (B3] [ - use th[s button’
oI :
Rotate
image . .
button .Elmo rotated up to view white board
LIVE image - Image Mate -3 (%
Fleesiectima a W
Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer €sL_mMo
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gst. 18959 ™

ccc ) Confer Rich's CCC Confer checklist - universal fixes

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) General Tab > Settings... 500MB cache size Delete these
-~ '@JEVECDMNWW‘ (=] o] 'Tempmaryﬁ\esSeﬂings ﬂ‘ rDeIeteFiIesand Applications ﬂ1

General | Java [ Security [ Advanced

Kecp temparary s on my computer "
/1", Delete the following files?
LN

About
Location
View version information about Java Control Pane.
Select the location where temporary files are kept:

bout... 5

N siich DataLacalLow\SunJava\D Change... Trace and Log Files
letwork Settings
Cached Applications and Applets
Network settings are used when making Internet connections. By default, Java wil sk space
5 fl [] Installed Applications and Applets

|| use the network settings in your web browser, Only advanced users should madify

these settings. Select the compression level for JAR files: None -

i Set the amount of disk space for storing temporary files:
|| Temporary Internet Files | v so0l=] MB
- :

lications are stored in a special folder for quick execution
rs should delete files or me these settings. I

i DeleteFies... | | RestoreDefaults |

|| Files youuse ppl
later. Only advanced use

11




CIS 76 - Lesson 7*?5?5 m rg, l ' IW

Start

12
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Sound Check

Students that dial-in should mute their
line using *6 to prevent unintended
noises distracting the web conference.

Instructor can use:
« *96 to mute all student lines.
« *5 to boost audio input

13
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Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

Use CCC Conter White Board

email answers to: risimms@cabrillo.edu

(answers must be emailed within the first few minutes of class for credit)

15
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Enumeration

Objectives

» Describe the enumeration step
+ Enumerate Windows targets

« Enumerate Unix/Linux targets

Quiz

Questions

Housekeeping
Enumeration

NetBIOS Enumeration
Various Enumeration tools
Linux finger command
Assignment

Wrap up

16
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Admonition

17
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
own or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 8
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Questions

19
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Questions

How this course works?

Past lesson material?

Previous labs?

e —ERRE, AoNELEEF tmAE—ERENARE—E
Chinese | EIKi=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

20
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News
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Potential Hurricane Matthew Phishing Scams

(8] Potential Hurricane Mat: X

C | @ https;//www.us-cert.gov/ncas/current-activity/2016/10/11/Potential-Hurricane-Matthew-Phishing-Scams | O o

Z= Official websile of the Depariment of Homeland Security

US-CERT

UNITED STATES COMPUTER EMERGENCY READINESS TEAM Q\

HOME ABOUTUS CAREERS PUBLICATIONS ALERTS AND TIPS RELATED RESOURCES cvp

Potential Hurricane Matthew Phishing Scams

Original release date: tober 2016

The Increasing Threat to Network

& Print 2 Twest B send Share Infrastructure Devices and
Recommended Miligations
Tuesday, Seplember 6, 2016
US-CERT wams users to remain vigilant for malicious cyber activity seeking to capitalize on interest in Hurricane Symantec and Norton Security Products
Matthew. Users are advised to exercise caution in handling any email with subject line. attachments, or hyperlinks Contain Critical Vulnerabiities
related to Hurricane Matthew, even if it appears to originate from a trusted source. Fraudulent emails will often contain Tuesday, J

links or attachments that direct users to phishing or malware-infected websites. Emails requesting donations from

deceptive charitable organizations commonly appear after major natural disasters. VPAD Name C“"'m"_w‘"mmm’

Mo I

US-CERT encourages users and administrators to use caution when encountering these types of email messages and
take the following preventative measures to protect themselves from phishing scams and malware campaigns: More Alerts »

Do not follow unsolicited web links in email messages.
Recent Vulnerabilities
Use caution when opening email attachments. Refer to the Using Caution with Email Attachments Cyber Security

Tip for more information on safely handling email attachments.

VU#396440; MatrixSSL contains multiple
Keep antivirus and other computer software up-to-date. vulnerabiities
Refer to the Avoiding Social Engineering and Phishing Attacks Cyber Security Tip for more information on social Tue
engineering attacks.

October 11, 2016

VU#884840° Animas OneTouch Ping

= Review the Federal Trade Commission information on Charity Scams. insulin pump contains multiple
« Verify the legitimacy of any email solicitation by contacting the organization directly through a trusted contact vuinerabities i
number. You can find trusted contact information for many charities on the BBB National Charity Report Index. Tuesday, October 4, 2

VU#338624: U by BBST i0S banking
application fails to properly validate SSL
This product is provided subject to this Notification and this Privacy & Use policy. cerficales

Friday, September 30, 2016

wulnerable to cross-site scripting and
remote code execution

- VU#T06359: Aternity web server
‘ :i Was this document helpful? Yes | Somewhat | No ‘

September 28, 2

VU#BET480. Aver Information
EHE108H+ hybrid DVR contains multiple -

22
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Recent news

1. Insulin pump can be hacked

warns-that- thelr msulm-um-can be-
hacked us 57f51ced4e4b032545262c097?section=

2. Is 2-factor using cell phone secure?

23


http://www.huffingtonpost.com/entry/johnson-johnson-warns-that-their-insulin-pump-can-be-hacked_us_57f51ce4e4b032545262c097?section=
https://medium.com/the-coinbase-blog/on-phone-numbers-and-identity-423db8577e58#.p0pb5y6ju
http://lsa.umich.edu/lsa/news-events/all-news/search-news/shadows-in-the-dark-web.html
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Best
Practices
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Defense Best Practices

digitalguardian.com/blog/dont-

|nfor.ahic

Phishing Attack Methods
8 - .

“ News 2016 Gartner DLP MQ Contact Us o

25
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SANS October 2016 edition of OUCH!

- o X
Il OUCH-201610_enpdf X

C | ® securingthehuman.sans.org/newsletters/ouc UCH-201610_en.pdf?utm_medium=Email&utr ¥ | B ©

-

OUCH! | October 2016

The Monthly Security Awareness Newsletter for Everyone

IN THIS ISSUE...
I : :::swords
O U C H o i
= 1) You

2) Passwords
Overview 3) U,Ddates
4) Backups

As technology gains a more important role in our lives, it Guest Editor

Four Steps to Staying Secure

also grows in complexity. Given how quickly technology Ryan Johnson focuses on ensuring that

organizations are prepared to respond to the

changes, keeping up with security advice can be
inevitable breach and teaches Advanced Network

Forensics at the SANS Institute. Ryan is active on
on what you should or should not be doing. However, Twitter as @ForensicRJ.

while the details of how to stay secure may change over

confusing. It seems like there is always new guidance

time, there are fundamental things you can always do to
protect yourself. Regardless of what technology you are using or where you are using it, we recommend the following

four key steps. To learn more about any of the steps below, refer to the Resources section at the end of this newsletter.

26


http://securingthehuman.sans.org/newsletters/ouch/issues/OUCH-201610_en.pdf




CIS 76 - Lesson 7 N ' l lw

1) Lab 5 is due tonight at 11:59PM.

2) Finished Lab 5 already? Please monitor the forum and
help anyone with questions.

3) Next week five forum posts are due!

29
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Each team has their own private
Google Docs document

B ©1S 76 Fall 2012 Blue Tez X

— [m)

C | @ hitps//docsgoogle.com/document/d/10531qTG-l12VeEkhQuePoxunGLOEIM_q6lyfobKZEQ/edit

Qv 0

CIS 76 Fall 2012 Blue Team |

File Edit View Insert Format Tools Table Add-ons

& e~ ~ " 100% - Normaltext -

1 2 3

Blue Team Members

Arial

Help

See new changes
1 _—_ - Q&Y co H
5 6 7
BLUE TEAM
CIs 76

—

risimms@cabrillo.edu v

More - - A

9 10

X

B C1S 76 Fall 2016 Red Tear X

(] ‘ [“Whttps://docs.google.com/document/d/1gbKle0cpffv-pHbp9-ssf15el WSLz86mPykYa7cMx(/edi

— [m)

ax| 0

CIS 76 Fall 2016 Red Team =

File Edit View Insert Format Tools Table Add-ons

& e~ T 100% - Normaltext -

1

Red Team Members

Arial

Help

Last edit was 3 days ago
1 - B Z U A- @
3 4 5
RED TEAM
CIS 76

risimms@cabrillo.edu ~

More - - A

X

31
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Accessing Red and Blue Pods via VLab

CIS 76 - Lesson 7  ;’: W| lw

=) @ veenter-6-0.cis.cabrillo.edu

= [Eg viab

=

[/ cis 76

= [£F Cyber Blue Pod
([ EH-Kali-Blue
(1 EH-OWASP-Blue
1 EH-WinXP-Blue

5 %b;ﬁ”ﬁ' | Send me an email
G EH-OWASP-Red if you would like to
G EH-WinXP-Red join one of the

[} Instructor VMs teams
2] [Student Pods|

] cis 90

Ifj cis154
[ cis191
lf_f] cis192
[ cis194
] Mike

32
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Enumeration
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EC-Council Five Phases of Hacking

Phase 1 - Reconnaissance

Phase 2 - Scanning

[ Phase 3 - Gaining Access

Phase 4 - Maintaining Access

Phase 5 - Clearing Tracks

34


http://www.techrepublic.com/blog/it-security/the-five-phases-of-a-successful-network-penetration/
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Enumeration

Enumeration is typically active and intrusive,
definitely crossing the legal line.

Using enumeration techniques without
authorization is a crime!

Active connections are made to target devices
to gather more information:

« Users and groups.
« System names.

« Network resources.
« Network shares.

« Services.

« Policies.

35
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NetBIOS
Enumeration
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NetBIOS

 Network Basic Input Output System.

- Originally an API for accessing shared file and
printer services on a LAN.

« NetBIOS names are unique 16 byte identifiers. The

first 15 bytes are an ASCII name followed by the
16th byte which is the suffix code.

37
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Number
Name (HEX) Type Usage
<computername > 00 U Workstation Service NetBIOS Suffix Code Table
<computername > 01 U Messenger Service
<\\_MSBROWSE_ > 01 G Master Browser
<computername > 03 U Messenger Service http://www.pyeung.com/pages/mi
<computername > 06 U RAS Server Service crosoft/winnt/netbioscodes.html
<computername > 1F U NetDDE Service
<computername > 20 U File Server Service
<computername > 21 U RAS Client Service
<computername > 22 U Exchange Interchange
<computername > 23 U Exchange Store
<computername > 24 U Exchange Directory
<computername > 30 U Modem Sharing Server Service
<computername > 31 U Modem Sharing Client Service
<computername > 43 U SMS Client Remote Control
<computername > 44 U SMS Admin Remote Control Tool
<computername > 45 U SMS Client Remote Chat
<computername > 46 U SMS Client Remote Transfer
<computername > 4C U DEC Pathworks TCPIP Service
<computername > 52 U DEC Pathworks TCPIP Service
<computername > 87 U Exchange MTA
<computername > 6A U Exchange IMC
<computername > BE U Network Monitor Agent
<computername > BF U Network Monitor Apps
<username > 03 U Messenger Service
<domain> 00 G Domain Name
<domain > 1B U Domain Master Browser
<domain> 1C G Domain Controllers
<domain > 1D U Master Browser
<domain> 1E G Browser Service Elections
<INet~Services> 1C G Internet Information Server 33
<IS~Computer_name > 00 u Internet Information Server


http://www.pyeung.com/pages/microsoft/winnt/netbioscodes.html
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NetBIOS Enumeration

« Discover computers belonging to a workgroup or
domain and what services they provide.

« Discover SMB file shares and printers on the LAN
(Windows or Unix/Linux servers running SAMBA).

« Discover additional information as well.

Note: Microsoft does not support NetBIOS for IPV6.

39
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NetBIOS Null Session

« One of the biggest vulnerabilities of NetBIOS
systems.

« Anonymous connections without a username and
password.

« Still present on Windows XP.
« Disabled by default on Windows 2003.

« No longer present in Vista or Windows 2008 and
later.

40
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NetBIOS Passive Discovery

*ethO e ® 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
- &/ A L o 3 172 — —
am de BRI Q2 ok =FH @2 uiE
‘W [nbns ~| Expression..  +
No. Time Source Destination Protocol Length Info -
7 16.625977670 172.30.10.170 172.30.10.255 NBNS 92 Name query NB ULAB-RASPBX<20>
64 259.009446640 172.30.10.108 172.30.10.255 NBNS 92 Name query NB WORKGROUP<1d=>
70 263.117787803 172.30.10.162 172.30.10.255 NBNS 92 Name query NB EH-WS2012-DC<00>
73 263.124073973 172.30.10.162 172.30.10.255 NBNS 92 Name query NB EH-WS2012-DC<20>
955299541 NBNS 92 Name query ULAB-RASPBX<20>
160 559.351323450 172.30.10.108 172.30.10.255 NBNS 92 Name query NB WORKGROUP<1d>
169 584.627225386 172.30.10.36 172.30.10.255 NBNS 92 Name query NB WPAD<0O=>
170 585.387309176 172.30.10.36 172.30.10.255 NBNS 92 Name query NB WPAD<0O>
171 586.153019980 172.30.10.36 172.30.10.255 NBNS 92 Name query NB WPAD<0O>
180 623.113392836 172.30.10.168 172.30.10.255 NBNS 92 Name query NB ULAB-RASPBX<20>
200 702.898486123 172.30.10.171 172.30.10.255 NBNS 92 Name query NB EH-WIN7<20>
212 715.661564110 172.30.10.171 172.30.10.255 NBNS 92 Name query NB MICROLAB<1b=>
213 716.425698640 172.30.10,171 172.30.10.255 NBNS 92 Name query NB MICROLAB<1b>
214 717.189943036 172.30.10.171 172.30.10.255 NBNS 92 Name query NB MICROLAB<1b>
216 718.968597566 172.30.10.171 172.30.10.255 NBNS 92 Name query NB MICROLAB<1b>
217 719.732913786 172.30.10.171 172.30.10.255 NBNS 92 Name query NB MICROLAB<1b>

e o

P RPN

. —

o~

“——

oo

o

DRT_ TP

P

-

AT A AL A sl

» Frame 80: 92 bytes on wire (736 bits), 92 bytes captured (736 bits) on interface 0

» Ethernet II, Src: Vmware_af:40:1f (00:50:56:af:40:1f), Dst: Broadcast (ff:ff.ff.:ff.ff.ff)
» Internet Protocol Version 4, Src:
» User Datagram Protocol, Src Port: 137 (137), Dst Port: 137 (137)

v NetBIOS Name Service

172.30.10.174, Dst: 172.30.10.255

NBNS = NetBIOS Name Service uses UDP port 137
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ldm de sNRE Q2o kA BF ooux

|l|Ebagm A3 - Expression.. +

NetBIOS Passive Discovery

*ethO e e 0

MNo.

he————— - 4

¥ ¥ ¥y ¥ ¥Y Y vyrw

Time Source Destination Protocol Length Info

10.000000000 172.30.10.174 172.30.10.255 BROWSER 243 Host Announcement EH-WINXF, Workstation, S.
9 18.286821880 172.30.10.170 172.30.10.255 BROWSER 243 Host Announcement EH-WS2003, Workstation,
10 18.297564440 172.30.10.108 172.30.10.255 BROWSER 283 Host Announcement ULAB-VOLUMIO, Workstatio..
11 18.297583860 172.30.10.109 172 .30.10.255 BROWSER 262 Local Master Announcement ULAB-RASFPBX, Wor..
12 18.297770150 172.30.10.108 172.30.10.255 BROWSER 254 Domain/Workgroup Announcement WORKGROUP, M.
69 262 685874833 172.30.10.162 172.30.10.255 BROWSER 250 Domaln/Workgroup Announcement WHITEHATS, M.

74 . 341484300 ; : : ; 3 : BROWSER Host Announcement EH-WS2008-STD, Workstatil..
82 286 . 606749586 172.30.10.172 172.30.10.255 BROWSER 243 Host Announcement EH-WS2012-DC, Workstatio..
85 292 . 908346974 172.30.10.162 172.30.10.255 BROWSER 264 Local Master Announcement EH-WIN7, Worksta..
124 424 937505219 172.30.10.36 172.30.10.255 BROWSER 243 Host Announcement MASTER-CYLIMDER, Worksta..
135 459, 051955062 172.30.10.168 172.30.10.255 BROWSER 243 Host Announcement EH-WSZ2008-EMT, Workstati..
173 596.598694356 172.30.10.34 172.30.10.255 BROWSER 270 Host Announcement CEH-WIN-2012, Workstatio..
211 715.661349260 172.30.10.171 172.30.10.255 BROWSER 216 Get Backup List Request

215 718.968551963 172.30.10.171 172.30.10.255 BROWSER 216 Get Backup List Request

220 T22.275915506 172.30.10.171 172.30.10.255 BROWSER 216 Get Backup List Request

222 722.515757870 172.30.10.174 172.30.10.255 BROWSER 243 Host Announcement EH-WINXP, Workstation, S.

Frame 74: 268 bytes on wire (2144 bits), 268 bytes captured (2144 bits) on interface O
Ethernet II, Src: Vmware_af:b8:4a (00:50:56:af:b8:4a), Dst: Broadcast (ff:ff:ff.ff;ff.Ff)
Internet Protocol version 4, Src: 172.30.10.171, Dst: 17¥2.30.10.255

User Datagram Protocol, Src Port: 138 (138), Dst Port: 138 (138)

NetBIOS Datagram Service

SMB (Server Message Block Protocol)

SMB MailSlot Protocol

Microsoft Windows Browser Frotocol

NBDS = NetBIOS Datagram Service on UDP port 138 43
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NetBIOS Passive Discovery

*eth0 e 0 O

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ldm de 8FRE Qe v kRAEE g5 w =

|W | browser [ ~| Expression... +

No. Time Source Destination Protocol Length Info

534 1723.9995179.. 172.30.10.172 172.30.10.255 BROWSER 243 Host Announcement EH-WS2012-DC, Workstatio..
937 1733.2035191.. 172.30.10.162 172.30.10.255 BROWSER 264 Local Master Announcement EH-WIN7, Worksta..
564 1813.5169310.. 172.30.10.174 172.30.10.255 BROWSER 216 Get Backup List Reguest
597 1859.3513636.. 172.30.10.174 172.30.10.255 BROWSER 216 Get Backup List Reqguest
604 1866.0493490,, 172.30.10.36 172.30.10.255 BROWSER 243 Host Announcement MASTER-CYLINDER, Worksta..
605 1874.6868070.. 172.30.10.171 172.30.10.255 BROWSER 216 Get Backup List Reguest
613 1874.7760071.. 172.30.10.171 172.30.10.255 BROWSER 216 Get Backup List Reguest
630 1900.6190631.. 172.30.10.168 172.30.10.255 BROWSER 243 Host Announcement EH-WS2008-ENT, Workstati..
658 2035.1298000.. 172.30.10.34 172.30.10.255 BROWSER 270 Host Announcement CEH-WIN-2012, Workstatio..

oo

TO1 2165, 4688233, 17¥2.3Q.1R2.174 172.3Q.10.2%85 BROWSER 243 Host Announcement EH-WINXP, Workstation, S.
FO2:2176. 1405774, 172.380.182.170 172.3Q0.18.255 BROWSER 243 Host Announcement EH-WS2003, Workstation, ..
YO8 2187 .0120388.. 172.30.1Q0.1Q88 172.30.10.255 BROWSER 262 Local Master Announcement ULAB-RASPBX, Wor..
710 2187.0121088.. 172.30.10.109 172.30.10.255 BROWSER 254 Domaln/Workgroup Announcement WORKGROUP, N.
V11 218¢. 0126142, 172.30.1Q. 128 IVZ.3Q:.10.2%85 BROWSER 263 Host Announcement ULAB-YOLUMIO, Workstatio..
718 2206.8045610.. 172.30.10.162 172.30.10.255 BROWSER 216 Get Backup List Reguest
¥23 2207 . 5581846.. 172.30. 10,162 I172.30.18.255 BROWSER 216 Get Backup List Reguest 2

= Frame 1: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bhits) on interface ©

» Ethernet II, Src: Vmware_af.40:1f (00:50.56:af.40:1f), Dst: Broadcast (ff;ff:ff;ff:ff,;ff)

» Internet Protocol Version 4, Src: 172.30.10.174, Dst: 172.30.10.255

» User Datagram Protocol, Src Port: 138 (138), Dst Port: 138 (138)

= NetBIOS Datagram Service

» SMB (Server Message Block Protocol)

= SMB MailSlot Frotocol

= Microsoft Windows Browser Protocol

Shows same information 44
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Look at some NetBIOS traffic on EH-Kali-xx

Run Wireshark on Kali and set the filter to "browser". It may take a minute
or two before you capture any packets.

Select any of the packets sent by 10.76.xx.201 to the subnet broadcast
address.

In the center pane, look at the last layer named "Microsoft Windows
Browser Protocol" and expand it.

In that layer expand the "Server Type: 0x..." section.

Look at the bit setting for "NT Workstation: This is an NT Workstation"

Is it considered a NT Workstation (bit set to 1)? Write your answer in the chat
window.
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Look at some NetBIOS traffic on EH-Kali-xXx

nmap-T4-A-v172.30.10.171-174

Scan  Tools  Profile  Help

Target: | 172.30.10.171-174 v | Profiler | Intense scan v|
Command: . imap -T4 -& -w 172.30.10.171-174

Hosts ][ Services Mmap Oukbput | Ports f Hosts || Topology | Host Details Scans |
05 4 Host o

The "Intense scan" profile. -T4 has a more aggressive
timing and -A uses several features including OS and

version detection.

‘ Examine the host details of each host. Which host has
the bomb icon? Write the IP address of this host in the 46

chat window.
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Various
Enumeration
Tools

Selected from EC-Council, NDG, NISGTC labs
and the textbook

47
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Nmap and Zenmap

E Nmap: the Network Map X

&« C | & https//nmap.org Q| O

: ", Take your Nmap scans to the next level with AlienVault....
Jsnen View vulnerability data, asset information & threat m
1
NMAP ORG detection alerts in a single console!

Nmap Security
Scanner — Pssst...

Intro Your Ports are Showing! Nmap
Ref Guide What does your security network

4 e e s~ say about you? security scanner
Install Guide T T . -
Taronillaai a: , Reference Guide Book Install Guide
Changelog R Download  Changelog Zenmap GUI Docs
gggls( B E—— Bug Reports OS Detection Propaganda  Related Projects

- In the Movies In the News

Security Lists
maepere bl News_______________|
Nmap Dev

Bugtraq

Full Disclosure
Pen Test
Basics

Nmap 7.30 is now available! [change log | download]

Nmap 7.12 is now available! [change log | download]

e Nmap 7 is now available! [release notes | download]

o We're pleased to release our new and Improved Icons of the Web project—a 5-gigapixel inter -

https://nmap.or 49
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Nmap and Zenmap

Nmap

From Wikipedia, the free encyclopedia

Nmap (Network Mapper) is a security scanner originally written by Gordon Lyon (also known by
his pseudonym Fyodor Vaskovich)i?l used to discover hosts and services on a computer
network, thus creating a "map" of the network. To accomplish its goal, Nmap sends specially
crafted packets to the target host and then analyzes the responses.

The software provides a number of features for probing computer networks, including host
discovery and service and operating system detection. These features are extensible by scripts
that provide more advanced service detection,l®! vulnerability detection,®] and other features.
Nmap is also capable of adapting to network conditions including latency and congestion during
a scan. Nmap is under development and refinement by its user community.

Nmap was originally a Linux-only utility,[*] but it was ported to Windows, Solaris, HP-UX, BSD
variants (including OS X), AmigaOS, and IRIX.[°I Linux is the most popular platform, followed
closely by Windows.[®!
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Nmap and Zenmap

Gordon Lyon's pseudonym is Fyodor Vaskovich. Besides maintaining the nmap
website he also maintains the "Top 125 Netwrok Security Tools" website

& SecTools.Org Top Netwo: X

&« C | ® sectools.org

Take your Nmap scans to the next level with AlienVault....

View vulnerability data, asset information & threat
) o detection alerts in a single console! “; iE i IEB =
SECTOOLS . -

g:::l];ieﬂ“'iﬁ’ Home AboutHelp Suggesta new tool Search

¢ Intro
Ref Guide SecTools.Org: Top 125 Network Security Tools
Install Guide
Download For more than a decade. the Nmap Project has been cataloguing the network security community's favorite tools. In 2011 this site became much more dynamic. offering ratings. reviews,
Changelog searching. sorting. and a new tool suggestion form. This site allows open source and commercial tools on any platform. except those tools that we maintain (such as the Nmap Security
B: Scanner, Ncat network connector. and Nping packet manipulator).
Docs
‘We're very mnpressed by the collective smarts of the security community and we highly recommend reading the whole list and mvestigating any tools you are unfamiliar with. Click any tool
Security Lists name for more details on that particular application. including the chance to read (and write) reviews. Many site elements are explained by tool tips if you hover your mouse over them.
Nmap Announce [2Nfadl
Nmap Dev
Bugtraq Tools 1-25 of 125 next page — Sort by: popularity rating release date
Full Disclosure
Pen Test i 1
Basics
More

Wireshark (known as Ethereal until a trademark dispute in Summer 2006) is a fantastic open source multi-platform network protocol analyzer. It allows vou to examine
Security Tools data from a live network or from a capture file on disk. You can interactively browse the capture data. delving down mto just the level of packet detail you need. Wireshark
iy has several powerful features. including a rich display filter language and the ability to view the reconstructed stream of a TCP session. It also supports hundreds of
protocols and media types. A tepdump-like console version named tshark 1s included. One word of caution 1s that Wireshark has suffered from dozens of remotely
exploitable security holes. so stay up-to-date and be wary of running it on untrusted or hostile networks (such as security conferences). Read 33 reviews

Password audit
Smffers

Vuln scanners
Web scanners
Wireless
Exploitation

i;lsf:tcmﬂer . W Q ‘\a-& lﬁ!‘r’ ﬂ ‘0 \ sniffers

Site News
Advertising
About/Contact

Latest release: version 1.12.7 on Aug. 12. 2015 (1 year. 2 months ago).

model through which payleads. encoders. no-op generators. and exploits can be integrated has made 1t possible to use the Metasploit Framework as an outlet for cutting-edge
exploitation research. It ships with hundreds of exploits. as vou can see in their list of modules. This makes writing your own exploits easier. and it certainly beats scouring the
darkest corners of the Internet for illicit shellcode of dubious aualitv. One free extra is Metasvloitable. an mtentionallv insecure Linux virtual machine vou can use for testing

Metasploit took the security world by storm when it was released in 2004. It is an advanced open-source platform for developing, testing. and using exploit code. The extensible
Site Search
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NEWS

Matrix mixes life and hacking

Reloaded may be wooing
some of its audience with its
gung-ho gunplay and
ferocious special effects but
one group of fans are
impressed for entirely
different reasons.

The web's hacking community
has baen impressed by the
film's depiction of a hack
attempt that employs future versiens of tools and technigues
widely used now.

d with guns and keyboards

MNet-based message boards have been buzzing with mentions of
the realistic depiction and photes of the hacking scenes frem
the film are being passed around the web.

The successful hack attack is carried out by Trinity, played by
Carrie-Anne Maoss, on a power company computer towards the
end of the film.

Exploit alert

When acters in films start using computers, reality usually flees
the scene.

But The Matrix Releaded is winning praise from the net's
computer experts and hackers because Trinity is seen using a
free, popular scanning tool called Nmap.

Mmap, or Metwork Mapper, is used te remotely scan a computer
or set of servers to find out what a target is doing. This can also
reveal if it has any vulnerabilities or loopholes to explait.

Writing about the scene, the auther of Nmap, known as Fyodor,
said he almost danced in the aisles of the cinema when he saw
Trinity using his creation.

Fyodor wrote that the film
mizkers seem to have changed
the text output of Nmap to help
it fit better on the display Trinity|
uses in the movie.

He also said that in the future
the Matrix films depict, Nmap
seems to run much faster than it
does now.

Teimibie mmme me b eee Mo b

CIS 76 - Lesson 7

Nmap and Zenmap

Future performance improvements?

"Fyodor wrote that the film makers seem
to have changed the text output of Nmap
to help it fit better on the display Trinity
uses in the movie.

He also said that in the future the Matrix
films depict, Nmap seems to run much
faster than it does now."

- BBC Article
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Nmap and Zenmap

root@eh-kali-05: ~ e ® 0
File Edit View Search Terminal Help

Network Distance: 2 hops Nmap and Zenmap are

Nmap scan report for EH-WS2008-Std.cis.cabrillo.edu (172.30.10.171) a/ready installed on kali
Host is up (0.00071s latency).
Not shown: 994 filtered ports

STATE SERVICE

open http

open msrpc Zenmap 600

open netbios-ssn

open microsoft-ds

open ms-wbt-server :

unknown Command: 'nmap -0172.30.10.0/24

Warning: 05Scan results may be unreliable becau
pen and 1 closed port |
Device type eneral purpose|specialized|phone EoRELE: v & | VEH-WS2008-Std.cls.cabrillo.edu (172.30.10.171)
Running: Microsoft Windows 2008|8.1|7|Phone | Vs | P ¥ Host Status

Scan Tools Profile Help
Target: [172.30.10.0/24 v Pprofle: | v | [scan

Hosts Services Nmap Output | Ports / Hosts  Topology | Host Details | Scans

0S CPE: cpe:/o:microsoft:windows server 2008 : 2| NN —— S P
5 A 2 e L e ’ - = i L1 ulab-Poly2.cis.cabrillo.edu (172.30.10.112) Open ports: 6 -
:/o:microsoft:windows 7::-:professional cpe:/o: L
oft:windows 7 cpe:/o:microsoft:windows cpe:/o: | Rl o
mic rl-osof't . wIndo'Ers' . ::rlsta .. . SE;]_ . S cpe:so: Ay  EH-Centos.cis.cabrillo.edu (172.30.10.160) Closed ports: 0
05 details: Microsoft Windows Server 2008 R2 orj Seanned pons 1500
Professional or Windows 8, Microsoft Windows |ttt Hp thme: 135 i
dows Phone 7.5 or 8 Microsoft Windows Vista Ay  EH-IRC.cis.cabrillo.edu (172.30.10.163) Last boot: Sun Oct 916:31:24 2016
2 f. 0.4, .I'os
P1, or Windows 7, Microsoft Windows Vista SP2, [ ¥ Addresses
2008 Ay  EH-Centos-80RunRej.cis.cabrillo.edu (172.30.10.165) IPv4: 172.30.10.171
1) EH-Centos-80RunDrp.cis.cabrillo.edu (172.30.10.166) IPv6: Not available
Ay  EH-Centos-80StpAcc.cis.cabrillo.edu (172.30.10.167) MAC: Not available
Nmap -7 EH-WS2008-Ent.cis.cabrillo.edu (172.30.10.168) ¥ Hostnames
<7 EH-Wing1.cis.cabrillo.edu (172.30.10.169) Name - Type: EH-WS2008-Std.cis.cabrillo.edu - PTR

-7l EH-WS2003.cis.cabrillo.edu (172.30.10.170)

L ¥ Operating System
EH-WS2008-5td.cis.cabrillo.edu (172.30.10.171) Name: Microsoft Windows 7 Professional or Windows 8

1 EH-WS2012-DC.cis.cabrillo.edu (172.30.10.172) . wersey: [T

Filter Hosts B Dnrbe sirnd

Zenmap
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-0 detects OS

(operating system)

CIS 76 - Lesson 7
nmap -T3 -0 -v 172.30.10.162,170,172

-v is verbose

Sran  Tools  Profile  Help

Note how a comma

172,30,10,182,171,174

b

can be used to

Spec/fy additional nd: Inmap ST3 -0 -w 172.30.10.162,171,174 I

Prafile:

hosts

T ks ” Services l

05 1 Hosk
= EH-“Win?.cis.cabrillo,e

i EH-WsS2008-5kd. cis.c
< EH-WinxP.cis.cabrillo

Mrap Cukput |Pu:urt5 | Hosts h Top

-TO0 is" paranoid (very slow)
-T3is "normal” timing.
-T5is "insane” (very aggressive)

Oy ] T TS TS || s |
|

nmap -T3 -0 - 172,30,10,162,171,174

¥ Details

139ftcp open netbios-s=n
445 ftcp open microsoft-ds

Warning: 035can results may be unreliabhle bhecause we
could not find at least 1 open and 1 closed port
Device type: general purpose|specialized|power-device

Punniing (JUST GUESSTIHNG): Microsoft Windows XP|Z003]

200072008
embedded (30%)

05 CPE: cpe:
imicrosoft:
imicrosoft:

u]
ul
a
ul

formicrosoftiwindows xp:isp3 cpe: /S
windows serwer Z003::- cpe:/f
windows_ Z000: :spd:server cpe:/
windows 7 cpe:/f

windows _serwer Z002::sps

—microsoft
imicrosoft

(35%), EBelkin embedded (20%), ZHMa

Fa

ol A
g
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Show hosts in
the left pane
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nmap -13 -0 -v 172.30.10.162,170,172

Scan  Tools  Profile  Help

Targst: |1?2.3I3.1I:I.162,1?1,1?4

v| Profile: | v| [5can|

Command: |nmap -T3 -0 -w 172,30.10.162,171,174

I Hosks i Services ]

05 4 Host
“* EH-Win?.cis.cabrillo.e
< EH-WS52003-5td.cis.c
= EH-WinXP.cis.cabrilla

| %

Filter Hosts

Mmap Oukput |Ports [ Hosts Ii Topology || Host Details ii Scansi

|nmap T3 -0 -y 172,30,10.162,171,174 v|

[Details]

Nmap scan report for EH-WinKP.cis.cabrillo.edu
(172.30.10_174)

Host is up (0.00s latency).

HNot showm: 337 filtered ports

PORT STATE SERYICE

80/tcp open http

139ftcp open mnetbios-ssn

445ftcp open microsoft-ds

Warning: 055%can results may be unreliable because we
could not find at least 1 open and 1 closed port
Device type: general purpose|specialized|power-device
Punning (JUST GUESSING): Microsoft Windows XHP|EZ003|
2000712008 (95%), Belkin embedded (90%), SMA
embeadded (20%)

05 CPE: cpe:fo:microscoftiwindows_xp::spd cpe:/
cimicrosoftiwindows server Z003::- cpe:/
c:microsoftiwindows Z000::spd:serwver cpe:/
cimicrosoftiwindows 7 cpe:/f
c:microsoft:iwindows_serwver Z005::sp2

Aggressive 05 quesses: Microsoft Windows XKP 2P3 (983
1, Microsoft Windows XP SPE (94%), Microsoft Windows
HP 5PZ or Windows Serwver ZO003 (93%), Microsoft
Windows Z000 Serwer 5P4 or Windows HP Professional
SP3 (93%), Microsoft Windows Server Z003 EZP0 or
WMindows P SPZ (33%), Microsoft Windows XP EPE - 5P3
(923%), Microsoft Windows Serwver Z003Z SPZ (93%),
Microsoft Windows P 2P3 or Small Business Serwer
2003 (92%), Microsoft Windows HP (92%), Microsoft
Windows Serwer 2003 S5P1 or 3PE (21%)

HNo exact 05 matches for host (test conditions non-—
ideal).

TCP Sequence Prediction: Difficulty=2Z60 (Good luck!)
IP ID Sequence Generation: Incremental

Bead data files from: C:'\Program Files‘MNmap

P ¥ T [N Sy U | Tl e e mm smmemmami mmeme Jen e menenm e

L

[

Show scan
output in right
pane
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nmap -13 -0 -v 172.30.10.162,170,172

& Jenmap

Scan  Jools  Profie  Help

Target: |1?2.3I3.1E|.162,1?1,1?4 v| Profile: | v| [scan| cancel

Command: | nmap -T3 -0 -v 172.30,10, 162,171,174 |

[ Hosts ”[ Services ]] | Mrnap Output| Parts | Hosts | Topolagy || Host Det ails ” SEansl

Service - 4 Hostname “ Port 4 Protocol 4 (State
@  EH-WS2008-Std.cis.cabrillo.edu (172,30,10.171) &0 tcp opEn

microsoft-ds @ EH-WinxP.cis.cabrillo,edu (172,30, 10.174) a0 kcp open Sho w hOStS
——— with selected
— service in the
“tht right pane

unknown

Show services
in the left pane

56
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gst. 18959 ™

2008 N W
5|
Y A

]

nmap -13 -0 -v 172.30.10.162,170,172

Scan  Tools  Profile  Help

Target: |1?2.3|3.1|3.162J1?1,1?4 v| Profile: | v| [scan] |cancel

Command: | nmap -T3 -0 -v 172,30,10.162, 171,174 |

[ Hasts ][ Services ] | Hmap Qutput | Ports | Hosts | Topology |Hast Details| Scans|
Service & I_Hosts Vigwer ][Fisheye ][Cnntrnls]
http

microsoft-ds
ms-wbt-server
mstpc
netbios-ssn
telnet

unknown

OEEH-Win?_cis_.:ahrilln_edu (172.3010.162)

¥

[
'
¥

; -_@EEH-WinXP.cis.cabrilln.edu (172.30.10.174)
‘\fnu:a t

OE ER-WE2005-5td.cis. cabrillo.edu (172.30.10.171)

Filer Hosts

Show a network
topology map

() Not port scanned
@ < 3openports

O 3-6 open ports

. > 6 open ports

Router

B switch

WAP

E Firewall

E Host with filtered ports

S7
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nmap -13 -0 -v 172.30.10.162,170,172

Scan Tools  Profile  Help

Target: | 172.30.10.162,171,174 v | Profie: | v| [scan] conc Show host details

Command: | nmap -T3 -0 -v 172.30.10.162,171,174 |

[ Hosts ][ JErVices | Mrnap Cutpuk .I Parts | Hosts : Topolagy | Host Details | scans|
e
05 4 Hosk = EH-WS2008-5td, cis, cabrillo, edu (172.30.10.171)
-7 EH-Win7.cis.cabrillo.e = Host Status

Stake: up ‘,

| EH-Win%P cis. cabrilo G -

Filtered ports: 994

Closed ports: i} w 0-2 open pDI‘TS.
Scanmed ports: 1000 ,"

Up time: 70080 '] 3—4 open ports,
Last boat: Jun ek 09 16:34:52 2016 "

= Addresses 5—6 open ports,
IPw4: 172.30.10.171

IPvE: Mot available 7-8 open pDrTS. and

MaC: Mot available
= Hostnames . 9 or more open ports.
Mame - Type:  EH-W52003-5td. cis, cabrillo, edu - PTR

[z Operating System

Marne: Microsoft Windows 7 Professional _’ . m
# FreeBSD Irix Limnux
accracy: [NINNNEEE NRNONN P . ®
e - Mac OS - OpenBSD > Red Hat Linux
05 Classes D Solaris or OpenSolaris g Ubuntu Linux Windows
TCP Sequence D Other (no specific icon) ﬁ OS detection not performed

IP ID Sequence

| TCP TS Sequence =

|

| %

WP e

Filter Hosts
58
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Install Zenmap on your EH-WinXP-xx VM

Start > Run... > \\172.30.10.36\depot

% depot on 172.30.10.36 =13
File Edit ‘iew Favorites Tools  Help '1."

| \_J | \_;I l? /'_JSear-:h || Folders v

address | L 11172.30.10.36\depot

leo

File and Folder Tasks 2|

Zain and Abel Foca

O

= Maks a new folder

@ P”ngh this folder to the = = Global Metwork Inventory Hyvena
el | Scanner i

Other Places SearchDiggity

i 172.30.10.36
[Ei MMy Documents
|y Shared Documents
o My Computer

\-'3! Iy Metwork Places

Weh Data Extractor

cootUo

To install, connect to this share using
the EH-WinXP VM in your pod

59
Use the chat window to indicate you have installed it
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Scan four systems on the Microlab network

nmap-T4-A-v172.30.10.171-174

Scan  Tools  Profile  Help

Target: | 172.30.10.171-174 v | Profiler | Intense scan v|
Command: . imap -T4 -& -w 172.30.10.171-174

Hosts ][ Services Mmap Oukbput | Ports f Hosts || Topology | Host Details Scans |
05 4 Host o

The "Intense scan" profile. -T4 has a more aggressive
timing and -A uses several features including OS and

version detection.

‘ Examine the host details of each host. Which host has
the bomb icon? Write the IP address of this host in the 60

chat window.
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Global Network
Inventory
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- o X
) Product: Global Network X
& C | ® www.magnetosoft.com/product/global_network_inventory/features % @ O
magneto
’/J
software
I I I e
Home » Products » Network Information Software » Global Network Inventon
Features Ser D Purchase Upgrade License
Ek . EFHTT Pl
7S A7 754
Wl L 7 7/ /AT
y .
S
v/
77
7
777
Global Network Inventory is a powerful and flexible software and hardware inventory system that can be used as an audit scanner in an agent-free and zero deployment
environments. If used as an audit scanner, it only requires full administrator rights to the remote computers you wish to scan. Global Network Inventory can audit remote
computers and even network appliances, including switches, network printers, document centers, etc.
Global Network Inventory agent can also be deployed to perform regular audits initiated through the domain login script when your users log on the network. In this
scenario, Global Network Inventory agent is exported to a shared network directory, and audit results are collected in audit repository directory as snap files and later
merged into the main database.
Global Network Inventory key features:
- Scan computers by IP range, by domain, single computers, or computers, defined by the Global Network Inventory host file.
- Reliable IP detection and identification of network appliances such as switches, network printers, document centers, and other devices.
- Scan only items that you need by customizing scan elements.
- View scan results, including historic results for all scans, individual machines, or selected number of addresses.
- Fully customizable layouts and color schemes on all views and reports. Export data to HTML, XML, Microsoft Excel, and text formats.
- Customizable printing.
- Schedule inventory scans to run at specified time, hourly, daily, weekly, monthly, and annually. Ability to generate reports on schedule after every scan, daily, weekly, or
monthly. -

lobal network inventory/features
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Magneto Global Network Inventory

Tools > General Options > Scan Options > Logon As > Currently logged on user
Scan > New Scan > New Single Address Scan > 172.30.10.171

5% Global Network Inventory - Unregistered Z |E|rz|

. File Wiew Scan Tools  Reports  Help

X -0 Balg- 0O BFOEECO=-B & ©.

Wiew results v O X

g @OX A

Nanme i | Domain 1P Add
= Al addresses ' ] M | Timestamp

= @¥y WHITEHATS - : : - 5 =2 :
d’ 1723010171 | Type | *||Host . [ Statug | = | MAC.. |+ || Vendor * | 05 Mame |« || Process.. |+ | Com... | *

leDmain SWHITEHATS [COUNT=1)
=1 IP Address - 172.3010.171 [COUNT=1)
_j Timestamp : 10/10/2016 2:05:12 PM [COUNT=1)
.J’ Com... |[EHWw5201 Access de 00-50-56-2 | Wiware, i

ﬁ Scan summary Ej:l MetBIOS |£,f Shares :@ Logged on |

We see hostname, domain, MAC
address, vender.

([t el

Ready Resulks histary depth: Last scan for each address Displayed group: &ll groups 63
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Magneto Global Network Inventory

Tools > General Options > Scan Options > Logon As > Currently logged on user

Scan > New Scan > New Single Address Scan > 172.30.10.171

© File Yiew Scan

Tools

Wiew resulks

MesEORA

Marne

= 5:.] Al addresses
=5 WHITEHATS

Reports  Help

» 0 X

4 i172,30,10.171

Ready

A ARANENE < X1 w2 R[] »

gﬂ Szan summary

=% Global Network Inventory - Unregistered

B=1ES

= FOEEC=8 8 @,

@] MetBIOS IQ Shares '@ Logged on

Dommai
=[P | Host Mame -
; Timestamp
M arne * | Tupe - I zage
~|iDomain ; WHITEHATS [COUNT=3)
| Host Mame : EH-4WS2008-5TD [COUNT=3)

=| Timestamp : 10/10/2016 2:05:12 Pk [COUNT=3)

||@] EH-wWS52008-5TD <0x00:

nique Work station Service
L":"_l EH-w'S2008-5TD <Ow20: nique File Server Service
@WHITEH.&TS <000 Group Domain Mame

NetBIOS names and <service types>

Total 3 itemts] i

Results histary depth: Last scan for each address Displaved group: All groups
e ————

LR RR W

64
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Magneto Global Network Inventory

Tools > General Options > Scan Options > Logon As > Currently logged on user
Scan > New Scan > New Single Address Scan > 172.30.10.171

5% Global Network Inventory - Unregistered

A=1E3
© File

Wiews Scan  Tools  Reports  Help

Ll w0 0O AOREC=-B & @ .
i | — - |
'\-'lew_result v 0 x| ﬁ Scan summarny !L!J NetBIDSIIQ? Shares E] Logged an |
Hee @ ORHA
Marmne £ Domnain H Y =
= Al addresses ' AL | Timestamp
=gy WHITEHATS : : : _ : :
Jj 755010171 i '!'_l,lpe - I‘_\lame | Yol v.__SengI... - I_-'lle 5...=| Size,..|* Free... >l
= Darmain : WHITEHATS [COUNT=4)
= Host Mame : EH-/S2008-5TD [COUMT =4)
| = Timestamp : 10/10/2016 2:05:72 PH (COUNT=4]
Q Special zhare |ADMIMNE 0.00| 0.00
L Special share |C$ 0.00| 0.00
P Interprocess... |IPC$ 0.00/ 0.00|
|&7' Dizk drive Ilzers 161DER0E NTFS 33.90 BD.EEI|
File shares
Tatal 4 item(s]
Ready Results history depth: Last scan for each address Displaved group: All groups 65
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Magneto Global Network Inventory

Tools > General Options > Scan Options > Logon As > Currently logged on user
Scan > New Scan > New Single Address Scan > 172.30.10.171

5% Global Network Inventory - Unregistered

© File Yiew Scan

- BX

Tools Reports  Help
(X - e BeMs- 0O = [BOEEC=-B & @,
'n.-'iew_result * A ﬁ Scan summary !Ei[ MNetBIOS |f:f Shares @ Logged on
Aee B OX M :
Marne ¥ Domair H ‘N
=] 53 Al addresses ' A ——. Timestamp

=gy WHITEHATS i '

-j51?2.30.10.1?1 : Uzer Name ‘| = || Logon Time -
=l|Domain : WHITEHATS [COUNT=2
| Host Name : EHAWS2008-5TD [COUMT=2]

= Timestamp : 104102016 2:05:12 PM [COUNT=2]
'@_EH-WS2E_IDE-STD"-.-‘-\dministratu:ur
|| ._QWHITEH.-‘-\TSKsimben?E

User logged in

Total 2 itemn(z)

Ready

Resulks history depth: Last scan For each address

Displayed group: All groups

66
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Install Global Network Inventory on your EH-WinXP VM

Start > Run... > \\172.30.10.36\depot

% depot on 172.30.10.36

File Edit ‘iew Favorites Tools  Help '1."

| \_J \_;I l? /' Search ||~ Folders v

address | L 11172.30.10.36\depot

i File and Folder Tasks

= Maks a new folder

@ Publish this folder ko the
Web

Other Places

i 172.30.10.36
[f:i MMy Documents
|y Shared Documents
o My Computer

\-':7! Iy Metwork Places

leo

r

wireshark for XP

Ny P
£ /j Cain and Abel /J Faca
1 |
— P
/j Global Metwark Inventory /J Hyena
| Scannet |
P et P
/j Mmap /J SearchDiggity
1 |
= e
/j JuperScan ”J ‘Web Data Extractor
1 |
b -
L«-J

To install, connect to this share using
the EH-WinXP VM in your pod

Use the chat window to indicate you have installed it
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Inventory your pod EH-WinXP VM

Tools > General Options > Scan Options > Logon As > Currently logged on user
Scan > New Scan > New Single Address Scan > 10.76.xx.201

Settings

=-_3 Options
[T pisplay options
Email settings
Data mainkenance
") Change logon password
[E] General
1 Folders ) Cornect as
=7 Scan options
4 General
%
= audit agent
Zh Scan elements
|22 Shmp
@ Schedule
-] rid
[+ Reports

computer.

(%) Connect as currently logged on uzer

Specify the authentication settings to use to connect o a remote

HE New Single Address Scan
.-’-f-.ddre&is_ .
| 10.76.xx.201 v

O ptians
Do niot record unavailable nodes

Open 2can progress dialog when scan starts
Rezcan nodes that have been succeszsfully scanned

Rescan, but no more than once a day |

k. ] [ Caricel

Find the BIOS name and version number of your EH-WinXP VM and write it in
the chat window (use the Generate Summary Report right-click option) 68
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Remote
Desktop

Howto



rdesktop eh-ws2008-std rdesktop 172.30.10.171

File Edit View Search Terminal Help
:~# rdesktop eh-ws2008-std
Autoselected keyboard map en-us
ERROR: CredSSP: Initialize failed, do you have correct kerberos tgt initialized 7
Connection established using SSL.
WARNING: Remote desktop does not support colour depth 24; falling back to 16

i conato\ s |
T S

SN Loy et whiicbek RS Post in the chat window when you
How do Ilog on te another domain? :
0l 20~ 0g on 10 anotier Comany have successfully connected using

remote desktop

Use your original Opus username
and password with the whitehats
domain

70
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@ Set Program Access and Defaulks

B windows Catalog

Windows Update
%2 Remote Desktop Connection

Accessibilicy >

@ Games Y| B Communications 2 s HyperTerminal
Startup 3 Entertainment v || & network Connections
WM 3 Syskem Tool 3 4 Mebtwork Setup \Wizard
elnternet l@ ware l@ wskem Tools ? ebwork Setup Wizar
Mozilla Firefosx & Internet Explorer ) Address Book [%] New Connection Wizard
w5 E-mail @ Mozilla Firefox _’-}] Calculatar ;Q Remote Deskiop Connection ]
A Outlook E; - i
HHRDr Zxpress w msm B3 <Command Prompt <1 Wireless Metwork Setup Wizard Conrnect H Cancel ] [ Help ] [ Options >>
) Outlook Express @ Motepad
‘wireshark ts] R - "

Y Pairt
©) Program Compatibility Wizard
t::._l Synchronize

o Remaote Assistance
Inkermet Explorer e windows Media Player
‘;i Windows Messenger

B ® n

Cain @ Windows Mavie Maker & Tour Windows XP | whitehats \XXXXXX 76 |
i@ cain H I8 D windows Explarer =
L] - Z GlI =
> 2o O g wepca y ERTEY I >
_ | EREBBEBBBLEEESSBBBBBRERRRRRRRRRRR i

A Wireshark -

\e‘:,} Remots Desktap Can “ it Log on to: whitehats
Bishop Fox v How do [ log on to another domain?

1 = SearchDiggity Hyena >
@ Magneto Software 3

| rerooroms b G _ : Use your original Opus username
() toa ¥t (@] rum o Computer and password with the whitehats
74 start yste... | W SuperScan d o mal n

Post in the chat window when you have 71
successfully connected using remote desktop
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NBTSTAT Command Syntax

Displays protocol statistics and current TCP/IP connections using NBT (NetBIOS over TCP/IP).

NBTSTAT [ [-a RemoteName] [-A IP address] [-c] [-n]
[-r] [-R] [-RR] [-s] [-S] [interval] ]
-a (adapter status) Lists the remote machine's name table given its name
-A (Adapter status) Lists the remote machine's name table given its IP address.
-C (cache) Lists NBT's cache of remote [machine] names and their IP
addresses
-n (names) Lists local NetBIOS names.
-r (resolved) Lists names resolved by broadcast and via WINS
-R (Reload) Purges and reloads the remote cache name table
-S (Sessions) Lists sessions table with the destination IP addresses
-s (sessions) Lists sessions table converting destination IP addresses to

computer NETBIOS names.
-RR (ReleaseRefresh) Sends Name Release packets to WINS and then, starts Refresh

RemoteName Remote host machine name.

IP address Dotted decimal representation of the IP address.

interval Redisplays selected statistics, pausing interval seconds
between each display. Press Ctrl+C to stop redisplaying
statistics.

73



CIS 76 - Lesson 7 -"?3, '“ lté' ‘ ’ IW

NBTSTAT Command Examples

nbtstat-a 172.30.10.174

C:sUzersszsimben?t *hostname C:~2hoztname
EH-US2888-5td EH—-WinHP-85

C:wUsersssimben?b>nbtstat —a 172.30.18.174 C:wnhtstat —a 172.30_168.174

Local Area Connection: Local Area Connection:
Hode IpAddress: [172.38.18.1711 Scope Id: [1] Mode IpAddress: [18.76.5.2011 Scope Id: [1]

NetBIOS Remote Machine Name Tahle MetBIOS Remote Machine Mame Table
Status
EH-UINEP <8@> UNIQUE Registered EH-WIHZP UNIGQUE Registered
WORKGROUP <B@> GROUP Registered LWORKGROUP CROUP Registered
EH-UINZFP <28> UNIQUE Registered EH-WIMNYP UNIQUE Registered
WORKGROUP <1E> GROUP Registered LWORKGROUP CROUP Registered

MAC Address = BA-58-56-AF-48-1F Mac Addreszs = BA-5A-56—AF—-48—1F

C:sUzersssimben?h >

From EH-WS2008-Std From pod EH-WinXP VM
Logged in as whitehats\simben76 Logged in as the cis76 student
via remote desktop

<00> = computer name, <20> = server service (to share files),
<1E> = browser services election is running 74
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NBTSTAT Command Examples

nbtstat-a172.30.10.172

C:sUsersssimben?bdnbtstat —a 172.38.18.172 C:~>*nbhtstat —-a 172.380.18.172

Local Area Connection: Local Area Connection:
Mode IpAddress: [172.38.18.171]1 Scope Id: [1 Mode IpAddress: [1B8.76.5.2011 Scope Id: [1

HMetBIOS Remote Machine Mame Tahle MetBIOS Remote Machine Hame Table

Status Status

EH-WS2812-DC UNIGQUE Registered EH-WS2812-DC UNIQUE Registered
WHITEHATS GROUP Registered WHITEHATS GROUP Registered
HHITEHATS GROUP Regiztered WHHITEHATS GROUP Regiztered
EH-WS2812-DC UNHIQUE Registered EH-W52812-DC UNIQUE Registered
HHITEHATS UNMIQUE Regiztered HHITEHATS UNIQUE Regiztered

MAC Address = BB-58-56-AB-FE-FC MAC Address = BB-58-56-AB-FE-FC

C:xUsersssimbenyb >

From EH-WS2008-Std From pod EH-WinXP VM
Logged in as whitehats\simben76 Logged in as cis/76 student
via remote desktop

<00> = computer name, <1C> = domain controller, 75
<20> = server service (to share files), <1B> = a domain master browser
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Number
Name (HEX) Type Usage
<computername > 00 U Workstation Service
<computername > 01 U Messenger Service NetBIOS Suffix Code Table
<\\_MSBROWSE_ > 01 G Master Browser
<computername > 03 U Messenger Service http://www.pyeung.com/pages/mi
<computername > 06 U RAS Server Service crosoft/winnt/netbioscodes.html
<computername > 1F U NetDDE Service
<computername > 20 U File Server Service
<computername > 21 U RAS Client Service
<computername > 22 U Exchange Interchange
<computername > 23 U Exchange Store
<computername > 24 U Exchange Directory
<computername > 30 U Modem Sharing Server Service
<computername > 31 U Modem Sharing Client Service
<computername > 43 U SMS Client Remote Control
<computername > 44 U SMS Admin Remote Control Tool
<computername > 45 U SMS Client Remote Chat
<computername > 46 U SMS Client Remote Transfer
<computername > 4C U DEC Pathworks TCPIP Service
<computername > 52 U DEC Pathworks TCPIP Service
<computername > 87 U Exchange MTA
<computername > 6A U Exchange IMC
<computername > BE U Network Monitor Agent
<computername > BF U Network Monitor Apps
<username > 03 U Messenger Service
<domain> 00 G Domain Name
<domain > 1B U Domain Master Browser
<domain> 1C G Domain Controllers
<domain > 1D U Master Browser
<domain> 1E G Browser Service Elections
<INet~Services> 1C G Internet Information Server 76
<IS~Computer_name > 00 u Internet Information Server


http://www.pyeung.com/pages/microsoft/winnt/netbioscodes.html
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NET VIEW Command Syntax

Displays shared resources

NET VIEW [\\computername [/CACHE] | [/ALL] | /DOMAIN[:domainname]]

Syntax varies by version of Windows
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NET VIEW Command Examples

netview

C:slzersssinmben?6>net view
Server MHame Remark

Windows 7 <¢shared PC>
EH Windows Server 2ZHHE R2

“~SEH-UIN?

~~EH-WUS2808-5TD
S EH-WS2812-DC
The command completed successfully.

From EH-WS2008-Std
Logged in as whitehats\simben76
via remote desktop

net view

Cow>net view
Server Mame

Remark

S EH-WINZP-B5
The command completed successfully.

From pod EH-WinXP VM
Logged in as cis/6 student

B
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NET VIEW Command Examples

netview /domain:workgroup

C:sUseprsssimben?t>net view sdomain:workgroup
Server Mame Remark

“SEH-UIHNATP
~~EH-U52803

~~EH-US2AAE—ENT

~~MASTER—CYLINDER

~~ULAB—RASPB: Samha 4.1.17-Dehian
SSULAB-UOLUMIO Uolumio Audio Player
The command completed successfully.

From EH-WS2008-Std
Logged in as whitehats\simben76
via remote desktop

netview /domain:workgroup

C:snet view ASdomain:workgroup
Server Mame Remark

S EH—WINZP—-@5
The command completed successfully.

From pod EH-WinXP VM
Logged in as cis/6 student
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NET VIEW Command Examples

netview \\172.30.10.174 /ALL

Cislzersssimben?bnet view 7
The suyntax of this command is:

HET UIEUW
[““»computername [ACACHE] | [AALLY1 | ADOMAINL:domainname 1]

C:sllsersssimben?b*net view “S172.380.180.174 AALL
Shared resources at ~~172.380.18.174

Remote Admin
Default share
Doanld-Pictures
Documents
Hillary—Pictures
IPCS IPC Remote IPGC
The command completed successfully.

C:sUserss~simben?6 >
From EH-WS2008-Std

Logged in as whitehats\simben76
via remote desktop

netview \\172.30.10.174

Cisnet view 7
The zyntax of thiz command is:

MET UIEW
[ss»computername [ACACHE] | +DOMAIMI:domainname]l]
MET UIEW HETWORK:HUW [““computername ]

Cisnet view ~172.380.18.174
Shared resources at “~~172.38.18.1%74

Used as Comment

Doanld-Pictures

Documents

Hillary—Pictures

The command completed successfully.

R

From pod EH-WinXP VM
Logged in as cis76 student
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NET VIEW Command Examples

netview \\172.30.10.172 /ALL netview \\172.30.10.172

C:sUsersssimben?b>*net view ~5172.30.18.172 AALL C=sJnet view “5172.38.18.172
Syztem error 5 has occurred.

Shared resources at ~~172.38.18.172

Access is denied.
Share name

Remote Admin C:s>net view SMN172.38.18.1°72

Default zhare o gy o Ny
Romare 1PG Sustem error 5 has occurred.

MET LOGOMN i Logon serwer share . .
SY¥SUOL i Logon serwer share Acce=s=s 1=z denied.
The command completed succezsfully.

C:sUsersssimben?b >

From EH-WS2008-Std From pod EH-WinXP VM
Logged in as whitehats\simben76 Logged in as cis76 student
via remote desktop
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NBTSTAT and NET VIEW commands

1. Remote desktop from either your pod Kali or WinXP VM to 172.30.10.171.
Kali: rdesktop <ip address>
WinXP: Start > All Programs > Accessories > Communications > Remote
Desktop Connection

2. Log in as whitehats\xxxxxx76
(where xxxxxx76 is your Opus username with your original Opus password)

3. From 172.30.10.171, view the members of the workgroup named
WORKGROUP

net view /domain:workgroup

4. Look for a system whose name ends with "-ENT" and get its MAC address

What is the name of this system and its MAC address? Write your answer in the
chat window.
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SuperScan
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SuperScan

@ SuperScan | McAfee Free X

&« c |® www.mcafee.com/us/downloads/free-tools/superscan.aspx ¥ ‘ [« I +]

A Business Home & AboutUs @ Purchase @B United States - English

Security @

Threat Center Products Solutions Services Suppart Partners Community Q

Business Home » Products > Product Downloads & Trials > Free Tc

SuperScan v4.

Powerful TCP port scanner, pinger, resolver.

SuperScan 4 is an update of the highly popular Windows port scanning tool, SuperScan.

Windows XP Service Pack 2 has removed raw sockets support which now limits SuperScan and many other network scanning
tools. Some functionality can be restored by running the following at the Windows command prompt before starting
SuperScan:

net stop SharedAccess

Here are some of the new features in this version.

= Superior scanning speed

Support for unlimited IP ranges

Improved host detection using multiple ICMP methods
TCP SYN scanning

UDP scanning (two methods)

IP address import supporting ranges and CIDR formats
Simple HTML report generation

Source port scanning

Fast hostname resolving

Extensive banner grabbing

Massive built-in port list description database

IP and port scan order randomization

A selection of useful tools (ping, traceroute, Whois etc) A

cafee.com/us/downloads/free-tools/su

84
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SuperScan

Superscan

From Wikipedia, the free encyclopedia

This article relies too much on references to primary sources.
Please improve this by adding secondary or tertiary sources. (April

2010) (Learn how and when to remove this template message)

SuperScan is a free connect-based port scanning software designed to detect open TCP and
UDP ports on a target computer, determine which services are running on those ports, and run
queries such as whois, ping, ICMP traceroute, and Hostname lookups.[']

Superscan 4, which is a completely rewritten update to the other Superscan (version 3, released
in 2000), features windows enumeration, which can list a variety of important information dealing
with Microsoft Windows such as:

» NetBIOS information

e User and Group Accounts

« Network shares

¢ Trusted Domains

» Services - which are either running or stopped
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== SuperScan 4.1

Scan ] Host and Service Discoveny | Scan Dptinns} Tools  Windows Enurneration ]ﬁl‘-.bcnut ]

Hostname/IP/URL 1723010171 Enumerate I DOptions... I Clear I
_Enumeration Type Password and account policies on 172.30.10.171 -~
[l MetBI0S Mame Table :
DNULLS . Account lockout threshold is 0
0N Acocount lockout duration is 30 mins
M-&-E-ﬁddresses Minimum password length is 7
Wnrkstation lupe Maximum password age is 42 days
Uszers
Grnups Shares on 172.30.10.171
RPC Endpoint Dump Disk: ADMIN: (Remote Admin)
[ 2ecount Folicies Disk: C: (Default shars)
Shares IPC: IPC: (Remote IPC)
Damaing

: Domains on 17Z.30.10.171
Remate Time of Day

Lagon Sessions

[ Diives Demote time of day on 172.30.10.171
Trusted Domains
Services Dajat.e: lo/10/z2016
R Time: O4:-32332:10
[ Registy Timezone: GMT -07:00
Uptime: 0 days, 4 hours, £8 mimates

Logon sessions on 17E_30_10.171

Total Sessions: 1

WA 172.30.10. 205 SIMEEN7E TMptime: 0:00:01 —
Idle: 0:00:00 ¥
0010 éﬁaved log File ;i..i\-'e: 1 [TCP open: O LIDP open: 1 111 done
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Run SuperScan on your EH-WinXP VM

Start > Run... > \\172.30.10.36\depot

% depot on 172.30.10.36 =13
File Edit ‘iew Favorites Tools  Help '1."

| \_J | \_;I l? /'_JSear-:h || Folders v

address |2 11172.30.10.36\depat v| Go
T " o
File and Folder Tasks N ’;-J Cain and Abel /J Foca
| |
= Maks a new folder
@ Pubgsh this Folder to the & b Giobal Netwark Inventary (o= i
e | Scanner | t
Other Pl ==
er Places /J Mmap ,,.J SearchDiggity
| |
i 172.30.10.36
[Ei MMy Documents e P
I Shared Documnents LaJ Superscan "’J web Data Extractar
o My Computer
\-'3! My Metwork Places ==
;-J wireshark for XP
|

To run, connect to this share using the
EH-WinXP VM in your pod.

Open the folder and run SuperScan4.1

87
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Enumerate 172.30.10.171

1. Run SuperScan on your EH-WinXP system.

2. Click the Windows Enumeration tab.

3. For hostname/IP enter 172.30.10.171

4. Deselect NULL Session (we will use our credentials instead)

5. Click Options button and enter your "Opus" username, original "Opus
password, and whitehats as the domain. Click OK to accept.

6. Click the Enumerate button.

Look at the local user accounts on this system. Between Hillary and Donald,
who logged in last? Write your answer in the chat window.
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Hyena

@ System Management Sc. X

&« C | @ www.systemtools.com/hyena Q4 O O

SHSIGIIITII(“S“

solutions that work

Home

Follow Us
f¥iInEH

Hyena Fea es

General Administration
Active Directory

AD Management

AD Bulk Editi

AD Importing
Server / Workstation
User and Group
Service Windows 10
Job / Task Scheduling Compatible
Disk / File
Event
Printer / Print Job
Exchange Administration

Download Free Trial !

features in v12.0! L

Using the built-in Windows

Windows7. administration tools to manage a
ows medium to large Windows 200x
network or Active Directory environment can be a challenge. Add multiple
domains, hundreds or thousands of servers, workstations, and users, and
before you know it, things can get out of hand. Hyena is designed to both

WMI / Inventory simplify and centralize nearly all of the day-to-day management tasks, =
Exporting / Reporting while providing new capabilities for system administration. This f
Bulk Importing functionality is provided in a single, centralized, easy to use product. Used §
today by tens of thousands of system administrators worldwide, Hyena is }
Products the one tool that every administrator cannot afford to be without. l
Hyena uses an Explorer-style interface for all operations, including right
E:eesnflti - mouse click pop-up context menus for all objects. Management of users,
groups (both local and global), shares, domains, computers, services, SystemTools Hyena
Pricing/Orderin devices, events, files, printers and print jobs, sessions, open files, disk
Fricing/Ordering space, user rights, messaging, exporting, job scheduling, processes, and
General Information printing are all supported. For an example of a typical enterprise-wide view in Hyena, click here.

Hyena

In fact, Hyena can be used on any Windows client to manage any Windows NT, Windows 2000, Windows XP/Vista, Windows 7,
Toolnews Windows 8, Windows 8.1, Windows 10 or Windows Server 2003/2008/2012 installation.

tp://www.systemtools.com/hyena/
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I Hyena v10.5 - \\EH-WS2008-5TD\Users\clihil76\Pictures Ti -0l x|

Fle Edt Wew Tools Help

RS X+ =EOR Y Ril ey BB R
| goo e CEIEETE

|_:_|§l" Local Connections
Eﬂ. IPCS Connections \\EH-WS2008-STD\Users\clihil76\Pictures
8:1 Other Connections BleMame  2a | Type | e | Atirib
-8 Users ) \\eh-ws2008-std\users\dihil7e
-4 Administrator 4%  desktop.ini ini 1KB HSA
[=|Hillary_Clinton.jpa ipg 16 KB A

- ds76 (CIS 76 student)
=% dlihil7s (Hillary Cinton)
E@ Groups
R sers
----- B‘l Password Never Expires
i E‘l Pwd change 0 days, 8 hours ago on 10/03,/201
[3---@ Guest
[;l---ﬁ trudon 76 (Donald Trump)
E]--@ Local Groups
E]--@ Printers
[—]E;,l Shares
sl ADMINS (C:Windows)
b € (€D
Eﬁg Users (C:\Uszers)
D Administrator
w1 administrator, WHITEHATS

15] All Users -
4| ) | 3 1] | i

Ihttp: / fwww. systemtools.com [2 file(s) found in "\\EH-W52008-STDsers\dihil 76 Pictures’ [1/ 2 objects | | N7

http://www.systemtools.com/index.html o1
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Hyena

Reqgistration I

Thiz iz a fully functional copy of Hyena., Reaistration iz required after the
E A0-day tnal perod expirez. For information on regiztering Hyena, click
= the R egistration |nformation button below, or wizit;

btk A A, systermtoolz. camdhyena

If your hawve your registration information for Heena, enter it below, and then click
OK. It MUST be entered exactly az provided on Hyena's license certificate. [ pou
want to continue yaur evaluation, simply click OF [leave the regigtration key blank).

Dravz remaining in trial period IEEI

Regiztration Key ||

Company / Licenzes Mame

Y'our Email Addreszs

Fiegiztration Infomation
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Hyena

S;_Hyena ¥10.5 !E
File  Edit “iew Toolz Help
o Ezl@Dl?v?lﬁa FIETAE S
.. Containers{Ols “lla g = |
- @ Domain Contrallers
=3 E SErvers Hyena v10.5

& Guesk

Eﬂ--@ Local Groups
E]--@ Frinters
Eﬂ--g Shares
?f Sessions
W= Cpen Files

----- Services

@ Dervices
ol |

|htt|:|:,l',l'www.systemtu:unls.cum

=- E EH-WS2008-5TC {EH Windows Sery
|_‘_| ﬁ' Uzers
i ﬂ Adrminiskrator

. ﬁ cis76 (CIS 76 student]l

------ Eﬂ Password MNewer Expire:
...... Bﬂ Pwd change 1 days, 15

ﬂ krudon?a {Donald Trump)

s

|5 useris) found on W EH-WS20058-5

Use the explorer style interface to browse the collected information
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Hyena

Remote desktop from either your pod Kali or WinXP VM to 172.30.10.171.
Kali: rdesktop <ip address>

WinXP: Start > All Programs > Accessories > Communications > Remote
Desktop Connection

Log in as whitehats\xxxxxx76
(where xxxxxx76 is your Opus username with your original Opus password)

Run hyena

Expand WHITEHATS.

Expand All Users and find your account.
Expand your account.

Expand Groups.

Besides the Domain Users group, what other groups do you belong to?

Write your answer in the chat window.
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enum4linux
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enum4linux

[& enumdiinux | Porteullis L X

&« c ‘ @ https://labs.portcullis.co.uk/tools/enumdlinux/ @ 13{| oo

vl

cisco Portcullis is now part of Cisco Learn More About Cisco

Portcullis Labs Phone UK: +44 20 8868 0098

Research and Development

PORTCULLIS

Home Blog Presentations Tools Whitepapers Downloads

enumdélinux

4 Published 16/09/2008 | By MRL

=v]s]

A Linux alternative to enum.exe for enumerating data from Windows and Samba hosts.

|| enum4linux-0.8.9.tar.gz

‘ April 26, 2013

312 KB
MD5 hash: d1873cdce2db870a7h9e92chedbfb603
DETAILS

Key features

* RID cycling {(When RestrictAnonymous is set to 1 on Windows 2000}
* User listing (When RestrictAnonymous is set to 0 on Windows 2000)
¥ Listing of group membership information

* Share enumeration

* Detecting if host is in a workgroup or a domain

* Identifying the remote operating system

* Password policy retrieval (using polenum)

Overview

Enumdlinux is a tool for enumerating information from Windows and Samba systems. It attempts to offer similar functionality to enum.exe formerly available from www.bindview.com.

It is written in Perl and is basically a wrapper around the Samba tools smbclient, rpclient, net and nmblookup. -

labs.portcullis.co.

B P
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enum4linux

enum4linux -a -u cis76 -p xxxxxx 172.30.10.174

root@eh-kali-05: ~ [— O < ]
File Edit View Search Terminal Help

:~# enumdlinux -a -u cis76 -p 172.30.10.174
Starting enumd4linux v0.8.9 ( http://labs.portcullis.co.uk/application/enumdlinux/ ) on Tue Oct 11 14:31:57 2016

. 172.30.10.174
p .... 500-550,16000-10850
Username 'cis76’
Password !
. administrator, guest, krbtgt, domain admins, roct, bin, none

Enumerating Workgroup/Domain on 172.30.10.174

[+] Got domain/workgroup name: WORKGROUP

Nbtstat Information for 172.30.10.

Looking up status of 172.308.10.174
EH-WINXP <00> - <AC > Workstation Service
WORKGROUP <00> - <GROUP> Domain/Workgroup Name
EH-WINXP <20> - File Server Service
WORKGROUP <le> - <GROUP> B <AC > Browser Service Elections

MAC Address = 00-50-56-AF-40-1F

using username 'cis76', password '

smb_signing_good: BAD SIG: seq 1
Cannot connect to server. Error was NT_STATUS_ACCESS_DENIED
[+] Can't determine if host is part of domain or part of a workgroup

[+] Got 0S info for 172.30.10.174 from smbclient: Domain=[EH-WINXP] 0S=[Windows 5.1] Server=[Windows 2000 LAN Manager]
[+] Got 0S info for 172.30.10.174 from srvinfo:
smb signing good: BAD SIG: seq 1

ortcullis.co.uk/tools/enum4linux
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enum4Linux

1. Login to your pod Kali VM
2. Bring up a terminal.
3. enum4linux -a -u cis76 -p I 172.30.10.174

4, Review the password policy.

What is the maximum password age?
Write your answer in the chat window.
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[rsimms@oslab ~]$ finger

Login Name Tty Idle Login Time Office Office Phone

cis90 CIS90 Student pts/14 6d Oct 5 14:13 (2607:£380:80£:£830::90:168)

frocar76 Carter Frost pts/0 45 Oct 11 13:45 (hawknet-wireless-gw-ext.cabrillo.edu)

frocar7é6 Carter Frost pts/4 2:26 Oct 11 12:24 (hawknet-wireless-gw-ext.cabrillo.edu)

rsimms Rich Simms *pts/7 Oct 3 08:49 (2601:0647:cb80:1ead:d%b:df45:d753:e88¢c)
youryal9l Ryan Young pts/3 2:24 Oct 11 12:07 (2602:306:836d:860:4c0:d778:94d1:28f£9)

[rsimms@oslab ~]$ finger cis90
Login: cis90 Name: CIS90 Student
Directory: /home/cis90/cis Shell: /bin/bash
On since Wed Oct 5 14:13 (PDT) on pts/14 from 2607:£380:80f:£830::90:168
6 days idle
New mail received Wed Oct 5 15:00 2016 (PDT)
Unread since Fri Aug 19 12:07 2016 (PDT)
Plan:
To pass this course with flying colors!
[rsimms@oslab ~1$
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Lab 5: Scanning
This Iab introduces the use of various enumeration tools.

‘Waming and Permission

Unauthorized hacking can result in
prison terms, large fines, lawsuits and
being dropped from this coursel

For this Izb you have authorization to hack the VMs in the Viab pod assigned to you.

Preparation

* Getthe C15 76 Login Credentials document. You will nesd userames and passwords to
log into VLab and each of the WMs. This document is on Canvas and the link is in the
C15 76 Welcome letter.

® Determine which VLab pod number you were assigned. See the link on the left panel of
the class website.

« If you haven't already configured you
instructions here: B 2

pod in the previous fabs, then follow the

Part 1-Zenmap

1) Review the corresponding module in Lesson 7.

2) Do the first activity {install

3) Do the second activity “intense” scan) and answer the question.

4) Get a screen shot of your EH-WinXP desktop showing Zenmap with the “Host
Details" view showing 2 black bomb icon.

Lab 6 due
next week
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Next Class

Assignment: Check the Calendar Page on the web site to
see what is due next week.

Lb ©
Quiz questions for next class:

« What does the NetBIOS suffix code <44> signify?
« What is a NetBIOS null session?

 The network security expert who developed nmap goes by a
pseudonym or "handle". This handle was inspired by which
Russian novelist?
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Backup
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