CIS 76 - Lesson 13

Rich's lesson module checklist
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Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Project published
Backup slides, whiteboard slides, CCC info, handouts on flash drive
Spare 9v battery for mic

Key card for classroom door

Update CCC Confer and 3C Media portals

Last updated 11/23/2016

- i
08 N W
]
3 L3
;-
)



CIS 76 - Lesson 13 'jl IW

Evading Network
Devices TCP/IP
Network and
Cryptograph
YESSE N Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks ) ) Social Engineering
Ethical Hacking
Hacking

Web Servers Port Scanning

Embedded Operating Enumeration

Systems
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes
1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 9
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

 HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!
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Browse to:

http://simms-teach.com

Click the CIS 76 link.

Clickthe Calendar link.

Locate today’s lesson.

Find the Presentation slides for

the lesson and download for

easier viewing.

6. Clickthe Enter virtual classroom
link to join CCC Confer.

7. Log into Opus with Putty or ssh

command.

nhwn

Note: Blackboard Collaborate Launcher only
needs to be installed once. It has already
been downloaded and installed on the
classroom PC’s.
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@ Blackboard Co x ¥ B Goog

simms-teach.com
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™ E

Rich's Cabg 1 . The CIS 90 System Playground

CIS 90 Calend| () CCC Confer SIMMS VIRTUAL CLASSROOM , s

=sal x|
File Edit View Tools Window Help

v AUDK) & VIDEO

CIS 90 (Spring s ¢/

CIS 90 - Lesson 1 ba” FI'IW

Class Activity - Where are you now?

Course Home Grd

Tek

[22=)
v PARTICIPANTS.

O Benfi Snms.
&

IS A

O Rich-Simms
>3

Y8 /708N ¥is

w CHAT

Ber Semms 2480
Where is a good place to get

a used version of the

optional textbooks?

cis90lesso....pdf Rich-Serms 2:48PM

Amazon has some good
prices night now

A One or more login
sessions to Opus

Q CIS 76 website Calendar page
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1) Instructor gives you sharing privileges.

(") CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
Eile Edit View Tools Window Help Elevated privigeTTTE =

« AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or
elevated privileges. Elevated privileges are required to share
applications that use elevated privileges.

Select your desktop or an open application you would like to share.

Start Sh arin,g Elevated privileges are acquired via Tools > Application Sharing . . .
> Request Elevated Privileges. They can be relinquished via pns
Tools > Application Sharing > Yield Elevated Privileges (returning - _
you to standard privileges). If you are hosting an application jad 51121 deskiop
sharing session with standard privileges and you (or a person

remotely controlling your desktop or application) perform an

2) CI i C k Ove rl a p p i n g recta n g | es action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

«+{WI Microsoft Word (winword.exe) 'Virtual classroom (locked).docx
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P- Microsoft PowerFoint (powerpnt.exe) 'cis0lesson01.ppbx - Mic

i S p rese nt th e n CI i C k i t a S W el I . If you are hosting an application sharing session with elevated é_ C:\Frogram Files (xB6)\putty.exe 'simbend0@oslab:~'

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on

application sharing session to terminate. Also, without elevated

icon. If W h ite n Start S h arin g n text s e e T TR G L G

time than sharing the desktop (all of it or a region).

as a standard user) or allowed (if you are logged on as an
administrator).

D Never show this dialog again

3) Click OK button. ‘ | »

4) Select "Share desktop"
and click Share button.
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= Rich's CCC Confer checklist - setup cccCE) Gonfer

O
o

[ ] Preload White Board

(i) CCC Confer — 0 - RICH SIMMS

I [File Edit View Tools Window Help
H E EEE
l Load Content ] | Record | 0 ~ AUDIO & VIDEO - fh M

Audio Setup Wizard...

’
I

Microphone Settings...
Speaker Settings...

Maximum Simultaneous Talkers...
Adjust Microphane Level Up
Adjust Microphane Level Down

. ]

[ ] Connect session to Teleconference === e :
Tal Video ljust Speaker Level Down [}

|

. _ - Configure Telephone Conference.., ]

MAIN ROOM (2) S02HM PARTIEIPAITS T |§

. = Camera Settings... B

Session now connected ® Rich Simms U i

Moderator (You) Make Video Follow Moderator Facus 3

Make Video Follow Speak S;

Send Camera Snapshot To Whiteboard

to teleconference
—\’ % Teleconference P <
i

[ ]Is recordingon?

MZTET

Detach Panel
T . Ear - g L

+ AUDIO & VIDEO L -

@ [ Load Content ] [ Recording (® { HH 9

X

Red dot means recording—)

[ ] Use teleconferencing, not mic &

Should change
from phone
handset icon to
little Microphone
icon and the

)

|
Should be grayed out e Tal | [ video | SQ| Teleconferencing ...

e —— message displayed
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aa [ cis90lesson07.pdf * - Foxit Reader —— g , v v e
% ) /B = /= @ o ™ ONRC AT T I

View Tools Comments Forms SharePoint Hg

g Y 2 e o 4 N —
(i$stegelle iy i = = [l = C [ simms-teach.com/docs/cis90/cis-90-TEST-1-Fall-12.pdf W=
e wHE =2 Qs 8- s 2
ez ~ 4 Part 1 - Flashc é (1 point each)
r ~ -
® CCCConfer-0-RIC... [o @[] || 1 i : | , £
w i ?
File Edit View Tools Window Help 90 3 [Q1] What com, er users logged in to the computer
d = Al
w AUDIO & VIDEO D %= o D [l€e Al
. hname
¢
W / {Q2] What environment variable is used by the shell to determine which directories to
= search when locating a command?
: - y =
b fhSuiehs) i boot o etc sbin (A2] \
=5 @ simben90@oslab:~

( Tak | (e @)

egin as: simbenS0
Is sixben90@oslab.cabrillo.edu's password:

& s —— ||| g E N

§ w PARTICIPANTS -8 Accdgs denied
o simbeNgogoslab.cabrillo.edu's password: A
O Rich Simms 04 # Current directory Last 1dgin: Mon Oct & 18:58:43 201:[ERRSIICERCEIaI
B8 riocersior d.com Fle Edit View Inventory Administration Plug-ns
J 5 d Templ;
. 2 o F () source o g g |Q Home b g Inventory b @) Nsan Templates
- p Snn as e /- & &
MAIN ROOM (3 SQ2H% || R R } destination o &
O RichSi QUG - = géleg:rvm
mms He iz .
[ - = 3 Nelcom B [cs 19z { [Alarms [ Pef
Teleconference v E z Serving Cab: Bl Foa 01 a Clear
| & What command copies th b = | Statue a
o= c — Terminal type? [ . Vsphere Cllent ) rﬂ
g Terminal type is & po1-rod E——— oo @ 1.
. CHAT /home/cis90/ simbd putty e ) = _,,-I

AM)-

Recent Tasks Name. Target or Status contains: = Clear X%

Hame | Target | status | Details | Tnitiated by

(

- Teleconference joined the Main Room.

1| | )

[#] Tasks @ Marms | [License Period: 331 days remaining [CISLABwsimms 7
=

“f | G > & 0 e

I IS

10/10/2012 |

[ ] layout and share apps =)
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ccc(E:)Confer

-
{i) CCC Confer- 0 - RICH SIMMS

File Edit View [Tools

| Windew Help

+ AUDIO &

Application Sharing
Audio

Breakout Rooms
Chat

Graphing Calculator

In-Seszion Invite

L4 MNew Page

Deleta Page

Interaction r
Moderator 4 [ ] VldeO (Webca m)
) — Polling v
[ Tk Profie b [ ] Make Video Follow Moderator Focus
Recorder b |
¥ PARTICIPA Session Plan r
Rich Sin Telephony »
B Tirner L4
E Video Camera Settings...
_ Whiteboard Maxirmum Simultaneous Carmeras...
HA R:i:;:“m = qﬁ;‘;;} ¥ Make Video Follow Maoderatar Focus
Maderator (You) Make Video Follow Speaker
Send Camnera Snapshot To Whiteboard
1
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K\
Rich's CCC Confer checklist - EImo CCGOGonfer S
R
e 1 Settings =]
Image Mate The "rotate image"

Return al windows to their normal position

button is necessary
. . . . . if you use both the
| side table and the
| T white board.

Recording setting
Video quality

Quite interesting
IR that they consider
. . oterval te S | you to be an
| Elmo rotated down to view side table — "expert” in order to
LIVE image - Image Mate -] (B3] [ - use th[s button’
oI :
Rotate
image . .
button .Elmo rotated up to view white board
LIVE image - Image Mate -3 (%
Fleesiectima a W
Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer €sL_mMo
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gst. 18959 ™

ccc ) Confer Rich's CCC Confer checklist - universal fixes

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) General Tab > Settings... 500MB cache size Delete these
-~ '@JEVECDMNWW‘ (=] o] 'Tempmaryﬁ\esSeﬂings ﬂ‘ rDeIeteFiIesand Applications ﬂ1

General | Java [ Security [ Advanced

Kecp temparary s on my computer "
/1", Delete the following files?
LN

About
Location
View version information about Java Control Pane.
Select the location where temporary files are kept:

bout... 5

N siich DataLacalLow\SunJava\D Change... Trace and Log Files
letwork Settings
Cached Applications and Applets
Network settings are used when making Internet connections. By default, Java wil sk space
5 fl [] Installed Applications and Applets

|| use the network settings in your web browser, Only advanced users should madify

these settings. Select the compression level for JAR files: None -

i Set the amount of disk space for storing temporary files:
|| Temporary Internet Files | v so0l=] MB
- :

lications are stored in a special folder for quick execution
rs should delete files or me these settings. I

i DeleteFies... | | RestoreDefaults |

|| Files youuse ppl
later. Only advanced use

11
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Start

12
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Sound Check

Students that dial-in should mute their line
using *6 to prevent unintended noises
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume

*4 - jncrease conference volume.
*7 - decrease conference volume.
*5 - jncrease your voice volume.

*8 - decrease your voice volume.

13
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TR AR SUnE T
Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690

= > = -

2.
~ .
o~

- Carter~ DaveR.
- Sagal aves

___Jennifer
~~ -V\ ;;‘

S T e—"

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

Showmn on CCC Confer

For credit email answers to:
risimms@cabrillo.edu

within the first few minutes of the live class

15
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Hacking Wireless Networks

Objectives

+ Explain wireless technology * Quiz #10

+ Describe wireless networking standards * Questions

« Describe wireless authentication * Inthe news

+ Use some wireless hacking tools * Best practices
« Final project

* Housekeeping

+ Wireless adapters and utilities
+ Hacking WEP

+ Hacking WPA/WPA2

+ Assignment

« Wrapup

16
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Admonition

17
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
own or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 8
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Questions

19
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Questions

How this course works?

Past lesson material?

Previous labs?

e —ERRE, AoNELEEF tmAE—ERENARE—E
Chinese | EIKi=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

20
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Recent news

The value of anti-virus tools

» Google seniorsecurity engineer Daren Bilby.

« Responsible for researching advanced attacks.

» Advocates less effort on AV & IDS and more on whitelisting applications.

« "Antivirus does some useful things, but in reality it is more like a canary in the coal
mine."

« Telling users not to click on phishing links shifts blame to them rather than the
products that are not secure enough to be used online.

« He advocates focusing on whitelisting, hardware security keys and dynamic access
rights.

22


http://www.theregister.co.uk/2016/11/17/google_hacker_pleads_try_whitelists_not_just_bunk_antivirus_ids/
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Recent news

Qualcomm offerlng bug bounties up to $15 000

* Qualcomm makes wireless technology products including processors, chipsets, cellular
modems, Bluetooth and WiFi.

« Fordisclosed vulnerabilities in Snapdragon chipsets, LTE modems and Android MSM
Linux.

« Administered by cooperation with HackerOne.

« Must be new bugs and exclusively submitted.

23


http://www.androidpolice.com/2016/11/17/qualcomm-offers-up-to-15000-in-bug-bounties-for-snapdragon-chipsets/
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Recent news

Inside job attacks 133 827 mobile accounts

« Three is a UK mobile operator.

« Hackers used an employee login to gain access.

« According to Three no payment information was accessed.

« They believe the objective was to fraudulently acquire new handsets not steal customer
information.

+ There have been eight fraudulent upgrades to new devices.

« The firm was fined 400,000 pounds last month by Britain's data protection regulator for
security failings.

« Three suspects have been arrested.

24


http://www.theinquirer.net/inquirer/news/2477711/three-hack-six-million-customers-private-data-at-risk-after-inside-job-breach
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Recent news

Hackers steal Mega nz source code and admln logins

 Mega.nz is a file sharing site.

« The hacker group known as the Amn3s1la claimed responsibility.

« They first breached a developers system.

« Use privilege escalation and went on from there.

« The hacker group said: using a tool "that's not completely open source has big
disadvantages".

« Mega.nz confirmed but downplayed the breach.

25


http://www.zdnet.com/article/hackers-say-they-took-mega-nz-admin-accounts-documents-source-code/
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Recent news

Fake google.com domain

http://mashable.com/2016/11/21
Google.com
+

Google.com

« Unicode Character 'LATIN LETTER SMALL CAPITAL G' (U+0262)
« coogle.comredirects to xn--oogle-wmc.com which redirects to:

http://
money.get.away.get.a.good.job.with.more.pay.and.you.are.okay.money.it.is.
a.gas.grab.that.cash.with.both.hands.and.make.a.stash.new.car.caviar.four.s
tar.daydream.think.i.ll.buy.me.a.football.team.money.get.back.i.am.alright.jac
k.ilovevitaly.com/

# keep.off.my.stack.money.it.is.a.hit.do.not.give.me.that.do.goody.good.bulls
hit.i.am.in.the.hi.fidelity.first.class.travelling.set.and.i.think.i.need.a.lear.jet.m
#.share.it.fairly.but.dont.take.a.slice.of.my.pie.money.so.they.say.is.the.root.
of.all.evil.today.but.if.you.ask.for.a.rise.it's.no.surprise.that.they.are.giving.no

26


http://thenextweb.com/google/2016/11/21/google-isnt-google/
http://mashable.com/2016/11/21/fake-google-domain
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Recent news

P0|sonTap USB stick that installs backdoors on locked PCs and Macs

« $5 Raspberry PI computer.

« Can be pluggedinto a locked or unlocked PC.

« Impersonates an Ethernet connection.

« Waits for a browser request then sends malicious code to the victim's browser cache.
« Created by Samy Kamkar who has released the schematics and code.

27


https://www.wired.com/2016/11/wickedly-clever-usb-stick-installs-backdoor-locked-pcs/?mbid=social_twitter
http://arstechnica.com/security/2016/11/meet-poisontap-the-5-tool-that-ransacks-password-protected-computers/
http://www.macrumors.com/2016/11/21/usb-device-hijacks-data-from-locked-macs/

[ Samy Kamkar: PoisonTs; X [ Samy Ksmkar, Poisonls; X ) () GitHub - samyk/poisont X
<« C @n samy.pl. ta) * O i C | @ GitHub, Ine https://github.com; t aw O
APPLIED HACKING ) FPersonal Opensource  Business  Explore Prcing  Blog i reposit sionin [EEN
Subscribe for updates on Samy Kamkar's latest research, access to unpublished videos, and learn how to keep yourself
safer, online and off.
samyk / poisontap Owatch 202 rstar 3038 Yok 519
Subscribe
<> Code Pull req Projects 0 Pulse aph
PoisonTap - siphons cookies, exposes internal router & installs Exploits locked/password protacted computers o and
siphons Pi Zero & Node s
web backdoor on locked computers
Created by @SamyKamar || samy.p D22 i P 1 branck Ore 45 cor .
E————

WWhen PoisonTap (Raspberry P Zero & Node js) is plugged into a locked/password protected computer, it

« emulates an Ethernet device over USB (or Thunderbolt)

hijacks all Internet traftic from the machine (despite being a low priority/unknown network Interface)

siphons and stores HTTP cookies and sessions from the web browser for the Alexa top 1,000,000 websites

exposes the intemal router to the attacker, making It accessible remotely via outbound \WebSocket and DNS rebinding (thanks -is st
in for rebinding ideal)

instails a persistent web-based backdoor in HTTP cache for hundreds of thousands of domains and common Javascript CON -

URLSs. all with access to the user’s cookles via cache poisoning -

allows attacker 1o remotely force the user to make HTTP requests and proxy back responses (GET & POSTS) with the user's

cookies on any backdoored domain

does not require the machine to be unlocked

« backdoors and remote access persist even after device Is removed and attacker sashays away

Live demonstration and more details available in the video

EE README.md

DnicanTan nhanc ranlriac avnacac

ntarnal rautar £ <

PoisonTap documentation and code


https://samy.pl/poisontap/
https://github.com/samyk/poisontap
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Best
Practices
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Distributed Denial of Service Attacks:
Four Best Practices for Prevention and Response

-_-%: Software Engineering Institute
Carnegie Mellon University

SEIl Blog N\

The Latest Research in Software Engineering and Cybersecurity

<

« Locate servers in different data centers.

« Ensure that data centers are located on different networks.

« Ensure that data centers have diverse paths.

« Ensure that the data centers, or the networks that the data
centers are connected to, have no notable bottlenecks or
single points of failure.

30


https://insights.sei.cmu.edu/sei_blog/2016/11/distributed-denial-of-service-attacks-four-best-practices-for-prevention-and-response.html
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Final Project
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CIS 76 Project

Final Project

You will create an educational step-by-step lab for VLab that demonstrates a complete hacking
attack scenario. You may exploit one or more vulnerabilities using Metasploit, a bot, custom
code, social engineering and/or other hacking tools. You will document the preventative
measures an organization could take to prevent your attack and help one or more classmates
test their project.

Warning and Permission

Unauthorized hacking can result in
prison terms, large fines, lawsuits and
being dropped from this coursel

For this project, you have authorization to hack any of the VMs in your VLab pod. Contact the
instructor if you need additional VMs.

Steps
1. Research and identify one or more interesting vulnerabilities and related exploits.
2. Using VLAB, create a secure test bed, identifying attacker and victim systems, to run the
labin.
. Develop step-by-step instructions on how to set up the test bed.
. Develop step-by-step instructions on how to carry out the attack.
. Develop a list of preventative measures the victim could block future attacks.
. Have another student test your lab and verify the results can be duplicated.
. Do a presentation and demo to the class.

NoOWwsEWw

The final project is available.

Due in two weeks.

Calendar Page
Assignment

N

s Test matrix
* Student projects

https://simms-

teach.com/cis76calendar.php

32


https://simms-teach.com/docs/cis76/cis76final-project.pdf
https://simms-teach.com/cis76calendar.php

13

11/22

Quiz 10
Hacking Wireless Networks

« TBD
« TBD
« TBD

Materials
« Presentation slides (download)

Assignment

= Project

* Test matrix

« Student projects

Extra Credit Lab
« Lab X3 (Armitage)

« Lab X4 (TBD)

CCC Confer

+ Enter virtual dassroom
« Archives Confer or 3CMedia

1

CIS 76 - Lesson 13

CIS 76 Project

Links to Project document,
Test matrix, and online
directory for students to share
their projects from.

14

11/29

Cryptography
« TBD
« TBD
« TEBD

Materials
« Presentation slides (download)

Assignment

= Project

* Test matrix

» Student projects

CCC Confer

« Enter virtual cassroom
« Archives Confer or 3CMedia

12

And again ...

15

12/6

Network Protection Systems

« TBD
= TBD
« TBD

Materials
« Presentation slides (downlozad)

Supplemental

« TBD (download)
Assignment

« Practice Test for Final (canvas)

CCC Confer

« Enter virtual dassroom
« Archives Confer or 3CMedia

13

Due 12/6

e

33


https://simms-teach.com/cis76calendar.php
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CIS 76 Project

Grading Rubric (60 points + 30 points extra credit)

Up to 5 points - Professional quality document containing all sections mentioned above.
Up to 3 points - Description and history of vulnerability.

Up to 3 points - Description of exploitand how it works.

Up to 3 points - Document all equipment, software and materials required.

Up to 10 points - Document step-by-step instructions to set up the test bed.

Up to 15 points - Document step-by-step instructions to carry out the attack.

Up to 3 points - List of best practices to prevent future attacks.

Up to 15 points - Testing another student’s lab (see below).

Up to 3 points - Presentation and demo to class (10 minutes max).

Extra credit (up 30 points) 15 points each for testing additional student labs. You must use
the testing spreadsheet above so that all projects get tested equally.

Remember late work is not accepted. If you run out of time submit what you have
completed for partial credit.

Excerpt from the Project document 34
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CIS 76 Project

Testing another classmate’s lab

1. Find a lab that hasn’t been tested yet and sign up on the
testing spreadsheet.

2. Run through their entire lab and verify that it works
properly.

3. Provide the lab developer with a written test report on:

] Your name and the date & time testing was done.
[] Validation that the lab worked or not.

[] Any typos.

[1 Any portions of the lab that need clarification.

[1 Any portions of the lab that need to be fixed.

[J Any other feedback on ways to improve the lab.

Excerpt from the Project document 35
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Calendar Page
Assignment

« Project
« (Test matix]

udent projects

https:/ /simms-

teach.com/cis76calendar.php

CIS 76 Project

Use this Test matrix to sign up to test a classmate's project

- o X
CIS 76 Fall 2016 Project T X
< C | & htpsy/docs.google.com/spreadsheets/d/117612WCSmri ZxVoaG1I7uPWOZXK WiQlbxYnNAJGsoU/edit#gid=0 aw O
i=)| CIS 76 Fall 2016 Project Testing = remms@esbrilo s
File Edit View Insert Format Data Tools Add-ons Help Lasteditwas made 17 hours ago by anonymous Comments m
& e A~ P s % .0 .00 123 Arial - 14 - B IS5 A. & . B =.1.|-+- coBMmMY-Z-
fr CIS 76 Fall 2016 Project Testing
A B C D E F
1 CIST76Fall 2(116 Project Testing
2
3 Instructions
4 | Lab developers,
5 a) Add a link to your project document below.
6 b) If needed you may use this folder to publish your project Projects
7 ¢) Decide how you want to receive feedback from the tester. If you want email, add your email address to the table below. If you use Goolge docs, feedback can be added directly to the document.
8 d) By publishing a link to your project you are granting permission te CIS 76 classmates to conduct the testing (as defined by your project document) on the VMs in your pod
9
10 | Testers,
" a) Sign up for free Tester | slots first. You can sign up in advance and don't have to wait till the authour puts up their link
12 b) Once all the free Tester | slots are full you can sign up for a Tester Il slot
13 c) Once all the free Tester Il slots are full you can sign up for a Tester |1l slot
14 d) Use the testing feedback template on Rich's final project document.
15
16 Student Email (if feedback is desired by email)  Tester| Tester Il Tester lll Link to project document to test
17 |Alex
13 |Benji C.
19 | Brian briandharrison@gmail.com https://drive_google.com/open?id=0B6wnj-3FTWd4bkNEZ3FzS19fVnM
20 | Carter Carterg0@gmail.com Brian https://docs.google.com/document/d/1 Gt7gQbwVVrQTgJVe__hSbyDOBFbmWMxpaY9aSmaugfQ/edit?usp=sharing
21 DaveR
22 | David H
23 | Deryck
24 | Jennifer
25 Jordan
26 | Luis
+ = | Shestt - |
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CIS 76 Project

Use this directory to share your project with other classmates for testing

- [m} X

Calendar Page
_ﬁ.gﬁigl]l“ 'EI-It & CIS 76 Fall 2016 Project - X

&« @ \ & https;//drive.google.com/drive/folders/0BxNEfvKIDOeeTVIva3MOUKhRd2s @ ﬁ\ o :
s Project
e Test matrix
. | Student Drm'ectsl

GO g|e Drive Search Drive - HOO e

My Drive > CIS 76 Ethical Hacking > CIS 76 Fall 2016 Project Folder v &% HHE I -

Name QOwner Last medified by me File size

MR | W ssHowbowN Expleit Lab.docx =t Brian Harrison - 11me

https:/ /simms-

kB

Shared with me

teach.com/cis76calendar.php

©

Recent

Google Photos

Starred

m ¥

Trash

542 MB used
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CIS 76 Project

k.

=8
& ©

What takes longer?

Creating the hacking project lab?

Or deciding what to project to do?

frf((*)

\/\/// 120
\f/ )

’ft\a
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CIS 76 Project

Some Hacking Project Ideas

github projects

EH-OWASP-XXVM

Chuck full of projectideas
.

https: ithub.com/Hack-
with-Github/Awesome-
Hacking

J

/Google searches \

hacking tutorials
hacking projects
metasploit tutorials

kali hacking tutorials

/

ethical hacking tips

.

-

https:

CVE Details

Find vulnerabilities with

Metasploit modules

www.cvedetails.com

~

Pick a project you can build in your CIS 76 EH pod
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CIS 76 Project

And don't forget:

Unauthorized hacking is a crime.

The hacking methods and activities learned in this
course can result in prison terms, large fines and
lawsuits if used in an unethical manner. They may
only be used in a lawful manner on equipment you
own or where you have explicit permission from
the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be dropped
from the course and will receive no legal protection
or help from the instructor or the college.

40
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Housekeeping

1. Lab 10 due 11:59pm tonight.

2. All four extra credit labs are now
available (15 points each) and due the
day of the final exam.

Test #3 (the final exam)

Time
s Thu 4:00PM - 6:50PM in Room
828 5 posts
Lab X1
12/15 | Materials Lab X2
» Test (canvas) Lab X3
S Lab X4

CCC Confer

« Enter virtual classroom
s Archives Confer or 3CMedia

3. The final project is available now and
due in two weeks.
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Heads up on Final Exam

Test #3 (the final exam)

rTime

« Thu 4:00PM - 6:50PM in Room

828
.

]

Materials
= Test (canvas)

CCC Confer
« Enter virtual classroom

« Archives Confer or 3CMedia

- '
a0 N ")
o
3 L4
-
]

Test #3 (final exam) is THURSDAY Dec 15 4-6:50prPM

Extra credit
labs and
final posts
due by
11:59PM

All students will take the test at the same time. The test must be
completed by 6:50PM.

Working and long distance students can take the test online via
CCC Confer and Canvas.

Working students will need to plan ahead to arrange time off from
work for the test.

Test #3 is mandatory (even if you have all the points you want) 43



STARTING CLASS TIME/DAY(S)

CIS 76 - Lesson 13 'jl IW

EXAM HOUR

EXAM DATE

Classes starting between:

6:30 am and 8:55 am, MW/Daily.. ..o,
9:00 am and 10:15 am, MW/Daily. ............................
10:20 am and 11:35.am, MW/Daily. ...,
11:40 am and 12:55 pm, MW/Daily ...,
1:00 pm and 215 pm, MW/Daily. . ...
220 pmand 3:35 pm, MW/Daily. . ...
3:40 pm and 5:30 pm, MW/Daily. . ...,
B30am and 8:55am, TTh. ettt c i innaes
O00amand 10:15am, TTh ..o
10:20amand 11:35am, TTh . e
1TA40amand 12255 pm, TTH. ... e
T00pmand 215pm, TTh ...
220pmand335pm, TTh . ...

veveaneees 700amM-9:50 am.
ceveeeeo.. 700 aM-0:50 am .
.10:00 am-12:50 pm
. 10:00 am-12:50 pm

10:00 am=12:50 pm
10:00 am=12:50 pm

1:00pm-3:50pm._...........
A:00pm-3:50pm ...
ce 400 pm-G:50pm.L. .l
00 am-950am .
700 am-9:50am ... ...

T PM=350 P el
TR0 PM=350 P ool

veeereense. . Wednesday, December 14

CIS 76 Introduction to Information Assurance

Infroduces the various methodologies for attacking a netwark. Prerequisite: CIS 75,
Transfer Credit: Transfers to CSU

Section Days Times
45024 A At

Units Instructor Room
3.00 R.Simms oL
& Arr. A R.Simms oL
Section 85024 is an ONLINE course. Meets weekly throughout the semester
onling by remote technology with an additional 50 min online lab per week.
For details. see instructor's web page at go.cabrillo. eduwonline.

95025 T 5:30PM-8:35PM  3.00 R.Simms 828
& AT AT R.Simms oL
Section 85025 iz a Hybrid ONLIME course. Meets weekly throughout the
semester at the scheduled times with an additional 50 min online lab per
week. For details, see instructor's web page at go.cabrillo. edufonline.

«evvv....Thursday, December 15
weenve.o...luesday, December 13

| 3:40pmand 530pm, TTh ...

e ADDPM-G S0P . e

..e........Thursday, December 15 |

Fridayam. ... ...

SEMURAY AM ..o it aas

B 10 e T
00 M-S0 P s

900 AM-TIS0AM .o,
e TOD P30 P

<vvnee.n.. Friday, December 16
vveenenn.. Friday, December 16

eeenve.... Saturday, December 17
weenve.... Saturday, December 17

Evening Classes: For the final exam schedule, Evening Classes are those that begin at 5:35 pm or later. Also, “M & W* means the dass meets on BOTH Monday
and Wednesday. “T & TH" means the class meets on BOTH Tuesday and Thursday. The following schedule applies to all Evening Classes.
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Where to find your grades

Send me your survey to get your LOR code name.

The CIS 76 website Grades page
http://simms-teach.com/cis76grades.php

Or check on Opus

checkgrades codename
(where codename is your LOR codename)

T@ st | ey =
Ll a2 -

LTSRS e S e A

!~a S dawac 4

FeybiNer

Written by Jesse Warren a past CIS 90 Alumnus

Percentage | Total Points |Letter Grade|Pass/Mo Pass
90% or higher| 504 or higher A Pass
80% to 89.9%| 448 to 503 B Pass
70% to 79.9%| 392 to 447 5 Pass
60% to 69.9%| 336 to 391 D No pass
0% to 59.9% 0 to 335 F No pass

At the end of the term I'll add up all
your points and assign you a grade
using this table

Points that could have been earned:
9 quizzes: 27 points

9 labs: 270 points

2 tests: 60 points

3 forum quarters: 60 points
Total: 417 points

- '
a0 N ")
o
3 L4
-
]

45



s CoWeg CIS 76 - Lesson 130 Wil

Red and Blue
Teams



CIS 76 - Lesson 13 .‘ | ﬁ l l IW

Send me an email if you would like to join a team 49
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Wireless

50
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The World of Wireless Technology

« Cell phones

« Cordless phones
« Smart phones

« Pagers

« Smart watches

« GPS

« Remote controls
« Garage door openers
« Car door openers
« Two-way radios
« Wireless laptops
« Tablets

 WiFi cams

« Fitbits

« And many more ... ”
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Access Points

« Usually connected to a wired network

Wired LAN Access Point

The SSID (Service Set Identifier) is
used to identify the wireless network
and configured on the access point.

Station

n

Station

Devices with wireless
network adapters
configured to the SSID
of the access point.

ASUS

@ Connected
linkysys

ﬁ Secured
ulab-WiFiNet

@ Secured

7
Secured

@

Airplane mode

1:03 PM

Céﬁ A = T D) 06 8
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802.11 Wireless Standards

IEEE Standard 802.11ac
Year Adopted 2014
Frequency 2.4/5 GHz 5 GHz
Max. Data Rate 54 Mbps 11 Mbps 54 Mbps Mbps 1 Gbps
Typical Range 100 ft. 100 ft. 125 1t. 225 t. 90 ft.
Indoors

Typical Range 400 ft. 450 ft. 450 ft. 825 ft. 1,000 ft.
Outdoors*

*Range estimates are typical and require line of sight. Basically that means you will need a clear unobstructed view of the antenna from the remote point in the link. Keep in mind that
walls and obstacles will limit your operating range and could even prevent you from establishing a link. Signals generally will not penetrate metal or concrete walls. Trees and leaves are
obstructions to 802.11 frequencies so they will partially or entirely block the signal.

Other factors that will reduce range and affect coverage area include metal studs in walls, concrete fiberboard walls, aluminum siding, foil-backed insulation in the walls or under the siding,
pipes and electrical wiring, fumniture and sources of interference. The primary source of interference in the home will be the microwave oven. Other sources include other wireless equipment,
cordless phones, radio transmitters and other electrical equipment.

L_ g i1 Global

CDHHECUVIW For more information, visit us at www.L-com.com or call 1-800-343-1455 © L-com, Inc. All Rights Reserved.
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WIGLE.NET

Zooming in to see specific SSID's

) 4
Map Satellite . B
Latitude: 36,9879 to 36.989
MIGLE.NGT WIGLE.NGET WIGLE.NGET Longitude: -121.926 to -121.9234
SsID
B Cabrillo College: assib
* hawknist SAC West Date Range:
sec ure Fawk et VK=t 2001 - 2017
=sec Ure-hawknet
=sec ure-hawk net Cabrillo College ! Possible FreeMet
X "s=cure-hawknst Bookstore || Possible Commercial Net
{laf Dy =hawknst = e hawk nist - N
: *hawknst P e [ No Labels
. 1 wi
6(:10.{' ~t = hawk et h\(_\(\fhawknet r— et'sa:ur&hawknet Al
€' Dr Yol Depswinet || GSM Cellular Net
' " hawknet
- - o _ || CDMA Cellular Net
MIGLE.NGET WIGLE.RET wE ec.ner L .
Quef Dr "securehawknst Only Discovered By Me
S.’_’J{;; el py Only Discovered By Others
530(;,-_..?__!- Dr | Filter |
1
E o Notes: Zoom in to see individual S5IDs.
Q“".’,T wide view: yellow: more nets, purple fewe +
near view: WiFi: green high QoS, red low
G I cell tower: blue
o g e Map data €12016Google ' Termzef Use=Report-amaperror

wigle.net

https:
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WIGLE.NET

Access Points on Google Maps

[ WiGLE: Wireless Networ: X

€« > C | & httpsy//wigle.net o4& 0 :

Info Qstats QTOD\S Login-

Uploads

-nETT" W Follow f P Google Play

STUMBLERS WIFI NETWORKS OBSERVATIONS CELL TOWERS
190,218 298,027,388 4,109,818,457 7,070,115

Unit L5 Sy Mission /e
Map  Satelite _ _ ) Latitude: 36,9303 to 37.0701

Pardon the small interruptions

Tue, 25 Oct 2016 02:08:23 GMT

Over the course of the last three days, we've cut
WiGLE over fo & new backing API - the same APl we e

| Longitude: 122,101 to -121.8078

hope someday to expase for user consumptian! ’ Henry Bowell -
Please pardon the many small interruptions and ybods
e¥ark ssiD

ermors that sccompanied our testing, and please te
usin the forums if you spot anything broken!

The Forest|
Nisene Mar BSSID
e ‘ State Par|
[ . Date Range:
WIGLCE.MNCET

2001 - 2017

Four Billion Wifi Observations

Fri, 14 Oct 2016 16:26.01 GMT Possible FreeNet

Congrats to super user Andr0idian for pushing the big

Paossible Commercial Net

of observations counter up over 4 bilion! That. _is
ane big pile of data points. We draw ever-closer to No Labels
300 milion geolocsted wifi networks! As shvays, Mente Toyon| Wifi Net
thanks to you. the insane and amazing users of this
B “ GSM Cellular Net
project,
CDMA Cellular Net
“bobzills
Only Discovered By Me
Geocoding update Only Discovered By Others

Sat, 01 Oct 2016 17:19:14 GMT | Filter |

Wa've spun up a Nominatim serve relies upon

Soquefcm,e,

the awesome OpenStres roject. This means
= Notes: Zoom in to see individual SSIDs.
that we can finaly retite our hand-roled US-oensus WIGLENET R
system, and we can now geocode addresses El " +
an:.vne.e‘n\ng .\‘:'d“:ul:ar\\ry % out by lagging in s S'aﬁtr;dg:;ch ear view: Wit green high QoS red low
and using the "search” tool -
' - call tower: blue
e Go » gle Mzp data §2016 Geagle © Tarms of Use 1 Reporramap emar o
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WIGLE.NET

Full screen view of Wi-Fi Encryption Over Time

- O X
B nttpsi/iwigle.net/enc-lar X
&« C | & https://wigle.net/enc-large. html ‘i?| (v ]

80 2016H1/13;

Unencrypted: 6.67
75 c19.67

Encrypted: 73.8

199

70 WPA:7.99

65
60
55
50
45
40/
35
30
25

20

ol

WPA2:5591

i
Jan 2002 Jan 2003 Jan 2004 Jan 2005 Jan 2006 Jan 2007 Jan 2008 Jan 2009 Jan 2010 Jan2011 Jan 2012 Jan 2013 Jan 2014 Jan 2015 Jan 2016

back to stats

https://wi

le.net
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Special
Adapters and

Utilities for
Hacking
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B - o x

| Best Kali Linux Compatil: X . s e

& C !@ www.wirelesshack.org/best-kali-linux-compatible-usb-adapter-dor ﬁ" 0 : What Ma kes a Kall Llnux USB
‘ Adapter Compatible?
‘WirelesSHack The chipset and drivers written for a
Pi, How-To- information, Guides and Tutorials. ca rd |S What ma kes a dongle

— compatiblewith Kali

Dongles 2016 . -
T T— card must be able to go into monitor

mode and do packet injections most
cards cant do this.

There are known chipsets that will
work with Kali and Pen testing.

Most Popular Kali Linux Chipsets.
Atheros AR9271

Ralink RT3070

Ralink RT3572
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For this lesson I used:
« A MacBook Pro with MacPorts and Aircrack-NG.
« The EH-Kali-xx VM in the EH Pod (Aircrack-NG already installed).

+ Mac(T1 +

https://www.macports.or

RACK-NG

http://www.aircrack-ng.org/

59
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Hacking
WEP
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Wired Equivalent Privacy (WEP)

Defined in the 802.11b standard.
Encrypts data on a wireless network.
Uses the insecure RC4 stream cipher.
WEP can be cracked in minutes.

61



& CMPS 485; WEP Crackin: X

C | & https:;//www.youtube.com/watch?v=XoS_GIOLzCo8&feature=youtu.be w|

WEP Cracking Theory

Start at 02:41... stop at 10:30

Ryan Riley had
created an excellent
video on how WEP
and WEP cracking
works.

If you get a chance
watch the whole
video. We will just
look a portion
tonight.
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WEP Cracking with a Linksys WAP54G Access Point

BSSID STA
= Basic Service Set Identifier = Station
= AP Mac Address = MacBook Pro

= 00:06:25:4b:21:b4

SSID
= Service Set Identifier
= Name of the network

= linkysys

S RS e

STA
= Station
= Win 10 PC

CIS 76 - Lesson 13 'jl IW
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Linksys WAP54G

The Access Point supports 4 different types of security settings.
WPA Pre-Shared Key, WPA RADIUS, RADIUS, and WEP. Please

see the help tab for more details on the different types of security
settings.

Security Mode: WEP ¥

WPA Fre-Shared Key
Default Transmit Key: WPEA RADIUS )

RADIUS

i, WEP

For this example we will use WEP (Wired Equivalent Privacy)
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Linksys WAP54G

- O X

[ Linksys x N Netfix x
¢ C|® 19216888105 aw @ :
5 Apps Cabrillo Signon for G- [ Logitech Alert Login '@:f Correo Cabrillo Login Cabrillo enrollment » Other bookmarks

LiINKSYS®

A Division of Cisco Systems, Inc. Firmware Veersion: 2.06

Wireless-G Access Point WAP54G

Setup

Basic Setup

Firmware Version v2.06, Dec 186, 2003

AP Name | Linksys WAP54G |

MAC Address: 00:06:25:4B:21:B4

Configuration Type = | Automatic Configuration - DHCP ¥ |

m MAC Address: 00:06:25:4B:21:B4
Mode

| Mixed ¥ |

SSID |Iinkysys | SSID Broadcast | Enable ¥ |

Channel | |5 ¥ | (Regulatory Domam: USA)

Wireless Security | '® Epable ' Disable Edit Security Settings

Cisco SYSTEMS

Save Settings Cancel Changes Help

Using Mixed Mode (B and G), Channel 5, and Wireless Security (WEP)
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Linksys WAP54G

[ Security Settings - Google Chrome — O *

(® 192.168.88.105/WEP.as
p

The Access Point supporis 4 different types of security settings.
WPA Pre-Shared Key, WPA RADIUS, RADIUS, and WEP. Please

see the help tab for more details on the different types of security
setlings.

Security Mode: |WEF’ r |

Default Transmit Key: - q D2 O3 O

WEP Encryption: | 64 bits 10 hex digits ¥ |

Passphrase: l- - ] | Generate |

Key 2: 3IBED1F4ACT

Key 3: (650932BAC39

Key 1 —— |
|
|
|

Key 4: \95E76B6324

Generate a key from a pass phrase and use Key 1 on each station
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Windows 10 PC View

(»-ﬁ_"_-: linkysys

Connected, secured

SSID:  linkysys

Protocol: 802.11g

Security type: Open

Network band: 2.4 GHz

Network channel: 5

IPv4 address: 192.168.88.112

Manufacturer: Intel Corporation

Description: Intel(R) Centrino(R) Wireless-N 1030
Driver version: 15.11.0.7

Physical address (MAC): 4C-EB-42-85-71-B8

Connected to the linkysys SSID network
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[ Linksys x / N Netflix X

& C | & https://www.netflix.com/watchy ?trackld=1417

HH Apps Cabrillo Signon for G D Logitech Alert Login €| Correo Cabrillo Login Cabrillo enrollment i Rich’s Cabrillo Colleg () CCC Confer :G richsimms | 3C Medi= G Parkview » Other bookmarks

I'm the lion.

8:53 AM

\N® 9 F O = AR & e

Watching an Office episode on Netflix so we have some encrypted packets to sniff.
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Sniffing using MacBook Pro

airport -s

Richards-MBP:~ rsimms$ airport -s
SSID BSSID CHANNEL HT SECURITY

(auth/unicast/group)

BenjiNet 5G 2c:56:dc:85:3e: 149 WPA2 (PSK/AES/AES)
Linksys 90:72:40:0d:50: WPA2 (PSK/AES/AES)
DIRECT-FO-HP ENVY 7640 series a0:8c:fd:72:68: WPA2 (PSK/AES/AES)
ATT288 3c:36:e4:22:95:
WPA (PSK/AES, TKIP/TKIP) WPA2 (PSK/AES, TKIP/TKIP)
ulLab-WiFiNet 4c:5e:0c:ca:25: WPA2 (PSK/AES/AES)
linkysys 00:06:25:4b:21: WEP
BenjiNet 2c:56:dc:85:3e: WPA2 (PSK/AES/AES)
Richards-MBP:~ rsimms$

On a MacBook Pro, the built in airport command with an -s option will scan
all available WiFi networks.
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Sniffing using MacBook Pro

airport en0 sniff 5

Richards-MBP:~ rsimms$ airport en0 sniff 5
Capturing 802.11 frames on en0.

"CSession saved to /tmp/airportSniffdzZH641.cap.
Richards-MBP:~ rsimms$

Let's start sniffing the channel used by the access point for the SSID linkysys. Use
control-C to stop the capture.

ls -1th /private/tmp/airportSniff*.cap

Richards-MacBook-Pro:~ rsimmsS$S 1s —-1th /private/tmo/airvortSniff*.cap

-rw-r—--r-- 1 rsimms wheel 39M Nov 21 08:41 /private/tmp/airportSniffdzZH641
-rw-r—-r—-— rsimms wheel 69M Nov 21 08:26 /private/tmp/airportSniff8FkDVL.
—rTW—r—-—-1r—-— rsimms wheel 108M Nov 20 20:36 /private/tmp/airportSniffk44M58.
—rw-r——-r—-— rsimms wheel 23M Nov 20 19:39 /private/tmp/airportSniffKzpvg8.

-rW-r—-r—-— rsimms wheel 4.4M Nov 20 19:16 /private/tmp/airportSniffFvOuaV.
-rTW-r—-r—- rsimms wheel 497K Nov 20 16:22 /private/tmp/airportSniffh69ghh.
-rTW-r—-r—- rsimms wheel 990K Nov 20 16:14 /private/tmp/airportSniffdLJDh2.
—rW-r—--r—-— rsimms wheel 2.4M Nov 20 16:05 /private/tmp/airportSniffIhmspR.
-rw-r—--r-- 1 rsimms wheel 1.5M Nov 20 14:28 /private/tmp/airportSniffA8hduu.
Richards-MacBook—-Pro:~ rsimmss$

The packets are captured and dumped into a new file in the /private/tmp
directory with any previous captures. 70



CIS 76 - Lesson 13 | ﬁ l l IW

Captures
transferred
to Kali
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WEP Cracking

scp xxxxxx76@opus.cis.cabrillo.edu:../depot/lessonl3/*

root@eh-kali-05:~# scp simben76@opus.cis.cabrillo.edu:../depot/lessonl3/*
simben76W@opus.cis.cabrillo.edu's password:
airportSniffdzH641.cap 100% 39MB 38.5MB/s

alrportSniffENFGOR.cap 100% 6548KB 6.4MB/s
alrportSniffyG7m8J.cap 100% 3023KB 3.0MB/s
root@eh-kali-05:~#

Copying the packet capture files to the EH-Kali-XX VM
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Capture

dZH641
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"fdzH641.cap

o X

alrportSnif:

6-b02179ad4901-232178005 L
oliec: (3 CCC Confer [ richsimms | 3C Medic G Parkview » Other bookmarks

I'm the lion.

This capture was done while watching a portion of an Office episode on Netflix
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WEP Cracking

1s -1 airportSniffdZH641.cap

root@eh-kali-05:~# 1s -1 airportSniffdZH641.cap
-rw-r—--r—-- 1 root root 40401050 Nov 21 12:31 airportSniffdzZH641.cap

root@eh-kali-05:~#

file airportSniffdZH641.cap

root@eh-kali-05:~# file airportSniffdZH641.cap
airportSniffdZH641 .cap: tcpdump capture file (little-endian) - version 2.4 (802.11

with radiotap header, capture length 2147483647)
root@eh-kali-05:~#
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WEP Cracking

| airportsniffdzHed1.cap | 0600
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am e BRI RE Q2 s RAEE &g U FE

|l|f—\ﬁl, a display filter . <Crl-£> = - Expression..  +

No. Time Source Destination Protocol Length Info =
137 0.822974 AsustekC_85:3e: Broadcast 802.11 288 Beacon frame, SN=3222, FN=0, Fl.. I
138 0.826562 2wireInc_dd:8c: Broadcast 802 .11 110 Beacon frame, SN=4052, FN=0, Fl.. ]

). 841 e 3 Beacon frame,
901547 . Beacon

127 42C e e e 38 B0 5 SHN=2539, FN=C
LinksysG_4b:21:b4 Broadcast 802 .11 113 Beacon rrame, SN=949, FN=0, Fla.. [ |

=l

142 0.943465

143 0.990394 Routerbo_79:8h; 64 IntelCor_85:71:h8 802.11 204 Data, SN=950, FN=0, Flags=.p..... [|
144 @.990537 LinksysG_4b:21:b4 (.. 802.11 30 Acknowledgement, Flags=........ o=
145 @.990642 Routerbo 79:.9h:64 IntelCor 85:71:h8 802.11 204 Data, SN=951, FN=0, Flags=.p..... ¥

Frame 139: 113 bytes on wire (904 bits), 113 bytes captured (204 bits)
Radiotap Header vw@, Length 25
802.11 radio information
TEEE 8082 11 ‘Hegeon fGrame, Elags: . o &
IEEE 802.11 wireless LAN management frame
» Fixed parameters (12 bytes)
v Tagged parameters (48 hytes)
Tag: E‘SSID parameter set: linkysys
Tag: SUPROTLED Rates Loy, 28, o.5(B), 11(B), 18, 24, 35, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: S
Tag: Traffic Indication Map (TIM): DTIM 1 of O bitmap
Tag: ERF Information
Tag: ERP Information
Tag: Extended Supported Rates 6, 9, 12, 48, [Mbit/sec]
Tag: “endor Specific: Broadcom

4 ¥ ¥ ¥¥7

¥y vV vy vyVvyvyewew

@ # airportSniffdZH641 Packets: 72805 - Displayed: 72805 (100.0%) - Load time: 0:1.69 = Profile: Default

77
We can see one of the beacon frames from the Linksys WAP54G
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Activity

As root, on your EH-Kali-XX VM:

1) scp xxxxxx76@opus.cis.cabrillo.edu:../depot/lessonl13/* .
2) Run wireshark and look at the airportSniffdZH641.cap file.

3) Find some more Beacon frames. What other SSID's can you discover in
this capture?

Write your SSID's in the chat window
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aircrack-ng airportSniffdZH641.cap

root@eh-kali-05: ~ ® e O
File Edit View Search Terminal Help

:~# wireshark airportSniftfENFGOR. cap
:~# alircrack-ng airportSniffdZH641.cap
Opening airportSniffdZH641.cap
Read 72805 packets.

# BSSID ESSID Encryption

D8:50:E6:59:0B: Guest WPA (0 handshake)
2C:56:DC:85:3E: BenjiNet WPA (© handshake)
D8:50:E6:59:0B:F8 MODWARE WPA (0 handshake)
D8:50:E6:59:0B: Shauna No data - WEP or WPA
:5D0:3F: Unknown
Unknown
Unknown
2ZWIRE341 No data - WEP or WPA
Unknown
Unknown
Unknown
uLab-WiFiNet No data - WEP or WPA
Unknown
Unknown
Unknown
Unknown
Unknown
WPA (© handshake)
Unknown
Unknown
WPA (0 handshake)
linkysys WEP (34953 IVs)
XT1n1tywiTl None (W.U.W.U)

(= e B e R R = U ]

Using aircrack-ng to crack the WEP password ”
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Activity

As root, on your EH-Kali-XX VM:

1. scp xxxxxx76@opus.cis.cabrillo.edu:../depot/lessonl13/* .
2. aircrack-ng airportSniffdZH641.cap

3. Select the "Linkysys" SSID

LI

The one with
the Hyll
(not Linksys)

What is the WEP password? Write your answer in the chat window

80



root@eh-kali-05: ~

File Edit View Search Terminal Help

993 ©9:2C:93:33:45:C7 WPA (0 handshake)
994 (B:DO:6D:7D:33:D0 Unknown

995 80:FO:D3:6C:40:AC WEP (1 IVs)

996 DB:18:08:8D:E9:8A Unknown

997 44:B9:C4:DC:17:09 Unknown

Index number of target network 7 22

Opening airportSniffdZH641.cap
Attack will be restarted every 5000 captured ivs.
Starting PTW attack with 34953 ivs.

Aircrack-ng 1.2 rcd

[00:00:02] Tested 552943 keys (got 145 IVs)

depth  byte(vote)
119/120  FE( 256) 00( 0) 0L( 0) 02( @) 04d( o)
26/ 1 FB( 512) 02( 256) @3( 256) O5( 256) 07( 256)
0/ 6 B8A(1280) 2E( 768) 86( 768) AC( 768) B4( 768)
28/ 3 FA( 512) OE( 256) 11( 256) 13( 256) 14( 256)
5/ 31 CO( 768) 00( 512) 17( 512) 1B( 512) 20( 512)

KEY FOUND! [ BE:EF:BE:EF:22 ]
Decrypted correctly: 100%

e K

We have the password now so next we will attempt to extract files from the traffic
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f

RARRR
NEGOR . cap

B
B

alrportSni:

=~ 0 K
[ ks X / UM HowdoGemans v X | i c47Bab0lpdt X | i RichsCabmloColes X | [ Rich Simms DMIE0: X

€ - C | ® wwwbbccom ' Qk|Gr » i
ertLogin ) Comeo Cabello Login. [l Caboto envollment 8 R v

UK Business  Tech Scence  Magaine Enl

World Afica Asia Australia Ewope  Latin Amerca  Middie East

How do Germans view Angela Merkel's Top Stories

fourth chancellor bid? Inside street-by.-street battie for
Mosul

By oo

The BBC reports on the tiff resistance
from IS who aro fightng back with sniper
e fire and suicide bombings.

Kanye ‘cancels tour" after stage
rant

O 3 hours aga

AOVERTISEMENT

http://www.bbc.com/news/world-europe-38054216

Linkays X (W8 Rowdo Germans v X/ B caTab0loet X | JiE MeksCobeloCore. X [} Aich Simms DMIED. %

%@ » »

gtech et Logn @ Coreo Cabrila Login. [l Cabriba enoliment i Richs Cobeto Cotes (0) CCC Conder

‘We will be using VLAB and NETLABS this term to get hands-on ethical hacking practice, VLabis a
hor i d servers. In this labyx you
g nmap and Metasploit to exploit a

pod
‘vulnerability in Windows XP.

‘Warning and Permission

https://simms-teach.com/docs/cis76/cis76lab01.pdf

Unauthorized hacking can result in
e L Bai

"
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Getting files from packet captures

1ls -1 airportSniffENFGOR.cap

root@eh-kali-05:~# 1s -1 airportSniffENFGOR.cap
-rw-r—--r-- 1 root root 6704919 Nov 21 12:31 airportSniffENFGOR.cap

file airportSniffENFGOR.cap

rootl@eh-kali-05:~# file airportSniffENFGOR.cap
airportSniffENFGOR.cap: tcpdump capture file (little-endian) - version 2.4 (802.11 with

radiotap header, capture length 2147483647)
root@eh-kali-05:~#

Another packet capture file
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Getting files from packet captures

airdecap-ng -w BEEFBEEF22 airportSniffENFGOR.cap

root@eh-kali-05:~# airdecap-ng -w BEEFBEEF22 airportSniffENFGOR.cap
17842

Total number of packets read

Total number of WEP
Total number of WPA
Number of plaintext
Number of decrypted
Number of corrupted
Number of decrypted
root@eh-kali-05:~#

data
data
data
WEP
WEP
WPA

packets
packets
packets
packets
packets
packets

1ls -1 airportSniffENFGOR*

root@eh-kali-05:~# 1s -1 airportSniffENFGOR*

7223
57

-rw-r--r-—- 1 root root 6704919 Nov 21 12:31 airportSniffENFGOR.cap Encrypted

-rw-r—--r—-- 1 root root 4648498 Nov 21 11:10 airportSniffENFGOR-dec.cap Decrypted
root@eh-kali-05:~#

Decrypting the packet capture file
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Getting files from packet captures

airportSniffENFGOR-dec.cap e O O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am e BREREG Q2 e kRAE B a o w =

|W | Apply a display filter ... <Ctrl-/> 3 -| Expression.. +
PPL) pla) | EXp

No. Time Source Destination Info

10 o] T Spanning-tree-(for-.. 3Com X 77 [Packet size limited durilng cap.. !
2 0.357877 192.168. 151.101.40.81 Continuation i
3 0.378808 151.101.40.81 192.168.88.112 TEF 91 80 — 54417 [ACK] Seq=1 Ack=2 Wi..
4 0.592293 192.168.88.112 172.230.167.152 HTTF B0 Continuation '
5 0.612183 172.230.167.152 182.168.88.112 TCF 91 80 — 54426 [ACK] Seq=1 Ack=2 Wi.. |
6 1.029793 192.168.88.112 Akl kT Gl LR 80 [TCP segment of a reassembled P.. —
7 1.049964 172.217.5.66 182.168.88.112 TCF 91 443 — 54431 [ACK] Seq=1 Ack=2 W..
8 1.561052 192.168.88.112 151.101.40.175 HTTF 80 Continuation ,:
9 1.574332 151.101.40.175 182 .168.88.112 TCF 91 B0 — 54405 [ACK] Seqg=1 Ack=2 Wi.. =

» Frame 1: 77 bytes on wire (616 bits), 52 bytes captured (416 bits)
L3
» Logical-Link Control
» 3Com XNS Encapsulation
» Data (32 bytes)

[Packet size limited during capture: Ethernet truncated]

@ 7 airportSniffENFGOR-dec Packets: 7156 - Displayed: 7156 (100.0%) - Load time: 0:0.274 Profile: Default

We see traditional traffic now in the decrypted capture
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airportSniffENFGOR-dec.cap e e O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Open Ctri+O 2> 3 |J<§° Z>” == L) H

Open Recent - :
|_ L - | Expression..  +
Import from Hex Dump... Destination Protocol Length Info i
Clae Chrl+W 192.168.88.112 TEPR 1539 [TCP segment of a reassembled P.. =
IFEE S0 B 1 h2 ER 79 54402 — B0 [ACK] Seq=422 Ack=37..
B Cirl+S 192.168.88.112 TCP 1539 [TCP segment of a reassembled P.. &
= 192.168.88.112 TEP 1538 [TCP segment of a reassembled P!
Save As.. Ctrl+Shift+5 172.230.167.152 TCP 79 54402 — 80 [ACK] Seq=422 Ack=40.. —
) 192.168.88.112 RER 1539 [TCF segment of a reassembled P.. E
File Set *  102.168.88.112 TCP 1539 [TCP segment of a reassembled P.. —

i . 1 [TCP segment of a reassembled P..
LTI 172.230.167.152 TEE 79 54402 — BO [ACK] Seq=422 Ack=43. ~
Export Packet Dissections *3its), 1514 bytes captured (12112 bits)

Export Packet Bytes. Cirl+H C:Be:0c:79:8b:64), Dst: IntelCor 85:71:b8 (4c:eb:42:85:71:b8)

230.167.152, Dst: 182.1868.88.112

EERaER FOE Bl t: 80 (80), Dst Port: 54402 (54402), Seq: 45001, Ack: 422, Len: 1460

Export S5L Session Keys...

Export Objects DICOM...

Print... Ctrl+P —
SMB..
Quit crl+Q -
TFTP
@ 7 airportSniffENFGOR-dec Packets: 7156 - Displayed: 7156 (100.0%) - Load time: 0:0.268 Profile: Default

File > Export Objects > HTTP 87
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Getting files from packet captures

Wireshark - Export - HTTP object list

Packet Hostname

98
103
206
269
281
308
320
340
360
367
440
454
494
562
585
621
631
640
672
<[

wiww.bbc.com
ping.chartbeat.net
odb.outbrain.com
images.outbrain.com
images.outbrain.com
secure-us.imrworldwide.com
www.bbc.com
odb.outbrain.com
log.outbrain.com
sa.bbc.co.uk
images.outbrain.com
odb.outbrain.com
images.outbrain.com
log.outbrain.com
images.outbrain.com
odb.outbrain.com
images.outbrain.com
log.outbrain.com
images.outbrain.com

Help

Content Type

text/html
image/gif
text/x-json
image/jpeg
image/jpeg
image/gif
application/json
text/x-json
application/json
image/gif
image/jpeg
text/x-json
image/jpeg
application/json
image/jpeg
text/x-json
image/jpeg
application/json
image/jpeg

© 0o 0

&

Size Filename I

119 kB blogs-trending-38002276
43 bytes ping?h=Dbbc.co.uk&p=bbc.co.uk?
31 kB get?url=http%253A%252F%252
8948 bytes 112
7970 bytes 112
44 bytes technology&amp;ts=compact&:
2132 bytes components?alternativelsLoadir
22 kB get?url=http%253A%252F%252
4 bytes widgetGlobalEvent?eT=08&tm=¢
43 bytes s?name=news.blogs.trending.stt
14 kB 177
20 kB get?url=http%253A%252F%252
18 kB 177
4 bytes widgetGlobalEvent?eT=08&tm=1
9375 bytes 177
30 kB get?url=http%253A%252F%252
23 kB 177
4 bytes widgetGlobalEvent?eT=08&tm=1
7718 bytes 90

v
[

(= | || e e

| Save All || Close || Save

A list of HTTP objects

™ =N W
. |
. 'v
. i
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Getting files from packet captures

Wireshark - Save Capture File As [ ]

Look in: lfroot v‘ & o @b B E

B Computer Name ¥ Size Type 'Date*
(&) root [ scanning . Folder 1072
[ Templates Folder  &/23
[ Videos Folder

] vmware-tools-distrib Folder

<[] airportSniffdZH641.cap 38.5 MB cap File

[} airportSniffENFGOR-dec.cap 4.4 MB cap File

[} airportSniffENFGOR.cap 6.4 MB cap File
[ airportSniffyG7m8&J-dec.cap 1.3 MB cap File
airportSniffyG7méJ.cap 3.0 MB cap File
essonl3a Folder

File name: [ ]
Save as: lWiresharkftcpdumpf... - pcap (*.pcap *.pcap.gz *.cap *.cap.gz *. v‘

[ Compress with gzip

There are a lot of objects so let's create a new directory to save them in.
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Getting files from packet captures

airportSniffENFGOR-dec.cap S m g
File Edit View

PRNK
C

Wireshark - Save All Objects In... Q
+

No. Time Lookin: |Es/root Ve o2 E[E
E Computer|  Name ¥ Size Type Dateg
root B bin Folder 10/
3 brute Folder 971
\[] conversations Folder 11/
B3 Desktop Folder  6/2
D Documents Folder 11/
Gk i D Downloads Folder 9/1
> Frame 98: 1 \F] ehbot Folder 10/
» Ethernet II Folder 11/1 :h8)
= Inte rngt F’ Folder :
» Transmissiof |4 , Len: 37 .
» [23 Reasseml lessonl3b 6), #69(1396), #
» Hypertext T Music Folder  6/23 '
» Line-based -Pii Eii iii irmpr a,r'):;'

Directory: [iessonlBa ‘ Choose

- [ Gonce |

Files of type: ‘ Directories

Ll
|
@ 7 airportSniffENFGOR-dec

k|

Packets: 7156 - Displayed: 7156 (100.0%) - Load time: 0:0.281 = Profile: Default

Choose the new directory to save the objects in. 0
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Activity

As root, on your EH-Kali-XX VM:

1) scp xxxxxx76@opus.cis.cabrillo.edu:../depot/lessonl3/* .
2) airdecap-ng -w BEEFBEEF22 airportSniffENFGOR.cap

3) Run Wireshark on the decrypted airportSniffENFGOR-dec.cap file.
4) File > Export Objects > HTTP

5) Create a new lessonl13a directory.

6) Save all the objects in the new directory.

When finished note it in the chat window. 01
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Getting files from packet captures

Applications « Places ~

Home
Desktop
Documents
Downloads
Music
Pictures

Videos
EH-Kali-05

Browse Network

From the Kali desktop select Places > Home 92
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Getting files from packet captures

Appli

core

D Recent .
bin BpfuzNqw. brute conversationlo  conversations cookies
i Desktop

s B

[} Documents

data Desktop Documents Downloads DgSWstCd. ehbot fragments

@ Downloads wav
n Music _a _ " PF
‘0 Pictures — — : @ i—l

. http-example- http-flow http-page. images.jpg index.html kDZVxqnk.jpeg lessonl3a
H Videos cis76.pcapng pcapng
{) Trash =
I ya = =l
s e lessonl3b maltego— Music openvas- payload Pictures

cislab.mtgx report

I

pvSqHAQE. RichWasHere  rsimms@opus rsimms@opus. scanning size size-of-get-
jpeg cis.cabrillo.edu request

4
=)
I

size-of-web- tcp- Templates Videos VMwareTools-  vmware-tools-
page connections- 9.10.0- distrib
22-6996.pca... 2476743 tar.qgz

93
Open the new directory where the objects were saved



Applications « Places « Files =
‘ D ¢« 4 Home | Lessonl3 )
!-‘ 1= o
O® Recent -
o _92504356_
i pO4gwldg.jpg
i Desktop
[ Documents ﬂ
@ Downloads '.92.574974'
winnieharlow_
3 Music getty.jpg
‘0] Pictures
H Videos _92583665_
gettyimages-
{) Trash 476129547.jpg

Floppy Disk

+ Other Locations

fath

-92592476_
mediaitem925
92474(1).jpg

-92593442_
036511925(1).

P9

CIS 76 - Lesson 13

-92505624_
stephheroshot
-111jpg

‘f O
-92575354_
ladder.png

Cap———

-92591056_
diageoclip.jpg

-92592606_
354d2441-
d7ac-4a91-8...

o

s

_92595376_
p04h7p4m.jpg
Q “\\ £,

90(3)

4

A

Mon 11:52

-92506131_
alicia_keys_
profile-1.jpg

4
_92575844_
beastspa.jpg

-92591505_
doomhead.jpg

-92592606_
354d2441-
d7ac-4a91-8...

@

_92595376_
p04h7p4m(1).
ipg

07 TN

-92506716_
thinkstockphot
0s-45686066...

-92576437_
100_women_
facewall_pro...

-92592003_
frcomboafp20
nov16.jpg

-92592609_
354d2441-
d7ac-4a91-8...

X

-92595481_
p04h7bvw.jpg

) -8
-92558779_
whatsubject.

ipg

-92576920_
p04h5krd.jpg

7

-92592047_
mediaitem925
92046.jpg

i
-92593158_

indiacurrencys
till2.jpg

-92596742_
whatsubject.

a]j=]|=]e @@

_92574346_ _92574476.
p04h4w48.jpg  mediaitem925
74471.jpg

\ - z “4
_92577795_ _92578344_
kejriwal_nitin_  mediaitem925
bbc.jpg 78343.jpg
-92592304_ -92592476_
71ceb2a7- mediaitem925
3dfc-4be7-a... 92474.jpg

=

-92593158_ -92593442_
indiacurrencys  036511925.jpg

till2(1).jpg

"
i
i
i

90

90(1)

90(8) :

View the objects found in the decrypted packet capture
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Getting files from packet captures

‘( > | 4 frHome  lessonl3a » ’Q’ H ’E’ = & &
-92494896_ -92494896_ -92499455_ -92500005_ -92503266_ -92504142_ -92504268_
O Recent mediaitem924 mediaitem924  976_promo_  pO4gvgcS.jpg  p04gw728.pg  gettyimages-  pO4gwzgc.jpg
e 94179.jpg 94179(1).jpg  composite.jpg 98690722.jpg
3’ A : :
™ - - 5 !n\ B 2\ - ’ PP
@ o0

-92592606-354d2441-d7ac-4a91-8df6-1447a909bd00(1).jpg

Properties X

660 x 371 pixels
e JPEG image
26.2 kB

_92596742_ 9% 90(1)

-92595481_

~(Lijpg |
92595376_

i -92593442_ -92595376_ =
036511925(1). p04h7p4m.jpg p04h7p4m(1). pO4h7bvw.jpg  whatsubject.
j ipg iPg

IP9
FF’J e (NN N
df6-1447a909bd00(1).jpg” selected (26.2 kB)

= = =
és: VD ! N -’ »
h._\;g\;,;, & | "-92592606_354d2441-d7ac-4291-8

A JPEG file used in a BBC article

95



CIS 76 - Lesson 13

China clamps down on Kim Jong-un 'fatty’ jokes - BBC News - Mozilla Firefox @ 06

| China clamps down on Ki.. x o

& G file/iroot/lesson13a/blogs-trending-38002276 ¢ | [Q search B + A ey

[ Most Visited v Jll Offensive Security " Kali Linux S Kali Docs % Kali Tools EBExploit-DB Wy Aircrack-ng

Cookies on the BBC website

The BBC has updated its cookie policy. We use cookies to ensure that we give you the best experience on our
website. This includes cookies from third party social media websites if you visit a page which contains
embedded content from social media. Such third party cookies may track your use of the BBC website. We and
our partners also use cookies to ensure we show you advertising that is relevant to you. If you continue
without changing your settings, we'll assume that you are happy to receive all cookies on the BBC website.
However, you can change your cookie settings at any time.

e | Continue

* Change settings
e Find out more

BC

Accessibility links

» Skip to content
« Accessibility Help

A

BBC iD
Notifications
RBC naviaation v
! F F F F
3falternative)s  3falternative)s  3falternative)s  3falternativels xml (1).xml png

Loading=true.. Loading=true.. Loading=true.. Loading=true..

“blogs-trending-38002276" selected (119.6 kB)

Webpage on BBC website
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O Recent \”3 Vm 1), RN,
M.t - L\

ome || open + | | bump-3js B \\ BEICECXC

~flessonl3a

Desktofl/* bump_cloud build:smp-external - feedback@bbc.co.uk */

define("mp/modules/policies”,[],function(){var e={iplayer:{guidanceCleared:!

1,siteID:"iPlayer” ,defaultUiClass:"iplayer",mediasetClass: "pc",ui:{cta:{iplayer:!0}}},news:{ui:

{colour:"#bb1919",alternateColour: “#bb1919",cta: {mode: "default"}},preferPlainOverDash: !

0,guidanceCleared: !0,sitelID: "News",defaultUiClass: "news”,preferHtmlOnMobile: 0}, sport: {ui:

{colour:"#eed71c",foreColour: "#000000" ,alternateColour:"#0087fT",alternateForeColour: "#fTfff1"},sitel

sk 0},generic:{ui:{colour:"#ebebeb",foreColour:"#101010"},guidanceCleared:!0},background: {noTracking:!
0,backgroundPlayer: !0, responsive:!0,loop: !0, muted: !0,autoplay: !0, includeAppClickHandler:!1,ui:

I {controls:{enabled:!1},errorDialog: {enabled:!1},buffer:{enabled:'1},cta:{enabled:!1}, fullscreen:

G JavaScript w  Tab Width: 8 v Ln1,Coll - NS

# 0 o B

N L

ideos : = e % o i B : g,
177(2) 177(3) 177(4) 177(5) 177(6) 177(7) 177(8)
rash
loppy Disk L r B ¢ = | O
177(9) 177(10) 177(11) 177(12) adverts.js analytics.js blogs-
Dther Locations trending-
38002276
blogs- | j components%  components?  components’% components%  components%
trending- 3falternative)s  3falternative)s 3falternativels  3falternativels  3falternativels
38002276(1) Loading=true.. Loading=true.. Loading=true.. Loading=true.. Loading=true..
— — 1
= = B < < E
components®  components?  components%  components%  crossdomain. crossdomain  davidshukman.
3falternative)s  3falternative)s  3falternativels  3falternativels xml (1).xm “bump-3.js” selected (L11.0kB)

A JavaScript file on ten website
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Filtering for PDF documents

airportSniffENFGOR-dec.cap e ® 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AEm @ BRIRRE Q¢ 2 e KA B a0 u =
(W |frame contains PDF (X '_I Expression..  +
No. Time Source Destination Protocol Length Info
(e airpo_r_tSniffEN'FGOR—dec Packets: 7156 - Displayed: 0 (0.0%) - Load time: 0:0.355 Profile: Default

But the PDF from my website was not found! %8
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Activity

https://simms-teach.com/docs/cis76/cis76lab01.pdf

Why are there no PDF frames in the capture?

Write your answer in the chat window.

airportSniffENFGOR-dec.cap e ® 6
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AEm 2@ BRIRE Q¢ 2 v KA B & g u =
R | frame contains PDF [X] ~| Expression.. +

No. Time Source Destination Protocol Length Info

99
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Capture

yG/m8J]



g
i

alrportSniffyG/m8J.cap

Rich Simms DM 160A Exercise 8

P
L f=w>
BEB R Using CSS
A G, Home | Forum| Exercise

Benji's girlfriend
oty

http://www.skyhighway.com/~marysimms/exercise8.html

Benji on duty Benji studying with Mary for exams

What is Benji really thinking

about?
- o x
Y Unksys X | B HowdoGerms X | i ca7blab0lpd! X | g Rich's Cabe %/ [) portioho-iab-r % '\ M Nettx
« C | © wwwskyhighway.com/~e ' RN
1t Apps [ Cabrito Sigron for G [) Logitech Alert Login (€ Comeo Cabrilio Login  [i] Cabello envoliment [ Rich's Cabriio Colles: (5) CCCConfer || Other bookmarks
T
This lab was done using the basic router pod on NETLAB. NETLAB lets you remotely access a
pod of Cisco routers. The three Cisco routers were configured as shown below.
Topology
.
s
d 19211015
2 172.30.200 3228
382084 | e 17230 a2 . ) ) )
http://www.skyhighway.com/~elizsimms/cis83/docs

_ /portfolio-lab-VLAN.pdf 101




CIS 76 - Lesson 13’-.; I:%‘ i ’ |W

1s -1 airportSniffyG7m8J.cap

root@eh-kali-05:~# 1s -1 airportSniffyG7m8J.cap
-rw-r—--r—-—- 1 root root 3095355 Nov 21 12:31 airportSniffyG7m8J.cap

root@eh-kali-05:~#

file airportSniffyG7m8J.cap

rootl@eh-kali-05:~# file airportSniffyG7m8J.cap
airportSniffyG7m8J.cap: tcpdump capture file (little-endian) - version 2.4 (802.11 with

radiotap header, capture length 2147483647)
root@eh-kali-05:~#

Listing the packet capture file 102
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airportSniffyG7m8J.cap e ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A 1R ®© O @@Qw*?)@u@ﬂ&gﬁﬁ

=4 ~| Expression... +

No. Time Source Destination Protocol Length Info
534 11.919862 LinksysG_4b:21:b4 Broadcast 802,11 113 Beacon frame, SN=354Z, FN=@, F1
58565 : ik 530 1ized / ; :

SO62C 4 _ ; i 302 | nowledgeme
000161 o o= Tl « 0 L e Broadcast 213 Beacon frame,

5 : 0] 54:d4: ! ( D65
Frame 538: 113 hytes on wire (904 hits), 113 bytes captured (904 bits)
Radiotap Header v@, Length 25
802.11 radio information
IEEE 802.11 Beacon frame, Flags: ........ C
IEEE B802.11 wireless LAN management frame
= Fixed parameters (12 bytes)

v Tagged parameters (48 hytes)

S Tag[ SSID parameter set: linkysys
Tal e e LR (HY, 180 24, 36, 54 [Mait/sec]
Tag[ DS Parameter set: Current Channel: 5]

Tag: Tratric Indication Map (TIM): DTIM 1 of ©@ bitmap
Tag: ERP Information

Tag: ERP Information

Tag: Extended Supported Rates 6, 9, 12, 48, [Mbit/sec]
Tag: Vendor Specific: Broadcom

4 ¥ ¥y ¥Y¥

¥ ¥ Y¥yv¥Y vYVy¥YY¥Y

@ 7 airportSniffyG7m8J Packets: 8203 - Displayed: 8203 (100.0%) - Load time: 0:0.210  Profile: Default

Beacon frame in encrypted packet capture file 103
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airdecap-ng -w BEEFBEEF22 airportSniffyG7m8J.cap

root@eh-kali-05:~# airdecap-ng -w BEEFBEEF22 airportSniffyG7m8J.cap
Total number of packets read 8203
Total number of WEP data packets 2375
Total number of WPA data packets 181

Number of plaintext data packets 0
Number of decrypted WEP packets 2255
Number of corrupted WEP packets 0
Number of decrypted WPA packets 0
root@eh-kali-05:~#

ls -1 airportSniffy*

root@eh-kali-05:~# 1s -1 airportSniffy*
-rw-r—--r—-- 1 root root 3095355 Nov 21 12:31 airportSniffyG7m8J.cap

-rw-r—--r—-- 1 root root 1354295 Nov 21 13:12 airportSniffyG7m8J-dec.cap
root@eh-kali-05:~#

Decrypting the packet capture file 104
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airportSniffyG7m8J-dec.cap e e O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Aam @ BNRE Q2 kKAE B oo u®

:.i;-ﬁ'«|:=|:;l:;,-' a -:i|~.‘~|‘.:[&';,.-‘ filter ... <Ctrl-/> =3 - Expression.. +

No. Time Source Destination Protocol Length Info

77

Routerbo_ca:25:be 3Com X.. 77 [Packet size limited during cap.. |
[ [=] 77 ] - o ~

ICMP 174 Destination unreachable (Host u.. §
3 0,44 ¢ 77 g ¢ 3 ICMP 174 Destination unreachable (Host wu.. :
.685502 192.168.88.112 TLSw1.2 196 Application Data =]

.16

. 764761 65.52.108.220 192.168.88.112 TLSv1.2 228 Application Data ol
. 813524 192.168.88.112 65.52.108.220 TCP 79 54013 — 443 [ACK] Seq=118 Ack=1..
g8 3.187160 192.168.88.112 65.52.108,220 TLSw1 ., 2 196 Application Data =
S 3.270056 65.52.108.220 192.168.88.112 TSRl 228 Application Data v

» Frame 1: 77 bhytes on wire (616 hits), 52 bytes captured (416 hits)
= IEEE 802.3 Ethernet
= Logical-Link Control
= 3Com XNS Encapsulation
» Data (32 bytes)
[Packet size limited during capture:. Ethernet truncated]

@ 7 airportSniffyG7m8J-dec Packets: 2255 - Displayed: 2255 (100.0%) - Load time: 0:0.61 = Profile: Default

105
Decrypted packet capture showing normal traffic
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airportSniffyG7m8J-dec.cap e ® O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Open Ctrl+O : 2
: RN =] = loNchuk::
Open Recent . : _
| e =3 -| Expression.. +
Import from Hex Dump... Destination Protocol Length Info -
3Com X. 77 [Packet size limited during cap.. |
B Sl : .112 CMP 174 Destination unreachable (Hos
G CtrlaS 92,16 : 174 Cestination unreachable !
= ; 65.52.108.220 TSyl 2 196 Application Data =
Save As... Ctrl+5Shift+5 192.168.88.112 TLSvL.2 228 Application Data -
. 65.52.108.220 TCP 79 54013 — 443 [ACK] Seg=118 Ack=1..
File Set > —
. 65.52.108.220 LAk 196 Application Data =
e 182 168 88 112 TLSvl. 2 228 Application Data i
Export Packet Dissections * 52 bytes captured (416 bits)
Export Packet Bytes. Ctrl+H
Export PDUs to File...
Export SSL Session Keys...
Export Objects ElRE]
Print... Ctrl+P —
SME...
Quuit Ctrl+Q -
TFTP
@ 7 airportSniffyG7m8J-dec Packets: 2255 - Displayed: 2255 (100.0%) - Load time: 0:0.61  Profile: Default

106
Extracting objects from the capture
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airportSniffyG7m8J-dec.cap - o ix
File Edit Vie

Wireshark - Save All Objects In...

] Expression.. +

No. Look in: l.-‘root vJ S [zz] o -
132 1; g Computer : Name ¥ |Size Type Date * E]zlsigil‘“;; é
104 17, root ‘[ ehbot Folder  10/1 E83/ HTTR/1.1 E
le517. ‘[ fragments Folder  11/1 Q=1 Ack=426 .. o
188 L EJ Lesson13 Folder 1172 =
B3 Music Folder  6/2 =
7 B3 Pictures Folder  9/2 =
b 110 17 .4 B3 Public Folder  6/2
» Frame 109: B scanning Folder 10/
: ';322 ::25 FI’{' [ Templates Folder  6/2 :b8)
et n D Videos Folder 6/2
» [3 Reassemb ] vmware-tools-distrib Folder 1/2
= Hypert esson13b|
= Line-based | |
s |

Directory: jtessonl?,b Choose
7

Files of type: ‘ Directories

07 airportSniffyG7m8J-dec Packets: 2255 - Displayed: 2255 (100.0%) - Load time: 0:0.61 = Profile: Default 107

Make a new directory
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airportSniffyG7m8J-dec.cap - o ix

Wireshark - Save All Objects In...

] Expression.. +
Look in: [froot v‘ GO S o B - .
= ——— 2 = — . e |
g Computer : Name v Size Type Date * g]:lszgil‘qfﬁ _‘
root [EJ ehbot Folder ~ 10/1 583/ HTTP/1.1
F7 fragments Folder  11/1 pg=1 Ack=426 ..
B Lesson13 Folder 11/ Easse’”gieg E'“ —
9 Music Folder  6/2 e,
[ Pictures Folder
et 11017.4 [EJ Public Folder  &/2 2e A validat. @&
> Frame 1069: [ scanning Folder |
» Ethernet II B Templates Folder :b8)
» Internet Pr B3 Videos Folder
» Transmissio | LR e
» [3 Reassemb '] vmware-tools-distrib Folder
» Hypertext T il lesson13b Folder
» Line-based |
|« 1

Directory: [tessonl?,b

Files of type: ‘ Directories

@ 7 airportSniffyG7m8J-dec Packets: 2255 - Displayed: 2255 (100.0%) - Load time: 0:0.61 = Profile: Default

108
Save all to the new directory
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Activity

As root, on your EH-Kali-XX VM:

1) scp xxxxxx76@opus.cis.cabrillo.edu:../depot/lessonl3/* .
2) airdecap-ng -w BEEFBEEF22 airportSniffyG7ms8J.cap

3) Run Wireshark on the decrypted airportSniffyG7m8J-dec.cap file.
4) File > Export Objects > HTTP

5) Create a new lesson13b directory.

6) Save all the objects in the new directory.

When finished note it in the chat window. 109
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Applications « Places ~ Files = Mon 14:54
< > || 4« | Home » ‘Q’::'EIQGQ
O Recent
= =2 g g =2 E
& Desktop 2016-11-06-  airportSniffdZ  airportSniffEN  airportSniffEN  airportSniffyG  airportSniffyG  backdoor.apk
b 14-44-32-- H641.cap FGOR.cap FGOR-dec.cap 7m8J.cap 7m8J-dec.cap
[0 Documents 648686608.jpg
® Downloads e — E— R
11 Music = = =
- bin BpfuzNqw. brute conversationlo  conversations cookies core
s Pictures :
JPeg 9
H Videos — — — —
{ Trash = . w ; -
data Desktop Documents Downloads DqSWstCd. ehbot fragments
Floppy Disk wav
+ Other Locations — — i i
http-example- http-flow http-page. images.jpg index.html  kDZVxgnk.jpeg lesson13b
cis76.pcapng pcapng
O =
ZIP
Lessonl3 maltego- Music openvas- payload Pictures Public
cislab.mtgx report

Places > home, then open the new folder

"
"
"
I
"
"

110
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‘<>_<QHOITIE lesson13b ‘Q‘::‘E‘Q@@
D Recent ‘,’
C;— M >
2 Home § I ™| ™| ™ @
- : JPG JPG JPG
& Desktop alexander- augustas- benji-looking-  benji-mary- benji-mary- benji-mary- cis83
0 b : miller-72x100.  miller-72x100.  150x150.jpg 260x150.jpg 260x150(1). 260x150(2).
ocuments ; ; : X
P9 IP9 P9 IP9
@ Downloads ?_ .
n - @ HIEEJ-.- -. »
‘0] Pictures . > ; ; ; .
cleardot.gif coup- exerciseb.ntml exercise7.html  exercise8.css  exercise8.html farm-200x144.
B Videos 600x742.jpg iPg
{) Trash
Floppy Disk = ., Saadl & ot
john-m-miller-  kitty-150x150. latest_ magdelina- mary-fairy- mary-fairy- mary-
+ Other Locations 72x100.jpg iPg breaking_ mueller- 140x140.jpg bw-140x140. lighthouse-
news%3faudi... 72x100.jpg iPg 90x125.jpg
._ . :
@ e : Fowm
~marysimms mary- no-photo- paul-peter-  ping%3fh=bbc. portfolio- portfolio-lab-
snowman- 72x100.jpg miller-72x100.  co.uk&p=bbc.  CaseStudy-v3. VLAN.pdf
92x125.jpg iPg co.uk%2Fnews pdf
%2Fworld-
europe-
380542168u=
CaduypBcsk.
com¥Fnews

111
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| 4 A Home | lesson13b ‘Q an |E & @ ¢
4
Rich Simms DM160A Home Page - Mozilla Firefox [— I < )

" / Rich Simms DM160A Ho... x | #

=S & (0 filedMIroot/lesson13b/~marysimms c ||Q Search | % B8 3 R O #vy =

tl 5 Most Visited v JllOffensive Security S Kali Linux " Kali Docs " Kali Tools EBExploit-DB W Aircrack-ng

/Rich Simms DM160A Home Page

t( Contact Rich

T My Web Design Experience

No web design experience. [ have seen HTML before but never created any from scratch before this course.
Familiar with using websites designed by others such as Yahoo Groups to publish documents, links, and photos.

I have been involved with the development of browser based network and system management tools. I am
comfortable installing and confiquring Windows IIS and Linux Apache web servers. This class on HTML and
CSS is definately a missing piece of the puzzle for me.

=T

My Personal Goals for This Course

To learn the fundamental skills to make professional quality web sites.

Completed Web Page Exercises

e Exercise #2 - First Web Page
o Exercise #3 - Lists
» Exercise #4 - Links

=T L
T L s

5523D8_rv-&_

“~marysimms” selected (2.1 kB)

112
web pages
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W - rtfolio-lab-VLAN
1 of10 | - s ok 66.29% v = ® ® ¢
‘ 14 < 2 - a = portfolio-lab-VLAN. pdf R e @ e
Thumbnails v  x ‘ i
CIS83LABS5 - VLAN -fairy- mary-
Rich Simms :
October 16, 2006 f10x140. nghthou§e-
iPg 90x125.jpg
Ohbjective =
The ohjective of this lab is to become familiar with configuring VLANs, VTP, tunking, pons “pEm
and using a mouter for inter- VL AN mouting. -
Scenario
________ - = rtfolio-
: - - This lab was done using the basic muter pod on NETLAB and the Cape Town pod in the lab.
NETLAB lets you remately access a pod of Cisto switches. The twa Cism switches were StUdv‘\l’&
configured as shown below,
pdf
Topology
fa 0 sub-interfaces
fa V0.1 - 1T2.16.1.1 1 24 (viani)
fa V0,10 - 172.16.10.1 / 24 (vian10)
fa 40.20 - 172.16.20.1 /24 (vian20)
2 fa0 18 OV0.30- 172.16.30.1 /24 (vian30)
a1
g fa2 a2
trurk trunk
----- EEReEREEEEn
1721812 172.18.1.3
{lant) (viani}
snmnnee  Crossovel
3 — Sraighl
prifolio-lab-VLAN. pdf selected (92.7 kB) 113

Yes we have PDF files now too!
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lesson1l3b » ‘ Q

Sa
alexander- augustas- benji-looking- benji-mary- benji-mary- benji-mary- cis83
miller-72x100. _ miller-72x100.  150x150.jpg 260x150.jpg 260x150(1). 260x150(2).

P9 mary-fairy-140x140.jpg e ® 0 P9

Properties X
Size 140 x 140 pixels
Type JPEG image

ze 5.6 kB

S exercise8.html farm-200x144.
jPg

cleardot.gif

6‘.;\ Lol
john-m-mille mary-fairy- mary-
72x100.jpg bw-140x140. lighthouse-
ipg 90x125.jpg

~marysimms mary- no-photo- paul-peter-  ping%3fh=bbc. portfolio- portfolio-lab-
snowman- 72x100.jpg  miller-72x100.  co.uk&p=bbc.  CaseStudy-v3. VLAN.pdf
92x125.jpg iPg co.uk%2Fnews pdf

%2Fworld-

europe-

38054216&u=

CaduypBcsk.

com%2Fnews

“mary-fairy-140x140.jpg” selected (5.6 kB)

JPEG files 114
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Activity

As root, on your EH-Kali-XX VM:

1) Find the extracted coup-600x742.jpg file

2) Of the two options, what do you think Benji decided to do?

Write your answer in the chat window.

115
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Wireless
WPA/WPA2
Hack
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Wi-Fi Protected Access (WPA)

WPA

Developed in 2003 to replace WEP.

« Still uses WEP's insecure RC4 stream cipher

« Uses Temporal Key Integrity Protocol (TKIP) to
provide extra security.

 More secure than WEP.

WPAZ

Developed in 2004 to replace WEP and WPA.

« Uses AES instead of RC4.

« Replaces TKIP with Counter Mode Cipher
Block Chaining Message Authentication Code
Protocol (CCMP).

« More secure than WPA.

As of March 2006, all devices using the Wi-Fi trademark must be WPAZ certified

ET————

117
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How to Hack WPA/WPA2 Wi-Fi
With Kali Linux Aircrack-ng

B How to Hack WPA/WPA. X

C | & https://www.youtube.com/watch?v=ngxzSIsP1JL | 0

Ink That! Offensive Security

_F

Kali Linux Tutorials

————  WPAY

Pl o 007/7:07

B & O] o3
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CIS 76 - Lesson 13

BSSID STA
= Basic Service Set Identifier = Station
= AP Mac Address = MacBook Pro

= 00:06:25:4b:21:b4

SSID

= Service Set Identifier
= Name of the network
= linkysys

STA
= Station
= Win 10 PC

119
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Linksys WAP54G

The Access Point supports 4 different types of security settings.
WPA Pre-Shared Key, WPA RADIUS, RADIUS, and WEP. Please

see the help tab for more details on the different types of security
settings.

Security Mode: WPA FPre-Shared Key ¥
VWPA Algorithm: WFA RADIUS

RADILS —
WPA Shared Key: WEP B

For this example we will use WPA (WiFi Protected Access)

120
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Linksys WAP54G

- O X

[ Linksys x N Netfix x
¢ C|® 19216888105 aw @ :
5 Apps Cabrillo Signon for G- [ Logitech Alert Login '@:f Correo Cabrillo Login Cabrillo enrollment » Other bookmarks

LiINKSYS®

A Division of Cisco Systems, Inc. Firmware Veersion: 2.06

Wireless-G Access Point WAP54G

Setup

Basic Setup

Firmware Version v2.06, Dec 186, 2003

AP Name | Linksys WAP54G |

MAC Address: 00:06:25:4B:21:B4

Configuration Type = | Automatic Configuration - DHCP ¥ |

m MAC Address: 00:06:25:4B:21:B4
Mode

| Mixed ¥ |

SSID |Iinkysys | SSID Broadcast | Enable ¥ |

Channel | |5 ¥ | (Regulatory Domam: USA)

Wireless Security | '® Epable ' Disable Edit Security Settings

Cisco SYSTEMS

Save Settings Cancel Changes Help

Using Mixed Mode (B and G), Channel 5, and Wireless Security (WEP)
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Linksys WAP54G

[ Security Settings - Google Chrome

(@ 192.168.88.105/WPA_Preshared.asp @

WPA
Pre-Shared Key

The Access Point supports 4 different types of security settings.
WPA Pre-Shared Key, WPA RADIUS, RADIUS, and WEP. Please
see the help tab for more details on the different types of security
settings.

Security Mode: | WPA Pre-Shared Key ¥ |

WP Algorithm:

WPA Shared Key: [ -

Group Kev Renewal: seconds

Gt

Select a WPA shared key

122



airport -s

Richards-MBP:~ rsimms$ airport -s
SSID BSSID
(auth/unicast/group)

xfinitywifi 22:86:8c:6c:82:
xfinitywifi 96:0d:cb:ff:f4:
2WIRE341 00:22:a4:dd:8c:
HOME-F4D2 90:0d:cb:ff:f4:

WPA (PSK/TKIP,AES/TKIP) WPA2 (PSK/TKIP,AES/TKIP)

xfinitywifi 74:85:2a:80:£f5:
HOME-5 74:85:2a:80:£5:

WPA (PSK/AES, TKIP/TKIP) WPA2 (PSK/AES, TKIP/TKIP)

BenjiNet 5G 2c:56:dc:85:3e:

DIRECT-FO-HP ENVY 7640 series a0:8c:fd:72:68:
linkysys 00:06:25:4b:21:

HOME-2.4 /4:85:2a:00:15:

WPA (PSK/AES, TKIP/TKIP) WPA2 (PSK/AES, TKIP/TKIP)

ATT288 3c:36:e4:22:95:

WPA (PSK/AES, TKIP/TKIP) WPA2 (PSK/AES, TKIP/TKIP)

uLab-WiFiNet 4c:5e:0c:ca:25:
HP-Print-7B-0Officejet 6600 6c:3b:e5:00:53:
Guest d8:50:e6:59:0b:

Shauna d8:50:e6:59:0b:

MODWARE d8:50:e6:59:0b:

BenjiNet 2c:56:dc:85:3e:

Richards-MBP:~ rsimms$

On a Mac the built in airport command with an

available WiFi networks.

TR

Sniffing using MacBook Pro

CHANNEL HT

SECURITY

N[O\
NONE
WEP

WPA2 (PSK/AES/AES)
WPA2 (PSK/AES/AES)
WPA (PSK/AES/AES)

WPA2 (PSK/AES/AES)
WPA2 (PSK/RAES/AES)
WPA2 (PSK/AES/AES)
WPA2 (PSK/AES/AES)
WPA2 (PSK/AES/AES)
WPA2 (PSK/AES/AES)

-s option will scan all
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Activity

Look at the airport -s output on the previous slide

1) Is the Guest SSID network none, WEP, WPA or WPA2?

Write your answer in the chat window.
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Sniffing using MacBook Pro

[on MacBook Pro] airport enO sniff 5

Richards-MBP:~ rsimms$ airport en0 sniff 5
Capturing 802.11 frames on en0.

"CSession saved to /tmp/airportSnifflQXjSX.cap.
Richards-MBP:~ rsimms$

Let's start sniffing the channel used by the access point for the SSID linkysys. Use
control-C to stop the capture.

[on MacBook Pro] 1ls -1lth /private/tmp/airportSniff*.cap

Richards-MBP:~ rsimms$ 1s -1th /private/tmp/airportSniff*.cap

rsimms wheel 7.3M Nov 21 18:45 /private/tmp/airportSnifflQXjSX.
rsimms wheel 3.0M Nov 21 11:40 /private/tmp/alirportSniffyG7m8J.
rsimms wheel 6.4M Nov 21 10:14 /private/tmp/airportSniffENFGOR.
rsimms wheel 39M Nov 21 08:41 /private/tmp/airportSniffdzH641.
rsimms wheel 69M Nov 21 08:26 /private/tmp/airportSniff8FkDVL.
rsimms wheel 108M Nov 20 20:36 /private/tmp/airportSniffk44M58.
rsimms wheel 23M Nov 20 19:39 /private/tmp/airportSniffKzpvgs.
rsimms wheel 4.4M Nov 20 19:16 /private/tmp/airportSniffFvOuaV.
rsimms wheel 497K Nov 20 16:22 /private/tmp/airportSniffh69ghh.
rsimms wheel 990K Nov 20 16:14 /private/tmp/airportSniffdLJDh2.
rsimms wheel 2.4M Nov 20 16:05 /private/tmp/airportSniffIhmspR.
rsimms wheel 1.5M Nov 20 14:28 /private/tmp/airportSniffA8hduu.
Richards-MBP:~ rsimms$

-rw-r—--r--
—Irw-r--r--
-rw-r--r--
-rw-r--r--
-rw-r--r--
—“rw-r--r--
-rw-r--r--
—-rw-r--r--
—rwWw-r--r--
—-rw-r--r--
—-rw-r--r--

R e e = T = N U S R R e

—-rw-r--r--

The packets are captured and dumped into a new file in the /private/tmp directory 125
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Capture
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alrportSnifflQXjSX.cap

- o x
B Rich Simms DMI60B Ko X
€ C | ® hayrocketcom i - |
Rich Simms DM160B Home Page
My Web Design Experience
HTML and CSS skills from taking Web Publishing T (DM
the past [ was involved with the
ased network and system management
tools. I am comfortable installing and configuring Windows 1S and
Linux Apache web servers.
My Personal Goals for This Course
To learn the next round of fundamental skills to make professional
quality web sites.
Exercise #6:
Exercise #7:
The Final Project
WaC " Q" WAC css,
- =) x
BB Surfing the ret - Logies X
€ C | ® hayrocketeom i «| 0

Surfing the net
(Cmap | [ Rack | [ uwe )

Logical view of network

Configs
FC

b e

imemei  DLEVI0N g

(simuistect) = Switch 1
‘Swilch 2

Corporate.
ISP
‘Brancn 1
Branch 2
Servar

Router
Frame-Ralay
Sar

)
=
)
sasmaTsn0 maens

Sarvar

http://hayrocket.com/cabrillo/dm160b/final/
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scp -p xxxxxx76Qopus.cis.cabrillo.edu:../depot/lessonl3/* .

root@eh-kali-05:~# scp -p simben76@opus.cis.cabrillo.edu:../depot/lessonl3/*
simben76@opus.cis.cabrillo.edu's password:

Permission denied, please try again.

simben76@opus.cis.cabrillo.edu's password:

airportSni ff10XjSX. cap 100% 7510KB 7.3MB/s
alirportSniffdzZH641. cap 100% 39MB 38.5MB/s
airportSni ffENFGOR. cap 100% 6548KB 6.4MB/s
airportSniffyG7m8J. cap 100% 3023KB 3.0MB/s
root@eh-kali-05:~#

scp xxxxxx76Qopus.cis.cabrillo.edu:../depot/randomwords .

root@eh-kali-05:~# scp simben76@opus.cis.cabrillo.edu:../depot/randomwords
simben76@opus.cis.cabrillo.edu's password:

randomwords 100% 4838KB
4,7MB/s 00:00
root@eh-kali-05:~#

Obtain the packet captures files and word list
128
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root@eh-kali-05:~# 1ls -lah air*
root 7.4M

-rw-r--r—-- 1 root
- rw-r—--r—- root
- rw-r—-r—-— root
- rw-r—--r—- root
—rw-r—-r—-— root

-rw-r—--r—-— 1 root
root@eh-kali-05:~#

root
root
root
root
root

39M

\fehvs
Nov
\Yehvs
Nov
\fehvs
Nov

airportSnifflQXjSX.cap
airportSniffdzZH641.cap
airportSniffENFGOR. cap
airportSniffENFGOR-dec.cap
airportSniffyG7m8J. cap
airportSniffyG7/m8J-dec.cap

F

-

Obtain the packet captures files and word list
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aircrack-ng airportSnifflQXjSX.cap -w randomwords -b 00:06:25:4B:21:B4

Opening airportSnifflQXjSX.cap
Reading packets, please wait...

g‘? root@eh-kali-05: ~

Alrcrack-—ng 1.2 rc4
[00:04:29] 176280/338328 keys tested (655.90 k/s)
Time left: 4 minutes, 7 seconds

Current passphrase: erythrophore
Master Eey

Transient Key

EAPOL HMAC
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Activity

As root, on your EH-Kali-XX VM:

scp xxxxxx76Q@opus.cis.cabrillo.edu:../depot/lessonl3/*
scp xxxxxx76Qopus.cis.cabrillo.edu:../depot/randomwords

aircrack-ng airportSnifflQXjSX.cap -w randomwords -b 00:06:25:4B:21:B4

What is the WPA shared key? Write your answer in the chat window

131
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root@eh-kali-05:~# time aircrack-ng airportSnifflQXjSX.cap -w randomwords -b
00:06:25:4B:21:B4

Opening airportSnifflQXjSX.cap

Reading packets, please wait...

Aircrack-ng 1.2 rc4
[00:08:36] 338052/338328 keys tested (658.54 k/s)
Time left: 0 seconds

KEY FOUND! [ Hornblower ]

Master Key : CA OF 59 99 2E 64
8D CC 54 4FE 09 6C

Transient Key : 8A 3B DF 60 A9 49
C3 E2 8B EE E7 C1
C4 90 DF FO 30 F3
2D F2 23 01 11 42

EAPOL HMAC : F7 08 0D 1F 02 BA

real 8m36.989s
user 8m30.784s
Sys Om2.488s
root@eh-kali-05:~#

Using time to see how long it takes
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airportSniff1QXjSX.cap e ® O

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Admde BERE Q¢» o kRAE B 65 u =

|W | Apply a display filter ... <Ctrl-/> - | Expression.. +
No. Time Source Destination Protocol Length Info :
41 0,905379 IntelCor_85:71:h8 Routerbo 79:0b:64 202 .11 234 Data, SN=1791, FN=0, Flags=.p.... !
42 0,905485 IntelCor_85:71:b8 (.. 802.11 39 Acknowledgement, Flags=........ o —
432 0,958578 ArrisGro_f1:33:60 Broadcast 202,11 208 Beacon frame, SN=532, FN=0, Fla.. E
44 0,984931 Routerbo_79:8b .64 IntelCor 85:71 h8 502 .11 266 Data, SN=3562, FN=0, Flags=.p.... E
45 0,985037 LinksysG_4b:21:b4 (.. 802.11 39 Acknowledgement, Flags=........ C =
1 003738 LinksysG_4b:21:b4 Broadcast 02 ] 137 Beacon frame, SN=35683, FN=0, Fl.. :
47 1.029833 IntelCor_85:71:b8 Routerbo_79:9b:64 2E2.11 117 Data, SHN=1792, FN=0O, Flags=.p..”.EE
48 1.029939 IntelEor 85:¢1:h8 . 802 11 39 Acknowledgement, Flags=........ CE=
J 1.102359 5f:99:0e:3e:84:24 f8:00:d6:62: 78 B2 1: 1043 Assoclation Response. Sh=5 v

Frame 46: 137 bytes on wire (1098 bits), 137 bytes captured (1086 bits)
Radiotap Header w0, Length 25

802.11 radioc information

IEEE B02.11 Beacon frame, Flags: ........ C

IEEE 802.11 wireless LAN management frame

» Fixed parameters (12 bytes)

v Tagged parameters (72 bytes)

Tag: SSID parameter set: linkysys

Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), 18, 24, 36, 54, [Mbit/sec]
Tag: DS Parameter set: Current Channel: 5

Tag: Traffic Indicatilon Map (TIM): DTIM @ of @ bitmap

Tag: ERP Information

Tag: ERFP Information

Tag: Extended Supported Rates 6, 9, 12, 48, [Mhit/sec]

Tag: Vendor Specific: Broadcom

Tag: “endor Specific: Microsof: WPA Information Element

G B S B S

¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ 7%

3
@ 7 airportSnifflQXxjSX Packets: 29202 - Displayed: 29202 (100.0%) - Load time: 0:0.910 - Profile: Default
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airdecap-ng -p Hornblower -e linkysys airportSniffl1QXjSX.cap

root@eh-kali-05:~# airdecap-ng -p Hornblower -e linkysys airportSnifflQXjSX.cap
Total number of packets read 29202

Total number of WEP data packets 157

Total number of WPA data packets 74477

Number of plaintext data packets

Number of decrypted WEP packets

Number of corrupted WEP packets

Number of decrypted WPA packets

root@eh-kali-05:~#

root@eh-kali-05:~# 1ls -1th air*

-rw-r—--r—-- 1 root root 861K Nov : airportSnifflQXjSX-dec.cap
-rw-r--r-- 1 root root 7.4M Nov : airportSnifflQXjSX.cap
-rw-r--r—-- 1 root root 1.3M Nov : airportSniffyG/m8J-dec.cap
-rw-r--r-- 1 root root 3.0M Nov : airportSniffyG7m8J. cap
-rw-r--r-- 1 root root 4.5M Nov : airportSniffENFGOR-dec.cap
-rw-r--r-- 1 root root 39M Nov : airportSniffdZH641.cap
-rw-r—--r—-- 1 root root 6.4M Nov : airportSniffENFGOR. cap
root@eh-kali-05:~#

Decrypt the packet capture file
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airportSnifflQXjSX-dec.cap @ ® 0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Al ® B X & Q@*-*&*@u‘é&ﬂﬁ;a&ﬁ

|W | Apply a display filter ... <Ctrl-/> ~| Expression.. +
No. Time Source Destination Frotocol Length Info -
| 10.000000 SamsungE_eb:69:c1 LinksysG_4b:21:b4 EAFOL Key (Group Message 2 of 2) -
20.139094 T i fe i ES e ICMPvE 103 Neighbor Solicitation for feB@:.
3 0.144166 e ffoz::16 ICMFvE 115 Multicast Listener Report Messa.. | |
4 0.303411 0,808 224.0.0.22 IGMFPv3 79 Membership Report / Leave group..
5 0.603378 fe80: :e299;71ff; fee.. ff02;:2 ICMFvE 95 Router Solicitation from e@:99:..
S0 2 pk oAk ofta B ol o) P e I g T e DHCF 375 DHCP Discover - Transaction ID ..
71.142378 fe80::e299:71ff: fee.. ff02;:2 ICMPvE 95 Router Solicitation from e@:99:..
il Al 182,168 . 88.1 182,168 .88.108 DHCF 367 DHCP Offer - Transaction ID ..
= falralsistsie o] QER0E b P e DHCF 387 DHCF Reguest - Transaction ID . ~

» Frame 1: 138 bytes on wire (1104 bits), 113 bytes captured (904 bits)
» Ethernet II, Src: SamsungE_eb:69:cl (e®:99:71:eb:69:cl), Dst: LinksysG_4b:21:b4 (00:06:25:4h:21:b4)
v B02.1X Authentication

Version: 802.1X-2001 (1)

Type: Key (3)

Length: 9%

Key Descriptor Type: EAPOL WPA Key (254)

» Key Information: Ox0322

Key Length: 16

Replay Counter: 2

WPA Key MNonce: 00Q000Q0000R0000RC0R000O0DRAOEREE0REREORDOOOOOEREAOAEREG., . .

Key IV: QR00Q0000000000000000000000000000

WFPA Key RSC: 00000000000Q00000

WFA Key ID: 000000DQOROREOEO

WFA Key MIC: e939e6113aB835hd3a796589455hce384F

WPA Key Data Length: ©

135
@ 7 airportSniffLAXjSX-dec Packets: 2301 - Displayed: 2301 (100.0%) - Load time: 0:0.84 - Profile: Default
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airportSnifflQXjsX-dec.cap — L CT A X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
- e e =] iy
A W TG Wireshark - Export - HTTP object list © 00|
|| Apply a display . | Expression.. +
Facket Hostname Content Type Size Filename E ‘
i o~ :";_E?C 1911 hayrocket.com image/gif 281 bytes button-map-off-67x17.gif . e
ol : ; ; 1 Trom e0:99: .
176 5. 260 1913 hayrocket.com !magefg!f 297 bytes button-rlack-off—ﬁ?xl?.gf 0=0 Win=6553.. I
177 5.273 1914 hayrocket.com image/qif 268 bytes button-live-off-67x17.gif bK] Seq=0 Ack.. —
178 5.279 1918 hayrocket.com text/css 1415 bytes print.css e=1 Ack=1 Wi..
179 5.273 1941 hayrocket.com image/gif 16 kB logical-network-474x300.gif f HTTP/1.0
°.294 1994  hayrocket.com text/html 6886 bytes config-corp.html ea-L Ac= B
R ICr 2008 hayrocket.com text/html 5743 bytes config-switch2.html iEZZ:;:it..-‘"DlE.'lir-'l:_;I_- =
183 5,209 2020 hayrocket.com text/html 6640 bytes device-switch.html k] Seq=628 A. ¥
» Erame 182: 2025 hayrocket.com image/qgif 770 bytes device-switch-126x100.gif
» Ethernet II| 2036 hayrocket.com text/html 6128 bytes device-router.html a1
> Internet Prf 7040 hayrocket.com image/gif 886 bytes device-router-126x100.qif
:L;ig?mt;iim 2047  hayrocket.com text/html 5625 bytes device-cloud.html B
5 Lin'e;béséﬂ 2052  hayrocket.com image/gif 1187 bytes device-cloud-126x100.gif !
2056 hayrocket.com text/html 5877 bytes device-server.html
2063 hayrocket.com image/gif 780 bytes device-server-126x100.qif
2070 hayrocket.com text/html 5905 bytes physical.html
2119 hayrocket.com image/jpeg 44 kB physical-network-471x%300.jpg
2130  hayrocket.com text/html 4714 bytes live.html
2275 hayrocket.com text/ntml 4728 bytes index.html =
9 | >
Help | Save All | ‘ Close | ‘ Save
b
@ 7 airportSniffLaXjSX-dec Packets: 2301 - Displayed: 2301 (100.0%) - Load time: 0:0.84  Profile: Default
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Activity

As root, on your EH-Kali-XX VM:

1) scp xxxxxx76@opus.cis.cabrillo.edu:../depot/lessonl3/* .

2) airdecap-ng -p Hornblower -e linkysys airportSniff1QXjSX.cap
3) Run Wireshark on the decrypted airportSniffl1QXjSX-dec.cap file.

4) File > Export Objects > HTTP

5) Create a new lesson13c directory.

6) Save all the objects in the new directory.

When finished note it in the chat window. 137
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html 126x100.gif 126x100.gif html 126x100.gif html
Floppy Disk
e B B i
device-switch- dm160b ex06.html exercise2.css  exerciseb.css favicon.ico
126x100.gif
A ® B Vol Found
favicon(1).ico final fountain- fountain- headings.css image.php%
167x125.jpg 167x125(1). 3ftext=Not
iPg +Found&tag...
B | s, ~ i
1 v 4 & -
Dons! File = = PG

device-cloud.

device-cloud-

device-router.

device-router-

device-server.

device-server-

‘() « fxHome | Lessonl3c » ’Q ::’E 60
O Recent
= -
= Desktop %2f aliased- bg_brickjpg  bg_parchment. button-home-  button-live-
200x200.gif j off-37x37.gif  off-67x17.qif
[ Documents g P9 g g
@ Downloads E E
e ( Map J ( Rack ) o o
J3 Music button-map- button-rack- config-corp. config- connecttest. connecttest
A off-67x17.gif  off-67x17.gif html switch2.html txt (1).txt
g Pictures
H Videos @ Internet @ % @
(simulated) =
{) Trash »

device-switch.
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& D {4 1 Home | Lessonl3c )

button-rack-
off-67x17.gif

button-map-
off-67x17.qif

O Recent cleardot.gif

(simulated)

branchl [Eons oog
I
branch2

isp

21+File&taqg...

e g
VA e

‘4,1

print.css reset-min.css

config-corp.
html

physical-network-471x300.jpg

switch2.html txt

D

CE
@ Serial

& Straight

rtistatus3.dat

connecttest
(1).txt

config- connecttest.

device-switch.

= 0 ® O html

Properties X

e 471 x 300 pixels h

pe JPEG image favicon.ico

e 45.0 kB
Not Found
image.php%
3ftext=Not
+Found&tag...

&

physical.html

safari.css styles.css styles_print.

Css

“physical-network-471x300.jpg" selected (45.0 kB)
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< > | 4 £Home

' Lessonl3c >
© Recent %2f aliased-
200x200.qif
y Home
Desktop
L [ Man |1 [ Rack |

base.css

@ @

buttori—horne—

BEA o«

bg_brick.jpg  bg_parchment. button-live-
iPg off-37x37.qgif  off-67x17.qgif
=\ N

oc‘ Open vHﬂ‘

exerciseb.css
~fLessonl3c

A/* Rich Simms DM 160B Exercise 5 */

i

color: teal;

margin-left: auto; margin-right: auto;

e [z]eoe

vict text-align: center;
font-family: sans-serif;
idet }
ras CS5 =+ Tab Width: 8 - ln1, Coll - INS
! L v I e @i
loppy Disk device-switch- dml160b drop.gif ex(06.html exercise2.css | - 55 favicon.ico
126x%100.gif
Dther Locations
£l b PG PG Yot Found
favicon(1).ico final fly.qif fountain- fountain- headings.css image.php%
167x125.jpg 167x125(1). 3ftext=Not
iPg +Found&tag...
=,
=T -
: & S
Dobs! File ™ = IPG
image.php index.html live.html logical- menu_ not-optimized-  physical.html
3ftext=0opsa network- dropdown.css  400x300.jpg
21+File&taqg... A74x300.gif
..... — ‘ ‘ ‘ - “exerciseb.css” selected (1.6 kB) 140
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> {1 1 Home | Lessonl3c |Q| HH |E| = = &
Surfing the net - The Switch - Mozilla Firefox e ® O
,;".. Surfing the net - The Swi.. x | &
i) file:/{/root/Lessonl3c/device-switch.html ¢ HQ Search | w B8 ¥ H =y =
f Most Visited v Jll Offensive Security S Kali Linux “& Kali Docs ' Kali Tools EBExploit-DB Wy Aircrack-ng
e Server “
The Switch

The Switch The switch is the central point of the LAN (Local Area Network). The switch is called a layer 2
device. The network is often described as a stack of layers. Layer 1 is the physical part of the network which
includes NICs (Network Interface Cards) and cables. Layer 2 is where the Ethernet protocol is used. Every
network device has a unique MAC address and devices know how to send and receive Ethernet frames to each
other on the same LAN.

The switch provides everything the older hub provided such as signal regeneration and more. A switch is much
smarter than a hub and it can remember which MAC addresses it hears on each of its ports. It then uses that
information to filter frames to only go where they should. Switches also allow full duplex operation so that
devices attached to one of its ports can send and receive frames at the same time. The full duplex operation
and filtering eliminate Ethernet collisions and allows better performance overall than the older hub based
networks.

Switch technology also includes VLANS, spanning tree protocol and security. VLANSs let the administrator
group ports together into a virtual LANs that are separate. It is as if each VLAN was a separate network
connected by a separate switch. This is useful if you want to contain confidential traffic. Spanning tree
protocol eliminates network loops. A network loop is like a PA sound system and someone puts the microphone
to close to the speaker which results in an ear splitting shriek. This can happen on a network too if frames are
end up back at the same port that originally sent it. Port security provides controls on switch ports to restrict
MAC addresses.

Ruthsarian Valid XHTMIL Valid CSS Site Map

g B 5

=levice_switch. il selecked 16.6 KB}

Dons! File
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Activity

As root, on your EH-Kali-XX VM:

1) Find the extracted config-switch2.html file.

2) What is the password used on this switch?

Write your answer in the chat window.
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Final Project

Final Project

You will create an educational step-by-step lab for VLab that demonstrates a complete hacking
attack scenario. You may exploit one or more vulnerabilities using Metasploit, a bot, custom
code, social engineering and/or other hacking tools. You will document the preventative
measures an organization could take to prevent your attack and help one or more classmates
test their project.

Warning and Permission

Unauthorized hacking can result in
prison terms, large fines, lawsuits and
being dropped from this coursel

For this project, you have authorization to hack any of the VMs in your VLab pod. Contact the
instructor if you need additional VMs.

Steps
1. Research and identify one or more interesting vulnerabilities and related exploits.
2. Using VLAB, create a secure test bed, identifying attacker and victim systems, to run the
labin.
. Develop step-by-step instructions on how to set up the test bed.
. Develop step-by-step instructions on how to carry out the attack.
. Develop a list of preventative measures the victim could block future attacks.
. Have another student test your lab and verify the results can be duplicated.
. Do a presentation and demo to the class.

NoOWwsEWw

Due in two weeks

144
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Next Class

Assignment: Check the Calendar Page on the web site to
see what is due next week.

Quiz questions for next class:

« No more quizzes!
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Backup
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