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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
own or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the
instructor or the college. 5
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Requirements

1. EH-Centos VM running with vsftp installed on uLab
network.

2. OWASP VM at Baseline snapshot.

3. WinXP at Baseline snapshot.

4. pfSense VM at Baseline snapshot.

5. Cain and Abel software for WinXP VM

6. Older release of Wireshark for WinXP VM.



Cain and Abel site

T

Tools

« ¢ www,oxid.it

o ID.IT T

Home  Projects  Topics Forum

Cain & Abei v4.9.56 released
ded Windows Vault Password Decoder.
Addad Womicun § smppert i LA Kcrat Dumpar
o edential Manager Password Decoder.
B

o HTIPS responses dtectelo viclis APy clonts
jone-Mach fiekds. in HTTP headers from client).
oding” rmm HTTP headers from chent).

i extraction of Subject Common Name (CN) from server cerfificates to be used as hostname in APR-SSL lists.
on of Subject ARternative Name exiension in fake cerfificates.

- New Basehd Password Decoder dialog.

~OpenSSL library upgrade fo version 1011,

-OUI List updated.

- Several bugs fixed.

VLI PESSWOrd DUmper v1.0 T
1ok bt hatve Uoctmeniad Ninctond of Windones VALEE AP0 eaumerata 8nd eXIFact credentiss torsd Dy MICTOSOM WinGows Vault (eg: Internet Explorer 10
Swory

0t¢ is avaRable in the area. Binaries are avaiable here.

14.9.43 released
SAP R smfer i for SAP Gl ausentications sad SAP DUM decompression

Wireshark site

Download Wireshark
The current stable release of Wireshark is 2.0.5. It supersedes all previous releases.

Windows Installer (64-bit)

Windows Installer (32-bit)

Windows PortableApps® (32-bit)

0S X 10.6 and later Intel 64-bit .dmg
0S X 10.6 and later Intel 32-bit .dmg
Source Code

These websites are for reference only. No need to download
anything from them for this exercise.


https://www.wireshark.org/download.html
http://www.oxid.it/index.html

Man in the Middle Attack via ARP poisoning

=| EH-WinXP-xx

attacker
ftp server
T — T — T
e S == victim
. ETEEL o e o
EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24

EH-OWASP-xx

In this scenario the WinXP attacker will use Cain to poison the ARP
caches on the pfSense firewall and the OWASP VM. The WinXP VM
will intercept and sniff traffic between the OWASP and Centos VM.

Wireshark will be loaded on the WinXP VM to see how the ARP
poisoning is accomplished.
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EH-WinXP-xx
ftp server gateway attacker
.201
- p——=" -
160 | Microlab o B ’ﬁ victim
EH-Centos 172.30.10.0/24 EH-pfSense-xx  10.76.xx.0/24 EHOWASPoxx
OWASP VM p,‘ng - Contos

rootRowaspbwa::™# ping —cl 172.30.10.160
PING 172.30.10.160 (17Z2.30.10.160) 56(84) bytes of data. from your OWASP

4 bytes from 172.30.10.160: icmp_seq=1 tt1=63 time=2.24 ms VM to test

—- 172.30.10.160 ping statistics —— connectivity.

1 packets transmitted, 1 received, 0¥ packet lozz, time Oms

rtt mincsavgsmax-smdev = 2.246-2.246-2.246-0.000 m=s
uutl‘!uuasphua:”# arp Check the arp cache

HWtype HUWaddress Flags Mask
10.76.5.1 ether 00:50:56:af:f2:c3 C to show the MAC

root@owaspbuwa: ™ _ address of your
router.

ping -c1 172.30.10.160
arp



ftp server

o0 |
EH-Centos 172.30.10.0/24

OWASP VM

rootRowaspbwa:"# ftp 172.30.10._ 160
ommected to 172.30.10.160.

220 Welcome to CIS 76 FTP service.
ane (172.30.10.160:root): anonymous
331 Please =pecify the password.
Password :

230 Login successful.

Remote system type is UNIX.

zing binary mode to transfer files.
ftp> passive

Paszive mode on.

227 Entering Passive Mode (172,30,10,160,82,12).

150 Here comes the directory listing.
rUxr—xr—x 20

226 Directory =end OK.

ftp> cd pub

250 Directory successfully changed.

227 Entering Passive Mode (172,30,10,160,221.147).
150 Here comes the directory listing.
ru-r——r—— 10 0

226 Directory =end OK.

CIS 76 MITM via ARP F
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10.76.xx.0/24

EH-pfSense-xx

4096 Sep 05 01:01 pub

205 Sep 05 01:01 admonition

]

victim

.101
EH-OWASP-xx

ftp to EH-Centos and
login as anonymous with
any password.

Change to passive mode,
descend and list the
contents of the pub
directory.

ftp 172.30.10.160
anonymous
NotSoSecret
passive

Is

cd pub

Is
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EH-WinXP-xx
attacker
ftp server gateway
.201
Y victim
160 xx 1 101
EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

OWASP VM

ftp> get admomition
local: admomition remote: admomition
227 Entering Passive Mode (172,30,10,160,37,183).

150 Opening BINARY mode data conmection for admonition (205 bytes).

226 Transfer complete.

205 bytes received in 0.00 secs (1551.9 kBrs)
ftp> exit

221 Goodbye .

rootBowaspbuwa:™# cat admomition

Remember ...

mauthorized hacking iz a crime!?

n ethical hacker will only perform penetration testing with
he explicit end—to-end awthorization from the owners of the
networks and systems being tested.

rootRovaspbua i TH

Confirm you can
download the admonition
file.

get admonition
exit
cat admonition

10



ftp server

S—~ B

EH-Centos 172.30.10.0/24

WinXP VM

= Type the name of a program, folder, document, or

Inkernet resource, and Windows will open it Far yaou,

Open: |u1?2.3|:|.1|:|.35xdepnt

4

L Ok ,][ Cancel H Browse. ..

]

EH- pfSense-xx

1) Use:
Start > Run ...

> \\172.30.10.36\depot
to connect to the depot file share

Wireshark-win32-1.10.0

10.76.xx.0/24 EH-OWASP-xx

% depot on 172.30.10.36

File Edit ‘“iew Fawvoribes Tools  Help

\_,,.} Back -\m:l Lﬁ p Search Il_ Folders v

Address | & 14172.30.10.38 depat

Sl
g N

[ ll_,.;’ Zain and Abel

T—

File and Folder Tasks |\ #

:j Make a new Falder

&8 Publish this Folder to

the Web IL:_J ‘Wireshark For %P

2) Open the "Cain and Abel" and "Wireshark
for XP" folders and drag their setup files to

your desktop

Wireshark-wi.., ca_setup

ca_setup



ftp server

EH-Centos

Wireshark=wi, ..

Open the
Wireshark-win32-1.10.0
file on your desktop and
install Wireshark.

You can ignore the XP
warning.

Take the setup defaults.

.160

EH-WinXP-xx
attacker

S g

!ri - -
victim
.101

)
172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xX
WinXP VM

Wireshark 1.10.0 (32-bit) Setup (=]

Welcome to the Wireshark 1.10.0
(32-bit) Setup Wizard

This wizard will quide wou through the installation of
Wireshark.,

Before starking the installation, make sure Wireshark is nok
running.

Click 'Mext' to continue,

=3

uext} i [ Cancel

12
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EH-WinXP-xx
attacker

ftp server gateway
E’ a : | victim
160 sl ) 2xx Eea 1 il -
EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx
WinXP VM

1 Cain & Abel 4.9.50 Installation

@ Cain & Abel 4.9.50
=

T hiz installation pragram will inztall Cain & Abel 4.9.50,

ca_setup

Presz the Mext button to start the installation. v'ou can press
the Cancel button fow if you do nat want bo install Cain & Abel
4 950 at this time.

1) Open the ca_setup file on
your desktop and install Cain
and Abel.

2) When prompted about

reinstalling pcap
click Cancel

since this was already
installed by Wireshark.

Cancel |

13
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EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

WinXP VM

Ele Edit View Go

Capture  Analvze  Statistics  Telephony  Tools  Internals  Help

D XE Ae*2aT2EE QAR | EDB % B

Filter: | v| Expression.., Clear Apply  Save

o, Time Source Destination Protocol  Length  /Infa
1 0.00000000 10,76, 5. 200 R s e BROWSER 216 Get Backup List Reguest
2 0.00030530010.76,5.201 pER LR s MEMNS G2 Mame guery MBE WORKGROUP<1h:
3 0.74500250010.76. 5,201 100 TG 8 E5E MNEMNS G2 mame guery ME WORKGROUP<Lh:

Note: If you see
port 4444 traffic
you have malware
running fromthe

Frame 1: 21&
Ethernet II,
Internet Prot
User Datagram
MetEBIOS Datag
SME (Server M
i SME MailsTot
{ ® microsoft win

bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface O

Sro: wmware_af:l6:3a (00:50:56:af:16:3a0, Dst: Broadcast (ff:Ff:ff:ff:ff:ff)
ocol version 4, Src: 10.76.5.201 €10.76.5.201), Dst: 10.76.5.255 (10.76.5.255)
Protocal, sr¢ Port: 133 (1387, Dst Port: 138 (133D

ram Service

essage Block Protocol)

Protocol

dows Browser Protocol

previous lab.
Revert WinXP to the
Baseline snapshot.

1) Give yourself some more screen real estate:

Resolution to 1024 by 768 pixels.

= U lLocal Area Connel

2) Run Wireshark and start a capture:

Right click on screen > select Properties > Settings Tab > slide Screen

Start > All Programs > Wireshark > Click on Start (after the "green fin")
You can deselect Packet Bytes under the View menu for more room.

14
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EH-WinXP-xx
attacker

ftp server gateway
— .| victim
r H - L&
.160 1 .101
EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

File Wiew Configure Tools Help
A @iiEdE v R EYVEMEEa20%F2 @ 2 0

é% Decoders | § Metwork, |@ Sniffer ]@f’ Cracker Iﬁ Traceroute I!ﬂ] cCou ][‘Qj’] Wireless ]ﬁ) Queryuj

& Cached Passwords
! g Probected Storage Press the + button on the toolbar ko dump the Protected Starage

L5A Secrets

M wireless Passwords

: e IE 7159 Passwords

3 windows Mail Passwords

473 Dialup Passwards

= Edit Boxes

;.@Entme — 1) Using the Control Panel disable the Windows Firewall.
iy f\:ﬁjﬁﬂﬁ:ager Start > Control Panel > Security Center > Scroll down and
' click "Windows Firewall" > Off (not recommended)

2) Run Cain: Start > All Programs, run Cain.

< | kd

ﬁ Protected Storage |

hitkp: f ey, cixcid it

15
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ftp server gateway
E‘ ﬁ : j victim
= P
160 | Microlab | xx 1
EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

WinXP VM

Configuration Dialog

—— |5

Challenge 5 poofing ] Filters and ports ] HTTF Fields
Traceroute ] Certificate Spoofing ] Certificates Collectar
Shiffer ] APR [ Arp Poizon Routing ] 1 APR-S5L Options

5, %) D B

\ : | Aapter : IP address 1 Subnet bask
05% Decoders |§ ( 3 J@ Sniffer |kf Cracker I'ﬁ Traceroute IM CiCou ][(';']I-J] e b et
IP address | MAC address | oL Flngerprlnt | Host narme
1) Start by clicking (and depressing) the Lf X
Sniffer icon button on the top ribbon. [
. . . . Current Metwork Adapter
2) C/ICk OK on the Conflguratlon dla/og bOX “Device\MPF_{BAE 2C689-FECE-4795-80 47-E 2574923300 2}

that comes up next.

WEABRMIMNG I Only ethermet adapters supported
— Optionz -

3) Then click the Sniffer tab above. st

[ Start APF on startup

E) ':E Cancel App Help I

@ Q Hosts ‘@ APR |¢$D Routing ]% Passwords ].ﬁ WaIp | 16

Losk packets: 0%

[~ Don't uze Promiscuous mode

4) Then click on the Hosts tab below.




ftp server
EH-Centos 172.30.10.0/24 EH- pfSense xx 10.76.xx.0/24 EH-OWASP-xx

WinXP VM

FI|E Wigw Cu:unﬁgure Tu:u:uls Help
CHALL CHALL A [NT=Tx]
=5 | @ @ ELITM SPOUF seour + -u_.-"'l ".g& Eﬁ.-l *’«"ﬂ = R E MAC Address Scanner

@) Decoders |§ Metwark |ﬂ'ﬂ Sniffer |@f’ Cracker Ilﬁ Traceroute [~ Target
@ Al hosts in my subnet

(to [t | w3 |

IP address | MAC address ] 2UI fingerprint | Hosk n PR
. . — From
Right-click on the empty table |
and select Scan MAC addresses =
~To

Scan MaC Addresses : |

 Promizcuous-Mode Scanner

Remove [~ ARP Test [Eroadcast 31-bit]
Remove Al [ ARP Test (Broadcast 16-bit)

[~ ARP Test [Broadcast 8-bit]
Clear Promiscuous-Mode Results I~ ARP Test [Group bt

[T ARP Test [Multicast growp 0]
[ ARF Test [Multicast group 1]
[ &RP Test [Multicast group 3]
[ Al Tests

k. | Cancel

Expiort

I|,g Hosts I@ APR |¢$D Routing ]% Passwords ].ﬁ WaIp |

Losk packets: 0%

|
g

17
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EH-WinXP-xx

attacker
ftp server gateway
= = - —— ﬁr L
- 160 | Microlab 2xx g 1 e 101
EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

WinXP VM

File Wiew Configure Tools Help
UHOHBE +v B2 VDEEaO®R 67 0
I& Cecoders |§ Metwark: |@ Sniffer I@f Cracker ]ﬁ Traceroute IM CChU ][‘ﬂ’] Wireless ]%. Quety l

Make sure you can see you
pfSense and OWASP VMs. Take
note of their MAC addresses.

IP address | MAC address | OUI Fingerprint | Hast name 31 |B16 B8 |G Mo |1 M3 |
10,76.5.1 O0SOS6AFF2CE  YMware, Inc,
10,76.5.101 O0SOSGAFESEE  YMware, Inc.
10.76.5.150 O0SOSGAFEEED  VMware, Inc.

Q Huosts I@ BPR. itfb Routing ]% Passwords ]ﬁ Walp |

Lost packets: 0%

18
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ftp server
'
160 mi
EH-Centos 172.30.10.0/24

WinXP VM

EH-Pod-05|_ victim

10.76.xx.0/24

EH-pfSense-xx EH-OWASP-xx

1 i
/= Capturing from Local Area Connection [Wireshark 1.12.13 {v1.12.13-0-g969649d from master-1.12)]
FIlE Wi CDI'IFigLIrE TDD'S HElp File Edit Yiew Go Capture Anakeze  Statistics  Telephony Tools  Internals  Help
- —~ 2 — - @ 5 A a i} i m s | !
_'4 ﬁl; AUTH PRESET HMTLH "-”:-"\-4"|I - [T Filter:| V‘Expressiun..‘

I& e |§ Mebwork |@ Sniffer Ig? Cracker Iﬁ Trac

Mo, Source Destination Protocol  Length  Info
SUL40Y VMware_at. Broacdcast AHF 42 WNo has 1u. /b.2.1487 rerl
Broadcast ARP who has 5.1497 Tell

03005 vmware_af:

i B LR

the scan should show up
as an ARP Response in
Wireshark

. . . 04592 vmware_af wimware_at:16:3a ARP P et [ [ Py et

IP address | MAC address I oLl Flngerpr"—'t 206 1606, 06129 vmware_af: Broadcast ARP 427WHO T3 0. /0. . e
10.76.5.1 O0s05aAFF2CS "."MW-EII’E_. Inc. 207 1606. 07693 vmwar'e_ai: Eroagcast ARP 42 WED Eas 10.76.5.1527 Ll 10.76.5.201
208 1606. 09261 vimware_af: Broadcast ARP 42 who has 10.76.5.1537 Te LT, S ) 2 OBk
10.76.5.101 00S056AFESBE ¥Mware, Inc, 209 1606.10821 vmware_af:16: Broadcast ARP 42 who has 10.76.5.1547 Tell 10.76.5.201
10.76.5.150 O0s0564FESED l "."MWEIFE_. Inc. 210 1606.12383 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1557 Tell 10.76.5.201
211 1606.13%43 vmware_af:16:3a Broadcast ARF 42 who has 10.76.5.156%7 Tell 10.76.5.201
212 1606.15510 vimware_af:16:3a Broadcast ARP 42 who has 10.76.5.1577 Tell 10.76.5.201
213 1606.17100 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1587 7Tell 10.76.5.201
214 1606.18640 vmware_afT:16:3a Broadcast ARP 42 who has 10.76.5.1597 Tell 10.76.5.201
215 1606.20209 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1607 Tell 10.76.5.201
216 1606. 21758 vmware_af:16:3a Broadcast ARF 42 who has 10.76.5.1617 Tell 10.76.5.201
The MAC addresses from 217 1606.23327 vmware_aT:16:3a Broadcast ARF 42 who has 10.76.5.1627 Tell 10.76.5.201
218 1606. 24906 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1637 Tell 10.76.5.201
219 1606. 26453 vimware_afT:16:3a Broadcast ARP 42 who has 10.76.5.1647 Tell 10.76.5.201

Frame 204: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
Ethernet II, src: vmware_af:16:3a (00:50:56:af:16:3a), Dst: Broadcast (Ff:ff:ff:ff:fF:Ff)
Address resolution Protocol (reguest)

0 M'Local. area Conmection: <lve capfﬂre in progress... | Packets: 314 ‘.D\;DI;a.yed.:..S.l.‘.t (IDDD%)

| Prafie: Default

I|Q Huosts I@ BPR. |1$D Routing I% Passwords ]ﬁ Walp |

Lost packets: 0%

19




attacker
ftp server gateway
E‘ ﬁ _ . j victim
- - E (4
160 [ icrolab 2xx g 1 e 101
EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

WinXP VM

= Capturing from Local Area Connection, [Wireshark 1.12.13 (v1.12.13-0-296964%9d from master-1.12])]

File Edit Miew Go Caplure Analyze Statistics Telephony Tools  Inbernals  Help

e@imaI BERDRE A2 DTLIIEEB QaQaf $E8 % 8
Filter: ‘ v|Expressinn...
o, i Source Destination Protocol  Length  'Info ~
UL A VWA E_AT tlbisad BrodadcdasT ARH I o = T O e O O . = 8 P L e P e 0 A -

L 03005 vinware_af:16:3a Broadcast ARP 42 who has 10.76.5.1497 Tell 10.76.5.2001
04 574 winware_af :? ; Broadcast 42 who has 10.76.5.15 0]

L 04592 vinware_at:eq:hd vinware_at:16:3a ARP 60 10.76.5.150 is at 00:50:5%6:af:ef:bd
L061208 vinware_af:16:3a Broadcast ARP 42 who has 10.76.5.1517 Tell 10.76.5.200
L07A93 vinware_at:16:3a Broadcast ARP 42 who has 10.76.5.1527 Tell 10.76.5.201
L08zZel vinware_af:16:3a Broadcast ARP 42 who has 10.76.5.1537 Tell 10.76.5.2001
209 1606.10821 vimware_af:16:3a Broadcast ARP 42 who has 10.76.5.1547 Tell 10.76.5.201
210 1606.12383 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1557 Tell 10.76.5.201
211 1606.135943 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1567 Tell 10.76.5.2001
212 1606.15510 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1577 Tell 10.76.5.201
213 1806, 17100 vinware_af:16:3a Broadcast ARP 42 who has 10.76.5.15387 Tell 10.76.5.201 =
214 1606.18640 vinware_af:16:3a Broadcast ARP 42 who has 10.76.5.1597 Tell 10.76.5.201
215 1606, 20209 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1607 Tell 10.76.5.201
216 1606, 21758 vimware_af:16:3a Broadcast ARP 42 who has 10.76.5.1617 Tell 10.76.5.2001
217 1606, 23327 vmware_af:16:3a Broadcast ARP 42 who has 10.76.5.1627 Tell 10.76.5.201
218 1606, 2459060 vimware_af:16:3a Broadcast ARP 42 who has 10.76.5.1637 Tell 10.76.5.2001
21% 1606. 26453 vinware_af:16:3a Broadcast ARP 42 who has 10.76.5.1647 Tell 10.76.5.201 hd

Frame 204: 42 bytes on wire (336 hits), 42 bytes captured (336 bits) on interface 0
Ethernet II, src: Wmware_af:16:2a (00:50:56:af:16:3a), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
Address Resolution Protocol (reguest)

e ﬁlncal. Area Connection: <live capt.ﬁlre. in progress... | Packsts: 314 '.Diépl;a-yed-:”él.;*r (IDDD%)

| Profile: Default

In Wireshark you will see your WinXP VM has sent out ARP requests for every IP 20

address on your pod subnet.



WinXP VM
,ﬂ.‘_

EH-WinXP-xx
attacker

ftp server gateway
= ) !:‘ L » -
" BPFSEE  Microlab | i e victm
.160 2XX E -1 .101
EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

File Wiew Configure Tools Help

HTLM SPOOF SPOOF

., ; hd CHALL CHALL [
- -

AUTH RESET HTLH

R BT mMEEOER 02 i

& Decoders |§ Metwiark, |ﬁ'ﬂ Sniffer |(ej? Cracker |lﬁ Traceroute Ilﬂ] Cicou |[‘,i'f] '-.-'-.-'ir;:less I%} Query. |

B=1ES

o i

; APR-Cert

o B APR-DNS

.. Pl BPR-55H-1 (0
By APR-HTTPS (1)
By APR-ProxyHTTRS ()
- # APR-RDP (0]

: APR-FTRS (0)

-

By APR-POP3S (0)

) APR-IMAPS (1)

) APR-LDAPS (1)
&) apr-5IPS ()

Skakus | IP address ] MaC address | Packets - | <- Packets ] MaC address IP addres:
Click on the radioactive APR (ARP Poison Routing)
tab at the bottom.
4 | =
Skatus I IP address MAC address I Packets - | <- Packets | MAC address I IP addres:
< 3

@ Configuration [ Routed Packets |

= Hosts ||@ AP |l'{~

Raouting ]% Passwords |@% YoIP |

Lost packets: 0%

9 N o]
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| EH-WinXP-xx
attacker

ftp server

EH-Centos 172.30.10.0/24

& victim
101

EH-OWASP-xx

v
EH-pfSense-xx 10.76.xx.0/24

WinXP VM

File Miew Configure Tools Help

Sk @ W |+ | = 8 Ea0®n2 6°? i
t{% Cecoders |§ Netwiork |ﬁ‘ﬂ Sniffer |(.‘,-Ef]I Cracker |ﬁ Traceroute IM oy |[‘ﬁ’] Wireless |ﬁ) Query |

S(=1E

et AFR Skatus | 1P address | MAC address | Packets -> | <- Packets | MAC address IF addres:
: APR-Cert
2 BPR-DNS
B APR-55H-1 (D)
| g APR-HTTFS (1) Click inside this table
: APR-ProxyHTTPS (0) . .
5 4pR-RDP () then click the + icon.
5 APR-FTPS (0)
| &) aPR-POP3S () = | 2
2 APR-IMAPS (0) — —
) é APR-LDAPS () Skatus IP address ] MAC address Packets -= | <- Packets J MAC address IP addres:
2} aPR-SIPS (0)
s k.
@ Configuration | Routed Packets |

=) Hosts |@ PR |$ Routing I% Passwords Iﬁ WoIP |

Losk packets: 0%
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eV,

EH-WinXP-xx
attacker
ftp server gateway
rag a T — . victim
160 | Microlab 2xx B 1 e 101

EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

WinXP VM

File Miew Configure Tools Help

HTLM GPOOF SPOOF

Eﬁ‘i @ %  [CHALL CHALL [ | = | =1 = A s mem oo o] o AR A e | M T | e
—"J AUTH PRESET HTLH

E Mew ARP Poison Routing

t{% Decoders |§ Metwork,

3 —— SwARMIMG -
@I R | St APF enables vou to hijack P traffic between the zelected haost on the left list and all zelected hostz on the right lizt in both
T APR-Cert directions. If a selected host haz routing capabilities WAM traffic will be intercepted as well. Pleaze nate that since yaur
| i, APR-DNS machine has nat the same performance of a router you could cause DaS if you set APR bebween your Default Gateway and
o gl BPR-55H-1 (00 all ather hosts on pour LAMN.
2 APR-HTTPS (0)
[ &) APR-ProxyHTTPS (0)
& APR-RDP (0)
£y APR-FTPS (0) IP address AL Hosthame IP address | ML | Hastname
é APR-POP3S (0) < 10.76.5.1 N0E05EAFF2C3 A05056AFEGRD
2 APR-IMAPS (0) = e, O050564FE3BE
; é APR-LDAPS (0] | St 10.76.5.150 N0505EAFEGED
2} aPR-SIPS (0)
1) Select your pfSense VM on the left.
€| 2) The select your OWASP VM on the right.
| [*

=] Hosts | @ arr [ Routir

Losk packets: 0%

3) Then click OK. | Cancel 23




¢

EH-WinXP-xx
attacker
ftp server gateway
- == S =1 i
E o =—— ) 5 victim
.160 11 .101

EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

File Miew Configure Tools Help
o HehERE +y R VDEEE09R 67 i
I& Cecoders |§ Metwiork |ﬁ‘§ Sniffer Id Cracker Iﬁ Traceroute ]M oy I[‘j"f] Wireless |%j CuEry |

@' AP Skatus | 1P address MAC address | Packets -> | <- Packets | MAC address | 1P address
| ":"PR'CE“ i Idle 10,76.5.1 O0S056AFF2C3 O0S0S6AFS3EE  [10.76.5.101 )
| 2, APR-DNS

-l APR-55H-1 (DY
| ) APRHTTPS (0) 1) Confirm the two addresses above are your

| % gl ':”3' pfSense and OWASP VMs

&) aPR-FTPS (1)

2) APRFOFSS (D) 2) Then click the APR button to start poisoning.

) APR-TMAPS () . " "

B APR-LDAPS (1) e I The Status will change from "Idle" to o

B aPR-SIPS (0] "Poisoning".

(el Configuration | Routed Packets |

IQ Hosts |@ APR IQD Routing I% Passwords |r§3 WolP |

Lost packets; 0%
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CIS 76 MITM via ARP Poisopin

ftp server

"

SRR W

victim

10.76.xx.0/24

172.30.10.0/24 EH-pfSense-xx

EH-OWASP-xx

OWASP VM

rootBowaspbwa:™# ping —c1 17£.30.10.160

PING 172.30.10.160 (172.30.10.160) 56(84) bytes of data.
64 bytes from 172.30.10.160: icmp_seq=1 tt1=63 time=4.05 mns
— 172.30.10.160 ping statistics —

1 packets transmitted, 1 received, 02 packet loss, time Oms

rtt mincavgsmax-mdev = 4.057-4.057-4.057-0.000 ms
|uutEuuaSphua:”ﬂ arp

HWtype HWaddress
00:50:56:af :

Flags Mask
10.76.5.1
root@owaspbuwa:™# _

ping -c1 172.30.10.160

Ping EH-Centos
from your OWASP
VM to test
connectivity.

Notice the OWASP
ARP cache no longer
has the real MAC
address for the
pfSense VM!

25
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| EH-WinXP-xx
attacker

ftp server gateway

.160

r victim
.101

1
EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

WinXP VM

File Wiew Configure Tools Help
I S v B RRYMEBEE0ERE | O 7 1
Q.E% Decoders |§ Netwark: |ﬁ'ﬂ Sniffer |@f’ Cracker |ﬁ Traceroute IM Cicou |[‘j:'|'f'J Wireless |%. Quety |

@' APR. Skatus | IP address | MAC address | Packets -= | <- Packets | MAC address IP address

: ”‘PR'CE“ £ Poisoning 10.76.5.1 O0SOS6AFFZCE 0 0 O0SOS6AFE3EE 10,765,101
2 aPR-DNS

- APR-SSH-1 (D)

; g iiE'ETTPSH'iTDTI'PS " The WinXP VM is able to intercept and monitor the

5 aprror (o) traffic between the OWASP and pfSense VMs!

APR-FTPS (0}
APR-POP3S ()

-5
)
) APR-IMAPS (D)
-5
=]

APR-LDAPS (0] Skakus IP address I MAC address Packets -= | <- Packets J MAC address IP address J

APR-SIPS (0) P Full-routing 10.76.5.101 O05056AFESEE 2 z D0S0SEAFF2CS 172,30,5.101
P Full-routing 10.76.5.101 00S0SEAFESEE 1 1 00S056AFF2CS 172,30.10, 160

@ Configuration | Routed Packets |

=) Hosts |@ APR |1$D Routing I% Passwirds Iﬁ YoIp |

Losk packets: 0%
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CIS 76 MITM via ARP F

-

EH-WinXP-xx
attacker
ftp server gateway
.201
I —— ,z::izi‘L_____ victim
160 x 1 101

EH-Centos 172.30.10.0/24  EH-pfSense-xx 10.76.xx.0/24

OWASP VM

rootPowaspbwa:™# fip 172.30.10.160
onnected to 17Z2.30.10.160.

220 Uelcome to CIS 76 FTP zervice.
ane (172.30.10.160:root): anonymous

331 Please specify the password.

Ftp> get admonition
! admonition remote: admonitiom
227 Entering Passive Mode (17£,30,10,160,20,147).

150 Opening BIMARY mode data commection for admonition (205 bytes).

226 Transfer complete.

05 bytes received in 0.00 secs (1450.7 kBr=)
fLp> exit

221 Goodbye.

rootBowaspbua ™k _

EH-OWASP-xx

Repeat downloading
a file from the ftp
server.

ftp 172.30.10.160
anonymous
NotSoSecret
passive

Is

get admonition
exit

27



‘ R

ftp server
I _ﬁ | victim
160 |_Microlab |
EH-Centos 172.30.10.0/24

EH-OWASP-xx

WinXP VM
n.‘ ‘
File Miew Configure Tools Help

| e [ [ ® oo o ||| B = | g |
o @ | @ HTLM SPOOF SPOOF L Ezf’ =% B
| | AUTH RESET HMTLH | || O : |

mEBRO0®E @2 0N
@_@, Decoders I@ Metwark Iﬂ'ﬂ SniffFer |d Cracker 1lﬁ Traceroute ]M CCou I[(,;'f] Wireless |ﬁ| Quety |

# | |_Timestarnp 1 FTP server 1 Client
05/09)2016 - 14:33:55 172,30.10.160 10.76.5.101

IIsername Password 1
ananymous MaotSoSecret

' IMAP (0]
_ LD&P (00
ﬁ il Click the password tab at the bottom and FTP on the

[ Telnet (0) left to show captured FTP usernames and passwords.
YME ()

TOS (o)
THS (0}

SMTP (0}

L NNTP (0)

DCEJRPC (00
.

MSKerbS-Preduth {1
Radius-Keys (0} o

= FTP
| ]

lé Haosts I@ AR I:fb Raouking n% Passwords W@ voIP |

28
Losk packets: 0% ;




EH-WinXP-xx
attacker

ftp server gateway
’ ﬁ ; victim
e Rmmwr o s
EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

WinXP VM

Follow TCP Stream (tcp.stream eq 0]

Stream Conkent -

220 welcome to CIS 76 FTP serwvice.
USER anonymaus

331 Please specify the password.
PASS MNOTSOSEeCret

230 Login successful.

VST

215 UNIX Type: L8

WD pub

250 pirectory successfully changed.
TYFPE I

200 switching to Binary mode.

PORT 10,76, 5,101,147,1051

500 ITlegal PORT command.

PASY

227 Entering Passive Mode (172,30,10,160,20,147).

RETR admonition

150 opening BIMARY mode data connection for admonition 205 bytes).
226 Transfer complete.

QuUIT

ﬁzl Goodbye.

In Wireshark right-click on one of the FTP packets
and use "Follow the TCP Stream" to see the session.

|Entire conversation (477 bytes) w |

[ Bnd || savess ][ pin O asco ) EBCDIC ) Hex Dump ) ¢ Arrays @) Raw

[ Filker out This Stream l [ Close ]




EH-WinXP-xx
attacker
ftp server gateway
=1 ﬁ— =1 ) .
r _ﬁ i& - y i victim
160 |_Microlab | ) 01
EH-Centos 172.30.10.0/24 EH-pfSense-xx 10.76.xx.0/24 EH-OWASP-xx

WinXP VM
(= Capturing from Local Area Connection [Wireshark 1.12.13 (v1.12.13-0-g969649d from master-1.12]]

File Edit Wiew Go Capture Analyze Statistics  Telephony Tools  Internals  Help

© ® P 2l aes»pHTILIEBE QR 0B % B
Filter:‘ V‘Expressinn...

o, Time Source Destination Protocol  Length  Info .
Gdd D55 0,.4859 ¢ VIwdlr2E_dl L2054 MWW A 2_dl | £ a3 AR F G L. A 3.1 I dL U Lau I cdl a1l sd -
485 6335.48364 vimware_at:16:3a wvimware_at 63 :hh ARP 42 10.76.5.1 95 at 00:50:56:af:16:3a
4586 365, 458345 vmware_at:16:3a vimware_aft:f2:c3 ARP 42 10.76.5.101 is at 00:50:56:af:16:3a
487 B365.48365 vimware_at:16:3a wmware_aft:63 :bh ARP 42 10.76.5.1 s at 00:50:96:af:16:3a
488 A355.483382 vimware_at:16:3a wmware_aft:f2:c3 ARP 42 10.76.5.101 s at 00:50:56:af:16:3a
489 5395, 48403 vmware_af:16:3a vimware_aft:63 :hbh ARP 42 10.76.5.1 s at 00:50:56:af:16:3a
490 6425, 458368 vimware_af:16:3a vimware_aft:f2:¢3 ARP 42 10.76.5.101 s at 00:50:56:af:16:3a
491 6425, 48395 vinware_af:16:3a vimware_aft:63 kb ARP 42 10.76.5.1 95 at 00:50:56:af:16:3a
492 6455, 458376 vinware_af:16:3a vinware_aft:F2:¢3 ARP 42 10.76.5.101 s at 00:50:56:af:16:3a
493 6455, 458387 vimware_af:16:3a vimware_aft:63 :hh ARP 42 10.76.5.1 95 at 00:50:56:af:16:3a
454 6485, 48386 vinware_af:16:3a wimware_aft:f2:¢3 ARP 42 10.76.5.101 is at 00:50:56:af:16:3a
495 6485.48396 vimware_af:16:3a j j i j j
496 6515.48383 viware_af:16:3a | In Wireshark notice that the poisoning is brought
fon yabsse ymareatei32 | about by the WinXP VM flooding the subnet with ARP
459 6545.48412 viware_af:16:3a | repljes containing the fraudulent IP/MAC pairs.

500 A5F5.48353 vmware_at:16:3a =
501 6575.48367. vinware_af:16:3a vimware_aft:63 :hbh ARP 42 10.76.5.1 s at 00:50:56:af:16:3a

Frame 38l: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface 0

Ethernet II, Srec: vmware_af:f2:c3 (00:50:56:af:f2:230, Dst: vmware_af:16:3a (00:50:56:af:16:3a)

Internet Protocol version 4, Src: 172.30.10.160 (172.30.10.1607, Dst: 10.76.5.101 (10.79.5.101) =

® Transmission Control Protocol, Src Port: 21 (210, Dst Port: 43057 (430570, Seq: 1, Ack: 1, Len: 36

£

O @'Local- Brea Connection: <live capt.lilre- in progres-s:;-l [ packets: 501 '.Di;pléyed-:- SDi(IDDD%) f-i:'rc-n.FiIé: DeFault

r N 3
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