CIS 76 - Lesson 15

Rich's lesson module checklist

Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Practice Test #3 tested and ready to go
Login credentials for NetLab VE

Backup slides, whiteboard slides, CCC info, handouts on flash drive
Spare 9v battery for mic
Key card for classroom door
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Update CCC Confer and 3C Media portals

Last updated 12/5/2017
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Evading {Vetwork TCP/IP
Devices
Network and
Cryptograph
YESRSIRE Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks . i Social Engineering
Ethical Hacking
Hacking
Web Servers Port Scanning
Embedded Operating .
Systems Enumeration
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes

1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 9
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

« HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!



CIS 76 - Lesson 15+ 1o 4 o B Rf <1l

Student checklist for attending class
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1. Browse to:
http://simms-teach.com

2. Click the CIS 76 link.

3. Click the Calendar link.

4. Locate today’s lesson.

5. Find the Presentation slides for

€33 90:(Eal 201 4) Caderidine the lesson and download for

Gt Genten | Calendar easier viewing.

T el e Tany 0. Click the Enter virtual classroom

e e K e link to join CCC Confer.

s pearetand Bows 1 coures ) sor it

i e of g, gt 7. Log into Opus-II with Putty or ssh
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| Mrdovni

| Presentation slldes (download) |

Note: Blackboard Collaborate Launcher only
St .. needs to be installed once. It has already
i T e S I ey ' been downloaded and installed on the
classroom PC'’s.
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The CIS 90 System Playground

-teag x -
simms-teach.com F 3
| Rich's Cab-;-u-c-u-ﬂ(
CIS 90 Calend] & CCC Confer -MfH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help
w AUDXO & VIDEO ]

CIS 90 (Spring

coursetiome. cf | [P 5 00 (e CIS 90 - Lesson 1

Bergi Sems. 248P4 *
Where s a good place to get

a used version of the

optonal textbooks?

cis90lesso....pdf Rich-Serens 248PM -
Amazon has some good

prices nght now

: FtPage ¥

Class Activity = Where are you now?

=S

% T

Q CIS 76 website Calendar page

O One or more login
sessions to Opus-I1I




1) Instructor gives you sharing privileges.

() CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help “Hevated priviege TN =)

* AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or

elevated privileges. Elevated privileges are required to share

applications that use elevated privileges.
= pg Select your desktop or an open application you would like to share.

Start 5 h aring Elevated privileges are acquired via Tools > Application Sharing . .
> Request Elevated Privileges. They can be relinquished via ns
Tools > Application Sharing > Yield Elevated Privileges (returning _
you to standard privileges). If you are hosting an application ol 51212 desktop

sharing session with standard privileges and you (or a person
remotely controlling your desktop or application) perform an

2 ) C | i C k ove rl a p p i n g recta n g | eS action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

W' Microsoft Word (winword.exe) 'Virtual dlassroom (locked).doc
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P Microsoft PowerPoint (powerpnt.exe) 'cis90lesson01.ppbx - Mic

i S p rese nt th e n Cl i C k it a s We | I . If you are hosting an application sharing session with elevated f_ C:\Program Files (x86)\putty.exe 'simbend0@oslab:~"

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on
as a standard user) or allowed (if you are logged on as an
administrator).

application sharing session to terminate. Also, without elevated

icon. If white "Start Sharing" text

time than sharing the desktop (all of it or a region).

D Never show this dialog again

3) Click OK button. ‘ | :
Cancel l Share I

4) Select "Share desktop"
and click Share button.
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*— | Rich's CCC Confer checklist - setup cccCe) Confer

[ ] Preload White Board

{i) CCC Confer - 0 - RICH SIMMS - -

I File Edit View Tools Window Help
E H L]
[ﬂ [ Load Content ] | Record | iss ~ AUDIO & VIDEO -

ust Microphane Level Up

. Adjust Microphone Level Down &
[ ] Connect session to Teleconference e e g
Talk video Adjust Speaker Level Down <]
|
MAIN ROOM (2] “elsume® 'g"“'::‘?““ ( S
. - I Moderpef &l
Session now connected ® Rich Simms i
to teleconference Moderator (You) I S ake Vi ow Moderator Focus E
—\> % TElEEDI'IfEFEI'IEE '\IJ P | - &%) | Make Video Follow Speaker &
hl | = Yl Send Camera Snapshot To Whiteboard
Detach Panel 5
[ ] Is recording on? =
~ AUDIO & VIDEO ML
9

(i) | Loadcontent | [ Ramrding@k; o

Red dot means recording_)
little Microphone

[ ] Use teleconferencing, not mic icon and the

| |
- | Teleconferencing ...
Should be grayed out * e .. lo Q) message displayed

Should change
from phone
handset icon to
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‘3 | B 4 IE o Ne @ )
g u File Edit View Tools Comments Forms SharePont He . - “ \E - = A A\
eyl s-90-TEST-1-Fall-1

-
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@ CCCConfer-0-RIC... | = | @ | 53]
File Eqn View Tools Window Help

w AUDIO & VIDEO D % -

dch Sunms,

& —-U— D) .—U—

( Tak Lo @ ]

w PARTICIPANTS -2
N RO
BRRE

MAIN ROOM (3 SRRQAHHD
O Rich Simms B
£ Teleconference > 4 -
o S -

- Teleconference joined the Main Room. (
6:51 AM ) -

TEY

w | = [kl = C' [J simms-teach.com/d
wHE 2 as 8- it IR
»

L5

& <

Part 1 - Flashc (1 point each)
[Q1] What com her users logged in to the computer?

90 o
Al

e [A1]
hname
/ {Q2] What environment variable is used by the shell to determine which directories to
search when locating a command?
etc sbin (A2] \
&P simbend0@oslab:~

[l
=1,

3
H

# Current directory

(———)'sourca

What command copies th

egin as: simben90
sixpen90@oslab.cabrillo.edu's password:

(

1 ¢ & %
O\ [E @ voemer
s = [ s viab
Welcomt B [ [CIs 192 Alarms | Pef
Serving Cab: B [ Podo1

Terminal type? [ vsphere CIient ‘Stalusrﬂ
Terminal type is i o

& poi-frod
/home/cis90/sinb putty £ poriogoas =

@

L
sl

Recent Tasks Name, Targetor Status contains: » [ Clear %
Mame: | Target | Status | Details | Tnitiated by
4 |

1 Tasks @ Marms |

# @ LlwMHle]s]e e

101072012 |

[ ] layout and share apps O]
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ccc(E:)Confer

-
(i) CCC Confer- 0 - RICH SIMMS
File Edit View [Tcrcrls] Window Help

- AUDIO & Application Sharing
Audic ¢
Breakout Rooms 4 Mew Page Dekete Page

Chat 4
Graphing Calculator *

In-5ession Invite L4

Interaction 4

[ ] Video (webcam)

Moderator 4

L | Palling >
[ Tk | Profile b [ ] Make Video Follow Moderator Focus
Recorder ¢
~ PARTICIPA Session Plan 4
Rich Sin Telephony »
e Tirmer r
E Video ' Camera Settings...
_ Whiteboard ! Maximum Simultanecus Cameras...
HA R:;:;:“m R H;j\; ¥ Make Video Follow Moderator Focus
Maderztor (You) Make Video Follow Speaker
Send Camera Snapshot To Whiteboard

17—
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Image Mate

Elmo rotated down to view side table

LIVE image - Image Mate - (B

e & NI P
S—— Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer

Settings \E‘.
[ o o] The "rotate image"
button is necessary
if you use both the
- | side table and the
%Tact\magequahw o o Whlte board-
S sme ow Quite interesting
| e that they consider
S | you to be an
= n mn ;
\,_., expert" in order to
use this button!

Elmo rotated up to view white board

LIVE image - Image Mate -] (B3] [
Tor CH @ W=
e & I O E el Q < &
Rotate
image
button

=L_M0O

10
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime
3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons)

General Tab > Settings...

~
el

-
£ Java Control Panel

500MB cache size

N, N h
o
3 L4
-
’

Rich's CCC Confer checklist - universal fixes

Delete these

-
Temporary Files Settings

B

r
Delete Files and Applications

General | Java | Security | Advanced

About

View version information about Java Control Panel.

Network Settings i

Network settings are used when making Internet connections. By default, Java will
use the network settings in your web browser. Only advanced users should modify

gs.
Network Settings...

Files you use in Java applications are stored in a special folder for quick executon
|| later. Only advanced users should delete files or modfy these settings

these sef

|| Temporary Internet Fies

Kéep femporary s on my computers

Location

Select the location where temporary fies are kept:

s\Rich Data\LocalLow\suniJavaiD tycache Change...
Il Disk Space

Select the compression level for JAR files: None -
fl Set the amount of disk space for storing temporary files:
| U 500 | MB
I

Delete Fies...

] [ Restore Defaults ]

Free Java Download
Download Java for your desktop computer now!

Version 7 Update 13

Free Java Download
Whalls Jaa? » Dolhae Jaia? » Nesqheig?

A
' Delete the following files?
Ly

Cached Applications and Applets
[ Installed Applications and Applets

11
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Start

12
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Sound Check

Students that dial-in should mute their line
using *6 to prevent unintended noises
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume

*4 - jncrease conference volume.
*7 - decrease conference volume.
*5 - increase your voice volume.

*8 - decrease your voice volume.

13
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Instructor: Rich Simms

Dial-in: 888-886-3951
Passcode: 136690

El

Bruges== Philip *-

- Sk e #

)
-
. e \,\
— s
X o
i —_— —
e s W A

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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Network Protection Systems

Objectives

» Describe how routers protect networks
» Describe firewall technology
» Describe intrusion detection systems

» Describe honeypots

NO QUIZ
Questions

In the news
Best practices
Housekeeping
Network devices
Firewalls

IDS and IPS
Final project presentations
Assignment
Wrap up

16



CIS 76 - Lesson 15 b N i ’ Iw

Admonition

17

Shared from cis76-newModules.pptx
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
owhn or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 18
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Questions

19



Questions o e

208ic D B>
SO @@@;%@ e
How this course works? @a@@@%ﬂ@z\&

Past lesson material?

Previous labs?

i —EEE A EREERF B —ERENARAE—E
Chinese | K=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

20
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In the
News
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Recent news

Massive Breach Exposes Keyboard App that Collects Personal Data On

Its 31 Million Users
Tuesday, December 05, 2017 Mohit Kumar

https://thehackernews.com/2017/12/keyboard-data-breach.html (((((«.!he HaCkeI' NCWS
ecurity 1n a serious way

A [E 1 (63
G s . q devel
gé;g cies Nowadays, many app developers are
8 e following irresponsible practices that are
Eégg};zzwi worth understanding, and we don't have a
té:gzs::c % better example than this newly-reported
) B oo incident about a virtual keyboard app."
=l
b & ageStatsData_usr
b B clientData

"Apparently, a misconfigured MongoDB database, owned by the Tel Aviv-based startup Al.type,
exposed their entire 577 GB of the database online that includes a shocking amount of sensitive
details on their users, which is not even necessary for the app to work."

"...they appear to collect everything from contacts to keystrokes."

27


https://thehackernews.com/2017/12/keyboard-data-breach.html
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Recent news

Hacked Password Service Leakbase Goes Dark
December 2017

https:/ /krebsonsecurity.com/2017/12/hacked-

assword-service-leakbase-goes-dark Kre bso n secu rl tv

1-degth & and investigation

"Leakbase[dot]pw began selling memberships

in September 2016, advertising more than two
- billion usernames and passwords that were
e PT— stolen in high-profile breaches at sites like
s Wo wh v i o oot 505 P, s ol e linkedin.com. m .CcOom an I . "
e@ge® U edin.com, myspace.com and dropbox.com
LR oo

"Leakbase, a Web site that indexed and sold access to billions of usernames and
passwords stolen in some of the world largest data breaches, has closed up shop. A
source close to the matter says the service was taken down in a law enforcement sting

that may be tied to the Dutch police raid of the Hansa dark web market earlier this

. 28
year.


https://krebsonsecurity.com/2017/12/hacked-password-service-leakbase-goes-dark/
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Recent news

Young Hacker, Who Took Over Jail Network to Get Friend Released

Early, Faces Prison
Monday, December 04, 2017 Swati Khandelwal

(«aThe Hacker News'

Security in a serious way

"Konrads Voits from Ann Arbor, Michigan, pleaded guilty
in federal court last week for hacking into the Washtenaw
County government computer system earlier this year
using malware, phishing, and social engineering tricks in
an attempt to get his friend released early from jail."”

"However, things did not work as Voits wanted them to, and instead, they all backfired on him when
jail employees detected changes in their records and alerted the FBI."

"No prisoners were then released early."

29


https://thehackernews.com/2017/12/hacking-jail-records.html
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Recent news

Here's the NSA Employee Who Kept Top Secret Documents at Home
Friday, December 01, 2017 Swati Khandelwal

(© “The Hacker News’

Security in a serious way

"In a press release published Friday, the US Justice
Department announced that Nghia Hoang Pho, a 67-
year-old of Ellicott City, Maryland, took documents that
contained top-secret national information from the
agency between 2010 and 2015."

"Pho, who worked as a developer for the Tailored Access Operations (TAO) hacking group at the
NSA, reportedly moved the stolen classified documents and tools to his personal Windows
computer at home, which was running Kaspersky Lab software."

30


https://thehackernews.com/2017/12/nghia-hoang-pho-nsa.html
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Best
Practices
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Best Practices

Google cracks down on apps that snoop on you, even if they're

not in Play Store
By Liam Tung | December 4, 2017

"Google is giving developers two months to
ensure their apps don't deviate from its

The site ahead contains harmful programs Unwanted Software pO|ICy |f an app
i e it et continues to stray from the policy, users are
changing your homepage or showing extra ads on sites you visit). - - -

S : likely to see its Safe Browsing full-page
[} Automatically report details of possible security incidents to Google. Privacy policy Warnings, WhiCh Wi“ prObany drive users
o = away from the offending software."

"The Safe Browsing warnings will appear "on apps and on websites leading to apps that
collect a user's personal data without their consent", Google said on its security blog."

34


http://www.zdnet.com/article/google-cracks-down-on-apps-that-snoop-on-you-even-if-theyre-not-in-play-store/
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Housekeeping

Don't forget to submit your project tonight by 11:59PM!

« By email to risimms@cabrillo.edu

« Or put a copy in the Student Project Folder using the
link on the Calendar page. Be sure share permissions
on your document to allow me to read it.

All eight extra credit labs are available (6 points each)
and due the day of the final exam.

Last five forum posts are due the day of the final exam.

The final exam (Test #3) is next week and the practice
test is available after class.

36
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Heads up on Final Exam

Test #3 (final exam) is TUESDAY Dec 12 4-6:50pM

Test #3 (the final exam)
Time %‘ﬁ Extra credit
» Tuesday 4:00PM - 6:50PM in Roo d
g Lab X2 labs and
Lab X3 final posts
Tue 12/12 | Materials Lag X4 d lf
Tt G ab.c ue by
CCC Confer Lab X7 11, 59PM
Lab X8
« Enter virtual classroom
« Archives Confer or 3CMedia

All students will take the test at the same time. The test must be
completed by 6:50PM,

Working and long distance students can take the test online via
CCC Confer and Canvas.

Working students will need to plan ahead to arrange time off from
work for the test.

Test #3 is mandatory (even if you have all the points you want) 37
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FALL 2017 FINAL EXAMINATIONS SCHEDULE
DECEMBER 11 TO DECEMBER 16

DAYTIME FINAL SCHEDULE

Daytime Classes: All times in bold refer to the beginning times of classes. MW/Daily means Monday
alone, Wednesday alone, Monday and Wednesday or any 3 or more days in any combination. TTH
means Tuesday alone, Thursday alone, or Tuesday and Thursday. Classes meeting other combinations
of days and/or hours not listed must have a final schedule approved by the Division Dean.

STARTING CLASS TIME / DAY(S)

Classes starting between:
6:30 am and 8:55 am, MW/ Daily

EXAM HOUR

7:00 am-9:50 am

EXAM DATE

Monday, December 11

9:00 am and 10:15 am, MW/Daily

7:00 am-9:50 am

Wednesday, December 13

10:20 am and 11:35 am, MW/ Daily

10:00 am-12:50 pm

Monday, December 11

11:40 am and 12:55 pm, MW/Daily

10:00 am-12:50 pm

Wednesday, December 13

1:00 pm and 2:15 pm, MW/Daily

1:00 pm-3:50 pm

Monday, December 11

2:20 pm and 3:35 pm, MW /Daily

1:00 pm-3:50 pm

Wednesday, December 13

3:40 pm and 5:30 pm, MW /Daily

4:00 pm-6:50 pm

Monday, December 11

6:30 am and 8:55 am, TTh

7:00 am-9:50 am

Tuesday, December 12

9:00 am and 10:15 am, TTh

7:00 am-9:50 am

Thursday, December 14

10:20 am and 11:35 am, TTh

10:00 am-12:50 pm

Tuesday, December 12

11:40 am and 12:55 pm, TTH

10:00 am-12:50 pm

Thursday, December 14

1:00 pm and 2:15 pm, TTh

1:00 pm-3:50 pm

Tuesday, December 12

1:00 pm-3:50 pm

2:20 pm and 3:35 pm, TTh
I 3:40 pm and 5:30 pm, TTh

4:00 pm-6:50 pm

Thursday, December 14
Tuesday, December 12 I

Friday am

9:00 am-11:50 am

Friday, December 15

Friday pm

1:00 pm-3:50 pm

Friday, December 15

Saturday am

9:00 am-11:50 am

Saturday, December 16

Saturday pm

1:00 pm-3:50 pm

Saturday, December 16

CIs 76 Introduction to Cybersecurity: Ethical
Hacking

Introduces the various methadologies for attacking a network. Covers netwark attack

methodologies with the emphasis on student use of network attack techniques and

toals, and appropriate defenses and countermeasures. Prerequisite: CIS 75.

Transfer Credit: Transfers to CSU

Section Days Times Units Instructor Room
98163 T 5:30PM-8:35P 3.00 R.Simms oL
Section 98163 is an ONLINE course. Meets weekly throughout the semester
anling by remote technology with an additional 50 min online lab per week.
For details, see instructor's web page at go.cabrillo_edwionling.

98164 T 5:30PM-8:35PM  3.00 R.Simms B28
& A AIT. R.Simms oL
Section 98164 is a Hybrid OMLINE course. Meets weekly throughout the
semester at the scheduled times with an additional 50 min onling lab per week.
For details, see instructor's web page at go.cabvillo.edwionline.

38
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Send me your survey to get your LOR code name.

Where to find your grades

The CIS 76 website Grades page
http://simms-teach.com/cis76grades.php

Or check on Opus-11

checkgrades codename

(where codename is your LOR codename)
Rt =

Written by Jesse Warren a past CIS 90 Alumnus

To run checkgrades update your path in .bash_profile with:
PATH=$PATH:/home/cis76/bin

At the end of the term I'll add up all
your points and assign you a grade
using this table

Percentage | Total Points |Letter Grade|Pass/Mo Pass Points that could have been earned:
20% or higher|504 or higher A Pass 10 quizzes: 30 points
80% to 89.9%| 448 to 503 B Pass 10 labs: 300 points
70% to 79.9%| 302 to 447 C Pass 2 tests: 60 points
60% to 69.9%| 336 to 391 D No pass 3 forum quarters: 60 points
0% to 59.9% | 0 to 335 F No pass Total: 450 points

39
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Network
Devices
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Various Network Devices

DMZ web servers and
honeypot(s)

Internal
Servers

ISP External
Router Firewall

Switches

Internet

Router,

Router internal
—_ QEZWIaPlg Internal
=M Clients

IDS

Hypothetical topology of switches, routers, firewalls, IDS, IPS and honeypots 45
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Routers

46
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Routers
bl gy

Routers are at the intersection of multiple network segments.

They operate at Layer 3 the "Network" layer.

Routers look at a packet's destination IP address and a routing table
to decide where to send a packet. Kind of like using a sign post in
Europe to decide which direction to go.

If there is no route for a packet’s destination, the packet is dropped.

47

https://www.flickr.com/photos/13 https://www.flickr.com/photos/381
426843@N08/4291372540 09472@N00/4237980827
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Routers
bl gy

Configuring the routes in routing tables

« Manually - you can add static routes by hand. This does not work
though if you have lots of routers to configure.

« Dynamic - routing protocols cans be used between participating
routers to automatically calculate and populate routing tables with
the best routes. Example routing protocols are RIP, OSPF, BGP,

EIGRP, etc.

48

https://www.flickr.com/photos/13 https://www.flickr.com/photos/381
426843@N08/4291372540 09472@N00/4237980827
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Example Cisco Routing Table

R3#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 192.168.10.5 to network 0.0.0.0

192.168.10.0/30 is subnetted, 3 subnets

0 192.168.10.0 [110/1952] via 192.168.10.5, 00:00:23, Serial0/0
C 192.168.10.4 is directly connected, Serial0/0
C 192.168.10.8 is directly connected, Serial0O/1
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 172.16.1.32/29 is directly connected, FastEthernet0/0
¢} 172.16.1.16/28 [110/400] via 192.168.10.5, 00:00:23, Serial0/0
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks
C 10.3.3.3/32 is directly connected, Loovback0
0 10.10.10.0/24 [110/7911 wv:
O*E2 0.0.0.0/0 [110/1] via 192.16!¢ 10.10.10.0124
R3#

ISP 192.168.10.0/30 192.168.10.8130

Loopback 100
10.3.3.3/32

256 kbps

i

192.168.10.430

17218.1.168/28 17218.1.32128

Loopback 0\

J
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Example Cisco Routing Table

R3#show ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, Ll - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area Accordlng to thls
* - candidate default, U - per-user static route, o - ODR .
P - periodic downloaded static route rout“"]g table, What
Gateway of last resort is 192.168.10.5 to network 0.0.0.0 WOUId R3 dO Wlth d
192.168.10.0/30 is subnetted, 3 subnets paCket deStIned for
0 192.168.10.0 [110/1952] via 192.168.10.5, 00:00:23, Serial0/0 ?
C 192.168.10.4 is directly connected, Serial0/0 192'168'10'2
C 192.168.10.8 is directly connected, Serial0/1
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 172.16.1.32/29 is directly connected, FastEthernet0/0 1
0 172.16.1.16/28 [110/400] via 192.168.10.5, 00:00:23, Serial0/0 PUt your answer In
10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks /
C 10.3.3.3/32 is directly connected, Loopback0 the Chat WIndOW
0 10.10.10.0/24 [110/791] via 192.168.10.9, 00:00:24, Serial0/1
O*E2 0.0.0.0/0 [110/1] via 192.168.10.5, 00:00:24, Serial0O/0
R3#
10.10.10.0/24

192.168.10.020 192.168.10. 820

Loopback 0\

Loopback 100
10.3.3.3/32

256 kbps
i
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Example Linux Routing Table

Legolas route -n output (for Pod 3)

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.3.0 0.0.0.0 255.255.255.252 U 0 0 0 ethO
192.168.3.4 0.0.0.0 255.255.255.252 U 0 0 0 ethl
192.168.3.8 192.168.3.1 255.255.255.252 UG 2 0 0 ethO
10.10.3.0 0.0.0.0 255.255.255.0 U 0 0 0 eth2
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1004 0 0 eth2
172.20.0.0 192.168.3.1 255.255.0.0 UG 2 0 0 ethO
0.0.0.0 192.168.3.1 0.0.0.0 UG 2 0 0 ethO

‘ Lab 04 Network Topology

Snickers
---- \DHCP Legolas
10.10.pod.0/24

< 4
———r CISVDC
0.1 172.30.5.8
ons]|

ethO .

Client—~

ethO
.2

192.168.pod.0/3cy \ 192.168.pod.4/30

Frodo
Client—

Sauron

etho | DHCP
2
eth2 etho |-
| —————— LentUS)
— 1922000 9 houter
172.20.0.0/16 Elrond 192.168.p0d.8/30 Arwen

pod=your pod number, xxx=one of your assigned IP addresses 51
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Example Linux Routing Table

Legolas route -n output (for Pod 3)

According to this

Destination Gateway Genmask Flags Metric Ref Use Iface routing table,

192.168.3.0 0.0.0.0 255.255.255.252 U 0 0 0 etho

192.168.3.4 0.0.0.0 255.255.255.252 U 0 0 0 ethl what would

192.168.3.8 192.168.3.1 255.255.255.252 UG 2 0 0 etho Legolas do with a

10.10.3.0 0.0.0.0 255.255.255.0 U 0 0 0 eth? )

169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 etho packet destined

169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl for 192.168.3.6?

169.254.0.0 0.0.0.0 255.255.0.0 U 1004 0 0 eth2

172.20.0.0 192.168.3.1 255.255.0.0 UG 2 0 0 etho

0.0.0.0 192.168.3.1 0.0.0.0 UG 2 0 0 eth0 Put your answer
in the chat
window

| Lab 04 Network Topology |

2
o
v
o
-

10.10.pod.0/24

" Snickers
"y
% _____ Hce Legolas

— 4
~~~~~ : CISVDC etho 3
od " 172.30.5.8 a

-30.5. .200
[ons] | Arnor —
etho
.2/ Sauron
192.168.p0d.0/30/ \ 192.168.p0d.4/30
Frodo
m@
ubuntu
Client—
etho | DHCP eth1 N\
eth2 —=— etho
R e g s
172.20.0.0/16 Elrond 192.168.p0d.8/30
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Routers
bl gy

Unfortunately routers can be hacked like everything else

« Vulnerabilities in router operating systems.

« Vulnerabilities in the software that configures or manages routers.

« They can be misconfigured by mistake.

« Tricking them into adding fraudulent routes into their routing tables.

¥
- T*:“Wl

https://www.flickr.com/photos/13 https://www.flickr.com/photos/381
426843@N08/4291372540 09472@N00/4237980827
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Cisco I0OS Vulnerabilities

- a X
[} Cisco 105 : CVE security . X ' €3) How China swallowed 15 X
.,
&« > C | @ www.cvedetails.com/product/19/Cisco-10S.htm[?vendor_id=16 @ ¥ ‘ D% :
CVE Detail | —
. e al S . r 2010-1234 or 20 c1:.'4'| H View CVE |
The ultimate security vulnerability datasource
Log In Register Vulnerability Feeds & Widgetsnew ISt R
tch to https . . .
Home Cisco » 10S : Vulnerability Statistics
Browse :
Vendors Vulnerabilities (427)  CVSS Scores Report  Browse all versions — Possible matches for this product  Related Metasploit Modules
Products Related OVAL Definitions : Vulnerabilities (105)  Patches (7)  Inventory Definitions (0) ~ Compliance Definitions {0)
Vulnerabilities By Date vl bility Feeds & Widget
. Nidg
Vulnerabilities By Type e
Reports : Vulnerability Trends Over Time
CVSS Score Report
CVSS Score Distribution #of Code Memory Sql Directory r Bypass Gain Gain File #of
Year - DS " Overflow ; T XS5 ponse 5 . e CSRF i }
Search : Vulnerabilities Execution Corruption  Injection Trversal o something Information Privileges Inclusion  exploits
phitiing
Vendor Search
Product Search 1999 7 2
Version Search 2000 6 4 1 1 1
Vulnerability Search 2001 12 5 1 2 1
By Microsoft References
By Microsoft References 2002 14 12 4 4
Top 50 :
Vendors fup ° z E 2 1
Vendor Cvss Scores 2004 11 10 1 1
Products 2005 17 12 3 2 1 2
Product Cvss Scores 2006 10 4 3 2 2
Versions
Other : 2007 25 12 z £ L 1 3 3 1 2
Microsoft Bulleting 2008 11 9 1
Bugtran Entries 2009 23 17 2 1 1 3 2 1
CWE Definitions 2010 27 19 2 1
About & Contact
Feedback &l 40 35 1 1 Py R
CVE Help 2012 46 39 1 2 3 1
FAQ 2013 34 30 Zz 3 1 1
Articles 2014 47 43 3 1 2 1
External Links :
NVD Website Ll e e 1 1 2 2 1
CWE Web Site 2016 36 26 1 2 1 1 2 4
View CVE : Total 416 320 30 33 5 I3 24 18 3 1 2
% Of All 76.9 7.2 7.9 14 0.0 14 0.0 0.0 8.2 4.3 0.7 0.2 0.0
(e.g.: CVE-2000-1234 or .
2010-1234 or 20101234} Inerabilities with publish dates before 1999 are not included in this table and chart. (Because there are not many of them and they make the page look bad; and they may -
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Cisco IOS Vulnerabilities

Search for Cisco I0S, select Cisco IOS list of vulnerabilities

[ Cisco 10S : List of securic

- o X
X\ @) How China swallowed 15 X
e N A A K

&« c ‘ @ www.cvedetails.com/vulnerability-list.php?vendor_id=

6&product_id=198&version_id=&page=18thasexp=08opdos=0&opec=08&opov=08&opcsrf=08&opgpriv=08opsqli=0& & ﬁ" D@ :

CVE Details

The ultimate security vulnerability datasource

Log In Reqister

Browse :
Vendors
Products
Vulnerabilities By Date
Vulnerabilities By Type
Reports :
CVSS Score Report
CVSS Score Distribution
Search :
Vendor Search
Product Search
Version Search
Vulnerability Search
By Microsoft References
Top 50 :
Vendors
Vendor Cvss Scores
Products
Product Cvss Scores
versions
Other :
Microsoft Bulletins
Buatraqg Entries
CWE Definitions
About & Contact
Feedback
CVE Hell
7%}
Articles
External Links :
NVD Website
CWE Web Site

View CVE :

(e.g.: CVE-2009-1234 or
2010-1234 or 20101234}

Vulnerability Feeds & Widgetsnew SRR aRe

Cisco » 10S : Security Vulnerabilities

CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9
Sort Results By : CVE Number Descending  CVE Number Ascending  CVSS Score Descending  Number O Exploits Descending

Copy Results Download Results

# CVE ID CWE #of Vulnerability Type(s) ~ Publish Update | Score  Gained Access  Access Complexity Authentication Conf.  Integ.  Avail.
D Exploits Date Date Level
1 CVE-1999-0775 1099-06-  2008-09- - Admin Remote  Low Mot required Complete Complete Complete

10 09
Cisco Gigabit Switch routers running I0S allow remete attackers te forward unauthorized packets due to improper handling of the "established” keyword in an access list.
Dos Exec Code 2002-12- 2000-03- | Admin Remote  Low
Overflow 23 04
Multiple SSH2 servers and clients do not properly handle packets or data elements with incorrect length specifiers, which may allow remote attackers to cause a denial of service or
possibly execute arbitrary code, as demonstrated by the SSHredder SSH protocol test suite.

2002-12-  2000-03- | Admin Remote  Low
23 04

2 CVE-2002-1357 119 Not required Complete Complete Complete

3 CVE-2002-1358 20 DoS Exec Code Mok required Complete Complete Complete
Multiple SSH2 servers and clients do not properly handle lists with empty elements or strings, which may allow remote attackers to cause a denial of service or possibly execute

arbitrary code, as demonstrated by the SSHredder SSH protocel test suite.

Dos Exec Code 2002-12- 2000-03- [ Admin Remote  Low
Overflow 23 04

Multiple SSH2 servers and clients do not properly handle large packets or large fields, which may allow remote attackers to cause a denial of service or possibly execute arbitrary code
via buffer overflow attacks, as demonstrated by the SSHredder SSH protocol test suite.

4 CVE-2002-1359 20 Not required Complete Complete Complete

5 CVE-2002-1360 20 DoS Exec Code 2002-12- 2009-03- - Admin Remote  Low Not required Complete Complete Complete

23 04
Multiple SSH2 servers and clients do not properly handle strings with null characters in them when the string length is specified by a length field, which could allow remote attackers to
cause a denial of service or possibly execute arbitrary code due to interactions with the use of null-terminated strings as implemented using languages such as C, as demonstrated by
the SSHredder SSH protocol test suite.

6 CVE-2004-1464 Dos 2004-12-  2008-09- - None Remote  Low Mot required Complete Complete Complete

31 10
Cisco 10S 12.2(15) and earlier allows remote attackers to cause a denial of service (refused VTY (virtual terminal) connections), via a crafted TCP connection to the Telnet or reverse
Telnet port.

7 CVE-2006-4950 2006-09- 2009-03- - Admin Remote  Low Mot required Complete Complete Complete
23 04
Cisco 1I0S 12.2 through 12.4 before 20060920, as used by Cisco IAD2430, IAD2431, and IAD2432 Integrated Access Devices, the VG224 Analog Phone Gateway, and the MWR 1000

and 1941 Mobile Wireless Edge Routers, is incorrectly identified as supporting DOCSIS, which allows remote attackers to gain read-write access via a hard-coded cable-docsis

Search =
ew
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Activity

According to CVE Details, what is the most common type of
vulnerability found in Cisco's 10S?

Put your answer in the chat window
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Cisco IOS Exploits

Search for Cisco I0OS

- [m] X
% Exploit Database Search X
€« ] \ @ https://www.exploit-db.com/search/?action =search&description = cisco+i0s8g-recaptcha-response=03AHJ_VuvFax55IVvdeMeHAPTa 9pL2 EKLCNS OYAvX wq 1 wFOd-KqrfOFrNUZU v | oo :
IE'lnq.l'nnnIIs*E Home Exploits Shellcode Papers Google Hacking Database Submit :
cisco ios I'm not a robot

Date v D A V Title Platform Author
2015-10-15 & - @ Writing Cisco 10S Rootkits Papers Luca
2010-12-23 § - « Bypassing a Cisco |0S Firewall Papers fhih2s
2009-02-04 § - & CiscolOS 12.4(23) - HTTP Server Multiple Cross-Site Scripting Vulnerabilities Hardware Zloss
2009-01-14 & - & CiscolOS 12.x - HTTP Server Multiple Cross-Site Scripting Vulnerabilities Hardware Adrian Pastor
2009-01-07 & - < Cain&Abel 4.9.25- (Cisco I05-MD5) Local Buffer Overflow Windows send9
2008-08-13 § - < CiscolOS - Connectback (Port21) Shellcode Hardware Gyan Chawdhary
2008-08-13 & -  CiscolOs -Bind Shellcode Password Protected (116 bytes) Hardware Gyan Chawdhary
2008-08-13 & - & CiscolOS-Tiny Shellcode (New TTY, Privilege level to 15, No password) Hardware Gyan Chawdhary
2008-07-29 § - & CiscolOS 12.3(18) FTP Server - Remote Exploit (attached to gdb) Hardware Andy Davis
20071010 & - & Ciscol0S 12.3 - LPD Remote Buffer Qverflow Hardware Andy Davis
2007-08-17 & - < CiscolOS 12.3-Show IP BGP Regexp Remote Denial of Service Hardware anonymous
2007-08-09 § - « CiscolOS NextHop Resolution Protocol (NHRP) - Denial of Service Windows Martin Kluge
2007-06-27 § - & CiscolOs Exploitation Techniques Papers Gyan Chawdhary
2005-09-07 & - & CiscolOS 12.x - Firewall Authentication Proxy Buffer Overflow Hardware Markus
2005-08-01 § - « CiscolOS - Shellcode And Exploitation Techniques (BlackHat) Papers Michael Lynn
2004-02-03 § - & CiscolOS 12 MSFC2 - Malformed Layer 2 Frame Denial of Service Hardware blackangels
2003-08-10 & - & CiscolOS 12.x/11.x - HTTP Remote Integer Overflow Hardware FX
2003-08-01 & - < CiscolOS10/11/12 - UDP Echo Service Memory Disclosure Hardware FX
2003-07-22 § - « CiscolOS - (using hping) Remote Denial of Service Hardware zerash
2003-07-21 & - « CiscolOS - 'cisco-bug-44020.c' IPv4 Packet Denial of Service Hardware Martin Kluge .
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Activity

Note that CVE Details and the Exploit Database show a
different number of exploits for the Cisco I0S.

Which one has the most?

https://www.exploit-db.com

Put your counts and answer in the chat window
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Routers
bl gy

Unfortunately routers can be hacked like everything else

« Vulnerabilities in router operating systems.

« Vulnerabilities in the software that configures or manages routers.

« They can be misconfigured by mistake.

« Tricking them into adding fraudulent routes into their routing tables.

¥
- T*:“Wl

https://www.flickr.com/photos/13 https://www.flickr.com/photos/381
426843@N08/4291372540 09472@N00/4237980827
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China highjacks 15% of Internet traffic

¢

For about 18 minutes on April 8, 2010, China Telecom advertised erroneous network
traffic routes that instructed US and other foreign Internet traffic to travel through
Chinese servers. Other servers around the world quickly adopted these paths, routing all
traffic to about 15 percent of the Internet’s destinations through servers located in
China. This incident affected traffic to and from US government (“.gov") and military
(“.mil"} sites, including those for the Senate, the army, the navy, the marine corps, the air
force, the office of secretary of Defense, the National Aeronautics and Space
Administration, the Department of Commerce, the National Oceanic and Atmospheric
Administration, and many others. Certain commercial websites were also affected, such
as those for Dell, Yahoo!, Microsoft, and IBM.

« Huge man-in-the-middle attack

« BGP can be hijacked by one ISP router advertising fraudulent routes
to other routers.

« Traffic is re-routed presumably for eavesdropping purposes
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BGP (Border Gateway Protocol) Attack

Traceroute Path 1: from Guadalajara, Mexico to Washington, D.C. via Belarus
Rerouting
i Internet traffic
& LE’:(don‘ 9. Frankfurt, Bé::::. by a tta Cking B GP
Germany
4. Ashburn, VA i A0. New York, NY
& 5. Washington, D.C.
11. Washington, D.C. END
3. Laredo, TX
SR G Gcorieien [ Traceroute Path 2: from Denver, CO to Denver, CO via /celand
Mexico
erenesys
6. Reykjavik,
Iceland
A malicious router e 5. Loncn,
. Chicago, |
advertises fraudulent ranrzenn > 9
H 1. Denver, CO =~ 4. New York, NY
routes which are then 12 Damar o o &, 2N Yo
H 10. Dallas, TX
,DICked Up and Spread [ J renesys' Source: Renesys Path Measurements
by other routers
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Firewalls
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Firewalls

7‘\4

B 777 7

(netfilter

firewalling, NAT, and packet mangling for linux

SOPHOS

Controls incoming and outgoing traffic from a network.

Hardware (e.g. Cisco, Palo Alto Networks) are fast and independent
of other operating systems on the network.

Software firewalls (e.g. netfilter, Windows firewall) are slower and
depend on the OS where they are running).
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Firewalls

(netfilter

firewalling, MAT, and packet mangling for linux

SOPHOS

» Network Address Translation
« MAC address filtering

« IP and Port filtering

« Stateful packet inspection

» Application layer inspection
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EH-pfSense-05.cis.cabrillo.edu - Firewall: NAT: Port Forward - Mozilla Firefox

a Amazon.com: Online ... x @ EH-pfSense-05.cis.ca.. x +

|
¢ || Q Search
|

Kali Linux, an Offensive S.. %

B 9 ¥ A ey =

(€ ) ® @ | https://10.76.5.1/firewall_nat.php

[ Most Visited v JllOffensive Security S Kali Linux ' Kali Docs % Kali Tools EBExploit-DB W Aircrack-ng

e Gold ~

COMMUNITY EDITION

Help

Firewall / NAT / Port Forward

Outbound NPt

Port Forward  1:1
Source Dest. Dest. NAT
Ports Description Actions

Source
Interface Protocol Address Ports Address Ports NAT IP
% WAN 22 (SSH) 10.76.5.150 22 (SSH) Forward sshto L0
Kali i}

[ v % waN  TCP %
address
o o]

65

Configuring NAT to forward port 22 on the pfSense firewall
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Wireless MAC filter

Wireless - Wireless MAC Filter

Wireless MAC filter allows you to control packets from devices with specified MAC address in your Wireless LAN.

Basic Config

Band

Enable MAC Filter

MAC Filter Mode

S5GHZ v

O ves ® No

Accept v

MAC filter list (Max Limit : 64)

Client MName (MAC address) Add / Delete

[ ®

Mo data 1in table.

Apply

Wireless MAC filter on Asus router 66
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IP Address and Port Filtering

Anatomy Of An Access List

List No. Rule Pattern Definition
access-list xxx |  permit or IP or ICMP Source Source Destination Destination
deny IP address IP address IP address IP address
(100-199) 3OO XK XXX XKX mask XX XXX XK XXX mask
255=ignore 255=ignore
| TcPoruDp | O<apply O=apply
1 2 3 4 5 6 7 8 9
1) Every extended access list has a number from 100 to 199, which identifies the list  5) Every IP source address in the list must have a mask. The mask lets you determine
in two places. When building the list, every line must be labeled with the same how much of the preceding IP address to apply to the filter. In most cases, you will
access list number. When you apply the list to an interface on the router, you simply want to put a 235 corresponding to every octet in the IP address that you
must reference it by the same number. Version 11.2 of the 10S allows you to use want to ignore, and 0 for every octet that you want the packet match to apply to.

a name for the list instead of a number.
6) Every line in the list must have a destination address.

2) A permit or deny rule has to be applied to every line or statement on

the list. T) Every IP destination address in the list must have a mask. See 5 above.
3) If you are only filtering on IP address, you will specify IP (or [CMP for pings and 8) This applies to the TCP or UDP port that you are filtering on. In most cases, you will
trace routes) as the protocol. This means that only the IP address is considered for use the eq, which means equals. This gives you the ability to permit or deny TCP or
a match. If you are also filtering on UDP or TCP port, you must specify TCP or UDP. UDP ports equal to the port specified. There are cases, however, where you will want
to apply a range of port numbers, which is where the gt, greater than, or lt, less than,
4) Every line in the list must have a source address. will come in handy.

: : 9) If you have defined the pattern as a TCP or UDP packet, you will have to
Required NN Optional have an associated port muimber.

ip access-list extended FIREWALL-IN-20160604

permit tcp any host 207.62.187.231 eq 22 Access List on a

permit tcp any host 207.62.187.231 eq www Cisco Router

permit tcp any host 207.62.187.231 eq 443 67
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est. 1959 %

(netfilter)  Stateful packet inspection

[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*nat

:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421]

:OUTPUT ACCEPT [15:1301]

-A PREROUTING -d 172.20.192.171/32 -i ethO -j DNAT --to-destination 192.168.24.9
-A POSTROUTING -s 192.168.24.9/32 -0 eth0O -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0O -j SNAT --to-source 172.20.192.170
COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter

:INPUT DROP [10:985]

:FORWARD DROP [9:756]

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i ethl -m state --state NEW -j ACCEPT
-A INPUT -3j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -3 LOG --log-prefix "iptables FORWARD:" --log-level 6
-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT
COMMIT

# Completed on Sun Mar 17 13:38:54 2013

[root@p24-elrond ~]#
68

Netfilter (iptables) firewall on Linux server can use TCP connection states
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Application layer inspection

Security Policy Rule

| General Source | User | Destination | Application | Service/URL Category | Actions
D Ay

E‘ Source Zone a Security Policy Rule

O pog C15-187-zone
| General | Source | User Destination | Application | Service/URL Category | Actions

|selec‘f | hd D Ay
E| Destination Zone a E‘ Destination Address a
[l 8§ host-sun-hwa-ext 231

] [l Server-425-zone

Security Policy Rule

p,.j.j E]De|ete | General | Source | User | Destination | Application | Service/URL Category QY00

Action Setting

Log Setting

Action () Deny  (®) Allow ] Log at Session Start

D Log at Session End

Profile Setting Log Forwarding | Mone i

Frafile Type  Profiles e

Antivirus | defaulk - Other Settings

wWulnerability Protection  strick-cap - Schedule | Mone -

Qo3 Marking | Mone R

Anti-Spyware  skrick-cap il

[ pisable Server Response Inspection

URL Filtering  default il

Creating security
policy on a Palo Alto
Networks firewall

File Blocking  Mone B

Data Filkering | Mone B

Y23 dlow-some-to-sunhwa  none universal fif CI5-187-20ne  any any - any fify Server-425-zone. g host-sun-hwa-ext 231 any any

69



CIS 76 - Lesson 15

Application layer inspection

|:| Mame Location Count Fule Marme Threat Mame Hosk Type Severity ackion Packet Capture
[ strict-cap Rules: 10 simple-client- arry client critical block single-packet
critical
simple-client-high  ary client high block, single-packet
simple-client- arry client rediurm block, disable
rnedium
simple-client- ary client informational default disable
informational
simple-clignt-low any client [z default disable
simple-server- arry SEFVEr critical black single-packet
crikical
simple-server-high  any SEFVEr high block single-packet
More, .,
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Application layer inspection

., | taddr.dst in 207 62187 231) M E
‘ ‘ Receive Time Type Marne ‘ From Zone ‘ Attacker Vickim ‘ Ta Port‘ Application Ackion ‘ Severity | Rulz
E;f) 12104 13:42:28  wulnerability Unknown HTTP Request C15-187- 50.247.81.99 207.62.187.231 an web-browsing alert informational = allow-some-to- -
fethod Found 20ne sun-hiwa
Ef) 12104 13:42:25 | wulnerability HTTP OPTIONS Method C15-187- 50.247.81.99 207.62.187.231 a0 web-browsing alert informational | allow-some-to-
20ne sun-hiwa
Ef) 12104 13:17:05  wulnerability Lnknown HTTP Requesk CI5-187- 50.247.51.99 20762, 187,231 a0 weh-browsing alert informational  allow-some-to-
Method Found zane sun-hiwa
Ef) 12/04 13:17:04 | wulnerability HTTP CPTIOMNS Method CI5-187- 50.247,51,99 207,62, 187,231 an web-browsing alert infarmational | allow-sonme-to-
Fone sun-hwa
E} f, 12103 19:07:49  wulnerability S5H User Authentication C15-187- 221.194.,47.208 207.62.187.231 22 ssh reset-both high allow-sone-ta-
Brute Force Atkemnpt zZone sun-hwa
Ef) 5 12103 19:07:48 | wulnerability S5H User Authentication C15-187- 221,194,47,208 207.62.187.231 22 ssh reset-both high allov-some-to-
Brute Force Atkempt zZone sun-hwa
|§f) f, 12103 19:07:48  wulnerability 55H User Authentication CI5-187- 221,194,497 ,208 207.62.187.231 2z ssh reset-both high allow-some-to-
Brute Force Atkernpt 20ne sun-hiwa
Ef) % 12/03 19:07:47 | wulnerability S5H User Authentication CI5-187- 221,194,47 208 207,62, 187,231 2z ssh reset-both high allolf\'l:some—to—
e = dinlai
. Ef; 12/03 14:10:45  wulnerability Unknaown HTTP Request CI5-187- 71.80.249,170 207.62.187.231 an wieb-brawsing alert infarmational | allow-sonme-to-
fethod Found zone sun-hiwa
E;f) 12/03 14:10:45 | wulnerability HTTP OPTIONS Method C15-187- 71.60.249,170 207.62.187.231 an web-browsing alert informational | allow-some-to-
20ne sun-hiwa
Ef) 12103 14:10:32  wulnerability HTTP OPTIONS Method CI5-187- 71.60,249,170 Z07.62,187.231 an web-browsing alert informational = allow-some-to-
zane sun-hiwa
Ef) 12/03 12:16:40 | wulnerability Unknown HTTP Request CI5-187- 198.58.80,82 207,62, 187,231 an web-browsing alert informational | allow-some-to-
Methiod Found 20ne sun-hiwa
Ef) 12/03 12:16:38  wulnerability HTTP CPTIONS Method CI5-187- 195.5.80.82 207.62.187.231 an wieb-brawsing alert infarmational | allow-sonme-to-
zone sun-hiwa
E;f) 12/03 11:49:31 wulner ability Unknown HTTP Request C15-187- 193.5.80.582 207.62.187.231 an web-browsing alert informational | allow-some-ta-
Method Found 20ne sun-hiwa
Ef) 12103 114931 wulner ability HTTP OPTIONS Method C15-187- 193,5.80.82 207.62,187.231 an web-browsing alert informational = allow-some-to-
20ne sun-hiwa
Ef) 12103 08: 1331 wulner ahility Open55H AES-GCM Auth CI5-187- 162,243,196, 164 20762, 187,231 s ssh alert Iy allow-some-to-
Remote Code Execution zane sur-hiwa
Sulner ability
E;f) 12103 08:13:31 wulner ability Open35H AES-ECM Auth C15-187- 162.243.196.164 207.62.187.231 27 ssh alert I allow-some-to-
Remote Code Execution 20ne sun-hwa =7
< |1z345678910 | D D Resolve hostname Displaying logs 301 - 400 | ¥ perpage |DESC | ¥

The PAN firewall catches the brute force attack and resets the connection 1
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Intrusion Detection Systems (IDS)

« Software application or hardware device.
« Monitor traffic and alert administrators of potential attacks.

« Scan incoming packets for known exploit signatures, and any
behavior or protocol anomalies.

« Host based (HIDS) include anti-virus, IERMIES and SEEIEE
« Network based (NIDS) include N[Ol and EIGlERE.
« Passive IDS only monitors and reports.

« Active IDS will communicate with routers and firewalls to block
specific attackers.
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https://www.tripwire.com/
http://ossec.github.io/
https://www.snort.org/
https://suricata-ids.org/
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Intrusion Prevention Systems (IPS)

Like an active IDS except is an inline device with all traffic flowing
through it.

An IPS can automatically stop attacks.

Palo Alto Networks firewalls can be used as an IDS or an IPS.
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IDS Evasion

« Payload obfuscation
 Encoding and encryption
* Polymorphism

« Insertion and evasion
« Fragmentation and small packets
« Overlapping fragments and TCP segments
* Protocol ambiguities
 Low bandwidth attacks

« Denial of service
« CPU exhaustion
« Memory exhaustion
« Operator fatigue

wiki/Intrusion detection system evasion technigues 75
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Using Security Onion and a PA-500

S8 Security Onion x

<« c ‘ @ https:/securityonion.net

LR Security Onion is

SECURITY ONION ABOUT  DATATYPES  SCREENSHOTS

DOWNLOAD  WIKI  CONFERENCE  TRAINING

About Security Onion

Security Onion is a Linux distro for intrusion detection, network security menitoring, and log

management. It’s based on Ubuntu and contains Snort, Suricata, Bro, OSSEC, Sguil, Squert,
ELSA, Xplico, NetworkMiner, and many other security tools. The easy-to-use Setup wizard
allows you to build an army of distributed sensors for your enterprise in minutes!

GET STARTED!

0 = O

Alert data Asset Data Full content
HIDS alerts from Asset Data from Bro data
0OSSEC and NIDS Full packet capture

alerts from from netsniff-ng

Snort/Suricata

Data Types

.

Host data

Host data via OSSEC
and syslog-ng

)

Session data

Session data from
Bro

conmcr sios ossconmonion installed on a VM
using SNORT and
observes traffic via a
tap port.

It bundles Squert,
Sqguil, SNORT, ELSA,
Bro and more.

O

Transaction
data

http/ftp/dns/ssl/other
logs from Bro

https:/ /securityonion.net

The Palo Alto
Networks PA-500 is
inline and all traffic
goes through it

76
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nmap "all" scan

nmap -p 22,80,443 -A 207.62.187.231,243

:~# nmap -p 22,80,443 -A 207.62.187.231,243

Starting Nmap 7.12 ( https://nmap.org ) at 2016-12-05 22:58 PST
Nmap scan report for 207.62.187.231

Host is up (0.00079s latency) .

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.l (Ubuntu Linux; protocol 2
.0)

| ssh-hostkey:

| 2048 aB8:d2:3e:8f:fd:86:d9:95:ca:81:8f:c6:d7:49:84:f1 (RSA)
| 256 aa:2d:fl:b6:df:d9:2a:21:02:6b:52:f2:3f:58:19:e2 (ECDSA)
80/tcp open http Apache httpd 2.4.18 ((Ubuntu))

| _http-server-header: Apache/2.4.18 (Ubuntu)

|_http-title: Site doesn't have a title (text/html).

443/tcp closed https

Device type: general purpose

Running: Linux 3.X|4.X

0S CPE: cpe:/o:linux:linux_kernel:3 cpe:/o:linux:linux_kernel:4
0S details: Linux 3.11 - 4.1

Network Distance: 3 hops

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

TRACEROUTE (using port 443/tcp)
HOP RTT ADDRESS

1 0.38 ms 10.99.99.1

2 0.45 ms 207.62.187.226

3 0.55 ms 207.62.187.231

Nmap scan report for 207.62.187.243
Host is up (0.00079s latency).
PORT STATE SERVICE VERSION

22/tcp filtered ssh

80/tcp open http Apache httpd 2.0.52 ((Red Hat))

| http-methods:

| Potentially risky methods: TRACE

| _http-server-header: Apache/2.0.52 (Red Hat)

|_http-title: Cisco Academy OnLine Curriculum

443/tcp filtered https 77

Caught in both Squert and PAN logs
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Squert

& J squert (1890) - matahari - Chromium 4+ _ 0 X

[ ELsA % / [ squert (1890) - mat. x \{_ 2

“— [t | A beprs://localhost/squert/index.php?id=69d83723933 157100ab8317¢c96370

| EVENTS | SUMMARY VIEWS

INTERVAL: 2016-12-06 00:00:00 -> 2016-12-06 23:59:59 (+00:00) FILTERED BY OBJECT. NO FILTERED BY SENSOR: NO PRICRITY: EEER

TOGGLE A | QUELE sC DC ACTIMVITY LAST EVENT SIGNATURE D PROTO 1% TOTAL
queue only 0 T
l 1 1 " oes927 ET SCAN Potential SSH Scan OUTBOUND 2003068 & 0.847%
grouping on
alert tcp SHOME_NET any -> SEXTERNAL_NET 22 (msg:"ET SCAN Potential SSH Scan OUTBOUND'; flags:S,12; threshold: type threshald, track by_sre,
SUMMARY A | count 5, secands 120; reference:url en.wikipedia org/wikilBrute_force_attack; reference:url doc.emergingthreats.net/2003068; classtype:attempted-recon; si
d:2003068; rev:6;)
queued events 1890
file: downloaded.rules: 10641
total events 1890
total signatures 14 CATEGORIZE 0 EVENT(S) WM CREATEFILTER: src dst both
total sources -
QUEUE  ACTIMITY LAST EVENT SOURCE COUNTRY DESTINATION COUNTRY
total destinations -
16 ™ 2016-12.06 06:59:27 10.99.99.100 207.62.187.231  E= UNITED STATES (us)
COUNT BY PRIORITY A
. O st TIMESTAMP EVENT ID SOURCE PORT  DESTINATION PORT  SIGNATURE
high 384 (z0.3)
meder 1343 () f 2016-12.06 08:59:27 461775 10.99.99.100 44738 207.62.187.231 22 L OB SSE Sen
low 32 (1.7%)
: o ET SCAN Potential SSH Scan
et 131 gawy | O 2016-12-06 06:59:26 567462 10,99.99.100 44712 207.62.187.231 22 GUTEAUND
- ET SCAN Potential SSH Scan
) Al 2015-12-06 05:59:26 461774 10.89.99.100 44696  207.52.187.231 22
COUNT BY CLASSIFICATION A - OUTBOUND
- ET SCAN Potential SSH Scan
[ EAl 2016-12-06 06:59:11 567461 10.99.99.100 46512 207.62.187.231 22
@ compromised L1 - ;- SHIBOUND
® compromised L2 - 2 2016-12-06 06:59:11 3371244 10.99.98.100 46513  207.62.187.231 22 grmsggshf[?‘e“"al ESH Sany
@ attempted access - = 2016-12-06 08:17:49 3371231 10.99.99.100 55006 207.62.187.231 2 ESCAN et SSE Scar
) ! OUTBOUND
@ denial of service - B AT ey
— Ly 'otenti can
8 policy violation' - O 2016-12-06 06:17:48 461760 10,99.99.100 54068 207.62.187.231 22 SUTEOUND
i - ET SCAN Potential SSH Scan
reconnaissance - -12- 17
(=] 2016-12.06 06:17:48 3.371230 10.89.99.100 54964 207.52.187.231 22 SiE D
8 malicious S 1 ET SCAM Pofential SSH Sean
WELCOME matahari | L1 UTC 07:02:41

An SSH scan detected in Squert
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paloalto

NETWORKS

Dashboard

ACC

CIS 76 - Lesson 15
PAN

Monitor Policias

Objacts Network

Device

& Commit & (1)

B save

v Logs
@; Traffic
@ Threat
LRL Filtering
[, WildFire Subrmissions
Diata Filkering
B HIp Match
Zonfiguration
Systemn
Alarms
+2-Packet Capture
v @npp SCope
Sumrmary
[Fe Change Monitar
@ Threat Monitor
@ Threat Map
Metwork Monitor
B Traffic Map
éz)Session Browser
Q Eoknet
v @ PDF Reports
lmﬂ\ﬂanage PLCF Summarsy
8@ User Activiky Repork
lEmeport Groups
B Email Scheduler
’LTé)Manage Custom Reports
[illl Reports

., (acier in 10.39.99.100)

| | Receive Time Type Mame | Fram Zone | Attacker Wickirm | To Port| Application Ackion | Serverity | Rule |
g—
EQ 12/05 22:59:30  wulnerability Unknown HTTP Request CIS-187- 10,99,99,100 207.62,187.243 a0 web-browsing alert informational | allow-some-to- a
Method Found zone waliente
EQ 12/05 22:59:30 | vulnerability Unknown HTTP Request CIS-187- 10,99,99,100 207.62,187.231 a0 web-browsing alert informational | allow-some-to-
Method Found zone sun-hwa
E;_‘) 12/05 22:52:30  wulnerabilicy HTTP OPTIOMNS Method CI5-187- 10,99,92,100 207.62,187.243 a0 web-browsing alert informational | allow-some-to-
z0ne valignte
I%_{) 12/05 22:52:30 | vulnerabilicy HTTP OPTIOMNS Method CI5-157- 10,939,929, 100 207.62,187.231 an web-browsing alert informational | allow-some-to-
zone sun-hwa
E{) 5 12/05 22:46:36  vulnerabilicy Bash Remote Code CI5-157- 10,99,99, 100 207.62.187.231 an web-browsing reset-both critical allow-some-to-
Execution Yulnerability zone sun-hwa
I;_{) 12/05 22:17:53 | vulnerabilicy Unknown HTTP Request CI5-157- 10,99,99, 100 207.62.187.231 a0 web-browsing alert informational | allow-some-to-
Method Found zone sun-hiea
R) 12/05 22:17:53  wulnerabilicy HTTP OPTIOMS Methad CI5-187- 10,99,99, 100 207.62.187.231 an web-browsing alert infarmational | allow-some-ta-
zone sun-fiwa
I;_;_‘) 12/05 22:15:32 | wulnerabilicy Unknawn HTTFP Request CI5-157- 10,99,99, 100 Z07.62.187.243 an web-browsing alert infarmational | allow-some-ta-
Method Found 20ne valiente
l I%_;_‘) 12/05 22:15:32 | wulnerability HTTP OPTIOMS Method CIS-187- 10,99,99,100 Z07.62,187.243 a0 web-browsing alert informational | allow-some-to-
zone waliente
EQ 12/05 22:10:35 | wulnerability Unknown HTTP Request CIS-187- 10,99,99,100 207.62,187.243 a0 web-browsing alert informational | allow-some-to-
Method Found zone valiente
E;_‘) 12/05 22:10:35  wulnerabilicy HTTP OPTIOMNS Method CI5-187- 10,99,92,100 207.62,187.243 a0 web-browsing alert informational | allow-some-to-
z0ne valignte
E{) 12105 22:07:21 | wulnerabilicy Unknown HTTP Reguest CI5-187- 10,992,929, 100 207.62,187.231 a0 web-browsing alert informational | allow-some-to-
Method Found z0ne sun-hwa
E{) 12/05 22:07:21  wulnerabilicy HTTP OPTIONS Method CI5-157- 10,99,99, 100 207.62.187.231 an web-browsing alert informational | allow-some-to-
z0ne sun-hiwa
I;_Q 5 0712 15:27:11  wulnerability Eiash Remote Code CI5-157- 10,99,99, 100 Z07.62.187.243 an web-browsing reset-both critical allow-some-to-
Execution Yulnerability Zone valiente
I;_;‘) 5 0712 15:27:10  wulnerability Bash Remate Code CI5-187- 10,99,99, 100 207.62.187.243 an web-browsing reset-bath critical allow-some-ta-
Execution Yulnerability zone valiente
I;_;_‘) 5 07/12 15:27:10  vulnerability Eash Remote Code CI5-157- 10,99,99, 100 Z07.62.187.243 an web-browsing reset-bath critical allow-some-ta-
Execution Yulnerability zone valiente
EQ 5 07/12 15:27:10  wulnerability Eash Remote Code CI5-157- 10,99,99, 100 Z07.62.187.243 a0 web-browsing reset-both critical allow-some-ta-
Execution Yulmerability zone valiente
PN PRSI, leen Ll fel o e s s s 4 L L ol L
KKkl 4 (1 | | D Resolve hostname Displaying logs 1 - 97 | ¥ perpage

An HTTP scan detected by Palo Alto Networks

79



CIS 76 - Lesson 15 tu - rﬁ: ‘ ’ MW

nmap "shellshock"” scan

root@pen-kali: ~ - O N>
File Edit View Search Terminal Help
:~# nmap -sV -p- --script http-shellshock sun-hwa.cis.cabrillo.edu

Starting Nmap 7.12 ( https://nmap.org ) at 2016-12-05 23:17 PST

Nmap scan report for sun-hwa.cis.cabrillo.edu (207.62.187.231)

Host is up (0.00040s latency).

Other addresses for sun-hwa.cis.cabrillo.edu (not scanned): 2607:f380:80f:f425::231
Not shown: 65532 filtered ports

PORT STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.l (Ubuntu Linux; protocol 2.0)

80/tcp open http Apache httpd 2.4.18 ((Ubuntu))

| http-server-header: Apache/2.4.18 (Ubuntu)

443/tcp closed https

Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 150.42 seconds
L ~#

Squert doesn't log anything, but PAN logs it and resets the connection 80
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CIS 76 - Lesson 15
PAN

1

paloalto

NETWORKS

v Logs
@; Traffic
@ Threat
LRL Filtering
B34, wildFire Subrissions
Data Filkering
% HIP Match
Configuration
Swstem
Alarms
45 Packet Capture
v @App Scope
Summary
[®4 Change Monitor
.@ Threat Manitaor
@ Threat Map
Metwaork Monitar
& Traffic Map
é@Session Browiser
Q Baoknet
v (8 POF Reports
%Manage PDF Surnmary
8@ User Ackivity Repark
mReport Groups
B¢ Email Scheduler
'lTé‘)Manage Zuskom Reporks
[il] Reports

Dashboard ACC Monitor Policies Objects Network Device & commit & (1) B save
Manual v
.| tacter in 10.99.99.100) 3 ®
Feceive Time Type [Hame From Zone | Attacker it To Port | Application Action Severit Rule
@) f, 12005 23:19:30 | vulnerability Bash Remote Code CI5-187- 10,99,99,100 207.62,187.231 a0 web-browsing reset-both critical allow-some-to- -
E:cecution Yulner abilit Zone s
@) 12005 22:59:30 | vulnerability Unknown HTTP Request CI5-187- 10,99,99,100 207,62, 167,243 a0 web-browsing alert informational | allow-some-to-
Methiod Found z0ne valiente
E) 1205 22:52:30  wulnerability Unknown HTTP Request CI5-187- 10,92,99,100 207.62.187.231 an web-browsing alert informational  allow-some-to-
Methiod Found z0ne sun-hivwa
E} 12/05 z2:59:30 | wulnerability HTTF OPTIONS Method CIS-187- 10,99,99,100 207,62, 187,243 a0 web-browsing alert informational | allow-some-to-
z0ne valiente
E) 12/05 22:52:30  wulnerability HTTF OPTIONS Method CI5-187- 10,99,99,100 207.62.187.231 an web-browsing alert informational | allow-some-to-
z0ne sun-hivwa
@) 5 12/05 22:46:36 | wulnerability Eash Remate Cade CIS-187- 10,99,99,100 207.62.187.231 a0 web-browsing reset-both critical allow-some-ta-
Execution Yulnerability zone sun-hiwa
Ig) 12/05 22:17:53  wulnerability Unknown HTTP Request CI5-187- 10.99.99.100 207.62.187.231 an web-browsing alert informational | allow-some-to-
Methiod Found z0ne sun-hivwa
E} 12/05 22:17:53 | wvulnerability HTTF OPTIONS Method CI5-187- 10,99,99,100 207.62.187.231 a0 web-browsing alert informational | allow-some-to-
z0ne sur-hiwa
k K) 12005 22:15:32 | wulnerability Unknown HTTP Request CI5-187- 10,99,99,100 207,62, 167,243 a0 web-browsing alert informational  allow-some-to-
Method Found zone waliente
E) 12005 22:15:32 | wulnerability HTTF OPTIONS Method CI5-187- 10,99,99,100 207,62, 167,243 a0 web-browsing alert informational | allow-some-to-
zone waliente
E) 12005 22:10:35 | wulnerability Unknown HTTP Request CI5-187- 10,99,99,100 207,62, 167,243 a0 web-browsing alert informational  allow-some-to-
Method Found zone wvaliente
@) 12005 22:10:35 | wulnerability HTTF OPTIONS Method CI5-187- 10,99,99,100 207,62, 167,243 a0 web-browsing alert informational | allow-some-to-
zone waliente
@) 12005 22:07:21 | wulnerability Unknown HTTP Request CI5-187- 10,99,99,100 207.62,187.231 a0 web-browsing alert informational  allow-some-to-
Method Found zone sun-hwa
@) 12005 22:07:21 | wulnerability HTTF OPTIONS Method CI5-187- 10,99,99,100 207.62,187.231 a0 web-browsing alert informational | allow-some-to-
zone sun-hwa
@) f, 0712 15:27:11 | wulnerability Bash Remote Code CI5-187- 10,99,99,100 207,62, 167,243 a0 web-browsing reset-both critical allow-some-to-
Execution Yulnerability Zone valiente
@) f, 07112 15:27:10 | vulnerability Bash Remote Code CI5-187- 10,99,99,100 207,62, 167,243 a0 web-browsing reset-both critical allow-some-to-
Execution Yulnerability zone valiente
@) f, 0712 15:27:10 | wulnerability Bash Remote Code CI5-187- 10,99,99,100 207,62, 167,243 a0 web-browsing reset-both critical allow-some-to-
Execution Yulnerability zone valiente
L = Jao - 4 L Ll Cim b " ul To 4 4 4 4 A Ll b babl ibimml 1 " e
Kad 4 1] B D Resalve hostname Displaying logs 1 - 98 | ¥ per page

PAN logs it and resets the connection
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Logs
@, Traffic
B9 Threat
@ LRL Filkering
[, WildFire Submissions
% Diata Filkering
HIF Match
ZaonFiguration
¢ Svstem
B alarms
Packet Capture
¥ App Scope
I:‘ Surnmary
[Fay Change Moritor
i) Threat Manitor
@ Threat Map
(B8 retwork Monitor
& Traffic Map
4 Session Browser
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T PDF Reports
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[l Reports

CIS 76 - Lesson 15

PAN

Dashboard ACC

o | (&dldr in 10.89.93.100)

Policies

Objects

Netwark

Device

{00800},

& Commit & (1)

hdanual o

® {aly]

lengt:

Action Severity Rule

Receive Time

e - E2:19:192.000000 Z4:e29:b3:24:£c:82 > 00:1b:17:27:be:10, ethertype IDwd

= 0x0000: 00lb 1737 belD Z4e? b324 fcSZ 0500 4500 ... 7..F..§....E.

ITe 0x0010: 0lEe 4341 4000 2£0& dZfe Dag? £364 acle . IAE.7..".cod. .

> 0x00Z0: 0515 d3le 0050 Jafl 3eft acSe Ocde 8018 ... .. Po.xV.~ N

. 0x0030: 00eS 0e55 0000 0101 050a 0003 77ad 0451 .. .10, P -

[Fe 0x0040:  E012 474E E4Z0 Z£Z0 4854 E4E50 Z£31 Ze3l P.GET./.HTTP/L.1
0x0050: 0d0a 2323 Z07b 2Z03a 3b7d 3bZ0 6563 636f -echo

B 0x0060:  3h70 6563 686f ZOZZ 594k 5344 5047 5144 TESMPGOD
0x0070:  Eade 4747 4744 E0ZE 3aZ0 Z8Z% Z07b Z03a s {0

[Fe) 0x0030: 3b7d 3bEZ0 6563 &656f 3bE0 6563 656f Z0ZZ  ;};.echo;.echo
0x0030:  E8db E3dd E047 El4d Eade 4747 4744 EOZZ  YHESMDCOQDENCGCEDD!

[ 5_ 0x00a0: 0d0a 436f Sefe 6563 7460 ©fce 3aZl 636c . .Comnection:.cl
0x00b0:  EE£73 6504 Dads 6173 743a 2073 756e ZdeS ose. Host:.sun-h

] 0x00c0: 77l Zef2 E872 Ze62 E16E TIZ63 Ecéc £ffe wa.cis.cabrillo.
0x00d0:  £564 750d DaSt 7365 7ZZd 4167 £56e Vd43a edu. User-Agent:

B 0x00e0: Z0Z8 7920 7hZ0 3a%h 7d3h 7065 6368 6f3h (). {.:;}; echo;

- Ox00£0: Z0EE &268 E£Z0 ZZED 4bEZ 4dE0 47EL 44fa . echo. "TEEMPGOLZE
0x0100: 4ed? 4747 4450 ZZ0d OaSz €566 6572 657Z NGGGLP". . Referer
0x0110: 2af0 Z2E9 Z0Th 2Z0%a 3b7d 3bI0 6563 E86f i}i-echo

. 0x01z0: 3bZ0 6563 686f Z0ZZ 594b 534d 5047 5144 "THESMPGOD

B 0x0130: Sade 4747 4744 S0ZZ 0d0a 436f 6f6b 6365 ZNGGGDP'. . Cookie
0x0140:  2af0 Z2E9 Z0Th 2Z0%a 3b7d 3bI0 6563 E86f . ().{.:;};.echo

B> 0x0150: 3bZ0 6563 686fL Z0ZEZ 534b 534d 5047 5144 "TESMPGOD
0x0160: Sade 4747 4744 S0ZF Dd0a OdOa ENGGGDE" . _

B

e

T

B §

P& N —

B §

= =

1 Resolve hostnare

One packet captured

Displaying logs 1 -98 100 % per page

Bl save

DESC

-

v
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PAN

Tl 1202564065033980284.pcap - Wireshark M= E3
File Edit VYiew Go Capture Analyze  Statistics Telephony Tools  Help

8w e EE - EE R Y CIETCE =
Filter:l ¥  Expression... Clear Apply
T, ITime ISource IDestination IProtocoI IInFo

1 0.000000 10.99.99.100 172.30.5.21 HTTF GET / HTTP/1.1 Continuation or non-HTTP traffic

B Frame 1: 364 bytes on wire (2912 bits), 364 bytes captured (2912 bhits)
# Ethernet IT, sSrc: 24:89:b3:24:Fc:82 (24:29:b3:24:Fc:82), Dst: Paloalto_37:he:l0 (00:1b:17:37:he:l0)
® Internet Protocol, Src: 10.99.99.100 (10.99.99.100), Dst: 172.30.5.21 (172.30.5.21)
® Transmission Control Protocol, Src Port: 54038 (54038), Dst Port: http (80), seq: 1, ack: 1, Len: 298
Fl Hypertext Transfer Protocol
= GET / HTTR/L.1%rn
= [Expert Info {(Chat/Seguence): GET / HTTP/L.1%r\n]
[Message: GET / HTTR/1.1%r%n]
[severity Tewel: Chat]
[Group: seguence]
Reguest Method: GET
Reguest URI: /
Reguest version: HTTP/L1.1
El Hypertext Transfer Protocol
=l Data (282 hytes)
LI

L]

NS [

9| Data {data.data), 282 bytes Profile: Default

One packet captured and exported to Wireshark
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nmap "heartbleed" scan

nmap -p 443 --script ssl-heartbleed opus-ii.cis.cabrillo.edu

File Edit View Search Terminal Help
:~# nmap -p 443 --script ssl-heartbleed opus.cis.cabrillo.edu

Starting Nmap 7.12 ( https://nmap.org ) at 2016-12-05 23:41 PST

Nmap scan report for opus.cis.cabrillo.edu (207.62.187.230)

Host is up (0.00072s latency) .

Other addresses for opus.cis.cabrillo.edu (not scanned): 2607:f380:80f:f425::230
PORT STATE SERVICE

443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 13.74 seconds

~# |

Squert, Sguil and PAN log it

0O
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[ ELSA x /O squert (1953) - mat- x \ {0 |_

< C ‘ A b#rs://localhost/squert/index.phprid=69d837

‘ EVENTS | SUMMARY VIEWS | | i

INTERVAL: 2016-12-06 00:00:00 -> 2016-12-06 23:59:59 (+00:00) FILTERED BY OBJECT: NO FILTERED BY SENSOR: NO FRIORITY: DR

TOGGLE | QUEUE sC DC ACTIVITY LAST EVENT SIGNATURE [} PROTO % TOTAL
queue only
grouping
A1 ET POLICY Self Signed SSL Certificate
- ~ I 1 1 07:41:27 {SomeOrganizational Unit) 2013659 & 0.154%
T 1953 alert tcp SEXTERNAL_MET 443 -> SHOME_NET any (msg:"ET POLICY Self Signed S5L Certificate (SomeQrganizationallnit)”; flow:established from_serv
a er; content:"|16 03]"; content:"|0b|"; within:7; content:"SomeOrganizationalUnit™; classtype:policy-violation; sid:2013659; rev:3;)
total events 1951
: file: downloaded.rules: 10469
total signatures 15
total sources - CATEGORIZE 0 EVENT(S) W CREATEFILTER: src dst both
total destinations -
QUEUE  ACTIVITY LAST EVENT SOURCE COUNTRY DESTINATION COUNTRY
COUNT BY PRIORITY A
| “ 2016-12-06 07:41:27 207.62.187.230 BES UNITED STATES {us) 10.99.99.100
high 447 [2z.9%)
R 1343 (6m.5%) L] 5T TIMESTAMP EVENTID SOURCE PORT  DESTINATION PORT  SIGMNATURE
low 32 (r8%) : - ET POLICY Self Signed SSL Certificate
G S i (] 2016-12-06 07:41:27 3.3713h1 207.62.187.230 443 10.99.95.100 36700 (SomeOrganizationalUnit)
& a1 ET POLICY Self Signed SSL Certificate
= 2016-12-06 07:41:27 4.61788 207.62.187.230 443 10.99.95.100 36696 (SomeOrganizationalUnit)
COUNT BY CLASSIFICATION A 2 :
— e ET POLICY Self Signed S5L Certificate
)] 2016-12-06 07:41:27 5.67499 207.62.187.230 443 10.99.95.100 36658 (SomeOrganizationalUnit)
B compromised L1 -
B compromised L2 -
B attempted access -
@ denial of service -
@ policy violation -
reconnaissance -
@ malicious -
WELCOME matahari | O T UTC 07:47:10

Squert logs the self-signed certificate sent to attacker

-
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Squil

= [ SGUIL-0.9.0 - Connecte... @ squert (1959) - matahar...

File Query Reports Sound: Off ServerMame: localhost UserMame: matahari UserID: 2 2015—12—060?:49:13GMT|

RealTime Euems] Escalated Ew.nts}

Alert ID ) ime SPort DPort r | Event h g Al
RT 2 ids-01-et... 3.371175 2016-12-06 02:57:48  207.62.187.227 47801 10.76.26.105 5432 b ET POLICY Suspicious inbound to Postgre...
RT 2 ids-01-et... 3.371177 2016-12-0602:57:48  207.62.187.227 58226  10.76.26.105 1433 G ET POLICY Suspicious inbound to MSSQL ...
RT 4 ids-01-et... 4.61682 2016-12-06 02:57:49  207.62.187.227 49406 10.76.26.105 1521 6 ET POLICY Suspicious inbound to Oracle 5...
RT 1 ids-01-et... 4.61686 2016-12-06 02:57:49  207.62.187.227 60063 10.76.26.105 5801 6 ET SCAN Potential VNC Scan 5800-5820
RT 1 ids-01-et... 3.371179 2016-12-06 02:57:50  207.62.187.227 56635  10.76.26.105 5504 ] ET SCAN Potential VNC Scan 5900-5920
RT 6 ids-01-et... 4.61757 2016-12-06 06:07:02  10.99.99.100 61052 207.62.187.231 22 6 ET SCAN Potential SSH Scan OUTBOUND
RT 5 ids-01-et... 3.371228 2016-12-06 06:07:02  10.99.99.100 61051 207.62.187.231 22 6 ET SCAN Potential SSH Scan OUTBOUND
RT 5 ids-01-et... 5.67457 2016-12-06 06:07:02  10.99.99.100 61053 207.62.187.231 22 6 ET SCAN Potential SSH Scan OUTBOUND
- 1 ids-01-et... 5.67460 2016-12-06 06:36:13  10.99.99.100 38738 207.62.187.243 80 6 ET POLICY Outgoing Basic Auth Base64 HT...
1 ids-01-et... 4.61767 2016-12-06 06:36:13  10.99.99.100 38740 207.62.187.243 80 6 ET POLICY Outgoing Basic Auth Base&4 HT...
1 ids-01-et... 4.61788 2016-12-06 07:41:27  207.62.187.230 443 10.99.99.100 36696 6 ET POLICY Self Signed SSL Certificate (Som...
- 1 ids-01-et... 5.67499 2016-12-06 07:41:27  207.62.187.230 443 10.99.99.100 36698 6 ET POLICY Self Signed SSL Certificate (Som...
- 1 ids-01-et... 3.371251 2016-12-06 07:41:27  207.62.187.230 443 10.99.99.100 36700 6 ET POLICY Self Signed SsL Certificate (Som...
A4
. o e [+ Show Packet Data [ Show Rule
IP Resolution ] Agent Status 15nort5t_at|st1 System Msgs ]
v Reverse DNS | Enable External DNS -
SrcIp: 207.62.187.230 Source IP DestIP Ver HL TOS len ID Flags Offset TTL ChkSum
srcName: 730,187.62.207.in-addr.arpa oslab.cis.cabrillo.edu |207.62.187.230  |10.99.99.100 |4 |5 |0 |1213 |1E'38‘6 |— |0 |63 |65100
DstIP:  10.99.99.100 UAPRSF
3 Source Dest RRRCS55Y 1
Dst Name: unknown Port Port 1T0GKHTNN Seq# Ack#  Offset Res Window Urp ChkSum
Whois Query: * None ( SrcIP ° DstIP 443 (36696 |. |. [ [xx|. |. |. [4130255801 [3638125227]8  Jo 253 o [24403
i | | |
16 03 01 00 59 02 00 00 55 03 01 58 46 6B A7 FE R SR T (S |
CE 74 FC F7 AF 2E F9 8F 13 5D FA E9 6E EE 83 OF L J..n...
08 78 DA OA 86 CE 9D BE 0OC 38 97 20 05 C5 4F 74 i L 8. ..0t
59 90 00 57 F7 7B 68 26 39 6F 51 EO B1 83 47 F7 ¥..W.{h&90Q...G. |
B _||| Search Packet Payload | " Hex * Text [ MoCase

86
Sguil logs the self-signed certificate sent to attacker
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PAN

paloalto |
METWORKS Dashboard ACC Monitor Policies Objects Network Device & Commit & (1) @ Save
Marual M S Drep
v BLogs ., (acdr in 10.99.95.100) B6HE
%Traffic Feceive Time Tvpe Iame From Zone | Atkacker ickim To Port | Application Action Severit Pule
Threat =
teri E) 12005 23:41:32  wulnerability Openssl TLS Malformed CI5-187- 10,99,99,100 207.62.187.230 443 ssl reset-both medium allow-some-to- =
URL Filkering Heartbeat Request Found - zone opus
B4, wildFire: Submissions e Heartblesd
[Diata Filkering E) f, 12/05 23:19:30 | wulnerability Bash Remote Code CI5-187- 10,99,99,100 207.62,187.231 a0 web-browsing reset-both critical allow-some-to-
@ HIP Makch Execution Yulnerability z0one sun-hwa
Elis
X . E) 12{05 22:59:30  wulnerabilicy Unknown HTTP Request CI5-187- 10,99,99,100 207.62.187.243 a0 web-browsing alert informational | allow-some-to-
‘-_?‘ Canfiguration Method Found zone waliente
System E) 12/05 22:59:30 | wulnerability Unknown HTTP Request CIS-1687- 10,99,99,100 207.62,187.231 a0 web-browsing alert infarmational | allow-some-to-
alarms Method Found z0one sun-hwa
4-Packet Capture E) 12{05 22:59:30  wulnerabilicy HTTP OPTIONS Method CI5-187- 10,99,99,100 207.62.187.243 a0 web-browsing alert informational all?w-some-to-
zang waliente
v App Scope
@OO E) 12/05 22:59:30 | wulnerability HTTP OPTIOMNS Method CIS-1687- 10,99,99,100 207.62,187.231 a0 web-browsing alert informational | allow-some-to-
Summary zone sun-hwa
[ Change Manitar E) f, 12/05 22:46:36 | wulnerability Bash Remote Code CI5-1687- 10,99,99,100 207.62,187.231 a0 web-browsing reset-both critical allow-some-ta-
@ Threat Manitar E:xecution Yulnerahility z0ne sun-hiwa
ﬁThreat Map E) 12/05 22:17:53 | wulnerability Unknown HTTP Request CIS-1687- 10,99,99,100 207.62,187.231 a0 web-browsing alert informational | allow-some-to-
(B8 Network Monit Method Found zone sun-hwa
B8 Metwork Monitor h
X E) 12{05 2211753 wulnerability HTTP OPTIONS Method CI5-187- 10,99,99,100 207.62.1587.231 a0 web-browsing alert informational | allow-some-to-
@ Traffic Map zone sun-hwa
‘959590” Browser E) 12)05 22:15:32 | wulnerability Unknown HTTP Request CIS-187- 10,99,99,100 Z07.62.187.243 a0 web-browsing alert infarmational | allow-some-to-
& Botnet Method Found z0one wvaliente
v @ POF Reparts E) 12{05 22:15:32 | wulnerabilicy HTTP OPTIONS Method CI5-187- 10,99,99,100 207.62.187.243 a0 web-browsing alert informational all?w-some-to-
zang waliente
Manage POF Surmmary
% o E) 12{05 22:10:35 | vulnerability Unknown HTTP Request CI5-187- 10,99,99,100 207.62,187.243 a0 web-browsing alert informational | allow-some-to-
S User Activity Report Method Found zone waliente
%REDUVt Groups B 12/05 22:10:35  wulnerability HTTP OPTIONS Method CIS-187- | 10,99.99.100 207.62.157.243 a0 web-browsing alert informational | allow-some-to-
EgEmail schedulsr 20NE waliente
'lTé‘)Manage Custom Reports E) 12/05 22:07:21 | wulnerability Unkﬂo\a\ln HTTdP Request CIS-1687- 10,99,99,100 207.62,187.231 a0 web-browsing alert informational allowh-some-to-
Method Faun zang sun-hiwa
[ Reparts
E) 12/05 22:07:21  wulnerability HTTP OPTIONS Method CI5-1687- 10,99,99,100 207.62,187.231 a0 web-browsing alert informational | allow-some-to-
z0one sun-hwa
E) f, 0712 15:27:11 | wulnerability Bash Remote Code CIS-1687- 10,99,99,100 207.62,187.243 a0 web-browsing reset-both critical allow-some-to-
Execution Vulnerability zone waliente
E) f, 0712 15:27:10  wulnerability Bash Remote Code CI5-1687- 10,99,99,100 207.62,187.243 a0 web-browsing reset-both critical allov-some-to-
Execution Vulnerability zone wvaliente =
Kad 4 |1 | B D Resolve hostname Displaying logs 1 - 99 | ¥ perpage |

s | Logout ;T'

fr=]
@

PAN logs it and resets the connection 87
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Honeypots

Decoy servers to lure and trap hackers.
Configured with vulnerabilities and fake but enticing data.

Attempts to keep hackers engaged long enough that they can be
traced back.

Allows security professionals to observe how hackers operate and
the tools they use.

Commercial and open source honeypots are available.
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.|I|NDG

NETLAB+

ETHICAL HACKING
LAB SERIES

Lab 16: Evading IDS

Material in this Lab Aligns to the Following Certification
Domains/Objectives

Certified Ethical Hacking (CEH) Domain

16: Evading IDS, Firewalls and Honeypots

Document Version: 2016-03-09

Log into Netlab PE or VE and select Lab 16 91
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Victim IDS Attacker

ol e

vy i’
N >

OpenSUSE Security Onion

Kali 2

LAN WAN
192.169.0.0/24 254 1 192.168.9.0/24

2 100

The IDS (Security Onion) is used to monitor the nmap scans
Kali is doing on OpenSUSE
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OpenSUSE

2

Security Onion

LAN
192.168.0.0/24

Kjali 2

WAN
192.168.9.0/24

[Snorby

- Dashboard - Chro.

norby - Dashbo

File System ELSA

-

Terminal E... Setup

Sensors

Snorby
squert(1) - ndg x | (§) Snorby - Dashboard

fx bips//localhost 444

LAST 24 TODAY YESTERDAY LAS

Snorby

MEDIUM SEVERITY

Event Count vs Time By Sensor

LOW SEVERITY

o —

0

T

sal-machine-e

al-machine:NU .

|/ [ squert(1)-ndg

EVENTS

(=]

[ roupma

SUMMARY A

queued events

total events 1

hgh

WELCOME ndg |

x \ @ snorby-Dashboard  x

o B & x baps://localhost/squert/

INTERVAL:  2017-12.04 00:00:00 -> 2017-12-04 23:59:59 (+00:00)
NO

Qe Orily e

=l NY

19:02:06

Squert

dex.php?id=433b77585f8!

FILTERED BY OBJECT: NO
[OSSEC] Integrity
checksum changed

FILTERED BY SENSOR:
100.000%

550 0

UTC 19:10:07

\ 4 SGUIL-0.9.0 - Connected To localhost = X
Fie Query Reports Sound: Off ServerName: localhost UserName: ndg UserlD: 2 2017-12-04 19:08:06 GMT
RealTime Events | Escalated Events |
RT 9 ndgvirnu... 3228 2015-12-21 16:27:08  192.168.9.2 44229 192.168.0.2 1433
RT 8 ndgwinu.. 3229 201512211627:08 19216892 44229 192.16802 5432
RT 10 ndg-virtu.. 3224 2 44229 192.168.0.2 3306
-
RT 1 ndgwirtu... 461 2 54663 192.168.0.2 80
| ] 1 ndgvitu.. 3246 2 g u I 80 192.168.0.2 54907
RT 2 ndgvinu.. 474 2 59433 192.168.9.2 80
RT 1 ndgvirtu 3.278 2015-12-30 18:21:19  192.168.9.20 63653  192.168.0.2 5910
RT 1 ndgwirtu... 3276 2015-12-30 18:21:19  192.168.9.20 63653 192.168.0.2 5800 i
RT 1 ndgvirtu... 3.274 2015-12-30 18:21:19  192.168.9.20 63653 192.168.0.2 1521 5
|
D —— ? =
p— 1 - Show Packet Data |~ Show Rule
-
Reverse DNS_ Enable Extemal NS Ty Dol Ver ALTOS len 1D g
srcip:
HEN UAPRSF
Dst1P: Source Dest RRRCSS Y 1
2ot Port Port 10GKHTNN Seq#  Ak# Offseted
Whois Query: * None SrcIP Dst1P ~
n i
" Hex * Text NoCa

ndg or ndg@ndg.com
password123

T — e — )T

4
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Download

g Engine

~ac Run default scripts
—seript=<Seriptianas|
<ScriptCatagory>|<Scripthirs
Run Individual or groups of scripts
——seript-argss<Namal=Valual, ..
Use the list of script arguments
—-sczipt-updatads
Update script database

Fimagis script categares include, bt ane nat e 9, the
oowg:

suthe Utitze cresensials or bypass authentication on target

basts

bromicact: Dz o e comman sy

Nmmmnmu syems, 3
maummmhqw S, o, .

Getaun: scrps ol e 004 e o

discowery: Try t leaen mare information shaat target
g i Sasces o famaton, SO, priee ey
o R —

‘exploit: ATETE 1 explut target
esterat rat i huparty syems nct nchaded in

[ R ——
Intrushve: Hay crach tasget, consume resaurces,
e IMEAct teges MICes 1 3 MakGOuS BEnen,

A ful list of Nmap Scripting Engine scripts ks
avallable at http://nmap.arg/nsedoc/

Some particulary useful scripts include:

dns-zome-transfer: Attempts to pull 2 zone fle
(RIER) ram 3 DNS server

nmap —script dna-zona-
b it S
transfar domain=<demain> -p53
<hosts>

http-rabots. t: Harvests robots. b files from
discovered web servers.

§ nmap —-script http-zobota.txt
<hoata>

omap (ScanType] [Optiomal (tas

Pv4 pddress: 192.168.1.1

TPvE address: AREE:CCDD: : FFbathd

Host name:  www . target. egt

1P adress range: 192168 0-255.0-255
CIDR bhock: 192168 .0.0/16

e A,

smb-brute: Attempts to
usemame and password combinations via
automated quessing
§ script samb-brute.nse —peds

<hoats>

- Attemgts to run a series of
programs on the target machine, using
cradentals provided as sarptargs.

map ipt snb-psexec.nse -
Seriph-argemanbusarotesarnina

malwara: Lack for SQ1c of mawane
[y

e Diignac ks ot e 1 gttt
warsian: Messure the versin of o prtacel spoken

eonfi
-pdE chostss

Mo port range specified scans 1,000 mast popular
ports

-x Scan 100 most populr ports
-peportis—cport2> FPurtrange
-pepertis cpeea>,... Port List
-pU:53,0: 110, 720-445  Mix TCP 30d LUDP
= Semn inearly (8 AOL FaRGOmiR ports)
—~top-parts <3  SEA A MESL popUlr POS
p-Sa35 Laming offinklal put inracge malzs
Nmiap scan start at part 1

by e o -po- Leaving off end port in range makes
ol e e g e e 3 e Hmap scan teough port 65535
ity - Sean ports 1-65535
Probing Optic: Fine-Grained Timing Aggregate Timing Option:

~En Dont probe (sssume sl osts are up)
= Default probe (TCP B0, 445 & ICMP)
-rseporelises
Gheck whethes targels are s by proting TGP
pants
-5E Use ICWP Echo Request
BB Use ICMP Tenestamp Request

-5m Use ICUP Nelmask Fisquest

Scan Types

~an Probe only (host discovery, not gort scan)
-as YN Scan

-a1 TGP Gonnect Scan

-aU UDP Scan

-av Version Scan

-0 OS5 Detection

—-scantlags  Sel cusiom kst ol TCP using
URGACKPSHRSTSYNFIN In any srder

--min-hoatgroup/max-hostyroop <size>
Parallel host scan group sizes
--min-para
<numprobas>
Probe parselizatcn

liam/max-parallelism

--min-rtt-timeout/max-rtt-
timacut/initial-rtt-timeout <tims>

Specities probe round irig time.

--max-zetries <tries>
s number of port scan probe
retransmissions.
--hsst-timecut <time>
v Up on target atter this long
--scan-dalay/--max-scan-dalay <tima>

Adjust delay between probes

--min-zate <number
send pmlsnuswar than

--max-rate <nomber>
Send packets no faster than
<Twmbers per second

10 Paranoid: Very skow, used for IDS evasion

~r1 Snealy: Quie slow, used for IDS evasion

-T2 Polite: Slows down to consume kess
bandwidth, runs ~10 times slower than
defaul

-3 Mormal: Default, a dynamic timing modsl
based on target responsivensss

T4 Aggressive: ASsumes 3 fast and reliable
network and may averwhelm targats

-8 Insane: Very aggressive; will liely
owenwhelm targets or miss open ports

-on Standard Nmap output

-G Greppable format

—ex XML format

ok chazanamas
Generate Nmap, Grappable, and XML
cutput files using basaname for files

-n  Disable reverse IP adaress lookups
-&  Use IPvé only
- |.Ise several raamrs, inchuding 05
jan, Version Detectian, Script
sGm-.g [dziault] and traceroute
——raason Diplay reason Nmap thinks part is
apen, closed, o filtered

- -

en-testing/files/2013/10/NmapCheatSheetvl.1.pdf
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i Apps N vahoo

https://nmap.org/ ds.htm| 7 @n :

Cabrillo College Health MNetwork CIS 76 links Lab Development Home Music Training [ Expand Al [Y Link Comments Other bookmarks

NMAP.ORG
Nmap Security
Scanner
+ Intre
» RefGuide
+ Install Guide
s Download
« Changelog
+ Book
» Docs
Security Lists
+ Nmap Announce
» Nmap Dev
« Bugtrag
s Full Disclosure
* Pen Test
+ Basics
» More
Security Tools
+ Password audit
= Sniffers
+ Vuln scanners
» Web scanners

* Wireless

+ Exploitation

» Packet crafters
+ More

ite News

Sponsors:

SLi, XSS
> 3000

OTHER YULNERABILITIES

—_— »
i Nmap Free Security Scanner
e ide ping sweep, os i
Audit your network security before the bad guys do
? Intro Reference Guide Book Install Guide
Download  Changelog Zenmap GUI  Docs

Bug Reports OS Detection  Propaganda  Related Projects

In the Movies In the News

Nmap Network Scanning

Firewall/IDS Evasion and Spoofing

Chapter 15. Nmap Reference Guide

Firewall/IDS Evasion and Spoofing

Many Intemnet pioneers envisioned a global open network with a universal IP address space allowing virtual connections between any two nodes. This allows hosts to act as true peers, serving and retrieving
information from each other. People could access all of their home systems from work, changing the climate control settings or unlocking the doors for early guests. This vision of universal connectivity has
been stifled by address space shortages and security concerns. In the early 1990s, organizations began deploving firewalls for the express purpose of reducing connectivity. Huge networks were cordoned off
from the unfiltered Internet by application proxies, network address translation, and packet filters. The unrestricted flow of information gave way to tight regulation of approved communication channels and
the content that passes over them.

Network obstructions such as firewalls can make mapping a network exceedingly difficult. It will not get any easier, as stifling casval reconnaissance is often a key goal of implementing the devices.
Nevertheless, Nmap offers many features to help understand these complex networks, and to verify that filters are working as intended. It even supports mechanisms for bypassing poorly implemented
defenses. One of the best methods of understanding vour network security posture is to try to defeat it. Place vourself in the mind-set of an attacker, and deploy techniques from this section against vour
networks. Launch an FTP bounce scan, idle scan. fragmentation attack. or try to tunnel through one of your own proxies.

In addition to restricting network activity, companies are increasingly monitoring traffic with intrusion detection systems (IDS). All of the major IDSs ship with rules designed to detect Nmap scans because
scans are sometimes a precursor to artacks. Many of these products have recently morphed into intrusion prevention systems (IPS) that actively block traffic deemed malicious. Unfornmnartely for network
administrators and ID$ venders, reliably detecting bad intentions by analyzing packet data is a tough problem. Attackers with patience, skill, and the help of certain Nmap options can usually pass by IDSs
undetected. Meanwhile, ad must cope with large numbers of false positive results where innocent activity is misdiagnosed and alerted on or blocked.

Occasionally people suggest that Nmap should not offer features for evading firewall rules or sneaking past [DSs They argue that these features are just as likely to be misused by artackers as used by
administrators to enhance security. The problem with this logic is that these methods would still be used by attackers, who would just find other tools or patch the functionality into Nmap. Meanwhile,

ass-firewalls-ids.html
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Test IDS with regular Nmap scan

Victim IDS Attacker
T i
Ope;'uSUSE S.ecuri‘o,% Onion | _
2 100 KFI_J
LAN ._.7 AN
:s:;..rs.q_hr‘;...r_w.: 254 I1I A 192, zb;;s:.nm
I
[Kali] nmap 192.168.0.2 f
(o)
. \E
. o™ o
Which tool(s) recorded the scan? 4% 005 %3 ae
Q Snorby el 0 xe e
0 Squert ‘OY?Q' scaa(;\ ge""
Q Squil Hegic
Vi
(@

Put your answer in the chat window

ol
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Test IDS with fragmented scan

Victim IDS Attacker
MM &
S \‘. : '_.
OpenSUSE S.ecuri‘o,{ Onion |
2 100 KFI_J
LAN i WAN
:s:;..rs.q_hr‘;...r_w.: 254 EI A 192.168.9.0/24
[
[Kali] nmap -f 192.168.0.2 e of
5 002 1505 50 e’
Which tool(s) recorded the scan? 0f© e \07 e
. Re 3 L eate
0 Snorby 10P" (o yelil
d Squert t\"iu ca”
| SgUII \lscaf‘

Put your answer in the chat window

ol
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Test IDS with small MTU scan

Victim IDS Attacker

i o» @

OpenSUSE S.ecuri‘o,% Onion

2 100 KFI_J
LAN ._.7 AN
:s:;..rs.q_hr‘;...r_w.: 254 I1I A 192, zb;;s:.nm
[

Maximum transmission unit must be a multiple of 8

[Kali] nmap --mtu 8 192.168.0.2 o of
’(X\e ’(:\((;\5 E (\67(’('

Which tool(s) recorded the scan? RecOYgty\e \;e e
Q Snorby 100" cal 4elin®
d Squert t\"iu ca”
d SgUII \Iscaf“

Put your answer in the chat window
98



CIS 76 - Lesson 15 b N l ’ Iw

Test IDS with a decoy scan

Victim IDS Attacker
OpenSUSE Semr"tf Onion | _
2 100 K]a'f 2
LAN i WAN
LAN "
192.168.0.0/24 254 I1I 4 192.168.9.0/24

I
[ 1

Makes it look like scans are coming from several hosts

[Kali] nmap -D 192.168.9.20 192.168.9.30 192.168.9.40 192.168.0.2

Which tool(s) recorded the scan? i3
Q Snorby e 0% <0 o
Qd Squert 00 e 199 e
0 Squil <00 o0 10 e

sCC .\ de

’c\"e caﬂ

U

Put your answer in the chat window \lgcaf“
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o

Test IDS with spoofed MAC scan

Victim

!‘i

OpenSUSE

2

Semr"tf Onion

LAN
192.168.0.0/24

[Kali] nmap -sT -PN -spoof-mac 0 192.168.0.2

Which tool(s) recorded the scan?

O Snorby
O Squert
a Squil

Put your answer in the chat window

Attacker

_ﬂ'ﬁ.\‘-
| -
KJB. 2

WAN
192.168.9.0/24
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CIS 76 - Lesson 15

Presentations

Grading Rubric (60 points)

5 points - Professional quality document (readability, formatting, spelling, accuracy)

5 points - Scenario and diagram (provides necessary context to understand the lab)

5 points - Vulnerabilities & exploits (accurate summaries and citations) 20 points - Step-by-step
instructions (20 steps minimum, 1 point per step)

5 points - Requirements, admonition, prevention (are included). 5 points - Complete appendixes.
10 points - Testing another student’s lab and providing them with helpful written feedback.

5 points - [Optional] Presentation and demo to class.

Extra credit (up 30 points)

5 points each for testing additional student labs. You must use the testing spreadsheet above so
that all projects get tested equally.
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CIS 76 Project

Use this directory to share your project with other classmates
Calendar Page

= Go gle Drive Q,  search Drive - FTI o | e
Assignment
« Project . ‘ ‘ . -
: mte.‘itin s cheal [ ew | My Drive > CIS 76 Ethical Hacking > CIS 76 Fall 2017 Project Folder ~ 2+ 1 @
« | Student project folder
» g My Drive Name Owner Last modified
:‘:;ci: cofr:m;;s;Gcalendar php o B B Rerome = " e
@ R ; I simms-EternalHotdog-v1.1 2% me Oct 29,2017
ecen!
‘.'. Google Photos
* Starred
i Trash
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Practice Test

el
A h) A t t et o LS .
UL s cabrillq instnictare.com
= - C1S-76-95024-95025 -+ Quizzes '« CIS: 76 Test 3 (practice)
. I TP T i ¢ 4 \
CISITH Test 3 (pracice) Tt T e
e
R ST ‘A'Iusiaapmwaﬁ of the draftwersion ofiheguiz 1 :
AGTGRR RS Y - N > } Lumitn
s
LT Y e
Quiz Instructions
HONDAR SOER e Vhanig e
et -
practice 0 you 'ty work with oliers on'it ycampae ahd discs ) he pracice S Amea P Mgty N CEvamhy

{estonihe forum

The eal te

K Morie wd

L And operi.comptiter, However on. e ras

nOEGIV helplor 1ecaive telp Nom oihers

xemation 1 7T @ T4 % 10 6 QR ener 1 Brah ¢ By 1D ) U IR

LOOKHE GVE=2014-3335. - n.winik product. does This wuinersbiiity @

W i kernel

W APDEe (08

D Appk

BLPUX T

The practice test on Canvas will be available after class.
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Next Class is the Final Exam (Test #3)

Tuesday 4:00 PM

Test #3
Five Posts
Extra credit labs
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