CIS 90 - Lesson 14

Rich's CCC Confer checklist - setup

Slides and Project posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Page numbers

1st minute quiz - NA
Web Calendar summary
Web book pages
Commands

Dog script examples ready
Backup slides, CCC info, handouts on flash drive

Spare 9v battery for mic
Key card for classroom door

0 OO0 O OoOo0opodo O0oo

Update CCC Confer and 3C Media portals

Last updated 11/28/2017
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Shell
commands .
Permissions Secure logins
Navigate
Introduction to
Scheduling UNIX/Linux Files and
tasks directories
_ The Command Line o
Mail vi editor
Environment Run
variables programs/scripts
Filters Pipes
Student Learner Outcomes
1. Navigate and manage the UNIX/Linux file system by viewing, copying,
moving, renaming, creating, and removing files and directories.
2. Use the UNIX features of file redirection and pipelines to control the
flow of data to and from various commands.
3. With the aid of online manual pages, execute UNIX system commands 2

from either a keyboard or a shell script using correct command syntax.
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Introductions and Credits

Jim Griffin

« Created this Linux course

» Created Opus and the CIS VLab

 Jim’s site: http://cabrillo.edu/~jgriffin/

Rich Simms

« HP Alumnus

« Started teaching this course in 2008 when Jim went
on sabbatical

« Rich’s site: http://simms-teach.com

And thanks to:
« John Govsky for many teaching best practices: e.g. the First

Minute quizzes, the online forum, and the point grading
system (http://teacherjohn.com/) 3
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Student checklist for attending class
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1. Browse to:
http://simms-teach.com

2. Click the CIS 90 link.

3. Click the Calendar link.

4. Locate today’s lesson.

5. Find the Presentation slides for

€35 90. (£ -I18) Cadorihne the lesson and download for

i ot Setx| Calendar easier viewing.

T el e Tany 0. Click the Enter virtual classroom

e e e e link to join CCC Confer.

s pearetand Bows 1 coures ) sor it

i e of g, gt 7. Log into Opus-II with Putty or ssh
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Note: Blackboard Collaborate Launcher only
St .. needs to be installed once. It has already
i T e S I ey ' been downloaded and installed on the
classroom PC'’s.

i Argevnes?

+.Stydert Shfvey

L

|EQ T onty
| Enter virtual classroom F
X [~ " v v § [y ¢ | QPP BT l |} -\‘:
o X s | }
\Q';\ TR | srmngreein fizg 1 4
[ v

& AR -
ST "mwr&mm*rw;wrm* e SRR b~ PSS i\ AMASRRAN ™) § 2 W&\H Ay



CIS 90 - Lesson 14 -~ ’i) l ' lw

H—
@i’i

=
L

%) & Rich's Cabrillo x

:
[Ghie oo e T R NEI R

The CIS 90 System Playground

-teag x -
simms-teach.com F 3
| Rich's Cab-;-u-c-u-ﬂ(
CIS 90 Calend] & CCC Confer -MfH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help
w AUDXO & VIDEO ]

CIS 90 (Spring

coursetiome. cf | [P 5 00 (e CIS 90 - Lesson 1

Bergi Sems. 248P4 *
Where s a good place to get

a used version of the

optonal textbooks?

cis90lesso....pdf Rich-Serens 248PM -
Amazon has some good

prices nght now

: FtPage ¥

Class Activity = Where are you now?

=S

% T

Q CIS 90 website Calendar page

O One or more login
sessions to Opus-I1I




1) Instructor gives you sharing privileges

(") CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help

* AUDIO & VIDEO

Start Sharing

2) Click overlapping rectangles
icon. If white "Start Sharing"
text is present then click it as
well.

Elevated Pr'\vi\e_l E

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or
elevated privileges. Elevated privileges are required to share
applications that use elevated privileges.

Elevated privileges are acquired via Tools > Application Sharing
> Request Elevated Privileges. They can be relinquished via
Tools = Application Sharing > Yield Elevated Privileges (returning
you to standard privileges). If you are hosting an application
sharing session with standard privileges and you (or a person
remotely controlling your desktop or application) perform an
action that requires elevated privileges, Vista will prompt you
for consent via a UAC consent dialog. This will cause the
application sharing session to terminate. Also, without elevated
privileges, sharing of applications will require more host CPU
time than sharing the desktop (all of it or a region).

If you are hosting an application sharing session with elevated
privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on
as a standard user) or allowed (if you are logged on as an
administrator).

D Never show this dialog again

Select your desktop or an open application you would like to share.

g8 _lIShare deskiop

3) Click OK button.

4

W' Microsoft Word (winword.exe) 'Virtual dlassroom (locked).doc
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P Microsoft PowerPoint (powerpnt.exe) 'cis90lesson01.ppbx - Mic
% C:\Program Files (x86)\putty.exe 'simbend0@oslab:~'

1 5

Cancel l Share I

4) Select "Share desktop"
and click Share button.
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*— | Rich's CCC Confer checklist - setup cccCe) Confer

[ ] Preload White Board

{i) CCC Confer - 0 - RICH SIMMS - -

I File Edit View Tools Window Help
E H L]
[ﬂ [ Load Content ] | Record | iss ~ AUDIO & VIDEO -

ust Microphane Level Up

. Adjust Microphone Level Down &
[ ] Connect session to Teleconference e e g
Talk video Adjust Speaker Level Down <]
|
MAIN ROOM (2] “elsume® 'g"“'::‘?““ ( S
. - I Moderpef &l
Session now connected ® Rich Simms i
to teleconference Moderator (You) I S ake Vi ow Moderator Focus E
—\> % TElEEDI'IfEFEI'IEE '\IJ P | - &%) | Make Video Follow Speaker &
hl | = Yl Send Camera Snapshot To Whiteboard
Detach Panel 5
[ ] Is recording on? =
~ AUDIO & VIDEO ML
9

(i) | Loadcontent | [ Ramrding@k; o

Red dot means recording_)
little Microphone

[ ] Use teleconferencing, not mic icon and the

| |
- | Teleconferencing ...
Should be grayed out * e .. lo Q) message displayed

Should change
from phone
handset icon to
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File Eqn View Tools Window Help
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( Tak Lo @ ]

w PARTICIPANTS -2
N RO
BRRE

MAIN ROOM (3 SRRQAHHD
O Rich Simms B
£ Teleconference > 4 -
o S -

- Teleconference joined the Main Room. (
6:51 AM ) -

TEY

w | = [kl = C' [J simms-teach.com/d
wHE 2 as 8- it IR
»

L5

& <

Part 1 - Flashc (1 point each)
[Q1] What com her users logged in to the computer?

90 o
Al

e [A1]
hname
/ {Q2] What environment variable is used by the shell to determine which directories to
search when locating a command?
etc sbin (A2] \
&P simbend0@oslab:~

[l
=1,

3
H

# Current directory

(———)'sourca

What command copies th

egin as: simben90
sixpen90@oslab.cabrillo.edu's password:

(

1 ¢ & %
O\ [E @ voemer
s = [ s viab
Welcomt B [ [CIs 192 Alarms | Pef
Serving Cab: B [ Podo1

Terminal type? [ vsphere CIient ‘Stalusrﬂ
Terminal type is i o

& poi-frod
/home/cis90/sinb putty £ poriogoas =

@

L
sl

Recent Tasks Name, Targetor Status contains: » [ Clear %
Mame: | Target | Status | Details | Tnitiated by
4 |

1 Tasks @ Marms |

# @ LlwMHle]s]e e

101072012 |

[ ] layout and share apps O]
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ccc(E:)Confer

-
(i) CCC Confer- 0 - RICH SIMMS
File Edit View [Tcrcrls] Window Help

- AUDIO & Application Sharing
Audic ¢
Breakout Rooms 4 Mew Page Dekete Page

Chat 4
Graphing Calculator *

In-5ession Invite L4

Interaction 4

[ ] Video (webcam)

Moderator 4

L | Palling >
[ Tk | Profile b [ ] Make Video Follow Moderator Focus
Recorder ¢
~ PARTICIPA Session Plan 4
Rich Sin Telephony »
e Tirmer r
E Video ' Camera Settings...
_ Whiteboard ! Maximum Simultanecus Cameras...
HA R:;:;:“m R H;j\; ¥ Make Video Follow Moderator Focus
Maderztor (You) Make Video Follow Speaker
Send Camera Snapshot To Whiteboard

17—
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Image Mate

Elmo rotated down to view side table

LIVE image - Image Mate - (B

e & NI P
S—— Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer

Settings \E‘.
[ o o] The "rotate image"
button is necessary
if you use both the
- | side table and the
%Tact\magequahw o o Whlte board-
S sme ow Quite interesting
| e that they consider
S | you to be an
= n mn ;
\,_., expert" in order to
use this button!

Elmo rotated up to view white board

LIVE image - Image Mate -] (B3] [
Tor CH @ W=
e & I O E el Q < &
Rotate
image
button

=L_M0O

10
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime
3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons)

General Tab > Settings...

~
el

-
£ Java Control Panel

500MB cache size

N, N h
o
3 L4
-
’

Rich's CCC Confer checklist - universal fixes

Delete these

-
Temporary Files Settings

B

r
Delete Files and Applications

General | Java | Security | Advanced

About

View version information about Java Control Panel.

Network Settings i

Network settings are used when making Internet connections. By default, Java will
use the network settings in your web browser. Only advanced users should modify

gs.
Network Settings...

Files you use in Java applications are stored in a special folder for quick executon
|| later. Only advanced users should delete files or modfy these settings

these sef

|| Temporary Internet Fies

Kéep femporary s on my computers

Location

Select the location where temporary fies are kept:

s\Rich Data\LocalLow\suniJavaiD tycache Change...
Il Disk Space

Select the compression level for JAR files: None -
fl Set the amount of disk space for storing temporary files:
| U 500 | MB
I

Delete Fies...

] [ Restore Defaults ]

Free Java Download
Download Java for your desktop computer now!

Version 7 Update 13

Free Java Download
Whalls Jaa? » Dolhae Jaia? » Nesqheig?

A
' Delete the following files?
Ly

Cached Applications and Applets
[ Installed Applications and Applets

11
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ccc () Confer Rich's CCC Confer checklist - digital certificate work around

| £ Java Control Panel — X

At Enable Java contentin the browser

Check For Updates

Configure Java

Security level for applications not on the Exception Site list
£ Get Hel
g () Very High

Visit Java.com Only Java applications identified by a certificate from a trusted authority are allowed to run,
and only if the certificate can be verified as not reveked.

Open the RREVER®ali{e] REETES @ tigh
Java applications identified by a certificate from a trusted authority are allowed to run, even if

Select the SeCu r|ty tab the revocation status of the certificate cannot be verified.
Select Edit Site List...
Select Add Exception Site List

Ok wNE

CI iCk I nto the Wh ite bOX next to the red ;ﬂ?t:fms launched from the sites listed below will be allowed to run after the appropriate security
exclamation mark and type o acd tems to s st ot
https://na-downloads.elluminate.com

P ress O K Restore Security Prompts Manage Certificates...

Press Continue on the pop-up message
Press OK _ _ cancel | | Aoply
Access your session or recording once

more 12

© 00N



https://www.java.com/en/download/help/win_controlpanel.xml
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Rich's CCC Confer checklist - Putty Colors

ﬁ PuTTY Recenfiguration X
Cateqory:
- S[ession | Cptions controling use of colours |
i _I_E"" L.uglgirlg General options for colour usage
Tﬂ@:board Allow teminal to specify ANS| colours
- Bell Allow teminal to use xtem 256-colour mode
.. Fegtures Indicate bolded text by changing:
= Window i) The font (® The colour () Bath
- Appearance [ ] Attempt to use logical palettes
- Behaviour [ ] Use system colours
- Translati
S:;::tiol:n Adjust the precise colours PuTTY displays
- Colours Select a colour from the list, and then click the Modify
&) Connection button to change its appearance.
- 55H Select a colour to adjust: RGB value:
Default Foreground ~ 255
Default Bold Foreground Bed
Default Background Green | 255
Default Bold Background -
Cursor Text Blue
Cursor Colour
AMNSI Black N Modify
Apply Cancel

http://looselyt

ed.blogspot.com/2013/02/zenburn-

pleasant-color-scheme-for-putty.html

Putty Colors
Default Foreground 255 255 255

" X A I
KN \
I -

- J

Default Bold Foreground 255 255 255

Default Background 51 51 51

Default Bold Background 255 2 85

Cursor Text 00 0O

Cursor Color 0 255 0

ANSI Black 77 77 77

ANSI Black Bold 85 85 85
ANSI Red 18700

ANSI Red Bold 255 85 85
ANSI Green 152 251 152
ANSI Green Bold 85 255 85
ANSI Yellow 240 230 140
ANSI Yellow Bold 255 255 85
ANSI Blue 205 133 63

ANSI Blue Bold 135 206 235
ANSI Magenta 255 222 173
ANSI Magenta Bold 255 85 255
ANSI Cyan 255 160 160
ANSI Cyan Bold 255 215 0
ANSI White 245 222 179
ANSI White Bold 255 255 255

13


http://looselytyped.blogspot.com/2013/02/zenburn-pleasant-color-scheme-for-putty.html

a8 B R Rt W

Start

14
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Sound Check

Students that dial-in should mute their line
using *6 to prevent unintended noises
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume
*4 - jncrease conference volume.
*7 - decrease conference volume.
*5 - increase your voice volume.
*8 - decrease your voice volume.
15
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Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690

AP

ﬁhm@nuel'

- L 3 CLIDDSRY I8

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit



17
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More Shell Scripting

» Transfer files between computers *  No Quiz
» Archive files using tar

. Learn some scripting techniques * Questions

» Raspberry Pi demos

» ssh and scp

+ tar

« tar + scp

» Housekeeping

» Refresh on shell scripts

» Project

» Scripting tips - vi

» Scripting tips - sleep

« Scripting tips $(cmd) and “cmd"
» Scripting tips - field extraction
» Scripting tips - simple if

» Scripting tips - or logic

» Scripting tips - and logic

» Scripting tips - file types

» Scripting tips - if-then-else

« Scripting tips - set command
» Scripting tips - color

» Scripting tips - username <-> home directory
» Scripting tips - simple for loop
» Assignment

« Wrap up

18
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est. 1950 _—%

Denise Moss

Apprenticeships
and Internships



Computer Information Systems
(CIS)

Gerlinde Brady, Dean of Career Technical Education
Matt Weis, Internship & Work Experience Instructor
Denise Moss, Apprenticeship Job Developer

20



On the Job Training (OJT) & Work Experience

Developing employment, internship and On the-Job-Training (OJT) opportunities
in IT sector

Examples of OJT opportunities:

Short-Term Contract

Part-time/Full Time Employment

Paid/Unpaid Internships

Volunteer

Department of Labor Registered Apprenticeship

© O O O O




Examples of Placement Opportunities

Help Desk Technician / Computer Support Specialist (Windows and Linux)
System Analyst
Web Developer

Software Developer

Cyber Security

22



Help Desk Technician / Computer Support Specialist

Test and evaluate existing network
systems

Perform regular maintenance to ensure

networks operate correctly Q

A

J’

0

' i

Troubleshoot LANs, WANS, and Internet

D,
systems m

/

‘

Provide help and advice to computer
users and organizations

23



Systems Analyst

Research emerging technologies for
potential increases in organizational
efficiency and effectiveness

Devise ways to add new functionality
to existing computer systems

Oversee installation/configuration of
new systems to customize for the
organization

Reporting & =
Dashboard 7

24



Web Developer

Design and create websites
Create and test applications for a website

Write code for websites using HTML,
XML, etc

Work with graphics/designers to develop
website layout

Integrate graphics, audio, and video into
websites

JAVA SCRIP”

25



Software Developer

Creative minds behind computer programs

Develop applications for underlying systems
that run devices or control networks

Analyze users’ needs and
design/test/develop software to meet those
needs

Ensure programs continue to run normally
through software maintenance and testing

26



Cyber Security

Encrypt data transmissions and
establish firewalls

Monitor use of data files and regulate
access

Monitor current reports of computer
viruses and determine necessary
upgrades

27



Student Preparation and Placement Services

We assist with Preparation and placement:

Technical training - CIS program

Employment Portfolio development

m Resume development

m Interview coaching

m Social Media (LinkedIn)
Pre-screening

Placement

28



Employers & Workforce Partners

Breakthroughs happ%

eCabirillo college IT dept

oCloud Brigade / Launch Brigade sRioape  LAUNCH
= Bay Federal
*Bay Federal SN\ 177
' N
;: ,,;%wv 4‘
eSecond Harvest e o ool SO,
AAAAAAAAAAAAAAA AMERICA
eDigital Nest Digital
NEST )
Workforce Development Board
* P WORKFORCE
DEVELOPMENT

e And more



What next?

Email Questions:
Matt Weis

Denise Moss

Complete

(https://goo.gl/forms/0BIfthHDFmMZbOhNFh2)

30


mailto:maweis@cabrillo.edu
mailto:denise.moss.ed@gmail.com
https://goo.gl/forms/0BJfhHDFmZbOhNFh2
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Questions



|l esson material?

Labs?

How this course works?

Tests?

® { - @@
(i o0 J

@@@@@ el G2
@g@n@@ﬁ@

Who questions much, shall learn
much, and retain much.
- Francis Bacon

If you don't ask, you don't get.
- Mahatma Gandhi

Chinese
Proverb

fihff —EfERE, AELERF HMAE—ERRERAE—E

BIKIE,

He who asks a question is a fool for five minutes; he who does not ask a question

remains a fool forever.

32
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More on ssh

Running a command on a
remote system
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Did you know?

You can add a command to the end of an ssh command

ssh cis90@arya-xx

£ cis0@Arya-11: ~ - o x This ssh command
/h /simben ssh cis90@arya-11 e -
: logs you into arya-11

11's p: :
to Ubuntu 14 5 LTS (GNU/Linux 3.13.0-53-generic x86_&4)

https://help.ubuntu.com/

can be updated.
re security updates.

2 18:13:47 2017 from opus.cis.cabrillo. e

ssh cis90@arya-xx "cat /etc/issue”

BB simben90@oslabi~ - O X

This ssh command runs a
cat /etc/issue command on
arya-11

Ubuntu 14.04.5 LT

/home/cis90/simben S

43
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Log into your Arya VM using ssh

All these work from Opus-II:
ssh cis90QRarya-xx
ssh -p 22 cis90@arya-xx
ssh -p 22 cis90@arya-xx.cis.cabrillo.edu

/home/cis90/simben $ ssh cis90@arya-xx Log into your own Arya VM
cis90@arya-11's password:

Welcome to Ubuntu 14.04.5 LTS (GNU/Linux 3.13.0-53-generic x86 64)

* Documentation: https://help.ubuntu.com/

81 packages can be updated.
58 updates are security updates.

A S i
g R T T TRy S : :
/ | R VA L+ 3 S A e h We've just logged into the
\ RLp i ¢ 384 i | ( / Arya VM from Opus-II
\/ YA \/

Winter is coming

Last login: Sun Mar 12 18:01:01 2017 from opus.cis.cabrillo.edu
cis90@Arya-11:~$
= 44
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From Arya run a remote command on Opus-II

| This who command
ample will be run on Opus-II

cis90@Arya-11:~$ ssh simben90@opus-ii "who -Hu"
simben90@opus-ii's password:

NAME LINE TIME IDLE PID COMMENT

rsimms pts/0 201 6=05-03"106:37 .02%35 2625 (c-50-174-12-20.hsdl.ca.comcast.net)
rsimms pts/2 210056 = 0550 198 189=M 7 =005 0.3 24285 (c-50-174-12-20.hsdl.ca.comcast.net)
jordan90 pts/4 2016-05-03 15:14 00:40 11093 (50.247.74.213)

rsimms pts/5 2016-05-03 16:34 A 23372 (c-50-174-12-20.hsdl.ca.comcast.net)
pajste90 pts/7 2016=05-03 1524 01% 12 30054 (47-32-184-65.dhcp.snlo.ca.charter.com)
soramr90 pts/8 201:6=05=031:5: 59 0002 26035 (63.249.94.142)

soramr90 pts/9 2071650520 355258 5,540 002 18935 (63.249.94.142)

cis90@Arya-11:~$

1% This variable will be set to the This pipeline command
(alrl ple output of the ssh command will be run on Opus-II
f—1—1 r A 1
cis90@Arya-11:~5 opusUsers=$ (ssh simben90Ropus-ii "who -s | cut -f1 -d' '")

simben90@opus's password:
cis90@Arya-11:~$ echo $opusUsers
rsimms rsimms jordan90 rsimms farshal54 pajste90 soramr90 soramr90
cis90@Arya-11:~$
45
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More on ssh

Using public/private key instead
of a password
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Look Ma, no password

On Opus-I11

/home/cis90/simben $ ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/cis90/simben/.ssh/id rsa):

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/cis90/simben/.ssh/id rsa.

Your public key has been saved in /home/cis90/simben/.ssh/id rsa.pub.

The key fingerprint is:

27:d2:ff:0e:ed:01:8a:b3:7e:aa:86:a5:5a:8c:83:79 simben9%0@oslab.cis.cabrillo.edu
The key's randomart image is:

+--[ RSA 2048]---—-+
| |
| |
| |
| . |
| . S o |
| .+ . o =0 |
|= E+ o . o o |
| +o . O. + |
|.. ..o+to .+ |
- +

/home/cis90/simben $ 1ls .ssh
id rsa 1d rsa.pub known hosts

L L Your public key (can share with anyone)

Your private key (NEVER EVER share with anyone)

47
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Look Ma, no password

Method 1

/home/cis90/simben $ cat .ssh/id rsa.pub

P simben30Boslab:~ - m] bd

/home/cis%0/simben $ cat .ssh/id rsa.pub ~
ssh-rsa ARRRR3NzaClyc2EARRRBIWAAAQEAVIMZSVPG]ArMf6d4anLyk¥Xs0WIWGhV3Z2s0XIq
JSklnrz4dgEytPABUA22HD3b06pQZ1 7NY1bchN1iJF1AJoU/pc2QU8voEl jnpFIsGR/ 903bsnN
G9v0600371zTcySrNxae/oV0p3+eF0Zepu/8E/nt 2hqWWvZbmgWVV4VELV4LEgV] SRS 2ysHS0T
9Hx4VEGaTYbhHbf3GaIGQRXMmMZ11eG8oaHTpOBubuBEGRNNCLYYFUCPJIStgQMDOOVSx0ZRVEJe
v 0DIYrRmER £ £52SuFTRulh6D+pxalWt SBYV/324gnz5qy+SAgpgV4FeRpX1E1c8Qh+de/r THKA
QROEghDwW== simben%0@oslab.cis.cabrillo.edu

/home/cis90/simben § [

Opus-I1

T

T

cis90@Arya-xx:~$ mkdir .ssh
cis90@Arya-xx:~$ chmod 700
cis90@Arya-xx:~$ Vi .ssh/authorized keys

.ssh

I B csso@ara o3 -

[}
ssh-rsa

B3NzaClyc2E

BI

QEAVMmMZ5vPGIArME6d4anLykYXsOW1WOhV3Zs0XIg A

T ¢ ¢ 2 2t @22l

-— INSERT ——

Arya-xx

1,413

[m}

TSklnrz4dgEytPABUAZ2HD3b06pQZ1 TNY1bchN1iJF1AJoU/ pe2QUBvOEL jnpFIsGQ/ 903bsnN
GOV0600371zTcySrNxae/oVip3+eF0zepu/8E/ nt ZhgWWvZbmgWVV4VELV4LAgV] 9K52ysHS0T
9Hx4VEGaTYbhHbf3GaIGQRXMmZ11leGBoaHTpOBubuBEGEKNNCLYyFuCPJStgQMDO0OVSx0ZRVEJe
{vODJIYrRmERffszSuFTRulh6D+pxalWtSBYV/324gnz5qy+SAqpgV4 FeRpX1E1c80h+de / rTHXA
|EROEghDw== simbenBD@oslab.cis.cabzillo.edul

x

All v

Copy and paste your public key on Opus-II into a file
named authorized_keys in your .ssh directory on Arya

Method 2

/home/cis90/simben $

ssh-copy-id cis90Qarya-xx
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Look Ma, no password

/home/cis90/simben $ ssh cis90@arya-03
Welcome to Ubuntu 14.04.3 LTS (GNU/Linux 3.13.0-53-generic x86 64)

* Documentation: https://help.ubuntu.com/

172 packages can be updated.
115 updates are security updates.

/0 .
/o /N N < oI\
/ | NN/ L N
\ /| / | ( /
\/ \/ \/

Winter is coming

Last login: Tue May 3 16:54:19 2016 from opus.cis.cabrillo.edu
cis90Q@Arya-03:~$

Now you don’t need to enter a password when you login to Arya from Opus!

49



CIS 90 - Lesson 14 G N i ’ Iw

scp

Copying files between systems

50
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ssh protocol

Secure Shell Protocol
 Allows secure (encrypted) connections between computers

« ssh command - for login and running remote commands

« scp command - for copying files between systems

51
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Copying files on same system

cp command syntax:

cp <source file> <target file>
Cp <source file> <target directory>
cp <source file> <source file> <target directory>

Cp -r <source directory branch> <target directory >

52
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Copying files between systems

Some scp command syntax examples:
ﬁ Capital P (unlike ssh command which uses little p)

scp -P <port> <username@host>:<source file> <target file>
scp -P <port> <username@host>:<source file> <target directory>
scp -P <port> <username@host>:<multiple source files> <target directory>

scp -r -P <port> <username@host>:<source directory branch> <target directory>

When copying files between systems it is necessary to
use specify the hostname of the remote system. You
may also have to specify the username if different
and the port if it is not 22.
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Log into your Arya VM

/home/cis90/simben $ ssh cis90@arya-xx Log into your own Arya VM
cis90@arya-11's password:
Welcome to Ubuntu 14.04.1 LTS (GNU/Linux 3.13.0-44-generic x86 64)

* Documentation: https://help.ubuntu.com/

226 packages can be updated.
0 updates are security updates.

/N .
/NN <IN\ _ _
/ | NN N We've just logged into the
\ |/ / | ( / Arya VM from Opus-II
\/ \/ \/

Winter is coming

Last login: Sat Feb 21 18:23:19 2015 from opus.cis.cabrillo.edu
cis90@Arya-11:~$

FYI, alternate ssh commands that would also work from Opus-II:
ssh -p 22 cis90@arya-xx
ssh -p 22 cis90@arya-xx.cis.cabrillo.edu 55
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Copy one file from Opus-II

Syntax:
scp -P <port> <username@host>:<source file> <target directory>

cis90@Arya-11:~$ scp simben90@opus-ii:letter

simben90@opus-ii's password:

letter 100% 1044 1.0KB/s 00:00
cis90@Arya-11:~$

FYI, from off-campus use either of these commands to copy to your home system:
scp -P 2220 simben90@opus-ii.cis.cabrillo.edu:letter .

scp -P 2220 simben90@opus-ii.cis.cabrillo.edu:letter letter

Use your own Opus-II username and password when trying this 56
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Copy several files from Opus-II

Syntax:
scp -P <port> <username@host>:<multiple source files> <target directory >

cis90@Arya-11:~$ scp simben90@opus-ii:poems/Shakespeare/sonnet*
simben90@opus-ii's password:

sonnetl 100% o614 0.6KB/s 00:00
sonnetl0 100% 620 0.6KB/s 00:00
sonnetll 100% 689 0.7KB/s 00:00
sonnetlb5 100% 618 0.6KB/s 00:00
sonnetl7 100% 647 0.6KB/s 00:00
sonnet?2 100% 631 0.6KB/s 00:00
sonnet26 100% 601 0.6KB/s 00:00
sonnet3 100% 615 0.6KB/s 00:00
sonnet35 100% 598 0.6KB/s 00:00
sonnet4 100% 588 0.6KB/s 00:00
sonnet5 100% 622 0.6KB/s 00:00
sonnet? 100% 581 0.6KB/s 00:00
sonnet9 100% 620 0.6KB/s 00:00

cis90@Arya-11:~$

FYI, from off-campus use this command to copy to your home system:
scp -P 2220 simben90QRopus-ii.cis.cabrillo.edu:poems/Shakespeare/sonnet¥*

Use your own Opus-II username and password when trying this 57
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Copy (recursively) an entire file tree branch from Opus-II

Syntax:
scp -r -P <port> <username@host>:<source directory branch> <target directory>

cis90@Arya-03:~$ scp -r simben90@opus-ii:poems
simben90@opus-ii's password:

nnnnn £10 100% 620 0.6KB/s  00:00
nnnnn t15 100% 618 0.6KB/s  00:00
nnnnn €26 100% 601 0.6KB/s  00:00
nnnnn t3 100% 615 0.6KB/s  00:00
nnnnn €35 100% 598 0.6KB/s  00:00
nnnnn t2 100% 631 0.6KB/s  00:00
nnnnn t4 100% 588 0.6KB/s  00:00
nnnnnn 1 100% 614 0.6KB/s  00:00
.1979.egg 100% 733 0.7KB/s  00:00
nnnnnn 11 100% 689 0.7KB/s  00:00
nnnnnn 7 100% 581 0.6KB/s  00:00
nnnnnn 5 100% 622 0.6KB/s  00:00
nnnnnn 9 100% 620 0.6KB/s  00:00
nnnnnn 17 100% 647 0.6KB/s  00:00
ooooooo 100% 856 0.8KB/s  00:00
1982.egg 100% 134 0.1KB/s  00:00
whitebirds 100% 863 0.8KB/s  00:00
old 100% 520 0.5KB/s  00:00
1978.egg 100% 734 0.7KB/s  00:00
rrrrrr v 100% 779 0.8KB/s  00:00
ant 100% 237 0.2KB/s  00:00
twilight 100% 654 0.6KB/s  00:00

tichoke 100% 1436 1.4KB/s  00:00
dog 100% 1842 1.8KB/s  00:00
.1983.egg 100% 734 0.7KB/s  00:00
ttttttt 100% 151 0.2KB/s  00:00
bird 100% 975 1.0kB/s  00:00
wwwww 100% 1273 1.2KB/s  00:00
1984.egg 100% 404 0.4KB/s  00:00
you 100% 236 0.2KB/s  00:00
diner 100% 741 0.7KB/s  00:00
eden 100% 189 0.2KB/s  00:00
hope 100% 343 0.3KB/s  00:00
charm 100% 203 0.2KB/s  00:00
forget 1008 228 0.2KB/s  00:00
.1988.egg 100% 405 0.4KB/s  00:00
tiger 1008 115 0.1KB/s  00:00
1991.egg 1008 725 0.7KB/s  00:00
jerusalem 100% 582 0.6KB/s  00:00

jerusa
cis90@Arya-03:

FYI, from off-campus use this command to copy to your home system:
scp -r -P 2220 simben90@opus-ii.cis.cabrillo.edu:poems

Use your own Opus-II username and password when trying this 58
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tar

59
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tar command

« To simplify file transfers, Windows users

typically “zip” multiple files together into a
single “zipfile”,

« UNIX/Linux users use the tar command to do

this and “archive” multiple files into a single
“tarball”.
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Basic tar command syntax

specify the archive file
verbose 5 g \'D 4

tar -¢ -v -f <tarfile> <files-or-directory-to-archive>

dates an archive

tar -t -v -f <tarfile>

views an archive's table of contents

tar -x -v -f <tarfile>

dtracts archive files to the current directory 61
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Basic tar command syntax

The tar command was written before POSIX command line conventions
tar -c¢c -v -f <tarfile> <files-or-directory-to-archive>
tar cvf <tarfile> <files-or-directory-to-archive>
are equivalent

tar -t -v -f <tarfile>

tar tvf <tarfile> are equivalent

tar -x -v -f <tarfile>

tar xvf <tarfile> are equivalent
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Example
Backup and restore a directory

Archive your Blake directory of poems

/home/cis90/simben $ cd poems/
/home/cis90/simben/poems $ l1ls -1 Blake/

total 8
-r—-—-r—--r—-—-. 1 simben90 cis90 582 Nov 7 06:40 jerusalem
-r—-—-r--r--. 1 simben90 cis90 115 Nov 7 06:40 tiger

/home/cis90/simben/poems $ tar cvf blake.tar Blake/

Blake/ l
Blake/tiger pathname
Blake/Jjerusalem to directory
/home/cis90/simben/poems $ name of to archive
archive file
(tarball)

create
verbose
file 63
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Example

A A |
ST )
Iy -
“I A _

Backup and restore a directory

table of contents
verbose
file

C 9

/home/cis90/simben/poems $ tar tvf blake.tar
drwxr-xr-x simben90/cis90 0 2013-11-07 06
-r--r—--r-- simben90/cis90 115 2013-11-07 06
-r--r—--r-- simben90/cis90 582 2013-11-07 06

/home/cis90/simben/poems $

name of
archive file
(tarball)

:40 Blake/
:40 Blake/tiger
:40 Blake/jerusalem

View new archive's table of contents
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Example
Backup and restore a directory

Clobber (remove) your directory of Blake poems

/home/cis90/simben/poems $ rm -rf Blake/
/home/cis90/simben/poems $ 1ls -1 Blake

ls: cannot access Blake: No such file or directory
/home/cis90/simben/poems $

Uh oh, we just lost all of our Blake poems!
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Example
Backup and restore a directory

No problem, we have a backup!

/home/cis90/simben/poems $ 1ls -1 Blake
1s: cannot access Blake: No such file or directory
/home/cis90/simben/poems $ tar xvf blake.tar T

Eiake/ . &\ extract name Of.
ake/tiger archive file
Blake/jerusalem V_erbose (tarball)
/home/cis90/simben/poems $ file

/home/cis90/simben/poems $ 1ls -1 Blake

total 8

-r——-r——-r—--. 1 simben90 cis90 582 Nov 7 06:40 jerusalem
-r——-r——-r—--. 1 simben90 ci1is90 115 Nov 7 06:40 tiger

/home/cis90/simben/poems $

Restore your directory of Blake poems
66
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Example
Copy archived directory to another system

Backup your bin directory

/home/cis90/simben $ 1ls bin
app datecal hi T myscript.vl tryme
banner enlightenment home myscript treed zoom

/home/cis90/simben $ tar cvf bin.tar bin/
bin/ b
bin/enlightenment pathname

bin/treed to directory
bin/zoom to archive

bin/myscript.vl
bin/app
bin/home

bin/hi
bin/myscript
bin/I

bin/tryme
bin/datecal
bin/banner

/home/cis90/simben $

create name of
v_erbose archive file
file (tarball)

" i A I
“Tv- AN )
'y .'

. |
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Example
Copy archived directory to another system

/home/cis90/simben $ 1ls -1 bin.tar

—rwWw-rw----.

1 simben90 c¢is90 40960 Dec

/home/cis90/simben $ tar tvf bin.tar

drwxr-x---
—r-XIr—XIr—-—
—r-Xr—x-—-
—r-Xr—x-——-
—“rWXIWX——X
—r-XIr—X-—-—
—IrWXI—XI—X
—r-XIr—X-—-—
—“IWXIWXI—X
—r-XIr—X-—-—
—r-XIr—X-—-—
—r-XIr—X-—-—
—r-XIr—xX-—-—

simben90/cis90
simben90/cis90
simben90/cis90
simben90/cis90
simben90/cis90
simben90/cis90
simben90/cis90
simben90/cis90
simben90/cis90
simben90/cis90
simben90/cis90
simben90/cis90
simben90/cis90

/home/cis90/simben $

0
3442
190
74
546
220
103
107
10513
375
174
519
6160

2014-12-02
2014-08-06
2001-07-20
2001-07-20
2014-12-02
2004-04-22
2014-11-13
2001-07-20

2014-12-02
2003-10-20
2004-03-04
2014-08-06
2003-08-28

07:
11
15:
15:
07:
18
10:
21

18

13:

11
22

2 07:47

41

:52

04
18
40

:51

16

:06
07:

41
:36
02
:53
:39

RN, |
g

bin.tar

bin/
bin/enlightenment
bin/treed
bin/zoom
bin/myscript.vl
bin/app
bin/home
bin/hi
bin/myscript
bin/I
bin/tryme
bin/datecal
bin/banner
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Example
Copy archived directory to another system

username ? >/ hostname

/home/cis90/simben $ ssh cis90QRarya-xx
cis90@arya-xx's password:
Welcome to Ubuntu 14.04.1 LTS (GNU/Linux 3.13.0-39-generic x86 64)

* Documentation: https://help.ubuntu.com/

130 packages can be updated.
0 updates are security updates.

*** System restart required *** Login to your
S own Arya VM
/ \ ..
/ | NN/ SN
\ |/ / | ( /
\/ \/ \/

Winter is coming

You have mail.
Last login: Tue Dec 2 07:21:57 2014 from opus.cis.cabrillo.edu
cis90@arya-xx:~$
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Example
Copy archived directory to another system

hostname

username path to tar file
port% ﬁ % nher.en

cis90@arya-xx:~$ scp -P 2220 simben90@opus-ii.cis.cabrillo.edu:bin. tar
simben90W@opus-ii.cis.cabrillo.edu's password:

bin.tar 100% 40KB 40.0KB/s
00:00

cis90@Arya-xx:~$ 1ls -1 bin.tar
-rw—-rw———— 1 ci1s90 ci1s90 40960 Dec 2 07:52 bin.tar

cis90@Arya-xx:~$S
Note how

archive files are
shown in red

Copy your bin archive from Opus-II to Arya 2
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Example

Copy archived directory to another system

cis90@Arya-xx:~$ tar xvf bin.tar

bin/ name of
bin/enlightenment archive file
extract

bin/treed

(tarball)

bin/zoom verbose

bin/myscript.vl file
bin/app

bin/home

bin/hi

bin/myscript

bin/I

bin/tryme

bin/datecal

bin/banner

cis90@Arya-xx:~$

cis90@Arya-xx:~$ 1ls bin

app datecal hi
banner enlightenment home
cis90@Arya-xx:~$

Extract your Opus-II bin
directory to your Arya
home directory

I myscript.vl tryme
myscript treed zoom
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Example
Copy archived directory to another system

cis90@Arya-xx:~$ myscript
No command 'myscript' found, did you mean:
Command 'pyscript' from package 'python-pyscript' (universe)
myscript: command not found
cis90@Arya-xx:~$

cis90@Arya-xx:~$S echo $SPATH
/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/games:/
usr/local/games

Oops, the local bin directory is not on the cis90 user's path!
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Example
Copy archived directory to another system

cis90@Arya-xx:~$ cd bin
cis90@Arya-xx:~/bin$ ./myscript
/home/cis90/bin/myscript: line 44: finger: command not found

What is your first name? "C E
cis90@Arya-xx:~$ Hit Ctrl-C to abort myscript

Oops ... the finger command used by Benji's script has not
been installed on Arya
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Example
Copy archived directory to another system

Use sudo to install
cis90@Arya-xx:~$ sudo apt-get install finger finger as the root

Reading package lists... Done

Building dependency tree superuser
Reading state information... Done
The following NEW packages will be installed:

finger

0 upgraded, 1 newly installed, 0 to remove and 145 not upgraded.

Need to get 0 B/17.3 kB of archives.

After this operation, 68.6 kB of additional disk space will be used.
Selecting previously unselected package finger.

(Reading database ... 290787 files and directories currently installed.)
Preparing to unpack .../finger 0.17-15 amdé64.deb

Unpacking finger (0.17-15)

Processing triggers for man-db (2.6.7.1-1)

Setting up finger (0.17-15)

cis90@Arya-xx:~$
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Example
Copy archived directory to another system

Run myscript file in the bin directory

cis90@Arya-xx:~/bin$ ./myscript

CIS, please Enter an option number from the list below:

1) What is today?

2) The users on Arya-03

3) Warning, don't go here!!
4) Sort current directory

5) Back pat eCards

6) Check IP forwarding status

or enter Q to Quit

Enter Your Choice:

We can ./ it so it will run without updating the path
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Internships and Apprenticeships

=] - m] X

[ Information Technology = X
& C ‘ & Secure | https://opus-ii.cis.cabrillo.edu/forum/viewtopic.php?f=3&t=255 @ 1}‘ oo :
i Apps Yahoo Cabrillo College Health Network CIS 76 links Lab Development Home Music Training » Other bookmarks

Cabrillo College CIS Forum

For CIS student discussion and collaboration Search

pPhpBB

reating ¥ communities

= Quick links @ FAQ L ACP & MCP A Notifications & Private messages Rich Simms «

# Home < Board index < Cabrillo College Fall 2017 courses < CIS 90 - Fall 2017

Information Technology Employment Interest Form

Post Reply * # |+ ||Search this topic... Q| & 1 post « Page 1 of 1

Information Technology Employment Interest Form 2 sl 1 illes
B by Rich Simms » Fri Nov 24, 2017 8:00 am

Cabrillo College Awarded Silicon Valley High Tech Apprenticeship Initiative Grant and Launches First
Apprenticeship with Cloud Brigade
Nov 17, 2017

Rich Simms
http: / /www.santacruztechbeat.com/2017/1 ... d-brigade/

Site Admin

Posts: 195
If you are interested in job opportunities related to this program please use this form: Joined: Sat Aug 05, 2017 12:07 pm

https:/ /goo.gl/forms/6rjd4dnleSIFOvKS2 Contact:

We will have a short guest presentation at the start of our next class on 11/29 with more information.

- Rich
]

Post Reply * FEE AR S 1 post = Page 1 of 1

< Return to "CIS 90 - Fall 2017" Jumpto |w

WHQ IS ONLINE
Users browsing this forum: Rich Simms and 0 guests

# Home < Board index =% Contact us 10 The team 8% Members W Delete all board cookies All times are UTC-08:00

Powered by phpBB® Forum Software © phpBB Limited h

hp?f=3&t=255

If you are
interested in CIS
related internships
then read more on
the forum
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Next Class

Project is due
next weelk!
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No labs due today.
There is a check script for Lab X2.

There is no check script for Lab X1. To test permissions
copy your labx1 file to a different directory and run it
using the cis90 user account.

Due one week from now (see calendar)
 Project due by 11:59PM.
« If you haven't started yet, now would be a good time!

Extra credit labs are due on the day of the final exam
(Test #3). See the calendar page for exact date.
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Make backup coplies
of your script

modify, debug, modify, debug, ... rest
/home/cis90/simben/bin $ cp myscript myscript.vl
modify, debug, modify, debug, ... rest
/home/cis90/simben/bin $ cp myscript myscript.v2
modify, debug, modify, debug, ... rest

/home/cis90/simben/bin $ cp myscript myscript.v3
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Heads up on Final Exam
Test #3 (final exam) is MONDAY December 11th 1-3:50pM

Test #3 (the final exam)

L ] Extra credit

» MONDAY 1:00PM - 3:50PM in Room 828

S labs and
R Mat:ria,g Lab X1 final posts
« Test (canvas) Lab X2 due by
CCC Confer 11:59PM

« Enter virtual classroom
s (Class archives

All students will take the test at the same time. The test must be
completed by 3:50pm.

Working and long distance students can take the test online via
CCC Confer and Canvas.

Working students will need to plan ahead to arrange time off from
work for the test.

82
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FALL 2017 FINAL EXAMINATIONS SCHEDULE

DECEMBER 11 TO DECEMBER 16

DAYTIME FINAL SCHEDULE

Daytime Classes: All times in bold refer to the beginning times of classes. MW/Daily means Monday
alone, Wednesday alone, Monday and Wednesday or any 3 or more days in any combination. TTH
means Tuesday alone, Thursday alone, or Tuesday and Thursday. Classes meeting other combinations
of days and/or hours not listed must have a final schedule approved by the Division Dean.

STARTING CLASS TIME / DAY(S)

Classes starting between:
6:30 am and 8:55 am, MW/Daily

EXAM HOUR

7:00 am-9:50 am

EXAM DATE

Monday, December 11

9:00 am and 10:15 am, MW/Daily

7:00 am-9:50 am

Wednesday, December 13

10:20 am and 11:35 am, MW/ Daily

10:00 am-12:50 pm

Monday, December 11

11:40 am and 12:55 pm, MW,/ Daily

10:00 am-12:50 pm

Woednesday, December 13

1:00 pm and 2:15 pm, MW /Daily

1:00 pm-3:50 pm

Monday, December 11 ]

2:20 pm and 3:35 pm, MW /Daily

1:00 pm-3:50 pm

Wednesday, December 13

3:40 pm and 5:30 pm, MW/Daily

4:00 pm-6:50 pm

Monday, December 11

6:30 am and 8:55 am, TTh

7:00 am-9:50 am

9:00 am and 10:15 am, TTh

7:00 am-9:50 am

CIS 30 Introduction to UNIX/Linux

10:20 am and 11:35 am, TTh

10:00 am-12:50 pm

Provides a technical overview of the UNIX/Linux operating system, including hands-
on experience with commands, files, and tools. Recommended Preparation: CIS 1L

11:40 am and 12:55 pm, TTH

10:00 am-12:50 pm

or CIS 72,

1:00 pm and 2:15 pm, TTh

1:00 pm-3:50 pm

Transfer Credit: Transfers to CSUUC

2:20 pm and 3:35 pm, TTh

1:00 pm-3:50 pm

3:40 prm and 5:30 pm, TTh

4:00 pm-6:50 pm

Section Days Times Units Instructor Room
98168 W 1:00PM-2:05PM 300 R.Simms oL
& AT, AT, R.Simms oL

Section 38169 is an ONLINE course. Meets weekly throughout the semester

Friday am 9:00 am-11:50 am online during the scheduled times by remote technology with an additional 50
Friday pm 1:00 pm-3:50 pm min online lab per week. For details, see instructor's web page at
go.cabrillo.edu/online.
Saturday am 9:00 am-11:50 am 98170 W 1:00PM-4:05PM  3.00 R.Simms B8
- i & Arr. Arr. R.Simms oL
Saturday pm 1:00 pm-3:50 pm Section 98170 is a Hybrid ONLINE course. Meets weekly throughout the

semester at the scheduled times with an additional 50 min online lab per
week. For details, see instructor's web page at go.cabrillo.eduwonline.
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Where to find your grades

Send me your survey to get your LOR code name.

The CIS 90 website Grades page Or check on Opus-11
http://simms-teach.com/cis90grades.php
o T checkgrades codename

(where codename is your LOR codename)
: * e

Written by Jesse Warren a past CIS 90 Alumnus

Percentage | Total Points |Letter Grade|Pass/No Pass Points that could have been earned:
90% or higher| 504 or higher A Pass 10 quizzes: 30 points
80% to 89.9%/| 448 to 503 B Pass 10 labs: 300 points
70% to 79.9%| 392 to 447 C Pass 2 tests: 60 points
60% to 69.9%)| 336 to 391 D No pass 3 forum quarters: 60 points
0% to 59.9% | 0 to 335 F No pass Total: 450 points

At the end of the term I'll add up all
your points and assign you a grade
using this table 84
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UNIX/Linux Architecture
The Shell

« Allows users to interact with the
computer via a “command line”.

* Prompts for a command, parses the
Shell command, finds the right program and
gets that program executed.

» Called a "shell” because it hides the

System Applications underlying operating system.

Commands

« Many shell programs are available:
sh (Bourne shell), bash (Bourne Again
Kernel shell), csh (C shell), ksh (Korn shell).

« A user interface and a
programming language (scripts).

““ . GNOME and KDE desktops could be
called graphical shells

87
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Shell Scripts

Some scripts on opus-ii

1) /home/cis90/bin/riddlel
2) /home/cis90/bin/allscripts
3) /etc/rc.d/init.d/network
4) /usr/bin/spell

5) /usr/bin/vimtutor

6) ~/bin/enlightenment

You have read permission for all these scripts. You
can use cat, more, less, or even vi to view them

88
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Many commands are scripts

Which commands in /bin are really scripts?

file /bin/* | grep script

How many commands in /bin are scripts?

file /bin/* | grep script | wc -1

89
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Class Activity
Scripting

Of all the UNIX/Linux commands in:
/bin
/usr/bin
/sbin
/usr/sbin

How many are scripts?

Write your answer in the chat window

90
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Get started on the project!
(If you haven’t already)

1. Create a file in your bin directory named myscript:
« Copy from /home/cis90/depot/myscript
« or copy and paste template code from:
http://simms-teach.com/docs/cis90/cis90final-project.pdf

2. Give yourself full permissions and give CIS 90 group read and execute
permissions
« chmod 750 myscript

3. Run allscripts and verify your script will run without any errors

4. Do the example grep task shown in Lesson 13

92
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Possible Points Requirements

30 Implementing all five tasks (6 points each):
s Requirements for each task:
= Minimum of 10 "original” script command lines
- Has one or more non-generic comments to
explain what it is doing
- Has user interaction

25 You don’t have to do all of these but do at least five:
Redirecting stdin (5 points)

Redirecting stdout (5 points)

Redirecting stderr (5 points)

Use of permissions (5 points)

Use of filenarme expansion characters (5 points)
Use of absolute path (5 points)

Use of relative path (5 points)

Use of a PID (5 points)

Use of inodes (5 points)

Use of links (5 points)

Use of color (5 points)

Use of scheduling (5 points)

Use of a GID or group (5 points)

Use of a UID or user (5 points)

Use of a /dev/tty device (5 points)

Use of a signal (5 points)

Use of piping (5 points)

Use of an environment variable (5 points)
Use of /bin/mail (5 points)

Use of a conditional (5 points)

The maximum for this section is 25 points.

5 Present your script to the class
Points lost
-15 Fails to run from allscripts
-15 Other students in the class are unable to read and
execute your script.
-15 Error messages are displayed when running one or more
tasks
-up to 90 Mo credit for any task which contains unoriginal script . .. I
code that: Plagiarizing another author's code
s Doesn't give full credit to the original author. ; H
s Doesn’t indicate where the code was obtained IS a NO'NOI A// pOIntS /OSt!
from.

= Doesn't include licensing terms.
s Violates copyright or licensing terms.

-up to 90 For any “malware” scripts that steal credentials, exfiltrate Scripts that result in unauthorized

confidential information, remove or encrypt a user’s files

or creates a denial of service condition on Opus. haCking" is a NO-NO! All points Jost! 93
Extra credit

30 Up to three additional tasks (10 points each)
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AT A A XA T A XA AT A A AT A A A AT A AT A A AT A A AN AAAAT AT A A A A A A A A A AR

* Fall 2017 CIS 90 Online Projects *
AT AT T X T T A AT T A A AT A AT T A AT A A AT A A AR AR AAAA TR T A XA A X% %
Alejandro
Benji
Ben

srian Make sure you can run your

Daniel

beu myscript from allscripts

Emmanuel

Hayden
Homer
Jacobs
Jason
Joseph
Karina g? simben®0@oslabi~
Kyle
Manuel
Marvin
Michael
Moises
Nicholas
Nicolas
Oscar
Ramon
Sam
Sean
Tyler
Vincent
Vinny
William

Homer's CIS %0 Final Project
1) Color
2) My Find Command
3) More practice
4) Examples test file attributes
5) Examples simple if statement
&) Examples another if statement
7) Examples logic
8) Examples cut command to get name from /etc/passwd
10) Exit

Enter Your Choice:

Exit

Enter Your Choice:
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Dohkt#fohkgetitorderthis!

Make sure everyone can run
your myscript from allscripts

chmod 750 ~
chmod 750 ~/bin
chmod 750 ~/bin/myscript

Points lost
-15 Fails to run from allscripts
‘ -15 Other students in the class are unable to read and _

gxecute your script.

-15 Error messages are displayed when running one or more
tasks

-up to 90 Mo credit for any task which contains unoriginal script

code that:

« Doesn't give full credit to the original author.

+ Doesn't indicate where the code was obtained
from.

+ Doesn't include licensing terms.

+ Violates copyright or licensing terms.

-up to 90 For any "malware” scripts that steal credentials, exfiltrate

confidential information, remove or encrypt a user’s files

or creates a denial of service condition on Opus.

Extra credit
30 Up to three additional tasks (10 points each)

95
If you are not sure, log into Opus-II as the cis90 user and confirm
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Project Status

ls -1 /home/cis90/*/bin/myscript

EP reimms@opus-ii~ — O >

[rsimms@opus

e e el = N el = N R =

=

priving0
samwilo0

l

==

Is your script "hackable"” by other classmates?
96
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Project Status

I - = -
g? rsimms@opus-ii:-

[rsimms@opus-ii ~]& date

Sat Nov 25

15:50:38 PST 2017

[rsimms@opus-ii ~]% /home/cis90/bin/checkmyscripts

—IrWXr-x———.
1s: cannot
1s: cannot
1s: cannot
—IrWXr-x———.
—I'WXIWXI—X.
—IrWXr—-Xr-x.
1s: cannot
—IrWXr-x———.
1s: cannot
—I'WXIrWXIr—-X.
1s: cannot
—IrWXr—-Xr-x.
1s: cannot
1s: cannot
—IWXr—-X———.
—IrWXr—-X———.
—IWXr—-X———.
—IrWXr—-X———.
1s: cannot

—IWXIr—-X¥-——.
—I'WXIr—(r—x.

1 simben90 cis90 549 Nov 12 17:59 /home/cis90/simben/bin/myscript
access /home/cis%90/milhom/bin/myscript: No such file or directory
access /home/cis90/rodduk/bin/myscript: No such file or directory
access /home/cis%90/agunic/bin/myscript: No such file or directory

1 alvnic90 cis90 €68 Nov 22 16:02 /home/cis90/alvnic/bin/myscript

1 bermoi90 cis90 550 Nov 22 14:41 /home/cis90/bermoi/bin/myscript

1 bresea90 cis90 2092 Nov 22 16:56 /home/cis90/bresea/bin/myscript
access /home/cis%0/howdan/bin/myscript: No such file or directory

1 lucram90 cis90 948 Nov 22 15:08 /home/cis90/lucram/bin/myscript
access /home/cis%90/malman/bin/myscript: No such file or directory

1 mccben90 cis90 1141 Nov 23 14:58 /home/cis90/mccbhen/bin/myscript
access /home/cis90/mouvin/bin/myscript: No such file or directory

1l samwil90 cis90 1021 Nov 22 15:19 /home/cis90/samwil/bin/myscript
access /home/cis90/wonmar/bin/myscript: No such file or directory
access /home/cis90/johemm/bin/myscript: No such file or directory

1 boysam90 cis90 1304 Nov 22 15:08 /home/cis90/boysam/bin/myscript

1 brokyl90 cis90 940 Nowv 15:27 /home/cis90/brokyl/bin/myscript

1 jarale90 cis90 787 Nov 15 14:25 /home/cis90/jarale/bin/myscript

1 macdav90 cis90 988 Nov 22 15:13 /home/cis90/macdav/bin/myscript
access /home/cis90/ngujos/bin/myscript: No such file or directory

1 ottjac90 cis90 1530 Nov 16:04 /home/cis90/ottjac/bin/myscript

1 panosc90 cis90 1244 Nov 22 16:22 /home/cis90/panosc/bin/myscript
access /home/cis90/prihay/bin/myscript: No such file or directory

1 privin90 cis90 1264 Nov 25 11:08 /home/cis90/privin/bin/myscript

1 5i11jas590 cis90 1327 Nov 22 15:35 /home/cis90/siljas/bin/myscript
1 tbd0390 cis90 653 Nov 22 14:59 /home/cis90/tbd03/bin/myscript

i
=

i
o

[rsimms@opus-ii ~15

Don't wait till the last minute!
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Line Numbers in errors and vi

e

[ 8 milhomo0@oslabi~/bin MGG

Use the line number in

Are you ready to search for beauty in the poems?

That thereby beauty's rose might never die,

That beauty still may live in thine or thee.

Herein lives wisdom, beauty, and increase;
If I could write the beauty of vour eves,
And dig deep trenches in thy beauty's field,
Then being ask'd, where all thy beauty lies,
How much more praise deserv'd thy beauty's use,
Proving his beauty by succession thine.
Upon thyself thy beauty's legacy?

Thy unus'd beauty must be tomb'd with thee,
Beauty's effect with beauty were bereft,
Yet mortal looks adore his beauty still,
But beauty's waste hath in the world an end,
And loved your beauty with love false or true,
Eeady to count them?

14
Enter a new string to search for

searching for ™"
L/myscript: line 40: grab: command not found |
Hit the Enter key tn‘}QEurn to menu I

~

error messages to locate
the error in you script

L

1 # Task 1 - grep command explored -

-
@ milhom30@cslab:~/bin

# Simple grep for "beauty"

echo "Are you ready to search for beauty in the poems?"
d dummy

grep -h beauty /home/cis9%0/milhom/poems/ * /%

tches too

line 40, column 17

grep -h beauty /Shome/cis90/milhom/p

we -1

+=

Prompt user to supply search string and use ©

"Enter a new string to search for"

string
~ho searching for ""'Sstring'™
Irab -h -—color $£string /Shome/cisf0/milhom/poems,/ * /=

2 # Commands for Task 2

3 # Commands for Task 3
4 # Commands for Task 4

38%

40,17
>

112



CIS 90 - Lesson 14

Color Syntax

==

Jhome/cis90/milhon/bin § ./myscript

JJfmyscript: line 79: unexpected EOF while looking for matching ~"™'
J/myscript: line 83: syntax error: unexpected end of file
/home/cis90/milhom/bin § [J

4

o

grep -h beauty /home/cisS0/milhom/poems/*/*

# Same as before but counts matches too
echo "Ready to count them?"

d  dummy

I crep -h beauty /home/cis90/milhom/poems/*/*

we -1

# Prompt user to supply search string and use color
echo "Enter a new string to search for!

read string

echo searching for '"'&string'™"

grab -h --color $£string /home/cis90/milhom/poems/*/*

2) %'Commands for Task 2
3) ;;Commands for Task 3
4) ;;Commands for Task 4
5) ;;A gimple if statement

echo -n "Enter d or c: "
read answer

if [ "f£answer"” = "d" ]: then
date
fi
if [ "f£answer"” = "g" ]: then
cal S
fi
&) # Commands for Task 6
.. I
T) # Commands for Task I _Jl
.. I
62,37 593 = ||
—

Use color syntax to spot
unmatched quotes

Is there a problem with
this script? Where
exactly is the problem?

113
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1

Color Syntax

-h beauty /home/cis90/milhom/poems/*/*

# Same as before but counts matches too
"Ready to count them?"

dummy

-h beauty /home/cis90/milhom/poems/*/*

wc -1

# Prompt user to supply search string and use color
"Enter a new string to search for'

read string

echo searching for '"'$string'™’'

grab -h --color $string /home/cis90/milhom/poems/*/*

2) # Commands for Task 2
3) # Commands for Task 3
4) # Commands for Task 4
5) # A simple if statement
echo -n "Enter d or c: "
read answer
if [ "Sanswer” = "d" ]: then
date
fi
if [ "Sanswer” = "c" ]: then
cal
fi
&) # Commands for Task &
T) # Commands for Task I

62,37

59%

m

-h beauty /home/cis90/milhom/poems/*/*

# Same as before but counts matches too
"Ready to count them?"

dummy

-h beauty /home/cis90/milhom/poems/*/*

wo -1

# Prompt user to supply search string and use color
"Enter a new string to search forl

One small change for script developer,

string
searching for '"'$string'™
grab -h --color $string /home/cis90/milhom/poems/*/*

2 # Commands for Task 2
) # Commands for Task 3
4 # Commands for Task 4
5 # A simple if statement
-n "Enter d or c: "
answer
if [ "$answer"” = "d"
date
if [ "$answer" = "c"
cal
& # Commands for Task 6
7 # Commands for Task 7

37,55

59%

m

one giant leap for script execution

114
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Global search and replace with vi

<esc>:
%s /oldstring/newstring/g

By

[

rsimms@opus:/homefcis192/depot ._ E| |Z|
<!DOCTYFE html PUBLIC "-//W3C//DTD ZHTML 1.0 Strict//EN" "http://www.w3.org/ TR/ xht &
mll/DTD/ xhtmll-strict.dod"s

<html xmlns="http://www.wd.org/1999/xhtml" xml:lang="en" lang="en":>

<head> » 5 . .
<tit,leCIS 192 Lab 10</titles rsimms@opus:/homefcis192/depot
</ head> <IDOCTYPE htil PUBLIC "-//W3C//DTD EHTML 1.0 Strict//EN" "http://vww.w3.org/ TR/ xht A
<o mll/DTD/ xhtmll-strict.ded">
chifhrwen's FIS 192 Lab 10</hi> <html wxmlns="http://www.w3.org/ 1999/ xhtml"” xmwl: lang="en" lang="en":>
<hi>THUELNEL Fervices</hix <head>
<divy <t,it,leCIS 192 Lab 10</tcitclex
<img sro="hwyS0.ipg” alt="Highway 50" /> </ head:>
<fdivs <hody:
IIthIS 182 Lab 10</hil>
<prSpring 2009</p> <hz>Internet Services</hi>
<dive
<dive <iwmg sre="hwys0.ipg"™ alt="Highway 50" />
<z href="http://validator.wd.org/ check/referer” </ div>

style="hackground-color: transparent™:
<imy style="horder-style:none” width="S5" height="31" [<p>Spring 2009</p>
sro="http:/dwww, w3, org/ Icons/valid-xhtmll0™ alc="Valid

&nbsp: enhsp: <dive
<z href="http://Jigsaw.ws.org/ocss—-validator/check/refer<s href="http://wvalidator.w3.org/check/referer”
style="hackground-color: transparent': style="background-color: transparent”:

<imy style="horder-style:none” width="S88" height="31" [<lmy style="horder-styleinone” width="S3" height="31"
sroc="http://jigsaw.wd.org/css-validator/ images/vess" aljsce="http://wiw. w3, org/ Icons/valid-xhtmll0" alt="Valid XHTHL 1.0 Striet" /-</a>
</ dive> &nhspr enbsap:
<z href="http://Jjigsav.wd.org/css—validator/check/referer™
</body> style="hackground-color: transparent':
</html> <imy style="horder-style:none” width="58" height="31"
& sro="http://Jigsaw.wd.org/css-validator/ images/vess™ alt="Valid C33!" /=< /a>
= fArwenHEerndfgI <fdive

—

</hody>
</html>

i3z fhrwen/Elrond/g 7,1 All

<
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sleep

(adding timed pauses)



CIS 90 - Lesson 14

Class Exercise

Make a new script in your bin directory
cd bin

vi example911

In vi add these lines then save:

echo help

sleep 3

echo Help

sleep 2

echo HELP

sleep 1

banner HELP

Prepare and run your script
chmod +x example91l

example911

AR W

117
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‘cmd
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Using $(cmd)

Sometimes you want to capture the output of a command and store in
a variable or use as an argument

For example:

/home/cis90/simben $ f£ind /bin | wec -1
113

/home/cis90/simben $ count=$ (find /bin | wc -1)

/home/cis90/simben $ echo "There are S$count files in /bin"
There are 113 files in /bin

Using $() instead of back tics is an alternate way to
do the same thing

119
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Using back tics

Sometimes you want to capture the output of a command and store in
a variable or use as an argument

For example:

/home/cis90/simben $ f£ind /bin | wec -1
113

/home/cis90/simben $ count="find /bin | wec -1°

/home/cis90/simben $ echo "There are S$count files in /bin"
There are 113 files in /bin

Using back tics around the command to evaluate

120
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Class Activity
Scripting

/home/cis90/milhom/bin S date +"%A"
Sunday

Which of the following commands makes a banner of
the current day of the week?

a) date +"%A" | banner
b) banner date +"%A"

C) banner ‘date +"$%A""
d) banner $(date +"%A")

€) date +"%A" | xargs banner

Put your answer in the chat window 121
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extracting a field
from a record
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/etc/passwd

, The "“:” serves as the field delimiter
[rsimms@opus ~]$ cat /etc/passwi////?l///////

< snipped >
apache:x:48:48:Apache:/var/www:/sbin/nologin

simben90:x:1001:190:Benji Simms:/home/cis90/simben:/bin/bash
milhom90:x:1002:190:Homer Miller:/home/cis90/milhom:/bin/bash

< snipped >
The 5t field of each row has the user’s first and last name

123
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myscript
2 f dC:éngl ands for Task 8 Let's start with something simple like
. printing the current date and time
Homer's CIS 90 Final Project
1) Color
2) My Find Command
3) More practice
4) Examples - test file attributes
5) Examples - simple if statement
6) Examples - another if statement
7) Examples - logic
8) Examples - cut command to get name from /etc/passwd
9) Exit

Enter Your Choice: 8

Wed Dec 3 14:00:53 PST 2008

Hit the Enter key to return to menu
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myscript
L i eccolin;n a.l.nl_f zllf)O;L(T)aél]\j A8ME" Let's add a friendly Hello using
date the user logname
Homer's CIS 90 Final Project
1) Color
2) My Find Command
3) More practice
4) Examples - test file attributes
5) Examples - simple 1f statement
6) Examples - another 1f statement
7) Examples - logic
8) Examples - cut command to get name from /etc/passwd
9) Exit

Enter Your Choice: 8

Hello milhom90

Wed Dec 3 14:07:07 PST 2008
Hit the Enter key to return to menu

125



CIS 90 - Lesson 14 ‘I 'W

myscript

8) # Commands for Task 8 Now include the

echo "Hello SLOGNAME" /Jetc/passwd info
echo $(cat /etc/passwd | grep $LOGNAME) as well

date

o o
r s

Homer's CIS 90 Final Project

Color

Examples
Examples
Examples
Examples
Examples
Exit

O O J o U W IDN K

My Find Command
More practice

- test file attributes

simple if statement

another if statement

logic

- cut command to get name from /etc/passwd

Enter Your Choice: 8

Hello milhom90

milhom90:x:1156:103:Homer Miller:/home/cis90/milhom:/bin/bash

Wed Dec 3 14:07:07

PST 2008

Hit the Enter key to return to menu 126
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o o
r s

8) # Commands for Task 8
echo "Hello SLOGNAME"
echo S$(cat /etc/passwd | grep SLOGNAME | cut -f5 -d":")
date

Cut the 5% field from the /etc/passwd record. The -d option specifies the delimiter to use.

Homer's CIS 90 Final Project

Color

Examples
Examples
Examples
Examples
Examples
Exit

O O 1 o U » W DN

My Find Command
More practice

- test file attributes

- simple if statement

- another if statement

logic

cut command to get name from /etc/passwd

Enter Your Choice: 8

Hello milhom90

Homer Miller
Wed Dec 3 14:07:07

PST 2008 127

Hit the Enter key to return to menu
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myscript

8) # Commands for Task 8
echo "Hello SLOGNAME"
NAME=$(cat /etc/passwd | grep $LOGNAME | cut -f5 -d":" )
echo "Hello $SNAME"
date

o o
rs

Same as before, but save the user’s name in a variable and then use it

Homer's CIS 90 Final Project

1) Color

2) My Find Command

3) More practice

4) Examples - test file attributes

5) Examples - simple if statement

6) Examples - another i1f statement

7) Examples - logic

8) Examples - cut command to get name from /etc/passwd
9) Exit

Enter Your Choice: 8
Hello milhom90

Hello Homer Miller
Wed Dec 3 14:07:07 PST 2008 128

Hit the Enter key to return to menu
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myscript

8) # Commands for Task 8

NAME=S$ (cat /etc/passwd | grep SLOGNAME | cut -f5 -d":" )
echo "Hello SNAME"
date

° o
r7s

Get rid of the old Hello $LOGNAME since we have something better now

Homer's CIS 90 Final Project

1) Color

2) My Find Command

3) More practice

4) Examples - test file attributes

5) Examples - simple if statement

6) Examples - another if statement

7) Examples - logic

8) Examples - cut command to get name from /etc/passwd
9) Exit

Enter Your Choice: 8

Hello Homer Miller
Wed Dec 3 14:07:07 PST 2008 129
Hit the Enter key to return to menu
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A A |
i )
.I. ‘ ‘.J‘
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L8 A _

myscript
# Commands for Task 8
NAME=S (cat /etc/passwd | grep S$LOGNAME | cut -f5 -d":" | cut-f1-d" ")
echo "Hello SNAME"
date
We can also cut out just the first name using a blank as the delimiter
Homer's CIS 90 Final Project
1) Color
2) My Find Command
3) More practice
4) Examples - test file attributes
5) Examples - simple if statement
6) Examples - another if statement
7) Examples - logic
8) Examples - cut command to get name from /etc/passwd
9) Exit
Enter Your Choice: 8
Hello Homer
Wed Dec 3 14:07:07 PST 2008 130

Hit the Enter key to return to menu
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Class Exercise

Make a short script named example401 that emails a banner of your
full name to yourself:

Make a new script in your bin directory
cd bin

vi example4Ol

In vi add these lines then save:
name=$ (cat /etc/passwd | grep SLOGNAME | cut -£f5 -d":" )
banner $(echo $name) | mail -s "S$name" $LOGNAME

Prepare and run your script
chmod +x example4Ol

example401

Read your mail to view your new message
mail
131



CIS 90 - Lesson 14 1o & o8 ¥ Rl

est. 1059 %

Scripting TIpsS

simple if
statement
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myscript

»
/3
¥ i
? N A

If statements are used to test if a condition is true
and if so execute a specific set of commands

5) # Simple if statement

echo —n "Enter d or c:

read answer

if

fi

if

fi

[ "Sanswer"
date

[ "Sanswer"
cal

nw d"

"C"

Il e

Iy

then

then

The date command is
executed only if the
user typed a "d"

The cal command is
executed only if the
user typed a "c"

An if statement is ended with fi (if spelled backward)

133
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myscript

Homer's CIS 90 Final Project
My favorite color
Getting started using grep command
Task 3
Task 4
Simple if statement
Task ©
Task 7
Getting your name
Exit

O 0O J o U WK

Enter Your Choice: 5
Enter d or c: d
Tue Dec 2 09:22:39 PST 2014
Hit the Enter key to return to menu

if [ "Sanswer" = "d" ]; then
date
fi

The date command runs
because $answer = d
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myscript

Homer's CIS 90 Final Project

1)
2)
3) Task 3
4) Task 4
5)
6) Task 6
7) Task 7
8)
9)

Exit

My favorite color
Getting started using grep command

Simple if statement

Getting your name

Enter Your Choice: 5

Enter d or c: C
December 2014
Su Mo Tu We Th Fr
1 2 3 4 5
7 8 9 10 11 12
14 15 16 17 18 19
21 22 23 24 25 26
28 29 30 31

Hit the Enter key

Sa
6 if [ "Sanswer" = "c" ]; then
13 cal
20 fi
27

The cal command runs

to return to menu because $answer = c
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Class Exercise

Run the previous example task

* run allscripts

 select Homer's script

« select Task 5 and enter d (for date)

» select Task 5 and enter ¢ (for calendar)

Now look at Homer's code to see how it was done:

vi ~milhom90/bin/myscript
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with "or"



A ,
o 0 K

T T T .
T F T OR logic
F T T

F F F

Yes Yes Yes No
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# Another if statement

echo -n "Enter d or c: "

read answer

if [ "Sanswer" = "d" ] || [ "Sanswer" = "D" ]; then funegztsrlgthe user
date yp

fi

lf I: n$answern — ch ] || [ "$answer" — ncn ]’. then .
cal Run cal if the user

fi types c or C

The || is the logical "or" operator
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myscript

Homer's CIS 90 Final Project

1) My favorite color

2) Getting started using grep command
3) Task 3

4) Task 4

5) Simple if statement

6) Another if statement

7) Task 7

8) Getting your name

9) Exit

Enter Your Choice: 6
Enter d or c: d
Wed May 20 05:07:10 PDT 2009

Hit the Enter key to return to menu

if [ "$answer" — "d" ] | | |: "$answer" — "D" ] date is run because User
then typed a "d”

date
£i
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myscript

Homer's CIS 90 Final Project

1) My favorite color

2) Getting started using grep command
3) Task 3

4) Task 4

5) Simple if statement

©) Another i1f statement

7) Task 7

8) Getting your name

9) Exit

Enter Your Choice: 6
Enter d or c: D
Tue Dec 2 09:31:47 PST 2014
Hit the Enter key to return to menu

if [ "Sanswer" = "d" ] || [ "Sanswer" = "D" ] date is run because user
then typed a "D"

date
fi
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Class Exercise

Make a new script in your bin directory
cd bin

vi example654

In vi add these lines then save:
echo -n "What is your name: "
read answer

if [ "Sanswer" = "Sylar" ] || [ "Sanswer" = "sylar" ]; then
echo "I'm out of here"
fi

Prepare and run your script
chmod +x example654
example654
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A-,. A ‘;
.‘ - ']I; ’ i "

AND logic

X X
oL
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myscript

7) # logic example
echo -n "Is the furnace "on" or off? "
read furnace
echo -n "Is there a fire in the fireplace (yes or no)? "
read fireplace

if [ "Sfurnace" = "on" ] && [ "Sfireplace" = "yes" ]; then
echo "It is really hot in here"

fi

if [ "Sfurnace" = "off" ] && [ "Sfireplace" = "yes" ]; then
echo "It is warm and smoky in here"

fi

if [ "Sfurnace" = "on" ] && [ "Sfireplace" = "no" ]; then
echo "It is warm in here"

fi

if [ "$furnace" = "off" ] && [ "Sfireplace" = "no" ]; then
echo "It is really freezing in here"

fi

o o
r s

&& means “and” 145
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myscript

Homer's CIS90 Final Project
My favorite color
Getting started using grep command
Task 3
Task 4
Simple if statement
Another if statement
Logic example
Getting your name
Exit

OW 0O J o U W IN

Enter Your Choice: 7
Is the furnace on or off? off
Is there a fire in the fireplace (yes or no)? NnO
It is really freezing in here
Hit the Enter key to return to menu

if [ "Sfurnace" = "off" ] && [ "S$fireplace" = "no" ]; then
echo "It is really freezing in here"
fi
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myscript

Homer's CIS90 Final Project
My favorite color
Getting started using grep command
Task 3
Task 4
Simple if statement
Another if statement
Logic example
Getting your name
Exit

OW 0O J o U W IN

Enter Your Choice: 7
Is the furnace on or off? on
Is there a fire in the fireplace (yes or no)? Nno
It is warm in here
Hit the Enter key to return to menu

if [ "$furnace" = "on" ] && [ "Sfireplace" = "no" ]; then
echo "It is warm in here"
fi
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Class Exercise

Run the previous example task

 run allscripts

» select Homer's script

« select Task 7 several times with different answers

Now look at Homer's code to see how it was done:

vi /home/cis90/milhom/bin/myscript
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myscript

4) # More example IF statements
echo "The files in this directory are: "
1ls -1

echo —-n "Which file are you interested in?
read filename

echo "Here are some details about S$filename:"
file Sfilename

tests to see
ifit’'s a if [ -f Sfilename ]; then

regu/ar file _/4 echo Sfilename is a regular file
echo "Here is long listing of the S$filename" file:
ls -1 Sfilename
fi
tests to see
if it’s a d $filename ]; then

cﬁrectory // echo $filename is a directory

echo "Here is a long listing of the $filename directory:"
ls -1d $filename
fi
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myscript

Homer's CIS 90 Final Project
My favorite color
Getting started using grep command
Task 3
More example IF statements
Simple if statement
Another if statement
Logic example
Getting your name
Exit

O 00 J o U b Wb

Enter Your Choice: 4
The files in this directory are:

app
banner

enlightenment a file
< snipped > ;

Which file are you interested in? : enlightenment

Here are some details about enlightenment:

enlightenment: POSIX shell script text executable

enlightenment is a regular file

Here is long listing of the enlightenment file:

—rwxr-xr-x. 1 milhom90 cis90 3442 Aug 6 11:52 enlightenment

Hit the Enter key to return to menu 151
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myscript

Homer's CIS 90 Final Project
1) My favorite color
2) Getting started using grep command
Task 3
More example IF statements
Simple if statement
Another if statement
Logic example
Getting your name
Exit

O O J o U1 b W

)
)
)
)
)
)
)
)

Enter Your Choice: 4
The files in this directory are:

< snipped>

poems a directory
< snipped>
Which file are you interested 1in? :

poems

Here are some details about poems:

poems: directory

poems 1s a directory

Here is a long listing of the poems directory:
drwxr-xr-x. 8 milhom90 cis90 4096 Oct 28 15:48 poems

Hit the Enter key to return to menu 152
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Additional file attributes to test for:

-0
-G

file
file
file
file
file
file
file
file
file
file
file
file

= True
= True
= True
= True
= True
= True
= True
= True
= True
= True
= True
= True

if the file exists and is a directory.

if the file exists.

if the file exists and is a regular file

if the files' "sticky" bit is set.

if the file exists and is a symbolic link.

if the file exists and is readable.

if the file exists and is not empty.

if the file exists and its set-user-id bit is set.

if the file exists and is writable.

if the file exists and is executable.

if the file exists and is owned by the effective user id.
if the file exists and is owned by the effective group id.

filel -nt file2 = True if filel is newer, by modification date, than file2.
filel -ot file2 = True if filel is older than file2.

Source: http://www.comptechdoc.org/os/linux/programming/script/linux_pgscripttest. html
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Class Exercise

Run the previous example task
 run allscripts

» select Homer's script

 select Task 4

Now look at Homer's code to see how it was done:

vi ~milhom90/bin/myscript
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myscript

3) # Commands for Task 3
NAME=S (cat /etc/passwd | grep SLOGNAME | cut -f5 -d":" )
echo "Hello $NAME"
date '+%A'
date '+%A, %B %d, %Y'

r7s

Homer's CIS 90 Final Project
My favorite color
Getting started using grep command
An if-then-else statement
More example IF statements
Simple i1if statement
Another if statement
Logic example
Getting your name
Exit

O 0 J o U W DN

Enter Your Choice: 3 H do iust
Hello Homer Miller Oow can we do jus

Wednesday one format or the

Wednesday, December 03, 2008 other?
Hit the Enter key to return to menu 156
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myscript

3) # Commands for Task 3
NAME=S$ (cat /etc/passwd | grep SLOGNAME | cut -f5 -d":" )
echo "Hello $NAME"
echo "$NAME, Do you like short or long dates?"
echo -n "Enter 1 for short or 2 for long: "
read ANSWER
if [ "SANSWER" =1 ]; then

date '+3%A" Prompt user for choice
else then use if-then-else
date '+%A, 3B %d, %Y' statement

fi

° o
rs

Enter Your Choice: 3
Hello Homer Miller
Homer Miller, Do you like short or long dates?
Enter 1 for short or 2 for long: 1

Tuesday
Hit the Enter key to return to menu

Enter Your Choice: 3
Hello Homer Miller
Homer Miller, Do you like short or long dates?
Enter 1 for short or 2 for long: 2

Tuesday, December 02, 2014
Hit the Enter key to return to menu 157
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Combining Conditionals

#!/bin/bash
while true; do
echo; echo Some flowers: petunias roses tulips mums

read -p "Enter one of the flowers above or g to end: " response
if [ "Sresponse" == "qg" ] || [ "Sresponse" == "Q" ]; then

exit
fi

The developer wants to

LE | "sresponse" == "petunias” ]; then do something different for
echo ".. We have some red and blues ones left" ]
£1 any choice the user
selects.
if [ "Sresponse" == "roses" ]; then
fiecho ".. We have some yellow and peach ones left" This works but is not
optimal because you have
if [ "Sresponse" == "tulips" ]; then to execute all if
echo ".. Sorry we are all out" statements even when an
1 earlier match is found.
if [ "Sresponse”" == "mums" ]; then
echo ".. All colors are available"
fi
done

exit 159
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Combining Conditionals

#!/bin/bash
while true; do
echo; echo Some flowers: petunias roses tulips mums

A.__ A ‘;
j P 3
A LR Rt

read -p "Enter one of the flowers above or g to end: " response
if [ "Sresponse" == "qg" ] || [ "Sresponse" == "Q" ]; then
exit
else
if | $fesponse == "petunias" ]; then ) The developer wants to
echo ".. We have some red and blues ones left ! .
clse do something different
if [ "Sresponse" == "roses" ]; then for any choice the user
echo ".. We have some yellow and peach ones left" selects.
else
if [ "Sresponse" == "tulips" ]; then ; .
echo ".. Sorry we are all out" USIng an else clause is
else a better way to do
if [ "Sresponse" == "mums" ]; then this.
echo ".. All colors are available"
fi
fi
fi
fi
fi
done
exit
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Combining Conditionals

#!/bin/bash
while true; do
echo; echo Some flowers: petunias roses tulips mums

read -p "Enter one of the flowers above or g to end: " response
if [ "Sresponse" == "g" ] || [ "Sresponse" == "Q" ]; then
exit The developer wants to
elif [ "Sresponse" == "petunias" ]; then do something different
echo ".. We have some red and blues ones left" .
. N . . for any choice the user
elif [ "Sresponse" == "roses" ]; then
echo ".. We have some yellow and peach ones left" selects.
elif [ "Sresponse" == "tulips" ]; then
echo ".. Sorry we are all out" Using elif is a little
elif [ "sresponse” == "mums" ]; then cleaner and easier to
echo ".. All colors are available” .
£ modify later.
done
exit
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Combining Conditionals

#!/bin/bash
while true; do
clear
echo -n "Flowers
1) petunias
2) roses
3) tulips
4) mums

mw

Select one from above (1-4) or g to quit:

read response
case Sresponse in

[gQ]) exit;;
1) echo ".. We have some red and blues ones left";;
2) echo ".. We have some yellow and peach ones left";;
3) echo ".. Sorry we are all out";;
4) echo ".. All colors are available";;
esac
sleep 2
done
exit

sl - q
.
' i
-
:
)
N 4

The developer wants to
do something different
for any choice the user
selects.

A case statement is

another way to handle
this.
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Conditionals without “if”, “then” or “else”

To do something when command is successful
/home/cis90/simben $ [ -e letter ] && echo file exists
file exists

/home/cis90/simben $ [ -e bogus ] && echo file exists

To do something when command fails

/home/cis90/simben $ [ -e letter ] || echo file does not exist
/home/cis90/simben $ [ -e bogus ] || echo file does not exist
file does not exist
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Conditionals without “if”, “then” or “else”

To do something either way
/home/cis90/simben $ ping
down

/home/cis90/simben $ ping
up

To do something either way
/home/cis90/simben $ grep
found

/home/cis90/simben $ grep
not found

-cl -Wl1l moogle.com > /dev/null && echo up || echo down
-cl -Wl1l google.com > /dev/null && echo up || echo down
-r love poems/ > /dev/null && echo found || echo not found
-r nasa poems/ > /dev/null && echo found || echo not found
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Parsing with set



[rsimms@opus scripts]$

[rsimms@opus scripts]$
dogs

[rsimms@opus scripts]$
cats

[rsimms@opus scripts]$
birds

[rsimms@opus scripts]$
humans

[rsimms@opus scripts]$
4

[rsimms@opus scripts]$
dogs cats birds humans

CIS 90 - Lesson 14

Parsing with set

set dogs cats birds humans

echo $1

echo $2

echo $3

echo $4

echo $#

echo $*

The set command parses the
arguments it receives.

$1 is set to the first argument
$2 is set to the second
argument and so forth.

$# is set to the total number
of arguments.

$* is set to a concatenation of
all aguments
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Parsing with set

[rsimms@opus bin]s echo $(lIs)
1975.egg app banner datecal enlightenment hi I myscript myscript.milhom90

myscript.vl newscript old program quiet quiet.bak script treed tryme
typescript zoom

[rsimms@opus bin]$ set $(lIs)

[rsimms@opus bin]$ echo $3
banner

[rsimms@opus binl]s echo $7
I

[rsimms@opus bin]s echo $1
1975.egg

[rsimms@opus bin]$ echo $#
20

[rsimms@opus bin]$ echo "The fifth file in this directory is $5"
The fifth file in this directory is enlightenment
[rsimms@opus bin]$
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Parsing with set

[rsimms@opus scripts]$ finger $LOGNAME

Login: rsimms Name: Rich Simms
Directory: /home/rsimms Shell: /bin/bash

On since Mon May 18 14:38 (PDT) on pts/l from 207.62.186.30
Mail last read Mon May 18 16:09 2009 (PDT)

No Plan.

[rsimms@opus scripts]$ finger $LOGNAME | head -1

Login: rsimms Name: Rich Simms

[rsimms@opus scripts]$ set $(finger $LOGNAME | head -1)
Another way
[rsimms@opus scripts]$ echo $4

Rich to get a

| | user’s first
[rsimms@opus scripts]$ echo $5
Simms name

[rsimms@opus scripts]$ firstname=%$4

[rsimms@opus bin]$ echo My first name is $firsthame
My first name is Rich
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Parsing with set

/home/cis90/simben $ cat /etc/passwd | grep $LOGNAME
simben90:x:1201:1090:Benji Simms:/home/cis90/simben:/bin/bash

/home/cis90/simben $ myAccount=$ (cat /etc/passwd | grep $LOGNAME)
/home/cis90/simben $ echo $myAccount

simben90:x:1201:1090:Benji Simms:/home/cis90/simben:/bin/bash
/home/cis90/simben $ echo $myAccount | cut -£f5 -d":"

Benji Simms

/home/cis90/simben $ echo $IFS )
Normally a blank is uses to

/home/cis90/simben $ echo '"'$IFS'"' Separate arguments

w w

/home/cis90/simben $ IFS=":"
/home/cis90/simben $ set $myAccount
/home/cis90/simben $ echo My name is $5 and my home directory is $6
My name is Benji Simms and my home directory is /home/cis90/simben

That can be changed

Using set as an alternative to cut to extract
strings from lines of text 170
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Class Exercise

Make a new script in your bin directory
cd bin
vi example777

In vi add these lines to your script then save:

set $(finger SLOGNAME | head -1)
firstname=$4
echo My first name is $firstname

Prepare and run your script
chmod +x example777

example777

o
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Using Color
Black 0;30 Green 0;32 Red 0;31 Brown 0;33
Dark Gray 1;30 Light Green 1;32 Light Red 1;31 Yellow 1;33
Blue 0;34 Cyan 0;36 Purple 0;35 Light Gray 0;37
Light Blue 1;34 Light Cyan 1;36 Light Purple 1;35 White 1;37

/home/cis90/simben/bin $ echo -e "\e[00;31lmMy favorite color is RED\e[0Om"

My favorite color is RED
/home/cis90/simben/bin $ echo -e "\e[00;34mMy favorite color is BLUE\e[0O0m"

My favorite color is BLUE
/home/cis90/simben/bin $ echo -e "\e[00;32mMy favorite color is GREEN\e[OOm"

My favorite color is GREEN
/home/cis90/simben/bin $

Use echo -e "\e[On;nnm" to turn on color and \e[00m to turn it off.

(the -e option enables interpretation of backslash escapes)

Source: http://hacktux.com/bash/colors 173
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Using Color

/home/cis90/simben/bin $ echo -e "\e[00;32m" k//—_\\\‘Changeto

color green
/home/cis90/simben/bin S head -4 ~/letter
Hello Mother! Hello Father!

Here I am at Camp Granada. Things are very entertaining,
and they say we'll have some fun when it stops raining.
/home/cis90/simben/bin $ echo -e '\e[00m «____— Revert color

, _ , back to normal
/home/cis90/simben/bin $

Source: http://hacktux.com/bash/colors 174
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Using Color
[ #@ simbend0@oslab:~/bin E=E—)

ED $¥white WHITE $blue EBELUE $off

ED ${white}WHITE ${blue}BLUE S$off

off="\e[0Om"

red="\e[00;31m"

white="\e[01l;37m"

blue="\e[00;34m"

echo -e $red RED $white WHITE S$blue BLUE S$off

RED BLUE
echo -e ${red}RED ${white}WHITE ${blue}BLUE S$Soff
RED BLUE

Demonstrating the use of variables and curly braces to make color easier to use.
Curly braces are used to clearly separate the variable name from adjacent text strings:

 $redRED is null
« ${red}RED is "\e[00;31mRED"
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Class Exercise

Make a new script in your bin directory
cd bin

vi exampled271

In vi add these lines to your script then save:

off="\e[0OOm"
green="\e[00;32m"
echo -e Hi there, you look a little ${green}GREENS${off} today!

Prepare and run your script
chmod +x exampled271

exampled271
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est. 1959 %

Going from CIS 90 home directory name = username

/home/cis90/simben
/home/cis90/simben

/home/cis90/simben
simben

/home/cis90/simben
simben

/home/cis90/simben
simben90

/home/cis90/simben
/home/cis90/simben
The home directory

S echo S$HOME

The basename command
extracts the filename from the
end of a pathname

S basename S$HOME

S echo $(basename $HOME)

This is how you tack 90

S echo $ (basename $HOME) 90 on to the home directory
filename

S userid='echo $ (basename $HOME) 90"
$ echo The home directory of $Suserid is $HOME
of simben90 is /home/cis90/simben
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Going from CIS 90 username = home directory name

/home/cis90/simben $
simben90

/home/cis90/simben $
simben

/home/cis90/simben $
/home/cis90/simben $
simben

/home/cis90/simben $
The home of simben90

echo $LOGNAME This variable holds your
username
echo ${LOGNAMES90 ) This is how you strip text

off the end of a string

file="echo ${LOGNAME$90}" /his sets a new variable
echo $file named file to hold the

filename

echo The home of SLOGNAME is /home/cis90/$file
is /home/cis90/simben

And this is how you could use it

179
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Going from CIS 90 username = home directory name

Another way to do the same thing

/home/cis90/simben/bin $ homeDir=$ (grep S$LOGNAME /etc/passwd | cut -f6 -d":")
/home/cis90/simben/bin $ echo The home of $SLOGNAME is $homeDir
The home of simben90 is /home/ci1s90/simben

—

The 6t field of every line in
/etc/passwd is the that
user’s home directory
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for loop examples

On command line

/home/cis90/simben $ for name in hugo sun jin john charlie
> do

> echo Hello $name

> done

Hello hugo

Hello sun

Hello jin In script file

Hello john

Hello charlie
/home/cis90/simben S

/home/cis90/simben $ cat loopl

for name in hugo sun jin john charlie; do
echo Hello $name

done

/home/cis90/simben $ ./loopl

Hello hugo

Hello sun

Hello Jjin

Hello john

Hello charlie

/home/cis90/simben $

183
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for loop examples

On command line

/home/cis90/simben $ for file in $(1ls /usr/bin/pip*)
do
echo I found a file named $file
done
found a file named /usr/bin/pip
found a file named /usr/bin/pip?2
found a file named /usr/bin/pip2.6

H HH V V V

In script file

/home/cis90/simben $ cat loop2
for file in S$(ls /usr/bin/pip*); do
echo I found a file named $file
done
/home/cis90/simben $ ./loop2
I found a file named /usr/bin/pip
I found a file named /usr/bin/pip?2
I found a file named /usr/bin/pip2.6
/home/cis90/simben $ 184
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for loop examples

On command line
/home/cis90/simben $ for (( i=1; i<10; i++ ))

> do
> echo i=$i
> done
i=1 In script file
%=2 /home/cis90/simben $ cat loop3
1=3 for ((i=1; i<10; i++)); do
%=4 echo 1=$i
%=5 done
%=6 /home/cis90/simben $ ./loop3
1="7 i1
i=8 17
i=9 13
/home/cis90/simben $ i—a
1=5
i=6
i=7
i=8
i=9
/home/cis90/simben $ 185
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Class Exercise

Make a new script in your bin directory
cd bin

vi example808

In vi add these lines to your script then save:

for name in $(grep cis90 /etc/passwd | cut -f5 -d":" | cut -£f1 -d" ")
do

echo My classmate is named $name
done

Prepare and run your script
chmod +x example808

example808
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Adding integers with let

/home/cis90/simben $ cat datafile
apples 20
oranges 25

/home/cis90/simben $ costApples=$ (cat datafile | grep apples | cut -f2 -d" ")
/home/cis90/simben $ echo "TRACE costApples=$costApples"
TRACE costApples=20

/home/cis90/simben $ costOranges=$ (cat datafile | grep oranges | cut -f2 -4d" ")
/home/cis90/simben $ echo "TRACE costOranges=$costOranges"

TRACE costOranges=25

/home/cis90/simben $ let sum=$costApples+S$costOranges

/home/cis90/simben $ echo The total cost is $sum
The total cost is 45

We get the cost of apples and oranges from a text file and add them
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Adding integers with double parentheses

/home/cis90/simben $ cat datafile
apples 20
oranges 25

/home/cis90/simben $ costApples=$(cat datafile | grep apples | cut -f2 -d" ")
/home/cis90/simben $ echo "TRACE costApples=$costApples"
TRACE costApples=20

/home/cis90/simben $ costOranges=$ (cat datafile | grep oranges | cut -f2 -4d" ")
/home/cis90/simben $ echo "TRACE costOranges=$costOranges"
TRACE costOranges=25

/home/cis90/simben $ sum2=$ ((costApples+costOranges))
/home/cis90/simben S echo The total cost is $sum2
The total cost is 45

We get the cost of apples and oranges from a text file and add them
189
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Arrays

/home/cis90/simben/bin $ cat example9881
#!/bin/bash

names [0]="Homer"
names[1l]="Benji"
names [2]="Sky"

echo "names[1] = S$S{names[1]}" Bash support one
echo "size of names = ${#names[*]}" dimensional arrays
for (( 1=0; 1i<S${#names[*]}; 1i++ )),; do

echo "names[$1i] = ${names[$i]}"
done
exit

/home/cis90/simben/bin $ ./example9881

names[1l] = Benji
size of names = 3
names [0] = Homer
names[1l] = Benji

names[2] = Sky 191
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shift

/home/cis90/simben/bin $ cat example9872
#!/bin/bash

poets=$(ls SHOME/poems)

set Spoets

Whlle [ "$1H IiI— ]’. do Shifting Offparsed
echo "Poet = $1" arguments on the left.
shift

done

exit

/home/cis90/simben/bin $ ./example9872
Poet = Angelou

Poet = Anon

Poet = Blake

Poet = Dickenson
Poet = Neruda
Poet = Shakespeare

Poet = Yeats
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functions

/home/cis90/simben/bin $ cat example6599
#!/bin/bash

function userInfo () {
USRI A simple function
name=$ (grep SuserID /etc/passwd | cut -f5 -d":")
shell=$ (grep S$userID /etc/passwd | cut -f7 -d":") examp/e
echo "Username: SuserID"

echo " Name = Sname"
echo " Shell = Sshell"
}
read -p "Enter username: " id

userInfo S$Sid

exit

/home/cis90/simben/bin $ ./example6599
Enter username: milhom90
Username: milhom90

Name = Homer Miller

Shell = /bin/bash 195
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Next Class

Project is due
next week!
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For the finsl proefet you will be priting customs front-ands . your fworite Linuy commands,
Ty fns you will write 3 shell scopt it intermets with S yver 09 get input, then wos Nt
iput o caft a Line commend, You will stat vich 2 tmphate thit you cai modify and
extend.

Forwm

e e forem to bramsnorm soipt idess, cefy requirements, and get help & you ans seuck,
When yon hawe tasted your sorpy and ok it is bug hew thew use the forem © 24 others
™ Test & gmew imere, any vahable tips or dasons learmd a5 well, Forum ix

htep://oslab.cis.cabrillo.edu/forum/

Conmnomds

3 echo 1lpsvat soxT
s oy 1s mpell
D =it mmil am
o menxt man tail
Be £ile masy tee
Sal fand misdaas vonch
cambel fingex mare 3
2L grep rer wmask
ed head wasswd e
choep histoxy »s et
chmod id e I
whowa Jjolsy = wo
cleax *3.11 Fmiiy ¥iho
=0 In ] ¥rige
date ip/ipx 2leew el

Be sure to review the
grading rubric to make
sure you didn't miss
anything.
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Commands:
basename - extract filename form pathname
scp - secure copy command
tar - archive command
if then else - conditionals in scripts
[ ] - for logic tests in scripts
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Next Class

Assignment: Check Calendar Page on web site to see
what is due next week.

Qu\?-
‘::oied aue

Work on final project - due in one week

Optional extra credit labs
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Project Workshop

Implementing all fivetasks (6 points each):
» Requirements for each task:

-Mini f 10 "ariginal” scri dli
+ Make sure you get one B AT (et i B
“starter” task scripted o, ¢ eraction
and Working befo re You don't have to do all of these but do at least five:

» Redirecting stdin (5 points)

Redirecting stdout (5 paoints)

Redirecting stderr (5 points)

Use of permissions (5 points)

Us=e of filename expansion characters (5 points)
U=se of ab=olute path (5 points)

Use of relative path (5 points)

Use of a FID (5 points)

Use of inodes (5 points)

Use of links (5 points)

Use of scheduling (5 points)

Use of a GID ar group (5 points)

Use af a UID or user (5 points)

Use aof a fdev/tty device (5 points)

Use of a signal (5 points)

Use aof piping (5 points)

Use af an environment variable (5 points)
Use of fbin/mail (5 points)

Use of a conditional {5 point=)

The maximum for this sedtion is 25 points.

leaving class today.

« Grade your starter script
using the Final Project
rubric
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