Colildls CoWeq CIS 192 - Lesson 4
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Lesson Module Checklist

« Slides
« Whiteboard with 1st minute quiz

Flashcards

Web Calendar summary
Web book pages
Commands

Howtos

Practice/real test

Lab tested

Opus - lab template in depot
Youtube Videos, if any, uploaded

« VMs (VLab) - extra gondor and arnor switches made for each pod

« Backup slides, Confer links, handouts on flash drive
* 9V backup battery for microphone
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Course history and credits

« Jim created the original version of this course

 Jim’s site: http://cabrillo.edu/~jgriffin/

Rick Graziani

« Thanks to Rick Graziani for the use of some of
his great network slides

» Rick’s site: http://cabrillo.edu/~rgraziani/
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Instructor: Rich Simms

Dial-in: 888-450-4821
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Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit




CIS 192 - Lesson 4 ' N l ' IW
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[ ] Video (webcam) optional
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Part 1 - Flashcards questions (1 point each)

[Q1] What command shows the other users logged in to the computer?

[A1]

[Q2] What environment variable is used by the shell to\determine which directories to
search when locating a command?
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Video (webcam) optional

Follow moderator

Double-click on postages stamps

r

(i) CCC Confer— 0 - RICH SIMMS - .- ® _—
File Edit View [Tools| Window Help -
» AUDIO & App!lcatmn Sharing * rE‘ @
Audic g
Breakout Rooms 4 New Page Delete Page
Chat L4
Graphing Calculater ¥
In-Session Invite L4
Interaction L4
Moderator g
R Palling v
Talk Profile 4
Recorder L4
¥ PARTICIPA Session Plan L
Rich Sin Telephony 4
feseEe Timer '
B Video Camera Settings...
N Whiteboard Maxirnum Simultanecus Cameras...
Ha R:j:: St;nms o= v HI:E\;) ¥ | Make Video Follow Moderator Focus

Moderator (You)

Make Video Follow Speaker

Send Camera Snapshot To Whiteboard
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Universal Fix for CCC Confer:

1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime

Control Panel (small icons)

Parel » A8 Cortrol Panel hems »

General Tab > Settings...

CIS 192 - Lesson 4

e
| £/ Java Control Panel = —

r Adjust your computer's settings

General | Java | Security | Advanced

About
View version information about Java Control Panel
Network Settings

Network settings are used when making Intemet connections. By default, Java wil
use the network settings in your web browser. Only advanced users shoud modify

these settings.

Fies you use in Java applications are stored in a spedial folder for quick execution
Iater. Only advanced users should delete files or modify these settings.

Temporary Internet Files

CCC

500MB cache size

Delete these

AN Javs Dowwnioads

tyouwantto downioad
Jaca or anather computer
‘or Opecasing Systerm,clck
the ink belaw.

A2 Downioags

Free Java Download

Download Java for your deskiop computer now!

Free Java Download

halis Jaa? » DOLhae J3a? » Nasgmsig?

Version 7 Update 13

Why download Java?

Javate You 0 work and play n a secure computing enronment

Jva alows 3¢

1o play anline games, chat with people around the word,

r Mo
Temporary Files Settings ——— g Delete Files and Applications M
iGeep temparary s on my computer
& Delete the following files?
Location
Select the location where temporary files are kept:
s\Rich Simms\AppData\Locallow\Sun\Java\Deploymenticache Change...
f Cached Applications and Applets
| Disk Space
r Installed Applications and Applets
Select the compression level for JAR files: none = L O
fl Set the amount of disk space for storing temporary files:
I O 500 = MB
| L]
DeleteFiles... | [ Restore Defaults —
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First Minute Quiz

Please answer these questions in the order shown:

Use CCE Cenfier Whitte Beara

For credit email answers to:
risimms@cabrillo.edu

within the first few minutes of class
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Routing Continued and Transport Protocols

» Configure appropriate IP addresses, network * Quiz
and subnet masks, and broadcast addresses

. * Questions on previous material
based on the size and number of network Q P

segments required. » Housekeeping
- Connect multiple network segments together » Virtual/Physical corner
using Linux servers as routers and configuring - Dynamic Routing

the appropriate routing tables. : : .
i * Quagga routing suite for Linux
» Use a network sniffer to analyze network traffic

between two hosts. « Skills for doing Lab 4

- Identify, isolate, and correct malfunctions in a * Transport Layer
FEMHUILET REHET: - TDP and UDP protocols

» Define the term 'socket' and describe its « Service ports and sockets
ISTapC?(rtance to the transport layer of the protocol SEeal) ot e (et e ek

* Wrap
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Questions
ON previous
material
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Questions

|l esson material?

Labs?

How this course works?

11"2F|:|E]_1E|FDE]EE ﬁﬁﬁi%ﬂﬁl@% 11"231:%]_1@'35%05%%_1@
Chinese | K=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

11
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Housekeeping
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* Lab 3 due 11:59PM tonight
* Five posts due 11:59PM tonight

13
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Perkins/VTEA Survey

Carl D. Perkins Career and Technical Education Act
POSTREPLY 2 | | Q, Search this topic...

Carl D. Perkins Career and Technical Education Act

[Oby Rich Simms * Fri Mar 01, 2012 2:08 pm ThIS Is an Important
The Carl D. Perkins Vocational and Technical Education Act was originally authorized by Congress in 1984. It was source Of funding for

reauthorized in 1998 and again in 2006. This act provides federal funding for improving career technical education

(CTE) within the United States in order to help the economy. Cabrillo CO//ege_

For Cabrillo College to receive a portion of this funding students in technical classes must fill out a survey. The mare
surveys completed the more funds the college will receive. The survey only needs to be completed once per term by
each student.

This survey can be completed online using web advisor: Send me an emai/
Log on to WEBADVISOR at htps: //wave.cabrillo.edu that you completed
Select “STUDENTS: Click Here” (navy blue bar) this survey for 3

» Under “Academic Profile” Click on “Student Update Form®

* Use drop down list under “Select the earliest term for which you are registered” and click on the current term. pOin ts extra
* Select “SUBMIT” - I
credit!

Scroll down to the “Career Technical Information™

« Answer questions by clicking on the circle to the left of your “Yes” or “No” answers
s You can get details about a question by clicking on blue underlined phrase

+ After answering all questions Select “SUBMIT”

Then “LOG OUT"

Thank you for taking a few minutes to help Cabrillo College CS/CIS programs!

- Rich

http://oslab.cabrillo.edu/forum/viewtopic.php?f=63&t=1883
14
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m Help with labs

Like some help with labs?

I'm in the CIS Lab Monday afternoons
« See schedule at http://webhawks.org/~cislab/

or see me during office hours

or contact me to arrange another time online

15
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Commands and Files
Quick Reference and Examples

Linux Network Commands & Files

Click on the link in the table below to see commands, configuration files and examples.

Generzl Linux commands - root & shutdown

Netwark Testing

General Linux command: - bagie invantory

Installing mere commands

IF Addressing

Intarfaces

Interfaces -

DHCP client {termparard

Interfaces -

Static IP_(termporary)

Intarfaces -

Red Hat family ipermanent)

Intarfaces -

Debizn family (permaz nent'n]—

Narme resalution

ARF commands

Linux hardware and driver commands

iﬂml: configuration - Debian family (permanent) ]
P

Tates

Use this “deprecated” script to restart network
rvices:

Jetc/in)t.d/networking restart

It seems this script in now deprecated and each
interface must be manually shut down then brought
back up!

See: http://bugs.debian.org/cgi-
bin/bugreport.cgi?hug=565187

Edit this file to permanently configure
networking on Debian and Ubuntu
systems.

EXAMPLE - DHCP:

[etc/network/finterfaces

autalo
iface lo inet loopback

auto eth0
iface eth0 inet dhcp

EXAMPLE - static IP:

[ete/network/interfaces

auto lo
iface lo inet loopback

auto eth0

iface eth0 inet static
address 172.30.4.222
netmask 255.255.255.0

gateway 172.30.4.1

16
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Grades Web Page

http://simms-teach.com/cis192grades.php

Code |Grading Quizzes & Tests Forum Labs Extra
Mame | Choice |q1|q2|q3|q4|q5|q6|q7|qs|qa|g1o|T1|{T2|T3|F1|F2|F3|F4|L1 |2 |13 |14 |L5|L6|L7|L8 | Lo |L10|Final| Credit| Total| Grade
Max Points 3|3 (3|3(3(3|3|3|3| 3 |30(30(30]|20|{20{20|20|30|30{30({30(30|30|30(30(30| 30| 60 a0 560

Aragorn | Grade | 2 30|30 3

Bilbo Grade | 3 | 3 29|28 6

Denethor | P/NP | 3 | 3 813 3

Dwvalin Grade 3 29

Elrohir | Grade | 3 | 3 30|30 25

Elrond Grade | 3 30(30

Faramir | Grade | 3 | 3 30|30 5

Frodo Grade | 3 | 3 29|30 5

Gwaihir | Grade 3 30|27

Toreth Grade | 3 | 3 30(30

Legolas | Grade | 3 30|29 4

MNazgul | Grade | 3 | 3 30|30 11

Pippin Grade | 3 | 3 30|30 .
Samise | Grade | 3 | 3 s0[30 Please check your:
Saruman | Grade | 3 | 3 30|30 ° Gradlng Ch0|ce
Strider | Grade | 3 | 3 29|30 . .

Theoden | Grade | 3 | 3 30|29 o QU|Z pOlntS
Treebeard| Grade

« Lab points
« Extra Credit points

Don't know you secret LOR code name?

... then email me your student survey to get it!

17
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Reviewing graded work

Review graded work in your home directories

[simbenl92@opus ~1S$ 1s -1
total 52

-rw-r—--r-- 1 simbenl92 cisl192 610 Nov 7 08:51 capture
-rw-r—--r-- 1 simbenl9?2 c¢isl1l92 360 Nov 1 09:26 lab0Ol
—r———————- 1 simbenl92 staff 4170 Nov 2 16:05 lab0l.graded
—rTW——————= 1 simbenl92 cisl1l92 3702 Nov 7 08:49 1ab02
—-rw-r—--r—-— 1 simbenl92 cisl192 1350 Oct 31 19:05 labnotes
—-rw-r—--r—-— 1 simbenl92 ci1is192 1400 Nov 1 13:15 notes

See example correct answers in the answers directory:

[simbenl92@oslab ~]$ 1ls /home/cisl92/answers/
1lab01l 1ab02 quiz01 quiz02

18
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Be ready 7

Quiz 2

5 »

IP Routing and|

» Describe the

» Use the Sim

-oeevel St@y on top of deliverables with the
el Calendar web page

==

a routing table

+ View, add, and delete entries in a routing table
+ By properly configuring routing tables on hosts

4 Lab 2is due
11:59PM tonight

) and routers, configure a LAM of multiple 14 Lah 2
for the 2/26 segments which allows all hosts to 15
communicate with each other.
fIrSt Materials
minute + Presentation slides (download)
. TBA Assignment
qUIZZGS « Lab 3 (Routing)
CCC Confer
» Enter virtual classroom
» Class archives
—p>  |Quiz3
TCP and the Transport Layer
« SBCs, Dynamips/Dynagen, VirtualBox
« Dynamic routing
+ Quagga routing suite
» RIPvZ implementation skills
» Transport layer
+ TCP and UDP protocols
+ Service ports and sockets lab 3
3/5 i 15
Materials 5 posts

First test —
is the

following

» Presentation slides (download)

TBA Assignment
+ Practice Test 1

+ Lab 4 (Dynamic Routing and Port Forwarding)

CCC Confer

« Enter virtual classroom
» Class archives

Y lab 3 and five
forum posts are
due 11:59PM
March 5th

week!

19
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Growing
Map
Gallery
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NoPar

D
$
>

CIS Lab
172.20.0.0/16
Rivendell
192.168.100.0/23
eth0 eth0
172.20.4.184/16 172.20.192.29/16

eth0
192.168.103.254/23

Sauron
Default GW: 192.168.102.1/23

Mordor
192.168.102.0/23

eth0
192.168.101.254/23

eth1
192.168.100.1/23

Frodo Elrond
Default GW: 172.20.0.1 Defalt GW: 172.20.0.1
Static Routes Static routes:
192.168.100.0/22 -> 172.20.192.29 192.168.102.0/23 -> 192.168.101.254

l |

eth1
192.168.102.1/23

Arwen
Default GW: 192.168.100.1
Static Routes:
172.20.0.0/16 -> 192.168.100.1/23

22



gst, 1659 ™

CIS 192

Lesson 4

Internet

MoPar

192.168.100.0/22

Snickers

Frodo

AR

CIS LAB
172.20.0.0/16

DHCP

CIsvDC
172.30.5.8
DHCP

EthO

172.70.4.14 E“‘i

192 168.100.1

Elrond |

EthO
172.20.192. 133

] Rivendell

CRIE SHEET

Elrond

Ifconfig eth0 172.20.192.133/16

Ifconfig ethl 192.168.100.1/23

route add default gw 172.20.0.1

Iptables -D FORWARD 1

echo > 1 = fproc/sys/netfipva/ip_forward

Arwen

Ifconfig ethD 192.168.101.254/23

Ifconfig ethl 192.168.102.1/23

route add default gw 192.168.100.1
Iptables -D FORWARD 1

echo = 1 = fproc/sys/net/ipvd/ip_forward

Sauron
Ifconfig ethD 192.168.103.254/23
route add default pw 192.168.102.1

Frodo

route add -net 192.168.100.0/23 gw 172.20.192.133
route add -net 192.168.102.0/23 gw 172.20.192.133
route add —net 192.168.100.0/22 gw 172.20.192.133

Ethl
1921681021

EthD
192.168.101.254 J Arwen

152.168.100.0/23

Sauron

Mo

L

192.168.103.254

rdor

3 &

EthD

192.168.102.0/23

23
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Intemet

—Eﬁﬁi Snickers

MNoPar

041

CISvVDC
E a 172.30.5.8

Frodo-p21

ethd | .20.4.46 (dhcp)

Elrond-p21

192,153 004

ﬂ EIhD ethi ﬂ

CIS Lab Rivendell-21
192.168.100.0/23

172.20.0.0186

" b Al ]
Frodo

route add -net 192.168.100.0/23 gw 172.20.192.153
route add -net 192.168.102.0/23 gw 172.20,182.153

Elrond

ifconfig ethQ 172.20.192.153/16

ifconfig eth1 192 168.100.1/23

route add default gw 172.20.0.1

route add -net 192.168.102.0/23 gw 182.168.101.254
iptables -0 FORWARD 1

echo 1 = /procfsys/net/ipvddip_forward

Arwen

ifconfig ethQ 192.168.101.254/23
ifconfig eth1 192 168.102.1/23

route add default gw 192.168.100.1
iptables -0 FORWARD 1

echo 1 = /proc/sys/netfipvd/ip_forward

Sauron

ifconfig eth1 192.168.103.254/23
route add default gw 192.168.102.1

Sauron-p21

ethd | .103.254

Mordor-21
182.168.102.0/23

24



CIS 192 - Lesson 4

SUBNETTING INSTRUCTIONS

Network allocation: 192.168.100.0/22

! £ snickers You need to subnet this network into two equally
| NoPar sized sub-networks. Assign the lower block to
------- Rivendell and the upper block to Mordor.
----------- CISVDC
i 172.30.5.8 Assign the minimum host

address for the appropriate
network to Elrond and Arwen’s
ethl interfaces

=
e lmeiis; oM, 101254 Arwen ¢
&3 v
etho L= eth1 ﬁ etho =
192 Mordor
50 192.168.100. t

172.20.0.0/16 192.168.102.0/23

Assign the maximum host address for the appropriate
network to Arwen and Sauron's eth0 interfaces

Use ane of your assigned static IPs
addresses for Elrond's eth0 Interface.

Default gateways

Elrond. 172.20.0.1 (NoPar)
Arwen, 192.168.100.1 (Elrond)
Sauron, 192.168.102.1 (Arwe)
Frodo 172.20.0.1 (NoPar)

Static Routes
Elrond 192.168.102.0/23 192.168.101.254
Frodo 192.168.100.0/22 172.20.192.50
If commands
Elrond
ifconfig eth0 172.20.192.50/16
ifconfig ethl 192.168.100.1/23
Arwen
ifconfig eth0 192.168.101.254/23
ifconfig ethl 192.168.102.1/23
Sauron
ifconfig eth0 192.168.103.254/23
Route commands
All default gw's
route add default gw XXX XXX.XXX.XXX
Elrond
route add -net 192.168.102.0/23 gw 192.168.101.254
Frodo
route add -net 192.168.100.0/22 gw 172.20.192.50
Firewall cmds (Elrond+Arwen)
iptables -D FORWARD 1
Packet Fwd (Elrond+Arwen)
echo 1 > /proc/sys/net/ipv4/ip_forward

25
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|
o

-

CI5L4B

1o

»
Tn.mq.m

e

Lab 3 Network Diagram

Snickers
330110

0

ethl)
72.20.192,

{T.2.0.0)16

192,163, 100.0/22 subnetted info two ecual networks

Rivends
197,168.100.0 - 152 168,101,255 -netmask 255,155,254 0

Mardor
197,163, 1020 - 152,168, 103,254 -netmask 255.255.254.0

Sauron

]

ethl § 192,368, 103254

Mordor
182,188, 02.0/23

192,168, 100.0/23

(RIS SHEET
Hrord
fronfig e 172.20.192. 1)1
fronfigatn1 152, 168,100,323
route add default gw 172,200, 115
oute add -net 192, 168, 100,0/22 qw 192,168,101 24
pianles O FORWARD 1
echo 1> Jprocisysetfpvain_formard

-Arven

feanfig ethd 192 168, 101,254/3
frorfig el 152 168, 102,323

route add defauit gw 192,168.100.1
ptables -0 FORWARD |

echo 1> fprocjsyshet/pvéip_fornard

-Eauron
feonfig ethl 132, 168,103, 254/23
route add d=fault qw 192,163, 102.1

Frodo
route add -net 192,168, 100,0/22 qw 172.20,192.79

26
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Frpdo
eth0 172.20.4.47 dhep

CIS 192 -

POD 6 Topology

Lesson 4

eth0 192.168.[111.254

o 192.168.103.254 192.168.104.1
Prones _%__172- 20. 19e2t.h43 2312;.168-96- 1 - - R etho ethi P
Switch-PT . o Switch-PT Switch-PT
CIS Lab Server-PT Rivendell Server-PT Mordor
172.20.0.0/18 Elrond 192.168.96.0/21 Arwen 192.168.104.0/21
Hostname/Interfacefd 1P Address B3 Subnet MasE3 Default Gateway B2 iconfig cmd route cmd [~ |
Frodo
EthO 172.20.4.47 255.255.0.0 n/a
Elrond
EthO 172.20.192.48  |255.255.0.0  |172.20.0.1 ifeonfig ethD 172.20.192.48/16
Ethl 192.168.96.1 255.255.248.0 ifconfig ethl 192.168.96.1/21 route add -net 192.168.104.0/21 gw 192.168.103.254
Arwen
EthO 192.168.103.254 |255.255.248.0 ifconfig eth0 192.168,103.254/21
Ethl 192.168.104.1  |255.255.248.0 ifconfig eth1 192.168,104.1/21
Sauron
eth0 192.168.111.254 |255.255.248.0 |152.168.104.1 ifconfig eth0 192.168.111.254/21 route add -net 192.168.96.0/21 EwW 192.168.104.1

27
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crib sheet.

NoPar -
-

Sauron
ifconfig ethO 192.168.103.254/23
route add default gw 192.168.102.1

Arwen

ifconfig eth0 192.168.101.254/23
ifconfig ethl 192.168.102.1/23
route add default gw 192.168.100.1

Elrond

ifconfig ethO 172.20.192.140/16

ifconfig ethl 192.168.100.1/23

route add default gw 172.20.0.1

route add -net 192.168.102.0/23 gw 192.168.101.254

Frodo
route add -net 192.168.100.0/22 gw 172.20.192.140

-
=~
a1
"‘- 172.305.8
Frodo Sauron
—_ default gw default gw
I 172.20.01 @I 192168.102.1
192.168.100.0/22 )
7 via.192.140 P
N otho | 102.254
o | eh
© “®  Eirond Arwen
_a— —
[ 1
E’ otho I=N lnm g7 stho sthl .’
- I - .
192140 1001 .101.254 J021
CIS Lab default Rivendell Mordor
172.20.0.0/16 aut gw 192.168.100.0/23  defaultgw 192.168.102.0/23
172.20.0.1 192.168.100.1
192.168102.0/23
via.101.254

enter mordor

at own

risk.
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[ Cabrillo College: Comput %

€« C' | [} oslab.cabrillo.edu/forum/viewtopic.php?f=638&t=1868&sid=b318da761627467651bb646b7575199f =
- Rich Rich Simms
Posts: 676

Joined: Sat Jan 16, 2010 5:47 pm

-]

C

Re: 3-D Network Diagram Bryan Drysdale
Dby Bryan Drysdale » Sun Mar 03, 2013 7:39 pm ey
¢ : ’ 5 : 3 Joined: Wed Sep 28, 2011 8:55 am

Here's another look. I've tried creating these things, but...fail. Location: Aptos, CA
f
[
d ATTACHMENTS

-

T

m

<
HP HA.JPG (72.69 KiB) Viewsd 9 times

Display posts from previous: | All posts B‘ Sort bv| Post time E]| ‘ Ascending B‘
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Home Labs
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VMware ESXi for virtualization

CIS 192 - Lesson 4

Mikrotik Router

Free Microsoft software
(academic license)

Microson Dreampark

DreamSpark: s ey =

Free VMware software
(academic license)
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SBCs

Single Board Computers
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The Linux Networking Cookbook by Carla
Schroeder has a section on SBCs (Single Board
Computers):

Small

Quiet

Low power consumption
Can run Linux OS

« Soekris Engineering (Santa Cruz) - http://soekris.com/

« PC Engines (Switzerland) - http://www.pcengines.ch/

« MikroTik Routerboard (Latvia) - http://www.routerboard.com/

« Many more at http://www.linuxfordevices.com/
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MikroTik/Routerboard - A Linux based router

Assemble your own Linux based
Router. This one has five Ethernet
interfaces and uses 6.4 watts of
power.

« Eth1 is attached to the home LAN.

« Eth2 is attached to a 172.30.4.0/24
network.

« Eth3 is attached to a 172.30.1.0/24
network.

» The serial cable (console) can be
attached to a laptop.

« RB/450 Routerboard $69
« CA/150 indoor case $19
« 24HPOW power supply $18

« SW-1301 USB-to-serial adapter $12
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=4 Device Manager

File Action View Help

a= | @ HE &

> . TEEE 1284.4 devices

b i IEEE 1394 Bus host controllers
1 2% Imaging devices

b-EB Keyboards

DB Mice and other pointing devices
Du;] Modems

[>l_'-:| Maonitors

DE" MNetwork adapters

D_llb Other devices

B i Portable Devices

473 Ports (COM & LPT)

{-"=" Prolific USB-ta-Serial Comm Port (COM4) |

i Ik Processars

- B SD host adapters

b ﬁ| Sound, video and game controllers
;-8 System devices

m

With a USB-to-Serial adapter Putty
can be used as the console

% PuTTY Configuration

- Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

(= Connection

.. Data

- Proxy

.. Telnat

- Rlogin

[ 55H

- Serial

Basic options for your PuTTY session

Specify the destination you want to connect to

Serial line Speed
com4 115200
Connection type:
(D) Baw (@) Telnet ) Rlogin (0 SSH @) Serial
Load, save or delete a stored session
Saved Sessions

Mikrotike Router

Default Settings Load
Cl5-Lab-01

Mikrotik Router

;
home router

nosmo
opus

Close window on exit:

() Always (7 Newver @) Only on clean exit

[ open J[ Cencel

)

/ Cptions controlling local seral lines

N

Select a serial line

Serial line to connect to COoM4

Configure the seral line

Speed (haud) 115200

Diata bits 2

Stop bits 1

2 |
Flow control

Cpen Cancel

aull Ol I
- A&
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MikroTik/Routerboard - A Linux based router

- o
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MikroTik RouterO5 3.22 (c) 1555-2009 http://www.mikrotik. com/

| |
[2dmin@MikroTik] >
[2dmin@MikroTik] >

![adrr.in@HikrcTi]-:] > i
- i—

MikroTik RouterOS provides their own shell and software
that runs on a Linux 2.6 kernel. The admin account is
initially set with no password for first time login. 37
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MikroTik/Routerboard - A Linux based router

r@ COMS5 - PuTTY I

3 packets transmitted, 3 packets received, 0% packet loss
round-trip minfavg/max = 1/2.0/3 ms=s

[2dmin@MikroTik] > ping 192.168.0.1

182.168.0.1 64 byte ping: ttl=254 time=]1 m=

182.168.0.1 64 byte ping: ttl=254 time=]1 m=

2 packets transmitted, 2 packets received, 0% packet loss
round-trip minfavg/max = 1/1.0/1 ms=s

[2dmin@MikroTik] » ip address

[2dmin@MikroTik] fip address> print

Flag=s: X - disabled, I - invalid, D - dynamic

7 ADDRESS HETWORK BROADCAST INTERFACE
0 192.168.0.4/24 152.168.0.0 152.168.0.255 etherl
1 172.30.4.1/24 172.30.4.0 172.30.4.255 ether?z

[2dmin@MikroTik] p address>»

[2dmin@MikroTik] routce

[2dmin@MikroTik] fip route» print

Flag=s: X - disabled, A - active, D - dynamic,

C - conmect, 5 - =static, r - rip, b - bgp, o - ospf, m - mme,

B - blackhole, U - unreachable, P - prohibit
7 DST-ADDRESS FREF-5RC & GATEWAY DISTANCE IN.. [—
0AS 0.0.0.0/0 r 192.168.0.1 1 et 1
1 ADC 172.30.4.0/24 172.30.4.1 0 et 5
2 ADC 192.168.0.0/24 2.168.0.4 0 et

[2dmin@MikroTik] fip route

The shell let's you configure and show interfaces, routes,
DHCP, etc.
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% N
Mikror ik

Category:Manual

in progress.

Basic

» RouterQs features
+ Installation
» Netinstall
» CD Install
» First time startup
» Console login process

g'.'Google
€« C M | ¥ httpy//wikimikrotik.com/wiki/Category:Manua

» RouterQS Licensing

Log in / create account

Go
Advanced search

Main Page Recent changes

View source

This category contains only official articles written by MikroTik, grouped by topic, and also alphabetically. This is a work

» Packages

All about licenses
Purchasing a License for
Router0S

Entering a Router0s License
key

License levels

» Upgrading_Router0S

[ Cabrille C... %/ [ Category:...

Interface VPN DHCP
+ General » PPPoE » DHCP Client
» Ethernet » IPIP » DHCP Server
» Wireless » VLAN » DHCP Relay
b WMM » EoIP
» General Wireless Questions » BCP bridging (PPP tunnel
» Wireless Debug Logs bridging) i
» Layer-2 routing for Mesh » MLPPP over single and multiple
networks links
» Bonding
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Online wiki documentation
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MikroTik/Routerboard - A Linux based router

Interface VPN DHCP
F General » PPPoE ¢ DHCP Client
b Ethernet » IPIP » DHCP Server
b Wireless F VLAN + DHCP Relay
FOWIMM + EoIP
b General Wireless Questions + BCP bridging (PPP tunnel
» Wireless Debug Logs bridging)
v Layer-2 routing for Mesh ¥ MLPPP over single and multiple
networks links
» Bonding
r VRRP
¥ Switch Chip Features
b Bridge

Online wiki documentation areas
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MikroTik/Routerboard - A Linux based router

Traffic control Firewall control

r Packet Flow b Firewall filter
F Queus b Firewall nat
b HTB type b Firewall mangle
¥ Burst ¥ Layer 7 matcher
b Queue Size b Services
r PCQ type b Address list
r PCC per-connection-classifier
» Connection Rate connection-rate
r UPNP

Online wiki documentation areas

IP and Routing

Ip address
ARP
Routing in general
VRF
Routing filters
OSPF theory
» OSPF-examples
b OSPF-reference
BGF
b BGP based VPLS
r BGP HowTo 8 FAQ
» BGP Soft Reconfiguration
» BGP Load Balancing
RIP
F Prefix list
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MikroTik/Routerboard - A Linux based router

Console User management Examples
 Console b Hotspot F VRRP-examples
k Line editor F User Manager F Scripting-examples
F Prompt » PPP AAA » OSPF-examples
¥ Scripting b Router AdA r A complete Layer-3 MPLS VPN
» Scripting-examples b RADIUS Client example
v Lua b BGP HowTo & FAQ

+ BGP Load Balancing with two
interfaces

F Making a simple wireless AP

r PCQ Examples

+ Load balancing multiple same
subnet links

+ Safe mode

Online wiki documentation areas
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MikroTik/Routerboard - A Linux based router

Internetworking Hardware Other

» MPLS b Switch Chip Features b Virtualization
» MPLS_Overview ¥ MikroTik Password Recovery b Xen
» MPLSVPLS r Maximum Transmission Unit on b Metarouter
v EXP bit behaviour RouterBoards b Special_Login
» BGP based VPLS » R52 diagnose
F Virtual Routing and

Forwarding

» MPLS TE Tunnels
¥ Multicast routing (PIM)
r IGMP Proxy

Online wiki documentation areas
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Lab 4 using three CentOS Linux routers

I R
I DNS: 207.62.187.53 outer

|
@ Lab Router

1

10.10.10.0/24 Client

Ly o
200 Ay
P

/
Sauron

192.168.2.0/30 :’ :’ 192.168.2.4/30
VMnet3

172.30.4.0/24eth

=
192.168.2.8/30

Arwen
Router and
Telnet Server
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Lab 4 using two Cisco routers and one
CentOS Linux router

i Cisco 2621
I DNS: 207.62.187.53 Router
1 R2 10.10.10.0/24 Client
u fa0/0 ethO
@ Nosmo Tl o
Lab Router 7

Sauron

M) 192.168.2.4/30

192.168.2.0/30

172.30.4.0/24 £20/0
'

R1 192.168.2.8/30

Cisco 2621
Router

Arwen
Router and
Telnet Server

Note that R1 and R2 are emulated on the Dual-2621 VM:
« R1 fa0/0 = Ethernet/eth0 (Bridged)
Frodo * R1 fa0/1 = Ethernet2/ethl (VMnet5)
Client « R2 fa0/0 = Ehternet3/eth2 (VMnet6)
« R2 fa0/1 = Ethernet4/eth3 (VMnet4)




eth2

ethO

CIS 192 - Lesson 4

The Dual-c2621s VM

eth3

« R1 fa0/0 = Ethernet/eth0
* R1 fa0/1 = Ethernet2/ethl

) *« R2 fa0/0 = Ehternet3/eth2
Centos 5§ * R2 fa0/1 = Ethernet4/eth3

R A CentOS VM that runs

Dynamips/Dynagen to
emulate one or more
Cisco routers

ethl

http://dynagen.org/tutorial.htm



E Local host - ¥Mware Server Console

File Edit  Miew

Imventory

(51 win-2008

ﬁ win-7-pra

ﬁj 192-Arwen

50 192-Frodo

Eﬂ 192-5auron

Eﬂ 192-nosmo

(5 192-Treebeard
(50 192-5niffer
(f4192-Dual-c2621s
(% 192-nosmo-2501

Host WM

X

The Dual-c2621s VM

LR Rt W

Snapshiok

Power Windows  Help

Cent03 release 5.3 (Final)
Kernel 2.6.18-128.e15 on an i686

dual-2621=s login: root

Pazsword:

Last login: Thu Jan 7 15:13:18 on ttyl
[rootRdual-2621= " 1# dynamips -H 7288 &

[11 2824

[rootPdual-2621s " 1# Cisco Router Simulation
Copuright (c) 2885-Z2887 Christophe Fillot.
Build date: Apr 28 2888 12:25:53

Flatform (ver=sion B.2.8-RCZ-x86)

ILT:
ILT:
ILT:
ILT:

loaded
loaded
loaded
loaded

table
table
table
table

"mips64j” from cache.

"mips64e” from cache.

"ppc32j" from cache.

"ppc3Z2e” from cache.

Hypervisor TCP control zerver started (port 7ZHH).

[rootPdual-2621s ~1# _

Use dynamips -H 7200 & to run the Dynamips hardware emulator and
listen using port 7200
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File Edit  Miew

Inventory

(71 win-2008
E'L]J win-7-pra
Eﬂ 192-Arwen
(5 192-Frodo

i Ej 192-Sauron

E'L]J 192-nosmo
51 192-Treebeard

.| (51 192-5niffer

(94 192-Dual-c2621s
4 192-nosmo-2501

Change directory to where the Dynagen configuration files are then use

Huosk

o

The Dual-c2621s VM

WM Power Spapshob Windows  Help

[rootRdual-2621=s dual_Z6Z21=s1# cd -soptrsdynagen-8B.11 Brsample_labs-sdual_Z2621s~-

[rootldual-26Z21=s dual_Z6£21=s1# dynagen dual_Z621=.net
Reading configuration file...

Shutdown in progress...
Shutdown completed.
=3 Warning: Starting Bl with no idle-pc wvalue
CPUB: carved JIT exec zone of 64 Mb into ZB48 pages of 32 Kb.
CZ6B8 instance 'R1’ (id 8):
UM Status @ B
RAM =ize ! 128 Mb
NURAM size : 128 Kb
I0S image : roptrimages/cZ6BH-ik903=3-mz.123-26. image

Loading BAT registers
Loading ELF file '~optrsimages-c26B8-ik903s3-mz.123-26.image’ ...
ELF entry point: Bx8ABBEH8A

C26B8 "R1’: starting simulation (CPUB IA=BxfffBB1688), JIT enabled.
=#xx Warning: Starting RBZ with no idle-pc wvalue
CPUB: carved JIT exec zone of 64 Mb into £B48 pages of 32 Kb.

dynagen dual-2621s.net to start up two 2621 virtual routers

LR R R




File Edit  Wiew

Inventary

(5 win-2008

Ej Win-7-pra

Eﬂ 192-Arwen

1 192-Frodo

Eﬂ 192-5auron

ﬁj 192-nosmo

1 192-Treebeard
(5 192-5niffer
Ci192-Dual-c2621s
13 192-nosmo-2501

Host WM

x

LR R

=10 %]

The Dual-c2621s VM

Power  Snapshob  Windows  Help

C26B8 °R1’: starting simulation (CPUB IA=BxfffBB188), JIT enabled.
=== Warning: Starting B2 with no idle-pc wvalue
CPUB: carved JIT exec zone of 64 Mb into 20848 ffages of 32 Kb.
CZ26B8 instance 'R2’ (id 1):

UM Status : B8

RAM =size 128 Mb

NURAM size 128 Kb

I0S image soptsimages/c26B88-ik9o03s3-mz.123-26. image

Loading BAT registers
Loading ELF file ’'-optsimages-c26BB-ik903s3-mz.123-26.image’ ...
ELF entry point: Bx880838868

C26BB 'RZ’: starting simulation (CPUB IA=BxfffBB188), JIT enabled.
Network successfully loaded

Dynagen management console for Dynamips and Pemuwrapper 8.11.8
Copyright (c) ZBA5-Z2B87 Greg Anuzelli, contributions Pavel Skowva jsa

State
running
running

Server Console
localhost:7Z288 26888
localhost:7Z288 26881

Use list command to show the virtual routers and the ports they are
listening on



B2 Local host - ¥YMware Server Console

File Edit ‘iew

Imvenkory

(51 win-2008

E.'I Win-7-pro

EI 192-Arwen

(3 192-Frodo

ﬁ:l 192-5auron

El 192-nosmo

51 192-Treebeard
(3 192-5niffer

(i3 192-Dual-c2621s
73 192-nosmo-2501

Huosk

x

CIS 192 - Lesson 4

The Dual-c2621s VM

windows  Help

Snapshaok

Vi Power

Cent03 release 5.3 (Final)
Eernel 2.6.18-128.e15 on an i686
dual-2621= login:
Password:

Last login: 3at Jan 9 Z1:87:41 on ttyl
[rootPdual -Z2621= 71 telnet localhost ZH8A
Trying 127.8.8.1. ..

Conmected to localhost.localdomain
Escape character is "1’

root

(127

.H.8.1).

LR Rt W

Connected to Dynamips UH "R1" (ID B, type cZ6BB) - Console port

Access Uerification

Use telnet localhost 2000 command to get to the R1 console
(using a separate virtual terminal is handy)



ES Local host - ¥Mware Server Console

File Edit VYiew

Inwentory

1 win-2008

Ej Win-7-pro

Ej 192-Arwen

(51 192-Frodo

Ej 192-5auron

Eﬂ 192-nosmo

(51 192-Tresbeard
(1 192-5niffer

(74 192-Dual-c2621s
(3 192-nosmo-2501

Hosk

=

CIS 192 - Lesson 4

The Dual-c2621s VM

WM Power Windows  Help

Snapshot

Cent03 release 5.3 (Final)
Kernel 2.6.18-128.e15 on an i6B6
dual-2621= login: root

Password:

Last login: 3at Jan 9 Z1:Z2:46 on ttyZ
[rootRdual -2621=s T 1# telnet localhost 2881

Trying 127.8.8.1...

Connected to localhost.localdomain (127 .8.8.1).

JA]J

Ezcape character is
Connectel] to Dynamips UM “RZ" (ID 1,

U=er Access Uerification

type cZb6BB) - Console port

LR Rt W

Use telnet localhost 2001 command to get to the R2 console
(using a separate virtual terminal is handy)
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The Dual-c2621s VM

E Local host - ¥Mware Server Console
File Edit ‘YWiew Host WM Power Spapshob windows  Help

Inventory ralBZtshow ip int brief

1 win-2008 Interface IP-Address 0K? Method Status

ﬁ:l Win-7-pro ocol

1 192-Arwen FaztEthernetB.-8 18.18.18.1 YES NURAM up up

&0 192-Frodo Serial@. @ 192 .168.2.2 YES NURAM u u

1925 P P

=2auUran

(5 192-nosma FastEthernetB 1 192.168.2.5 YES NURAM u u

h p p
192-Treebeard

(3 192-Gniffer i unassigned YES NURAM administratively down down

(i3 192-Dual-c2621s
73 192-nosmo-2501
Rz#ping 192.168.2.1

Type escape sequence to abort.
Sending 5, 188-byte ICHMP Echos to 192.168.2.1, timeout iz 2 seconds:

round-trip minsavgsmax = 192-281-288 m=s

You can use the Cisco I0OS commands now and the interfaces can be
connected to other VMs or to your physical network!
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Routing Summary

[root@lilly ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.10.15.48 0.0.0.0 255.255.255.240 U 0 0 0 ethl
172.30.1.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl
0.0.0.0 172.30.1.1 0.0.0.0 UG 0 0 0 ethO

[root@lilly ~1#

sign post routing table

» Routers operate at layer 3 and make decisions on where
to send a packet.

« Routers use the routing table to decide where to forward
a packet.

 If there is no route for a packet’s destination, the packet
is dropped
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Example Routing Table

Routing Table

[root@Relrond ~]1# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.30.4.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
192.168.3.0 192.168.2.123 255.255.255.0 UG 0 0 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl
0.0.0.0 172.30.4.1 0.0.0.0 UG 0 0 0 ethO

[root@elrond ~]#

Reading and understanding
routing tables is absolutely
critical
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The Routing Algorithm

(How the decision is made)

Routing Algorithm

The purpose of the Routing Algorithm is to get the packet to its destination
network.

1.

Compute the route destination network address for the destination IP
address

Does the destination network match any routes to a directly connected
network?

. Does the destination network match one or more non-directly connected

network routes listed in the routing table?

Is there a default route listed in the routing table?

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.30.4.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
192.168.3.0 192.168.2.123 255.255.255.0 UG 0 0 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl
0.0.0.0 172.30.4.1 0.0.0.0 UG 0 0 0 ethO
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The Routing Algorithm

(How the decision is made)

Routing Algorithm

The purpose of the Routing Algorithm is to get the packet to its
destination network.

1.

Compute the route destination network address for the destination

IP address ? Apply each genmask in the routing table to the destination IP
address in the packet

Does the destination network match any routes to a directly

connected network? If so, packet has arrived, send it out the interface for that
network

. Does the destination network match one or more non-directly

connected network routes listed in the routing table? irso, packet has
not yet arrived at its destination, send it to the next hop gateway using the
appropriate interface. If more than one route matches, select the best match (largest
genmask).

. Is there a default route listed in the routing table? Irso, use that

gateway. Otherwise, drop the packet - "network is unreachable"

59
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Compute the route destination network address

The destination network is obtained by applying the genmask to the IP destination address
in the packet.

Example: Destination IP=192.168.3.200 and genmask=255.255.255.0

12864 3216 8421

- Byhand _
110000 10101000 00000011 11001000 192.168.3.200

111111 11111111 11111111 00000000 255.255.255.0
110000 10101000 00000011 00000000 192.168.3.0

* With ipcalc

[root@elrond ~]# ipcalc -n 192.168.3.200 255.255.255.0
NETWORK=192.168.3.0

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.30.4.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
192.168.3.0 192.168.2.123 255.255.255.0 UG 0 0 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl

0.0.0.0 172.30.4.1 0.0.0.0 UG 0 0 0 ethO 60
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Reading the routing table

Routing Table

[root@Relrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.30.4.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
192.168.3.0 192.168.2.123 255.255.255.0 UG 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl
0.0.0.0 172.30.4.1 0.0.0.0 UG 0 0 0 ethO

[root@elrond ~]#

These routes are to directly connected networks. Note there
is no need for a gateway, aka next hop router, to get to these
networks.
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Reading the routing table

Routing Table

[root@Relrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.30.4.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
192.168.3.0 192.168.2.123 255.255.255.0 UG 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl
0.0.0.0 172.30.4.1 0.0.0.0 UG 0 0 0 ethO

[root@elrond ~]#

These routes are NOT directly connected networks. Packets
must travel via a gateway, aka next hop router, to get to the
destination network.
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Reading the routing table

Routing Table

[root@Relrond ~]# route -n
Kernel IP routing table

Destination Gateway
172.30.4.0 0.0.0.0
192.168.3.0 192.168.2.123
192.168.2.0 0.0.0.0
169.254.0.0 0.0.0.0
0.0.0.0 172.30.4.1

[root@elrond ~]#

Translation:

Genmask
255.255
255.255
255.255

255.255.

0.0.0.0

.255.0
.255.0
.255.0
0.0

Flags Metric Ref

U 0 0
UG

U 0 0
U 0 0
UG 0 0

« Packets going to a destination host network of
172.30.4.0/24 have arrived!

 Proceed out the door labeled ethO and locate the
destination host on that directly attached network.

Use

O O O O O

Iface
ethO
ethl
ethl
ethl
ethO

Al 1
RN W
"
\ X B (
w L4
N J
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Reading the routing table

Routing Table

[root@Relrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.30.4.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
192.168.3.0 192.168.2.123 255.255.255.0 UG 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl
0.0.0.0 172.30.4.1 0.0.0.0 UG 0 0 0 ethO

[root@elrond ~]#

Translation:

« Packets going to a destination host network of
192.168.3.0/24 have NOT arrived!

» Proceed out the door labeled ethl1, locate the next hop router
at 192.168.2.123 and ask for more routing instructions there. 64
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Reading the routing table

Routing Table

[root@Relrond ~]# route -n
Kernel IP routing table

Destination Gateway
172.30.4.0 0.0.0.0
192.168.3.0 192.168.2.123
192.168.2.0 0.0.0.0
169.254.0.0 0.0.0.0
0.0.0.0 172.30.4.1

[root@elrond ~]#

Translation:

« Packets going to a destination host network of

Genmask

255.
255.
255.
255.
0.0.

255
255
255

255.

0.0

.255.0
.255.0
.255.0
0.0

192.168.2.0/24 have arrived!

CIS 192 - Lesson 4

Flags Metric Ref

U
UG
U
U
UG

0

O O O O

0

O O O O

Use

O O O O O

 Proceed out the door labeled eth1 and locate the destination
host on that directly attached network.

Iface
ethO
ethl
ethl
ethl
ethO

Al 1
RN W
"
\ X B (
w L4
N J
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Reading the routing table

Routing Table

[root@Relrond ~]# route -n
Kernel IP routing table

Destination Gateway
172.30.4.0 0.0.0.0
192.168.3.0 192.168.2.123
192.168.2.0 0.0.0.0
169.254.0.0 0.0.0.0
0.0.0.0 172.30.4.1

[root@elrond ~]#

Translation:

« Packets going to a destination host network of

Genmask

255.
255.
255.
255.
0.0.

255
255
255

255.

0.0

.255.0
.255.0
.255.0
0.0

169.254.0.0/16 have arrived!
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Flags Metric Ref

U
UG
U
U
UG

0

O O O O

0

O O O O

Use

O O O O O

 Proceed out the door labeled eth1 and locate the destination
host on that directly attached network.

Iface
ethO
ethl
ethl
ethl
ethO

Al 1
RN W
"
\ X B (
w L4
N J
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Reading the routing table

Routing Table

[root@Relrond ~]# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.30.4.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
192.168.3.0 192.168.2.123 255.255.255.0 UG 0 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl
0.0.0.0 172.30.4.1 0.0.0.0 UG 0 0 0 ethO

[root@elrond ~]#

Translation:

« Packets going to a destination for any other networks have
NOT arrived!

* Proceed out the door labeled ethO, locate the next hop router
at 172.30.4.1 and ask for more routing directions there. 67
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Configuring the Routing Table

Directly connected networks are automatically added to the routing
table.

APIPA routes are automatically added to the routing table.

Default gateways can be manually added using the route command or
added to a configuration file used by the network service. (Lab 3)

Static routes can be manually added using the route command or
added to a configuration file used by the network service. (Lab 3)

Dynamic routing services that use routing protocols like RIP and OSPF
can add automatically add routes to the routing table. (Lab 4)
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The Routing Table
Supernetting

Routing Table

root@frodo:~# route -n
Kernel IP routing table

Destination Gateway
192.168.3.0 172.30.1.125
172.30.1.0 0.0.0.0
192.168.2.0 172.30.1.125
169.254.0.0 0.0.0.0
0.0.0.0 172.30.1.1

root@frodo:~#

Genmask
255.255
255.255
255.255

255.255.

0.0.0.0

.255.0
.255.0
.255.0
0.0

Flags Metric Ref Use
UG 0 0 0
U 0 0 0
UG 0 0 0
U 1000 0 0
UG 100 0 0

Note: these two routes could be replaced with a single route
for 192.168.2.0/23 or a broader 192.168.0.0/16 for Lab 3.
This is supernetting (the reverse of subnetting)

Iface
ethO
ethO
ethO
ethO
ethO
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route command -n option

[root@elrond ~]# route show route table with names

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.30.4.0 * 255.255.255.0 U 0 0 0 ethO
192.168.3.0 legolas 255.255.255.0 UG 0 0 0 ethl
192.168.2.0 * 255.255.255.0 U 0 0 0 ethl
169.254.0.0 * 255.255.0.0 U 0 0 0 ethl
default nosmo 0.0.0.0 UG 0 0 0 ethO
[root@elrond ~]# route -n show route table with IP addresses

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.30.4.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
192.168.3.0 192.168.2.123 255.255.255.0 UG 0 0 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 0 0 0 ethl
0.0.0.0 172.30.4.1 0.0.0.0 UG 0 0 0 ethO

[root@elrond ~1#
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route command for viewing cache

(root@elrond ~]# route -C show route table cache with names

Kernel IP routing cache

Source Destination Gateway Flags Metric Ref Use Iface
192.168.2.125 sauron legolas 0 0 0 ethl
172.30.4.125 nosmo nosmo 0 0 0 ethO
172.30.4.125 nosmo nosmo 0 0 6 ethO
sauron 192.168.2.125 192.168.2.125 1 0 0 1 1o
frodo 172.30.4.125 172.30.4.125 il 0 0 1 1o
172.30.4.108 172.30.4.255 172.30.4.255 ibl 0 0 0 lo
172.30.4.103 172.30.4.125 172.30.4.125 il 0 0 105 1o
nosmo 172.30.4.125 172.30.4.125 il 0 0 5 1o
172.30.4.125 172.30.4.103 172.30.4.103 0 1 0 ethO
legolas 192.168.2.125 192.168.2.125 il 0 0 0 lo
172.30.4.125 frodo frodo 0 0 0 ethO
172.30.4.125 frodo frodo 0 0 1 ethO
172.30.4.10 172.30.4.255 172.30.4.255 ibl 0 0 10 1o
192.168.2.125 sauron legolas 0 0 2 ethl
172.30.4.12 255.255.255.255 255.255.255.255 ibl 0 0 3 1o
172.30.4.10 172.30.4.255 172.30.4.255 ibl 0 0 10 1o
192.168.2.125 sauron legolas 0 0 2 ethl
172.30.4.12 255.255.255.255 255.255.255.255 ibl 0 0 3 1o

[root@elrond ~1#
71
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route command for viewing cache

[root@elrond ~]# route -Cn show route table cache with IP addresses
Kernel IP routing cache

Source Destination Gateway Flags Metric Ref Use Iface
192.168.2.125 192.168.3.200 192.168.2.123 0 0 0 ethl
172.30.4.125 172.30.4.1 172.30.4.1 0 0 0 ethO
172.30.4.125 172.30.4.1 172.30.4.1 0 0 6 ethO
192.168.3.200 192.168.2.125 192.168.2.125 1 0 0 1 1o
172.30.4.150 172.30.4.125 172.30.4.125 il 0 0 1 1o
172.30.4.108 172.30.4.255 172.30.4.255 ibl 0 0 0 lo
172.30.4.103 172.30.4.125 172.30.4.125 il 0 0 119 1lo
172.30.4.125 207.62.187.53 172.30.4.1 0 0 7 ethO
172.30.4.1 172.30.4.125 172.30.4.125 il 0 0 5 1o
172.30.4.106 172.30.4.255 172.30.4.255 ibl 0 0 0 lo
172.30.4.110 172.30.4.255 172.30.4.255 ibl 0 0 0 lo
207.62.187.53 172.30.4.125 172.30.4.125 1 0 0 7 1o
172.30.4.125 172.30.4.103 172.30.4.103 0 1 0 ethO
192.168.2.123 192.168.2.125 192.168.2.125 il 0 0 0 lo
172.30.4.125 172.30.4.150 172.30.4.150 0 0 0 ethO
172.30.4.125 207.62.187.53 172.30.4.1 0 0 7 ethO
172.30.4.125 172.30.4.150 172.30.4.150 0 0 1 ethO
172.30.4.10 172.30.4.255 172.30.4.255 ibl 0 0 14 1o
192.168.2.125 192.168.3.200 192.168.2.123 0 0 2 ethl
172.30.4.12 255.255.255.255 255.255.255.255 ibl 0 0 5 1o

[root@elrond ~]# 72
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route command
flushing the cache

Flush the route cache

[root@elrond ~]# ip route flush cache
[root@elrond ~]# route -C
Kernel IP routing cache

Source Destination Gateway Flags Metric Ref Use Iface
172.30.4.103 172.30.4.125 172.30.4.125 il 0 0 3 1o
172.30.4.125 172.30.4.103 172.30.4.103 0 1 0 ethO
buttercup.cabri 172.30.4.125 172.30.4.125 1 0 0 1 lo
172.30.4.103 172.30.4.125 172.30.4.125 il 0 0 4 1o
172.30.4.125 172.30.4.103 172.30.4.103 0 1 0 ethO

[root@elrond ~]#

Note: Use route -CF on Red Hat 9
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Default and Static Routes Configuration
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The orange default
routes led traffic
towards the Internet
because we don't
wan to have to
create a static route
for every network in
the world!

Green static routes
direct traffic towards
our private
networks.

If this was a larger
and more complex
network manually
adding routes would
get very tedious
and problematic!
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Routed Protocol

e IP is a routed protocol

Cabrillo College

e A routed protocol is a layer 3 protocol that contains

network addressing information.

e This network addressing information is used by routers
to determine the which interface, which next router, to

forward this packet.

Note that the subnet
mask does not travel
with the packet.

Rick Graziani
graziani@cabrillo.edu

IP Header
0 15 16 31
4-bit 4-hit 8-bit Type Of
Version | Header Service 16-bit Total Length (in bytes)
Length (TOS)
3-bit
16-bit Identification Flags 13-bit Fragment Offset

8 bit Time To Live
TTL

8-bit Protocol

16-bit Header Checksum

32-bit Source IP Address

32-bit Destination IP Address

Options (if any)
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Routing Types

I T T T A I Cabrillo College

A router must learn about non-
directly connected networks Static
either statically or dynamically.

Uses a programmed route that a network
Direcﬂy Connected networks administrator enters into the router
are networks that the router is

connected to, has an IP
address/mask.

Dynamic

Non-directly connected
networks are remote networks
connected to other routers.

Uses a route that a routing protocol adjusts
automatically for topology or traffic changes

Note, for Lab 3 we had to add static routes manually on the CIS Lab hosts so that they
could reach the non-directly connected Rivendell and Mordor networks.

Rick Graziani 78
graziani@cabrillo.edu
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Dynamic vs static routing

« For very small networks, static routes provide a quick and easy
method to set up the routing tables.

« In Lab 3, static routes were used to reach the two inner private
networks from the CIS Lab hosts.

« As the number of networks grow and change, it becomes
increasingly difficult to maintain routing tables using only static
routes. With 10’s or 100’s of routers the setup and ongoing
administration can quickly become a nightmare.

« At a certain point the investment in setting up dynamic routing
becomes very attractive.

« We will set up dynamic routing in Lab 4.
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Routing Protocols
I T T Cabrillo College

Exterior Rouiting Protocols "An AS is a connected group
"BeP of one or more IP prefixes run
by one or more network
operators which has a SINGLE
and CLEARLY DEFINED routing
policy." (RFC 1930)

Autonomous System 100 \ / Autonomous System 200

Interior Routing Protocols ISPs and /arge organizations

e are assigned a unique ASN

- OSPF (Autonomous System

- EIGRP Number) for use with BGP
routing.

°* RIP - Adistance vector interior routing protocol

° IGRP - Cisco's distance vector interior routing protocol

°* OSPF and IS-IS - A link-state interior routing protocol

°* EIGRP - Cisco’s advanced distance vector interior routing protocol

°* BGP - Adistance vector exterior routing protocol

Rick Graziani

graziani@cabrillo.edu 80



Routing Protocols

I T T T A I Cabrillo College

After doing lab 3 can you imagine manually setting up and maintaining
static routes on dozens or evens hundreds of routers!

e Protocols used by routers to build routing

tables.
e Routing tables are used by routers to forward
packets. _ .
These are major routing protocols
- RIP you will learn about in the Cabrillo
- IGRP and EIGRP Cisco networking classes.
- OSPF These protocols allow routers to
- IS-IS talk to each other and
automatically configure the
- BGP routing tables with remote

Rick Graziani
graziani@cabrillo.edu

network routes
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Routing Protocol

< >

Routing Protocol

()

Routing
Table

()1

A router uses a routing protocol to pass
routing information to its neighbors

Routing
Table

2z

)

Cabrillo College

The whole idea is to
automate making
correct routing
tables without the
need to manually set
static routes on
multiple routers.

°* The goal of a routing protocol is to build and maintain the routing table.
° This table contains the learned networks and associated ports for those networks.

° Routers use routing protocols to manage information received from other routers,
information learned from the configuration of its own interfaces, along with manually
configured routes.

Rick Graziani

82
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Some dynamic routing software options

* routed - an early and widespread RIPv1 implementation

- gated - multiple routing protocols (no longer open source)
- zebra - GNU licensed (BGP-4, RIPv1, RIPv2, OSPFv2)

« quagga - Fork of zebra (BGPv4+, RIPv1, RIPv2, RIPng,
OSPFv2, OSPFv3)
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Installlng Software on a VM that is not connected to the Internet

Just cable it temporarily to the CIS Lab network and use dhclient to
get an IP address

Use ifconfig ethO down

Re-cable ethO to the CIS Lab network.

Use dhclient -v ethO to join the CIS Lab network(1],
Use yum install whatever

Use dhclient -r ethO to release DHCP address.

Use ifconfig ethO down

Re-cable eth0O back to the previous network.

® N O U A WwNE

Use service network restart to restore static IP settings

again.

[1] I've noticed that dhclient on the newer CentOS distros will ignore the default

gateway from the DHCP server if a different one is specified in

/etc/sysconfig/networks. If this happens use route add default gw 172.20.0.1

to add it manually 86



« Bringing down the currently configured interface
« Re-cable the interface to the CIS Lab network
Using DHCP to get an IP address

[rootPlegolas "1#f ifconfig ethB down

[rootPlegolas " 1# dhclient ethB

Internet Systems Consortium DHCP Client U3.B.5-RedHat
Copyright ZHH4-Z2BHB6 Internet Systems Consortium.

fll rights reserved.

For info, please visit http:/ www.isc.org-sw dhcpr

Listening on LPF-ethB-HB:Bc:Z29:f9:1c:9¢c
Sending on LPF-ethB-BB:Bc:29:f9:1c:9c
Sending on Socketsfallback
DHCPDISCOVER on ethB to 255.255.255.255 port 67 interwval 3
DHCPOFFER from 172.38.4.1A8
DHCPREQUEST onm ethB to £55.255.255.255 port 67
DHCPACK from 172.38.4.18
: cannot stat "setcsresoluv.conf’: No such file or directory
.38.4.155 -- renewal in Z8BH4 seconds.

[rootllegolas " 14# _

CIS 192 - Lesson 4 ‘ “ Itz i ’ |W

Installmg Software on a VM that is not connected to the Internet
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Installmg Software on a VM that is not connected to the Internet

« Release DHCP address with dhclient -r

[rootPlegolas “1# dhclient -r

Internet 3ystems Consortium DHCP Client U3.8.5-RedHat
Copyright ZBB4-Z2886 Internet Systems Consortium.

All rights reserved.

For info, please wizit hitp:rrwww. isc.orgsswsdhcps

Listening on LPFrethl- BB :HBc:29:f9:1c:ab

Sending on LPFrethl- BB :Bc:29:f9:1c:ab
Listening on LPFrethB-HH:HBc:29:f9:1c:9c
Sending on LPFrethB-BB:Bc:29:f9:1c:9c
Sending on Socketsfallback

DHCPRELEASE on ethd to 17Z2.38.4.18 port 67
[rootPlegolas "1# _

« Re-cable VM back into your lab network

« Use service network restart to restore previous
"permanent” static settings or redo manually if done using
temporary method
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Network Service
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Service Applications

Steps to installing network services

1

O 00 N O U1 A~ WN

. Install software package using yum, rpm or build from

source code

. Customize service’s configuration file

. Modify the firewall to allow access to the service

. Customize SELinux context settings to allow use

. Start the service

. Configure service to automatically start when system boots
. Monitor and verify service is running

. Troubleshoot as necessary

. Monitor log files as appropriate

10.Configure additional security

90
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Class Activity

Build this please!

Frodo

Celebrian

eth0 | DHCP
192,50
172.20.0.0/16 192.168.p0d.0/24
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Quagga - A fork of GNU Zebra
http://quagga.net/

*§ Google | ! (4 unread) Ya.. * | f Rich's Cabrill., > ' [ Cabrillo Colle.. » ' [ Facebook » ' [ Cabrillo Colle.. *,/ € Quagga Soft.. » \Wan\

< C N ¥ http//quagga.net/ > G- K-

Quagga Routing Software Suite, GPL licensed 1Pv4/IPv6 routing software. =

Mirrors: at bg ca ch de es ie it jp nl ro2 ru uk | set as default mirror

Latest releases: stable: 0.98.6 unstable: 0.99.15

o News The CLI is remarkably

+ About = =
Chews + 2009-08-28: Quagga 0.99.15 Released SIT H/ar tO some Other
*+ Download Quagga 0.99.15 has been released, and is available in the usual places. This fixes some H
: Eﬂe‘.‘ie“’pf‘i”t annoying little ospfd and ospfed regressions, which made 0.99.14 a bit of a problem release routlng SOftware We
: ngl;‘z?l?a 5t (one day we will clean up lib/ enough so we can package and release the daemons
i independently of each other). d h b '//
. study here at Cabrillo!
« Route Server This release still contains a regression in the "no ip address ..." command, at least on Linux.
» Commercial resources See bug #486, which contains a workaround patch.
« Mirrors
+ Contact This release should be considered a 1.0.0 release candidate. Please test this release as widely
* Thanks as possible.
The quick summary of user-visible changes is below, see the full changelog for more
details.

bgpd:
fix md5 set on listen sockets

missing pieces from listener patch

Workaround for invalid MBGP next hop

Allow inbound connections to non-default wiew

fd leak in bgpd

Delete AS CONFED SEQUENCE when prepending an A5 SEQUENCE type segment
Tmplement BGP confederation error handling (RFC5065, Par. 5)

start listener on first instance

peer action table static/const

Restore ability of 'neighbor ... update-source' to take interface name

< [T} s

Note: There are a number of recipes for using Quagga in the

LINUX Networking Cookbook by Carla Schroeder (O'Reilly) 93
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Y R — + Quagga - OverV|eW

| bgpd | |ripd] |ospfd] | zebral
+————+ -+ - + - +

Quagga System Architecture

« yum installable
 Quagga has multiple daemons (services).

« They can be used like typical Linux services where you edit
the configuration files in /etc and then use the service and
chkconfig commands to control running the services.

« Each Quagga daemon or service (like zebra and ripd) also
have individual UI shells.

* You can also use vtysh as an integrated shell for all the
daemons.

With some initial testing using the Dual-2621’s VM both Cisco and Quagga
implementations of OSPF talk to each other - the beauty of standards! 94



CIS 192 - Lesson 4 wl lw

Installing Quagga

Install software

[root@celebrian ~]# rpm -qa | grep quagga
[root@celebrian ~]#

The server package “"quagga” has not
yet been installed.
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Installing Quagga

Install software with yum

[root@celebrian ~]# yum install quagga
Loaded plugins: fastestmirror
Determining fastest mirrors

* base: mirrors.versaweb.com

* extras: mirrors.usc.edu

* updates: ftp.osuosl.org

base | 3.7 kB 00:00
extras | 3.0 kB 00:00
updates | 3.5 kB 00:00

Setting up Install Process

Resolving Dependencies

--> Running transaction check

-—--> Package quagga.i686 0:0.99.15-5.el6 0.2 set to be updated

—-—> Processing Dependency: libnetsnmp.so.20 for package: quagga-0.99.15-5.el6 0.2.1686
—-—> Processing Dependency: net-snmp for package: quagga-0.99.15-5.el6 0.2.1686

--> Running transaction check

—-—--> Package net-snmp.i1686 1:5.5-27.el6 0.1 set to be updated

—-—> Processing Dependency: libsensors.so.4 for package: l:net-snmp-5.5-27.el6 0.1.1686
-—-> Package net-snmp-libs.i686 1:5.5-27.el6 0.1 set to be updated

--> Running transaction check

-—--> Package 1m sensors-1libs.i686 0:3.1.1-10.el6 set to be updated

--> Finished Dependency Resolution

Dependencies Resolved
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Dependencies Resolved

Package Arch Version Repository Size
Installing:

quagga 1686 0.99.15-5.el6 0.2 updates 1.0 M
Installing for dependencies:

Im sensors-1libs 1686 3.1.1-10.el6 base 36 k
net-snmp 1686 1:5.5-27.el6 0.1 updates 297 k
net-snmp-1libs 1686 1:5.5-27.el6 0.1 updates 1.5 M

Transaction Summary

Install 4 Package (s)
Upgrade 0 Package(s)

Total download size: 2.8 M

Installed size: 11 M
Is this ok [y/N]: VY
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Installing Quagga

Is this ok [y/N]: VY
Downloading Packages:

(1/4) : 1lm sensors-1libs-3.1.1-10.el16.1i686.rpm | 360 kB 00:00
(2/4) : net-snmp-5.5-27.el6 0.1.1686.rpm | 297 kB 00:00
(3/4) : net-snmp-libs-5.5-27.el6 0.1.1686.rpm | 1.5 MB 00:00
(4/4) : quagga-0.99.15-5.el6 0.2.1686.rpm | 1.0 MB 00:00
Total 2.2 MB/s | 2.8 MB 00:01
Running rpm check debug
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : Im sensors-1libs-3.1.1-10.el6.1686 1/4
Installing : l:net-snmp-1libs-5.5-27.el6 0.1.1686 2/4
Installing : l:net-snmp-5.5-27.el6 0.1.1686 3/4
Installing : quagga-0.99.15-5.el6 0.2.1686 4/4

Installed:
quagga.i686 0:0.99.15-5.el6 0.2

Dependency Installed:
Im sensors-1libs.i686 0:3.1.1-10.el6 net-snmp.i686 1:5.5-27.el6 0.1
net-snmp-libs.i686 1:5.5-27.el6 0.1

Complete!
[root@celebrian ~]#
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Installing Quagga

[root@celebrian ~]# rpm =qa | grep quagga

quagga—-0.99.15-5.el6 0.2.1686

[root@celebrian ~]# +——_——\\\\\\\\\
Quagga has
been installed

Note, you can use yum command to only download rpms (and not
install them) with the downloadonly option. Useful for doing
installations on systems with no Internet access.

yum install yum-downloadonly
yum install quagga --downloadonly

The downloaded rpms will be found in /var/cache/yum/*/packages

99



CIS 192 - Lesson 4 i N ‘ I lw

Installing Quagga

[root@celebrian ~]# rpm -qi quagga

Name : quagga Relocations: (not relocatable)

Version : 0.99.15 Vendor: CentOS

Release : 5.elo 0.2 Build Date: Sat 25 Jun 2011 05:15:32 AM PDT
Install Date: Tue 15 Nov 2011 06:40:56 AM PST Build Host: c6bb.bsys.dev.centos.org
Group : System Environment/Daemons Source RPM: quagga-0.99.15-5.el6 0.2.src.rpm
Size : 4431645 License: GPLv2+

Signature : RSA/8, Tue 05 Jul 2011 06:45:16 PM PDT, Key ID 0946fca2cl05b9de

Packager : CentOS BuildSystem <http://bugs.centos.org>

URL : http://www.quagga.net

Summary : Routing daemon

Description

Quagga 1s a free software that manages TCP/IP based routing
protocol. It takes multi-server and multi-thread approach to resolve
the current complexity of the Internet.

Quagga supports BGP4, BGP4+, OSPFvZ2, OSPFv3, RIPvl, RIPv2, and RIPng.
Quagga i1s intended to be used as a Route Server and a Route Reflector. It is
not a toolkit, it provides full routing power under a new architecture.

Quagga by design has a process for each protocol.

Quagga is a fork of GNU Zebra.
[root@celebrian ~]#

The -gi option on rpm gives you a summary of the package 100
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Class Activity

Install quagga and telnet client

e Check if packages have already been installed with

rpm -qa | grep quagga
rpm -qa | grep telnet

e Install the quagga and telnet client package with
yum install quagga telnet

e Check if packages have been installed with

rpm -qa | grep quagga
rpm -qa | grep telnet

e To learn more about a package use
rpm -qi quagga
rpm -qi telnet
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Customize the configuration files

l quagga |

main configuration files
for Quagga when zebra.conf ripd.conf
implementing RIPv2
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/etc/quagga/zebra.conf and /etc/quagga/ripd.conf

[root@celebrian ~]# cat /etc/quagga/zebra.conf
hostname pxx-celebrian

|

password quagga

enable password gquagga

|

log file /var/log/quagga/zebra.log

[root@celebrian ~]# cat /etc/quagga/ripd.conf
hostname pxx-celebrian

log file /var/log/quagga/ripd.log

|

router rip

network ethl

redistribute connected
I

line vty
password quagga
|
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Class Activity
Configure Quagga

[root@celebrian ~]# cat /etc/quagga/zebra.conf

hostname pxx-celebrian

: Celebrian

password gquagga

enable password quagga
|

log file /var/log/quagga/zebra.log

[root@celebrian ~]# cat /etc/quagga/ripd.conf
hostname pxx-celebrian
log file /var/log/quagga/ripd.log
|
router rip

network ethl

redistribute connected
!
line vty

password quagga
!
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/etc/quagga/zebra.conf and /etc/quagga/ripd.conf

Set ownership of configuration @ N

[root@celebrian ~]# cd /etc/quagga @
[root@celebrian quaggal # chown @ quagga ripd.conf zebra.conf
C

[root@celebrian quaggal # |S onf zebra.conf
-rw-r—--r—-—-. 1 quagga quao~ 4 Nov 15 07:48 ripd.conf
—rw-r——-—-- 1 quagga 106 Nov 15 07:47 zebra.conft
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Quagga and the Firewall

Modify the firewall

Firewall ports used for implementing Quagga RIPv2

UDP 520 RIP advertisements

Other Firewall changes needed for Quagga RIPv2

« Routers should be forwarding packets and not filtering them out.
« In particular the UDP RIP packets must be allowed to pass

through the router so they can get to the other routers.
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Quagga and the Firewall

We would like RIP updates to be passed between the routers

eth3: Capturing - Wireshark

Fle Edit View Go Capture Analyze Statistics Help

B oo ee sH e AT EBE R @ -~

‘Elter: || rip \L” <e Expression... ” 4 glear”qj?applﬂ

No. . Time Source Destination Protocol  Info ~
1 0.000000 192.168.2. 224.0.0.9 RIPv2 Response
2 17.172266 192.168.2. 224.0.0.9 RIPv2 Response

3 44.861973
4 55.463146
3 83.3587533 192.168.2.

224.0.0.9 Response
224.0.0.9 Response
224.0.0.9 RIPv2 Response

n o 50 o wn

Frame 3 (126 bytes on wire, 126 bytes captured)
I Ethernet II, Src: Vmware 7c:18:ff (00:0c:29:7c:18:ff), Dst: IPvdmcast 00:00:09 (0Ll:00:5e:00:00:09)
P Internet Protocol, Src: 192.168.2.5 (192.168.2.5), Dst: 224.0.0.9 (224.0.0.9)

D[User Datagram Protocol, Src Port: router (520), Dst Port: router (523}]

~ Routing Information Protocol

Command: Response (2)

Version: RIPw2 (2)

Routing Domain: 0

IP Address: 10.16.10.0, Metric: 1

IP Address: 172.30.4.0, Metric: 2 UDP ,DOI‘t 520
IP Address: 192.168.2.0, Metric: 1

IP Address: 192.168.2.8, Metric: 2

v v Vv

Frame (frame), 126 bytes Packets: 5 Displayed: 5 Marked: 0 Profile: Default
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Quagga and the

Default firewall (in memory)

[root@celebrian ~]# iptables -L --line-numbers

Chain INPUT (policy ACCEPT)

num target prot opt source

1 ACCEPT all -- anywhere
2 ACCEPT icmp -- anywhere
3 ACCEPT all -- anywhere
4 ACCEPT tcp -- anywhere
5 REJECT all -- anywhere

Chain FORWARD
num target
1 REJECT

(policy ACCEPT)
prot opt source
all -- anywhere

Chain OUTPUT (policy ACCEPT)
num target prot opt source
[root@celebrian ~]#

destination
anywhere
anywhere
anywhere
anywhere
anywhere

destination
anywhere

destination

Firewall

state RELATED, ESTABLISHED

state NEW tcp dpt:ssh
reject-with icmp-host-prohibited

reject-with icmp-host-prohibited

« There is no rule on the INPUT chain to accept incoming RIP
packets (UDP port 520) so they will be rejected.
» All packets going through the FORWARD chain get rejected.
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Quagga and the Firewall

Default firewall (in configuration file)

[root@Rcelebrian ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter

: INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -3 ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -1 lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -3j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

[root@celebrian ~]#

« There is no rule on the INPUT chain to accept incoming RIP
packets (UDP port 520) so they will be rejected.
» All packets going through the FORWARD chain get rejected.
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Quagga and the Firewall

[root@celebrian ~]# iptables -D FORWARD 1

Delete the first rule on the FORWARD chain allowing all packets to be forwarded

extended packet

matching module
protocol destination
K port

[root@celebrian ~]# iptables -I INPUT 4 -p udp -m udp --dport 520 -3j ACCEPT

Insert a rule above rule 4 on the INPUT chain to accept incoming packets to UDP
port 520

[root@celebrian ~]# service iptables save
iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]

Save the rules in memory to the configuration file 110
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Modifying the Firewall

(Centos)
Modified firewall (in memory)
[root@celebrian ~]# iptables -L --line-numbers RIP pOI't open
Chain INPUT (policy ACCEPT)
num target prot opt source destination
1 ACCEPT all -- anywhere anywhere state RELATED, ESTABLISHED
2 ACCEPT icmp -- anywhere anywhere
3 ACCEPT all -- anywhere anywhere
4 ACCEPT udp -- anywhere anywhere udp dpt:router
5 ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh
6 REJECT all -- anywhere anywhere reject-with icmp-host-prohibited
Chain FORWARD (policy ACCEPT)
num target prot opt source destination
Chain OUTPUT (policy ACCEPT)
num target prot opt source destination

[rootRcelebrian ~1#

No filtering now on forwarded
packets
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Quagga and the Firewall

Modified firewall (in configuration file)

[root@celebrian ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Tue Nov 15 00:41:40 2011
*filter

:INPUT ACCEPT [0:0]

: FORWARD ACCEPT [0:0] No filtering now on forwarded packets

:OUTPUT ACCEPT [11:1740]

-A INPUT -m state --state RELATED,ESTABLISHED -3 ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -i lo -j ACCEPT

-A INPUT -p udp -m udp --dport 520 -j ACCEPT RIP port open

-A INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A INPUT -3J REJECT --reject-with icmp-host-prohibited

# Completed on Tue Nov 15 00:41:40 2011

[root@celebrian ~1#
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Activity

Modify Firewall

iptables -L
cat /etc/sysconfig/iptables

Celebrian

iptables -I INPUT 4 -p udp -m udp --dport 520 -3j ACCEPT
iptables -D FORWARD 1
service iptables save

iptables -L
cat /etc/sysconfig/iptables
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SELinux

Configure SELinux

Overview

SELinux is like an internal firewall where you can define what subjects
(users, programs) can access which objects (files, devices)

e Originally created by the NSA (National Security Agency)

e Based on the MAC (Mandatory Access Control) concept where
administrators control all interactions between programs.

e Programs and users start with no rights. Any rights must be granted by
the administrator as part of the security policy for the system.

e Standard UNIX permissions are checked first then SELinux rules are
applied if necessary.
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SELinux

Security Contexts

Security context have three components: a user identity, a role, and a
type (also known as a domain).

[root@celebrian quaggal# lIs -1Z /etc/quagga/[rz]*.conf
-rw-r--r--. gquagga quagga unconfined u:object r:zebra conf t:s0 /etc/quagga/ripd.conf
—rw-r——-—-—- . quagga quagga unconfined u:object r:zebra conf t:s0 /etc/quagga/zebra.conf

This context type above is already correct for quagga configuration files,
if you did need to reset it use:

cd /etc/quagga
chcon -v --type=zebra_conf_t ripd.conf zebra.conf
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Managing Quagga Services
(CentQS)

Start the service

[rootR@celebrian ~]# service zebra start

Starting zebra: [
[rootR@celebrian ~]# service ripd start

Starting ripd: [
[ OK ]

Start the service automatically during system startup

[rootR@celebrian ~]# chkconfig zebra on
[root@celebrian ~]4# chkconfig ripd on

[rootR@celebrian ~]# chkconfig --list zebra

zebra O:o0ff l:0ff 2:0n 3:0n 4:0on 5:0n
[root@celebrian ~]# chkconfig --list ripd
ripd O:o0ff l:0ff 2:0n 3:0n 4:0on 5:0n

OK

OK

o:0ff

o:0ff
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Managing Quagga Services
(CentQS)

Monitor and verify service is running

[root@celebrian ~]# service zebra status
zebra (pid 6823) 1s running...

[root@celebrian ~]# service ripd status
ripd (pid 6836) 1s running...

[root@celebrian ~]# ps -ef | grep quagga

quagga 6823 1 0 08:19 2 00:00:00 zebra -d -A 127.0.0.1 -f /etc/quagga/zebra.conf
quagga 6836 1 0 08:19 2 00:00:00 ripd -d -A 127.0.0.1 -f /etc/quagga/ripd.conf
root 6862 1856 0 08:20 pts/0 00:00:00 grep guagga
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Before quagga services were started (Lab 4)

[root@celebrian ~]# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.2.8 0.0.0.0 255.255.255.252 U 0 0 0 ethO
192.168.2.4 0.0.0.0 255.255.255.252 U 0 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
[root@celebrian ~]#

After quagga services were started (Lab 4)

[rootRcelebrian ~]# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.2.8 0.0.0.0 255.255.255.252 U 0 0 0 ethO
192.168.2.0 192.168.2.5 255.255.255.252 UG 2 0 0 ethl
192.168.2.4 0.0.0.0 255.255.255.252 U 0 0 0 ethl
172.30.4.0 192.168.2.10 255.255.255.0 UG 2 0 0 ethO
10.10.10.0 192.168.2.5 255.255.255.0 UG 2 0 0 ethl
169.254.0.0 0.0.0.0 255.255.0.0 U 1002 0 0 ethO
169.254.0.0 0.0.0.0 255.255.0.0 U 1003 0 0 ethl
0.0.0.0 192.168.2.10 0.0.0.0 UG 2 0 0 ethO
[root@celebrian ~]#
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Quagga

Monitor and verify service is running

[root@celebrian ~]# netstat -uln

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address
udp 0 0 0.0.0.0:520 0.0.0.0:%*

UDP port 520 is used for RIP advertisements

State
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Quagga

Monitor and verify service is running

[root@celebrian ~]# netstat -tlp
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 localhost:discp-client xx LISTEN 6823/zebra

tcp 0 0 localhost:discp-server *gx LISTEN 6836/ripd

tcp 0 0 *:ssh *gx LISTEN 1327/sshd

tcp 0 0 localhost:smtp *gx LISTEN 1403 /master

tcp 0 0 *:ssh *gx LISTEN 1327/sshd

tcp 0 0 localhost:smtp *gx LISTEN 1403 /master
[root@celebrian ~]#

[root@celebrian ~]1# netstat -tlnp

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State PID/Program name
tcp 0 0 127.0.0.1:2601 0.0.0.0:~* LISTEN 6823/zebra

tcp 0 0 127.0.0.1:2602 0.0.0.0:~* LISTEN 6836/ripd

tcp 0 0 0.0.0.0:22 0.0.0.0:~* LISTEN 1327/sshd

tcp 0 0 127.0.0.1:25 0.0.0.0:%* LISTEN 1403/master

tcp 0 0 :::22 % LISTEN 1327/sshd

tcp 0 0 ::1:25 % LISTEN 1403 /master
[root@celebrian ~]#

zebra and ripd daemons are using TCP ports 2601 and 2602
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Quagga

Troubleshoot

If the Quagga shell write command fails in updating
the configuration files:

1. Check config files are owned by quagga

2. Check SELinux context type is zebra_conf _t
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Troubleshoot Quagga
legolas (ripd) # debug rip zebra Enable debugging to log RIP
legolas (ripd) # debug rip event events in /og file

[root@legolas ~1# tail -f /var/log/quagga/ripd.log

2009/02/26 09:12.56 RIP: RECV packet from 192.168.2.1 port 520 on ethO
2009/02/26 09:13:04 RIP: update timer fire!

2009/02/26 09:13:04 RIP: SEND UPDATE to eth0O ifindex 2

2009/02/26 09:13:04 RIP: multicast announce on ethO

2009/02/26 09:13:04 RIP: update routes on interface eth(O ifindex 2
2009/02/26 09:13:04 RIP: SEND to 224.0.0.9.520

2009/02/26 09:13:04 RIP: SEND UPDATE to ethl ifindex 3

2009/02/26 09:13:04 RIP: multicast announce on ethl

2009/02/26 09:13:04 RIP: update routes on interface ethl ifindex 3
2009/02/26 09:13:04 RIP: SEND to 224.0.0.9.520

2009/02/26 09:13:24 RIP: RECV packet from 192.168.2.6 port 520 on ethl
2009/02/26 09:13:30 RIP: update timer fire!

2009/02/26 09:13:30 RIP: SEND UPDATE to ethO ifindex 2

2009/02/26 09:13:30 RIP: multicast announce on ethO

2009/02/26 09:13:30 RIP: update routes on interface ethO ifindex 2

< snipped >

-f option on the tail command shows real-time additions

to the log. Use Ctrl-C to end 122
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Quagga

Monitor log files

[root@celebrian ~]# tail /var/log/quagga/zebra.log
2011/11/15 08:19:13 ZEBRA: Zebra 0.99.15 starting: vty@2601
[root@celebrian ~]#

[rootQcelebrian ~]# tail /var/log/quagga/ripd.log

2011/11/15 08:38:24 RIP: update timer fire!

2011/11/15 08:38:24 RIP: SEND UPDATE to eth(O ifindex 2

2011/11/15 08:38:24 RIP: multicast announce on ethO

2011/11/15 08:38:24 RIP: update routes on interface eth0 ifindex 2
2011/11/15 08:38:24 RIP: SEND to 224.0.0.9.520

2011/11/15 08:38:24 RIP: SEND UPDATE to ethl ifindex 3

2011/11/15 08:38:24 RIP: multicast announce on ethl

2011/11/15 08:38:24 RIP: update routes on interface ethl ifindex 3
2011/11/15 08:38:24 RIP: SEND to 224.0.0.9.520

2011/11/15 08:38:30 RIP: RECV packet from 192.168.2.10 port 520 on ethO
[root@celebrian ~]#
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Configure additional security
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Using
Quagga
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Quagga - individual routing daemon shells

To use: telnet to localhost port 2601 for zebra or 2602 for ripd.

[root@legolas ~]# telnet localhost 2601 zebra service
Trying 127.0.0.1...
Connected to localhost.localdomain (127.0.0.1).
Escape character is '"*]'.
Logging in to the shell
Hello, this is Quagga (version 0.98.6).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

User Access Verification
Password:

legolas> en
legolast#

‘\ Privileged mode prompt

— Enable privileged mode
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Quagga - vtysh as an integrated Shell

Or use vtysh for an integrated shell
Show ethO

information
[root@legolas quaggal# vtysh

Hello, this is Quagga (version 0.98.6).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

legolas.localdomain# sh int ethO
Interface eth0O is up, line protocol detection is disabled
index 2 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>
HWaddr: 00:0c:29:7c:18:£5
inet 192.168.2.2/30 broadcast 192.168.2.3
inet6 fe80::20c:29ff:fe7c:18f5/64
input packets 10923, bytes 1096902, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed O
output packets 8480, bytes 950760, dropped O
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window O
collisions O
legolas.localdomain#
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Quagga - A fork of GNU Zebra

[root@legolas ~]# telnet localhost 2601 zebra service
Trying 127.0.0.1...

Connected to localhost.localdomain (127.0.0.1).

Escape character is '*]°'.

Hello, this is Quagga (version 0.98.6).
Copyright 1996-2005 Kunihiro Ishiguro, et al.

User Access Verification ShOW the routing table

Password:

legolas> en

legolas# sh ip route

Codes: K - kernel route, C - connected, S - static, R - RIP, O - OSPF,
I - ISIS, B - BGP, > - selected route, * - FIB route

K>* 0.0.0.0/0 via 192.168.2.1, ethO

C>* 10.10.10.0/24 is directly connected, eth2

C>* 127.0.0.0/8 is directly connected, lo

K>* 169.254.0.0/16 is directly connected, ethO

R>* 172.30.4.0/24 [120/2] via 192.168.2.1, eth0, 03:24:42
C>* 192.168.2.0/30 is directly connected, ethO

C>* 192.168.2.4/30 is directly connected, ethl

R>* 192.168.2.8/30 [120/2] via 192.168.2.1, eth0, 03:24:42
legolas#

The default gateway shows as a kernel route, each NIC is shown as

directly connected, and the other routes were added using RIPv2 128
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Quagga shell

celebrian.localdomain# sh run
Building configuration...

Current configuration:

hostname
log file
hostname
log file
|

arwen.localdomain
/var/log/quagga/zebra
celebrian.localdomain

Quagga

Show the running configuration in
the vtysh or cat the configuration file

.log

Linux shell

/var/log/quagga/ripd.log

debug rip events
debug rip zebra

password quagga
enable password quagga

interface ethO
ipv6 nd suppress-ra

interface ethl
ipv6 nd suppress-ra

interface 1lo

interface sit0
ipv6 nd suppress-ra

end

celebrian.localdomain#

[root@celebrian ~]# cat /etc/quagga/ripd.conf

|
! Zebra configuration saved from vty
! 2011/11/15 08:52:47
|
hostname celebrian.localdomain
log file /var/log/quagga/ripd.log
|
debug rip events
debug rip zebra
|
router rip
redistribute connected
network ethO
network ethl
|
line vty
|

[root@celebrian ~1#
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Quagga - A fork of GNU Zebra

Configuration command completion and ? help is similar to
other routing software we study at Cabrillo

Enter configuration mode (note that
— commands and arguments may be
legolas# conf t abbl‘eVIated

legolas (config) # hostname R1
Rl (config) # hostname legolas

?
legolas (config) # ip Use ? to see what could come

next on the command

forwarding Turn on IP forwarding
prefix-list Build a prefix list
protocol Apply route map to PROTO
route Establish static routes

legolas (config) # ip forW”*”—_—“‘~\\\\\\

legolas (config)# ip forwarding
<cr>

llegolas (config) # exit

legolas# wr

Building Configuration...

Configuration saved to /etc/quagga/zebra.conf

Configuration saved to /etc/quagga/ripd.conf

[OK]

legolas#

Command completion with tab
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Quagga - A fork of GNU Zebra

[root@legolas ~]# telnet localhost 2602 rlpd Service
Trying 127.0.0.1...

Connected to localhost.localdomain (127.0.0.1).

Escape character is '"*]'.

Using the ripd shell to

Hello, this is Quagga (version 0.98.6). check RIP information

Copyright 1996-2005 Kunihiro Ishiguro, et al.

User Access Verification

Password:

legolas (ripd) > enable Show routlng table
legolas (ripd) # ‘/////’—’—‘ﬁ—

legolas (ripd) # show ip rip

Codes: R - RIP, C - connected, S - Static, O - OSPF, B - BGP
Sub-codes:

(n) - normal, (s) - static, (d) - default, (r) - redistribute,
(1) - interface
Network Next Hop Metric From Tag Time

C(r) 10.10.10.0/24 0.0.0.0 1 self 0
R(n) 172.30.4.0/24 192.168.2.1 2 192.168.2.1 0 02:31
C(i) 192.168.2.0/30 0.0.0.0 1 self 0
C(i) 192.168.2.4/30 0.0.0.0 1 self 0
R(n) 192.168.2.8/30 192.168.2.1 2 192.168.2.1 0 02:31
legolas (ripd) #

Seeing RIP routes indicates RIP is working between routers 131
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Lab 4
Skills

132
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Skills needed for Lab 4!

Adding NICs

Changing VMware host memory usage
Cabling NICs

Getting the graphical desktop
Modifying the firewall

Changing SELinux mode

Installing software

Managing daemons

Using Sniffer s for troublshooting

Ay N :
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Router
10.10.10.0/24 Client
e Lab Router Legolas
N .200 E
Sauron

192.168.2.0/30 A= ="
Rivendell

172.30.4.0/24

Bridged) (VMnets)
Elrond Arwen
Router Router and
Telnet Server
Frodo
Client
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(VMnet5)
Elrond Arwen

Router Router and
Telnet Server

Default gateways are only manually added
to Elrond and Sauron. Dynamic routing will
handle adding them to Arwen and Logolas.
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The network used for Lab 4

Dynamic routes will be automatically added on all
three routers using RIPv2 routing protocol

DNS: 10.24.0.1.2 Router

% Lab Router Legolas |3

eth0

VMnet3 Vi 4
(VMnet3) (VMRetdN - Elrond needs routes to

192.168.2.8/30 sthi Mordor and Arnor

eth0 [

172.30.4.0/24

LXK el

« Arwen needs routes to

. (VMnet5) .
Bridged) Elrond Arwen CIS Lab, Rivendell and
Arnor
etho | ohce Router Router and
Ed TelnetServer . | egolas need routes to

7 - CIS Lab and Gondor
frodo Static routes manually added on

client Frodo to 10.10.10.0/24 and

192.168.2.0/24 136
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Adding
Hardware
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Adding another NIC
(Without going to Fry's)

« The VM needs to be powered off
« Start with (Edit) Settings...

« Click Add... button to get to the Add Hardware
(Wizard)

 Add a (Ethernet) Network Adapter and keep
hitting Next button till added.
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Adding another NIC
(VMware ESXi/vSphere)

Right click > Edit Settings...

vmserverd.cisvliab.net - vSphere Client
File Edit View Inventory Administration Plug-ins Help
@ | E) Home b gf] Inventory D @ Inventory |
I e =
= [ vmserverd.cisviab.net P6_Celebrian
& Pod1
e Pod 2 Getting Started S@=lylut
& Pod3
& Pod4 i - i
& rods What is a Virtual Machine? e S——
El & Podé A virtual machine is a software computer that, like ) R BT
; ) " show All Devices Add... Remoye
G P6_Arwen physical computer, runs an operating system and ZEEEC memorySize: | 384=] |MBr|
% P6_Celebrian applications. An operating system installed on a vi [Hardware [ Summary [ | 25
P6_Elrpad - = i m Maximum recommended for this
2 poFre — LBt operating system. g I'(;ﬂ::ory js4 MB | q e
Po_Let » [Achine is an isolated com . s . b4 GBd Maximum recommended for best
' Guest [ videocard Video card
. . Ideo car Ideocar L | perfon'nance: 12 GB.
& P&_Sal ananshot , pE virtual machines as des VMCT device Restricted 32 GBH
Gh Pe_wil i s, as testing environmgent: = Default recommended for this
5] e Pod Resen @ Open Console Fations e SCSI contraller 0 Paravirtual 16 5B 4 guestOs: 1GB.
E’ Fang - & Harddisk1 Virtual Disk ] Minimunm r T
|@ Edit Settings... ——‘ G5fs_The same host can % CD/DVD Drive 1 [1/vmfsjvolumes/3c36... 8 GB <l guest 05: 256 MB.
Add Permission. .. Cirl4p BB Network adapter1 CI5 Lab Network 4
BB Network adapter2 Rivendell - for Pod 6 V...
Report Performance. .. é Floppy drive 1 Client Device 2 GEH
Recent Tasks Rename Name 1GB[
MNarme Open in Mew Window...  Cirl+Alt+N 512 MBI~
a Reconfigure virts Remove from Inventory 256 MBI
¥ Reconfigure virtu )
Delete from Disk 125 e
4]
@ Tasks | &4 ME H
32 MB H
16 ME H
5 ME H
4 MY
Help oK. Cancel
v
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Adding another NIC
(VMware ESXi/vSphere)

Add hardware wizard

Add Hardware [
Device Type
What sort of device do you wish to add to your virtual machine?

Device Type Choose the type of device you wish to add.

MNetwork connection

Ready to Complet — i

= o omplsts (D) Serial Port B
f: Parallel Port This device can be added to this Virtual Machine.
=5 Floppy Drive Add Hardware [
(2, C0/OVD Drive
Metwork Type

&) USE Controller

What type of network do you want to add?

Device Type [~ Adapter Type !
Metwork connection Type: IEJDDU - l Add Hardware

Ready to Complete Ready to Complete
Adapter choice can affect both networking perfi o . A )
TR B e R e rr e Review the selected options and dick Finish to add the hardware.
network adapters supportedfor various guest ¢

B, SCSI Device (unavailable)

~Network Connection —————————————— Device Type Trs
Metwork label: Metwork connection
Ready to Complete Hardware type: Ethernet Adapter
Adapter type: E1000
- Port: MfA Network Connection:  CIS Lab Network

Connect at power on: Yes

—Device Status
V¥ Connect at power on

o R
A
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Adding another NIC
(VMware ESXi/vSphere)

Can still be cancelled

Virtual Machine Properties

Hardware |Optior|5 | Resources | Virtual Machine Version: 7
—Device Status
™ Show All Devices Add... Remove | I~ Connected
B [ | comectatsoneron New NIC added
Wl Memory 384 MB P
[d cPus 1 SRR P6_Celebrian - Virtual Machine Properties
] videocard Video card SorEizizyEs ERE Hardware |Optior|5 | Resources | Virtual Machine Version: 7
= VMCIdevice Restricted — Device Status
@ scsicontroller 0 Paravirtual pEEe I™ Show All Devices Add... | fenmE | ™| Connected
& Harddisk1 Virtual Disk I TETnaTe | STy ¥ Connect at power on
% CD/DVD Drive 1 [1 fvmfsfvolumesf3c36... % Automatic  Manual W Memo 394 ME
BB Network adapter1 CIS Lab Network O cru v 1 — Adapter Type
BB Network adapter2 Rivendell - for Pod 6 V... —MNetwork Connection vid s d vid d Current adapter: E1000
& Floppydrivel Client Device Network label: = V:‘ﬂ;lodcar' RI io_cc;;
- = evice estri
@ New NIC (adden) 15 Lab Network | ICIS Lab Network j @ SCSlcontrollerd Paravirtual s
& Hard disk1 Virtual Disk I
% CD/DVD Drive 1 [1/vmfs/volumes/3c36... {* Automatic = Manual
BB Network adapter1 CIS Lab Network
BB Network adapter2 Rivendell - for Pod 6 V... —MNetwork Connection
BB Network adapter3 CIS Lab Network Metwork label:
é Floppy drive 1 Client Device ICIS Lab Metwork j
Help | oK Cancel
4

Help |

oK | Cancel |
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Right click > Settings...

Adding another NIC
(VMware Workstation)

File Edit View

m b &

Sidebar

VM Team Windows Help

cak O D=8 66

Revert to Snapshot
Record

Replay Last Recording
Snapshot Manager

Clone...

Capture Screen...

Capture Movie...

Install VMware Tools...

Change Version...
Rename

Remove from Favorites

Delete from Disk
Message Log

Settings...

V' \cis 192Wirtual Machines\Celebrian\Celebrian. vmx

1\ 192Wirtual Machines\CentOS-6-master \CentO5-6-ma

\I"rtual Mad"llne Setti

1 Elrond

Al B Cele

(3 Frodo X | Arwen X | Sauron X
[» Powered On }
= & Favorites Celebrian
B Arwen State: Powered off
& Guest 0S: Cent0S
(&) Elron Locatino
(B Legola Open Workstation 6. 5-7.x virtual machine
&) Frodo Close ristine
(B Saurol
5 Williar Power On
Power Off
tual machine
Suspend ne settings
Reset
res (Whatis ACE?)
Pause
Take Snapshot...

Devices 0
2 Memory
& Processors
e Hard Disk (SCST)
(=)co/ovD (IDE)
i Fioppy
ElNetwork Adapter
ENetwork Adapter 2|
@USE Contraoller
@) s0und Card
@Prinber

Eoisplay

es for this virtual machine.

Hardware | Qptions

Device Summary

i Memory 334 MB

& Processors

{iHard Disk (SCSI) 5GB

@CDIDVD (IDE) Using file C:\Program Files\y...
El Floppy Auto detect

ENetwork Adapter EBridged

ENetwork Adapt... Custom (VMnet3)

@USE Controller  Present

@) Sound Card Auto detect

@Printer Present

Eoisplay Auto detect

Remove

Memory

Specify the amount of memory allocated to this virtual
machine. The memary size must be a multiple of 4 MB.

Memaory for this virtual machine: 334% MB

Erdci

16 GB
EGE
4GB < E Maximum recommended memory
e (Memory swapping may
occur beyond this size.)
168 . 3584 MB
512 MB <l
J
205 MB Recommended memory
128 MB 1024 MB
&4 ME
O Guest OS recommended minimum
32 ME
512 MB
15 ME
EME
4 ME

Add.

Cancel ] [ Help
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Adding another NIC
(VMware Workstation)

Add hardware wizard

-
Add Hardware Wizard

S

Hardware Type

What type of hardware do you want to install?

WL Metwork Adapter

@ USE Controller
#)) sound Card
@ Parallel Port
@ Serial Port
'@ Printer

@ Generic SC5I Device

Hardware Explanation
le=i Hard Disk Add a network adapter,
(=) cD/DVD Drive
H Floppy Drive

< Back [ Mext = ] [

Cancel

-

Add Hardware Wizard

Network Adapter Type
What type of network adapter do you want to add?

Metwork connection
(@) Bridged: Connected directly to the physical network
[ Replicate physical network connection state

(71 MAT: Used to share the host's IP address
(") Host-only: A private network shared with the host
(™) Custom: Specific virtual network

VMnet4

Device status
Connect at power on

| <Back || Finish

J |

Cancel ]
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Hardware | Options

,
-

Adding another NIC
(VMware Workstation)

)

: Device status

Device Summary

F C ted

B Memory 334 ME e

# Processors 1

{eHard Disk (SCSI) 5GE )

@CD!DVD (IDE) Using file C:\Program Filesiy. .. Network connection

B Floppy Auto detect (@ Bridged: Connected directly to the physical network

T=INetwork Adapter  Bridged [ Replicate physical network connection state

%:emor: :jap:. " :uz::nd'l (VMnet3) () MAT: Used to share the host's IP address

etwork Adapt... Bridge -

@USB Conh’ollepll' Present () Host-only: A private network shared with the host

@n ound Card Auto detect (7 Custom: Spedific virtual network

@Print&r Present VMnetd

Eloisplay Auto detect
L
I
I
I
1
1
I

Cancel ] [ Help ]

New NIC added
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Activity
(Adding new hardware)

Live Demo
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Cabling NICs
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Cabling NICs
(A must for Lab 4)

« Cabling in the real world involves connecting the NICs with an
Ethernet LAN cable to various hubs or switches.

« Cabling in the VMware virtual world involves configuring the
Ethernet Adapters to various virtual networks.
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172.30.4.0/24

Bridged)

Client

CIS 192 - Lesson 4

Cabling NICs
(A must for Lab 4)

Router

10.10.10.0/24 Client

5o il

Legolas

Sauron

S—
192.168.2.0/30 £ =G 4 192.168.2.4/30

Rivendell

(VMnet5)
Elrond Arwen
Router Router and
Telnet Server
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Network adapter 1 (edite...
Network adapter 2 (edite...

Rivendell - for Pod 6... |

A '; I lw
|_;
-

Mordor - for Pod 6 ... Metwork Connection

Arnor - for Pod 6 VMs | Metwaork label:

L
2]
|ﬁ Network adapter 3 (edite...
& Floppy drive 1

Legolas

Rivendell |

(VMnet3)

Metwork adapter 1 (edite... Rivendell - for Ped 6... |

Cient Device O -

Mordor |

Vivinet4

Network adapter 2 (edite... Mordor - for Pod 6 ... | Metwork Connection

@& d

Metwaork adapter 3 VM Netwark Metwark label:
Floppy drive 1 Client Device Mordar - for Pod 6 VMs

Network adapter 1 (edite..  Rivendell - for Pod 6... |

B ~
BB Metwork adapter2 Rivendell - for Pod 6 V... Metwork Connection

BB MNetwork adapter3 WM Netwark Metwork label:

& Floppy drive 1 Client Device Rivendell - for Pod 6 VMs
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Metwork connection

(7 Bridged: Connected directly to the physical network
ENEMurk Adapter Custom (VMnet3)
Eur ap. - Cusm ne (71 MAT: Used to share the host's IP address
— Metwork Adapt... Custom (VMnetd . . .
S = : e () Host-only: A private network shared with the host
@ Custom: Spedfic virtual network

\[h‘MnetG =

[ ] replicate physical netwerk connection state

On a CIS Lab
workstation

Rivendell|
(VMnet3)

(VMnet4)

Metwork connection

(7 Bridged: Connected directly to the physical network
Ell'ﬂetwurk Adapter Custom (VMnet3)
L Metwork Adapt... Custom (VMnet4)
®S=Inetwork Adapt... Custom (VMnets)

[ ] replicate physical network connection state
(71 MAT: Used to share the host's IP address

(71 Host-only: A private network shared with the host
@ Custom: Spedfic virtual network

\/[wmetq =

(71 Bridged: Connected directly to the physical network

Metwork connection

L Metwork Adapter  Custom (VMnet3)
ElNetwurk Adapt... Custom (VMnetd)
ElNetwurk Adapt... Custom (VMnetg)

[ 1Replicate physical netweark connection state
(71 MAT: Used to share the host's IP address

(71 Host-only: A private network shared with the host
(@) Custom: Spedific virtual netwark

N [vmnets - 150
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Activity
Cabling Legolas for Lab 4

Live Demo
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Telnet Server
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Installing and Configuring Telnet

Install software

[root@arwen ~]# yum install telnet-server
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Installing and Configuring Telnet

Customize the configuration files

telnet

main configuration file
for telnet
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Installing and Configuring Telnet

Customize the configuration file

[root@arwen ~]# cat /etc/xinetd.d/telnet

# default: on

# description: The telnet server serves telnet sessions; it uses \
# unencrypted username/password pairs for authentication.
service telnet

{

flags = REUSE

socket type = stream

wait = no

user = root

only from = 192.168.2.10

server = /usr/sbin/in.telnetd

log on failure += USERID
disable no

}

[rootRarwen ~]#
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Installing and Configuring Telnet
Modify the firewall

Firewall must be modified to accept new packets to TDP port 23

eth3: Capturing - Wireshark

Fle Edit View Go Capture Analyze Statistics Help

B 0 e & H HedrFT Y EBEB QB @ -~

‘E]Ijlter: ||te‘|_net \L” &= Expression... H 4 Qleaqufapplﬂ
No. . Time Source Destination Protocol | Info A
.B00426 2. ) TELNET Telnet -
10 2.620758 192.168.2.10 192.168.2.9 TELNET Telnet Data ...
12 2.696120 192.168.2.9 192.168.2.10 TELNET Telnet Data ...
13 2.696168 192.168.2.10 192.168.2.9 TELNET Telnet Data ...
14 2.696360 192.168.2.9 192.168.2.10 TELNET Telnet Data ..
16 2.760399 192.168.2.10 192.168.2.9 TELNET Telnet Data ... >

[ ] ) »]

P Frame 8 (B9 bytes on wire, 69 bytes captured)

I Ethernet II, Src: Vmware 70:d5:71 (00:0c:29:70:d5:71), Dst: Vmware 4e:21:a5 (00:0c:29:4e:21:a5)

P Internet Protocol, Src: 192.168.2.9 (192.168.2.9), Dst: 192.168.2.10 (192.168.2.10)

D[Transmission Control Protocol, 5rc Port: telnet (23), Dst Port: 59139 (59139), Seq: 1, Ack: 1, Len: 3]
P Telnet

eth3: <live capture in progress= ... Packets: 146 Displayed: 84 Marked: 0 Profile: Default
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Installing and Configuring Telnet
Modify the firewall

Show the firewall rules with line numbers
iptables -L --line-numbers

Insert rule to allow new incoming telnet connections
iptables -I INPUT 5 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

Verify

[root@celebrian ~]# iptables -L --line-numbers
Chain INPUT (policy ACCEPT)

num target prot opt source destination

1 ACCEPT all -- anywhere anywhere state RELATED, ESTABLISHED
2 ACCEPT icmp -- anywhere anywhere

3 ACCEPT all -- anywhere anywhere

4 ACCEPT udp -- anywhere anywhere udp dpt:router

5 ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:telnet
6 ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh

7 REJECT all -- anywhere anywhere reject-with icmp-host-prohibited
Chain FORWARD (policy ACCEPT)

num target prot opt source destination

Chain OUTPUT (policy ACCEPT)

num target prot opt source destination
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Installing and Configuring Telnet

Configure SELinux

More later
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Installing and Configuring Telnet

Start the service

[root@arwen ~]# service xinetd restart

Stopping xinetd: [ OK ]
Starting xinetd: [ OK ]
[rootRarwen ~]#

Start the service automatically during system startup

[root@arwen ~]# chkconfig xinetd on
[root@arwen ~]# chkconfig --list xinetd

xinetd O:0ff l:0ff

2:0n 3:0n 4:0n 5
[root@arwen ~]#

:on o:o0ff
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Installing and Configuring Telnet

[root@arwen ~]# chkconfig --list

< snipped >

xinetd based services:

chargen-dgram: off

chargen-stream: off

daytime-dgram: off

daytime-stream: off

discard-dgram: off p di d hich
discard-stream: off xinetd Is a super daemon whic
echo-dgram: off acts as an umbrella for many
echo-stream: off other services

tcpmux—-server: off

telnet: on

time-dgram: off

time-stream: off
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Installing and Configuring Telnet

Monitor and verify service is running

[root@celebrian ~]1# netstat -tip
[root@celebrian ~]# netstat -tln
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 0 127.0.0.1:2601 0.0.0.0:~ LISTEN
tcp 0 0 127.0.0.1:2602 0.0.0.0:~ LISTEN
tcp 0 0 0.0.0.0:22 0.0.0.0:~ LISTEN
tcp 0 0 127.0.0.1:25 0.0.0.0:* LISTEN
tcp 0 0 :::22 I LISTEN
tcp 0 0 :::23 I LISTEN
tcp 0 0 ::1:25 I LISTEN
[root@celebrian ~]#

telnet daemons listens on TCP port 23
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Installing and Configuring Telnet

Troubleshoot

More later
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Telnet

Monitor log files

Nov 15 09:13:19 celebrian xinetd[6922]: failed to parse
192.168.2.* [file=/etc/xinetd.d/telnet] [line=10]

Nov 15 09:13:19 celebrian xinetd[6922]: xinetd Version 2.
started with libwrap loadavg labeled-networking options
compiled in.

Nov 15 09:13:19 celebrian xinetd[6922]: Started working:
availlable service

Nov 15 12:29:49 celebrian xinetd[6922]: Exiting...

Nov 15 12:29:49 celebrian xinetd[6998]: failed to parse
192.168.2. [file=/etc/xinetd.d/telnet] [line=10]

Nov 15 12:29:49 celebrian xinetd[6998]: xinetd Version 2.
started with libwrap loadavg labeled-networking options
compiled in.

Nov 15 12:29:49 celebrian xinetd[6998]: Started working:
availlable service

[root@celebrian ~]#

3.14

3.14
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Quagga

Configure additional security

More later
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Transport
Layer
Overview



% e E Rick Graziani
\ : Cabrillo College

QS| Model TCPIIP Model
Transport Layer 7. Application
6. Presentation Application
5. Session
TCP UDP e -]

3. Network Internet

2. Data Link
Metwork
Access

1. Physical

 The Layer 4 data stream is a:
— logical connection between the endpoints of a network,
— provides transport services from a host to a destination.
« End-to-end service.
» The transport layer also provides two protocols
— TCP - Transmission Control Protocol
— UDP - User Datagram Protocol
« PDU: Segment (TCP)

Lingo: Ethernet frames, IP packets, TCP
166 segments, and UDP datagrams
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Transport Layer

The Protocols

There are two primary protocols operating at the Transport
layer:

User Datagram Protocol (UDP)

Connectionless (snmp traps are "fire and forget”)
Stateless

Unreliable
The UDP packet is called a packet

Transmission Control Protocol (TCP)
Connection-oriented
Statefull (like new or established states in firewalls)
Reliable The TCP packet is called a segment
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TCP Header UDP Header

Source Port (16 bits) Destination Port (16 bits) Source Port (16 bits) Deestination Port {16 bits)

Sequence Number (32 bits) Length (16 hits) Checksum (16 hits)

Scknowledgerment Murmnber (32 bits)

Data....
[:?f?-sh;t Reserved |2 oA : :
(Abits) (6 bits) [ | e ﬁ & Window ({16 bits)
Checksum (16 bits) Urgent Pointer (16 bits)
Crptions and Padding
or —
Application

Header + data

The source and
destination ports are
used to get data to
specific applications V *

¥ \d

168 Frame Data

Data




CIS 192 - Lesson 4

Transport Layer

The Transmission Control Protocol

Initial Connection

Three-Way Handshake

1. SYN

2. SYN-ACK —

3. ACK client server
open listen
state state

W

AN=Acknowledgment Number ;
=A+

SN=Sequence Number W
ACK=ACK flag set

established

state W
established

state
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Transport Layer

Sockets

Sockets are communication endpoints which define a
network connection between two computers (RFC 793).

» Source IP address « Destination IP address
» Source port number « Destination port number
@ ®
=V SA DA

SP DP

The socket is associated to a port number so that the
TCP layer can identify the application to send data to.

Application programs can read and write to a socket
just like they do with files.
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Transport Layer

The Transmission Control Protocol

Closing a Connection
Four-Way Handshake
1. FIN, ACK
2. ACK
3. FIN, ACK
4. ACK

AN=Acknowledgment Number
SN=Sequence Number
ACK=ACK flag set

FIN=FIN flag set

client server
initiate established
close FIN, Ack, sy state

end application

closed

ACK, SN=B, AN=A+1
FIN, ACK, SN=B, AN=AXL

ACK

4 S/V=/4+.Z, AN:B-I—]

end
application

closed
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Elrond Legolas
Rivendell

eth0 :’ 5 1 & :’ eth0
[ [ ]

7 .107 .150
192.168.2.0 /24 FTP Server

172.30.4.0 /24 Firewall

Socket for data transfer

Active Mode is when server initiates m

new connection for data transfer 172.30.4.83 192.168.2.150

ftp> get legolas 42571 20
local: legolas remote: legolas

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for legolas (18 bytes).

226 File send OK.

18 bytes received in 0.04 secs (0.5 kB/s)

SIP SP DIP DP Protocol | Info
172.30.4.83 42855 192.168. 2. 150 21 FTP Request: PORT 172,30, 4,83, 166,75
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS

172.30.4.83 42855 192.168.2. 150 FTP

Retrieve legolas file
3 way handshake

Request. RETR legolas

(192.168.2.150 26 172.30.4.83 |« 2 ftp-data > 42571 [ACK] Seq=1 Ack-1tiated by server
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 150 Opening BW"unnectiun for leg
192.168.2. 150 20 172.30.4.83 42571 FTP-DATA FTP Data: 18 bytes File transfer

172.30.4.83 42571 192.168.2. 150 42571 > ftp-data [ACK] Se( 4 way handshake B
to close connection :

192.168.2. 150 20 172.30.4.83 ftp-data = 42571 [ACK] Seq=Z20 ACR stats
192.168.2. 150 21 172.30.4.83 Response: 226 File send OK.
172.30.4.83 42855 192.168. 2. 150 21 TCP 42855 = ftp [ACK] Seq=82 Ack=263 Win=5856 Len=0 172
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Cabrillo
6. Presentation We b

5. Session Server

TCP

1. Physical

and FTP
5. Session Se rver

s UDP =

2. Data Link

« A single client may have multiple transport connections with multiple servers.

* Notice that TCP is a connection-oriented service (two-way arrow) between the hosts, whereas
UDP is a connectionless service (one-way arrow) . (later)

173

ISP’s Email



CIS 192 - Lesson 4

Activity
Observing a TCP handshake

Frodo

.’4-
ubuntu

Celebrian
etho | DHCP

E ethO Cent0S
CIS Lab .192.xxx

172.20.0.0/16

On Frodo:
apt-get install wireshark
filter: tcp.port == 23 and ip.addr == 172.20.192.xxx

ssh into Frodo from Opus and use that session to telnet into
Celebrian which is running the a telnet service

Stop capture and observe start and finish handshakes

FoT
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Transport Layer

Service Ports

Defined and managed by the Internet Assigned Numbers
Authority (IANA)and The Internet Corporation for Assigned
Names and Numbers (ICANN)

« Well known ports (0-1023)
« Registered ports (1024 through 49151)
« Dynamic or Private ports (49152 through 65535)

Well known ports (AKA privileged ports) are intended to only be
used by system or root processes or programs executed by
privileged users.
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UDP Header
Source Port (16 hits) Destination Port (16 bits)
Port Numbers
Length {16 bits) Checksum (16 hits)
e, s [FIT/sS|[D[T[s
T o
S8l T|E| M| N|F|N
8 -
& PIL | T|S T|M
TCP Header
0 15 16 31 N P P P
16-bit Source Port Number I 16-bit Destination Port Number E
32-bit Sequence Number POI’t T
32 bit Acknowledgement Number Numbe I'St
4-bit Header 6-bit g é 2 g S |F g_ 5
Length (Reserved) 16-bit Window Size
GKHT N g E’o TCP
16-bit TCP Checksum 16-bit Urgent Pointer |:
Options (if any) .
E.g. HTTP is Port 80
Data (if any)

Both TCP and UDP use ports (or sockets) numbers to pass

information to the upper layers.
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Note that ports are used in both

UDP and TCP headers Application

Header + data

Port numbers are used to know 1

which application the receiving - Data I
host should send the “Data”.

\ \ 4

A \/

Application

Header + data
Port numbers are used to know
which application the receiving

v 1
- Data |
host should send the “Data”.
\d \ 4

\J \ /
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Service Ports Well-known and registered ports listed in /etc/services

root@elrond ~]# cat /etc/services | more
/etc/services:
$Id: services,v 1.42 2006/02/23 13:09:23 pknirsch Exp $

Network services, Internet style

[

#

#

#

#

#

# Note that it is presently the policy of IANA to assign a single well-known
# port number for both TCP and UDP; hence, most entries here have two entries
# even if the protocol doesn't support UDP operations.

# Updated from RFC 1700, "~ "Assigned Numbers'' (October 1994). ©Not all ports
# are included, only the more common ones.
#
#
#
#
#
#
#
#
#
#

The latest IANA port assignments can be gotten from
http://www.iana.org/assignments/port-numbers

The Well Known Ports are those from 0 through 1023.

The Registered Ports are those from 1024 through 49151

The Dynamic and/or Private Ports are those from 49152 through 65535

Each line describes one service, and is of the form:

service-name port/protocol [aliases ...] [# comment]

tcpmux 1/tcp # TCP port service multiplexer
tcpmux 1/udp # TCP port service multiplexer
rije 5/tcp # Remote Job Entry
rije 5/udp # Remote Job Entry

< snipped >
179
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Service Ports some favorites from /etc/services file

< snipped >
# 21 is registered to ftp, but also used by fsp

ftp 21/tcp

ftp 21/udp fsp fspd

ssh 22/tcp # SSH Remote Login Protocol
ssh 22 /udp # SSH Remote Login Protocol
telnet 23/tcp

telnet 23/udp

# 24 - private mail system

Imtp 24 /tcp # LMTP Mail Delivery

Imtp 24 /udp # LMTP Mail Delivery

smtp 25/tcp mail

smtp 25/udp mail

< snipped >

domain 53/tcp # name-domain server

domain 53/udp

whois++ 63/tcp

whois++ 63/udp

bootps 67/tcp # BOOTP server

bootps 67/udp

bootpc 68/tcp dhcpc # BOOTP client

bootpc 68/udp dhcpc

tftp 69/tcp

tftp 69/udp

finger 79/tcp

finger 79/udp

http 80/tcp WWW WWww-http # WorldWideWeb HTTP

http 80/udp WWW WWw-http # HyperText Transfer Protocol
kerberos 88/tcp kerberos5 krb5 # Kerberos v5

< snipped > 180
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e Start early on Lab 4 ...
| it's a beefy one!

)

-
) cis-102-TEST-1-5p13-practice. pdf - Adobe Acrobat Pro e o ]

File Edit View Document Comments Forms Tools Advenced Window Help ®

il = S & &® aix- [ [

Lab 4: Dynamic routing
In this lab we will be using the Quagga package to implement dynamic routing across the three
routers shown in the diagram below.

>

:aj Snickers
Legolas
= 10.10.p0d.0/24

| cisvoc

01 i 175.50.5.8 C15 192 - Spring 2013 - PRACTICE TEST 1 - 30 points
"o |

[0

Homor Code: i
Thisis a practice test and you may work with others and use the forum. However on the real test you
must work alone. I

192.168.p0d.0/30,

Procedure
On Opus, copy /home/cis192/depot/ptesto1 1 your home directory and recard your answers o the test
questions below in this file. 5o | can grade your test, be sure and keep a line containing “Answer xx”
(where xx is the question number] immediately above each of your answers. Your prestoa file should
o0k like:

172.20.0.0/16 Elrond 192.168.900.8/30
pod=your pod number, xxx=one of your assigned IP addresses
Supplies i

« Vlabpod I
* 192 VMs shown above I

Preparation
O Revertall VMs to the “Pristine” snapshot.

Tips:
+ when asked to enter 3 command as an answer, make sure the command works without errors! Your
instructor will do this when nacessary to verify if a command is correct

when asked to enter a pathname as an answer, be sure to check your pathname with the Is
command. Your instructor will do this when necessary to verify if 3 pathname is correct.

When asked to enter output of a command or contents of a file as an answer make sure it is accurate
and complete. Use copy & paste or redirection so what is reflacted in your answer is 100% accurate r

submitta]
Follow the instructions at the end of the test to submit your answers into the instructor’s turnin
directory on Opus.

Note to instructor:
Fire up quickbeam on snickers

Practice test for
next week |

] 182
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New commands, tools and services:

iptables -L --line-numbers
service ripd restart
service xinetd restart
service zebra restart
service ripd restart

telnet localhost 2601
telnet localhost 2602
vtysh

yum install quagga

New Files and Directories:

/etc/quagga/ripd.conf
/etc/quagga/zebra.conf
/etc/services
/etc/sysconfig/iptables
/etc/xinetd.d/telnet

183
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Next Class
Lab 4 not due for two weeks 4 e
. e® 6"@
No Quiz for next class < \,@“ ’:“ee
Test for next class on lessons 1 through 4 '®

« Open book, open notes, open VMs, during last hour of class

« Practice test available

« Doing Lab 4 early would be good practice for test

« Test will be given during last part of class

« If you would like extra time you can take it home and turn it in
by 11:59PM

Students may work together and use the forum to work out the answers on
the practice test.

The actual test will be almost identical to the practice test.

For the actual test, students must work individually and neither ask nor give
assistance to others.

184
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Routing Protocols - CIS 82 / CST 312

I T T T A I Cabrillo College

Some Distance Vector routing protocols
(The Cost)  (The Direction)

Routing Information Protocol (RIP) was originally specified in RFC 1058.
 ltisadistance vector routing protocol.

 Hop count is used as the metric for path selection.

« If the hop countis greater than 15, the packet is discarded.

* Routing updates are broadcast every 30 seconds, by default.

Interior Gateway Routing Protocol (IGRP) is a proprietary protocol developed by
Cisco.

 ltisadistance vector routing protocol.

« Bandwidth, load, delay and reliability are used to create a composite metric.
* Routing updates are broadcast every 90 seconds, by default.

EIGRP is a Cisco proprietary enhanced distance vector routing protocol.

 Itis an enhanced distance vector routing protocol.

« Uses unequal-cost and equal-cost load balancing.

« Uses a combination of distance vector and link-state features.

 Uses Diffused Update Algorithm (DUAL) to calculate the shortest path.

Rick Graziani 186
graziani@cabirillo.edu



Routing Protocols - CIS 82/ CST 312

I T T T A I Cabrillo College

Link-state routing protocols - each node knows the entire network topology and can
compute the shortest paths

Open Shortest Path First (OSPF) is a nonproprietary link-state routing protocol.
« ltisalink-state routing protocol.

* Open standard routing protocol described in RFC 2328.

 Uses the SPF algorithm to calculate the lowest cost to a destination.
 Routing updates are flooded as topology changes occur.

Intermediate System to Intermediate System (IS-1S)

* 1S-ISis an Open System Interconnection (OSI) routing protocol originally
specified by International Organization for Standardization (ISO) 10589.

« ltis alink-state routing protocol.

Exterior routing protocols - used between autonomous systems
Border Gateway Protocol (BGP) is an exterior routing protocol.
« ltisadistance vector (or path vector) exterior routing protocol
« Used between ISPs or ISPs and clients.
« Used to route Internet traffic between autonomous systems.

Rick Graziani 187
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Types of Routing Protocols

Distance Vector

* Distance Vector: RIP, IGRP, EIGRP
* Link State: OSPF, IS-IS
* Path Vector: BGP

° Note: IGRP and EIGRP are Cisco Proprietary

Rick Graziani
graziani@cabrillo.edu

188
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Path vector protocols (like BGP)
are a class of distance vector
protocols and not a link-state
protocol



Routing Protocol Metrics (costs)

R O Ebr O Cabrillo College
'"tal:’;;‘f;:”"‘ Bandwidth Reliability Load
Routing
Metric

°* RIP - Hop Count

° |IGRP and EIGRP - Bandwidth, Delay, Reliability, Load
* Cisco’s OSPF - Bandwidth

* |S-IS - Cost

°* BGP - Number of AS or policy

Rick Graziani 189
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Distance Vector Routing Protocols
et Cabrillo College

ﬁ Router B receives information from Router A.
' \ Router B adds a distance vector number
/ \ (such as a number of hops), which
increases the distance vector.
\ / : Then Router B passes this new routing table
to its other neighbor, Router C.
This same step-by-step process occurs in all
o
-

directions between neighbor routers.
Routing > | Routing <€— Routing > | Routing
Table -«—— Table —» Table -« Table |—3»

Pass periodic copies of a routing table to neighbor routers and accumulate
distance vectors.

* “Routing by rumor”
° [Each router receives a routing table from its directly connected
neighbor routers.

Rick Graziani 190
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Transport Layer

TCP/IP Model TCP/IP Model
-« >
Application ' ) Application

The Transport layer A
Transport I-‘( moves data between > Transport I
applications on

devices in the
network.

* Primary responsibilities:
— Tracking the individual communication between applications
— Segmenting data
— Managing each segment
— Reassembling the segments
— ldentifying the different applications

191
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; e Apache Software Foundation
http://www.apache.org/

segment segment
Transport ﬁ Transport
Header Eiata Header tData
Header Data Header Data

Transport Layer
*  Protocols:
- TCP
- UDP
* IP is a best-effort delivery service
— No guarantees
— Best-effort service
—  “Unreliable service”
« TCP/UDP is responsible for extending IP’s delivery service between two end systems.
— Known as transport layer multiplexing and demultiplexing.

192 Breaking up into little pieces and reassembling at the end
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TCP vs. UDP

TCP provides:

Reliable delivery
Error checking
Flow control
Congestion control
Ordered delivery
(Connection establishment)
Applications:

HTTP

FTP

Telnet

MSN messenger

193

Transport Layer Services

INSTANT o * MULTIPLE WEB PAGES
MESSAGING = ¥ lﬂ >
I-‘:__:__- - = ,j
. -
E-MAIL

.
/ IP TELEPHONY (VOIP)
To: you@example.com

From: me@example.com

Subject: Email - Q
il B2

STREAMING VIDEO

UDP provides:
Unreliable delivery — {onla =™ e complte,

Establishing a Session Reliable delivery means lost

NO error ChECklng Same order delivery Flow Control manages data
ensures data is delivered delivery ifthere is congestion on
sequentially as itwas sent. the host.

No flow control e

No congestion control
No ordered delivery
(No connection establishment)

Applications and SNMP “fire and
* DNS (usually) forget” traps, RIP
© SMTP updates
« DHCP
* RTP (Real-Time Protocol)

* VoIP
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Transport Layer

.. More on this later...
The Transmission Control Protocol

Initial Connection We want to be able to identify
Three-Way Handshake the start, flow and end of TCP
1. SYN connections as we start
2. SYN-ACK exploring network services.
3. ACK

Some quick preview examples

Continuing Communications for now
o The Sliding Window
o Flow Control (cumulative acknowledgment)
0 SACK
o The RST Flag

Closing a Connection
Four-Way Handshake
1. FIN, ACK
2. ACK
3. FIN, ACK

4. ACK
195
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Socket for commands

Elrond
Fro Shire Rivendell mm
! etho :’ etho [JEM P eth1 E/ etho [[E 172.30.4.83 192.168.2.150
7 .83 IV 107 107 N .150 42855 21
172.30.4.0 /24 Firewa)) ~ 192.168.2.0 /24 FTP Server

Socket for data transfer

Active Mode is when server initiates mm

new connection for data transfer 172.30.4.83 192.168.2.150

ftp> get legolas 42571 20
local: legolas remote: legolas

200 PORT command successful. Consider using PASV.

150 Opening BINARY mode data connection for legolas (18 bytes).
226 File send OK.

18 bytes received in 0.04 secs (0.5 kB/s)

PORT command to
listen on 166, 75

SIP SP DIP DP Protocol  Info

= A64B = 42571
172.30.4.83 42855 192.168. 2. 150 21 FTP Request: PORT 172,630,4,683, 166,75
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 200 PORT command successful. Consider using PAS
172.30.4.83 42855 192.168.2.150 21 FTP Request: RETR legolas Retrieve legolas file

3 way handshake
initiate server

.168.2.150 4, ftp-data > 42571 [ACK] Seg=1 Ac
192.168.2. 150 21 172.30.4.83 42855 FTP Response: 150 Opening Bﬁ-MEfLmd-LdaJ:a—"unnectiun for leg
192.168.2. 150 20 172.30.4.83 42571 FTP-DATA FTP Data: 18 bytes File transfer

.168.2. 150 42571 > ftp-data [ACK] Se( 4 way handshake B
to close connection !

.168. 2, 150 ] ftp-data = 42571 [ACK] Se(q=20 ACE= stats
.168.2. 150 : Response: 226 File send OK.
172.30.4.83 42855 192.168. 2. 150 21 TCP 42855 = ftp [ACK] Seq=82 Ack=263 Win=5856 Len=0 196
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Transport Layer

TCP Tunable Kernel Parameters
tcp_fin_timeout
tcp_keepalive_time

tcp_sack

tcp_timestamps
tcp_window_scaling

tcp_retriesl

tcp_retries2

tcp_syn_retries

198
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Transport Layer

Security Issues

Resource: www.securityfocus.org
* SYN Flooding

* Falsifying TCP Communications
« Hijacking connections

~ Sy
.‘: o 3
AW |

200
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Quagga - Some RIP troubleshooting

legolas (ripd) # show ip rip status I‘I,Dd Service

Routing Protocol is "rip"
Sending updates every 30 seconds with +/-50%, next due in 14 seconds
Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update filter list for all interface is not set
Incoming update filter list for all interface is not set
Default redistribution metric is 1
Redistributing: connected static

Default version control: send version 2, recelve any version

Interface Send Recv Key-chain
ethO 2 12
ethl 2 12
Routing for Networks:
ethO
ethl
Routing Information Sources:
Gateway BadPackets BadRoutes Distance Last Update
192.168.2.1 0 0 120 00:00:14
192.168.2.6 481 0 120 00:00:11

Distance: (default is 120)
legolas (ripd) #

If your routing table is not getting any RIP routes then check the rip status.
Any BadPackets indicate the incoming RIP updates are being ignored! 201
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Quagga - Some RIP troubleshooting

root@legolas ~]# cat /etc/quagga/ripd.conf

[
!
! Zebra configuration saved from vty
! 2009/02/25 16:36:10

|

The BadPackets were caused by

hostname legolas (ripd) unauthenticated routing updates
password <password>

log file /var/log/quagga/ripd.log
|

debug rip events

debug rip zebra

|

interface ethO

no ip rip authentication mode text The fix: If you are not go,ng to

' ' thenticati d ds . . .
[0 TR TP sEmRenEeanien Heee T authenticate incoming updates then
interface ethl add this to the configuration file or

no ip rip authentication mode text the routing tables will never update
no ip rip authentication mode mdb

|
router rip

redistribute connected Restart service if
redistribute static Changes made to

network ethO . . .
network ethl configuration file

1
[root@legolas ~]# service ripd restart
Shutting down ripd: [ OK ]

Starting ripd: [
202
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Quagga - Some RIP troubleshooting

After changing the ripd configuration file, restart the service so the
changes will take effect

[root@legolas ~]# service ripd restart
Shutting down ripd: [ OK ]
Starting ripd: [ OK ]

And login again to the shell to check the RIP status

[root@legolas ~]# telnet localhost 2602

Trying 127.0.0.1...

Connected to localhost.localdomain (127.0.0.1).
Escape character is '"*]'.

Hello, this i1s Quagga (version 0.98.6).
Copyright 1996-2005 Kunihiro Ishiguro, et al.
User Access Verification

Password:

legolas (ripd)> en
legolas (ripd) # 203
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Quagga - Some RIP troubleshooting

legolas (ripd)# sh ip rip status
Routing Protocol is "rip"

Sending updates every 30 seconds with +/-50%, next due in 29 seconds

Timeout after 180 seconds, garbage collect after 120 seconds
Outgoing update filter list for all interface is not set
Incoming update filter list for all interface is not set
Default redistribution metric is 1

Redistributing: connected static

Default version control: send version 2, receive any version

Interface Send Recv Key-chain
ethO 2 12
ethl 2 12
Routing for Networks:
ethO
ethl
Routing Information Sources:
Gateway BadPackets BadRoutes Distance Last Update
192.168.2.1 0 0 120 00:00:03
192.168.2.6 0 0 120 00:00:02

Distance: (default is 120)
legolas (ripd) #

Now RIP routes will be inserted into the routing table

204
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Quagga and the Firewall

Modify the firewall

Firewall ports used for implementing RIPv2 with Quagga

UDP 520 RIP advertisements

205
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Quagga and the Firewall

For Lab 4:
« The routers need UDP port 520 open to allow incoming RIP packets

« The routers need to allow packets to pass through (via packet
forwarding)

For Lab X1:

« For the Telnet Server, TCP port 23 needs to be open for incoming
Telnet connections

206
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Quagga and the

Default firewall (in memory)

[root@celebrian ~]# iptables -L --line-numbers

Chain INPUT (policy ACCEPT)

num target prot opt source

1 ACCEPT all -- anywhere
2 ACCEPT icmp -- anywhere
3 ACCEPT all -- anywhere
4 ACCEPT tcp -- anywhere
5 REJECT all -- anywhere

Chain FORWARD
num target
1 REJECT

(policy ACCEPT)
prot opt source
all -- anywhere

Chain OUTPUT (policy ACCEPT)
num target prot opt source
[root@celebrian ~]#

destination
anywhere
anywhere
anywhere
anywhere
anywhere

destination
anywhere

destination

Firewall

state RELATED, ESTABLISHED

state NEW tcp dpt:ssh
reject-with icmp-host-prohibited

reject-with icmp-host-prohibited

« There is no rule on the INPUT chain to accept incoming RIP
packets (UDP port 520) so they will be rejected.
» All packets going through the FORWARD chain get rejected.

207
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Quagga and the Firewall

Default firewall (in configuration file)

[root@Rcelebrian ~]# cat /etc/sysconfig/iptables

# Firewall configuration written by system-config-firewall
# Manual customization of this file is not recommended.
*filter

: INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

-A INPUT -m state --state ESTABLISHED,RELATED -3 ACCEPT

-A INPUT -p icmp -j ACCEPT

-A INPUT -1 lo -j ACCEPT

-A INPUT -m state --state NEW -m tcp -p tcp --dport 22 -j ACCEPT
-A INPUT -3j REJECT --reject-with icmp-host-prohibited

-A FORWARD -j REJECT --reject-with icmp-host-prohibited
COMMIT

[root@celebrian ~]#

« There is no rule on the INPUT chain to accept incoming RIP
packets (UDP port 520) so they will be rejected.
» All packets going through the FORWARD chain get rejected.
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Quagga and the Firewall

[root@celebrian ~]# iptables -D FORWARD 1
Delete the first rule on the FORWARD chain

[root@celebrian ~]# iptables -I INPUT 4 -p udp -m udp --dport 520 -j ACCEPT
Insert a rule above rule 4 on the INPUT chain to accept incoming packets to UDP port 520

[root@celebrian ~]# iptables -I INPUT n -p tcp -m state --state NEW -m tcp --
dport 23 -j ACCEPT

(all on one line)

Insert a rule above rule 5 on the INPUT chain to accept incoming packets to TCP port 23

[root@celebrian ~]# service iptables save
iptables: Saving firewall rules to /etc/sysconfig/iptables:[ OK ]
Save the rules in memory to the configuration file

209
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Modifying the Firewall

(Centos)

Modified firewall (in memor

( y ) RIP and Telnet ports open
[root@celebrian ~]# iptables -L --line-numbers
Chain INPUT (policy ACCEPT)
num target prot opt source destination
1 ACCEPT all -- anywhere anywhere state RELATED, ESTABLISHED
2 ACCEPT udp -- anywhere anywhere udp dpt:router
3 ACCEPT icmp -- anywhere anywhere
4 ACCEPT all -- anywhere anywhere
5 ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:telnet
6 ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh
7 REJECT all -- anywhere anywhere reject-with icmp-host-prohibited
Chain FORWARD (policy ACCEPT)
num target prot opt source destination
Chain OUTPUT (policy ACCEPT)
num target prot opt source destination
[root@celebrian ~]#

No filtering now on forwarded packets

210
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Quagga and the Firewall

Modified firewall (in configuration file)

[root@celebrian ~]# cat /etc/sysconfig/iptables
# Generated by iptables-save v1.4.7 on Tue Nov 15 00:41:40 2011

*filter

: INPUT ACCEPT [0:0]
: FORWARD ACCEPT [0:0] No filtering now on forwarded packets
:OUTPUT ACCEPT [11:1740]

—-A INPUT -m

-A INPUT -p
-A INPUT -p
-A INPUT -i
-A INPUT -p
-A INPUT -p
-A INPUT -j
COMMIT

# Completed

state --state RELATED,ESTABLISHED -j ACCEPT
udp -m udp --dport 520 -7j ACCEPT
icmp -j ACCEPT

lo -3 ACCEPT

tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT
tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
REJECT --reject-with icmp-host-prohibited

RIP and Telnet ports open

on Tue Nov 15 00:41:40 2011

[root@celebrian ~]1#
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Quagga and the Firewall

Modified firewall

[root@arwen ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.3.5 on Thu Feb 26 08:22:29 2009
*filter

: INPUT_ACCEPT [0:0] No filtering now on any
:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [946:71747] forwarded packets
:RH-Firewall-1-INPUT - [0:0]

-A INPUT -j RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type any -j ACCEPT

-A RH-Firewall-1-INPUT -p esp -Jj ACCEPT

-A RH-Firewall-1-INPUT -p ah -j ACCEPT

-A RH-Firewall-1-INPUT -d 224.0.0.251 -p udp —-m udp --dport 5353 -j ACCEPT

-A RH-Firewall-1-INPUT -p udp -m udp --dport 631 -j ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m tcp --dport 631 -j ACCEPT

-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT
-A RH-Firewall-1-INPUT -p udp -m state --state NEW -m udp --dport 520 -j ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

# Completed on Thu Feb 26 08:22:29 2009

[root@arwen ~]#

RIP (UDP port 520) and Telnet (TCP port 23) ports open
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We would like RIP updates to be passed between the routers

eth3: Capturing - Wireshark

Fle Edit View Go Capture Analyze Statistics Help

B oo ee sH e AT EBE R @ -~

‘Elter: || rip \L” <e Expression... ” 4 glear”qj?applﬂ

No. . Time Source Destination Protocol  Info ~
1 0.000000 192.168.2. 224.0.0.9 RIPv2 Response
2 17.172266 192.168.2. 224.0.0.9 RIPv2 Response

3 44.861973
4 55.463146
3 83.3587533 192.168.2.

224.0.0.9 Response
224.0.0.9 Response
224.0.0.9 RIPv2 Response

n o 50 o wn

» Frame 3 (126 bytes on wire, 126 bytes captured)
I Ethernet II, Src: Vmware 7c:18:ff (00:0c:29:7c:18:ff), Dst: IPvdmcast 00:00:09 (0Ll:00:5e:00:00:09)
P Internet Protocol, Src: 192.168.2.5 (192.168.2.5), Dst: 224.0.0.9 (224.0.0.9)
I User Datagram Protocol, Src Port: router (520), Dst Port: router (520)
~ Routing Information Protocol
Command: Response (2)
Version: RIPw2 (2)
Routing Domain: 0
[P IP Address: 10.10.10.0, Metric: 1
I IP Address: 172.30.4.0, Metric: 2 UDP port 520
[ IP Address: 192.168.2.0, Metric: 1
[ IP Address: 192.168.2.8, Metric: 2
Frame (frame), 126 bytes Packets: 5 Displayed: 5 Marked: 0 Profile: Default
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Modifying the Firewall
(Centos)

We would like Arwen to accept Telnet sessions

eth3: Capturing - Wireshark

Fle Edit View Go Capture Analyze Statistics Help

B0 e & MedrF I EE AUl @
‘E]Ijlter: ||te‘|_net \L” -|-§xpression...” fgearHJapplﬂ

No. . Time Source Destination Protocol | Info

.600426 2. : TELNET  Telnet
10 2.620758 192.168. 2. 192.168. 2. TELNET Telnet i
12 2.696120 192.168.2.9 192.168.2.10 TELNET Telnet Data ..
13 2.696168 192.168.2.10 192.168.2.9 TELNET Telnet Data ..
14 2.696360 192.168.2.9 152.168.2.10 TELNET Telnet Data ..
16 2.760399 192.168.2. 10 192.168.2.9 TELNET  Telnet Data ..

[«

Frame 8 (69 bytes on wire, 69 bytes captured)

Ethernet II, Src: Vmware 70:d5:71 (00:0c:29:70:d5:71), Dst: Vmware 4e:21:a5 (00:0c:29:4e:21:a5)
Internet Protocol, Src: 192.168.2.9 (192.168.2.9), Dst: 192.168.2.10 (192.168.2.10)

Transmission Control Protocol, Src Port: telnet (23), Dst Port: 59139 (59139), Seq: 1, Ack: 1, Len: 3
Telnet

VOV WV VW

TDP port 23

eth3: <live capture in progress= ... Packets: 146 Displayed: 84 Marked: 0 Profile: Default
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Modifying the Firewall

(Centos)
BTW ... this is why we use SSH!

We are using a Telnet server in Lab 4 so we don't forget why!

Follow TCP Stream

Stream Content

P PO T TPRPEPE LIPS TR TS TIPS AL

.38400,38400. ... "....... linux ] P

arwen.localdomain (Linux release 2.6.18-92.1.22.el5 #1 SMP Tue Dec 16 12:03:43 EST 2008)

...login: cciissl19922
Password: Cabrillo

Last login: Thu Feb 26 10:11:37 from 192.168.2.10
[cis1l92@arwen ~]$% eecchhoo tthhiiss 11ss aa sseeccrreett

this is a secret
[cisl92@arwen ~]% |

(1)

‘Hﬂnd ” ESave As H,‘;':;';]En'nt ” Entire conversation (449 bytes)

C|f_“- ASCIl © EBCDIC O Hex Dump ' C Arrays ® Raw

‘. :@:ﬂelp ‘ [ 3£ Close

l | [¥] Filter Out This Stream _
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/etc/quagga/zebra.conf and /etc/quagga/ripd.conf

Zebra service configuration file

[root@legolas quaggal# cat /etc/quagga/zebra.conf
hostname legolas

password <password>
log stdout

log file /var/log/quagga/zebra.log

216



CIS 192 - Lesson 4 m !”I lw
/etc/quagga/zebra.conf and /etc/quagga/ripd.conf

root@legolas ~]1# cat /etc/quagga/ripd.conf

Zebra configuration saved from vty
2009/02/25 16:36:10

[
!
!
!
!

hostname legolas (ripd)

password <password> rlPd SerVice
log file /var/log/quagga/ripd.log Conﬁguration file

debug rip events

debug rip zebra

|

interface eth0

no ip rip authentication mode text
no ip rip authentication mode md5
|

interface ethl

no ip rip authentication mode text
no ip rip authentication mode md5
|
router rip

version 2

redistribute connected
redistribute static

network ethO

network ethl

|

!line vty

|
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