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 Slides and lab posted
 WB converted from PowerPoint
 Print out agenda slide and annotate page numbers

 Flash cards 
 Properties  
 Page numbers  
 1st minute quiz  
 Web Calendar summary   
 Web book pages  
 Commands  

 Practice Test #3 tested and ready to go
 Login credentials for NetLab VE

 Backup slides, whiteboard slides, CCC info, handouts on flash drive 
 Spare 9v battery for mic
 Key card for classroom door

 Update CCC Confer and 3C Media portals
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Rich's lesson module checklist

Last updated 12/5/2017
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CIS 76
Ethical Hacking
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TCP/IP

Enumeration

Port Scanning

Evading Network 
Devices

Hacking 
Web Servers

Hacking Wireless 
Networks

Scripting and 
Programming

Footprinting and 
Social Engineering

Network and 
Computer Attacks

Cryptography

Embedded Operating 
Systems

Student Learner Outcomes
1.Defend a computer and a LAN against a variety of different types of 

security attacks using a number of hands-on techniques.

2.Defend a computer and a LAN against a variety of different types of 
security attacks using a number of hands-on techniques.

Desktop and Server 
Vulnerabilities
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Introductions and Credits
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And thanks to:
• Steven Bolt at for his WASTC EH training.
• Kevin Vaccaro for his CSSIA EH training and Netlab+ pods. 
• EC-Council for their online self-paced CEH v9 course.
• Sam Bowne for his WASTC seminars, textbook recommendation and fantastic 

EH website (https://samsclass.info/).
• Lisa Bock for her great lynda.com EH course.
• John Govsky for many teaching best practices: e.g. the First Minute quizzes, 

the online forum, and the point grading system (http://teacherjohn.com/).
• Google for everything else!

Rich Simms 
• HP Alumnus.
• Started teaching in 2008 when Jim Griffin went on 

sabbatical.
• Rich’s site: http://simms-teach.com
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Student checklist for attending class 

1. Browse to: 
http://simms-teach.com

2. Click the CIS 76 link.
3. Click the Calendar link.
4. Locate today’s lesson.
5. Find the Presentation slides for 

the lesson and download for 
easier viewing.

6. Click the Enter virtual classroom
link to join CCC Confer. 

7. Log into Opus-II with Putty or ssh
command.

Note:  Blackboard Collaborate Launcher only 
needs to be installed once.  It has already 
been downloaded and installed on the 
classroom PC’s.
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 Downloaded PDF of Lesson Slides Google  CCC Confer

 CIS 76 website Calendar page
 One or more login 

sessions to Opus-II

Student checklist for suggested screen layout
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2) Click overlapping rectangles 
icon.  If  white "Start Sharing" text 
is present then click it as well.

3) Click OK button.

4) Select "Share desktop" 
and click Share button.

1) Instructor gives you sharing privileges.

Student checklist for sharing desktop with classmates
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[ ] Preload White Board

[ ] Connect session to Teleconference

[ ] Is recording on?

[ ] Use teleconferencing, not mic

7

Session now connected 
to teleconference

Should be grayed out

Red dot means recording

Should change 
from phone 
handset icon to 
little Microphone 
icon and the 
Teleconferencing … 
message displayed

Rich's CCC Confer checklist - setup
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8[ ] layout and share apps

foxit for slides chrome

putty
vSphere Client

Rich's CCC Confer checklist - screen layout
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[ ] Video (webcam) 

[ ] Make Video Follow Moderator Focus

Rich's CCC Confer checklist - webcam setup
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Run and share the Image Mate 
program just as you would any other 
app with CCC Confer

Elmo rotated down to view side table

Elmo rotated up to view white board

The "rotate image" 
button is necessary 
if you use both the 
side table and the 
white board.  

Quite interesting 
that they consider 
you to be an 
"expert" in order to 
use this button!

Rotate
image 
button

Rotate
image 
button

Rich's CCC Confer checklist - Elmo
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Universal Fix for CCC Confer:
1) Shrink (500 MB) and delete Java cache
2) Uninstall and reinstall latest Java runtime
3) http://www.cccconfer.org/support/technicalSupport.aspx

Control Panel (small icons) 500MB cache sizeGeneral Tab > Settings… Delete these

Google Java download

Rich's CCC Confer checklist - universal fixes
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Start
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Sound Check
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Students that dial-in should mute their line 
using *6 to prevent unintended noises 
distracting the web conference.

Instructor can use *96 to mute all student lines.

Volume
*4 - increase conference volume.
*7 - decrease conference volume.
*5 - increase your voice volume.
*8 - decrease your voice volume.
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Instructor:  Rich Simms
Dial-in: 888-886-3951 
Passcode: 136690

Miguel

Chris Tanner

Karl-HeinzTre

May

Email me (risimms@cabrillo.edu) a relatively current photo of your face for 3 points extra credit

Sam B.

Ryan M.

GarrettBruce

XuHelen

Philip

Remy

Sam R.

Ryan A.Aga

Mariano

Bobby

Cameron
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Quiz

15
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Objectives Agenda

• Describe how routers protect networks

• Describe firewall technology

• Describe intrusion detection systems

• Describe honeypots

• NO QUIZ

• Questions

• In the news

• Best practices

• Housekeeping

• Network devices

• Firewalls

• IDS and IPS

• Final project presentations

• Assignment

• Wrap up

Network Protection Systems

16
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Admonition
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Shared from cis76-newModules.pptx
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Unauthorized hacking is a crime.

The hacking methods and activities 
learned in this course can result in prison 
terms, large fines and lawsuits if used in 
an unethical manner. They may only be 

used in a lawful manner on equipment you 
own or where you have explicit permission 

from the owner.

Students that engage in any unethical, 
unauthorized or illegal hacking may be 

dropped from the course and will receive 
no legal protection or help from the 

instructor or the college.
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Questions

19
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Questions

How this course works?

Past lesson material?

Previous labs?

20

Chinese 
Proverb

他問一個問題，五分鐘是個傻子，他不問一個問題仍然是一個
傻瓜永遠。

He who asks a question is a fool for five minutes; he who does not ask a question 
remains a fool forever.   
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In the 
news

21
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Recent news

Massive Breach Exposes Keyboard App that Collects Personal Data On 
Its 31 Million Users
Tuesday, December 05, 2017 Mohit Kumar

"Apparently, a misconfigured MongoDB database, owned by the Tel Aviv-based startup AI.type, 

exposed their entire 577 GB of the database online that includes a shocking amount of sensitive 

details on their users, which is not even necessary for the app to work."

"...they appear to collect everything from contacts to keystrokes."

27

https://thehackernews.com/2017/12/keyboard-data-breach.html

"Nowadays, many app developers are 

following irresponsible practices that are 

worth understanding, and we don't have a 

better example than this newly-reported 

incident about a virtual keyboard app."

https://thehackernews.com/2017/12/keyboard-data-breach.html
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Recent news

Hacked Password Service Leakbase Goes Dark
December 2017

"Leakbase, a Web site that indexed and sold access to billions of usernames and 

passwords stolen in some of the world largest data breaches, has closed up shop. A 

source close to the matter says the service was taken down in a law enforcement sting 

that may be tied to the Dutch police raid of the Hansa dark web market earlier this 

year."
28

https://krebsonsecurity.com/2017/12/hacked-
password-service-leakbase-goes-dark/

"Leakbase[dot]pw began selling memberships 

in September 2016, advertising more than two 

billion usernames and passwords that were 

stolen in high-profile breaches at sites like 

linkedin.com, myspace.com and dropbox.com"

https://krebsonsecurity.com/2017/12/hacked-password-service-leakbase-goes-dark/
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Recent news

Young Hacker, Who Took Over Jail Network to Get Friend Released 
Early, Faces Prison
Monday, December 04, 2017  Swati Khandelwal

"However, things did not work as Voits wanted them to, and instead, they all backfired on him when 

jail employees detected changes in their records and alerted the FBI."

"No prisoners were then released early."

29

https://thehackernews.com/2017/12/hacking-jail-records.html

"Konrads Voits from Ann Arbor, Michigan, pleaded guilty 

in federal court last week for hacking into the Washtenaw 

County government computer system earlier this year 

using malware, phishing, and social engineering tricks in 

an attempt to get his friend released early from jail."

https://thehackernews.com/2017/12/hacking-jail-records.html


CIS 76 - Lesson 15

Recent news

Here's the NSA Employee Who Kept Top Secret Documents at Home
Friday, December 01, 2017  Swati Khandelwal

"Pho, who worked as a developer for the Tailored Access Operations (TAO) hacking group at the 

NSA, reportedly moved the stolen classified documents and tools to his personal Windows 

computer at home, which was running Kaspersky Lab software."

30

https://thehackernews.com/2017/12/nghia-hoang-pho-nsa.html

"In a press release published Friday, the US Justice 

Department announced that Nghia Hoang Pho, a 67-

year-old of Ellicott City, Maryland, took documents that 

contained top-secret national information from the 

agency between 2010 and 2015."

https://thehackernews.com/2017/12/nghia-hoang-pho-nsa.html
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Best 
Practices

31
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http://www.zdnet.com/article/google-cracks-down-on-
apps-that-snoop-on-you-even-if-theyre-not-in-play-store/

Best Practices

Google cracks down on apps that snoop on you, even if they're 
not in Play Store
By Liam Tung | December 4, 2017 

"Google is giving developers two months to 

ensure their apps don't deviate from its 

Unwanted Software policy. If an app 

continues to stray from the policy, users are 

likely to see its Safe Browsing full-page 

warnings, which will probably drive users 

away from the offending software."

"The Safe Browsing warnings will appear "on apps and on websites leading to apps that 

collect a user's personal data without their consent", Google said on its security blog."

http://www.zdnet.com/article/google-cracks-down-on-apps-that-snoop-on-you-even-if-theyre-not-in-play-store/
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Housekeeping
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Housekeeping

1. Don't forget to submit your project tonight by 11:59PM!
• By email to risimms@cabrillo.edu
• Or put a copy in the Student Project Folder using the 

link on the Calendar page. Be sure share permissions 
on your document to allow me to read it.

2. All eight extra credit labs are available (6 points each) 
and due the day of the final exam.

3. Last five forum posts are due the day of the final exam.

4. The final exam (Test #3) is next week and the practice 
test is available after class.

36
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Heads up on Final Exam

Test #3 (final exam) is TUESDAY Dec 12 4-6:50PM

37

• All students will take the test at the same time. The test must be 
completed by 6:50PM.

• Working and long distance students can take the test online via 
CCC Confer and Canvas.

• Working students will need to plan ahead to arrange time off from 
work for the test.

• Test #3 is mandatory (even if you have all the points you want)

Extra credit 
labs and 
final posts 
due by 
11:59PM

Tue
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Where to find your grades
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Send me your survey to get your LOR code name. 

http://simms-teach.com/cis76grades.php

Or check on Opus-II

checkgrades codename
(where codename is your LOR codename)

Written by Jesse Warren a past CIS 90 Alumnus

At the end of the term I'll add up all 
your points and assign you a grade 
using this table

The CIS 76 website Grades page

Points that could have been earned:
10 quizzes: 30 points
10 labs: 300 points
2 tests: 60 points
3 forum quarters: 60 points
Total: 450 points

To run checkgrades update your path in .bash_profile with:
PATH=$PATH:/home/cis76/bin
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Network 
Devices
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IDS

Gateway
Router

Router,
internal 
firewall, 
and IPS

Internal
Clients

ISP
Router

Internet

External 
Firewall

DMZ web servers and 
honeypot(s)

Internal
Servers

IPS

Various Network Devices

Hypothetical topology of switches, routers, firewalls, IDS, IPS and honeypots

Switches

Switches
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Routers
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Routers

• Routers are at the intersection of multiple network segments.

• They operate at Layer 3 the "Network" layer.

• Routers look at a packet's destination IP address and a routing table 
to decide where to send a packet.  Kind of like using a sign post in 
Europe to decide which direction to go. 

• If there is no route for a packet’s destination, the packet is dropped.

https://www.flickr.com/photos/381
09472@N00/4237980827

https://www.flickr.com/photos/13
426843@N08/4291372540
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Routers

Configuring the routes in routing tables

• Manually - you can add static routes by hand.  This does not work 
though if you have lots of routers to configure.

• Dynamic - routing protocols cans be used between participating 
routers to automatically calculate and populate routing tables with 
the best routes. Example routing protocols are RIP, OSPF, BGP, 
EIGRP, etc.

https://www.flickr.com/photos/381
09472@N00/4237980827

https://www.flickr.com/photos/13
426843@N08/4291372540
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Example Cisco Routing Table

R3#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 192.168.10.5 to network 0.0.0.0

192.168.10.0/30 is subnetted, 3 subnets

O       192.168.10.0 [110/1952] via 192.168.10.5, 00:00:23, Serial0/0

C       192.168.10.4 is directly connected, Serial0/0

C       192.168.10.8 is directly connected, Serial0/1

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C       172.16.1.32/29 is directly connected, FastEthernet0/0

O       172.16.1.16/28 [110/400] via 192.168.10.5, 00:00:23, Serial0/0

10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C       10.3.3.3/32 is directly connected, Loopback0

O       10.10.10.0/24 [110/791] via 192.168.10.9, 00:00:24, Serial0/1

O*E2 0.0.0.0/0 [110/1] via 192.168.10.5, 00:00:24, Serial0/0

R3#

Loopback 0

10.3.3.3/32
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Example Cisco Routing Table

Loopback 0

10.3.3.3/32

According to this 
routing table, what 
would R3 do with a 
packet destined for 
192.168.10.2?

R3#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 192.168.10.5 to network 0.0.0.0

192.168.10.0/30 is subnetted, 3 subnets

O       192.168.10.0 [110/1952] via 192.168.10.5, 00:00:23, Serial0/0

C       192.168.10.4 is directly connected, Serial0/0

C       192.168.10.8 is directly connected, Serial0/1

172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C       172.16.1.32/29 is directly connected, FastEthernet0/0

O       172.16.1.16/28 [110/400] via 192.168.10.5, 00:00:23, Serial0/0

10.0.0.0/8 is variably subnetted, 2 subnets, 2 masks

C       10.3.3.3/32 is directly connected, Loopback0

O       10.10.10.0/24 [110/791] via 192.168.10.9, 00:00:24, Serial0/1

O*E2 0.0.0.0/0 [110/1] via 192.168.10.5, 00:00:24, Serial0/0

R3#

Put your answer in 
the chat window
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Legolas route -n output (for Pod 3)

-----------------------------------

Destination     Gateway         Genmask Flags Metric Ref    Use Iface

192.168.3.0     0.0.0.0         255.255.255.252 U     0      0        0 eth0

192.168.3.4     0.0.0.0         255.255.255.252 U     0      0        0 eth1

192.168.3.8     192.168.3.1     255.255.255.252 UG    2      0        0 eth0

10.10.3.0       0.0.0.0         255.255.255.0   U     0      0        0 eth2

169.254.0.0     0.0.0.0         255.255.0.0     U     1002   0        0 eth0

169.254.0.0     0.0.0.0         255.255.0.0     U     1003   0        0 eth1

169.254.0.0     0.0.0.0         255.255.0.0     U     1004   0        0 eth2

172.20.0.0      192.168.3.1     255.255.0.0     UG    2      0        0 eth0

0.0.0.0         192.168.3.1     0.0.0.0         UG    2      0        0 eth0

Example Linux Routing Table
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Legolas route -n output (for Pod 3)

-----------------------------------

Destination     Gateway         Genmask Flags Metric Ref    Use Iface

192.168.3.0     0.0.0.0         255.255.255.252 U     0      0        0 eth0

192.168.3.4     0.0.0.0         255.255.255.252 U     0      0        0 eth1

192.168.3.8     192.168.3.1     255.255.255.252 UG    2      0        0 eth0

10.10.3.0       0.0.0.0         255.255.255.0   U     0      0        0 eth2

169.254.0.0     0.0.0.0         255.255.0.0     U     1002   0        0 eth0

169.254.0.0     0.0.0.0         255.255.0.0     U     1003   0        0 eth1

169.254.0.0     0.0.0.0         255.255.0.0     U     1004   0        0 eth2

172.20.0.0      192.168.3.1     255.255.0.0     UG    2      0        0 eth0

0.0.0.0         192.168.3.1     0.0.0.0         UG    2      0        0 eth0

Example Linux Routing Table

According to this 
routing table, 
what would 
Legolas do with a 
packet destined 
for 192.168.3.6?

Put your answer 
in the chat 
window
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Routers

Unfortunately routers can be hacked like everything else

• Vulnerabilities in router operating systems.
• Vulnerabilities in the software that configures or manages routers.
• They can be misconfigured by mistake.
• Tricking them into adding fraudulent routes into their routing tables.

https://www.flickr.com/photos/381
09472@N00/4237980827

https://www.flickr.com/photos/13
426843@N08/4291372540
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Cisco IOS Vulnerabilities

http://www.cvedetails.com/vendor/16/Cisco.html

http://www.cvedetails.com/vendor/16/Cisco.html
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Cisco IOS Vulnerabilities

http://www.cvedetails.com/vulnerability-
list.php?vendor_id=16&product_id=19&version_id=&page=1&hasexp=0&opdos=0&opec=0&opov=0&opcsrf=0&opgpriv=
0&opsqli=0&opxss=0&opdirt=0&opmemc=0&ophttprs=0&opbyp=0&opfileinc=0&opginf=0&cvssscoremin=0&cvssscorem
ax=0&year=0&month=0&cweid=0&order=3&trc=427&sha=bd51a01b646bad788bdc715f12e17fa177698ba8

Search for Cisco IOS, select Cisco IOS list of vulnerabilities

http://www.cvedetails.com/vulnerability-list.php?vendor_id=16&product_id=19&version_id=&page=1&hasexp=0&opdos=0&opec=0&opov=0&opcsrf=0&opgpriv=0&opsqli=0&opxss=0&opdirt=0&opmemc=0&ophttprs=0&opbyp=0&opfileinc=0&opginf=0&cvssscoremin=0&cvssscoremax=0&year=0&month=0&cweid=0&order=3&trc=427&sha=bd51a01b646bad788bdc715f12e17fa177698ba8


CIS 76 - Lesson 15

56

Activity

According to CVE Details, what is the most common type of 
vulnerability found in Cisco's IOS?

Put your answer in the chat window

http://www.cvedetails.com/vendor/16/Cisco.html

http://www.cvedetails.com/vendor/16/Cisco.html
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Cisco IOS Exploits

https://www.exploit-db.com/

Search for Cisco IOS

https://www.exploit-db.com/
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Activity

Note that CVE Details and the Exploit Database show a 
different number of exploits for the Cisco IOS.

Which one has the most?

Put your counts and answer in the chat window

http://www.cvedetails.com/vendor/16/Cisco.html

https://www.exploit-db.com/

http://www.cvedetails.com/vendor/16/Cisco.html
https://www.exploit-db.com/
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Routers

Unfortunately routers can be hacked like everything else

• Vulnerabilities in router operating systems.
• Vulnerabilities in the software that configures or manages routers.
• They can be misconfigured by mistake.
• Tricking them into adding fraudulent routes into their routing tables.

https://www.flickr.com/photos/381
09472@N00/4237980827

https://www.flickr.com/photos/13
426843@N08/4291372540
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China highjacks 15% of Internet traffic

• Huge man-in-the-middle attack
• BGP can be hijacked by one ISP router advertising fraudulent routes 

to other routers.
• Traffic is re-routed presumably for eavesdropping purposes

http://arstechnica.com/security/2010/11/how-china-swallowed-15-of-net-traffic-for-18-minutes/

http://arstechnica.com/security/2010/11/how-china-swallowed-15-of-net-traffic-for-18-minutes/
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BGP (Border Gateway Protocol) Attack

https://arstechnica.com/information-technology/2013/11/repeated-attacks-hijack-huge-chunks-
of-internet-traffic-researchers-warn/

Rerouting 
Internet traffic 
by attacking BGP

A malicious router 
advertises fraudulent 
routes which are then 
picked up and spread 
by other routers

https://arstechnica.com/information-technology/2013/11/repeated-attacks-hijack-huge-chunks-of-internet-traffic-researchers-warn/


CIS 76 - Lesson 15

62

Firewalls
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Firewalls

• Controls incoming and outgoing traffic from a network.

• Hardware (e.g. Cisco, Palo Alto Networks) are fast and independent 
of other operating systems on the network.

• Software firewalls (e.g. netfilter, Windows firewall) are slower and 
depend on the OS where they are running). 
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• Network Address Translation

• MAC address filtering

• IP and Port filtering

• Stateful packet inspection

• Application layer inspection

Firewalls
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Network Address Translation

Configuring NAT to forward port 22 on the pfSense firewall
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Wireless MAC filter

Wireless MAC filter on Asus router
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IP Address and Port Filtering

Access List on a 
Cisco Router

https://www.scribd.com/document/269048661/Anatomy-of-an-Access-List

ip access-list extended FIREWALL-IN-20160604

permit tcp any host 207.62.187.231 eq 22

permit tcp any host 207.62.187.231 eq www

permit tcp any host 207.62.187.231 eq 443

https://www.scribd.com/document/269048661/Anatomy-of-an-Access-List
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Stateful packet inspection

Netfilter (iptables) firewall on Linux server can use TCP connection states

[root@p24-elrond ~]# cat /etc/sysconfig/iptables

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*nat

:PREROUTING ACCEPT [274:29705]

:POSTROUTING ACCEPT [17:1421]

:OUTPUT ACCEPT [15:1301]

-A PREROUTING -d 172.20.192.171/32 -i eth0 -j DNAT --to-destination 192.168.24.9

-A POSTROUTING -s 192.168.24.9/32 -o eth0 -j SNAT --to-source 172.20.192.171

-A POSTROUTING -s 192.168.24.0/24 -o eth0 -j SNAT --to-source 172.20.192.170

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

# Generated by iptables-save v1.4.7 on Sun Mar 17 13:38:54 2013

*filter

:INPUT DROP [10:985]

:FORWARD DROP [9:756]

:OUTPUT DROP [0:0]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -s 192.168.24.0/24 -d 192.168.24.1/32 -i eth1 -m state --state NEW -j ACCEPT

-A INPUT -j LOG --log-prefix "iptables INPUT:" --log-level 6

-A FORWARD -m state --state RELATED,ESTABLISHED -j ACCEPT

-A FORWARD -s 192.168.24.0/24 -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.24.9/32 -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT

-A FORWARD -j LOG --log-prefix "iptables FORWARD:" --log-level 6

-A OUTPUT -m state --state NEW,RELATED,ESTABLISHED -j ACCEPT

COMMIT

# Completed on Sun Mar 17 13:38:54 2013

[root@p24-elrond ~]#
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Application layer inspection

Creating security 
policy on a Palo Alto 
Networks firewall
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Application layer inspection
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Application layer inspection

The PAN firewall catches the brute force attack and resets the connection
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Intrusion 
Detection and 

Prevention 
Systems
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Intrusion Detection Systems (IDS)

• Software application or hardware device.

• Monitor traffic and alert administrators of potential attacks.

• Scan incoming packets for known exploit signatures, and any 
behavior or protocol anomalies.

• Host based (HIDS) include anti-virus, Tripwire and OSSEC. 

• Network based (NIDS) include SNORT and Suricata.

• Passive IDS only monitors and reports.

• Active IDS will communicate with routers and firewalls to block 
specific attackers.

https://www.tripwire.com/
http://ossec.github.io/
https://www.snort.org/
https://suricata-ids.org/
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Intrusion Prevention Systems (IPS)

• Like an active IDS except is an inline device with all traffic flowing 
through it.

• An IPS can automatically stop attacks.

• Palo Alto Networks firewalls can be used as an IDS or an IPS.
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IDS Evasion

• Payload obfuscation
• Encoding and encryption
• Polymorphism

• Insertion and evasion
• Fragmentation and small packets
• Overlapping fragments and TCP segments
• Protocol ambiguities
• Low bandwidth attacks

• Denial of service
• CPU exhaustion
• Memory exhaustion
• Operator fatigue

https://en.wikipedia.org/wiki/Intrusion_detection_system_evasion_techniques

https://en.wikipedia.org/wiki/Intrusion_detection_system_evasion_techniques
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Using Security Onion and a PA-500

Security Onion is 
installed on a VM 
using SNORT and 
observes traffic via a 
tap port.  

It bundles Squert, 
Sguil, SNORT, ELSA, 
Bro and more.

The Palo Alto 
Networks PA-500 is 
inline and all traffic 
goes through it 

https://securityonion.net/

https://www.paloaltonetworks.com/

https://securityonion.net/
https://www.paloaltonetworks.com/
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nmap -p 22,80,443 -A 207.62.187.231,243

Caught in both Squert and PAN logs

nmap "all" scan
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Squert

An SSH scan detected in Squert
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PAN

An HTTP scan detected by Palo Alto Networks
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Squert doesn't log anything, but PAN logs it and resets the connection

nmap "shellshock" scan
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PAN

PAN logs it and resets the connection
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PAN

One packet captured
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PAN

One packet captured and exported to Wireshark
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Squert, Sguil and PAN log it

nmap "heartbleed" scan

nmap -p 443 --script ssl-heartbleed opus-ii.cis.cabrillo.edu
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Squert

Squert logs the self-signed certificate sent to attacker
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Sguil

Sguil logs the self-signed certificate sent to attacker 
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PAN

PAN logs it and resets the connection
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Honeypots
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Honeypots

• Decoy servers to lure and trap hackers.

• Configured with vulnerabilities and fake but enticing data.

• Attempts to keep hackers engaged long enough that they can be 
traced back.

• Allows security professionals to observe how hackers operate and 
the tools they use. 

• Commercial and open source honeypots are available.
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Testing an 

IDS
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AttackerVictim IDS

The IDS (Security Onion) is used to monitor the nmap scans 
Kali is doing on OpenSUSE
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Security Onion

Squert

Sguil

Snorby

ndg or ndg@ndg.com
password123



CIS 76 - Lesson 15

94

Download nmap cheat sheet

https://blogs.sans.org/pen-testing/files/2013/10/NmapCheatSheetv1.1.pdf

https://blogs.sans.org/pen-testing/files/2013/10/NmapCheatSheetv1.1.pdf
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Browse to the nmap Firewall/IDS Evasion Page

https://nmap.org/book/man-bypass-firewalls-ids.html

https://nmap.org/book/man-bypass-firewalls-ids.html
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AttackerVictim IDS

Test IDS with regular Nmap scan 

[Kali] nmap 192.168.0.2 

Which tool(s) recorded the scan?
 Snorby
 Squert
 Sguil

Put your answer in the chat window
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AttackerVictim IDS

[Kali] nmap -f 192.168.0.2 

Which tool(s) recorded the scan?
 Snorby
 Squert
 Sguil

Put your answer in the chat window

Test IDS with fragmented scan 
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AttackerVictim IDS

[Kali] nmap --mtu 8 192.168.0.2

Which tool(s) recorded the scan?
 Snorby
 Squert
 Sguil

Put your answer in the chat window

Test IDS with small MTU scan 

Maximum transmission unit must be a multiple of 8
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AttackerVictim IDS

[Kali] nmap -D 192.168.9.20 192.168.9.30 192.168.9.40 192.168.0.2

Which tool(s) recorded the scan?
 Snorby
 Squert
 Sguil

Put your answer in the chat window

Test IDS with a decoy scan 

Makes it look like scans are coming from several hosts
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AttackerVictim IDS

[Kali] nmap -sT -PN -spoof-mac 0 192.168.0.2

Which tool(s) recorded the scan?
 Snorby
 Squert
 Sguil

Put your answer in the chat window

Test IDS with spoofed MAC scan 
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Final Project

Presentations
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Presentations

Grading Rubric (60 points) 

5 points - Professional quality document (readability, formatting, spelling, accuracy) 

5 points - Scenario and diagram (provides necessary context to understand the lab) 

5 points - Vulnerabilities & exploits (accurate summaries and citations) 20 points - Step-by-step 

instructions (20 steps minimum, 1 point per step) 

5 points - Requirements, admonition, prevention (are included). 5 points - Complete appendixes. 

10 points - Testing another student’s lab and providing them with helpful written feedback. 

5 points - [Optional] Presentation and demo to class. 

Extra credit (up 30 points) 

5 points each for testing additional student labs. You must use the testing spreadsheet above so 

that all projects get tested equally. 
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https://cabrillo.instructure.com/courses/7125/pages/cis-76-project-folder

Use this directory to share your project with other classmates

CIS 76 Project

https://simms-
teach.com/cis76calendar.php

Calendar Page

https://cabrillo.instructure.com/courses/7125/pages/cis-76-project-folder
https://simms-teach.com/cis76calendar.php
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Practice Test

The practice test on Canvas will be available after class.
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Tuesday 4:00 PM
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